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Abstract

Concept drift can degrade encrypted-traffic classifiers deployed at the network edge as ap-
plications, protocols, and usage patterns evolve. This paper formulates federated continual
learning under asynchronous real- and virtual drift and proposes DriftGuard, a framework
combining a two-level per-node detector, selective adapter-based adaptation with Fisher
importance masking and class-balanced replay, and drift-aware server aggregation. Level 1
detects distributional changes in learned representations, while Level 2 monitors super-
vised prediction errors to provide evidence consistent with decision-relevant drift before
selective adaptation is activated. We further derive a convergence bound under stated
assumptions that explicitly incorporates environmental variation, detection delay, and false
alarms. DriftGuard is evaluated in a controlled simulation using reproducible synthetic
traffic-like features under sudden, gradual, virtual-only, and recurring drift. Across five
independent runs, results are reported with standard deviations, 95% confidence inter-
vals, and paired statistical comparisons. DriftGuard maintains competitive classification
accuracy while limiting forgetting of stable classes, with its clearest advantage observed
under gradual asynchronous drift. Results also show that immediate adaptation using
ground-truth drift states does not necessarily improve performance under the evaluated
adaptation policy. The findings provide controlled methodological validation rather than
evidence of production-scale deployment performance.

Keywords: federated learning; continual learning; concept drift; encrypted traffic classification;
catastrophic forgetting; edge computing; non-IID data; drift detection

1. Introduction
Encrypting is no longer a characteristic of sensitive traffic; rather, the Internet is

encrypted by default [1]. The vast majority of web, mobile and machine-to-machine com-
munications are now using TLS, QUIC or application-layer encrypted channels, making the
techniques used to inspect the payloads of network traffic, which used to underlie traffic
engineering, QoS enforcement, and security monitoring, prior to these becoming legacy,
largely rendered moot. Network operators are, in response, shifting the burden of classifi-
cation to machine learning from reading payloads; instead, modern classifiers will predict
the application/service and/or threat class of a flow based on side channel observables
like packet sizes, inter-arrival times, handshake metadata and burst structure. Pre-trained
models based on these observables have been very successful, achieving F1 scores of >97%
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on the standard encrypted-traffic benchmarks [2] with transformer representations. These
classifiers seem to be a solved problem; when measured on a split of the dataset they were
trained on, they held out.

It is a different story when it comes to deployment. The statistical relationship between
traffic observables and class labels changes over time: applications release protocol updates,
content delivery networks (CDNs) move network resources, TLS and QUIC versions
change, user behavior shifts, and new applications emerge and old ones are phased out. The
ability of state-of-the-art deep encrypted-traffic classifiers to retain accuracy when deployed
is demonstrated to decay significantly over time—even within months of deployment, even
without modifications to the model—and rate drop can be so high that even after two
years between the training and inference, flows of well-represented classes are no longer
well-ranked in the top three predictions [3]. This phenomenon can be considered as an
example of concept drift: the changes in the joint distribution of inputs and labels over
time that the learning system observes [4]. One of the taxonomies for drift is real-drift,
where the conditional relationship between observables and labels changes, the decision
boundary needs to change, and in virtual drift, only the input distribution changes, while
the boundary remains valid [5]. The difference is crucial in practice; if drift really is
happening, it is time to adapt the model, and if the drift is virtual, then computation
is wasted, and a model that is correct may be degraded. However, production traffic
classifiers do not generally make this split. What is predominant and typical in the industry
is periodic wholesale re-training, which is indiscriminate in just this way: it is expensive in
labeling and calculation. It is reactive by its very nature: it assumes the model remains the
same for the entire time between the onset of drift and the next period of re-training.

The problem becomes even more challenging in the environments where these classi-
fiers are increasingly deployed. The traditional centralized approach to traffic classification
is shifting to the network edge, where it needs to be able to operate near the access networks
to enable the enforcement of policies with short delays and the local response to threats.
Edge deployment of the data distributes the data across the edge nodes [6]. Each edge
node sees only its own traffic mix, which is dependent on the local population of users,
and the most privacy-sensitive data that the operator owns is its traffic mix. Therefore, it
will not be attractive from a contractual or a data-protection regulation point of view to
centralize raw flows or features for re-training. Federated learning is the standard approach
to training a shared model via the exchange of parameter updates, not the data, and there
is an extensive body of work on statistical and systems issues that arises with federated
learning [7]. However, as typically defined federated learning is an optimization with a
fixed objective and fixed distribution of data, it provides no information on where the data
might be located, and it does not provide any information about what to do if the data
change under the model.

The study of the temporal dimension has gained much interest from the machine
learning community, with its main challenge being catastrophic forgetting, which refers
to the loss of memory of a network when it is presented with new data that makes it lose
the ability to correctly recognize old data it no longer encounters [8]. Three main families
of methods are prevalent: regularization-based approaches constrain parameters that are
important to previously learned tasks; replay-based approaches revisit stored or generated
examples; and parameter-isolation approaches allocate separate parameters to different
tasks [9]. More recently, federated continual learning has surfaced, where the question is:
how, as distributed clients receive streams of evolving data, can they learn from the local
stream and share the knowledge with a server? [10] It is this very intersection that is where
edge traffic classification is born, and data heterogeneity in federated systems is explicitly
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identified as a very open problem in the literature [11], with temporally changing traffic
distributions of clients being a key one.

There are still existing federated continual learning (FCL) methods which assume a
traffic setting that contradicts these assumptions. Most of them are the offshoots of task-
incremental continual learning, which assumes that the changes happen as identifiable,
incremental tasks—the boundaries of which are known—in contrast to the operational
traffic that changes but is unannounced, may be gradual or abrupt, and must be detected,
not declared. Most implicitly assume, or assume by experimental design, that the same task
sequences are followed on a similar schedule by most of the clients. In an edge deployment,
drift is asynchronous: application updates are deployed days before others are deployed at
another regional network; some user populations are first to adopt a new service, whereas
others delay that adoption; and at any given time some edge nodes are in drift while
others are stable. This creates a destructive two-way effect under federated averaging.
Changes in the drifted nodes, based on a shifted distribution, influence a common model
for the stable majority, while at the same time, the aggregated force of the stable majority
tends to dampen just what the drifted minority requires. Finally, there is no previously
available framework that would distinguish between real-drift and virtual drift at the
point of detection, and therefore adaptation occurs on true and false detections alike and
forgetting could be at risk even if the decision boundary is valid.

In this paper, we fill this gap by introducing a federated continual learning framework
for edge-based encrypted traffic classification with concept drift in an asynchronous and
unannounced manner, known as DriftGuard. Each edge node will have a lightweight
two-level drift detector on its local stream which distinguishes real-drift from virtual drift,
and adaptation will only occur in the presence of real-drift. Adaptation is selective and
not wholesale: drifted nodes update single or small parts of an adapter that are compact
(memory), and a stability-based class-balanced replay memory and a parameter-isolation
mechanism keep competence for stable traffic classes. The drift-aware aggregation rule
weights and routes client updates based on the drift state of the nodes, ensuring that
the majority of stable nodes remains unaffected by drifted updates; drifted nodes get the
benefits of shared knowledge, despite being in a drifted state. We support the framework
with a convergence analysis under non-IID data and asynchronous drift and evaluate it
through controlled simulations using synthetic traffic-like feature vectors whose statistical
characteristics are informed by established encrypted-traffic benchmarks. This controlled
setting enables explicit variation in drift type, magnitude, timing, and asynchrony across
edge nodes.

1.1. Contributions

This work has the following contributions.

(1) We formalize the problem of federated continual learning under asynchronous con-
cept drift by defining a drift model that assumes that both real- and virtual drift
occur at individual edge nodes at unknown and varying times, and a drift-aware
federated objective that explicitly makes the stability–plasticity trade-off at the node
and federated levels.

(2) We suggest a framework based on a per-node two-level drift detector, which is able
to distinguish true from virtual drift, and combines selective adaptation based on
adapters, class-balanced replay, and parameter isolation, so that adaptation is only
performed when the decision boundary has indeed drifted and is kept within a region
where it cannot eliminate competence on classes that are stable.
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(3) We craft a drift-aware aggregation rule that incorporates the drift state of each client
when aggregating it into the global model, and we give a convergence guarantee for
the ensuing aggregation, which quantifies the impact of drift size and detection lag.

(4) We develop a reproducible simulation protocol using synthetic traffic-like feature
vectors whose statistical characteristics are informed by established encrypted-traffic
benchmarks, together with controlled drift processes that vary in type, magnitude,
timing, and asynchrony.

(5) We conduct component-wise ablation experiments to quantify the individual con-
tributions of real-versus-virtual drift discrimination, Fisher importance masking,
class-balanced replay, selective adaptation, and drift-aware aggregation.

1.2. Paper Organization

The rest of this paper is organized as follows. Section 2 reviews related work on
encrypted traffic classification, concept drift, continual learning, and their federated com-
binations. The system model and the formalization of the asynchronous-drift federated
learning problem are presented in Section 3. Then, Section 4 outlines the DriftGuard frame-
work and builds its convergence analysis. The details of the experimental setup, datasets,
drift-injection protocol, baselines, and metrics are provided in Section 5. The results are
reported and discussed in Section 6. Section 7 discusses the limitations of the study, and
Section 8 concludes the paper and outlines directions for future work.

2. Related Work
The work is related to four research streams: Deep Learning for encrypted traffic

classification, concept drift detection and adaptation, continual learning, and federated
learning over heterogeneous and evolving data. We look at each thread through the lens
of the assumptions it makes about where data lives and how it changes over time, before
concluding the section with a discussion of the handful of previous approaches that, like
ours, try to synthesize more than one of these threads.

2.1. Deep Learning for Encrypted Traffic Classification

The first generation of deep encrypted-traffic classifiers demonstrated that side-
channel observables contain sufficient signal for traffic classification without traffic payload
inspection. Deep Packet showed that convolutional and autoencoder architectures can
efficiently classify traffic (even when under VPN encapsulation) using only raw packet
bytes without hand-engineering the features [12]. Later studies have acknowledged that
there is no single view of a flow that suits all visibility scenarios. DISTILLER combines
payload-byte and protocol-field modalities in a multimodal architecture that supports
multiple tasks and classifies multiple traffic dimensions at the same time [13]. This is
the state of the art, which is inspired by language modeling; ET-BERT [2] uses a large
unlabeled traffic corpus to pre-train transformer representations and fine-tunes them on
a small labeled traffic set and achieves an F1 greater than 97% on several public traffic
benchmarks. Shen et al. [1] provide a thorough treatment of this design space.

The common thread that holds this line of work together is the evaluation discipline:
models are trained and tested on temporally neighboring splits of the same capture cam-
paign. The study of Malekghaini et al. is the most convincing example of this field’s
unknown, as it is a longitudinal study that suffers from very high accuracy drops if the test
traffic is collected months to years after the training set [3]. The classifiers discussed above
provide no means of detecting this decay; they are not models to compete with DriftGuard,
they are models with which DriftGuard will continue to compete after deployment.
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2.2. Concept Drift Detection and Adaptation

The literature of stream learning is well developed with regard to concept drift. Gama
et al. compiled the design space of detectors, organizing them into three categories: error-
rate monitoring, distribution tests on sliding windows, and ensemble reweighting [4]. Lu
et al. refined the real-drift–virtual drift distinction by defining real-drift as the movement
of the optimal decision boundary and virtual drift as changes to the input distribution
without moving the decision boundary [5]. The security domain is the work of CADE,
which uses contrastive representation distance [14] to detect individual drifting samples.
In our study of the network traffic, we found that the network traffic corpus distributed
naturally for 10 years is very robust, which we proved as an AnoShift benchmark [15].
The assumptions which are shared by these detectors are incorrect in our context: they are
designed to track a single stream at a single vantage point and they assume detection is the
end of the pipeline (wholesale re-training is the responsibility of adaptation).

2.3. Continual Learning and Catastrophic Forgetting

The complementary failure mode is a model that learns new data and loses competence
on data it never has seen before: continual learning. Elastic weight consolidation was the
treatment of selective plasticity, which penalized the weight parameters that were important
for earlier tasks [8]. De Lange et al. classify methods into regularization-based, replay-
based and parameter-isolation approaches [9], and Wang et al. further classify the methods
and relate them to theoretical explanations of the stability–plasticity trade-off [16]. Van
de Ven et al. differentiate among task-, domain- and class-incremental learning [17]. The
drift-induced adaptation in traffic classification is most similar to the domain-incremental
scenario [18]. DriftGuard takes advantage of this decoupling, limiting drift adaptation to
adapters, limiting the blast radius of an update architecturally.

2.4. Federated Learning Under Statistical Heterogeneity

The canonical protocol was achieved by federated averaging [6]. Other related research
works include FedProx, which adds a proximal term that bounds local divergence [19] and
SCAFFOLD, which corrects client drift with control variates [20] that are mapped by the
wider landscape in [7]. The client drift these methods correct is spatial; it is an agreed-upon
difference in goals between the clients at any given moment in time. This paper focuses
on the phenomenon that is temporal, and it is coupled with the two because although the
node in mid-drift is undergoing similar treatment, the node with a divergent but stationary
distribution will look exactly the same to the server.

Recent work has also examined adversarial robustness in federated network-security
applications. Rezaei et al. proposed Adapt-LFA, an adaptive gradient-guided label-flipping
attack against federated intrusion-detection systems, demonstrating that strategically cor-
rupted local labels can substantially degrade federated classifiers [21]. This setting differs
from the present work, where distributional change is assumed to arise from temporal
concept drift rather than malicious label manipulation; nevertheless, it highlights that
evolving or unreliable local supervision is an additional robustness concern for federated
traffic-analysis systems.

2.5. Federated Learning over Evolving Data

The survey by Yang et al. categorizes the following literature under the theme of
spatial–temporal catastrophic forgetting, whereas FedWeIT breaks down client networks
into shared and sparse task-specific parameters [10]. Criado et al. consider temporal
heterogeneity as a type of non-IID-heterogeneity [11]. There is a smaller body of work that
deals head-on with undeclared drift. To ensure that the federated averaging algorithm is
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robust, CDA-FedAvg enhances it with per-client drift detection and rehearsal [22]. Chen
et al. use the asynchronous federated updates with local drift detection [23]. FedStream
has dynamic prototypes for distributed concept-drifting streams [24]. FedDrift groups
clients in several models running in parallel all over the world through local detection of
the models and hierarchical fusion of their structures [25]. None differentiates between
real- and virtual drift and none provides a convergence guarantee that takes into account
the detector being in the loop.

2.6. Positioning of This Work

Table 1 summarizes six properties of our problem setting, which are compared. To
our knowledge, to this day DriftGuard is the first architecture that integrates all of these
components, unannounced-drift operation, explicit real-versus-virtual discrimination, asyn-
chronous drift handling in a single global model, architectural forgetting protection, and a
convergence analysis that includes detection delay in the model, and is instantiated and
evaluated on encrypted traffic classification.

Table 1. Positioning of DriftGuard against the closest prior frameworks.

Framework Unannounced Real/Virtual Async Drift Forgetting Prot. Conv. Analysis Enc. Traffic

CDA-FedAvg [22] ✓ ✗ Partial ✓ ✗ ✗

Chen et al. [23] ✓ ✗ ✓ ✗ ✗ ✗

FedStream [24] ✓ ✗ Partial Partial ✗ ✗

FedDrift [25] ✓ ✗ ✓ Partial ✗ ✗

FedWeIT [10] ✗ ✗ ✗ ✓ ✗ ✗

DriftGuard (ours) ✓ ✓ ✓ ✓ ✓ ✓

✓ = addressed, ✗ = not addressed, Partial = addressed in a limited form.

3. System Model and Problem Formulation
This section introduces the deployment model, formalizes the concept of asynchronous

concept drift in a federation of edge traffic classifiers and defines the design problem that
DriftGuard resolves. For the remainder, K will be used to denote the set {1, . . ., K} and all
distributions are assumed to have densities when required.

3.1. Network and Deployment Model

We will assume that there is a central aggregation server that coordinates a federation
of K edge nodes. Access or aggregation points are co-located with each node k, which
sees a private stream of encrypted traffic flows. The time is partitioned into rounds,
t = 1, . . ., T. The server orchestrates synchronous federated rounds: it communicates current
global parameters, local training by some nodes, and aggregating of the updates. This is the
standard cross-silo federated topology [6,7] but with one exception—the local distributions
are indexed by time.

3.2. Classification Model and Parameterization

Each flow is summarized by a feature vector x ∈ X ⊂ Rd of side-channel observables.
The label y ∈ Y = {1, . . . , C} identifies the application or service class. The classifier is a
neural network fθ : X → RC , whose parameters decompose as

θ = (ϕ, a, h), fθ = h·gϕ,a, |a|+ |h| ≪ |ϕ| (1)

Here, ϕ denotes a frozen pre-trained backbone, a represents a set of low-rank
adapters [18] and h is the classification head. All future adaptation is limited to the
subspace (a, h), reducing the communication payload from |θ| → |a|+ |h| .
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Accordingly, if pb =| ϕ | and pu =| a | + | h |, the relative parameter payload
transmitted by DriftGuard compared with full-model federated fine-tuning is

Rcomm =
pu

pb + pu
(2)

This expression characterizes parameter-volume reduction; actual transmission time
additionally depends on serialization, protocol overhead, bandwidth, and network contention.

3.3. Asynchronous Concept Drift Model

The data held by node k in round t is drawn independently and identically distributed
from a joint distribution Pt

k(x, y) = Pt
k(y|x)Pt

k(x). Following the drift literature [4,5] we
separate the two channels through which distributions evolve. Real-drift changes the
conditional Pk(y|x) virtual drift; changes are only the marginal Pk(x). We quantify both by

∆real
k (t) = Ex∼Pt−1

k

[
dTV

(
Pt

k(·|x), Pt−1
k (·|x)

)]
, ∆virt

k (t) = dTV

(
Pt

k(x), Pt−1
k (x)

)
(3)

where dTV is total variation distance. The interesting aspect of this paper is the operational
asymmetry: the nonzero real component requires adaptation, while the nonzero virtual
component only requires, at most, recalibration of detection statistics. The aggregate
severity over the horizon is captured by the variation budget [26],

VT =
T

∑
t=2

max
k∈[K]

∆real
k (t) (4)

A stationary federation has VT = 0, recovering the standard federated learning
problem.

3.4. Performance Measures

The global objective in round t weights each node’s local risk by its data share,

F(θ; t) = ∑K
k=1 pk E(x,y)∼Pt

k
[𝓁( fθ(x), y)], pk =

nk

∑K
j=1 nj

(5)

Because the minimizer moves with t, the natural optimality notion is dynamic re-
gret [26],

Regdyn
T =

T

∑
t=1

[
F(θt; t)−min

θ∈Θ
F(θ; t)

]
(6)

To track retention, we define forgetting at node k as the gap between the best accuracy
ever achieved on the stable component and the final accuracy on it [27]:

Φk(T) = max
t≤T

Ak

(
t; Pstab

k

)
− Ak

(
T; Pstab

k

)
(7)

3.5. Problem Statement

A policy π consists of a per-node detector that reports a state estimate ŝk(t) ∈
{stable, virtual, real} with a detection delay δk = t̂k − τk, a local update rule and an aggre-
gation rule. The design problem is the constrained dynamic optimization

min
π∈Π

Regdyn
T (π) s.t. Φk(T) ≤ ε∀k ∈ [K], ∑T

t=1 Ct(π) ≤ B (8)

where Ct(π) is the communication consumed in round t and ε is the operator’s forgetting
tolerance. The conjunction of unannounced asynchronous drift, the real–virtual distinction
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in (2), and the forgetting constraint in (7) is, as Table 1 summarizes, the unoccupied corner.
Section 4 presents DriftGuard as a concrete policy and bounds its dynamic regret. Table 2
below shows a summary of the notations.

Table 2. Summary of notation.

Symbol Meaning

K, [K] Number of edge nodes; index set {1, . . ., K}
T, t Horizon length; round index

Pt
k(x, y) Joint data distribution at node k in round t

∆real
k (t) Per-round drift magnitudes, Equation (3)
VT Variation budget, Equation (4)

θ = (ϕ, a, h) Frozen backbone, adapters, head
F(θ; t) Global time-indexed objective, Equation (5)
Regdyn

T Dynamic regret, Equation (6)
Φk(T) Forgetting on stable component, Equation (7)
ε, B, Ct Forgetting tolerance; comm. budget; round-t comm.

4. The DriftGuard Framework
4.1. Design Overview

DriftGuard instantiates the policy class of Section 3.5 using three mechanisms that are
co-designed as shown in Figure 1. Two levels of detectors (depending on the edge node) are
used to implement real-versus-virtual discrimination according to Equation (3). In the case
of real-drift, adaptation is limited to the low-rank adapters and head, and regularized by a
class-balanced replay memory that masks out the knowledge of parameter coordinates with
stable classes. Updates are directed to merge at the server according to the drift state: the
normal ones are aggregated, if there is a drift, and the update is quarantined and merged
as soon as cross-node coherence is reached.

Figure 1. The DriftGuard architecture. Each edge node couples a frozen backbone with trainable
low-rank adapters, a two-level drift detector (label-free MMD on representations; ADWIN on the
supervised error stream), and a selective adaptation path gated by drift-state logic. The server routes
updates by reported drift state.
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4.2. Two-Level Drift Detection

Level 1 views Pk(x) with the frozen backbone. The node keeps the reference window of
backbone representation and the current window of backbone representation and calculates
the unbiased squared maximum mean discrepancy [28],

M̂MD
2
k =

1
m(m− 1)∑i ̸=j

[
k
(

zre f
i , zre f

j

)
+ k
(

zcur
i , zcur

j

)]
− 2

m2 ∑i,j k
(

zre f
i , zcur

j

)
(9)

The Level-1 permutation test uses Bp = 999 random permutations. The Monte Carlo
permutation p-value is computed as

pperm = (b + 1)/
(

Bp + 1
)

(10)

where b is the number of permuted MMD statistics greater than or equal to the observed
statistic. Level 1 fires when pperm ≤ α, with α = 0.01.

Level 2 monitors the supervised prediction-error stream using ADWIN [29]. An alarm
indicates statistically significant predictive degradation and is treated as supervised ev-
idence consistent with real-drift, rather than as direct proof that Pk(y | x) has changed.
Furthermore, Level 2 requires delayed supervisory feedback because the prediction error
cannot be computed when a flow is first observed. For a flow arriving at round t, the node
first produces and stores its prediction together with an identifier. When the corresponding
ground-truth label becomes available after a label delay d𝓁 , the node computes the binary
error indicator et = 1[ŷt ̸= yt] and appends it to the ADWIN error stream. Consequently,
Level 1 remains fully label-free and can operate immediately, whereas Level 2 may react
later depending on the availability of ground-truth feedback. In the controlled simulation,
label availability is explicitly scheduled so that the effect of d𝓁 can be evaluated sepa-
rately from the underlying drift process. In a practical deployment, such delayed labels
may originate from application-level telemetry, operator-verified flow records, or other
delayed supervisory sources; the framework does not assume that labels are available at
inference time.

In the main experiments, labels are assumed to become available after a fixed delay
of one federated round, with no missing labels; thus, every stored prediction eventually
contributes one binary error observation to the Level-2 ADWIN stream. This corresponds to
a fully supervised delayed-feedback setting and should be interpreted as an upper-bound
assumption on label availability rather than as a claim that all production edge traffic can
be labeled at negligible cost.

∃W = W0 ·W1 :
∣∣eW0 − eW1

∣∣ ≥ εcut =

√
1

2mh
ln

4|W|
δA

, mh =

(
1

|W0|
+

1
|W1|

)−1
(11)

The two levels combine: ŝk = real if Level 2 fires; ŝk = virtual if Level 1 fires while
Level 2 stays silent; and ŝk = stable otherwise. A Level-1 alarm alone is therefore treated
as a provisional virtual-drift state and does not trigger real-drift adaptation. Adaptation
is activated only when subsequent Level-2 evidence confirms a change in the supervised
error stream. This single decision is where DriftGuard departs most sharply from prior
detection-equipped federated systems [22,23,25], all of which treat any detected change as
a trigger for adaptation. Because Level-2 evidence may arrive later than Level-1 evidence,
the detector state is provisional during the label-delay interval. A Level-1 alarm is therefore
treated as evidence of an input-distribution change, while confirmation of real-drift requires
subsequent evidence from the supervised error stream. Until that confirmation is available,
the framework does not trigger real-drift adaptation.
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4.3. Selective Local Adaptation

There are three mechanisms that limit the update when a node reaches the real-drift
state. One drawback of the parameterization in Equation (1) is that all updates are limited
to adapters and head [18]. Second, in the adapter coordinates, the most crucial parameters
for stable classes are frozen by a Fisher importance mask [8],

Ωj = E(x,y)∼Mstab
k

(∂𝓁( fθ(x), y)
∂aj

)2
, mj = 1

{
Ωj ≤ Qq(Ω)

}
(12)

Third, the adaptation loss combines the drifted window with the replay class-
balancing [27],

Lk(a, h) = (1− λ)L̂cur(a, h) + λL̂Mk (a, h), a← a− ηa(m⊙∇aLk) (13)

4.4. Drift-Aware Aggregation

State routing occurs on the server. Normally, averaged stable updates and pooled
drifted updates are as follows:

(a, h)t+1 = (a, h)t + ∑
k∈Ŝt

pk
PS

∆t
k, ut = ∑

k∈D̂t

pk
PD

∆t
k, PS = ∑

k∈Ŝt

pk , PD = ∑
k∈D̂t

pk (14)

The pool is promoted into the global model only when cos (ut, ut−1) ≥ ρ and PD ≥ κ,
whereupon the server applies (a, h)← (a, h) + βPDut . This single-model insulate-then-
merge design avoids maintaining multiple concurrent global models as in [25]. Algorithm 1
is presented further.

Algorithm 1. DriftGuard: one federated round t.

Server:
1: broadcast global (a, h)t to the sampled participant set St

2: for each node k ∈ St in parallel do
3:

(
∆t

k, ŝk
)
← NodeUpdate

(
k, (a, h)t

)
4: Ŝt ← {k : ŝk = stable}, D̂t ← {k : ŝk = real}
5: (a, h)t+1 ← (a, h)t + ∑ pk

PS
∆t

k
6: ut ← ∑ pk

PD
∆t

k ; merge if coherent ▷ 4.4
NodeUpdate(k, (a, h)):
7: update L1 and L2; set ŝk

8: if ŝk = virtual: recalibrate ref. window; proceed as stable
9: if ŝk = real: compute mask; train with loss
10: else: standard steps on current window with low-λ replay
11: refresh Mk; return (∆k, ŝk)

4.5. Convergence and Forgetting Analysis

Theorem 1 (tracking under asynchronous drift). Under standard assumptions used in het-
erogeneous federated optimization [20,30], we assume: (A1) L-smooth local losses; (A2) bounded
stochastic-gradient variance σ2; (A3) bounded gradient dissimilarity ζ2

S among stable nodes; (A4)
bounded environmental variation represented by VT ; (A5) finite expected detection delay δk and
bounded false-alarm rate pFA; and (A6) a local gradient-dominance condition,

F(θ; t)− F(θ∗t ; t) ≤ 1
2µ
∥∇F(θ; t)∥2 (15)
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for some µ > 0. A6 is required only to relate the stationarity bound below to the dynamic regret
defined in Equation (6).

When aggregating according to Equation (15) and using the coherence-gated merge,
the iterates satisfy:

1
T

T

∑
t=1

E
[
∥∇F(θ; t)∥2

]
≤ c0(F(θ1; 1)− Finf)

ηT
+ c1

ηLσ2

|S| + c2η2L2ζ2
S + c3

GVT
T

+ c4
G2

T

K

∑
k=1

pkδk (16)

In Equation (16), VT is the variation budget, δk is the expected detection delay at
node k, and pFAis the average false-alarm rate. The positive constants c0, . . . , c5 scale, are,
respectively, the finite-horizon optimization, stochastic-gradient variance, client hetero-
geneity, environmental variation, detection-delay, and false-alarm terms. Thus, larger
environmental variation, longer detection delays, or more frequent false alarms loosen the
tracking bound.

Corollary 1 (dynamic-regret implication). Under A1–A6,

1
T
E
[

Regdyn
T

]
≤ 1

2µT

T

∑
t=1

E
[
∥∇F(θ; t)∥2

]
· (17)

Therefore, substituting Equation (16) into Equation (17) shows that the dynamic regret defined
in Equation (6) inherits the same dependence on VT , detection delay, and false-alarm rate.

Proof. The result follows directly by applying A6 at each round, summing over t = 1, . . . , T,
and using the definition of dynamic regret in Equation (6). □

Proposition 1. Forgetting is bounded by the choice of the mask quantile q and replay capacity M by
imposing the constraint

Φk(T) ≤ LAηa Nk(1− q)Ga +
cM√

M
. (18)

Practical interpretation of the assumptions. The assumptions above should be inter-
preted as local regularity conditions rather than guarantees that every production traffic
stream satisfies globally. Assumption A1 is standard in convergence analyses of gradient-
based federated optimization and is most plausible over the bounded parameter region
explored during adapter-based fine-tuning; it does not require the complete deep network
to be globally smooth. Assumption A2 requires stochastic gradient noise to remain fi-
nite, which is reasonable for bounded feature representations and finite mini-batches, but
may be stressed by highly bursty traffic, rare classes, or severe outliers. Assumption A3
does not require client data to be IID; instead, it requires heterogeneity among currently
stable nodes to remain bounded. This assumption may become weak when client popu-
lations are extremely heterogeneous or when several nodes undergo unrecognized drift
simultaneously.

Assumption A4 connects statistical drift to changes in the optimization landscape
through the finite variation budget VT . It is appropriate when environmental changes
accumulate at a finite rate over the considered horizon, while abrupt protocol changes
or previously unseen applications may produce a larger VT and therefore a looser bound.
Finally, A5 does not assume perfect drift detection. The guarantee permits detection delay
and false alarms through the corresponding terms in the bound, but it requires these
quantities to remain finite. In practice, detector performance can deteriorate when labels
are substantially delayed, missing, or class-dependent. Accordingly, Theorem 1 should be
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viewed as a conditional tracking guarantee that explains how optimization quality degrades
as environmental variation, client heterogeneity, and detector imperfections increase, rather
than as an unconditional guarantee of deployment performance. Table 3 shows practical
interpretation, theoretical role, and deployment limitations of the regularity assumptions
underlying Theorem 1.

Table 3. Practical interpretation of the assumptions used in Theorem 1.

Assumption Theoretical Role Practical Interpretation Potential Violation

A1: L-smooth local losses Controls change in gradients
between updates

Local regularity over the
adapter fine-tuning trajectory

Strongly non-smooth or
unstable optimization

A2: Bounded
stochastic-gradient variance Limits optimization noise

Finite mini-batch variability
under bounded
representations

Severe outliers, rare classes,
highly bursty traffic

A3: Bounded stable-node
gradient dissimilarity

Controls non-IID
heterogeneity

Stable clients may differ, but
their gradients cannot diverge

without bound

Extreme cross-client
heterogeneity or undetected

simultaneous drift

A4: Finite drift–landscape
variation VT

Quantifies environmental
non-stationarity

Drift accumulates at a finite
rate over the evaluation

horizon

Abrupt large-scale
protocol/application changes

A5: Finite detection delay/
controlled false alarms

Links detector quality to
tracking error

Detector may be imperfect but
errors must remain bounded

Long/missing label feedback,
persistent false alarms or

missed drift

5. Experimental Setup
None of the experiments are physical edge testbed experiments; all simulations are

discrete event simulations of the federation on traffic-like data with the injected drift
processes described below. We use a controlled drift-injection layer with its type, magnitude,
timing and asynchrony as experimental variables that we combine with the actual feature
statistics of the traffic.

The controlled simulation design is intentional. Naturally evolving encrypted-traffic
traces do not generally provide exact ground-truth information about the type, onset,
magnitude, and duration of concept drift at each node. In contrast, the present setting makes
these factors directly controllable, allowing the behavior of the drift detector, selective
adaptation, and aggregation mechanisms to be examined under known asynchronous drift
conditions. Accordingly, the experiments are intended as a methodological evaluation of
the proposed federated continual-learning framework rather than as a direct estimate of
production-network performance.

5.1. Datasets and Preprocessing

The evaluation uses synthetic flow-feature vectors rather than raw packet traces. The
generator is designed to reproduce traffic-like statistical structure informed by established
encrypted-traffic benchmarks, including USTC-TFC2016 [31] and ISCX VPN-nonVPN
2016 [32], while retaining complete control over the timing and type of concept drift.

Each generated flow is represented by a 72-dimensional feature vector. The class
structure is generated in a lower-dimensional latent space of dimension 12 and then
mapped into the 72-dimensional observed feature space. Class centroids are positioned so
that selected class pairs exhibit partial overlap, reflecting the ambiguity typically observed
among applications with similar encrypted traffic behavior. The resulting observations are
normalized using the same preprocessing pipeline before being supplied to the classifier.

The generated data are partitioned into a pre-training segment and a deployment
stream. For each class, the first 30% of samples are used for backbone pre-training, while
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the remaining 70% form the temporally ordered deployment stream on which the drift
processes are applied. The deployment data are distributed across the federated nodes using
Dirichlet partitioning with α = 0.5, producing non-IID class distributions across clients.

For each traffic class, deployment samples are allocated independently across the
K = 10 clients according to class-specific proportions drawn from a Dirichlet distribution
with concentration parameter α = 0.5. Consequently, the exact number and class com-
position of samples at each node vary across random seeds, while the same seed-specific
allocation is shared by all methods within a given experimental run.

Drift is not inherited from the benchmark datasets. Instead, it is injected explicitly ac-
cording to the protocol defined in Section 5.2. This design enables the drift type, magnitude,
onset time, and degree of asynchrony to be known exactly and controlled independently
across nodes.

The same data-generation and partitioning procedure is applied consistently across all
compared methods so that performance differences arise from the learning and adaptation
strategies rather than from differences in the underlying data. The generator configuration,
federation parameters, and drift transformations used in the evaluation are reported in
Sections 5.1–5.3. Table 4 below shows the parameters used to generate the synthetic
traffic-like feature vectors and partition them across federated edge nodes.

Table 4. Synthetic traffic-data generation parameters.

Parameter Value

Observed feature dimension 72

Latent dimension 12

Number of traffic classes 10

Samples per class 1000

Total generated samples 10,000

Latent class distribution Multivariate Gaussian, zc ∼ N (µc|Σc)

Class covariance Diagonal covariance with class-dependent
variance in the range 0.8–1.2

Latent-to-observed mapping Fixed linear projection from 12D to 72D
followed by small Gaussian perturbation

Projection matrix Randomly initialized once and held fixed
across all runs

Observation noise Gaussian noise, σ = 0.05

Overlapping class pairs 3 class pairs

Overlap mechanism Reduced centroid separation for
designated class pairs

Approximate centroid separation for
overlapping pairs 1.5 standard deviations

Initial class prior Uniform before client partitioning

Pre-training fraction 30% per class

Deployment fraction 70% per class

Pre-training samples 3000 total

Deployment samples 7000 total

Client partitioning Dirichlet, α = 0.5

Number of clients 10
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5.2. Drift-Injection Protocol

The drift-injection layer operates only on the deployment stream and controls three
factors: drift type, magnitude, and asynchrony. For real-drift, a controlled offset is applied
to the class-conditional feature distribution of designated classes, thereby modifying the
effective decision boundary. For virtual drift, the class-mixture proportions are changed
while preserving the class-conditional feature distributions. Each node k is assigned an
onset time τk, enabling asynchronous drift across the federation. The exact transformation
parameters for the four scenarios are summarized in Table 5.

Table 5. Drift scenarios.

Scenario Type Onset Schedule Profile

S1 Sudden-async Real τk, staggered, rounds 40–60 Step change, ψ = 0.6
S2 Gradual-async Real Staggered, rounds 40–60 Linear ramp over 30 rounds
S3 Virtual Virtual Staggered, rounds 40–60 Class-mixture re-draw only
S4 Recurring Real As S1; reversion at round 80 Step + revert

All drift transformations are applied only to the deployment stream and are deter-
ministic conditional on the random seed and scenario configuration. In S1, the designated
class-conditional distributions receive a step offset of magnitude ψ = 0.6 at their node-
specific onset times. In S2, the same transformation is introduced progressively using a
linear interpolation from zero to its full magnitude over 30 rounds. In S3, only the class-
mixture proportions are re-sampled, while the class-conditional feature distributions are
unchanged. In S4, the S1 step transformation is applied and then removed at round 80,
restoring the pre-drift distribution.

5.3. Baselines

Baselines included Static (no adaptation after pre-training); Periodic-R (re-fit every
25 rounds); FedAvg-C (continuous drift-unaware fine-tuning); Detect + Adapt (ADWIN +
rehearsal, no real/virtual discrimination [22]); Oracle-DG; and DriftGuard using ground-
truth drift states, thereby initiating adaptation immediately when real-drift occurs, rather
than waiting for detector confirmation. The federation adopts K = 10 nodes, T = 100 rounds,
Dirichlet α = 0.5 partitioning [33], rank-8 adapters [18] and the parameters shown below in
Table 6.

Table 6. Key model hyperparameters.

Component Parameter Value

Federation Nodes/rounds/participation/epochs 10/100/0.5/2
Federation Independent runs 5
Federation Random seeds 11, 23, 37, 51, and 79
Model Representation dim/adapter rank 64/8
L1 detector Window/significance/permutations 32/0.01/999
L2 detector ADWIN confidence δA 0.002
Adaptation Mask quantile q/replay mix λ 0.7/0.5
Aggregation Coherence ρ/population κ/merge β 0.5/0.15/0.5

Each experimental configuration was evaluated using five independent random seeds.
The same seed set was used across all compared methods within each scenario to pre-
serve matched experimental conditions with respect to data partitioning, drift realization,
node participation, and model initialization. Unless otherwise stated, results are reported
as mean ± standard deviation across the five runs. The five seeds used in the revised
evaluation were 11, 23, 37, 51, and 79.
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For the principal accuracy comparisons, 95% confidence intervals for the mean were
calculated using Student’s (t)-distribution:

CI95% = x± t0.975,4
s√
5

(19)

where x is the sample mean, (s) is the sample standard deviation, and t0.975,4 = 2.776. These
intervals are used to quantify uncertainty rather than to infer superiority solely from small
differences in point estimates.

Lastly, FedStream [24] and FedDrift [25] were not included as direct experimental
baselines because their learning architectures differ materially from the single-global-model
setting considered here. FedStream relies on prototype-based learning over distributed
streams, whereas FedDrift dynamically maintains and merges multiple global models for
different client concepts. Reimplementing either method within DriftGuard’s common
backbone and single-model protocol would therefore require substantial architectural
modification and would not constitute a faithful comparison. We instead include them in
the qualitative positioning in Section 2.6 and compare experimentally against drift-aware
and drift-unaware baselines that can operate under the same model and federation protocol.

5.4. Ablation Protocol

To quantify the contribution of the individual DriftGuard components, we evaluate
five ablated variants in addition to the complete framework. The first removes real-versus-
virtual drift discrimination by treating any detected change as adaptation-triggering. The
second disables Fisher importance masking during local adaptation. The third removes
class-balanced replay from the adaptation objective. The fourth disables selective adapta-
tion by allowing local adaptation independently of the inferred drift state. The fifth replaces
drift-aware state routing and coherence-gated merging with conventional federated aver-
aging of all participating updates. All ablation variants use the same model architecture,
data partitions, drift realizations, hyperparameters, and five random seeds as the complete
DriftGuard configuration.

5.5. Computational, Memory, and Communication Overhead

We use the following notations:

• pp = number of frozen-backbone parameters;
• pu =| a | + | h |: number of trainable adapter/head parameters;
• W: Level-1 MMD window size;
• Bp: number of MMD permutations;
• M: replay-memory capacity;
• dr: representation dimension;
• Kt: number of participating clients in round t.

The edge-side overhead of DriftGuard consists of four main components: backbone
inference, drift detection, selective adapter training, and replay/Fisher-based forgetting
protection. Because the backbone ϕ is frozen, gradient storage and optimizer states are
required only for the trainable adapter and classification-head parameters pu =| a | + | h |,
rather than for the full model pb + pu. Consequently, both optimization-state memory and
communicated model updates scale with pu, while the backbone contributes only its fixed
inference cost.

The Level-1 detector operates on representation windows of size W. With a kernel-
based MMD implementation, a direct computation requires O

(
W2dr

)
kernel-processing

work and O
(
W2) temporary kernel storage if the full kernel matrix is retained. When

permutation calibration is used, the detector additionally incurs Bp permutation evalu-

https://doi.org/10.3390/electronics15173995

https://doi.org/10.3390/electronics15173995


Electronics 2026, 15, 3995 16 of 27

ations; a precomputed kernel matrix can be reused across these permutations. In the
experiments, Bp = 999, providing sufficient resolution for the α = 0.01 test. The Level-2
ADWIN detector operates on the scalar prediction-error stream and therefore adds only a
small streaming-state overhead relative to model inference and adaptation.

During a real-drift state, local optimization is restricted to pu trainable parame-
ters. The Fisher mask requires an importance value for each trainable coordinate, giving
O(pu) additional mask storage. Class-balanced replay requires storage proportional to
the replay capacity, O(Md), when raw feature vectors are retained, together with their
labels. Therefore, the dominant trainable-state memory at an edge node is O(pu + Md), in
addition to the fixed frozen backbone.

On the communication side, each participating client transmits only the adapter/head
update, resulting in O(pu) uplink payload per participating node, rather than O(pb + pu) for
full-model federated fine-tuning. The total client-to-server payload in round t therefore
scales as O(Kt pu). Server-side state-aware aggregation is linear in the number of participat-
ing updates and their dimensionality, O(Kt pu), while the coherence test introduces only an
additional vector-similarity computation over pu parameters. Thus, scaling the number
of participating nodes primarily increases server aggregation and network traffic linearly,
while the local model footprint remains independent of the total federation size.

These expressions characterize algorithmic scaling rather than measured wall-clock
deployment cost. The current discrete-event simulator does not model device-specific execu-
tion time, network contention, communication latency, or straggler behavior; those measure-
ments require a physical or emulated edge deployment. Table 7 shows an analytical com-
putational, memory, and communication complexity of the main DriftGuard components.

Table 7. Computational and resource complexity of the principal DriftGuard components.

Component Edge Computation Additional Memory Communication

Frozen backbone inference O
(
Cϕ

)
O(pb) fixed None

Adapter/head training O(Cu) per local step O(pu) trainable state O(pu) per participating
client

Level-1 MMD O
(
W2dr

)
per detector

evaluation
O(Wdr) windows; up to

O
(
W2) kernel cache None

Level-2 ADWIN Streaming update;
implementation-dependent Small streaming state None

Fisher masking O(pu) O(pu) None

Class-balanced replay proportional to replay batch
processing O(Md) None

Drift-aware aggregation O(Kt pu)
O(Kt pu) transient update

storage Server-side only

Coherence gate O(pu) per candidate merge O(pu)
No additional model

payload

5.6. Drift-Detection Evaluation Protocol

Because the controlled drift-injection procedure provides the ground-truth drift
state and onset time at every node, detector performance can be evaluated indepen-
dently of downstream classification accuracy. We therefore report four detector-specific
measures: drift-state classification accuracy, false-alarm rate, missed-detection rate, and
detection delay.

Drift-state classification accuracy is the proportion of node-round states correctly
classified as stable, virtual, or real. The false-alarm rate is the proportion of ground-truth
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stable node-rounds incorrectly declared as drift. The missed-detection rate is the proportion
of injected drift events for which the corresponding drift state is not identified within the
evaluation window. Detection delay is measured, for successfully detected events, as the
number of federated rounds between the ground-truth drift onset τk and the first correct
detector declaration.

To examine dependence on delayed supervisory feedback, the Level-2 error stream
is additionally evaluated under label delays of dl ∈ {0, 1, 3, 5} federated rounds. The
underlying generated data, drift realizations, and random seeds are held fixed across
latency settings so that changes in detector and classification performance reflect only the
delayed availability of labels.

Lastly, in the main experiments, labels are assumed to become available after a fixed
delay of one federated round, with a 0% missing-label rate; therefore, all stored predictions
eventually contribute to the Level-2 ADWIN error stream. This represents an idealized su-
pervision setting used to isolate label-latency effects; practical deployments may experience
incomplete or class-dependent label availability.

5.7. Additional Evaluation Metrics

In addition to accuracy and forgetting, we evaluate recovery time, communication cost,
Macro-F1, and per-class F1. Recovery time is measured as the number of federated rounds
between the ground-truth onset of real-drift and the first round at which accuracy recovers
to at least 95% of its pre-drift level and remains above this threshold for three consecutive
rounds. Communication cost is measured as the cumulative number of trainable parameters
transmitted between participating clients and the server during the post-drift period.
Macro-F1 is calculated as the unweighted mean of class-wise F1 scores, thereby giving
equal importance to minority and majority classes.

6. Results and Discussion
All reported results were obtained directly from the simulation framework without

post hoc filtering. Each configuration was evaluated across five independent random seeds
under matched experimental conditions. Table 8 reports mean ± standard deviation across
the five runs, while 95% confidence intervals are additionally provided for the principal
accuracy comparisons. Because several competing methods exhibit relatively small numer-
ical differences, comparisons are interpreted in relation to the observed variability rather
than from point estimates alone.

Table 8. Summary of results across five independent runs.

Method S1 Acc S1 Φ (%) S2 Acc S2 Φ (%) S3 Acc S3 Φ (%) S4 Acc S4 Φ (%)

Static 0.8220 ± 0.0016 0.00 ± 0.00 0.8160 ± 0.0016 0.00 ± 0.00 0.8310 ± 0.0016 0.00 ± 0.00 0.8020 ± 0.0016 0.00 ± 0.00
Periodic-R 0.8180 ± 0.0016 0.50 ± 0.07 0.8230 ± 0.0016 0.04 ± 0.05 0.8000 ± 0.0016 3.04 ± 0.11 0.8100 ± 0.0016 0.20 ± 0.07
FedAvg-C 0.8324 ± 0.0011 0.04 ± 0.05 0.8324 ± 0.0011 0.88 ± 0.08 0.8344 ± 0.0011 0.50 ± 0.07 0.8334 ± 0.0011 0.50 ± 0.07
Detect + Adapt 0.8324 ± 0.0011 0.50 ± 0.07 0.8314 ± 0.0011 0.50 ± 0.07 0.8324 ± 0.0011 1.00 ± 0.07 0.8334 ± 0.0011 0.40 ± 0.07
DriftGuard 0.8306 ± 0.0011 0.04 ± 0.05 0.8354 ± 0.0011 0.88 ± 0.08 0.8342 ± 0.0008 1.18 ± 0.08 0.8314 ± 0.0011 0.34 ± 0.05
Oracle-DG 0.8174 ± 0.0011 3.96 ± 0.11 0.8194 ± 0.0011 3.46 ± 0.11 0.8332 ± 0.0008 1.20 ± 0.07 0.8234 ± 0.0011 0.34 ± 0.05

Values are reported as mean ± standard deviation. Acc = time-averaged accuracy; ϕ = forgetting on
stable classes (%).

Because the same random seeds and matched experimental realizations were used for
all compared methods, the principal comparisons between DriftGuard and the strongest
competing baseline were evaluated using paired run-level results. For each scenario, we
report the mean paired accuracy difference together with its 95% confidence interval. Two-
sided paired t-tests were additionally performed, with Holm correction applied across the
four scenario-level comparisons. Given the small number of independent runs (n = 5),
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these statistical tests are interpreted cautiously and are used as supporting evidence rather
than as the sole basis for claims of superiority.

Lastly, Table 9 provides 95% confidence intervals for the principal comparison between
DriftGuard and FedAvg-C. Because the same seeds and experimental realizations were
used for both methods, Table 10 additionally reports paired run-level comparisons, which
account for the matched experimental design.

Table 9. Mean accuracy and 95% confidence intervals for DriftGuard and FedAvg-C, the strongest
drift-unaware adaptive baseline.

Scenario Method Mean Accuracy 95% CI

S1 DriftGuard 0.8306 0.8292, 0.8320
S1 FedAvg-C 0.8324 0.8310, 0.8338
S2 DriftGuard 0.8354 0.8340, 0.8368
S2 FedAvg-C 0.8324 0.8310, 0.8338
S3 DriftGuard 0.8342 0.8332, 0.8352
S3 FedAvg-C 0.8344 0.8330, 0.8358
S4 DriftGuard 0.8314 0.8300, 0.8328
S4 FedAvg-C 0.8334 0.8320, 0.8348

Table 10. Paired statistical comparison between DriftGuard and FedAvg-C.

Scenario Mean Paired Difference 95% CI of Difference Holm-Adjusted p Interpretation

S1 −0.0018 −0.00310, −0.00050 0.0458 FedAvg-C higher
S2 +0.0030 0.00157, 0.00443 0.0174 DriftGuard higher
S3 −0.0002 −0.00158, 0.00118 0.7078 Comparable
S4 −0.0020 −0.00337, −0.00063 0.0458 FedAvg-C higher

6.1. Scenario S1: Sudden Asynchronous Drift

The accuracy for the headline scenario is shown in Figure 2.

Figure 2. S1 sudden asynchronous drift: mean time-averaged accuracy across five independent runs.

All adaptive methods achieved similar performance before the drift-onset window.
Following the onset of sudden asynchronous drift, FedAvg-C achieved a mean accuracy
of 83.24% ± 0.11%, while DriftGuard achieved 83.06% ± 0.11%. Their 95% confidence
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intervals overlap, indicating that the small difference in mean accuracy should not be
interpreted as clear evidence of superiority. Importantly, DriftGuard maintained very low
forgetting on stable classes (0.04% ± 0.05%), comparable to FedAvg-C and substantially
lower than Oracle-DG.

The difference in accuracy should nevertheless be interpreted together with stable-class
retention. DriftGuard maintained very low forgetting on stable classes, whereas Oracle-
DG exhibited substantially greater forgetting. Figure 3 further separates performance on
drifted and stable nodes and shows that DriftGuard preserves competitive accuracy on
the stable-node population while adapting to the drifted nodes. Overall, S1 illustrates a
trade-off between maximizing immediate classification accuracy and limiting interference
with knowledge associated with stable traffic classes.

Figure 3. S1 accuracy decomposed by node population across five independent runs. (a): Drifted
nodes. (b): Stable nodes.

6.2. Scenario S2: Gradual Asynchronous Drift

In the gradual asynchronous-drift scenario, DriftGuard achieved the highest mean
accuracy, reaching 83.54% ± 0.11%, compared with 83.24% ± 0.11% for FedAvg-C and
83.14% ± 0.11% for Detect + Adapt. The corresponding 95% confidence intervals for
DriftGuard and FedAvg-C were (83.40%, 83.68%) and (83.10%, 83.38%), respectively. Im-
portantly, Level-1 detection does not itself trigger adaptation. During the early stage of the
gradual shift, a Level-1 alarm indicates a change in the input distribution and the node
remains in the virtual-drift state. Adaptation begins only after Level-2 ADWIN receives
sufficient delayed error evidence to confirm real-drift. The resulting performance should
therefore be attributed to the complete detection–confirmation–adaptation sequence rather
than to Level-1 detection alone.

The paired analysis between DriftGuard and FedAvg-C produced a mean difference
of +0.30 percentage points in favor of DriftGuard. This result indicates that DriftGuard
provides a modest but consistent advantage under gradual asynchronous drift in the
present controlled setting. Rather than attributing this difference to earlier adaptation from
the Level-1 detector alone, the result is interpreted as the combined effect of drift-state
discrimination, selective adaptation, replay-based forgetting protection, and drift-aware
aggregation during a progressively changing environment.

Figure 4 shows that the advantage emerges during the gradual drift interval rather
than from a large pre-drift difference. This pattern is consistent with the intended role
of DriftGuard in limiting unnecessary model changes while allowing adaptation when
evidence of real-drift accumulates.
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Figure 4. S2 gradual asynchronous drift: mean time-averaged accuracy across five independent runs.

The state-transition sequence for gradual drift is summarized in Table 11. Thus, Level-1
provides early evidence of distributional change, but only Level-2 confirmation transitions
the node into the real-drift state and enables selective adaptation.

Table 11. State-transition interpretation for Scenario S2.

Stage Detector Evidence Inferred State Adaptation

Before drift L1 silent, L2 silent Stable Standard update
Early gradual shift L1 fires, L2 silent Virtual Suppressed

Confirmed real-drift L2 fires after error evidence accumulates Real Activated
Post-adaptation Drift evidence subsides Stable Standard update

6.3. Scenario S3: Virtual Drift Only

In the virtual-drift scenario, DriftGuard achieved a mean accuracy of 83.42% ± 0.08%,
closely matching FedAvg-C at 83.44% ± 0.11%. Their confidence intervals substantially
overlap, indicating comparable classification performance. Periodic-R exhibited substan-
tially lower mean accuracy (80.00% ± 0.16%) and higher forgetting (3.04% ± 0.11%). These
results are consistent with the intended behavior of DriftGuard under virtual drift, al-
though detector-specific metrics are required to assess the accuracy of real-versus-virtual
drift discrimination directly.

The paired mean difference between DriftGuard and FedAvg-C was −0.02 percentage
points, and the paired confidence interval included zero, indicating comparable classifica-
tion performance. In contrast, Periodic-R achieved substantially lower accuracy and greater
forgetting, reflecting the cost of unnecessary periodic re-training under virtual drift.

The S3 results are therefore consistent with the intended behavior of DriftGuard: the
framework avoids a substantial degradation in accuracy when the observed shift does
not require adaptation. However, classification accuracy alone does not establish that the
detector has correctly identified every virtual-drift event. Detector-specific quantities such
as real/virtual classification accuracy, false-alarm rate, and detection delay are required for
that stronger conclusion and are analyzed separately.

6.4. Scenario S4: Recurring Drift

In the recurring-drift scenario, DriftGuard achieved a mean accuracy of 83.14% ± 0.11%,
compared with 83.34% ± 0.11% for FedAvg-C and Detect + Adapt. The corresponding
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confidence intervals overlap, suggesting broadly comparable accuracy. DriftGuard showed
lower mean forgetting than FedAvg-C (0.34% ± 0.05% versus 0.50% ± 0.07%), indicating a
more favorable retention profile under recurring drift.

DriftGuard nevertheless achieved lower mean forgetting than FedAvg-C, with approx-
imately 0.34% versus 0.50% forgetting on stable classes. This suggests that the framework
sacrifices a small amount of average classification accuracy in exchange for better retention
of previously learned stable-class information under recurring distributional changes.

Figure 5 shows the response to the initial drift and the subsequent reversion. The
result indicates that recurring drift remains challenging because the model must adapt to a
changed concept and later recover when the earlier concept reappears. DriftGuard remains
competitive in accuracy while maintaining a more favorable forgetting profile, supporting
its intended stability–plasticity trade-off.

Figure 5. Mean time-averaged accuracy across five independent runs.

6.5. Analysis of Oracle-DG

Oracle-DG exhibited lower mean accuracy than DriftGuard in S1, S2, and S4, while
the two methods were closer in S3. Oracle-DG also showed substantially greater forgetting
in S1 and S2. These results indicate that immediate adaptation whenever the ground-truth
drift state is active does not necessarily improve performance under the present adaptation
policy. This observation should not be interpreted as general evidence that imperfect
drift detection is preferable to perfect detection, because the two strategies may induce
different numbers and timings of adaptation updates. A matched adaptation-budget
comparison would be required to isolate the effect of detection timing from the effect of
adaptation frequency.

6.6. Forgetting Profile

Figure 6 compares forgetting on stable classes across the four drift scenarios. Drift-
Guard maintains low forgetting under sudden and recurring real-drift and remains com-
petitive with the other adaptive methods across the evaluated scenarios. The largest
degradation is observed for Oracle-DG in S1 and S2 and for Periodic-R in S3. These results
indicate that adaptation frequency alone does not guarantee retention and support the use
of selective adaptation and replay to limit interference with stable knowledge.

Furthermore, Figure 7 provides a round-wise view of stable-class accuracy in S1. While
the adaptive methods have broadly similar trajectories before drift, Oracle-DG exhibits
greater erosion after the drift-onset interval. DriftGuard maintains stable-class accuracy
throughout the post-drift period, consistent with its low forgetting in Figure 6.
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Figure 6. Forgetting Φk(T) on stable classes (%) across all scenarios. Static omitted (zero by construction).

Figure 7. Accuracy on stable classes over the S1 horizon. Oracle-DG shows progressive erosion;
DriftGuard maintains retention.

In addition to accuracy and forgetting, we considered recovery time, communication
cost, Macro-F1, and class-wise F1 as complementary evaluation measures. Recovery time
was defined as the number of federated rounds required for accuracy to return to at least
95% of its pre-drift level for three consecutive rounds. Communication efficiency was
assessed from the transmitted trainable-parameter payload; because DriftGuard communi-
cates only the adapter and classification-head parameters, its per-client payload is reduced
from | θ | to | a | + | h |. Macro-F1 and class-wise F1 were considered to account for the
non-IID and imbalanced class distributions and to verify that aggregate accuracy is not
dominated by majority classes.

6.7. Ablation Study

Table 12 isolates the contribution of the principal components of DriftGuard. The
complete framework achieved the highest overall mean accuracy across the four scenar-
ios (83.29%) while maintaining the lowest average forgetting among the adaptive vari-
ants (0.61%).

The largest reductions in mean accuracy were observed when selective adaptation and
real-versus-virtual drift discrimination were removed, with mean accuracies decreasing to
82.95% and 83.02%, respectively. Their effect was most evident in S3, where the complete
framework achieved 83.42% accuracy, compared with 82.68% without selective adaptation
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and 82.76% without two-level discrimination. This result indicates that distinguishing
virtual from real-drift and conditioning adaptation on the inferred drift state are particularly
important for avoiding unnecessary model updates when the input distribution changes
without a corresponding change in the decision boundary.

Table 12. Ablation analysis.

Variant S1 Acc S2 Acc S3 Acc S4 Acc Mean Acc Mean Φ (%)

full DriftGuard 0.8306 ± 0.0011 0.8354 ± 0.0011 0.8342 ± 0.0008 0.8314 ± 0.0011 0.8329 0.61
w/o two-level discrimination 0.8298 ± 0.0013 0.8338 ± 0.0012 0.8276 ± 0.0015 0.8298 ± 0.0013 0.8302 1.08

w/o Fisher mask 0.8299 ± 0.0012 0.8339 ± 0.0012 0.8328 ± 0.0010 0.8299 ± 0.0012 0.8316 1.47
w/o class-balanced replay 0.8297 ± 0.0013 0.8336 ± 0.0013 0.8319 ± 0.0011 0.8295 ± 0.0013 0.8312 1.72
w/o selective adaptation 0.8292 ± 0.0014 0.8329 ± 0.0014 0.8268 ± 0.0016 0.8289 ± 0.0014 0.8295 1.34

w/o drift-aware aggregation 0.8288 ± 0.0014 0.8327 ± 0.0013 0.8329 ± 0.0010 0.8278 ± 0.0015 0.8306 1.02

The Fisher importance mask and class-balanced replay had a smaller effect on imme-
diate accuracy but a more pronounced effect on stable-class retention.

Removing Fisher masking increased mean forgetting from 0.61% to 1.47%, while
removing class-balanced replay increased it to 1.72%. These results indicate that both
mechanisms primarily contribute to preserving previously learned knowledge during
adaptation. Removing drift-aware aggregation reduced mean accuracy from 83.29% to
83.06%, with the largest reductions occurring in S1, S2, and S4, where asynchronous real-
drift is present. In contrast, the effect in the virtual-only S3 scenario was limited. This
pattern is consistent with the role of state-aware routing and coherence-gated merging in
preventing asynchronous drifted updates from destabilizing the global model.

Overall, the ablation results indicate that the DriftGuard components provide comple-
mentary functions: two-level discrimination and selective adaptation reduce unnecessary
updates, Fisher masking and replay limit forgetting, and drift-aware aggregation improves
robustness when real-drift occurs asynchronously across clients.

Furthermore, from a scalability perspective, DriftGuard avoids replication of the full
backbone at the optimization and communication levels. Increasing the number of clients
does not increase the trainable parameter footprint of an individual edge node; it primarily
increases the number of adapter/head updates processed by the server. Consequently,
client-side trainable memory remains O(pu + Md), while server aggregation and round-
level communication scale approximately linearly with the number of participating nodes
Kt. The present study does not claim measured real-time scalability, since device runtime
and network contention are not represented by the simulator.

In Table 13, the results show that the virtual-only S3 scenario is detected with the
highest state-classification accuracy and the lowest missed-detection rate. This is consistent
with the role of Level-1 MMD in identifying input-distribution changes without requiring
immediate supervised confirmation. In contrast, S2 exhibits the longest mean detection
delay because gradual real-drift produces progressively changing evidence rather than
an abrupt shift. S4 has the highest missed-detection rate, although it remains low overall,
reflecting the additional difficulty introduced by the reversion of the drifted concept.

Table 13. Detector-specific performance across the four drift scenarios.

Scenario Drift-State Accuracy (%) FAR (%) MDR (%) Mean Detection Delay (Rounds)

S1–Sudden real-drift 95.7 ± 0.6 1.8 ± 0.4 3.6 ± 0.8 2.3 ± 0.4
S2–Gradual real-drift 95.0 ± 0.7 2.0 ± 0.5 4.8 ± 0.9 4.1 ± 0.6

S3–Virtual drift 96.8 ± 0.5 1.5 ± 0.3 2.4 ± 0.6 1.7 ± 0.3
S4–Recurring real-drift 94.9 ± 0.8 2.2 ± 0.5 5.1 ± 1.0 2.8 ± 0.5
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Because Level-2 ADWIN depends on the supervised error stream, we additionally
examined the sensitivity of the detector to delayed label availability. The analysis was
conducted using S2 because gradual real-drift provides the most informative setting for
evaluating delayed Level-2 confirmation. Table 14 reports results for label delays of zero,
one, three, and five federated rounds while holding the underlying data, drift realizations,
and random seeds fixed.

Table 14. Sensitivity of detector performance to Level-2 label delay in Scenario S2.

Label Delay d𝓁 Drift-State Accuracy (%) MDR (%) Mean Detection Delay (Rounds) Overall Accuracy (%)

0 rounds 95.6 ± 0.6 4.0 ± 0.8 3.4 ± 0.5 83.61 ± 0.11
1 round 95.0 ± 0.7 4.8 ± 0.9 4.1 ± 0.6 83.54 ± 0.11
3 rounds 93.8 ± 0.8 6.2 ± 1.0 5.6 ± 0.7 83.41 ± 0.12
5 rounds 92.4 ± 0.9 7.8 ± 1.1 7.1 ± 0.8 83.25 ± 0.13

Lastly, the controlled simulations provide an empirical validation of this operational
distinction because the ground-truth drift type is known by construction. Across the four
scenarios, the two-level detector achieved drift-state accuracies of 94.9–96.8%, with low
false-alarm and missed-detection rates, indicating that supervised error evidence combined
with Level-1 distributional evidence is effective at separating real- and virtual drift in the
present controlled setting.

As expected, increasing label latency primarily affects Level-2 confirmation rather
than the label-free Level-1 detector. Increasing the delay from zero to five rounds reduces
drift-state accuracy from 95.6% to 92.4% and increases the mean detection delay from 3.4 to
7.1 rounds. The missed-detection rate also increases from 4.0% to 7.8%. The downstream
effect on classification accuracy is comparatively modest, decreasing from 83.61% to 83.25%.
These results indicate that DriftGuard remains relatively stable under moderate supervisory
delay, although longer delays reduce the timeliness and reliability of real-drift confirmation.

The detector-specific analysis therefore provides evidence that the real/virtual drift
distinction should be assessed independently of classification accuracy. In particular, the S3
results indicate that the virtual-drift behavior observed in the classification experiments
is consistent with direct detector measurements rather than being inferred solely from
downstream accuracy. At the same time, the label-latency analysis confirms that the
supervised Level-2 component introduces an explicit dependence on eventual ground-
truth feedback, while Level-1 MMD remains operational without labels.

6.8. Detector Performance and Label-Latency Sensitivity

To evaluate the two-level detector independently of downstream classification ac-
curacy, Table 13 reports drift-state classification accuracy, false-alarm rate (FAR), missed-
detection rate (MDR), and mean detection delay across the four controlled scenarios. The
detector maintains high state-classification accuracy in all scenarios, with the highest value
observed under virtual drift (S3). Detection is more challenging under gradual drift (S2),
where the distribution changes progressively and the supervised Level-2 signal requires
more rounds to accumulate sufficient evidence. Recurring drift (S4) also produces slightly
higher missed-detection and false-alarm rates because the detector must respond both to
the initial shift and to the later reversion.

7. Limitations
The above conclusions are subject to several caveats. First of all, the evaluation is based

on synthetic flow features instead of real packets in a production network; the absolute ac-
curacy are specific to the data generated for the evaluation and should not be interpreted as
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predictions of deployment. The necessary validation is to be done for real encrypted-traffic
captures using natural occurring temporal drift. Therefore, the present results should be
interpreted as controlled methodological validation rather than evidence of deployment
performance in a production network. This choice enables systematic isolation of asyn-
chronous drift effects under known conditions, while avoiding uncontrolled network-level
factors such as device heterogeneity, bandwidth contention, latency, and stragglers. Val-
idation using longitudinal encrypted-traffic captures with naturally occurring drift and
physical or emulated edge deployments remains an important next step.

Second, although we have provided analytical computational, memory, communica-
tion, and scalability estimates, the discrete event simulation does not provide hardware-
specific runtime, energy consumption, network latency, bandwidth contention, or straggler
measurements. Consequently, the reported complexity analysis characterizes algorithmic
resource scaling rather than deployment-level execution cost. Validation on heterogeneous
physical or emulated edge devices remains necessary to quantify these practical factors.
Third, there are four hyperparameters that have not been swept in the two-level detector.
Fourth, the label latency is assumed to be fixed by the model, but in fact it is variable-
and class-dependent. Lastly, the convergence bound of Theorem 1 is formulated and
demonstrated, but the numerical values of the constants c0−c4 are not assigned.

8. Conclusion and Future Works
In this paper, we formulated encrypted traffic classification at the network edge as

a federated continual-learning problem under asynchronous concept drift and proposed
DriftGuard to address it. The framework combines representation-based distribution moni-
toring with supervised prediction-error monitoring, selective adapter adaptation protected
by Fisher masking and class-balanced replay, and drift-aware aggregation. Importantly,
the supervised Level-2 signal is interpreted as evidence consistent with real-drift rather
than direct identification of a change in P(y | x). The accompanying convergence analysis
relates optimization behavior to environmental variation, detection delay, and false alarms.

Across five independent runs of the controlled drift scenarios, DriftGuard maintained
competitive classification accuracy while preserving stable-class knowledge during adapta-
tion. It achieved the highest mean accuracy under gradual asynchronous drift, while its
performance in the sudden, virtual-only, and recurring scenarios was generally comparable
to the strongest adaptive baselines when run-to-run variability was considered. Reporting
mean ± standard deviation, 95% confidence intervals, and paired statistical comparisons
provides a more reliable characterization of these differences than the single-run evaluation
in the original submission.

The results also show that immediate adaptation using ground-truth drift states does
not necessarily yield better performance under the present adaptation policy. This observa-
tion may reflect differences in the timing and frequency of adaptation and should not be in-
terpreted as general evidence that imperfect drift detection is preferable to perfect detection.

Our current findings establish the methodological behavior of DriftGuard under
controlled asynchronous drift conditions rather than production-scale deployment perfor-
mance. Future work will validate the framework on longitudinal encrypted-traffic captures
with naturally occurring temporal drift, extend evaluation to physical or emulated edge
deployments, examine stochastic and incomplete label availability and its supervision
cost, scale the approach to transformer-based representations such as ET-BERT, extend it
to asynchronous federated protocols, and investigate differential privacy and adversarial
robustness mechanisms.
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