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Abstract

Privacy-by-design (PbD) considers privacy in the entire lifecycle of information systems
and personal data. Although a wide variety of techniques for PbD exist, a framework that
considers privacy in the full context of both systems design and organizational development
remains absent. This research aims to design, validate, implement, and evaluate a PbD
Focus Area Maturity Model as a guiding artifact for the application of PbD (PbD-MM).
The PbD-MM was created using a design science approach. A set of previously coded
PbD activities were used to formulate capabilities for the maturity matrix. The PbD-MM
describes 14 focus areas and 60 capabilities, with their dependencies creating 10 maturity
levels. The PbD-MM was validated through a focus group with PbD practitioners and
implemented in a web application offering self-assessment and reporting. A total of
46 completed assessments were collected through online distribution. We find a broad basis
of capabilities in PbD practice, with further developed governance and compliance, and a
positive correlation between the highest-scoring focus area and higher overall maturity. The
PbD-MM offers a structuring of PbD activities and an assessment instrument to support
the development of organizational PbD capabilities.

Keywords: privacy by design; maturity model; functional domain; maturity assessment
instrument

1. Introduction

Privacy, digital security, and data breaches have become a mainstay in public aware-
ness, with regulatory and legislative efforts enacting protections and guidelines for using
personal data in response. Included in these privacy-regulating efforts is the inception of a
new systems design approach: privacy-by-design (PbD) [1]. PbD states that privacy should
be embedded throughout the entire system design process as an essential component,
using a proactive approach to mitigate privacy concerns and data protection issues early
in systems design. Approaching privacy as a value in the design stage aims to prevent
time-consuming, expensive, and potentially ineffective solutions during later stages of
systems design to address privacy concerns that could have been identified earlier.

PbD is introduced as a set of design principles [1], of which the translation to organi-
zational practices is a non-trivial challenge. The conditions for the successful application of
PbD throughout all phases of information systems design in an organization were criticized
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for being vague and open-ended [2,3]. New standards, for example the ISO/IEC 27701 and
NIST Privacy Framework, high-level guidelines, design techniques, and Privacy Enhancing
Technologies have addressed many of these concerns. However, a gap remains in the
application and validation of PbD research in organizational environments [4], as well as
the integration of different techniques and development of supporting tools in bringing
PbD principles to the practice of software engineering [5]. Likewise, the application of the
Privacy Impact Assessment (PIA) as a principal design instrument suffers from a lack of
consistency. A PIA is often considered a one-time compliance effort rather than a continu-
ous process, where theory and practice are often misaligned and dependent on individual
skill rather than mature processes [6].

The above observations indicate that a lack of structure remains in the PbD field and
that its practices are inconsistently applied. Considering the number of moving parts in the
application of PbD and the observed disparity between research and practice, there is a need
for structuring and guiding artefacts in the PbD domain [7]. Such artefacts should aid in
the structured and repeatable application of PbD in an organization’s information systems
design projects, ensuring that organizations have the necessary capabilities to address
privacy design challenges in new initiatives and the application of novel technologies.
The rapid adoption of Artificial Intelligence and new privacy issues arising in both the
development and use of Al systems provide a strong case for identifying and structuring
PbD capabilities. The aim of this research is to create and evaluate such an artifact to
identify and structure PbD practices, while providing guidance to practitioners looking to
apply PbD.

Stages of growth models are commonly used in organizational research to structure
the progressive development of capabilities [8], of which maturity models are a much-used
form in the IS field [9-11]. They can be categorized into two archetypes [12]: fixed-level
models and Focus Area Maturity Models (FAMMs). A FAMM determines its number of
growth stages (levels) based on the capabilities and their dependencies in a functional
domain, rather than fitting capabilities to a predetermined set of levels [13]. This approach
provides more flexibility in mapping a complex domain and the relation between its
capabilities, rather than constraining a structuring effort to a set number of capabilities.

Based on the identified knowledge gap, the objective of this research is to design, vali-
date and evaluate a FAMM that structures the functional domain of PbD. The model would
aid organizations in understanding and employing PbD in information systems design
projects [9]. Using the design problem template [14], the design problem is formulated as:

How to design a maturity model that satisfies Focus Area Maturity Model components
and quality attributes so that organizations can employ effective privacy-by-design in
information systems design projects.

The next sections describe relevant background information and the research method-
ology. Section 4.1 presents the PbD maturity model (PbD-MM) with 60 capabilities in
14 focus areas. The designed artefact is validated in a focus group of expert practitioners.
The artefact is implemented through a web application with an online self-assessment and
maturity report generation, presented in Section 4.2. In Section 4.3, PbD practices and the
artefact are evaluated with data collected through the online self assessment and evaluation
questionnaire. The resulting PbD-MM offers a first structuring of PbD activities in the
context of organizational development and demonstrates the consistent appearance of its
capabilities in practice. We discuss the implications of our findings in Section 5.
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2. Background
2.1. Privacy-by-Design

PbD is the embedding of privacy and data protection throughout the entire lifecycle
of personal data and information systems, from early design to their deployment and
ultimately disposal [15]. The PbD paradigm originated in 2009 in response to privacy
challenges in global competition, increasing system complexity and rapid innovation [1].
The PbD process covers all lifecycle stages and applies privacy and data protection design
patterns that are well understood best-practices for their particular domain; it aims to limit
privacy invading activities in the produced design documents and information system [1].

PbD is an evolution from Privacy Enhancing Technologies (PETs), creating a broader
scope that allows the consideration of technology, management functions, business pro-
cesses, and other organizational activities relevant to information systems design [16].
The implementation of PbD suffers from difficulties such as legacy systems, lack of eco-
nomic incentives and a lack of end-user trust [17,18]. The concept is perceived as vague [2],
is shrouded in opaqueness and distrust [15] and the focus of PbD is too heavily on compli-
ance with regulation rather than seeing to the needs and attitudes of users [19,20].

The lack of regulation pushes PbD towards an individualistic nature where everyone is
free to assert their process as PbD [15]. This places a heavy burden on society to understand
the differences and therefore inhibits transparency about privacy implications. This is
illustrated through the General Data Protection Regulation [21], which prescribes the
application of the principles of PbD and privacy-by-default. However, the regulation offers
an open norm and does not specify what the principles entail, how the principles must
be applied, or how risks should be mitigated. This has to be addressed by making PbD
more concrete through further regulatory guidance and the design of PbD methods and
instruments [15].

The Privacy Impact Assessment (PIA), or Data Protection Impact Assessment, is
considered a central component to integrating privacy measures in the foundations of
a system [22] and as a practical method to establish PbD [23]. The PIA is a key design
instrument in inventorying the use of personal data and associated privacy risks, formu-
lating mitigation measures, and demonstrating compliance with privacy legislation [24].
Legislators have incorporated the practice in their regulatory efforts, and it has been pro-
posed as an instrument to substantiate the principles of PbD [21]. In practice, performing
a PIA as intended is not without its challenges. Instead of the envisaged continuous PIA,
organizations often perform a PIA as a one-off activity [6], and software architecture is
often not adequately considered [25].

Studies investigating PbD from a developer viewpoint identify further issues in how
developers handle privacy requirements. Organizational culture and policies play a signifi-
cant role in both positively and negatively encouraging developers to consider privacy in
their work [26]. A suitable organizational privacy climate can encourage developers to pri-
oritize privacy by enforcing positive practices and norms [27]. This includes organizational
guidelines for software developers to embed privacy into system designs [28]. Another
issue in building privacy-friendly systems is that PbD architectures tend to be rejected if
they do not align with existing software frameworks [27]. Further concrete examples of
challenges faced by developers are offered by [29]: privacy requirements contradict system
requirements, privacy requirements are difficult to relate to privacy techniques, lack of
verification criteria and assurance, influence of personal opinion, and a lack of knowledge
of privacy practices.

Various methods have been developed to address the issues with implementing PbD.
One popular approach is PbD through software architecture by using privacy design strate-
gies to bridge the gap between early design and architecture. Example design strategies are
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minimizing, hiding, or aggregating personal data [30]. There are also privacy frameworks
coupled to privacy architecture [25], personal data lifecycles [31], and various other tech-
niques. Artifacts that cover the entirety of the functional domain can bring further clarity
to the practices of PbD. Unexplored in the PbD domain are maturity models, which offer
such a structuring with the added lens of organizational development.

2.2. Maturity Models

Stages of growth models are commonly used in organizational research and are well-
established in the information systems (IS) field [9]. The foundations of maturity models
were built in the 1930s with process improvement through quality control, providing a base
for extension and adaptation. In 1979, the quality management maturity grid (QMMG) was
introduced, which was the first model incorporating consecutive stages that build on each
other, similar to many of today’s maturity models. Current-day maturity models can be
categorized into two archetypes [12]: fixed-level models and FAMMs.

Maturity models have varying purposes [9]: descriptive, comparative, and prescrip-
tive. Descriptive usage entails assessing the as-is situation within an organization, pro-
viding a snapshot of the current performance without looking at potential improvements.
A descriptive maturity assessment can be compared with as-is assessments of other organi-
zations. This comparative usage allows organizations to benchmark themselves against
similar organizations on various axes, such as organization size or sector. A maturity
model’s prescriptive use shows a progression path of certain levels or stages from an
as-is situation towards a potential to-be situation, detailing which capabilities need to be
developed to improve the maturity within a specific field or organizational component.

FAMMs consist of a number of focus areas; these are coherently defined subsets of
the respective functional domain [12,13]. For each focus area, a number of capabilities are
defined, and the dependencies between the capabilities are determined. A major benefit of
FAMMs is the ability to determine the number of levels necessary for the integrity of the
domain it models, rather than fitting the identified capabilities to a predetermined set of
levels. This contrasts FAMMs to fixed-level models that often have a set number of levels,
often five, regardless of their contents. The number of levels in focus area models is not set
a priori and depends on the number of capabilities and the dependencies between them.
FAMMs have been developed for a wide range of functional domains within IS, including
API Management [32], Cybersecurity [33] and Smart Cities [34].

Applied to the domain of PbD, maturity models offer a structure to incorporate
the various proposed techniques in a more complete image of the functional domain.
Among them, the open-ended nature of a FAMM allows for the full expression of the
functional domain of PbD in as many maturity levels as are required by the identified
capabilities and their dependency relationships.

3. Materials and Methods

The objective of this study is to design and evaluate a FAMM for the PbD domain,
described as a design problem in Section 1. Maturity models must be developed with scien-
tific rigor and validation in order to increase their scientific nature [35]. Design science has
previously been applied for the creation of maturity models [13]. This research also uses the
design science paradigm to construct a PbD FAMM. It follows the entire engineering cycle,
which stands central to design science and offers four stages: (A) problem investigation,
(B) treatment design, (C) treatment validation, and (D) treatment evaluation [14]. For the
FAMM, we will use the definitions provided by [12].

The PbD-MM is constructed following six steps, visualized in Figure 1:
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(A1) Problem investigation. Studying the problem context of PbD and formulating the design
problem for a PbD-MM [9,13].

(A2) Domain investigation. Two literature reviews to investigate the PbD domain through
existing privacy maturity models and documented PbD practices [9,36].

(B) Model design. Determining PbD capabilities, focus areas, and dependencies. Creation
of the PbD maturity matrix [13].

(C) Model validation. Validating the designed PbD-MM through a focus group with 5 prac-
titioners [9].

(D1) Instrument development. Implementation of the PbD-MM in a web application with
informational pages, a self-assessment instrument, improvement actions, reporting
functionality, and an evaluation questionnaire. The implementation was validated
with a pilot group of practitioners [9,13,36].

(D2) Evaluation. Analysis of 46 collected assessments and 16 evaluation responses from the
PbD-MM web application [9,13,36].

The rest of this section follows the method structure, starting from the domain in-
vestigation. Additional research data is made available in the attached data repository,
including all identified factors in the literature, the mapping from factors to capabilities,
the resulting maturity model, its dependency relations, and the source code for the assess-
ment instrument.

| Problem investigation } --------- > Des@lg;{t’;‘sma”d
v
| Domain investigation } ————————— > Organisational activities
v
Model design } ————————— > Maturity matrix
v
Model validation } ————————— > Improvement actions
v
Instrument development } --------- > Assessment instrument
v
Evaluation } ————————— > Improvement actions

Figure 1. Research methodology overview displaying the process and outcomes for the design and
validation of the PbD-MM.

3.1. Domain Investigation

The PbD-MM builds on a previously reported domain investigation consisting of
two multivocal literature reviews [7]; structured literature reviews incorporating materials
from scientific and practitioner publications, as well as guidance documents published
by regulatory bodies. The first literature review identifies existing maturity models in the
privacy domain and relevant adjacent domains. These models are compared and analyzed
in order to get an understanding of what solutions already exist and demonstrate the
necessity for a PbD-MM [36]. The second literature review investigates the organizational
activities associated with the functional domain [9]. Both reviews were conducted in
accordance with a literature review protocol and previously reported on.

In summary, no existing PbD maturity models were identified. A total of 847 privacy
management and PbD activities were identified from 30 maturity models and 68 other
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publications. Section 4 briefly describes the findings. The full results of the literature review
are published in [7].

3.2. Model Design

The first step of the model creation process is to determine which activities are to
be included for further processing. All 847 activities from the PbD domain model were
assessed by the first two authors in order to achieve a consensus on the inclusion of each
activity. The reductive criteria for the activities used during the inclusion assessment are:

1. Fitness with the scope of PbD. Privacy activities concern a broader scope than PbD alone.
A multitude of activities describe organization-wide efforts that are outside the scope
of PbD. Examples include the availability of an organizational privacy program or
framework and organization-wide processes for general privacy awareness or report-
ing. While necessary for an organization, such activities are not directly concerned
with designing information systems.

2. Suitability of abstraction level for a maturity model. Activities that are too concrete might
not be suitable for a general maturity development path, for example, that a PIA
report needs to contain a version log. Likewise, activities that are too abstract risk
being perceived as vague or too open to interpretation, like PbD is integrated into
business processes.

3. Significance of contribution compared with previously included activities. In order to reach
theoretical saturation, activities were only included if they added new information.

A total of 371 activities were included in the creation of the maturity model.

The second phase of the model design entails creating the maturity matrix by de-
termining the capabilities, focus areas, and dependency relationships [13]. These three
activities are concurrent, since they are tightly coupled and iterative. Changing the wording
of a capability could result in a necessary change in the dependency relationships of that
capability, just as creating a new focus area would mean that new capabilities are intro-
duced or moved from other focus areas. Of the 371 included activities, 257 activities were
selected for best fit and combined to formulate 59 initial capabilities (60 after the validation)
in 14 focus areas. A maturity matrix was populated with all focus areas on the vertical
axis and all capabilities in the grid cells representing the appropriate focus area-maturity
level combinations.

Both intra- and inter-focus area dependencies were modeled. The intra-focus area
dependencies were identified by following a growth path where each capability builds
on the previous. The inter-focus area dependencies were identified through intra-level
assessment, where each level is assessed. A capability that depends on another capability
at that level is shifted right to the next level, along with all following capabilities in that
focus area. This results in a maturity matrix where the number of levels is dictated by the
model’s relationships. To validate the internal consistency of the created model, a directed
dependency graph was created to confirm the absence of dependency cycles through
a topological generation: a collection of vertices whose ancestors are guaranteed to be
in a previous generation and whose descendants are guaranteed to be in a following
generation [37]. Analysis of the centrality of each node provided further insights into the
key capabilities and relationships between focus areas.

3.3. Model Validation Design

The model validation for this research is conducted through a focus group [11,14].
A semi-structured interview protocol was created in a focus group protocol [38]. The inter-
view protocol assigned fixed time slots for discussion on various elements of the model.
First, the focus areas as a representation of the functional domain were discussed, followed
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by evaluating the first level of the model across all focus areas. Finally, due to time con-
straints, a selection of five focus areas and their growth path in relation to other focus
areas were discussed in more detail: roles, requirements, PIA process, architecture and risk
management. These are the focus areas with the most connections in the model. The mod-
erators guided these discussions along the maturity path of each focus area, describing the
capability and requirements.

Written informed consent was obtained from all five participants, of which the de-
mographics are described in Section 4.1.5. The focus group session was recorded and
transcribed. Improvement actions were extracted from the transcript and applied to the
PbD-MM before developing the assessment instrument.

3.4. Instrument Development

A maturity model is operationalized by an assessment instrument which allows
an assessor to perform an assessment to ascertain the maturity level of an organization.
Within the 30 identified maturity models that contain PbD capabilities, only 1 offered tool
support and three more provided Excel sheets for self-assessments. One of the goals of
this study is to create a model that can be applied by practitioners. Tool support would
contribute significantly, as there are multiple automation opportunities in performing a
maturity assessment and generating the results. To provide practitioners with an easy-
to-use instrument and to support data collection, a web application was created as an
implementation of the maturity model. This allows any user to access the assessment
instrument from anywhere in the world, at any time, to perform an assessment and,
if consenting, participate in the validation without the need to install additional software.

For the self-assessment, assessment questions typically have a binary yes/no response
possibilities. In order to dissuade assessors from rounding up to a yes when they don’t know
the answer or when the accurate response is somewhat or partially, the design decision was
made to add two additional response options: yes/somewhat/no/unknown. A conservative
scoring method was used in the first iteration of the instrument. Only a confident yes for
each question in a level will constitute maturity level achievement [12].

3.5. Evaluation Design

By validating the model through a single focus group, there is a need to introduce the
artifact to a broader audience. We use a digital assessment instrument and a questionnaire to
evaluate the model. The digital questionnaire allows for the easy introduction of the model
to practitioners from diverse backgrounds, which increases the external validity of the
results and can provide useful feedback from new perspectives [11,14]. Additionally, as the
maturity assessment itself consists of a questionnaire, using an evaluative questionnaire
allows for seamless integration of the evaluation activity in the assessment instrument.
This reduces the burden for evaluation participants who do not have to perform the
assessment and then switch to a different application for the evaluation. Informed consent
was requested prior to the assessment for use of the results in further analysis; non-
consenting results were discarded.

The survey method for evaluation is a web questionnaire of 10 evaluation questions on
a 5-point Likert scale (Section 4.3.3), three demographic questions, and optional text areas
for positive and negative feedback. The evaluation criteria used for this questionnaire are
selected from the taxonomy of evaluation methods for information systems artifacts [39].
A similar design has been used by [32] for the evaluation of a focus area maturity model
for API management. The assessment instrument was tested by three practitioners before
release to the public, and minor adjustments were made based on their feedback. The results
were collected and analyzed, resulting in further suggestions for improvement.
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4. Results

This section presents the outcomes of the maturity model design process. First,
the PbD-MM is presented at the stage of its implementation in the assessment instru-
ment (post-validation). Further attention is given to the dependency relationships between
capabilities, the key design decisions, and the focus group validation with the incorpo-
rated improvement actions. Second, the online assessment instrument is described. Finally,
the collected assessments are analyzed, and the evaluation questionnaire responses are used
to formulate further improvement actions for the PbD-MM and assessment instrument.

4.1. Privacy-by-Design Maturity Model
4.1.1. Factor Selection and Capability Formulation

We provide a summary of the two MLRs published in [7] that this work builds
upon. The purpose of MLR1 was to identify existing maturity models for PbD and related
areas. A total of 30 maturity models were included in the results: 3 privacy maturity
models from academic sources; 10 privacy maturity models from grey sources; 7 academic
maturity models from reference disciplines; and 10 from reference disciplines from grey
sources. No maturity models about PbD or sufficiently focused on PbD were identified.
PbD was mentioned in two academic works [40,41]. The grey literature sources include
privacy maturity models from standards bodies and governments: MITRE [42], AICPA and
CICA [43], and the Dutch [44] and New Zealand [45] governments.

The identified maturity models were analyzed together with the outcomes of MLR2
on PbD activities from 68 academic, government, and industry publications. A notable
observation is that the most used standards in practice, the ISO/IEC 27701:2025 and NIST
Privacy Framework, did not appear in the literature reviews with a narrower scope of PbD.
The NIST Privacy Framework, for example, is an “Enterprise privacy risk management
framework” that provides “high-level privacy risk management outcomes that can be used
by any organization to better understand, assess, prioritize, and communicate its privacy
activities” [46]. Likewise, the ISO/IEC 27701:2025 as a privacy management standard does
not detail the lower-level PbD activities identified in the domain model [47]. Included
in the results are lower-level guidance documents that describe these activities in more
detail, for example, the ISO/IEC 29134 on the PIA [48], the MITRE privacy engineering
framework [49], and the UK Information Commissioner’s Office guidance to PbD [50].
The resulting 847 privacy management and PbD activities form the PbD domain model
dataset, with examples in Table 1.

Table 1. Coded activities used in formulating the first capability of the Requirements focus area.

ID MLRID Activity Origin Source

159 2-18 Privacy requirements are formulated before the design stage. Academic [51]

178 2-54 A gap analysis is performed to identify legal requirements. Academic [52]

238 2-187 Englpeers are provided an ev'olvmg catzfﬂog of privacy patterns Academic (53]
that instructs how to meet privacy requirements

305 2367 High-level privacy requirements are derived from general Academic and grey  [49,53-56]

privacy principles and the PIA.

Through iterative open coding and categorization, a first PbD domain model was
created. The inter-rater reliability was measured using Cohen’s kappa, where the raters had
an agreement of 89% and Cohen’s kappa of 0.771. Disagreements were resolved between
the two raters through discussion, resulting in a final set of 371 included activities. In this
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section, we describe the creation process and traceability of the activities for one capability,
with the full set available in Appendix A.

Using the categorization available in the dataset from the PbD domain model, 16 cate-
gories were included. A first mapping was made for each category by placing the capabili-
ties in order of required maturity. Two categories did not offer distinct enough capabilities
to warrant their inclusion as separate focus areas.

From this point, the capability formulation happened iteratively. For the first capability
of FA1. Requirements, 4 activities were used in its final formulation (Table 1): Privacy
requirements are formulated before the design stage based on general privacy principles
and the PIA. Business and legal requirements are elicited with privacy in mind, and
privacy-violating requirements are discarded.

4.1.2. Maturity Matrix

The final PbD-MM maturity matrix (Table 2) consists of 60 capabilities in 14 focus areas,
10 maturity levels, and are based on 95 dependency relationships. A total of 59 capabilities
were defined during the creation stage, and 1 was added after the validation. The focus
areas are derived from the functional domain model presented in [7]. The capabilities are
reasonably evenly distributed across the maturity levels up to level seven, after which
there are fewer capabilities per level. Identified sources offered fewer activities for the
higher maturity levels in the PbD domain, as opposed to the early levels whose activities
are mentioned more in source works. Individual capability descriptions are available
in Appendix A.

Each focus area in the model has between 3 and 6 capabilities, totaling 60 capabilities.
A brief description of the development path for each focus area is provided below.

Table 2. The PbD-MM maturity matrix with 14 focus areas and 60 capabilities. The levels are
organically generated by modeling dependency relationships between capabilities.

Focus Area o 1 2 3 4 5 6 7 8 9 10
1  Requirements e A B C D
2 Architecture . A B C D
3 Development e A B CcC D E
4  Technology e A B C E
5 PIA process o A B C D E F
6  PIA report . A B CcC D
7 Risk management o A B C D
8  Processing principles e A B C D
9  Subject rights e A B C D
10 Transparency e A B C D
11 Third-party management e A B C
12 Roles e A B C D
13 Awareness e A B C D
14 Monitoring . A B C D E

FA1 Requirements deals with explicitly formulating privacy requirements to translate
a need to design. At level zero, privacy requirements are not explicitly formulated.
The maturity development starts with formulating privacy requirements, followed
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FA2

FA3

FA4

FA5

FA6

FA7

FAS8

FA9

FA10

by validating privacy requirements, involving stakeholders and, finally, consulting
ethical experts.

Architecture concerns the formal incorporation of privacy requirements in system
design. At level zero, privacy is not explicitly considered in the software architecture.
The maturity path consists of creating a privacy architecture viewpoint, modeling
personal data flows, and validating models against requirements. Finally, it considers
using and cataloging the use of privacy strategies, tactics, design patterns, and PETs.
Development entails the implementation of the information system and selected
privacy measures. It starts with privacy not being addressed explicitly during devel-
opment. Maturity grows by ensuring that the system meets privacy requirements,
integrating privacy in the development lifecycle, applying PbD within change man-
agement, and documenting privacy design patterns.

Technology contains capabilities related to technological measures, PETs and privacy-
by-architecture. Level zero states that PETs are not explicitly implemented. The matu-
rity development includes purpose-based data access, implementing PETs, assessing
selected technologies, enforcing privacy policies through technical design, and im-
plementing revocable privacy.

PIA process deals with the management and execution of the PIA. Level zero de-
scribes the PIA as a one-off process. It is assumed that organizations know what
a PIA is and that they can perform one from a template. At increasing maturity
levels, this includes periodic revision of the PIA, conducting a threshold analysis,
decoupling the process and report, senior accountability, and continuous process
improvement.

PIA report is concerned with the reported outcomes of the PIA process. At first,
the report is tightly coupled with its process, and one report exists for all audiences.
Maturity develops by formally reviewing the report, storing PIA reports in a cen-
tralized registry, auditing the report, and generating different PIA reports based on
audience needs.

Risk management is integrating privacy risks into the organizational risk man-
agement. At level zero, privacy is not part of the organization’s risk management
approach. The maturity development includes employing a privacy risk analy-
sis framework, keeping a privacy risk inventory, policies to monitor and optimize
privacy risk management, and using predictive analytics.

Processing principles details capabilities related to the application of PbD process-
ing principles, such as data minimization, to guide data processing activities. Level
zero stands for no proactive application of processing principles. Maturity develop-
ment includes selecting and applying a set of standard principles to all processing
activities, periodically evaluating their application, using a lawfulness dashboard,
and proactively managing adherence to the principles.

Subject rights deals with individual rights relating to the use of personal data.
At level zero, data subject rights are not actively facilitated through design.
The growth path entails recording and documenting subject requests, using technol-
ogy to facilitate data rights, creating an overview through a dashboard, and employ-
ing user-driven control.

Transparency concerns informing data subjects about processing activities. Level
zero states that a privacy notice exists on a public website and data subjects are
referred to it. The maturity development includes conducting privacy policy revision
meetings, obtaining consent for additional processing, defining the privacy policy
with data subjects, and publishing PIAs.
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FA1l Third party management is the management of third parties in the data processing
chain. At level zero, data processing agreements are established on an individual
basis. The development path for this focus area concerns conducting a privacy risk
assessment for third parties, using exception reports to record unacceptable activities,
and making privacy level agreements.

FA12 Roles are capabilities related to the formulation and formalization of roles and re-
sponsibilities in privacy activities. Level zero describes that privacy-related roles
are not formally defined for the entirety of the PbD process. The maturity develop-
ment includes identifying relevant stakeholders, appointing a chief privacy officer,
assigning a technical privacy officer, and appointing a privacy committee.

FA13 Awareness concerns stimulating privacy awareness among people who are involved
in applying PbD. At level zero, privacy awareness is not actively stimulated. The ma-
turity development includes awareness of the basics of PbD and broader privacy
management, training PbD target groups, obtaining management commitment for
PbD, and interacting with the PbD body of knowledge.

FA14 Monitoring is the monitoring, validating, and improving of privacy activities. Level
zero describes that relevant activities are not structurally monitored. Its growth path
focuses on technical compliance monitoring, and entails having a regulatory compli-
ance assurance process, logging all processing activities, continuously monitoring
policy compliance, performing periodic reviews and independent audits.

For each capability, a set of 1-4 atomic improvement actions were formulated to tran-
sition from one capability to the next within a focus area. An example of the improvement
actions is shown in Table 3.

Table 3. Improvement actions to achieve capability A for the Requirements focus area.

Improvement Action

Formulate the privacy requirements based on general privacy principles and the PIA.

Formulate privacy requirements before the design stage.

Elicit business and legal requirements with privacy in mind.

=W N| -

Discard business requirements that violate privacy.

4.1.3. Dependency Relationships

A total of 45 intra-focus area dependency relationships were mapped, where each
capability in a focus area follows on the previous, such as (1A, 1B). The inter-focus area de-
pendency relationships are more complex, with each capability exerting 0 or more relation-
ships (Table 4). A total of 50 inter-focus area dependencies were identified. The combined
set of 95 dependencies between capabilities in the PbD-MM was modeled as a directed
graph. Figure 2 shows the full dependency graph.

Centrality measures offer some insights into the composition of the PbD-MM. No
particular capability stands out for the in-degree distribution, although of the 10 capabilities
with the highest in-degree, only 2 appear below the letter C. Capabilities at a higher maturity
level are, on average, more complex and depend on more prerequisite capabilities. For the
out-degree distribution, node 12B has an out-degree of 7, suggesting this is a key node in
the graph. 12B entails appointing a chief privacy officer and formalizing stakeholder roles
and responsibilities, which is a central component of a formalized PbD function within
an organization.
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Table 4. Subset of the inter-focus area dependency relationships for capability 1A (FA1 Requirements
capability A) to other capabilities in the model. The capability labels correspond with Table 2.

Dependency Motivation

Privacy requirements must be formulated before a privacy architecture

(1A,24) can be created that maps privacy requirements on the project architecture
Privacy requirements must be formulated before a PIA can document
(1A, 54) .
how they are implemented.
Privacy requirements must be formulated before risks related to third
(1A, 11A) . . e
parties can be identified.
(1A, 14A) Legal (privacy) requirements must be formulated before compliance

with regulation can be demonstrated.

As a final step, the aggregate degree distribution was analysed at the level of focus
areas. FA5. PIA process has the highest in-degree (5), a higher out-degree (6), and the highest
total degree (11). It depends on four focus areas, and five focus areas depend on the PIA
process. The Risk management focus area shares the highest total dependencies with the
PIA process (11). Seven focus areas depend on capabilities from FA7. Risk management, while
it depends on three focus areas. This suggests that the PIA process and risk management
represent the core of the PbD-MM. An additional noteworthy observation is that FA10
transparency and FA13 awareness have an out-degree of zero. No capabilities from other
focus areas directly depend on these focus areas.

Figure 2. Dependency model of the PbD-MM generated from the directed graph of dependency
relationships between capabilities with a gradient for the degree of each node (darker is higher).
The capability labels correspond with Table 2.

4.1.4. Design Decisions

This section details the significant decisions made during the design of the PbD-MM.
While a structured approach was applied to create a reproducible maturity model, decisions
were made during the process that influenced its outcome.

1. The PbD-MM is scoped towards PbD and not privacy management. PbD is not a logical
first step for an organization concerned with its privacy practices, as it is a domain
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within privacy management. As a result, certain basic capabilities were absent from
specialized PbD materials. For example, descriptions exist on the activities of a PIA
process and when to perform one, but not the basic capability of simply performing
a one-off PIA. Level zero capabilities were formulated to establish the minimum
practices assumed necessary for PbD for the focus areas PIA process, PIA report,
Transparency and Third-party management. Likewise, general privacy awareness
was deemed to be out of scope, and activities related to stimulating the organizational
privacy culture were excluded.

Excluded Policy and Asset inventory focus areas. Two focus areas were excluded because
they added little value to the model. Policy lacked individual capabilities that existed
separate from the other identified focus areas. Asset inventory primarily described
basic capabilities with no suitable development path.

Distinguished PIA process from PIA report. The PIA as a process was separated from
its presentation. This allows for the PIA process to continue independently of its
reporting, while at any time different reports can be generated for a particular pur-
pose or audience. This decision was made upon encountering activities describing
various audiences and report contents, as well as its structural similarity to software
architecture where different views and viewpoints are tailored to the expectations and
expertise of the intended audience.

Excluded specifics of legal frameworks. Many activities implement specifics of the GDPR.
However, the design goal of the PbD-MM is to employ effective PbD, not to assess
compliance with any specific legal framework. While the GDPR unmistakably has an
effect on what is considered PbD, the decision was made to exclude activities prescrib-
ing specific legal requirements where a more generalized alternative was available.
Excluded contents of PIA report. Descriptions of the contents of a PIA report were
discarded. For example, listing processing activities, selected privacy controls, and
the PIA approval process. A wide variety of templates exist with specifics for a legal
jurisdiction or market. The PIA report focus area in the PbD-MM is limited to how the
report is used, reviewed, updated, and who is responsible for it, not what it contains.

4.1.5. Model Validation

The model was validated using a focus group. A variety of occupations and roles were

selected to ensure a multi-perspective examination of PbD. The participants were employed

at three Dutch government organizations, with the full group composition shown in Table 5.

The organizations differ in function by the type of services they provide. One organization

is an internal IT service provider for multiple government organizations as a “customer ”,

one is a service provider with the same scope, and one is a public service. In this section,
we highlight the discussion points leading to changes in the PbD-MM.

Table 5. Overview of participants in the focus group with their function, years of experience in the

function, organization size and type of organization.

Function Experience Org. Size Org. Type
1 Security/privacy officer 2.5 years 1000-2000 Service provider
2 Data scientist 3.5 years 500-1000 IT service provider
3 Data protection officer 4 years 5000+ Public service
4 Product owner 4 years 500-1000 IT service provider
5 Security architect 5 years 500-1000 IT service provider
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The capabilities of the awareness focus area prompted a first discussion. The sugges-
tion was made to add an additional capability in the awareness focus area at level one
maturity. Targeting specific groups with training is not what the lowest level of awareness
maturity should be. In support of adding a capability for general PbD awareness at level
one, participant 3 said: “What I often see going wrong is that people do not even know what
personal data is; they have doubts regarding that, let alone having them actually conduct a PIA.
If you do not even have that, then you will not do the rest either in my opinion. The starting point is
so crucial. So, I believe you cannot do without [a level one awareness capability].”

Improvement 1. A new capability A is added to FA13 Awareness at level 1, which includes general
PbD awareness and management support. The other awareness capabilities move up a level.

The second topic of discussion was the level one capability of the technology focus
area, prescribing the usage of encryption-at-rest and encryption-in-transit. Participant 2
commented, “I find that ‘personal data is encrypted in transit and at rest’ quite impressive if that
is already level one. I would do that one later”. A distinction between encryption-at-rest and
encryption-in-transit was made in regard to their maturity. The focus group pointed out
that encryption-at-rest is a rather high-level measure which most companies do not employ,
concluding that encryption at rest could not be a level one capability because barely any
company would get past level zero. Participant 5 suggested something different for level
one: “I was thinking about access control. The way you enter the system, user-1D, password.
That you get access to specific data, I would take that as level one.” Participant 4 continued
by proposing access to personal data as a level one capability in the technology focus
area, ensuring separation of responsibilities through an authorization matrix. While both
role-based and purpose-based access were identified in the PbD activities, purpose-based
access better aligns with the purpose limitation principle. Within PbD, the main limitation
for data access is the motivation rather than the person.

Improvement 2. In FA4 Technology, capability A, the mention of encryption at rest is removed,
and purpose-based access is added.

Another discussion centered around the omission of most legal requirements from
the model and the assumption that an organization should first focus on compliance
before focusing on PbD. The discussion led to the consideration of the goal of a PbD-
MM. The group came to the consensus that the goal of such a model is not to measure
compliance but to develop PbD capabilities. With that in mind, participants stated that
they did not expect the model to encompass legal requirements so that it can be used to
measure compliance. On this matter, participant 2 commented:

“I do not expect that. I think that is a whole different story. You will get a ruckus about
how to interpret the GDPR [...] Somewhere it tells you to apply privacy-by-design and
that is it, you are now compliant. 1 find the degrees of maturity like they are presented
here something you can grow towards, something that has an evolution, while GDPR
compliance is either yes or no.”

While most specific legal requirements were removed from this version of the
model, continuing this discussion led to formulating an additional improvement to ad-
dress inconsistencies.

Improvement 3. The GDPR specificity is removed from the capabilities in EA8 Processing principles.
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4.2. Online Assessment Instrument

A complete web application (https://www.privacymaturity.org) was developed using
the Django Python framework version 2.2.3. The source code for this application is available
alongside the research dataset.

The application consists of a homepage with an informational video about the PbD-
MM and initial information. Visitors are prominently presented with a link to start a
PbD-MM self-assessment. From the homepage, there are also links to additional informa-
tion about the full model and the research project. Upon starting the assessment survey,
practitioners are presented with an informed consent form and then assess their organi-
zation’s capabilities for each maturity level through multiple-choice questions (Figure 3).
If an assessor did not respond yes to all questions on the previous level, the option is offered
to skip to the end and generate the final report.

After completing the assessment, the assessor is presented with a report page showing
a filled maturity matrix: their maturity profile (Figure 4) and an atomic breakdown of the
capabilities required for the next level as improvement actions (Figure 5). This report can
also be downloaded as a PDE. From this page, the user is directed towards an optional
evaluation questionnaire.

The assessment instrument was piloted with three practitioners. Overall, the assess-
ment instrument was perceived positively. The practitioners preferred the convenience
of an online survey and the generated report compared with earlier experiences with
maturity model assessments through spreadsheets. One suggestion was made regarding
the usefulness of the report. The desire was expressed to visualize partially developed
capabilities, as this would better reflect current efforts when sharing the results inside the
organization, for example, reporting to upper management.

Improvement 4. A striped demarcation is used to display partially achieved maturity levels in the
maturity matrix.

Are the capabilities below performed, implemented, and/or developed in your organisation? No Somewhat Yes Unknown
Requirements Privacy requirements are formulated before the design stage based on general
privacy principles and the PIA. Business and legal requirements are elicited with [}
privacy in mind, privacy-violating requirements are discarded.
Development Privacy requirements are incorporated in low-level design. Acceptance testing is used o
to ensure that the system meets the privacy and security requirements.
Technology Purpose-based access is used to limit access to personal data so that it can only be o
accessed for legitimate processing activities. Personal data is encrypted in transit.
Processing principles A set of standard processing principles are applied to all processing activities (e.g., o
GDPR processing principles).
Subject rights Requests related to the exercise of data subject rights are recorded, monitored, and
reported. Consent management including related notices, policies, and procedures (]

are defined and implemented.

Figure 3. Partial screenshot of level 3 of the PbD-MM assessment questionnaire in the online
assessment instrument.

4.3. Evaluation

The data collection started in the spring of 2023 by spreading the assessment instru-
ment in the network of the researchers. Data collection from passive online discovery
continued until June 2026. A total of 104 self-assessments and 16 evaluation questionnaires
were performed. A total of 37 assessments were discarded during the data cleaning stage
due to a combination of answering patterns and short assessment duration. It is likely
that these respondents were testing the assessment instrument instead of performing an
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assessment. A total of 25 valid assessments did not provide consent for further analysis.
The remaining 46 assessments are described. This section begins with the analysis of the
maturity assessments, followed by the outcomes of the evaluation questionnaire. Of the
71 valid assessments, 23 (3 without consent) were completed during the development
phase and the first three months after active dissemination. Participants spent an average
of 21 min 57 s on the assessment instrument. Shorter when using the skip function, and full
assessments took between one and two hours.

Maturity level

# |Focus area 0(1|2|3|4|5|6|7|8|9]10
1 | Requirements A B|(C|D
2 | Architecture A|lB|C D
3 | Development A| B cC|D E
4 | Technology A B cC|D E
5 | PIA process A|lB|[C|D|E F
6 | PIA report A|B C|D
7 | Risk management A|[B|C D
8 | Processing principles A|B C D
9 | Subject rights A B | C D
10 | Transparency A|B C D
11 | Third-party management A B C
12 | Roles A | B D
13| Awareness A | B D
14 | Monitoring A|B|C|D|E

Fully developed Partially developed

Figure 4. Screenshot displaying the maturity profile of the highest-scoring evaluation assessment.
The final maturity score is calculated only accounting for the fully developed capabilities, in this
instance level 0.

PIA report

» Store PIAreports in a centralised registry.
» Make the centralised PIA registry available as a body of knowledge for consultation.

» Putamechanism in place for updating and publishing PIA reports whenever significant changes are made to
processing activities.

Figure 5. Screenshot from the PDF maturity report displaying the next capability the assessing
organization should improve for the PIA report focus area. Improvement actions are presented as
atomic components that together make up the assessed capability.

4.3.1. Maturity Assessment

The assessment results provide a high-level overview of the assessed PbD maturity.
The aggregated responses (Figure 6) show that organizations implement a diverse range
of PbD capabilities. A broad basis of early capabilities was accomplished, with the most
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developed focus areas at level 1 leaning towards governance and compliance: FA9. Subject
rights, FA8. Processing principles and FA12. Roles.

The least developed focus areas are FA14. Monitoring, FA2. Architecture and FA3.
Development. Capabilities in these focus areas are more technically oriented. They include
more extensive modeling of personal data processing within and between information
systems, and the application of privacy design patterns and PETs. FA14. Monitoring
concerns setting up continuous monitoring using logs and technical data to demonstrate
compliance, which has a multitude of prerequisite capabilities and is thus unsurprising to

be widely adopted.
Focus Area 4 5 6 T 8 9 10
Reguirements 3 1
Architecture 0 0
Development 2 0 0
Technology 3 1 1 1
PIA process 9 5 3 3
PIA report 13 - 4 3
Risk management 4 3 2
Processing principles 1 0
Subject nghts 1 1 0
Transparency 1 0
Third-party management 7 - 4
Roles 5
Awareness 3
Manitaring 4 4 0 0 0

Average focus area m3‘2|0|0|0|0‘0‘

Figure 6. Heat map of the PbD maturity profile of 46 self-assessments. Represents the total percentage

of assessors that have achieved a capability and all preceding capabilities in that focus area.

The average maturity of each assessment was calculated by the maturity achieved in
each focus area. The minimum average maturity observed is 0.71, equating to achieving no
capabilities and automatically achieving the levels up to the lowest capability in each focus
area. The highest average maturity is 5.93, with a mean of 1.80 and a standard deviation of
1.17. When observing responses that achieve high average maturity, the capabilities are
spread across the model up to level 3 or 4. All capabilities up to level 4 were reached by
multiple assessors. 6 of 46 responses (13%) did not achieve any capability in the model.
Altogether, the responses show a diverse set of PbD capabilities achieved in organisations,
where achieving high maturity in one focus area corresponds with achieving a higher
average maturity. This shows that organizations tend to follow a development path in their
PbD capabilities, where excelling in one area relates to a higher overall maturity.

The first three maturity levels were assessed using Cronbach’s alpha on the collected
assessments. All questions on each of the maturity levels were grouped, as well as each
set omitting one item. Maturity level 1 has a Cronbach’s alpha of 0.773; level 2, 0.875; and
level 3, 0.918. Only omitting the level 2 capability for FA10. Transparency scored marginally
higher, at 0.876.
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4.3.2. Assessment Scoring

While participants achieved a wide variety of capabilities in the PbD-MM, the overall
PbD maturity from the assessments is level 0. Participants were presented with a detailed
maturity profile based on their responses (Figure 4), whereas overall maturity is determined
by the lowest focus area. Only two assessments reached the first capability in every focus
area on level 1 through fully responding yes, one of which achieved maturity level 3.
The assessment results show that the most common reason was the use of somewhat
responses, achieving a partial score in the maturity profile.

Assessments that achieve a higher average maturity on some focus areas often have
one or more somewhat responses at maturity level 1, limiting maturity progression. Whether
this is a result of the assessment design, a too strict capability formulation, or a capability
that the organization needs to develop further, cannot be determined from these results.

Performing a sensitivity analysis on the responses provides additional insight into the
effects of changing the scoring method. A full sensitivity analysis is outside the scope of this
publication, so we provide a shallow analysis only on the number maturity levels achieved.
Two factors were assessed: changing the scoring of Somewhat and Unknown responses,
and changing the threshold for achieving a maturity level. The scoring was assessed by
weighing Somewhat as (0, 0.25, 0.50, 0.75) and Unknown as (0, 0.25). Each scenario was
compared with the thresholds 100%, 90%, 80%, 75%, and 67% of all points to consider a
level achieved.

Six relevant scenarios from the sensitivity analysis are shown in Table 6. Scenario
1 is the current scoring method. Scenario 2 shows that reducing the threshold to 75%
of capabilities achieved significantly increases the overall maturity levels, even when
considering only Yes responses. A Somewhat weight of 0.25 sees a comparable increase
at a higher threshold in scenario 3, and produces a longer tail of maturity achievement
at a lower threshold in scenario 4. Scenario 5 shows that weighing somewhat answers at
0.5 produces a much stronger effect. Finally, scoring Unknown answers had a minimal effect
on the overall maturity achieved, as can be seen when comparing scenarios 4 and 6.

Table 6. Sensitivity analysis of scoring methods for different weights of Somewhat and Unknown
answers, and varying thresholds for achieving a maturity level.

Scenario 1 2 3 4 5 6
Somewhat weight 0 0 0.25 0.25 0.50 0.25
Unknown weight 0 0 0 0 0 0.25
Threshold 100% 75% 90% 75% 75% 75%
ine Level 1 2 8 6 8 17 8
Level 2 2 5 2 5 9 5
Level 3 4 4 4 6 7 6
Level 4 1 2 1 5 7 5
Level 5 1 1 1 2 5 3
Level 6 0 0 0 0 2 0
Level 7 0 1 0 1 1 1
Level 8 0 0 0 2 2 2
Level 9 0 0 0 0 1 0
Level 10 0 0 0 0 0 0
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Suggestion 1. Implement and evaluate a more lenient scoring strategy for calculating overall
PbD maturity.

From the outcomes of a first analysis of scoring sensitivity, a future version of the
PbD-MM should consider alternative scoring scenarios. Scenario 5 (Table 6) appears to
produce results that better reflect the aggregate maturity level achieved (Figure 6).

For individual capabilities, the assessments show that all capabilities are responded
to with yes or somewhat by at least 10 assessors. This confirms that the PbD-MM and
the underlying works represent PbD capabilities that are recognized by practitioners and,
at least partially, applied in practice, albeit less often for capabilities that require a higher
PbD maturity.

4.3.3. Evaluation Questionnaire

A total of 16 participants filled out the evaluation questionnaire. Participants were
asked to indicate how important privacy and data protection issues are to their organization.
From very low (1) to very high (5), the results show a mean value of 4.38, which indicates
that privacy and data protection are indeed seen as important issues. A total of seven
evaluations originate from the Netherlands, with the others showing diverse demographics
from four continents. The majority of evaluation responses come from practitioners in large
organizations (500+ employees).

From Table 7, a generally neutral to moderately positive attitude can be observed for
the evaluation criteria. The statements in the assessment instrument were presented in
the order: 1a, 5b, 3a, 2b, 4a, 5a, 4b, 1b, 3b, 2a. Statements 1b, 3a, and 4a were formulated
negatively and had their scores reversed for analysis.

Structural completeness is the highest evaluation criterium at 3.54. Operational feasi-
bility (3.47) also achieves an above-average score. Ease of use falls behind at 2.57, primarily
with statement 4a having the lowest mean. Opinions seem to differ on how difficult it is
to assess PbD maturity using the proposed model and assessment instrument. Possible
explanations include unfamiliarity with PbD practices, improper wording of capabilities,
or misaligned capabilities and maturity levels. However, as all three negatively formulated
statements (1b, 3a and 4a) score lower and have a higher standard deviation, there may
also be some participant misinterpretation.

Suggestion 2. Further investigate and improve the ease of use for assessing PbD maturity.

Two participants commented on the capability granularity, describing how some topics
are implemented while others are not and suggested splitting capabilities up, possibly
needing more levels. Currently, the model contains 60 capabilities that indeed consist of
multiple practices each. Compared with other FAMMSs, for example [12,57,58], we argue
that 60 is a reasonable number. Another explanation may be that the capabilities at maturity
level 1 need to be reworded. The Cronbach'’s alpha for level 1 is lower than for later levels,
yet it also is the first, and in some cases only, level assessed.

Suggestion 3. Create a customizable assessment instrument to provide a more accessible overview
of relevant PbD practices.

Two participants commented that the questionnaire could be split up in different ways.
Both suggested excluding focus areas for specific user groups. Specific mention was made
to allow separating operational and governance functions. One participant suggested a
shorter questionnaire to create an introductory overview of the PbD domain. Both options
warrant further exploration. From these comments, we understand some participants act as
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responsible parties but rarely engage with these activities themselves and instead develop
a higher maturity in FA11. Third-party management.

Table 7. Average outcomes of the evaluation questionnaire based on a five-point Likert scale, with the

evaluation criteria and questions.

Criterion #

Statement

Mean

- 0

How important are privacy and data protection to
your organization?

4.38

la
Effectiveness

I am able to assess the privacy-by-design maturity
by using the privacy-by-design focus area maturity
model.

3.81

1b

I am able to formulate a development path by using
the privacy-by-design focus area maturity model.

2.44

2a

Operational

The privacy-by-design focus area maturity model
is likely to be supported, used, and integrated by
privacy professionals in their privacy-by-design ma-
turity assessment practices.

3.50

feasibility
2b

The privacy-by-design focus area maturity model
is likely to be supported, used, and integrated by
privacy professionals in their privacy-by-design ma-
turity development practices.

3.44

3a

The privacy-by-design focus area maturity model
positively impacts my ability to perform a privacy-
by-design maturity assessment.

2.63

Usefulness

3b

The privacy-by-design focus area maturity model
positively impacts my ability to formulate a privacy-
by-design development path.

3.75

4a

I find it easy to assess the privacy-by-design maturity
by using the privacy-by-design focus area maturity
model.

1.69

Ease of use

4b

I find it easy to formulate a privacy-by-design ma-
turity development path by using the privacy-by-
design focus area maturity model.

3.44

5a
Structural

The privacy-by-design focus area maturity model
contains all required focus areas.

3.44

completeness 5

The privacy-by-design focus area maturity model
contains all required capabilities.

3.63

For the positive comments, three participants commented that the assessment was

comprehensive and thorough. Two participants mentioned that the maturity report would

be immediately usable for a project plan. Finally, two participants complimented the

assessment instrument on helping them expand their understanding of the functional

domain of PbD.

5. Discussion

PbD has seen widespread adoption since the introduction of its foundational principles

in 2009. With its application, it aims to offer a universal framework for strong privacy

protections [1]. However, PbD was criticized for the vagueness of its principles [2,15].

The application of PbD requires specific expertise and the necessity to balance privacy

with other requirements [3,6]. As a result, organizations implement their own vision on
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PbD with the expertise they have at hand, leading to a lack of uniformity in its application.
To structure our discussion, we pose four statements on the current state of the field,
the relevance of the PbD-MM, our findings in practice, and the placement of PbD within
privacy management.

Statement 1. PbD has matured to offer methods and techniques that address specific practitioner
needs but often lack connection to an overarching domain structure.

Recent reviews of PbD in software engineering have encountered no shortage of practical
solutions for PbD. However, this has created a new need for validation research [4,5]. In the
evaluation of the PbD-MM, we find sufficient recognition of its capabilities to state that the
PbD-MM represents capabilities actively used in practice. While there is a need to validate
individual capabilities and their development, these findings reaffirm that PbD researchers
and grey literature are addressing problems relevant to its practitioners.

What distinguishes the PbD-MM from earlier work is that it provides an overarching
structure and more generalized PbD capabilities, rather than specific techniques. The PbD-
MM originates from a PbD domain model demonstrating that PbD is in need of more
detailed artefacts [7]. The PbD-MM is such an artifact, with sufficient granularity to describe
the development of PbD capabilities. The provided framework builds on existing methods
and techniques that provide the concrete implementation of its capabilities, while keeping
a level of detail necessary to provide a concrete guideline. The PbD-MM should help future
research to better contextualize their proposed solutions and account for the application of
techniques at different stages of organizational development.

Statement 2. The PbD-MM offers a practical instrument to assess an organization’s PbD capabili-
ties and create a PbD development path.

The PbD-MM provides a logical structuring of the PbD domain from the perspective
of organizational development. The evaluation shows that achieving a higher maturity in
one focus area correlates with a higher overall PbD maturity, demonstrating that we can
indeed distinguish levels of development. While the evaluation questionnaire highlights
points of improvement, especially the ease of use in assessing PbD maturity, the PbD-MM
performs well on structural completeness and operational feasibility.

The comments on ease of use show a desire for role- or domain-specific assessment
tracks. This could be achieved by identifying focus area sets that fit within a category, such
as governance and technology. Another direction worth investigating is extracting a smaller
model for organizations that do not develop their own software. For those participants,
the focus areas FA2. Architecture, FA3. Development, FA4. Technology and FA14. Monitoring
may be less relevant to their overall maturity. Finally, the capability text and presentation
could be improved to make the instrument more accessible, for example, by providing
practical examples for each capability. Case studies in different contexts and additional
design iterations could help improve the ease of use of the PbD-MM.

The area we find most in need of improvement is the scoring, as a conservative
scoring approach, where Somewhat or Unknown equals No, provides a maturity profile that
does not adequately display the progress an organization has made. Other FAMMSs have
attempted different scoring approaches, which show promising results in practice but still
lack accuracy and scientific grounding [33]. The PbD-MM applied a conservative scoring
in combination with the somewhat option to encourage conservative assessment. While
this leads to higher accuracy, it likely harms the practical usability of the instrument for
organizations that have made significant efforts to improve their PbD capabilities. While
the artifact validation led to the improvement of displaying partially achieved capabilities
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in the maturity profile, this was a practical consideration and not frequently encountered
in other works. The sensitivity analysis (Table 6) provides further guidance to improve the
scoring mechanisms, with partially scoring Somewhat and lowering the required threshold
for achieving a maturity level producing results that appear more representative of the
underlying data. Future work should investigate the impact of different scoring approaches
on the perceived usefulness of FAMMs, as well as attempt to determine what measure of
achievement finds a balance between usability and accuracy.

The development of PbD in practice is less structured than the theory of the PbD-MM.
In order to overcome the vagueness of earlier PbD, many organizations have defined and
implemented PbD to their own best effort [6,15,29]. This results in diverse approaches
to PbD practices, which is reflected in the diversity of capabilities achieved within each
assessment. While it remains necessary to investigate improvements to the PbD-MM,, it is
difficult to validate the development path presented in the PbD-MM in this research design.
Furthermore, assessing PbD practices that significantly differ in content or scope from the
practices identified in the body of knowledge will require a considerable mental effort from
the assessor. This may reflect in the ease of use evaluation, as this was considerably lower
for assessing PbD than creating a development path. Other methods for evaluation, such
as expert interviews, could offer additional insights in these areas [32].

Statement 3. Organizations display a broad basis of PbD practices, with a focus towards gover-
nance and compliance.

Considering the aggregated outcomes of the 46 assessments displayed in Figure 6,
three categories of focus area progression can be distinguished: high baseline, basic capabil-
ities and low scoring. The high baseline category is primarily concerned with governance
and compliance: FA5. PIA process, FAS. Processing principles and FA12. Roles. The overall
performance on these focus areas progressed furthest in maturity. The basic capabilities
set of focus areas saw the adoption of its lower-level capabilities, but the majority of re-
spondents did not achieve a higher maturity: FA1. Requirements, FA4. Technology, FA13.
Awareness and FA13. Awareness. The low scoring focus areas are directly concerned with
translating policy into design and implementation: FA2. Architecture and FA3. Development.
According to the PbD-MM, FA14. Monitoring requires a higher base level of maturity to
employ effectively, which is reflected in the assessment results.

These findings do not stand on their own. Earlier work argues that the focus of
PbD is too much on compliance with regulation, rather than accounting for end-user
needs like embedding technical privacy protections and transparency in the technology
itself [19,59]. This viewpoint is supported by other PbD researchers recognizing that
organizations generally prefer to implement privacy-by-policy rather than safeguarding it
through system architecture [6,60].

In the PbD-MM assessments, we recognize the same pattern of organizations applying
a governance and compliance-focused approach, taking measures through privacy-by-
policy rather than developing technical capabilities. The high baseline category includes
not only focus areas directly involving software development but also FA3. Architecture
and achieving a higher maturity in FAI. Requirements. The consequences are that the
technical implementation of an information system differs significantly from its design, and
end-users are not informed about how their personal data is actually used, if they receive
information of sufficient quality at all [25,61].

Statement 4. PbD is not a logical starting point for organizations implementing privacy protec-
tions, as effective PbD requires a foundation in privacy management.
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One notable aspect of the PbD-MM from other FAMMs is the formulation of capabili-
ties at maturity level 0. These definitions were formulated by working backward from the
first capability of each focus area to determine what would be expected from an organiza-
tion that aims to develop its PbD practices. Four focus areas have a level 0 that presumes
the presence of a capability, albeit in an unstructured manner: some manner of PIA process
is implemented (as opposed to a repeatable method), the PIA process is tightly coupled to
its report, processing agreements with third parties are established on an individual basis,
and a public privacy notice exists. Establishing these basic capabilities are part of privacy
management frameworks that consider the entirety of the organization [62].

The leading thought for FAMMs is that they should incorporate the very basics of a
functional domain, so that it can be used by any organization regardless of current ability.
We argue that PbD is entangled with privacy management in a manner that prevents this
approach. An organization starting from scratch should invest resources in implementing the
basics of privacy management before actively engaging in focused PbD maturity develop-
ment. Among these basic capabilities are instituting a privacy office team with the required
expertise to start on PbD, a strategic direction to guide structured development of privacy
capabilities, a first mapping of the organization’s processing activities, and implementing
breach management procedures [62]. Starting a PbD effort without first establishing such
basics for organization-wide privacy management will hinder the effectiveness of these efforts
by burdening the professionals holding the required expertise with inefficient and insufficient
processes in other areas of their work. The availability of this privacy expertise strongly
impacts the quality of the outcomes [30,63].

Once a basic framework is established, organizations can opt to achieve further depth
in PbD by improving specific capabilities. This is the gap filled by the PbD-MM: it expands
on a single, though crucial and expansive, aspect of privacy management. Compared with
other privacy maturity models [42—44] and privacy (risk) management standards [46,47], it
covers a narrower scope of capabilities. In turn, the depth of PbD capabilities in the PbD-
MM will enhance the ability of an organization to perform effective privacy management.
Either by designing more privacy-friendly information systems or by demanding more
mature practices from third parties.

5.1. Practical Implications

The PbD-MM provides a structure to implementing PbD in an organization. It supports
assessing the current capabilities of an organization and creating an improvement plan
for PbD. Rather than prescribing specific techniques to accomplish PbD, it helps guide an
informed selection of techniques to apply. The web application provides the PbD-MM,
as well as assessment and reporting tooling, at a low barrier of entry.

In the validation focus group and through personal interactions with practitioners,
the most interest was given to the contents of the model. It provides answers to the question
of what needs to be accomplished to implement and improve PbD, rather than how this
can be done. While other maturity models reference PbD or privacy as a single focus area,
the PbD-MM distinguishes itself by providing a complete view of the complexity involved
in achieving PbD in designing information systems. Its focus areas reflect the connection of
PbD to other disciplines, among them architecture, development and contract management.
The model guides practitioners to integrating PbD into existing practices by providing
specific capabilities that need to be achieved in these areas. The PbD-MM also offers
freedom in the selection of methods and techniques used, allowing for a best-fit selection
with the methods already in use in the organization. The PbD-MM thus helps practitioners
effectively assess and improve their PbD practices based on a logical development path of
best practices.
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5.2. Limitations and Future Work

This research has completed the engineering cycle once, including one validation ac-
tivity and one evaluation activity. Long-term observations and evaluations of improvement
action implementation are validity threats, as the validation of these has been out of scope
for this research project. Similarly, additional validation is recommended for the develop-
ment path laid out in the PbD-MM. Although the dependencies between and placement
of capabilities were not validated separately, the outcomes support the applicability of
organizational development in PbD. Additional iterations of the engineering cycle with a
focus on one of these aspects would mitigate validity threats to a degree.

Although significant effort was made to distribute the PbD-MM, the population
reached remains limited. The focus group was conducted with a limited number of
participants, all from a similar background in Dutch government organizations, and time-
sensitive. This poses a threat to the external validity of the PbD-MM and the higher maturity
of focus areas that were not assessed. This threat is partially mitigated by the MLRs, which
considered sources originating from diverse contexts. Specific mentions of the GDPR were
also removed from the capabilities in favor of generalized terms. Finally, the evaluation
(Table 7) shows that the model scores well on being able to effectively assess PbD maturity,
structural completeness, and ease of formulating a development path. To further address
validity threats, we suggest that a new iteration of the engineering cycle includes different
populations and methods, for example, case studies and expert interviews, in assessing
the PbD-MM.

While the evaluation included a broader population, the invitation was distributed
targeting privacy practitioners through existing and accessible networks. A significant
number of the included assessments (20 of 46) were collected during the first three months
after spreading the model in personal networks. Little demographic data was collected,
but we expect an overrepresentation of Dutch, as well as public sector organizations in
that portion of the dataset. These participants were mainly gathered through convenience
sampling for accessibility and availability reasons. The result of this approach is that
the sampling is subject to bias, such as only considering the GDPR and not other legal
frameworks or an absence thereof, which may influence the generalizability of this research.
While no extensive analysis was performed, we do observe a slightly lower average overall
maturity (—0.12) of the final dataset in comparison with an earlier analysis of the first
24 valid results, which is most strongly pronounced in the focus areas FA5. PIA process
(—0.62), EA6. PIA report (—0.55) and Third-party management (—0.29). Both versions of the
analysis are available in the published dataset.

Finally, the collection of only single snapshots of PbD maturity limits our ability
to determine whether the PbD-MM holds prescriptive value. Future work on the PbD-
MM would benefit from applying a different methodology, for example, a series of case
studies or expert interviews covering a wider variety of organizations or as a longitudinal
investigation of maturity development, to address these validity concerns.

Throughout the paper, we mentioned various avenues for future work. Direc-
tions for further improvements and validation of the PbD-MM artifact are presented in
Sections 4.3 and 5. For researchers looking towards FAMMs, we suggest strengthening the
validity of various scoring methods that were developed for practical considerations, such
as progressive scoring based on how advanced capabilities are [33] or applying various scor-
ing scenarios as shown in Table 6. Differences in scoring methods for FAMMSs now come
from practical considerations, showing the need for a scientifically grounded approach.

We invite PbD researchers to continue developing and validating the PbD techniques
that fit with the capabilities described in the PbD-MM. Taking into account organizational
development will strengthen the positioning and validity of PbD approaches, as not all
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methods are suited for all levels of PbD maturity. Finally, we encourage further investiga-
tion into the interdependencies between PbD and privacy management. While PbD garners
attention within privacy management, its representation remains shallow when compared
with the diversity of activities identified in the PbD body of knowledge.

6. Conclusions

In the presented research, PbD activities from two multivocal literature reviews were
used to structure the functional domain of PbD in a maturity model. With a web application,
online self-assessment and reporting, the PbD-MM supports organizations wanting to
investigate and improve their PbD practices. The PbD-MM is well received, and achieving
high capabilities in one focus area correlates with better performance in other focus areas.

From 46 maturity assessments, we find that organizations have implemented different
interpretations of PbD with diverse maturity profiles. The responses show a broad devel-
opment of lower-level capabilities in the PbD-MM, with a focus towards governance and
compliance capabilities. While this contrasts with the best-practice approach of applying
both privacy-by-policy and privacy-by-architecture techniques, these results follow a trend
seen in previous findings. The PbD-MM was evaluated positively on structural complete-
ness and operational feasibility, with improvement suggestions for its ease of use. Overall,
the PbD-MM provides recognizable practices to assessors and supports assessing maturity
and formulating a development path.

The PbD-MM fills a gap in PbD research by applying the lens of organizational
development to its practices and logically structuring them as a single functional domain.
It offers a structure to contextualize existing works describing specific PbD techniques
within the PbD domain. The PbD-MM and its assessment instrument provide an artifact
that supports identifying an organization’s current capabilities and areas for improvement
to effectively design, develop, and operate privacy-friendly information systems.
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PbD-MM  Privacy-by-Design Maturity Model

PET
PIA

Privacy Enhancing Technology
Privacy Impact Assessment

Appendix A. PbD-MM Capabilities

FA1.

0
A

FA2.

FA3.

Requirements

Privacy requirements are not explicitly formulated.

Privacy requirements are formulated before the design stage based on general privacy
principles and the PIA. Business and legal requirements are elicited with privacy in
mind, privacy-violating requirements are discarded.

All privacy and security requirements are collected and validated for technical sound-
ness and implementation viability. Adherence of the system to the requirements is
verified during validation through pre-formulated requirement constraints and tests.
Stakeholders are extensively involved in the formulation of privacy goals and the
identification of privacy requirements. Elicited privacy requirements are related to
specific threats or principles to guarantee traceability and accountability. The privacy
office documents and tracks the requirements and considers privacy risks in the
design phase for all processes and systems.

Advice from ethical experts is gained regarding requirements for sensitive per-
sonal data.

Architecture

Privacy is not explicitly considered in the software architecture.

A privacy architecture viewpoint is included in the project architecture for new
initiatives. The privacy architecture maps privacy requirements onto the project archi-
tecture, translates privacy design strategies to tactics, and models datasets, processing
purposes, lawful grounds, actors, legal roles, and personal data types.

The data flows for all processing activities are modeled in a data flow diagram and
documented as part of the enterprise architecture. The privacy architecture viewpoints
document the relationships between existing and new elements.

Architecture models are verified for completeness and soundness. The architecture
and models are validated to confirm that privacy requirements are implemented
correctly. Selected privacy tactics are integrated by means of available privacy design
patterns and PETs.

Processing activities and related information elements are exhaustively modeled and
traceable through all layers of architecture. Privacy design patterns and PETs are
selected from a centralized catalog in a structured manner.

Development

Privacy is not explicitly addressed during development.

Privacy requirements are incorporated in low-level design. Acceptance testing is used
to ensure that the system meets the privacy and security requirements.

Privacy and data protection activities are integrated in the methods and workflows
of the software development lifecycle. Operational behaviour is checked against
applicable privacy policies and procedures.

Privacy-by-design is applied and documented within change management procedures.
A process is in place to ensure that updates to privacy notices are considered for every
significant change in the organizations processing activities.

Establish a catalogue of privacy patterns with relevant code excerpts to enable
reusable design. Information systems are designed with automated privacy con-
trols where possible.
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FA4.

FAS5.

FAe6.

= >

Privacy policies are embedded in system design and are automatically enforced.
Technology

Privacy enhancing technologies are not explicitly implemented.

Purpose-based access is used to limit access to personal data so that it can only be
accessed for legitimate processing activities. Personal data is encrypted in transit.
Privacy-enhancing technologies (PETs) are selected, developed, and used to imple-
ment privacy design patterns.

The selected privacy-enhancing technologies are assessed for effectiveness and added
value to the provided degree of privacy; unnecessary PETs are removed. New and
existing PETs are cataloged.

Enforcement of privacy policies is embedded in the technical design where suitable.
The problem expressed by a privacy design pattern is mapped to a PET which is
selected from a PETs catalog while taking into account the quantitative and qualitative
costs and benefits. The privacy protection technology is continuously monitored,
optimized, and upgraded.

Revocable privacy is implemented through privacy-by-architecture, including PETs,
limiting personal data access unless pre-established conditions are met that necessitate
lawful access to the data.

PIA process

A PIA is a one-time process and product.

A PIA is performed in a methodical manner for new projects and is updated when-
ever there are relevant changes in the project. It considers legal, technical security,
and privacy requirements and documents how these have been implemented.

A preliminary threshold analysis is performed to determine the necessity of a PIA
when launching new initiatives or modifying existing projects. The PIA process starts
in the early planning phase and carries on throughout the project’s life.

The logistics of the PIA process are formalized and documented: the relevant roles, re-
sponsibilities, approval process, and needed resources are assigned, and the scope and
scale of each PIA is determined. A privacy control selection process is implemented
which evaluates the proportionality of selected measures.

The PIA process and the PIA reporting activities are decoupled. PIAs reference
PIA reports from the centralized registry, ensuring that subsequent changes build
upon previous analysis. Privacy controls are methodically assessed using metrics.
The design of the physical environment is included.

A formalized stakeholder consultation plan is created, involving stakeholders in iden-
tifying and evaluating privacy risks. Privacy risks are identified continuously during
the project and processing activity lifecycles. A senior executive is held accountable
for the quality and adequacy of a PIA.

A PIA covers not only information privacy issues, but all privacy issues and involves
an assessment of positive and negative privacy impacts. There is more focus on
applying privacy-by-architecture through the formulation of privacy targets in system
design. The existing PIAs and the overall PIA process are constantly reviewed as part
of a continuous improvement effort.

PIA report

The PIA report is tightly coupled with the PIA process. There is one report for all au-
diences.

The PIA report is reviewed and is tied to budget submissions for new projects.

PIA reports are stored in a centralized registry in order to create a body of knowledge
that can be consulted for future projects. A mechanism is implemented for updating
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FA7.

FAS.

FAO9.

PIA reports and publishing PIA reports to the general public whenever significant
changes are made to processing activities.

Reporting adheres to its own periodic reporting cycle independent of the PIA process,
and reports are submitted for audit to an independent third party.

Different PIA reports can exist per PIA process; these reports are adapted to their
intended audience in both content and form.

Risk management

Privacy is not integrated into the organization’s risk management program.
Privacy-by-design and the Privacy Impact Assessment are part of a formally defined
risk management approach. A privacy risk analysis framework is employed that in-
cludes privacy risk modeling, risk prioritization, and formulating mitigation measures.
Residual risks are identified and documented.

Privacy risks are kept in an inventory, linked to specific vulnerabilities or failures,
and mapped to data-flow elements. Data controllers have a complete overview of
documented privacy risks and produce a control implementation plan that describes
risk mitigation and the feasibility of controls through a cost-benefit analysis. Feared
events are identified, and their impact and severity are determined.

The entity has implemented documented policies and procedures to monitor and
to optimize privacy risk management and control. These policies are improved by
feeding back audit results into a change control process. The data lifecycle is adopted
as a basis for the contextual analysis to anticipate privacy-invasive events and to
identify system-harmful activities and risks.

Data risks are automatically identified, and early warnings are provided for high-
risk operations by employing predictive analytics. Continuous risk assessment is
supported by a privacy risk and compliance dashboard that provides a continuous
view of the system.

Processing principles

Data processing principles are not actively applied.

A set of standard processing principles are applied to all processing activities
(e.g., GDPR processing principles).

The processing principles are documented, applied in a structured and methodical
manner, and are periodically evaluated.

Data past the retention period gets flagged or deleted automatically when no legal
hold has been specified. Purpose limitation is supported by role concepts with
graduated access rights. The data protection officer has a dashboard that provides an
up-to-date view of the lawfulness of personal data processing activities.

Compliance with the processing principles is proactively managed to deliver deliber-
ate process optimization. Issues of non-compliance are identified, and remedial action
is taken to ensure compliance in a timely fashion. Automated controls prevent the
deletion of personal data that would violate legal retention requirements.

Subject rights

Data subject rights are not actively facilitated through design.

Requests related to the exercise of data subject rights are recorded, monitored, and re-
ported. Consent management, including related notices, policies, and procedures are
defined and implemented.

Data subject rights are facilitated through automated technical mechanisms such as
self-service dashboards. Consent processes are periodically reviewed, and improve-
ments are made where necessary. Automated processes are followed to test consent
prior to use of personal information.
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Policies and procedures related to subject rights facilitation are reviewed regularly.
The data protection officer has a dashboard that provides an up-to-date view of data
access requests and responses.

User-driven control of personal data is employed. Data subjects who do not con-
sent to provide personal data are offered equitable conditions. Consent items are
automatically updated in all affected processing systems whenever a change occurs.

FA10. Transparency

D

A privacy notice exists on a public website and data subjects are referred to it.
Privacy policies are publicly available in clear and comprehensible language and
contain contact information of the individuals responsible for privacy and security.
Privacy policy revision meetings are conducted, and feedback on the readability and
content of the privacy policy is analyzed and incorporated. Historical versions of the
policy are archived and accessible.

Policy communications are routine and semi-automated. Individual’s general level of
privacy policy understanding is assessed, and feedback is used to improve communi-
cation methods. Procedures have been implemented that uniformly and consistently
obtain consent for additional processing activities in the collection phase.

Privacy policy is defined together with data subjects who are provided information
about policies, procedures, controls, and tools that allow them to determine how
personal data is used and whether policies are being properly enforced.

Summaries of PIAs, TRAs, and independent third-party audit results are published.

FA11. Third-party management

0
A

Data processing agreements are established on an individual basis.

A privacy risk assessment for third parties is completed before any contract under
which personal data is made available is granted. Existing contracts and agreements
involving personal data provided to third parties are reviewed to ensure the appropri-
ate information has been communicated.

Documented procedures exist and are consistently applied to ensure that third par-
ties have appropriate safeguards in place prior to transferring personal data. New
instances of sharing personal data with third parties are assessed to determine autho-
rization, additional notice, and possible updates to existing agreements. Exception
reports are used to record inappropriate, unacceptable, or misuse activities by third
parties and to monitor the status of remedial activities.

A privacy level agreement is made as part of a service level agreement that addresses
the level of privacy protection a service provider commits to undertake and maintain.
Changes in a third-party environment are monitored to ensure the processor can
continue to meet its obligations. Management monitors compliance with privacy
policies relating to disclosure to third parties.

FA12. Roles

0

A

Privacy-related roles are not formally defined for the entirety of the privacy-by-
design process.

Stakeholders, roles, and responsibilities related to privacy activities are identified
and assigned.

The management of privacy-related roles and responsibilities is formalized in a
role/functionality matrix to ensure accountability. A chief privacy officer is appointed.
The trust relationship between the stakeholders is defined. Data processing responsi-
bilities are assigned to appropriate stakeholders, including accompanying monitoring
activities. A technical privacy officer is assigned to support operational privacy-by-
design activities.
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D Appoint a central entity responsible for privacy-related issues such as a pri-
vacy committee.

FA13. Awareness

0  Privacy awareness is not actively stimulated.

A The organization is aware of the basic principles of privacy-by-design and manage-
ment is committed to applying them.

B  Different target groups involved in privacy-by-design are identified and receive
training for raising awareness as well as transmitting knowledge relevant to their spe-
cialization.

C  Resources are provided, such as manuals, guides, and handbooks, to support con-
sistent implementation of privacy policies, procedures, and standards, as required
and appropriate.

D The organization participates in learning from and contributing to the available
body of knowledge amassed by the privacy community. Staff and management are
comfortable identifying areas for improving privacy practices and discuss/raise these
freely and proactively.

FA14. Monitoring

0  Privacy-related activities are not structurally monitored or validated.

A An assurance process is in place, supporting the checking and demonstration of
compliance with regulation, this includes overseeing the execution of cybersecurity
and privacy controls. Systems should have functional audit logs and usage reports
without disclosing identity information.

B  Log events during all processing activities. Privacy-related Key Performance Indi-
cators are used to periodically track, measure, and monitor the performance of the
privacy function. Performance is regularly reported to management and metrics are
regularly reviewed.

C  Management continuously monitors compliance with privacy policies, regulations,
and procedures related to personal data processing. The approach to privacy-by-
design is continually reviewed and updated based on both internal review and
external developments in best practice.

D  Periodic reviews and audits are performed on processing activities to ensure personal
information uses are appropriate and lawful.

E  Systematic and independent audit examinations of logs, procedures, processes, hard-
ware and software specifications are performed. Audit and log systems are compliant
with other privacy principles and track user activity to identify illegal processing.
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