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Abstract

Attribute-Based Credentials (ABCs) are cryptographic credential systems that enable hold-
ers to selectively disclose certified attributes or prove predicates over them, thereby sup-
porting privacy-preserving identity verification while limiting unnecessary information
exposure. This paper presents a review of the system model, core security and privacy prop-
erties, classification, comparative analysis, and practical deployment challenges of ABCs. It
develops a two-dimensional taxonomy consisting of a construction dimension and an ex-
tension dimension. The construction dimension covers publicly verifiable signature-based,
keyed-verification and MAC-based, and general-purpose ZKP-based ABC constructions,
while the extension dimension covers issuer-hiding, threshold and multi-authority, and
dynamic-lifecycle ABCs. The resulting comparison shows that these categories exhibit
different trade-offs in verifier openness, proof flexibility, privacy guarantees, trust require-
ments, lifecycle support, and practical deployment requirements. The review further
examines key challenges related to the efficiency and scalability of multi-attribute man-
agement, privacy-preserving credential lifecycle management, inference risks in selective
disclosure, interoperability, post-quantum security, and holder binding. Finally, it syn-
thesizes recent trends and identifies research directions toward efficient, interoperable,
privacy-preserving, and practically deployable ABC systems that strengthen digital trust
and support trustworthy digital identity infrastructures.
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Legal and technical initiatives have attempted to mitigate these risks from different
perspectives. The General Data Protection Regulation (GDPR), for example, establishes
principles and legal obligations for the processing and protection of personal data, including
data minimization [2]. The W3C Verifiable Credentials Data Model, meanwhile, defines
an interoperable representation for issuing, holding, and presenting digital credentials [3].
However, neither legal requirements nor credential data models alone guarantee selective
disclosure or unlinkability. These properties depend on the cryptographic mechanisms
and presentation protocols adopted by a credential system [4]. A privacy-preserving
identity system should therefore allow users to disclose only the information required for a
specific purpose or to prove that a verification condition is satisfied without revealing the
underlying attribute values.

More broadly, security and trust requirements are also critical in dynamic and het-
erogeneous communication environments, where authentication, secure data exchange,
and key management must accommodate changing network topologies and participants.
For example, Tan et al. proposed a cross-domain heterogeneous data aggregation scheme
integrating dynamic group key agreement for hybrid satellite networks, together with
re-authentication and secure cross-domain transmission mechanisms to cope with highly
dynamic network conditions [5]. In another highly dynamic setting, Sen et al. developed
a PUF-based authentication framework for UAV flying ad hoc networks (FANETSs), in-
corporating UAV registration and mutual authentication to establish secure and robust
communications [6].

Attribute-Based Credentials (ABCs) provide cryptographic mechanisms for fine-
grained and privacy-preserving authentication. In an ABC system, a credential holder can
prove possession of a valid credential certifying particular attributes or demonstrate that
predicates over those attributes are satisfied while limiting the information disclosed to
the verifier. For example, a user may prove that their age satisfies a required threshold or
that they belong to an authorized organization without revealing their exact age, complete
identity, or unrelated attributes. These capabilities distinguish privacy-enhancing ABCs
from conventional public-key certificates, which typically bind a public key to a fixed set
of certified subject information that may be exposed during certificate presentation [7].
By enabling verifiers to establish trust in certified attributes without requiring the disclosure
of complete identities or unrelated personal information, ABCs provide a cryptographic
foundation for privacy-preserving digital trust.

The conceptual roots of ABCs can be traced to Chaum’s anonymous transaction and
credential systems [8]. Subsequent constructions, including the Camenisch-Lysyanskaya
credential framework [7], established practical mechanisms for credential randomization,
selective disclosure, and unlinkable presentation. Related technologies, such as Direct
Anonymous Attestation, adapted anonymous authentication techniques to attestation
in trusted-computing environments [9]. Representative systems such as Idemix and U-
Prove further demonstrated the feasibility of privacy-enhancing credential mechanisms in
concrete system designs, although their privacy properties, verification models, and de-
ployment characteristics differ [10-12].

Since these foundational developments, the cryptographic design space of ABCs has
expanded substantially. Existing constructions employ publicly verifiable credential signa-
tures, keyed-verification or message-authentication-code-based mechanisms, and general-
purpose zero-knowledge proof systems. These mechanisms differ in their verification
models, trust assumptions, proof-generation costs, and compatibility with existing cre-
dential infrastructures. Research has also explored post-quantum constructions, assisted
credential systems, and structure-preserving and randomizable signatures [13-15].
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In parallel, ABC research has introduced cross-cutting extensions addressing issuer pri-
vacy, distributed trust, accountability, and credential lifecycle management. Issuer-hiding
constructions conceal the exact issuer of a credential, while threshold and multi-authority
mechanisms distribute issuance, revocation, verification, or tracing operations among
several authorities. Dynamic lifecycle management supports controlled post-issuance
changes to credential contents, validity, status, scope, or derivation relationships. Represen-
tative capabilities include attribute updates, revocation, redaction, delegation, and derived
credentials [16-18]. Taken together, these developments reflect a broader shift from a
primary focus on individual credential primitives and presentation protocols toward diver-
sified verification models and lifecycle-aware, trust-distributed credential systems.

1.1. Motivation

Existing surveys have examined Self-Sovereign Identity (SSI) and decentralized
identity primarily at the architectural, ecosystem, standardization, and application lev-
els. Miihle et al. [19] identified the essential components of SSI, while Schardong and
Custédio [20] provided a systematic review, mapping, and taxonomy of SSI research.
Soltani et al. [21] surveyed the broader SSI ecosystem, including its stakeholders, technolo-
gies, platforms, and trust relationships. More recent studies have reviewed Decentralized
Identifier (DID) and Verifiable Credential (VC) standards, technical mechanisms, and re-
lated frameworks [3,22,23], as well as SSI applications and deployment challenges across
different domains [24]. However, these reviews primarily focus on high-level architec-
tures, ecosystems, standardization processes, application scenarios, and socio-technical
trust models. They commonly treat credentials primarily as architectural or system-level
components and provide limited scheme-level analysis of the cryptographic and protocol
mechanisms through which credentials support attribute certification, selective disclosure,
predicate proofs, unlinkable presentation, and lifecycle management.

Dedicated studies have systematized anonymous credentials from complementary
perspectives, including terminology, security definitions, cryptographic constructions,
advanced credential properties, design principles, performance, applications, and post-
quantum development [4,25]. Although ABCs and anonymous credentials overlap, the two
concepts are not coextensive, and their organizing emphases are not identical. In particular,
the present review adopts a different organizing principle by structuring ABCs along two
complementary dimensions: the principal cryptographic construction and verification
mechanism, and cross-cutting extension capabilities related to privacy, trust distribution,
and credential lifecycle. Table 1 summarizes these differences.

More specifically, existing literature exhibits the following gaps:

e Lack of a unified taxonomy: Existing literature lacks a unified taxonomy for organizing
ABC schemes according to their construction and extension dimensions.

e Lack of a unified comparative framework: Existing studies have not provided a unified
framework for comparing different types of ABC schemes across their construction,
verification, privacy, trust, lifecycle, efficiency, and deployment characteristics.

e Insufficient analysis of practical deployment challenges: Existing studies provide insuf-
ficient analysis of the key challenges involved in deploying ABCs in practical settings.
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Table 1. Comparison of Existing Reviews and Our Review.

Review

Scope

Primary Classification Logic

Limitations

Miihle et al. [19]

Blockchain-based SSI

SSI components and Identifier /Claim
Registry models.

Limited scheme-level analysis of
credential mechanisms.

Soltani et al. [21]

SSI ecosystem

Building blocks, privacy techniques, platforms,
regulations, and challenges.

Limited scheme-level analysis of
credential mechanisms.

Schardong and Custédio [20]

SSI literature

Conceptual and practical taxonomy.

Limited scheme-level analysis of
credential mechanisms.

Mazzocca et al. [22]

DIDs and VCs

Threats, implementations, applications, regulations,
and challenges.

Limited scheme-level analysis of
credential mechanisms.

Fathalla et al. [24]

SSl-based identity management

Multi-dimensional SSI framework covering system,
security, deployment, and application aspects.

Limited scheme-level analysis of credential
mechanisms.

Kakvi et al. [4]

Anonymous credentials

Core-property realization approaches and advanced
credential properties.

Advanced properties are not consolidated into
higher-level capability families.

Chathurangi et al. [25]

Anonymous credentials

Two dimensions: credential design structure
and application.

Additional credential properties are discussed
separately rather than integrated into the
two-dimensional classification.

Our review

Attribute-Based Credentials

ABC-oriented two-dimensional taxonomy:

(i) principal cryptographic construction and
verification mechanism; (ii) a unified cross-cutting
extension framework integrating privacy, trust
distribution, and credential lifecycle capabilities.
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1.2. Contributions

To address the research gaps identified above, this paper presents a review of ABCs
and develops a two-dimensional taxonomy of ABC schemes. The main contributions of
this review are as follows:

* A two-dimensional taxonomy of ABC schemes: This review organizes existing ABC
schemes along two complementary dimensions: Cryptographic Construction and
Verification Mechanisms , referred to as the construction dimension, and Privacy, Trust,
and Lifecycle Extensions, referred to as the extension dimension.

* A multidimensional comparative framework for ABC categories: This review pro-
vides a multidimensional comparison of the construction and extension categories
in terms of their principal cryptographic basis, verification and proof capabilities,
privacy and trust characteristics, efficiency considerations and operational overhead,
lifecycle functionality, deployment requirements, and main limitations.

*  Afocused analysis of key practical deployment challenges: This review examines the
major challenges involved in transitioning ABCs from theoretical cryptographic con-
structions to practical identity-management applications and discusses representative
technical responses to these challenges.

* A discussion of future research directions: Based on the review of existing studies
and the analysis of key challenges, this paper identifies several directions for future
ABC research.

1.3. Organization

The remainder of this paper is organized as follows. Section 2 describes the review
methodology and literature selection process. Section 3 introduces the system model, core
functions, and fundamental properties of ABCs. Section 4 presents the two-dimensional
taxonomy organized along the construction and extension dimensions, together with a
multidimensional comparative analysis of the categories. Section 5 examines major practical
deployment challenges, representative technical responses, and future research directions.
Section 6 concludes the paper.

2. Survey Methodology

This review adopts a targeted literature review process to identify, classify, and analyze
studies on Attribute-Based Credentials (ABCs). The review combines a structured database
search in IEEE Xplore, the ACM Digital Library, and the Web of Science Core Collection
with supplementary literature discovery to establish the evidence base for the taxonomy,
comparative analysis, and discussion of related technical challenges. The objective of the
review is to cover the dominant and recurrent research directions in the ABC literature
rather than to provide an exhaustive enumeration of all credential constructions.

2.1. Search Strategy

The structured database search combined credential-related terms with represen-
tative terms describing cryptographic constructions, privacy and trust extensions, and
credential lifecycle functions. The following Boolean query was used as the common
search expression:

(“attribute-based credential*” OR “anonymous credential*” OR “privacy-preserving
credential*” OR “selective-disclosure credential*”) AND (“zero-knowledge proof”
OR “zk-SNARK” OR “randomizable signature*” OR “structure-preserving sig-
nature*” OR “keyed-verification credential*” OR “algebraic MAC*” OR “issuer
hiding” OR “threshold” OR “multi-authority” OR “revocation” OR “delegation”
OR “redactable credential*” OR “updatable credential*”)
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The same Boolean query was applied using the database-specific search fields: All
Metadata in IEEE Xplore, AllField in the ACM Digital Library, and Topic in the Web
of Science Core Collection. The searches covered records available up to 30 June 2026.
Database-specific field definitions and filtering functions were accommodated while pre-
serving the same search scope.

The structured database search was complemented by targeted supplementary liter-
ature discovery. Targeted searches in Google Scholar and backward or forward citation
tracing from relevant publications were used to identify additional ABC studies that
were not captured by the three structured database searches, particularly foundational
work, recent preprints, and technically relevant studies cited by key publications. Supple-
mentary discovery was also used to identify closely related literature needed to provide
standards and interoperability context or to support the discussion of technical challenges
and potential solutions.

2.2. Eligibility and Screening Procedure

The inclusion criteria were original research articles, conference papers, and technically
substantive reports that proposed, implemented, extended, or formally analyzed credential
systems in which one or more attributes were certified and could be selectively disclosed
or used in privacy-preserving statements or predicates. Accordingly, this review adopts a
functionality-based rather than terminology-based scope. Anonymous credential systems
satisfying these criteria were considered relevant even when the original authors did not
explicitly use the term “attribute-based credential”.

Anonymous credential schemes focusing solely on anonymous authentication, mem-
bership, or token redemption without meaningful attribute certification or privacy-
preserving attribute presentation were excluded from the primary ABC analysis. Studies
addressing issuer hiding, threshold or multi-authority operations, credential update, re-
vocation, redaction, delegation, or other lifecycle functions were retained when these
mechanisms were integrated into or directly extended an ABC or a functionally equivalent
credential system.

Peer-reviewed journal articles and conference papers were treated as the principal re-
search sources. Standards and authoritative technical specifications were considered when
the specification itself constituted the principal source for a protocol, data model, or imple-
mentation. Studies focusing exclusively on Attribute-Based Encryption, Attribute-Based
Access Control, signcryption, general blockchain identity architectures, or anonymous
membership and authentication were not treated as primary ABC studies unless they
directly supported attribute certification, selective disclosure, privacy-preserving attribute
proofs, or closely integrated credential lifecycle functions.

The records identified through the structured database search were first merged and
deduplicated. The resulting unique records were then screened by title and abstract against
the functionality-based scope and eligibility criteria described above, followed by full-text
assessment of potentially relevant publications. Publications identified through supple-
mentary discovery were assessed using the same functionality-based eligibility criteria
and, where appropriate, the same full-text relevance assessment. The initial title/abstract
screening and full-text relevance assessment were conducted by one author using the eligi-
bility criteria described above. A second author reviewed potentially relevant, borderline,
and uncertain cases to verify the consistency of the screening decisions. Any disagreements
were resolved through discussion with reference to the same eligibility criteria.
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2.3. Search and Selection Results

The quantitative search and screening flow reported in this subsection refers specifi-
cally to the records identified through the structured searches of IEEE Xplore, the ACM
Digital Library, and the Web of Science Core Collection. The database searches iden-
tified 173 records from IEEE Xplore, 182 records from the ACM Digital Library, and
102 records from the Web of Science Core Collection, resulting in a total of 457 records
before deduplication.

After the retrieved records were merged, 47 duplicate entries were removed, leaving
410 unique records for title and abstract screening. Based on the functionality-based scope
and eligibility criteria described above, 251 records were not carried forward to full-text
assessment because they lacked sufficiently direct relevance to ABC mechanisms or primar-
ily addressed topics outside the main scope of the review. The remaining 159 publications
proceeded to full-text relevance assessment.

From these 159 publications, 32 representative studies were selected as the structured-
search core set for detailed analysis. The selection considered technical relevance, coverage
of the construction and extension dimensions of the proposed taxonomy, and the avoid-
ance of substantial redundancy among studies addressing closely similar mechanisms.
Publications not selected for this representative core set were not necessarily considered
ineligible. Rather, the core set was intended to provide a technically representative basis
for detailed analysis without attempting to enumerate every publication covering closely
related constructions.

As summarized in Table 2, 49 ABC-related studies constituted the analytical study set
used to inform the taxonomy and comparative analysis in Section 4. This set combined
the representative structured-search core with additional ABC studies identified through
supplementary discovery. Other supplementary publications were used only as supporting
sources for foundational concepts, standards and interoperability, related cryptographic
mechanisms, deployment challenges, and future research directions, and are therefore not
included in this ABC-study count.

Table 2. Structured Database Search, Screening, and Analytical Study Set.

Selection Stage

Number of Records/Studies

Structured database search and screening pathway

Records identified from IEEE Xplore 173
Records identified from ACM Digital Library 182
Records identified from Web of Science Core Collection 102
Total records identified 457
Duplicate records removed 47

Unique records screened by title and abstract 410
Records not carried forward to full-text assessment 251
Full-text publications assessed for relevance 159

Representative studies selected as the structured-search core set for detailed analysis 32

Supplementary discovery and final analytical study set

Additional ABC-related studies incorporated through supplementary discovery 17

ABC studies informing the taxonomy and comparative analysis 49
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3. System Model and Properties

Despite differences in their cryptographic constructions, trust assumptions, verifica-
tion models, and supported functionalities, most ABC systems can be described using a
common set of roles and core issuance and presentation stages [26].

3.1. Core Entities

A generic ABC system involves three core roles: a holder, an issuer, and a verifier. Dur-
ing credential presentation, the holder acts as the prover. Figure 1 illustrates the principal
interactions among these roles during credential issuance and presentation. The verification
material shown in Figure 1 may be provisioned in advance and does not imply that the
verifier must contact the issuer during each credential presentation.

———Issuance Request / Attribute Evidence—————

Presentation
Request /
< Verification Policy

<«—Verification Key / Trust Information

Presentation Token > 4
A oL ,‘
Holder Verifier Issuer

— Issued Credential —

Figure 1. Generic Issuance and Presentation Flow in an Attribute-Based Credential System.

The roles of the three entities are described as follows:

e Holder: The holder requests, obtains, and stores a credential certifying a set of at-
tributes. During issuance, the holder submits an issuance request and either provides
the required attribute evidence or proves possession of it. Depending on the con-
struction, the holder may also contribute a secret, commitment, pseudonym, device-
bound value, or other holder-side input to the issuance protocol. During presentation,
the holder generates a presentation token in response to the verifier’s presentation
request or verification policy. The token may disclose selected attributes or prove
predicates over hidden attributes.

¢  Issuer: The issuer validates the holder’s attribute evidence or otherwise establishes
sufficient assurance regarding its authenticity and issues a credential certifying the
corresponding attributes. Depending on the construction, issuance may rely on
public-key signatures, keyed-verification mechanisms, blind or interactive protocols,
or distributed cooperation among multiple authorities. The issuer establishes or
controls the verification material required to validate credentials issued under its
authority. Depending on the verification model, this material may be published,
retained by the issuer, securely provisioned to authorized verifiers, or made available
through an external trust infrastructure.

*  Verifier: The verifier specifies a presentation request or verification policy and evalu-
ates the presentation token generated by the holder. It determines whether the token
was generated from a valid credential, whether the credential satisfies the applicable
validity or status requirements, and whether the required disclosure or predicate
conditions are met. Under the privacy guarantees provided by the specific scheme,
the verifier should learn no more than the attributes intentionally disclosed and the
information logically implied by the verified predicates.

3.2. Core and Lifecycle Functions of ABCs

The following abstract interfaces capture the core setup, key generation, issuance,
presentation, and verification functions of ABC systems. Since lifecycle functionality is
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scheme-dependent, we distinguish these core operations from optional lifecycle operations

that may be supported by dynamic-lifecycle ABC constructions.

Setup(1") — pp: Given a security parameter A, the setup algorithm generates the
public system parameters pp.

KeyGen(pp) — (isk,ivk): The issuer generates an issuer secret key isk and corre-
sponding verification material ivk. Depending on the construction, ivk may be a
public verification key or secret verification material available only to the issuer or
authorized verifiers.

Issue(isk, A, ev; hin) — cred: The issuer and holder execute an issuance protocol for an
attribute set A and supporting attribute evidence ev. The value hin abstracts holder-
side inputs, such as a holder secret, commitment, pseudonym, device-bound value,
or protocol randomness. Upon successful completion, the holder obtains a credential
cred, which may be bound to holder-specific information or another possession factor.
Present(cred, pol, ctx) — T: In response to a verification policy pol, the holder generates
a presentation token 7. The policy may specify attributes to be disclosed and predicates
to be proved over hidden attributes. The value ctx denotes optional contextual infor-
mation, such as a verifier challenge, domain identifier, nonce, or session information.
Verify(ivk, T, pol, ctx, st) — {0,1}: The verifier checks the presentation token using the
relevant verification material and, where applicable, the current credential state st.
This state may represent expiration, revocation, epoch, update, or other credential-
status information. The algorithm outputs 1 if the token is valid and satisfies the
required policy and outputs 0 otherwise.

Beyond these core operations, dynamic-lifecycle ABC constructions may provide

additional interfaces for controlled post-issuance changes to credential contents, validity,

status, or authorization relationships. These interfaces are deliberately abstract, since

not all ABC constructions support all lifecycle operations and the authorization model

varies across schemes. The value auth abstracts the scheme-specific authorization material

required to invoke the corresponding lifecycle operation, while ref denotes a scheme-

specific credential or status reference used for lifecycle management. Representative

abstract lifecycle operations are as follows.

Update(cred, A;auth) — cred”: An authorized update changes permitted credential
attributes, metadata, validity information, or related information according to an
authorized change A. Depending on the construction, the holder may participate
in the update protocol and obtain an updated credential cred’. Authorized invoker:
the issuer, a designated update authority, or an appropriately authorized holder,
depending on the construction.

Revoke(ref, st; auth) — st’: The operation permanently invalidates a credential, creden-
tial version, or associated status reference so that subsequent presentations relying
on the revoked credential or status are rejected. Authorized invoker: the issuer or a
designated revocation authority; in delegatable constructions, an authorized delegator
may also revoke credentials delegated under its authority.

Suspend(ref, st; auth) — st”: The operation temporarily disables a credential or asso-
ciated authorization state without permanently revoking it, allowing validity to be
restored according to the scheme-specific status-management mechanism. Authorized
invoker: the issuer or a designated status authority.

Delegate(cred, poly, rec; auth) — cred;: A delegated credential is created from an exist-
ing credential for a delegatee represented by rec according to a delegation policy pol,.
The value rec abstracts scheme-specific information identifying or binding the delega-
tee, while the policy may restrict the delegated attributes, authorization scope, validity
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period, or delegation depth. Authorized invoker: a holder or delegator possessing the
delegation authority required by the construction.

e Derive(cred, pol,;auth) — cred’: A new credential or credential representation is de-
rived from an existing valid credential according to a derivation policy pol,, while
preserving the validity and derivation relationships required by the construction.
Authorized invoker: a holder possessing the source credential and any derivation autho-
rization required by the construction.

3.3. Core Security and Privacy Properties

This subsection summarizes the core properties commonly considered when analyzing
ABC schemes.

*  Correctness: A presentation token honestly generated from a valid credential should
be accepted by an honest verifier when the credential satisfies the applicable validity
requirements and the required disclosure or predicate conditions are met.

*  Unforgeability: An adversary that has not obtained an appropriate valid credential
should not be able to generate a credential or presentation token that is accepted by
an honest verifier as satisfying the required verification policy.

*  Collusion Resistance: Multiple malicious holders should not be able to combine their
credentials, certified attributes, or secret information to produce a valid presentation
satisfying a policy that none of them can satisfy individually.

*  Selective Disclosure and Attribute Privacy: A holder should be able to disclose only
the certified attributes required for a particular transaction while keeping unrelated
attributes hidden. Hidden attribute values should remain confidential except for
information intentionally disclosed or logically implied by the predicates proved
during presentation.

Additional privacy properties, such as presentation unlinkability, anonymity, and is-
suer hiding, are scheme-dependent.

4. Classification of Attribute-Based Credentials

Existing ABC schemes differ in their cryptographic constructions, verification models,
privacy objectives, trust structures, and lifecycle capabilities. Accordingly, this review
organizes them along the construction and extension dimensions, as illustrated in Figure 2.
The taxonomy focuses on the dominant and recurrent categories identified in the exist-
ing ABC literature rather than attempting to enumerate every specialized construction.
The two dimensions are cross-cutting. Practical ABC schemes may incorporate multiple
auxiliary cryptographic mechanisms. For classification along the construction dimension,
however, each scheme is assigned according to its principal cryptographic construction
and privacy-preserving presentation mechanism. Highly specialized schemes are therefore
discussed within the most closely related category rather than introduced as additional
standalone categories.

Table 3 maps representative ABC schemes to the corresponding construction categories.
The extension tags in the table correspond to the extension capabilities considered in this
review and indicate additional capabilities supported by the schemes rather than features
inherent to or required by the corresponding construction category; different schemes
within the same construction category may support different combinations of extensions.
It should be noted that the general-purpose-ZKP-based category defined in this review
refers to constructions in which a general-purpose zero-knowledge proof system serves as
the principal privacy-preserving presentation layer, rather than constructions relying on
proof mechanisms specifically designed for possession, selective disclosure, or attribute
predicates over a particular credential or cryptographic primitive.
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Table 3. Mapping of Representative ABC Schemes to the Construction Categories.

Category Representative Scheme Credential Primitive Presentation Proof Layer = Verifier Model Extension Tags
. . CL-signature-specific . -
Idemix [10] CL signature interactive ZK proof Public verifier -
. Sigma-protocol proofs of
Publicly Verifiable Coconut [27] Threshold re-randomizable knowledge of discrete-log ~ Public verifier Threshold issuance

Signature-Based ABCs

signature

Keyed-Verification and
MAC-Based ABCs

representations
BBS+-specific signature
Graebnitz et al. [28] BBS+ signature proofs of knowledge Public verifier Revocation
(SPKs)
. Algebraic-MAC-specific Issuer or verifier sharing
KVAC 9] Algebraic MAC interactive ZK proof the secret verification key
Oblivious Designated verifier
NIKVAC [30] Algebraic MAC holding secret verification -

designated-verifier NIZK

material

General-Purpose
ZKP-Based ABCs

ZKlaims [31]

Traditional public-key
signature

General-purpose
zk-SNARK

Public verifier

zk-creds [32]

Credential commitment
with issuance-list
membership;
standard-signature
issuance also supported

General-purpose
zk-SNARKSs (Groth16
implementation)

Public verifier

Issuer hiding; Threshold
issuance; Revocation,
Delegation
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Two-Dimensional Taxonomy

of Attribute-Based Credentials

1. Publicly Verifiable Signature-Based ABCs
1 Representative mechanisms: CL, BBS+, PS, SPS/SPS-EQ, U-Prove
L Main feature: public verification with credential-signature proofs

Cryptographic Construction 2. Keyed-Verification and MAC-Based ABCs
_‘ T - J—'— Representative mechanisms: algebraic MACs, KVAC, NIKVAC, mKVAC

Main feature: verification by issuer or authorized verifiers with secret material

3. General-Purpose-ZKP-Based ABCs
= Representative mechanisms: general-purpose ZKPs, particularly zk-SNARKs
k\Main feature: programmable proofs over credentials and certified attributes

@ o

1. Issuer-Hiding ABCs
— Main goal: hide issuer identity or provenance during issuance or
presentation

- : 2. Threshold and Multi-Authority ABCs
Privacy, Trust, and Lifecycle . . . . .
Extensions — Main goal: support threshold policy satisfaction or distributed

\_authority cooperation

3. Dynamic-Lifecycle ABCs
~— Main goal: support update, revocation, suspension, renewal,
redaction, delegation, and derivation

Note: The two dimensions are cross-cutting, and the categories are not mutually exclusive. A practical ABC scheme may
combine mechanisms from multiple construction categories and incorporate one or more privacy, trust, or lifecycle extensions.

Figure 2. Two-Dimensional Taxonomy of Attribute-Based Credentials.

4.1. Cryptographic Construction and Verification Mechanisms

In this dimension, ABC schemes are classified into three categories according to their
principal cryptographic architecture: publicly verifiable signature-based ABC constructions,
keyed-verification and MAC-based ABC constructions, and general-purpose ZKP-based
ABC constructions. For each category, the following discussion highlights several repre-
sentative and recurrent construction approaches to help readers understand its principal
mechanisms and distinguishing characteristics.

4.1.1. Publicly Verifiable Signature-Based ABC Constructions

Publicly verifiable signature-based credential constructions use publicly verifiable sig-
nature primitives, including conventional public-key signatures and dedicated credential-
signature schemes, to authenticate certified attributes. Through the issuance protocol,
the issuer authenticates a set of attributes, committed attributes, or another structured cre-
dential representation using its issuing key. During presentation, the holder may selectively
disclose certified attributes and, where supported, randomize the credential or generate
a proof of knowledge demonstrating possession of a valid signature and satisfaction of
the required presentation conditions. Any verifier possessing authentic public verifica-
tion material can validate the resulting presentation without access to secret issuer-side
verification material.

CL-Signature-Based Credentials: Camenisch-Lysyanskaya (CL) signatures and their
variants are foundational multi-message signature constructions for privacy-preserving
ABC systems, particularly anonymous-credential systems [7,33]. Their associated issuance
and proof protocols allow attributes to remain committed or hidden while enabling the
holder to prove knowledge of a valid signature, selectively disclose certified attributes,
or prove supported relations over undisclosed attributes. Idemix is a prominent CL-based
credential system that supports privacy-preserving credential issuance, selective disclosure,
predicate proofs, and unlinkable credential presentations [10].

BBS+ Signature-Based Credentials: The BBS+ signature scheme used in privacy-
preserving credential constructions was detailed and analyzed by Au et al. [34] as a modifi-
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cation of the Boneh—-Boyen—Shacham (BBS) short group signature construction [35]. BBS+
is a pairing-based multi-message signature construction that supports efficient proofs of
knowledge of a valid signature, through which a holder can selectively disclose signed mes-
sages while keeping the remaining messages hidden. Doerner et al. proposed a threshold
BBS+ protocol for distributed anonymous-credential issuance, while Graebnitz et al. speci-
fied a BBS+-based anonymous credential system supporting privacy-preserving attribute
presentation, device binding, non-duplication, and privacy-preserving revocation [28,36].

Pointcheval Sanders (PS) Signature-Based Credentials: PS signatures are short, ran-
domizable, pairing-based multi-message signatures that support efficient proofs of knowl-
edge of a valid signature on committed or hidden messages [37]. During presentation,
a holder can randomize the signature, selectively disclose certified attributes, and prove
knowledge of the remaining signed values without revealing the complete credential.
Their algebraic structure facilitates composition with pairing-based proof protocols and
distributed issuance mechanisms. Coconut combines PS-based techniques with additional
signature mechanisms to support threshold issuance, credential re-randomization, and un-
linkable selective-disclosure presentations, while Sanders and Traoré adapted PS signatures
to construct issuer-hiding anonymous credentials [27,38].

Structure-Preserving Signature and SPS-EQ-Based Credentials: Structure-Preserving
Signatures (SPSs) represent messages, signatures, and public verification material as group
elements and express verification through pairing-product equations, thereby facilitating
composition with pairing-based proof systems [39]. Structure-Preserving Signatures on
Equivalence Classes (SPS-EQ) further allow signed message representatives and their
corresponding signatures to be consistently randomized within an equivalence class while
preserving verifiability, supporting unlinkable presentations and proofs over certified
group elements [40]. Fuchsbauer et al. used SPS-EQ to construct a constant-size, multi-
show attribute-based anonymous credential system, while Connolly et al. subsequently
improved related credential constructions and extended their proof capabilities [40,41].

U-Prove-Based Credentials: U-Prove is a publicly verifiable, pairing-free ABC technol-
ogy derived from Brands-style discrete-logarithm-based credential constructions. An issuer
creates a token encoding certified attributes, and the holder can prove possession of the
token while selectively disclosing attributes; accompanying extensions can additionally
support predicates over committed attributes [11]. U-Prove offers relatively compact
tokens and efficient verification, but its privacy model differs from that of multi-show
unlinkable credential systems because repeated use of the same token may permit linkage;
unlinkable use therefore generally requires distinct tokens. Mostowski and Vullers imple-
mented U-Prove anonymous credentials on smart cards, demonstrating their feasibility on
resource-constrained devices, while de Fuentes et al. adapted and evaluated U-Prove for
privacy-preserving attribute presentation in vehicular services [42,43].

Specialized Signature-Based Credentials: Beyond the major constructions above,
some ABC schemes employ specialized signature primitives that support randomization,
aggregation, redaction, delegation, or transformations among equivalent message repre-
sentations. When integrated with appropriate issuance and presentation protocols, these
properties can enable unlinkable credential transformations, compact presentation of cre-
dentials from multiple issuers, controlled removal or derivation of certified attributes,
and delegatable credentials. The signature properties alone do not constitute a complete
ABC system and must be combined with mechanisms for attribute certification, privacy-
preserving presentation, and policy verification. Mir et al. constructed issuer-hiding
multi-authority anonymous credentials using aggregate signatures with randomizable tags
and public keys and aggregate mercurial signatures [44]. Shi et al. proposed threshold
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attribute-based credentials based on redactable signatures, while Mir et al. developed
practical delegatable anonymous credentials from equivalence-class signatures [45,46].

4.1.2. Keyed-Verification and MAC-Based ABC Constructions

Keyed-verification and MAC-based ABC constructions use secret verification material
rather than a publicly verifiable signature to authenticate certified attributes. The issuer
typically generates a credential using an algebraic Message Authentication Code (MAC) or
another keyed credential primitive. During presentation, the holder proves possession of a
valid credential and, where supported, discloses selected attributes or proves relations over
hidden attributes without revealing the credential itself or the secret verification material.
The resulting presentation can be validated only by the issuer or by authorized verifiers
that have been securely provisioned with the required verification material.

Algebraic-MAC-Based Credentials: Algebraic-MAC-based credentials authenticate
certified attributes using MACs whose algebraic structure supports privacy-preserving
proofs of credential possession. Chase et al. introduced algebraic MACs and constructed
Keyed-Verification Anonymous Credential (KVAC) schemes in which a holder proves
possession of a valid MAC over certified attributes without revealing the MAC or the
undisclosed attribute values [29]. Barki et al. subsequently proposed improved algebraic
MAC constructions and practical KVAC protocols for efficient credential issuance and
presentation, supporting selective disclosure, multi-show unlinkability, and constant-size
presentations [47]. More recently, Mirzamohammadi et al. proposed two keyed-verification
credential constructions with efficient partial disclosure and constant-size presentations,
including a pairing-based construction using structure-preserving MACs on equivalence
classes and a pairing-free construction based on homomorphic MACs [48]. Chase, Perrin,
and Zaverucha further integrated an algebraic-MAC-based keyed-verification credential
scheme with verifiable encryption in the Signal private-group system, enabling users to
prove possession of credentials over encrypted identifiers and profile-related attributes
while allowing the server to enforce group-membership and administrative policies without
learning the underlying identities [49].

Non-Interactive Keyed-Verification Credentials: Non-interactive keyed-verification
credentials allow a holder to generate a presentation that can be verified using secret verifi-
cation material without an additional online challenge-response exchange. Couteau and
Reichle constructed the first Non-Interactive Keyed-Verification Anonymous Credential
(NIKVAC) system in the standard model without bilinear pairings [30]. Their attribute-
based construction combines an algebraic MAC with a designated-verifier non-interactive
zero-knowledge proof, allowing holders to prove possession of credentials over certified
attributes while supporting multi-show unlinkability and conditional anonymity revoca-
tion. This presentation model is particularly relevant to one-pass, asynchronous, or offline
communication settings in which interactive verification is impractical.

Multi-Verifier Keyed-Verification Credentials: Conventional keyed-verification cre-
dentials generally assume that the issuer also performs verification or shares secret verifica-
tion material with a restricted verifier. Multi-verifier keyed-verification credentials extend
this model by supporting multiple authorized verifiers without enabling unrestricted public
verification. Bobolz et al. formalized Multi-Verifier Keyed-Verification Anonymous Cre-
dentials (mKVACs), in which each verifier shares an individual secret key with the issuer
and holders obtain verifier-specific credentials. Their pairing-free construction preserves
multi-show unlinkability and prevents the compromise of one verifier from undermining
the unforgeability guarantees associated with other verifiers [50].
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4.1.3. General-Purpose ZKP-Based ABC Constructions

General-purpose ZKP-based ABC Constructions use a programmable zero-knowledge
proof system as the principal presentation and verification layer. Rather than relying exclu-
sively on a signature or MAC specifically designed for privacy-preserving credentials, these
constructions encode the validity of one or more underlying credentials and statements or
predicates over their certified attributes as a general proof relation. During presentation,
the holder proves that the underlying credentials were issued by accepted authorities and
that their certified attributes satisfy the required conditions without revealing the complete
credentials or the private witnesses used to generate the proof. The programmability of
the proof relation enables range, set-membership, equality, consistency, and application-
specific predicates over hidden certified attributes, as well as proofs combining information
from multiple credentials or issuers. It can also accommodate heterogeneous credential
representations, although more complex proof relations generally increase circuit size,
prover cost, memory consumption, and implementation complexity.

The category does not include every ABC construction that employs a zero-knowledge
proof as an auxiliary presentation mechanism. Instead, it covers constructions in which
a general-purpose zero-knowledge proof system serves as the principal mechanism for
privacy-preserving credential presentation and verification. Representative constructions
are predominantly based on SNARKS, particularly zk-SNARKs. ZKlaims applies SNARKs
to enable privacy-preserving and non-interactive proofs of statements over credentials
issued by trusted authorities [31]. More recently, Rosenberg et al. proposed zk-creds, which
uses general-purpose zk-SNARKSs to derive flexible privacy-preserving credentials from
existing identity documents and infrastructures and supports composable statements over
multiple credentials [32].

4.2. Privacy, Trust, and Lifecycle Extensions

The extension dimension classifies ABC schemes according to the additional privacy,
trust-distribution, and lifecycle capabilities incorporated into their credential systems.
These categories are cross-cutting and may overlap, as the same ABC scheme may com-
bine several extension capabilities depending on its privacy objectives, trust model, and
deployment requirements.

4.2.1. Issuer-Hiding ABCs

Issuer-hiding ABCs conceal issuer-related information that might otherwise be ex-
posed through public keys, identifiers, credential formats, verification parameters, or pre-
sentation metadata. Such information may reveal sensitive contextual details about the
holder, including institutional affiliation, organizational membership, service usage, or in-
teraction with a particular authority. Issuer hiding is therefore a cross-cutting privacy
extension rather than an independent credential-authentication mechanism: it may be
incorporated into different ABC constructions while preserving credential authenticity and
issuer authorization [51,52]. Different constructions vary according to the parties from
whom the issuer is hidden, the issuer-related information that remains visible, and whether
the issuer can be identified under exceptional conditions.

Verifier-Side Issuer-Hiding: Verifier-side issuer-hiding credentials allow a holder to
prove that a credential was issued by an authorized issuer, or by a member of an accepted
issuer set, without revealing the exact issuer to the verifier. Bobolz et al. proposed an
issuer-hiding credential scheme in which a holder can demonstrate credential validity while
concealing the issuer’s public key from the verifier [53]. Hecate further combines issuer
hiding with threshold credential issuance and private-verifier authorization, allowing
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credential validity and access policies to be verified without revealing the specific issuing
authority [54].

Double-Issuer-Hiding: Double-issuer-hiding credentials conceal the identity of the
credential issuer from both the holder during issuance and the verifier during presentation.
Shi et al. introduced Double Issuer-Hiding Attribute-Based Credentials (DIHAC), in which
a central authority authorizes a group of issuers, a holder obtains an attribute-based
credential from one authorized issuer without learning its specific identity, and the holder
subsequently proves to a verifier that the credential originated from an authorized issuer
without revealing which one [55].

4.2.2. Threshold and Multi-Authority ABCs

Threshold and multi-authority operations distribute credential-related conditions,
responsibilities, or decision-making across multiple attributes or authorities. They may
allow a holder to satisfy a threshold policy, require several issuers to cooperate in credential
issuance, enable attributes certified by different authorities to be combined within one
presentation, or distribute revocation, verification, and accountability functions among
several entities.

Threshold functionality appears at both the policy level and the authority level. Policy-
level threshold satisfaction concerns how many attribute conditions must be proved by
a holder, whereas authority-level threshold operations concern how many authorities
must cooperate in a credential-related process. Authority-level constructions can reduce
dependence on a single entity and support more flexible trust models, but they also
introduce additional coordination, availability, and key-management requirements.

Policy-Level Thresholds: Policy-level threshold mechanisms allow a holder to prove
that at least ¢t out of n designated certified attributes or policy conditions are satisfied
without disclosing all of the underlying attributes. Shahandashti and Safavi-Naini in-
troduced threshold attribute-based signatures and applied them to construct a threshold
attribute-based anonymous credential system, enabling threshold verification over certified
attributes while preserving attribute privacy [56].

Threshold Credential Issuance: Threshold credential issuance distributes issuance
authority among multiple issuers so that a valid credential can be generated only after a
prescribed threshold of issuance shares has been collected. In a conventional ¢-out-of-n
setting, each issuer contributes a partial issuance result, and at least ¢ valid contribu-
tions are required. Doerner et al. constructed a threshold BBS+ protocol for distributed
anonymous-credential issuance [36]. Hecate further combines threshold credential issuance
with private-verifier functionality and issuer hiding [54]. Weighted threshold issuance
generalizes equal issuer participation by assigning different weights to the participating is-
suers and authorizing issuance once their combined weight reaches a predefined threshold.
Zhang et al. proposed Weighted Threshold Anonymous Credentials (WTAC), combin-
ing weighted threshold issuance with redactable fine-grained blind signatures and issuer
hiding from both holders and verifiers [57].

Multi-Authority Attribute Certification: Multi-authority attribute certification allows
independent authorities to certify attributes or credential components within their respec-
tive domains, after which the holder combines the resulting credentials or presentation
proofs to satisfy a verification policy. Unlike threshold issuance, the authorities need not
jointly participate in generating a single credential or meet a prescribed issuance thresh-
old. Hébant and Pointcheval proposed traceable constant-size multi-authority credentials
that support the combination of credentials issued by multiple authorities while retaining
accountability [15]. Mir et al. further constructed issuer-hiding multi-authority anonymous
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credentials using aggregate signatures, allowing credential information from multiple
issuers to be combined while concealing the participating issuers during presentation [44].

Threshold Revocation and Credential Management: Threshold revocation and cre-
dential management distribute post-issuance authority so that credential revocation or
another lifecycle action requires cooperation from a prescribed subset of authorities. Jia et al.
proposed a generic threshold credential-management system supporting threshold is-
suance and revocation together with user-autonomy credential aggregation, in which
multiple credential managers jointly approve issuance and revocation operations [58].
Bisht et al. further proposed Revocable TACO, which integrates a dynamic-threshold-
accumulator-based revocation mechanism into threshold anonymous credentials deployed
over blockchains [59].

Threshold Accountability: Threshold accountability distributes conditional identity
recovery among multiple authorized authorities so that no single entity can independently
identify the holder associated with an anonymous credential. Naaz et al. proposed DTRAC,
which integrates threshold opening with threshold credential issuance over blockchains
and requires cooperation among distributed openers to reveal a holder’s identity under
authorized conditions [60]. More recently, Xie et al. proposed AccCred, an accountable
anonymous credential system in which users and issuers select a hidden committee from a
set of authenticated candidates to perform conditional identity recovery, while the identities
of the selected committee members remain concealed from nonmembers [61]. Jia et al.
proposed a multi-authority anonymous credential system with efficient and decentralized
supervision. A threshold of supervisors can jointly trace credential proofs to recover the
identities of misbehaving users and generate linking keys that enable verifiers to efficiently
link their credential proofs [62].

4.2.3. Dynamic-Lifecycle ABCs

Dynamic-Lifecycle ABCs support controlled post-issuance changes to credential con-
tents, validity, status, or authorization scope. Representative capabilities include credential
and attribute updates, revocation and suspension, expiration and renewal, epoch transi-
tions, credential redaction, delegation, and credential derivation [17,63,64]. These capabili-
ties are important in environments where certified attributes, organizational roles, validity
conditions, holder status, or authorization relationships may change over time. They allow
a credential system to respond to such changes without necessarily requiring complete
credential reissuance for every lifecycle event.

Credential and Attribute Updates: Credential and attribute update mechanisms allow
authorized changes to certified attributes after issuance while preserving the authenticity
of the unchanged credential information. Blomer et al. introduced updatable anonymous
credentials in which a holder interacts with the issuer to update certified attributes without
revealing their previous values to the issuer [17]. Yang et al. applied updatable attribute-
based anonymous credentials in AnoPay, where credential attributes are updated to support
privacy-preserving vehicle-parking payments with constant payment overhead [65]. More
recently, Sawai et al. proposed Attribute-Based Anonymous Credentials with Update
Broadcast (ABC-UB), enabling an issuer to broadcast a common update token that holders
use to update their credentials locally, thereby reducing the issuer’s computation and
communication costs for large-scale updates [66].

Credential Revocation and Suspension: Credential revocation permanently invali-
dates a credential or a defined scope of its use, whereas suspension temporarily disables
credential use and may permit later reinstatement. Derler et al. constructed a revocable
attribute-based anonymous credential system that supports privacy-preserving verification
of credential status [63]. More recently, Xie et al. proposed FDAAC-CR, a delegatable
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attribute-based anonymous credential system with fine-grained delegation management
and chainable revocation, in which revoking a credential within a delegation chain also
invalidates the credentials subsequently derived from it [67].

Expiration, Renewal, and Epoch Transitions: Expiration limits credential validity
to a predefined period, while renewal extends or refreshes that validity for an eligible
holder. Epoch-based mechanisms divide credential operation into discrete periods and
require credentials, status information, or presentation components to be updated for the
current epoch. Lueks et al. proposed an epoch-based revocation mechanism for attribute-
based credentials in which epoch- and verifier-specific revocation tokens enable efficient
credential-status verification while limiting linkage across different epochs [68]. More
recently, Li et al. proposed MA-ACEW, which combines long-term credentials with fresh
epoch-specific credential components to support efficient updates across epoch transitions
and ensure that only credentials valid for the current epoch are accepted [69].

Credential Redaction: Credential redaction allows an authorized party to remove
selected attributes or components from a credential, or to derive a reduced credential
containing only an authorized subset of certified attributes, while preserving the authentic-
ity and verifiability of the retained information. Unlike selective disclosure, which hides
attributes only within a particular presentation while leaving the underlying credential un-
changed, redaction produces a transformed or derived credential representation. Liu et al.
proposed PERCE, which supports permissioned credential redaction together with period-
and epoch-dependent controls over credential use [64]. More recently, Hatsugai et al. intro-
duced Attribute-Based Credentials with Credential Redaction (ABC-CR), enabling a holder
to extract selected attributes and create credentials that can be delegated and presented by
another party, using an unlinkable twice-redactable signature construction [70].

Credential Delegation and Derivation: Credential delegation enables an authorized
holder or intermediate issuer to derive a restricted credential for another holder while
preserving a verifiable chain to an authorized root issuer. The derived credential may
contain a subset of certified attributes or impose narrower authorization scopes and dele-
gation constraints. Blomer and Bobolz proposed delegatable attribute-based anonymous
credentials based on dynamically malleable signatures [71]. Mir et al. later combined
threshold issuance with controlled and fine-grained credential delegation in a decen-
tralized anonymous-credential system [72]. Griffy et al. further constructed mercurial-
signature-based delegatable anonymous credentials with stronger privacy against tracing
by intermediate issuers and support for revocation tokens [73].

4.3. Comparative Analysis of ABC Categories

Table 4 compares publicly verifiable signature-based, keyed-verification and MAC-
based, and general-purpose ZKP-based ABC constructions, whereas Table 5 compares
issuer-hiding, threshold and multi-authority, and dynamic-lifecycle ABC extensions.
The comparison distinguishes structural and protocol-level characteristics from quali-
tative implementation tendencies. The entries concerning cryptographic basis, verification,
proof capability, privacy and trust, and deployment requirements summarize structural or
protocol-level characteristics supported by the designs and properties reported for repre-
sentative schemes. The entries concerning typical efficiency considerations and extension-
related overhead and availability instead summarize qualitative tendencies and dominant
cost factors rather than a quantitative ranking of the categories. These entries should
therefore not be interpreted as category-level performance rankings or as results obtained
from a common experimental benchmark. As also observed in prior systematizations of
anonymous credentials, comprehensive efficiency comparison is difficult because com-
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parable reference implementations are limited and the relevant metrics, scaling factors,
evaluation settings, and reporting formats differ across schemes [4].

Publicly verifiable signature-based ABCs enable verification using public trust ma-
terial without provisioning individual verifiers with secret credential-verification keys.
Keyed-verification and MAC-based ABCs instead restrict verification to parties holding
authorized secret verification material, thereby introducing verifier authorization, provi-
sioning, and key-management requirements. General-purpose ZKP-based ABCs provide
programmable proof relations for complex predicates and heterogeneous credential formats.
Their concrete prover cost and implementation effort depend strongly on the selected proof
system, credential encoding, and statement complexity. Accordingly, the efficiency entries
in Table 4 identify typical cost factors and implementation tendencies rather than providing
a quantitative ranking of the construction categories.

Table 4. Comparison of ABC Construction Categories.

. Publicly Verifiable Keyed-Verification and
Categories Signature-Based ABCs MAC-Based ABCs General-Purpose ZKP-Based ABCs
Pubhcl){ verlflabl'e. signatuires Secret-keyed relations, commonly Programmable zero-knowledge
authenticate certified attributes, . . . N o
- . . . algebraic MACs, authenticate relations prove credential validity
Principal basis with presentation based on

disclosure, randomization, or proofs
of signature possession.

attributes and support proofs to
authorized verifiers.

and statements over
certified attributes.

Verification model

Any verifier with authentic public
verification material can validate a
presentation.

Only the issuer or authorized
verifiers holding secret verification
material can verify.

Verification is commonly public,
while the underlying credential and
trust models remain
construction-dependent.

Proof capability

Commonly supports selective
disclosure and credential-possession
proofs; complex predicates may
require additional mechanisms.

May support selective disclosure,
hidden-attribute proofs,

and unlinkable presentations in
restricted-verifier settings.

Supports programmable predicates,
cross-credential relations,

and heterogeneous

credential formats.

Privacy profile

Attribute privacy and unlinkability
depend on credential randomization
and presentation proofs.

Restricted verification limits
arbitrary third-party testing,
but privacy remains
construction-dependent.

Proofs can hide credentials and
witnesses, while unlinkability and
metadata privacy require
additional support.

Typical efficiency
considerations

Dominant costs can include
exponentiations, pairings, credential
randomization,

and presentation-proof generation,
depending on the underlying
credential and proof construction.

Representative constructions may
provide compact credentials or
presentations; computation depends
on the underlying keyed relation,
selective-disclosure mechanism,
and presentation protocol.

Proofs may be succinct in some
systems, whereas prover
computation, memory use,

and circuit or relation size depend
strongly on the selected proof
system and encoded statement.

Trust and deployment
requirements

Requires authenticated public
verification material and an
appropriate public trust-distribution
mechanism, but does not require
per-verifier secret
credential-verification keys.

Requires authorization, secure
provisioning, protection,

and lifecycle management of secret
verification material for eligible
verifiers.

Requires integration of the selected
proof system with credential
representations and application
predicates; some systems
additionally require setup material,
circuit or relation engineering,

and proof-system-specific
infrastructure.

Main limitations

Dependence on specialized
primitives, additional
proof-composition costs,

and limited native lifecycle support
in many constructions.

Restricted verifier openness,
secret-key risks, and limited
cross-domain interoperability.

Potentially high prover cost, circuit
or relation engineering complexity,
setup requirements for some proof
systems, and credential-encoding
effort.

Scheme-level empirical evaluations provide additional evidence for selected imple-
mentations. For example, prior work has evaluated the memory usage and computation
time of 12PA, U-Prove, and Idemix in an IoT setting, while U-Prove has also been imple-
mented and evaluated on smart cards and adapted to privacy-preserving vehicular-service
scenarios [12,42,43]. These results are useful for assessing the feasibility and performance
of particular systems, but differences in supported functionality, cryptographic parameters,
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implementation maturity, hardware platforms, and experimental workloads prevent them
from serving as a controlled benchmark for the broader construction categories.

The extension categories address different limitations of basic credential issuance and
presentation. Issuer-hiding ABCs primarily protect credential provenance. Threshold and
multi-authority ABCs distribute policy satisfaction across attributes and decision-making
or trust across authorities. Dynamic-lifecycle ABCs regulate how credentials evolve after
issuance. These extensions are not alternatives to the construction categories and may be
combined with publicly verifiable signature-based, keyed-verification and MAC-based,
or general-purpose ZKP-based constructions.

Adding an extension also introduces corresponding operational obligations. Stronger
issuer hiding requires appropriate issuer authorization and protection against indirect
provenance leakage. Threshold and multi-authority operations require coordination, avail-
ability, and collusion resistance. Dynamic lifecycle management requires synchronized
state, fresh status information, and clear propagation rules for updates, revocation, del-
egation, and derived credentials. The practical value of an extension therefore depends
not only on whether a scheme formally supports the capability but also on whether the

surrounding infrastructure can maintain its security and privacy guarantees over time.

Table 5. Comparison of ABC Extension Categories.

Categories

Issuer-Hiding ABCs

Threshold and
Multi-Authority ABCs

Dynamic-Lifecycle ABCs

Extension focus

Conceal issuer identity or
provenance during credential
issuance or presentation.

Distribute policy satisfaction and
credential operations across
multiple attributes or authorities.

Control post-issuance changes to
credential contents, validity, status,
or authorization scope.

Core capabilities

Verifier-side issuer hiding and
double issuer hiding.

Policy-level thresholds, threshold or
weighted issuance, multi-authority
certification, and distributed
revocation or accountability.

Updates, revocation, suspension,
renewal, epoch transitions,
redaction, delegation, and credential
derivation.

Primary benefit

Reduces issuer-based profiling,
provenance leakage, and contextual
inference.

Reduces reliance on a single
authority and supports flexible
distribution of trust and
responsibility.

Adapts credentials to changing
attributes, roles, validity conditions,
and authorization relationships
without full reissuance.

Operational requirements

Requires authorized issuer-set
management, membership updates,
and hidden-issuer revocation.

Requires threshold rules, authority
eligibility, key or share management,
coordination, and participant
availability.

Requires authorization rules,
version and status synchronization,
and propagation across original and
derived credentials.

Privacy and trust

Improves issuer privacy,

but metadata and status
information may reveal provenance
or conflict with accountability.

Distributes trust, but sufficient
collusion or shared administrative
control may undermine its benefits.

Improves lifecycle responsiveness,
but status checks and update
interactions may introduce
linkability.

Operational overhead and
availability requirements

Introduces issuer-authorization
proofs, trust-registry maintenance,
and hidden-issuer revocation costs.

Introduces multiparty
communication, distributed key
management, coordination latency,
and quorum-availability
requirements.

Introduces status storage, update
communication, renewal or epoch
refresh, and delegation-chain
management.

Main limitations

Indirect issuer leakage, rogue-issuer
risks, and complex accountability
and revocation.

Collusion, authority unavailability,
communication overhead,
and governance complexity.

Stale status, rollback attacks,
incomplete change propagation,
and increasing state-management
complexity.

Table 6 provides a scheme-level comparison of representative ABC schemes across six
dimensions and maps each scheme to its principal construction class and extension tags. Re-
ported proof sizes are taken from the cited sources and should not be interpreted as directly
comparable across different parameter settings, proof configurations, and implementations.
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Table 6. Scheme-Level Comparison of Representative ABC Schemes.
Scheme Class/Extensions Assumptions Proof Size Verifier Predicates Credent}al Implementation
Revocation
. . . Selective disclosure;  Not implemented in
Idemix [10,33] PV-Sig Strong RSA N/R Public attribute predicates  cited prototype Java prototype
Selective disclosure; Chainspace/Ethereum
Coconut [27] PV-5Sig/TH LRSW, XDH, ROM ~157 B Public statements over N/R smart-contract
attributes implementations
g-SDH (BBS+); Time-based Linked Specification: no
Graebnitz et al. [28] PV-Sig/DL trusted issuer and N/R Public Selective disclosure  Validity Verifiable . p 4
. . implementation
device manufacturer Credentials
GGM or DDH, Operation-level
KVAC [29] KV/MAC depending on 256 B [30] Secret-key verifier ~ Attribute relations N/R P
benchmarks
the MAC
BTl ) N/R; anonymity . .
NIKVAC [30] KV/MAC GGM; Paillier/DCR; 756 B Designated verifier =~ Attribute relations revocation No implementation
short-exp DLog reported
supported
ZKlaims [31] GP-7KP Groth zl'<-SNARK; 137B Public Companson N/R libsnark/reclaimID
trusted issuer predicates prototype

zk-creds [32]

GP-ZKP/IH, TH, DL

Groth16 security
assumptions;
ROM, DLog

192-1064 B Public

General NP relations
and composable
access criteria

Issuance-list
removal

Implemented and
benchmarked toolkit

Abbreviations: PV-Sig: Publicly Verifiable Signature-Based; KV/MAC: Keyed-Verification and MAC-Based; GP-ZKP: General-Purpose ZKP-Based; IH: Issuer
Hiding; TH: Threshold Issuance; DL: Dynamic Lifecycle; LRSW: Lysyanskaya-Rivest-Sahai-Wolf; XDH: External Diffie-Hellman; q-SDH: g-Strong Diffie-Hellman;
GGM: Generic Group Model; DDH: Decisional Diffie-Hellman; DCR: Decisional Composite Residuosity; ROM: Random Oracle Model; DLog: discrete logarithm;
N/R: not reported in the cited source.
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4.4. Application-Oriented Use of the Taxonomy

The proposed taxonomy can also serve as a design-selection aid by mapping ap-
plication requirements to construction and extension choices. Rather than identifying a
universally preferable ABC category, the taxonomy helps designers first determine the
required verification model and proof capability and then identify additional privacy,
trust-distribution, or lifecycle functions that must be incorporated. The following scenarios
illustrate this use.

Scenario 1—Cross-Domain Digital Identity and Public-Service Credentials: Con-
sider a digital identity credential that may be presented to public agencies, universities,
employers, financial institutions, or other independently administered verifiers. The holder
may need to disclose only selected attributes, such as residency or professional qualifica-
tion, while the set of verifiers cannot reasonably be provisioned with secret verification
material. Under the construction dimension, these requirements favor a publicly verifiable
signature-based ABC because presentations can be validated using authenticated public
verification material across organizational boundaries. The extension dimension can then
refine the design according to operational requirements. A dynamic-lifecycle extension
is appropriate when attributes, authorization status, or credential validity may change
after issuance and therefore require revocation, renewal, status synchronization, or update
mechanisms. If revealing the issuing organization would expose sensitive affiliation or
provenance information, an issuer-hiding extension may additionally be incorporated.

Scenario 2—Complex Privacy-Preserving Eligibility Verification over Heteroge-
neous Credentials: Consider an online service in which a user must demonstrate that
several conditions are simultaneously satisfied, for example that the user exceeds an age
threshold, holds a required qualification, and satisfies a residency or membership condi-
tion, while the underlying credentials and exact attribute values remain hidden. If these
statements involve heterogeneous credential formats, multiple credentials, or application-
specific relations, the construction dimension points toward a general-purpose ZKP-based
ABC because the required conditions can be encoded as programmable proof relations.
If several independent authorities must jointly certify attributes or participate in credential
issuance, a threshold or multi-authority extension can be added to distribute trust and
credential issuance across authorities. In contrast, if the same service is operated within a
closed environment containing a limited set of authorized verifiers that can securely receive
and manage secret verification material, the taxonomy indicates that a keyed-verification or
MAC-based ABC may instead be appropriate, particularly when unrestricted third-party
verification is unnecessary.

5. Challenges and Future Directions
5.1. Challenges and Representative Technical Responses

This section examines the major challenges identified in the reviewed literature and
discusses representative technical responses. Their effectiveness depends on the credential
construction, security assumptions, trust model, deployment environment, and required
privacy properties. Related areas, including attribute-based encryption, access control,
authentication, and statistical privacy, may also offer transferable design insights.

5.1.1. Efficiency Optimization for Multi-Attribute Management

Supporting multiple certified attributes is a central characteristic and advantage of
ABCs, but it can introduce substantial computational and communication overhead during
credential issuance and presentation. In some proof-based constructions, presentation
cost may increase with the number of hidden or disclosed attributes, evaluated predicates,
or credentials combined within a presentation.
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Representative technical responses and related design approaches include the following:

*  Proof Aggregation and Batch Verification: Proof aggregation combines multiple
credential-possession statements or attribute predicates into fewer proof objects, while
batch verification amortizes repeated cryptographic operations across several proofs
or presentations. Aggregated and logarithmic-size proof systems can reduce proof
size and verification cost in multi-attribute settings [74,75]. For example, AVCA-hDID
uses randomized tag-based aggregate signatures to combine heterogeneous identity
attributes into a compact verifiable object in a decentralized identity setting [76].

. Hierarchical Structures: Flat organization of large attribute sets, policies, or author-
ities may lead to inefficient verification, repeated policy processing, and increasing
management overhead. Hierarchical structures introduce logical levels to improve
processing efficiency and support scalable attribute and authority management. Dif-
ferent schemes adopt different hierarchical strategies. Ali et al. proposed a lightweight
revocable hierarchical ABE scheme with a central authority and multiple domain au-
thorities, enabling scalable key delegation and efficient user revocation [77]. He et al.
integrated multiple hierarchical access policies into a unified linear secret-sharing
structure, allowing users satisfying different policy levels to access the corresponding
data [78]. Li et al. organized attributes into hierarchical vectors, supporting key dele-
gation from higher-level to lower-level attributes and providing continuous leakage
resilience [79].

* Lightweight and Assisted Computation: Lightweight and assisted-computation
techniques reduce holder-side overhead through precomputation, compact crypto-
graphic representations, or division of computation between a constrained device
and a more powerful helper while retaining essential secret-dependent operations
on the holder-controlled device. Hanzlik and Slamanig proposed core/helper anony-
mous credentials, in which a constrained core device performs a small computation
independent of the credential size or the number of attributes, while a helper device
completes the remaining presentation operations without being able to generate a
valid presentation independently [14]. He et al. proposed a lightweight CP-ABE
scheme that delegates expensive operations to a proxy server, requiring no pairing
during encryption and only one pairing during decryption [80]. Gong et al. developed
a multi-authority attribute-based signcryption scheme using outsourced computation
and compact ciphertexts to reduce computation, communication, and storage costs for
constrained users [81].

5.1.2. Privacy-Preserving Credential Lifecycle Management

Dynamic-lifecycle capabilities allow ABC systems to respond to changes in certified
attributes, credential validity, and authorization relationships after issuance. However,
introducing updates, revocation, delegation, and credential derivation also creates new
challenges. Lifecycle operations may expose holder activity through repeated status in-
teractions, impose substantial update costs on users and verifiers, or leave inconsistent
authorization states across original and derived credentials. The central challenge is there-
fore to maintain timely and correct credential state without weakening the privacy and
usability guarantees of credential presentation.

Representative technical responses and related design approaches include the following:

*  Privacy-Preserving Lifecycle Interactions: Credential updates and non-revocation
checks may require holders to interact with an issuer, revocation authority, accumu-
lator manager, or status service. If these interactions reveal a credential identifier,
accumulator position, or recurring update request, the lifecycle service may link the
holder’s activities even when ordinary presentations remain unlinkable. Jaques et al.
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proposed ALLOSAUR, a multi-party accumulator system that supports oblivious
and sublinear anonymous-credential witness updates after revocation, reducing the
information exposed to credential managers during the update process [82].

¢  Scalable and Timely Revocation: Revocation mechanisms must make newly revoked
credentials unusable within an acceptable period while avoiding excessive compu-
tation, communication, or state distribution. Accumulator-based approaches can
provide compact non-revocation proofs, but changes to the accumulated set may
require valid holders to refresh their witnesses. Epoch-based mechanisms reduce
update frequency but may delay the enforcement of revocation, while large revocation
lists increase storage and verification costs. Edalatnejad et al. proposed a large-scale
anonymous-credential revocation approach based on Private Record Certification,
enabling a holder to obtain certification of a private status record without revealing
which record was queried [83].

*  Consistency Across Updated, Delegated, and Derived Credentials: Lifecycle man-
agement becomes more complex when credentials can be partially updated, delegated,
redacted, or derived from earlier credentials. An update or revocation affecting an
upstream credential may also need to invalidate or restrict downstream credentials;
otherwise, an obsolete authorization state may remain usable. Li et al. integrated
partial attribute updates, delegation, traceability, and revocation within an attribute-
based anonymous credential construction, demonstrating that these lifecycle functions
can be integrated within a single credential system [84]. Sun et al. further proposed
a delegatable and revocable ABC based on purgeable signatures, allowing holders
to delegate credentials over selected attributes and revoke their own or previously
delegated credentials [85].

5.1.3. Privacy-Ultility Trade-Off in Selective Disclosure

Selective disclosure enables holders to reveal only the attributes or predicates re-
quired for verification. However, disclosing fewer attributes does not always minimize
privacy risk, because combinations of attributes, repeated presentations, and contextual
information may still enable inference or linkage. The central challenge is therefore to
provide sufficient evidence for the verifier while minimizing unnecessary disclosure and
cross-context correlation.

Representative technical responses and related design approaches include the following:

*  Association-Risk-Aware Disclosure: Attributes that appear non-sensitive in isolation
may become identifying when combined with other disclosed attributes or external
background knowledge. Association-aware mechanisms evaluate the sensitivity of
individual attributes and their combinations and select less revealing credentials,
attributes, or predicate proofs that still satisfy the verification request. Ardagna et al.
represented credential portfolios, verifier requests, and sensitive associations as graphs
and developed a heuristic for identifying low-sensitivity disclosures [86]. Related
statistical privacy techniques, such as attribute slicing, may also inform the analysis of
correlated disclosure risks [87].

¢  Automated Minimal-Disclosure Policies: Manual attribute selection may result in
excessive disclosure or failure to satisfy the verifier’s policy. Automated mechanisms
use disclosure policies, sensitivity preferences, and optimization rules to select a
minimally sufficient set of credentials, attributes, or predicates. Paci et al. combined
trust negotiation with minimal credential disclosure to release only the attributes
needed for an interaction [88]. Crowder et al. further showed that simple language
and clear explanations of system operation can improve users” willingness to adopt
ABC systems, highlighting the importance of understandable disclosure guidance [89].
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5.1.4. Cross-System Interoperability and Standardization

ABC systems may use incompatible credential formats, attribute vocabularies, sig-
nature suites, proof protocols, trust models, and revocation mechanisms. Consequently,
credentials containing semantically equivalent attributes may still be unusable across
domains, thereby limiting credential portability and increasing integration, verification,
and governance costs.

Representative technical responses and related design approaches include the following:

*  Unified Architecture and Interfaces: Common credential specifications, issuance
interfaces, and presentation-policy languages can decouple application logic from the
underlying cryptographic mechanisms. Different ABC implementations can therefore
express comparable credential requirements, attribute disclosures, and predicates
through technology-independent interfaces. The ABC4Trust project developed a
common architecture and corresponding interfaces to support the integration and
interchangeability of different privacy-preserving ABC technologies [90].

*  Common Data Models and Attribute Semantics: Common data models standardize
the representation of issuers, holders, claims, presentations, and credential status,
while shared vocabularies, namespaces, data types, units, assurance levels, and map-
ping rules align attribute meanings across domains. The W3C Verifiable Creden-
tials Data Model provides a general representation layer for exchanging digital
credentials [3]. However, common representation alone does not guarantee con-
sistent interpretation of attributes across independently developed systems. Ya-
mamoto et al. proposed a Linked-Data-based verifiable credential construction that
combines machine-readable JSON-LD semantics with BBS+-based selective disclosure,
illustrating how privacy-preserving credential presentations can retain semantic links
across credentials issued by different entities [91].

5.1.5. Post-Quantum Security

Many established ABC constructions rely on factoring, discrete-logarithm, or pairing-
based assumptions that would be threatened by sufficiently capable quantum computers
using Shor’s algorithm [92]. Post-quantum migration must therefore protect not only
credential signatures but also presentation proofs, commitments, revocation mechanisms,
update protocols, issuer authentication, and holder binding.

Representative technical responses and related design approaches include the following:

e Lattice-Based Anonymous Credentials: Lattice-based cryptography provides a direct
foundation for constructing post-quantum anonymous credentials. Bootle et al. devel-
oped a practical framework for building anonymous credential schemes from lattice
assumptions [13]. Jeudy et al. constructed a lattice-based signature with efficient proof
protocols and applied it to an anonymous credential system [93]. These construc-
tions demonstrate that credential issuance and privacy-preserving presentation can be
realized without relying on factoring, discrete logarithms, or pairings. Practical deploy-
ment must nevertheless integrate efficient attribute predicates, revocation, credential
updates, and other lifecycle functions with the underlying lattice-based proofs.

¢  Hash-Based Supporting Components: Hash-based signature schemes, such as XMSS
and the standardized SLH-DSA, provide post-quantum digital authentication based
primarily on the security of cryptographic hash functions [94,95]. They may be used
to authenticate issuers, trust-registry updates, revocation data, or other credential-
management messages. However, ordinary hash-based signatures do not directly
provide selective disclosure, unlinkable presentation, or zero-knowledge proofs over
hidden certified attributes. They should therefore be regarded as supporting compo-
nents rather than complete post-quantum ABC constructions.
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5.1.6. Holder Binding and Non-Transferability

Holder binding aims to ensure that only an authorized holder can use a credential or
generate a valid presentation. Purely software-based credentials cannot generally prevent
collusive transfer if a holder is willing to disclose all credential-related secrets. Practical
approaches therefore bind credential use to a holder secret or require the participation of a
protected device, physical token, or biometric factor.

Representative technical responses and related design approaches include the following:

e Cryptographic Secret Binding: Cryptographic secret binding associates credential
use with a holder-controlled secret and requires proof of knowledge of that secret
during presentation. The binding value can remain hidden within the proof, thereby
avoiding its use as a stable identifier across different presentations. Durak et al.
formally studied non-transferability for anonymous tokens, which they characterize
as lightweight anonymous credentials, and developed secret-binding protocols that
restrict anonymous redemption to the intended holder [96].

¢  Device and Token Binding: Device binding ties credential presentation to a key held
by a secure element, smart card, or other protected component, so that a valid presen-
tation requires a fresh contribution from that component. Friedrichs et al. formalized
device-bound anonymous credentials and constructed device-binding mechanisms
for BBS credentials under different secure-element trust assumptions [97]. Hesse et al.
combined privacy-preserving digital credentials with the mandatory participation of
a physical identity card, enabling a verifier to confirm that the presenter is the rightful
credential holder while preserving the privacy of unrelated attributes [98]. Liu et al.
proposed an ABC construction with verifiable human binding that uses a constant-size
two-party proof-of-knowledge protocol and signatures with randomizable keys to
reduce presentation communication while supporting credential revocation [99].

¢  Biometric Binding: Biometric binding requires a fresh biometric measurement to
participate in credential use, thereby making successful presentation dependent on
a physical characteristic of the enrolled holder. Blanton and Hudelson integrated
fuzzy-extractor-based biometric keys with anonymous credentials to limit both unau-
thorized use and voluntary credential sharing [100]. More recent biometric ABC archi-
tectures combine protected credential storage, local biometric processing, and privacy-
preserving presentation mechanisms [101].

5.2. Future Research Directions

The preceding analysis suggests that several technical gaps are particularly impor-
tant for the wider practical adoption of ABC systems. Four research priorities stand out:
interoperability across heterogeneous credential infrastructures, privacy-preserving lifecy-
cle management, efficient and reproducible deployment, and privacy-preserving holder
binding with recovery. These gaps directly affect whether ABC systems can operate across
organizational boundaries, maintain valid credential state over time, satisfy practical perfor-
mance requirements, and support real users without weakening their privacy guarantees.

* Interoperability and Standardization: A major barrier to wider deployment is the
lack of interoperable credential formats, attribute semantics, proof suites, status mech-
anisms, and trust-management interfaces across ABC systems. This fragmentation
limits credential portability and often requires application-specific integration among
issuers, holders, and verifiers. Research should therefore prioritize interoperable inter-
faces, common representations for credential and status information, and proof-suite
negotiation mechanisms that preserve assurance information without introducing
stable identifiers or cross-domain linkability.
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*  Privacy-Preserving Credential Lifecycle Management: Another critical gap is the
lack of broadly deployable mechanisms for updating, revoking, renewing, delegating,
and synchronizing credentials without weakening unlinkability or exposing unnec-
essary status information. Practical systems must maintain fresh credential state
across issuers, holders, verifiers, derived credentials, and multi-authority settings
while preventing rollback to obsolete states. Efficient state synchronization, privacy-
preserving revocation, and secure propagation of lifecycle changes therefore remain
key prerequisites for long-term ABC deployment.

e  Efficient and Reproducible Deployment: Practical adoption is also limited by un-
certain implementation costs and the lack of directly comparable evaluations across
representative ABC systems. Prover computation, memory consumption, proof size,
verifier cost, and operational overhead depend strongly on the credential construction,
proof system, supported functionality, hardware platform, and workload. Future work
should combine lightweight implementation techniques with reproducible bench-
marks and realistic pilot deployments so that researchers and system designers can
evaluate performance and deployment trade-offs under clearly specified and, where
possible, comparable conditions.

*  Privacy-Preserving Holder Binding, Recovery, and Multi-Device Use: Wider deploy-
ment requires mechanisms that discourage unauthorized credential sharing while also
supporting device loss, recovery, migration, accessibility, and legitimate multi-device
use. Existing approaches face a difficult trade-off between weak non-transferability
and stronger forms of binding that may introduce stable identifiers, device-specific
state, or additional interactions that undermine unlinkability. Future research should
integrate privacy-preserving holder binding with recovery and device-management
mechanisms while minimizing persistent identifiers and cross-context correlation.

Beyond these immediate deployment priorities, post-quantum migration remains an
important longer-term research direction. Future ABC systems should support crypto-
graphic agility and quantum-resistant constructions while preserving selective disclosure,
predicate proofs, unlinkability, revocation, lifecycle functionality, and practical efficiency.
Migration mechanisms are particularly important because deployed identity infrastructures
may need to support classical and post-quantum credential technologies simultaneously
during extended transition periods.

6. Conclusions

This paper provides a review of attribute-based credentials, covering their system
model, security and privacy properties, classification, comparative analysis, and practical
deployment challenges. It develops a two-dimensional taxonomy that classifies ABCs
along the construction and extension dimensions, thereby providing a unified framework
for organizing and comparing ABC categories.

The review shows that existing ABC approaches exhibit different trade-offs among
privacy, efficiency, trust assumptions, verification models, lifecycle support, and deploy-
ment complexity. Practical adoption therefore depends not only on the security of the
underlying credential primitive but also on system-level capabilities such as efficient imple-
mentation, privacy-preserving credential lifecycle management, interoperability, holder
binding, and post-quantum migration.

Overall, future ABC research should move toward deployable credential ecosystems
that jointly address security, privacy, interoperability, lifecycle management, usability,
and post-quantum readiness. Continued progress in these areas will strengthen the role
of ABCs as cryptographic foundations for secure, trustworthy, and sustainable digital
identity infrastructures.
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