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Abstract

Digital agriculture employs a wide range of sensing, actuation, and analytics technologies to
optimize productivity, sustainability, and decision-making in farming operations. However,
rural and remote regions face persistent barriers, including limited network coverage and
insufficient support for both low- and high-throughput applications, which hinder the de-
ployment of conventional and broadband-intensive Internet of Things solutions. A central
challenge is the lack of adequate field-level network infrastructure, with connectivity often
unavailable or unreliable. This article presents a comprehensive survey of Broadband-based
IoT (B-10T) as a solution for supporting both low- and high-data-rate digital agriculture
applications, including UAVs, computer vision, and extended reality, even in settings with-
out continuous internet connectivity. Using a structured narrative-review approach, this
survey synthesizes relevant peer-reviewed and technical literature on B-IoT-enabled digital
agriculture and organizes the evidence around communication key performance indicators
(KPIs), deployment constraints, and four technology domains: sensing, connectivity, intelli-
gence/compute, and control/application. It examines how technologies such as 5G/6G,
dynamic spectrum access, non-terrestrial networks, and edge computing can help address
connectivity and infrastructure gaps in underserved agricultural areas. Furthermore, we
introduce and analyze the concept of Evolved-Variety Technologies, which combines mod-
ified state-of-the-art modules with next-generation networks to create flexible, modular,
and scalable system designs adaptable to diverse topographical and operational conditions.
Beyond technical evaluations, the article examines economic feasibility, environmental
sustainability, and policy implications, emphasizing the need for coordinated roles among
governments, telecom providers, and agribusiness stakeholders. Our findings advocate
for hybrid telecom architectures that integrate terrestrial and non-terrestrial components,
leveraging emerging technologies to reduce the rural-urban digital divide and enable
scalable, data-driven agriculture in underserved regions.

Keywords: broadband IoT; digital agriculture; 5G/6G networks; edge computing; Evolved-
Variety Technologies; non-terrestrial networks

1. Introduction

Broadband-based Internet of Things (B-loT) has become increasingly important in
digital agriculture (DA), particularly in rural and remote underserved areas [1,2]. This
paper presents a comprehensive survey of connectivity strategies, highlights emerging
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technological enablers, and discusses solution pathways to bridge the digital divide to
support sustainable and scalable agricultural practices powered by data and intelligent
automation [3-6].

The Internet of Things (IoT) refers to a globally interconnected network of physical
devices equipped with sensors, software, and communication capabilities that enable seam-
less data exchange and automation [7]. While conventional IoT systems are widely used in
applications such as smart homes, health monitoring, and industrial sensing, many operate
under bandwidth, latency, and coverage limitations that constrain their effectiveness in
data-intensive and time-sensitive environments [6,8]. In this context, B-IoT refers to IoT
deployments supported by broadband-capable infrastructures that provide higher through-
put and lower-latency connectivity for applications requiring large-scale data transfer,
near-real-time analytics, and more responsive control [2,4,9]. Such capabilities are increas-
ingly relevant to agriculture, particularly in rural and remote regions where field-level
connectivity remains sparse, unreliable, or economically difficult to deploy [1,3,4]. Opera-
tionally, this paper distinguishes B-IoT from conventional low-rate IoT by its support for
broadband-dependent or latency-sensitive DA tasks, including UAV video, high-resolution
imaging, computer vision, multi-sensor fusion, edge analytics, and near-real-time control.

Within the scope of this paper, DA is used as the umbrella concept for the application
of digital technologies, sensing, connectivity, computation, automation, and data-driven
decision-making throughout the agricultural value chain. This includes not only in-field
operations, but also monitoring, logistics, management, and related support systems.
By contrast, Precision Agriculture (PA) is treated as an operational subset of DA that
focuses more specifically on site-specific and field-level agronomic optimization, such as
variable-rate irrigation, fertilization, crop-health monitoring, and targeted intervention.
Consequently, PA is considered a component of DA, rather than a synonym for it.

The need for B-IoT in DA arises because several agricultural applications, including
drone-based crop surveillance, high-definition video monitoring, real-time environmen-
tal detection, and other data-intensive workflows, exceed the practical limits of legacy
narrowband IoT solutions [4-6,10,11]. At the same time, not all agricultural tasks require
broadband or strict real-time performance. This survey therefore distinguishes between
broadband-dependent and lower-rate IoT use cases, and evaluates communication op-
tions in relation to application-specific requirements such as throughput, latency, coverage,
reliability, energy, and deployment cost. Although traditional mobile networks such as
Fifth Generation (5G) offer the potential for high-data-rate connectivity, their deployment
in remote regions is constrained when relying on high-frequency bands, which typically
require dense infrastructures with numerous small cells and are therefore often impractical
for rural geographies [1,2,12]. For this reason, alternatives such as Low-Power Wide-Area
Networkss (LPWANSs), satellite systems, unmanned aerial vehicles (UAVs) relays, and
dynamic spectrum sharing, including the use of TV White Space (TVWS) combined with
cognitive radio techniques, as applied in the Remote Area Access Network for the 5th
Generation (5G-RANGE) transceiver—represent more viable broadband options tailored to
the physical and economic realities of rural DA [2,6,10,12].

In addition, this paper uses Ambient Internet of Things (AloT) in the sense of am-
bient 10T, referring to pervasive, context-aware, and often low-power connected envi-
ronments that can complement B-IoT infrastructures. In this hierarchy, IoT is the broad
umbrella concept, B-IoT denotes broadband-capable IoT deployments, and AloT captures
ambient and pervasive IoT environments; these concepts are therefore complementary
rather than substitutive. In particular, data-intensive DA scenarios may depend on B-IoT
connectivity, while AloT can support pervasive sensing, passive communication, and
context-aware integration.

https:/ /doi.org/10.3390/ electronics15132908


https://doi.org/10.3390/electronics15132908

Electronics 2026, 15, 2908

3 of 55

Finally, in this survey, Evolved-Variety Technologies (EVT) is introduced as a con-
ceptual architectural framework to organize how heterogeneous connectivity options and
emerging technologies can be considered in a unified and holistic manner for DA and
related smart-technology applications. EVT is not introduced here as a new communication
standard, protocol, or fixed network architecture; rather, it serves as a framework to struc-
ture the evaluation dimensions and the integration logic across the sensing, connectivity,
intelligence, and control layers. On this basis, the following discussion highlights the
importance of B-IoT in DA.

B-1oT plays a transformative role in DA, particularly in rural and remote settings,
by enhancing connectivity, enabling automation, and promoting data-driven agricultural
practices [13,14]. The following elements outline the specific dimensions through which
B-IoT contributes to DA:

¢  Expanded Connectivity: B-IoT enables long-range high-throughput communication
links that integrate sensors, UAVs, robotics, and edge devices on extended agricultural
terrains [15,16]. This capability ensures reliable data exchange, both real-time and asyn-
chronous, from field-level assets, overcoming the fragmented coverage of traditional
networks [17,18]. Expanded connectivity is increasingly driven by the convergence
of terrestrial and non-terrestrial networks, where LPWAN technologies such as Long
Range Wide Area Network (LoRaWAN) and narrowband (NB)-Internet of Things (IoT)
complement the high-capacity links of 5G and satellite systems. This hybrid approach
enables seamless communication across heterogeneous agricultural environments,
ensuring large-scale coverage and support for data-intensive applications, even in
rural and remote zones.

* Time-insensitive and Real-Time Monitoring and Automation: B-IoT supports both
time-insensitive and real-time monitoring, enabling responsive control of automated
irrigation, crop spraying and precision fertilization systems [19,20]. Time-insensitive
applications refer to processes that can tolerate moderate delays, such as periodic
soil moisture reporting or scheduled climate data collection. In contrast, real-time
applications demand low-latency responses, for example, in automated irrigation
shut-off triggered by sudden rainfall. By accommodating both categories within
a unified connectivity framework, B-IoT enhances system flexibility and resilience.
These innovative automation capabilities reduce human labor and optimize resource
utilization, which is especially critical under variable weather conditions and climate
stress [21-24].

e Large-scale data and Artificial Intelligence (Al) Integration: B-IoT enables the large-
scale collection, transmission, and analysis of agricultural data using advanced Al
techniques [20,22,25]. In practice, data such as drone imagery, soil conditions, and
real-time weather information can be processed with machine learning (ML) and
deep learning to support tasks such as pest detection, crop health assessment, yield
prediction, and harvest planning. This helps improve PA and supports more proactive,
data-driven farm management.

*  Resource Optimization and Sustainability: Real-time analytics powered by B-IoT en-
able the precise management of key agricultural inputs such as water, fertilizers, and
energy [24,26]. By ensuring that resources are applied only when and where they are
needed, B-IoT reduces waste, minimizes environmental footprints, and improves over-
all resource-use efficiency. These capabilities not only improve farm profitability but
also contribute to long-term sustainability by supporting climate-resilient agricultural
practices and promoting resilience under variable environmental conditions.

*  Digital Access for Smallholders: B-IoT democratizes access to digital platforms for
small-scale farmers, enabling greater participation in the digital economy [15,25].
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Through reliable broadband connectivity, smallholders can participate in online mar-
ketplaces, access real-time advisory and extension services, and adopt mobile-based
decision-support tools that were previously accessible only to large-scale industrial
farming. By lowering entry barriers to advanced digital services, B-IoT promotes in-
clusion, improves competitiveness, and promotes equitable agricultural development.

*  Adaptability and Resilience: B-IoT strengthens the adaptability of DA to climate
change by enabling continuous and granular environmental monitoring [24,27]. Early
detection of anomalies—such as temperature changes, soil moisture deficits, or pest
proliferation—allows farmers to implement timely and proactive interventions. Recent
studies further confirm the relevance of IoT, UAVs, and smart-agriculture systems
in strengthening water management, pest and disease monitoring, and data-driven
farm decision-making. Tang et al. [28] review loT wireless communication technolo-
gies for agricultural irrigation management, while Morchid et al. [29] demonstrate
IoT-enabled smart irrigation control for improved water management. Gao et al. [30]
propose an IoT- and UAV-based framework for monitoring pests and diseases, and
Guebsi et al. [31] review drone applications, technologies, and challenges in precision
agriculture. Goel et al. [32] further emphasize smart agriculture as an urgent need,
particularly in developing-country contexts. By supporting adaptive management
strategies, B-IoT contributes to farm-level resilience and promotes the long-term via-
bility and sustainability of agricultural systems amid increasing climatic uncertainty.

e Support for High-Throughput Use Cases: Certain agricultural applications, such
as hyperspectral imaging based on UAV, continuous monitoring of livestock, and
high-definition video surveillance, demand sustained high-bandwidth connectivity, a
capability that B-IoT is uniquely positioned to provide [16,23,27]. These data-intensive
use cases are largely impractical under conventional NB-IoT schemes, which lack the
throughput required for real-time transmission and large-scale data processing.

¢ Integration with Complementary Technologies: Emerging technologies—including
private 5G networks, satellite IoT, TVWS-based cognitive radio systems, LoRaWAN,
and edge computing—either depend on or enhance the capabilities of B-IoT [27,33]. In
this context, B-IoT functions as a central enabler and integrator, orchestrating a hybrid
connectivity architecture that underpins modern smart farming.

Although not every farming task requires high-speed or real-time connectivity, B-IoT
enables the development of advanced applications when combined with affordable and
flexible solutions tailored to local farming needs [13,14,25]. By integrating heterogeneous
access technologies—including LPWAN, Wireless-Fidelity (Wi-Fi), satellite systems, and
5G Reduced Capability (RedCap), a streamlined version of 5G optimized for cost- and
energy-efficient IoT devices—B-IoT ensures versatile support in DA scenarios. This adapt-
ability ranges from basic sensing functions to high-resolution video analytics, effectively
addressing the diverse connectivity requirements of rural and remote environments.

Having established the importance of B-IoT in advancing digital DA, it is imperative
to address the multifaceted connectivity barriers that still constrain its full potential in
rural and remote regions. Rather than a single technological gap, these challenges stem
from a complex interplay of sparse infrastructure, economic limitations, and regulatory
constraints. Overcoming them requires not only advanced mobile communication frame-
works capable of delivering both extended coverage and robust broadband services, but
also the integration of heterogeneous access technologies inherent to B-IoT. Ultimately, the
most effective strategies will emerge from a coordinated fusion of technological innovation,
targeted infrastructure deployment, and enabling regulatory and policy measures.

For example, innovative mobile communication models that incorporate cognitive
radio technology in TVWS—unused spectrum gaps between broadcast television channels—
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offer a promising path for rural connectivity. Operating in sub-1GHz frequency bands,
these systems benefit from lower attenuation and improved signal penetration, enabling
dynamic spectrum access (DSA) and the deployment of Wireless Regional Area Network
(WRAN) architectures capable of spanning vast agricultural landscapes [33]. Moreover,
their physical layer (PHY) layer can be configured with specific modulation schemes
designed to minimize out-of-band emissions, ensuring coexistence with incumbent services
while still providing substantial throughput to support broadband operations. This makes
them highly suitable for B-IoT connectivity. Although regulatory frameworks for spectrum
access remain a critical factor in large-scale adoption, the approach illustrates the potential
of dynamic spectrum utilization to complement conventional rural broadband solutions.

Importantly, such mobile communication architectures derive their strength from the
convergence of multiple access technologies, each contributing complementary advantages
in terms of coverage, reliability, scalability, and cost-effectiveness. This integration not only
improves the resilience of the system compared to any single-technology solution, but also
ensures that DA can evolve sustainably in diverse rural and remote environments. By com-
bining flexibility with robustness, these hybrid frameworks position B-IoT as a cornerstone
to bridge the rural-urban digital divide and enable long-term agricultural transformation.

The authors contend that next-generation mobile communication strategies, offering
long-range broadband capacity and integrating emerging technologies, will be instrumental
in expanding the reach and strengthening the resilience of B-IoT for DA.

To make the central scientific contribution of this survey explicit, the paper is posi-
tioned around two core contribution pillars. First, it provides a broadband-oriented and
key performance indicator (KPI)-aware survey of connectivity requirements and communi-
cation options for DA in rural and remote areas, with an emphasis on field-level coverage,
throughput, latency, reliability, energy, and deployment cost. Second, it uses the EVT intro-
duced earlier as a framework for analyzing heterogeneous connectivity options and emerg-
ing technologies in relation to DA requirements and related smart-technology applications.

The main contributions of this paper are summarized as follows:

*  Assess the suitability of B-IoT connectivity for extended coverage in DA;

*  Provide key findings on appropriate connectivity solutions for diverse agricultural
applications;

e Identify the applicability of emerging technologies within the DA ecosystem;

e Introduce EVT as a conceptual architectural framework for integrating heterogeneous
connectivity options and emerging technologies in DA;

e (larify the importance of high-throughput B-IoT in managing large-scale agricultural
datasets and supporting broadband-dependent DA workloads, including UAV im-
agery, high-definition video, remote sensing, machine vision, multi-sensor fusion, and
edge analytics;

e Highlight the need for suitable policy and regulatory frameworks to promote equitable
access and widespread adoption of digital technologies in rural agriculture.

The scope of this paper is limited to a comprehensive review and conceptual synthesis
of B-IoT-enabled DA. Accordingly, the KPI values, deployment comparisons, productivity
outcomes, and cost-related observations discussed in the paper are treated as indicative and
context-dependent rather than broadly generalized outcomes. Actual performance may
vary according to farm size, crop type, terrain, vegetation density, climate, spectrum avail-
ability, infrastructure maturity, gateway density, backhaul quality, device cost, regulatory
environment, and farmer capacity.

Overall, the survey finds that rural and remote DA cannot be supported by a single
connectivity solution or by conventional low-rate IoT alone. Instead, scalable deploy-
ment requires KPI-aware hybrid connectivity, edge intelligence, energy-efficient sensing,
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cybersecurity-aware design, and supportive policy frameworks. The novelty of this re-
view lies in combining B-IoT framing, KPI-based comparison of rural connectivity op-
tions, and EVT-based integration of sensing, connectivity, intelligence/compute, and con-
trol/application domains for DA and related smart-technology applications.

The literature supporting this review was identified through a structured narrative-
review approach. Relevant peer-reviewed articles, conference papers, technical reports,
and standards-oriented sources were identified using keyword combinations related to
B-IoT, digital agriculture, precision agriculture, rural connectivity, LPWAN, TV White
Space, 5G, 5G-Advanced, 6G, 5G RedCap, non-terrestrial networks, LEO satellite, UAV
relay, Wi-Fi HaLow, edge computing, AI/ML, digital twins, blockchain, remote sensing,
robotics, smart agriculture, EVT-related terminology, and evolved technology frameworks.
The selected literature was synthesized according to communication KPIs, deployment
constraints, agricultural applications, and emerging technology categories. No prior work
was identified that uses EVT in the specific sense proposed in this manuscript, namely as a
B-IoT-oriented framework for integrating sensing, connectivity, intelligence /compute, and
control/application domains for rural and remote DA. Therefore, EVT is introduced in this
survey as the authors’ proposed conceptual framework.

The remainder of this paper is organized as follows. Section 2 reviews related survey
papers and identifies the research gap. Section 3 discusses DA application requirements, IoT,
B-IoT architecture, and enabling communication technologies. Section 4 analyzes the main
challenges of B-IoT in DA and outlines potential solutions. Section 5 examines emerging
technologies, the EVT framework, and illustrative case studies. Section 6 explores policy
considerations and regulatory frameworks. Section 7 identifies open research directions
and future work. Finally, Section 8 concludes the paper.

2. Related Survey Papers

Numerous surveys and research studies have examined the application of IoT tech-
nologies in agriculture from various angles. Most published work focuses on the practical
applications of IoT, but not on B-IoT in agricultural contexts. Although traditional IoT
deployments in agriculture often rely on low-power narrowband communication protocols
(e.g., LoRa, Sigfox, NB-IoT), they tend to overlook the integration of B-IoT technologies,
primarily due to long-standing assumptions about cost, energy consumption, and rural
connectivity constraints. Much of the existing literature still favors minimal-bandwidth sys-
tems, which are suited for basic sensing and monitoring, and underestimates the feasibility
of more advanced B-IoT deployments.

Recent advances in cost-effective and energy-efficient B-IoT are overcoming long-
standing constraints in rural areas. In this work, a B-IoT model combines hybrid
connectivity—5G RedCap, TVWS, and UAV-assisted relays—with lightweight edge Al to
support real-time analytics, HD video surveillance, and multi-sensor fusion at the field
scale without prohibitive energy or infrastructure costs. In particular, it targets sub-100 ms
control latency, uplinks in the 10-200 Mbps range for aerial imaging, and >99.9% service
reliability, while preserving multi-year battery life for low-duty sensors and keeping the
total cost of ownership manageable.

Given these advances, previous IoT-for-DA surveys provide valuable baselines but
leave key gaps in broadband unaddressed. For example, ref. [10] reviews IoT technologies
and applications in agriculture but primarily emphasizes traditional narrowband stacks
and cloud-first gateways; as a result, it offers a limited discussion of the scalability and
low-latency performance required for autonomous machinery and Al-driven analytics
(e.g., sub-10 ms control loops, QoS/slicing, and sustained video or multi-modal uplinks
>10 Mbps). It also provides little guidance on coverage at farm/multi-site scale (handover,
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mobility) and on energy/cost trade-offs when broadband sensing and actuation are in-
troduced. Similarly, ref. [34] is useful for sensor selection and mapping applications that
meet specific requirements. However, it does not consider B-IoT scenarios that support
low-, medium-, and high-data-rate applications. These include HD real-time streaming
for remote surveillance, high-rate edge analytics for imagery, multi-sensor data fusion in
connected farms, and heterogeneous backhaul options (e.g., TVWS, LEO), all of which are
critical for meeting DA KPlIs in rural and remote settings.

These gaps motivate the B-IoT model proposed in this survey, which integrates hybrid
connectivity and edge intelligence to satisfy KPI tiers for latency, throughput, reliability,
coverage, energy efficiency, and cost in rural DA deployments.

Several studies map IoT technologies and challenges in DA. For example, Viswanathan
and Kumar [35] classify DA applications into smart monitoring, smart water management,
and supply-chain management; Friha et al. [36] review emerging IoT technologies for
smart agriculture; Bolfe et al. [37] examine the adoption of precision and digital-agriculture
technologies; Demestichas et al. [38] survey security threats in agricultural IoT and smart
farming; Kaur and Valluri [39] discuss loT-driven smart-agriculture applications; and
Kumar et al. [40] review rural internet connectivity challenges. However, these works pri-
marily follow traditional IoT paradigms and seldom develop broadband-oriented design
choices—e.g., KPI-driven treatment of high-throughput/low-latency services, heteroge-
neous rural backhaul (TVWS/LEO), or edge analytics for HD imagery and multi-sensor
fusion—needed to realize B-IoT in rural contexts while meeting field-level targets (e.g.,
sub-100 ms control, sustained 10 to 200 Mbps uplinks and >99.9% reliability) under energy
and TCO constraints.

Research on rural connectivity provides valuable information on trials, technolo-
gies, and strategies to expand access in sparsely populated regions. For example,
Kumar et al. [40] survey rural internet connectivity in India, while Zhang et al. [41] dis-
cuss challenges and opportunities for future rural wireless communications. In paral-
lel, Patel et al. [42] review loT-based agriculture monitoring systems, and Mekala and
Viswanathan [43] examine smart-agriculture IoT with cloud computing.

However, these contributions are rarely viewed through a B-IoT perspective (i.e., one
focused on high-throughput, low-latency, reliable links and edge compute) and therefore
do not systematically map rural connectivity options to DA KPI tiers, select heteroge-
neous backhaul (TVWS/LEO) for specific workloads, or specify edge pipelines for HD
imagery and multi-sensor fusion. This integration is critical to deploy B-1oT on a field
scale while meeting sub-100 ms control, 10-20 Mbps uplinks, and >99.9% reliability within
energy/TCO budgets.

The work on energy-efficient networking and the adoption of 10T in agriculture ad-
dresses complementary aspects of the field. On the networking side, Aishwarya et al. [44]
survey energy-efficient routing protocols for IoT-based precision agriculture using wireless
sensor nodes, detailing node-level constraints and protocol trade-offs. On the adoption
and impact side, Setiaji et al. [45] synthesize evidence on the contribution of IoT and smart
systems to agricultural practices, while Pillai and Sivathanu [46] examine farmer adoption
of IoT in agriculture using the behavioral reasoning theory framework. Together, these con-
tributions provide useful foundations; however, they are mainly framed around traditional
IoT stacks and do not connect routing/adoption findings to broadband-grade requirements
(e.g., low-latency /high-throughput workloads, heterogeneous rural backhaul, or edge
pipelines) needed for B-IoT at the field scale.

Coverage in rural and remote settings has been examined from multiple angles. The
ICT survey reported in ref. [47] documents the availability and adoption of broadband by
agricultural enterprises in regions of the Czech Republic. The study in ref. [48] analyzes the
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protocol choices for rural deployments and highlights SigFox for its long-range coverage
and sufficient throughput in low-data-rate smart farming use cases. However, it is not
well-suited to high-throughput DA use cases. The study in ref. [49] proposes a scalable
smart-agriculture architecture that combines fog computing with Wi-Fi to reduce latency
while evaluating coverage, throughput, and delay in rural environments. A multivariate
cost—coverage assessment reported in ref. [50] guides public investment decisions by
weighing the cost of extending connectivity to remote locations against the expected
socioeconomic and service-coverage benefits. Together, these studies illuminate coverage
constraints and planning trade-offs but largely remain within traditional IoT assumptions;
they do not fully connect coverage analyzes to broadband-grade requirements (e.g., sub-
100 ms control, sustained 10-20 Mbps uplinks, and >99.9% reliability), heterogeneous
rural access/backhaul choices (e.g., TVWS, private 5G/RedCap, LEO) or edge pipelines for
data-intensive workloads needed to realize B-IoT at field scale.

The literature on emerging technologies in DA spans several complementary themes,
including general reviews of IoT in agriculture, application-specific systems, architecture-
oriented studies, security, energy-aware communication, and ecosystem-level perspectives.
Ruan et al. [51] review emerging trends, cooperation networks, and perspectives for agri-
cultural IoT. Metri and Kumari [52] survey IoT-based irrigation techniques, while Aarti [53]
reviews loT-based agricultural-area analysis. Devare and Hajare [54] examine IoT-based
crop-growth monitoring and quality control, and Farooq et al. [55] provide a systematic
review of the literature on the role of IoT technology in agriculture. Gupta and Bindal [56]
further study sustainable smart agriculture using IoT technologies.

Architecture- and application-oriented studies provide additional perspectives. El
Idrissi et al. [57] examine digital agriculture and the intelligent agriculture business
using information and communication technology, while Pyingkodi et al. [58] survey
IoT technologies for precision agriculture. Security, energy-aware communication, and
broader ecosystem-level concerns are also addressed in the literature. Alhawamdeh and
Tahboub [59] survey security-as-a-service for emerging IoT technologies, while Raju and
Vijayaraghavan [60] evaluate wireless communication technologies in conjunction with
cloud-based IoT services for smart agricultural monitoring. Ummesalma et al. [61] provide
a decade-long survey on IoT in agriculture, Dhal et al. [62] present an overview of IoT in
digital agriculture, Rudrakar and Rughani [63] discuss IoT-based agriculture architecture,
cyber-attack, cybercrime, and digital-forensic challenges, and Raj et al. [64] discuss the role
of IoT technologies in agricultural ecosystems. Management- and architecture-oriented
studies further show how IoT and emerging technologies can be integrated into agricultural
systems. Kumar et al. [65] study a smart agriculture management system using IoT and Al,
Singh et al. [66] propose AgriFusion as an architecture that integrates IoT and emerging
technologies for precision agriculture, and Bansal and Goyal [67] review IoT applications
in the agriculture domain while outlining future research directions.

Collectively, these works establish useful taxonomies and use-case maps, but they
largely retain conventional IoT or application-specific assumptions. They provide limited
guidance on broadband implications for high-rate or low-latency workloads, heterogeneous
rural access/backhaul selection, edge-enabled data pipelines, and KPI-aligned design for
field-scale B-IoT deployment.

Finally, evidence on broadband and 5G in rural contexts begins to bridge the gap
between connectivity and agriculture. Field results on 5G QoS in representative rural
areas [68] and analysis of sub-6 GHz 5G as a rural broadband enabler [69] are important
steps, although they do not yet articulate B-IoT design patterns that integrate private
5G/RedCap, TVWS, Wi-Fi HaLow, and LEO backhaul with edge analytics to meet the KPI
levels of DA (latency, throughput, reliability, coverage, energy, cost). Table 1 comparatively
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summarizes these themes, by connectivity, coverage, B-IoT capability, throughput, rural
suitability, cost and emerging technologies, to position the contributions oriented to the
broadband of this work.

Table 1. Comparisons of survey papers concerning the consideration of the key factors.

Reference Connectivity Coverage Range B-IoT  Throughput Rural Areas  Cost  Emerging Technologies

This Survey Yes Yes Yes Yes Yes Yes Yes
[3] Partial Partial Partial No Yes Partial No
[4] Yes Yes Partial Partial Yes Yes Yes
[5] Yes Yes Yes Yes Yes Partial Partial
[6] Partial No Partial No Partial No Partial
[7] Partial Partial Partial Partial Partial Partial Yes
[8] Partial No Partial Partial Yes Yes No
[25] No No Partial No No No No
[26] No No Partial No No Partial Partial
[27] Yes Yes Yes Partial Yes Yes Partial
[28] Yes Yes Yes Yes Yes Partial Partial
[29] Partial Yes Partial No Partial Yes Partial
[30] Yes Yes Partial Partial Yes Partial Yes
[31] Partial Yes Partial Partial Partial Partial Yes
[32] No Partial Partial No Partial Partial Yes
[33] Yes Yes Partial Yes Partial Partial Partial
[34] Yes No Partial No No Partial Partial
[35] Partial No Partial No No No Partial
[36] Yes Partial Partial No No Partial Yes
[37] Yes Partial Partial No Partial Partial Yes
[38] Partial No Partial No Partial Partial Yes
[39] Partial No Partial No Partial Partial Partial
[40] Partial Partial Partial Partial Partial Yes Yes
[41] Yes Yes Partial Partial Yes Partial Partial
[42] Partial No Partial No Partial Partial Partial
[43] Partial No Partial No No Partial Partial
[44] Partial Partial Partial No No Yes Partial
[45] Yes Partial Partial No No Yes Partial
[46] Partial No Partial No Yes Partial No
[47] Yes Yes Partial Yes Yes Partial Partial
[48] Yes Yes Partial Partial Yes Partial Partial
[49] Partial Yes Partial Partial Yes Partial Yes
[50] Yes Yes Partial Partial Yes Yes Partial
[51] Partial Partial Partial No Yes Partial Partial
[52] Partial No Partial No Partial Partial Partial
[53] Partial No Partial No Partial Partial Partial
[54] Partial Yes Partial Partial Partial Partial Partial
[55] Partial Partial Partial No No Yes Partial
[56] Partial No Partial No Partial Partial Partial
[57] Yes Partial Partial Partial Partial Partial Yes
[58] Partial No Partial No No Partial No
[59] Partial No Partial No Partial Partial Yes
[60] Partial No Partial No No Partial No
[61] Partial Partial Partial No Partial Partial Partial
[62] Yes Partial Partial No Partial Partial Yes
[63] Yes No Partial No Partial Partial Partial
[64] Yes No Partial No Partial Partial Yes
[65] Partial No Partial Partial No Yes No
[66] Partial No Partial No Partial Partial Yes
[70] Partial No Partial No Partial Partial Partial
[71] Yes Partial Partial No Partial Partial Yes
[72] Yes No Partial Partial Partial Yes Yes
[73] Yes No Partial Partial Partial Yes Yes
[74] Yes Partial Partial Partial Partial Partial Yes

Symbol Descriptions: Yes = denotes full consideration; No = denotes not considered; Partial = denotes partly
considered.

https:/ /doi.org/10.3390/ electronics15132908


https://doi.org/10.3390/electronics15132908

Electronics 2026, 15, 2908

10 of 55

Despite notable progress in IoT for DA, prior surveys only partially integrate broad-
band connectivity, KPI requirements, heterogeneous rural access/backhaul, edge process-
ing, cost, policy constraints, and emerging technologies. The specific advancement of this
survey is the use of EVT to organize these dimensions into four integrated technology
domains: sensing, connectivity, intelligence/compute, and control/application. This po-
sitioning distinguishes the survey from prior studies that discuss these issues separately,
rather than as an integrated B-IoT and emerging-technology framework for rural and
remote DA.

3. DA Requirements, IoT Architectures, and Communication Technologies

DA requires a robust integration of sensing, connectivity, and automation. This
section explores the technical requirements of DA, examines key IoT architectures suited
for agriculture, and evaluates emerging communication technologies that enable reliable,
scalable, and context-aware data exchange in diverse agricultural environments.

3.1. DA Communication Requirements

DA applications have diverse communication needs, shaped by task type, sensor use,
urgency, and automation, making each application uniquely important. Applications such
as soil moisture sensing can tolerate high latency and low data throughput. In contrast,
real-time crop monitoring, UAV swarm coordination, and hyperspectral imaging demand
low-latency, high-throughput links with minimal jitter.

The numerical values in Table 2 are indicative ranges synthesized from prior lit-
erature, technology specifications, and representative rural DA deployment scenarios,
including prior reviews of IoT communication technologies in smart agriculture and com-
parative studies of LPWAN, 5G, and hybrid connectivity models for smart-agriculture
deployment [75,76]. They are intended for comparative assessment rather than as fixed
performance guarantees. Actual performance depends on terrain, vegetation density, farm
size, antenna height, gateway density, spectrum band, interference, device class, mobility,
backhaul availability, network loading, and local regulatory conditions.

To formalize DA requirements, Table 2 summarizes indicative quantitative KPIs across
common task classes. Values reflect field-level goals and should be adjusted per crop
and terrain.

Table 2. Indicative DA communication KPIs by task class (field-level).

Task Class E2E Latency Throughput Reliability Notes

Time-tolerant sensing <5-30 min 0.1-10 kbps >95% weekly  Duty-cycled LPWAN
(soil, weather)

Near-real-time control <1-10s 10-500 kbps >99% Edge analytics advisable
(VRI, pest alerts)

Real-time actuation <10-100 ms 1-50 Mbps >99.999% uRLLC slice/private 5G
(sprayers, robots)

HD video/multi- <50-200ms  10-200 Mbps >99.997, ~ Durstiolerance, local
spectral UAV cache

Fleet telemetry <100-500 ms 50 kbps-5 Mbps >99.9% Prioritize control flows
(tractors/UAV swarms)

Key communication parameters in DA include:

¢ Latency determines the speed with which data-driven actions occur in digital agri-
culture: low < 10 ms (robotic action, closed-loop control); moderate 100-500 ms
(irrigation commands with variable-rate, alerting); high > 1 s (periodic soil/pH
uploads, remote diagnostics).
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Throughput determines the volume of data transported: low < 100 kbps (telemetry,

scalar sensors); moderate 100 kbps—10 Mbps (edge summaries, compressed imagery);

high > 10 Mbps (HD/multi-spectral UAV video, dense camera arrays).

Reliability can be expressed with uptime/packet-success or packet-loss: very

high > 99.999% (uRLLC/robotics); high 99-99.99% (most control/alerts); baseline

95-99% (delay-tolerant sensing).

Coverage is expressed as range (meters—km) and/or area (km?) served. Wide-area

coverage supports large or multi-site farms, while short-range or dense local networks

are suitable for small plots or indoor facilities.

Energy efficiency is reported via battery life or power consumption: ultra-low < 10 mW

(multi-year; >3-5 years typical LPWAN); moderate 10-500 mW (months—~2 years);

high > 500 mW (mains/vehicular or energy-harvested nodes).

Cost should include the CAPEX of the device (low < $10, moderate $10-$200,

high > $200), the deployment cost per km? and the total cost of ownership (TCO)

which includes equipment, spectrum, operations, and maintenance.

Applications are mapped to KPI needs:

- Time-tolerant (delay-insensitive): soil, pH, temperature sensing; typically high
latency tolerated, low throughput, baseline reliability, ultra-low energy, low cost.

- Near-real-time (delay-sensitive): pest detection, variable-rate irrigation; requires
moderate latency and throughput, moderate-high reliability, low—moderate energy.

—  Real-time (delay-critical): crop-surveillance drones, robotic tractors; demands
low latency, high throughput (video/teleoperation), very high reliability; often
moderate-high energy and cost.

These KPI tiers operationalize trade-offs in B-IoT stacks for DA. They guide selection

and hybridization across LPWAN, private 5G/RedCap, TVWS, Wi-Fi HaLow, and LEO
backhaul to meet field-level requirements without exceeding energy budgets or TCO. This

classification aligns with the emerging need to balance performance with energy, spectrum,

and deployment cost constraints in B-IoT deployments.

3.2. B-IoT Architecture Layers for Agriculture

)

(ii)

(iii)

(iv)

The IoT architecture for DA typically comprises four layers as shown in (Figure 1).

Perception layer: sensors, actuators, UAVs, and IoT tags that acquire environmental
and biological data; key functions include sampling, local preprocessing (e.g., simple
filtering), and actuation; KPI links: energy and cost dominate (battery life, device
CAPEX), with baseline reliability for periodic sensing and, for safety-critical actuators,
higher reliability requirements.

Network layer: heterogeneous transport over terrestrial (LPWAN, Wi-Fi/HaLow,
private 5G/RedCap), aerial relays (UAV /HAPS), and non-terrestrial links (LEO satel-
lite) to move data between field and compute; KPI links: latency and throughput
are primary (e.g., uRLLC for control, higher rates for imagery), reliability and cov-
erage determine service continuity across large or multi-site farms, and energy is
constrained for battery-powered radios.

Middleware layer: data integration and orchestration services that provide messaging,
stream processing, model serving, device management, and security; typical capabili-
ties include protocol translation, buffering, semantic tagging, and access control; KPI
links: reliability (lossless/ordered delivery where needed), latency (bounded queue-
ing for control loops), and cost (efficient scaling of data pipelines) while enabling
energy-aware scheduling for constrained edge devices.

Application layer: analytics dashboards, decision support, and automation controllers
that interpret data and trigger actions (e.g., variable-rate irrigation, pest alerts, robotic
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missions); KPI links: throughput (ingesting summaries, images, or video), latency
(timely actuation), and cost (computational footprint, licensing), with reliability im-
pacting operator trust and closed-loop performance.

B-IoT architectures extend these layers with edge computing nodes for localized ana-
lytics (reducing backhaul and latency while improving energy efficiency at the device) and
with network slicing and QoS-aware resource allocation to prioritize critical farm operations
(aligning transport resources with the required latency/throughput/reliability targets).

Application I:”
Layer

Middleware

Layer ﬁ

=
I

Applications, Consoles
Websites, Touch Panel

1

Machine Learning
Processing
Pre-processing

o}
&

¢

11111

Network (((A)))

; I_—_| E Firmware
Layer AL Routing, Security
PEIPERIN & g = Sensors, Actuators

Layer 'C[E]
Figure 1. B-IoT Architecture for DA.

These enhancements enable real-time responsiveness and local autonomy, which are
key requirements in remote DA setups where cloud access may be intermittent.

3.3. Communication Technologies for B-IoT in DA

As established in the Introduction section, B-IoT is a key enabler of DA where applica-
tions move beyond low-rate telemetry toward broadband-dependent workloads [11,27]. In
this section, the focus is on comparing the communication technologies that can satisfy the
KPI tiers introduced in Table 2, particularly for field-level coverage, latency-sensitive con-
trol, and high-throughput agricultural data flows [28,29]. Not all IoT communication tech-
nologies inherently provide broadband capability; their suitability depends on the data rate,
latency, coverage, energy, and cost profile required by the target DA application [30,31].

Key insights for the effective deployment of B-IoT in DA include the adoption of hybrid
connectivity approaches, such as combining 5G with TVWS or UAV backhaul with Wi-Fi
HaLow, to deliver cost-effective coverage at the field level. Furthermore, the heterogeneity
of network technologies must be embraced, as no single connectivity solution is universally
optimal in all rural agricultural environments. Finally, to ensure future scalability and
resilience, support for dynamic spectrum access enabled through CR or Al-based spectrum
scheduling is essential to adapt to varying bandwidth demands and interference conditions.

Ultimately, broadband connectivity is a foundational enabler of precision agriculture
(PA), where continuous real-time data analytics informs site-specific smarter decisions.
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This convergence of IoT and broadband, known as B-IoT, is revolutionizing agriculture by
enabling more responsive, scalable, and sustainable farm management systems.

Accordingly, the following sections examine the principal communication options for
B-IoT in DA and assess their relative strengths, limitations, and deployment relevance in
rural and remote environments.

3.4. LPWANs

LPWANSs are designed to provide long-range communication at ultra-low power,
making them ideal for DA environments where devices must operate autonomously for
years on battery power. LPWANS are typically suitable for applications that involve low
data rates, infrequent transmissions, and long-range connectivity over large areas [77]. The
following are key LPWAN technologies:

3.4.1. LoRaWAN

LoRaWAN is a cost-effective, long-range, and low-power LPWAN protocol that utilizes
chirp spread spectrum (CSS) modulation. It offers coverage of up to 10 km in urban
and 20 km in rural areas, depending on environmental conditions and interference [77].
With data rates ranging from 0.3 to 37.5 kbps, LoRaWAN is widely applied in intelligent
agriculture, smart cities, and industrial IoT. Although it excels in terms of range and energy
efficiency, its low data throughput limits its suitability for B-IoT applications that require
high-volume data such as real-time imaging or video-based crop monitoring.

3.4.2. NB-IoT

Narrowband IoT (NB-IoT) is a cellular LPWAN technology based on the LTE infras-
tructure. Operating at reduced bandwidth, it allows excellent signal penetration and offers
a coverage range of up to 10 km, with data rates of up to 200 kbps downlink and 20 kbps
uplink [77]. Developed by 3GPP, NB-IoT is suitable for massive IoT deployments requiring
energy efficiency and low cost [78]. However, its limited data rate restricts its application
in B-IoT-based DA where real-time analytics or image data transmission is required.

3.4.3. LTE-M

LTE-M, introduced in 3GPP Release 13, supports moderate data rates up to 1 Mbps
and offers improved power efficiency over standard LTE. It operates in licensed spectrum
and covers ranges of approximately 5 km [32]. It is applicable to mobile agricultural devices
and sensors that require moderate data bandwidth. However, its limited range can reduce
its effectiveness in expansive or isolated rural settings.

3.4.4. SigFox

SigFox is a proprietary LPWAN technology optimized for ultra-low data transmission
(up to 140 uplink messages per day of 12 bytes each). In rural areas, its signal can travel
more than 40 km due to minimal interference [79]. It is energy efficient and suitable for
long-range tracking applications such as livestock monitoring. However, its stringent data
limits and message restrictions make it unsuitable for B-IoT deployments that require
high-frequency data exchange or multimedia content [80].

3.4.5. Weightless

Weightless is an open LPWAN standard with variants: Weightless-W, Weightless-
N, and Weightless-P. Weightless-W utilizes the TVWS spectrum and supports data rates
of up to 10 Mbps using modulation techniques such as QAM and DBPSK [81]. It is
ideal for B-IoT applications that demand higher throughput, such as HD imaging in
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agriculture. However, its range limitation of 20 km may require additional infrastructure
for large-scale deployments.

3.5. Satellite Communication

Satellite communication extends connectivity to regions lacking terrestrial infrastruc-
ture, making it essential for remote DA deployments. Satellite-IoT integration is achieved
through direct or indirect communication models. The direct model involves IoT devices
communicating directly with satellites using embedded satellite-capable radios, which can
improve latency in some deployment scenarios by reducing the reliance on intermediate
gateways, but may increase device cost, complexity, and energy consumption. The indirect
model routes data through local gateways, improving the energy efficiency of the device
but with some latency trade-offs. Satellite systems are categorized by orbital altitude
as follows:

3.5.1. GEO Satellites

Geostationary Earth Orbit (GEO) satellites orbit at approximately 35,786 km and
provide consistent global coverage. They deliver data rates from a few Mbps to 100 Gbps
using high-throughput Ka-band systems [82]. While their broad coverage benefits global
monitoring, latency (500-600 ms) and high deployment cost limit their utility in time-
sensitive B-IoT DA applications.

3.5.2. MEO Satellites

Medium-Earth Orbit (MEO) satellites operate between 2000 and 20,000 km. They bal-
ance latency and coverage, offering data rates up to several Gbps. Systems such as SES O3b
deliver high-capacity broadband services (up to 1.6 Gbps per beam) [83]. However, their
latency is higher than LEOs, and integration with low-power IoT devices remains complex.

3.5.3. LEO Satellites

Low Earth Orbit (LEO) satellites, including Very LEO (VLEO), orbit below 2000 km
and support low latency (10-50 ms) and high data rates (Mbps to Gbps) [84,85]. Sys-
tems such as Starlink and OneWeb provide connectivity to remote agricultural zones,
supporting B-IoT use cases such as drone telemetry, crop imaging, and remote sensor feeds.
LEO systems require dense constellations and PHY-layer integration with IoT devices for
optimal performance.

3.6. Cellular Networks

Cellular technologies support scalable, standardized broadband IoT services. From
LTE-M and NB-IoT to 5G and the future 6G, cellular evolution is critical for DA automation
and high-throughput B-IoT scenarios.

3.6.1. 5G

5G networks enable the features of eMBB, uRLLC, and mMTC. With data rates up
to 20 Gbps and latency below 1 ms, 5G supports Al-based automation, drone control,
and precision monitoring in DA [86]. However, rural coverage is restricted by limited
infrastructure and a shorter range of high-frequency bands.

3.6.2. 5G RedCap

5G Reduced Capability (RedCap) devices support medium to high data rates (up to
300 Mbps) with improved energy and cost efficiency [87]. They bridge the gap between
LPWAN and full 5G for smart surveillance and PA use cases. However, RedCap shares
5G’s limited rural coverage without additional infrastructure.
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3.6.3. Private 5G Networks

Private 5G networks, also known as non-public networks (NPNs), are localized,
enterprise-owned cellular systems deployed independently or in conjunction with public
mobile networks. They are specifically tailored to meet the high-reliability, low-latency, and
data privacy needs of mission-critical industrial applications. In DA, private 5G networks
offer dedicated coverage for smart farms, enabling real-time sensor integration, Al-powered
automation, and secure communication across distributed farm operations.

These networks utilize dedicated spectrum bands, such as the Citizens Broadband
Radio Service (CBRS) in the United States or local licensing frameworks in Europe and
Brazil, and support the deployment of standalone 5G cores (e.g., Open5GS) and open
RAN components (centalized unit (CU), distributed unit (DU), and radio unit (RU)). A key
benefit is the ability to optimize network slices, control latency, and allocate bandwidth
for B-IoT applications, such as high-resolution crop monitoring, autonomous tractors, and
Al-based edge irrigation control.

The private 5G infrastructure enables local breakup, reduces dependence on pub-
lic backhaul, and improves data sovereignty. However, the cost and complexity of the
deployment, particularly in rural or large-scale agricultural farms, require hybrid ap-
proaches that combine private 5G with technologies such as UAV relays, Wi-Fi HaLow, or
satellite backhaul.

Recent studies highlight the growing role of private 5G in industrial applications, par-
ticularly when integrated with edge computing and Al frameworks for real-time analytics
and decision making [88].

3.6.4. 6G

Currently in research and development, 6G targets 1 Tbps data rates, sub-millisecond
latency, and Al/quantum native optimizations [89]. It is expected to enhance spectrum uti-
lization and enable ultra-high-throughput B-IoT applications in DA. However, widespread
6G coverage in rural zones will depend on significant network investment.

3.7. Wireless Local Area Networks (WLANSs)

Wi-Fi standards, according to IEEE 802.11 (b/g/n/ac/ax/be), offer high-speed connec-
tivity for localized DA environments. Although effective in confined farm infrastructures,
their range limits suitability for field-scale monitoring. Wi-Fi HaLow (802.11ah) operates in
sub-GHz bands and offers a range of up to 1.5 km with data rates of 30 Mbps [77].

3.7.1. IEEE 802.11b/g/a/n

These legacy standards offer up to 600 Mbps in the 2.4/5 GHz bands. Although useful
in indoor agriculture or smart greenhouses, they are less suitable for rural DA due to range
and interference limitations [90-93].

3.72. Wi-Fi5/6/7

Wi-Fi 5 (802.11ac), Wi-Fi 6 (802.11ax), and Wi-Fi 7 (802.11be) enhance speed (up to
30 Gbps), latency, and MIMO /beamforming support [94-97]. They are suitable for high-
data applications in farm buildings, but are limited by range and power constraints for use
at the field level.

3.7.3. Wi-Fi HaLow (802.11ah)

Wi-Fi HaLow operates in sub-1 GHz unlicensed bands and supports IoT with im-
proved penetration and power efficiency. With a range of up to 1.5 km and data rates of up
to 30 Mbps, it is ideal for B-IoT applications near the farm edge [77].
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3.8. Aerial Platforms for B-IoT Connectivity

UAVs and high-altitude platforms (HAPs) offer flexible and rapidly deployable con-
nectivity options for rural and hard-to-reach agricultural zones. Unlike satellites, these
platforms operate within the atmosphere of Earth, typically in the lower stratosphere or
troposphere, making them suitable for bridging communication gaps, supporting edge
computing, or acting as relay nodes in B-IoT networks. UAVs and HAPs have received
significant attention in recent literature as key enablers of broadband IoT deployments in
remote and rural scenarios. Studies such as [98-100] provide comprehensive evaluations
of their roles in wireless networking, including PA, temporary backhaul, and resilient
communication in sparse areas.

3.8.1. UAVs

UAVs, or drones, are commonly used in DA for precision imaging, aerial surveying,
and pesticide spraying. Beyond these applications, UAVs can serve as temporary mobile
base stations or relays, extending the reach of terrestrial networks. Equipped with onboard
radios and edge processors, UAVs can support localized B-IoT applications that require
low-latency data collection and transmission. Their range and duration of flight are limited
by battery capacity and regulatory restrictions. Still, swarm-based UAV systems have been
proposed to offer continuous network coverage in distributed farm areas [98,99].

3.8.2. HAPs

HAPs are aerial systems, such as balloons, airships, or solar-powered fixed-wing
aircraft, positioned in the stratosphere (17-22 km altitude) for long-duration operations.
Operating above commercial airspace but below satellite orbits, HAPs can offer wide-area
broadband coverage similar to that of LEO satellites but with lower latency and reduced
launch costs. HAPs can be equipped with 5G gNBs or mesh network relays to provide
persistent B-IoT backhaul in underserved regions. Although HAPs provide wider coverage
than UAVs and more flexibility than satellites, they face technical challenges including
platform stabilization, power management, and regulatory approvals [100].

Aerial platforms complement terrestrial and satellite infrastructure by enabling dy-
namic, localized, or on-demand connectivity. Their integration into B-IoT deployments
enables improved resilience, particularly in disaster-prone or geographically fragmented
agricultural environments [98-100].

3.8.3. TVWS-Based Communication Technologies

5G-RANGE and Brazil 6G are innovative connectivity solutions that utilize TVWS
technology to deliver broadband access. By overcoming the coverage and infrastructure
limitations of traditional wireless networks, they make it possible to extend reliable broad-
band/internet to rural and remote areas, unlocking new business opportunities in those
regions. The 5G-RANGE has a maximum of 168 Mbps [101]. Its coverage range is greater
than 50 km with at least 100 Mbps, and a maximum of 230 km at a data rate less than
100 Mbps at the edge [101], employing licensed and unlicensed frequencies, while CR
techniques are used to protect the primary network (incumbents). This technology involves
specialized mechanisms in the PHY, MAC, and network layers to provide the desired
dynamic and fragmented spectrum allocation [101,102].

The Brasil 6G is an improvement of the 5G-RANGE, transforming the 5G-RANGE
from a point-to-point (PP) solution to a point-to-multipoint (PM) solution. Transforma-
tion also includes research and development for Brazil’s 6G to support next-generation
mobile communication systems that encompass the most diverse enabling technologies,
such as optical communications, Al, smart surfaces, positioning, mapping, sensing and
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imaging, with applications in DA [103]. The major advantages of 5G-RANGE and Brasil 6G
include support for IoT applications and B-IoT applications for DA. Due to their long-range
characteristics, they also support extended-coverage DA applications in rural and remote
areas. Certainly, 5G-RANGE is flexible and adapts to different applications and services.
Traditional wireless standards cannot use spectral holes and have limited spectrum mobil-
ity. However, their drawbacks include a lack of standardization, high equipment costs for
prototypes (though they may be cost-effective when available at commercial scale), limited
production capacity, and interoperability challenges with existing connectivity solutions.

Related IoT and smart-agriculture surveys further support the need to align com-
munication technologies with application workload, coverage, automation, and intel-
ligence requirements in B-IoT-enabled DA. Sakthikumar et al. [70] survey IoT-enabled
smart-agriculture systems, while Gajalakshmi et al. [71] review loT-enabled expert sys-
tems for smart agriculture. Quy et al. [72] discuss loT-enabled smart agriculture archi-
tectures, applications, and challenges, and Mentsiev et al. [73] relate agricultural me-
chanical automation to IoT advancements. Shali et al. [74] survey loT-based agricul-
tural farming, while Kagita et al. [104] review Al-based IoT and drone-equipped smart-
agriculture systems. These studies reinforce the need for hybrid B-IoT communication
designs in which TVWS-based systems, 5G-RANGE, Brasil 6G, LPWAN, satellite, cellular,
and aerial platforms are selected according to latency, throughput, coverage, energy, cost,
and automation requirements.

Each of these technologies plays a critical role depending on the IoT application’s re-
quirements, such as data rate needs, power constraints, operational costs, and geographical
challenges. The choice between LPWAN, satellite, cellular technologies, 5G-RANGE, or a
combination of these will depend on the specific use case and environmental factors. These
technologies collectively empower the IoT ecosystem to thrive in a diverse set of industries
and applications. For example, LPWAN technologies will enable basic IoT DA applica-
tions with extended distance coverage, but they are not suitable for high-data-rate DA
applications. Satellite technologies will support basic IoT DA applications and B-IoT DA
applications with wider coverage, but come with high initial deployment and maintenance
costs. The 5G network will support B-IoT DA applications and will also support long-range
DA, although with higher network infrastructure costs. Hence, cost-effective connectivity
that supports both long-range and B-lIoT DA applications is essential. These technologies
offer complementary strengths. A hybrid deployment strategy that embraces their hetero-
geneity will ensure reliable, cost-effective, and scalable B-IoT architectures in DA. Table 3
presents a comparison of various communication technologies and connectivity options,
highlighting their advantages, disadvantages, data rates, costs, and typical use cases for DA
scenarios in rural areas. This table serves as a quick reference for decision-makers, helping
them select the most suitable connectivity option based on the specific requirements of a
DA use case.

Overall, Tables 2 and 3 provide a KPI-oriented comparative screening framework
for rural DA connectivity options. The comparison highlights trade-offs among latency,
throughput, reliability, coverage, energy consumption, deployment cost, and total cost
of ownership, showing that no single connectivity technology is optimal for all rural
DA scenarios. However, detailed link-level simulations, field measurements, energy-
consumption modeling, and full techno-economic optimization are outside the scope of
this review article. They are identified as important directions for future work.
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Table 3. Comparisonsof Connectivity Options for Various Rural DA Use Cases.
Connectivity Type ~ Advantages Disadvantages Coverage Throughput Typical DA Use Cases S:’Setrg:;;t:;llf nd
Long-range (10 to Low data rate Longer coverage Soil moisture sensing
LPWANSs 50 km), low-power ,(bgz Mbps) and over long-distance Low (<2 Mbps) report, irrigation Low_/ medium
. andwidth, high monitoring, and cost implication
consumption latency (>100 ms) areas (10-50 km) livestock tracking
High latency
Wider coverage over (~600 .ms)’ very high Wider coverage over . Field-monitoring and Very
. cost, high power Medium N I ;
Satellite (GEO) an extremely remote : extremely remote equipment tracking in high/extremely
consumption, (<1 Gbps)
area (~35,786 km) difficulty in ! areas (/35,786 km) = extremely remote areas high cost
installation
Wide-coverage (160 to  High-cost, . I
2000 km), high-power Wide coverage over Medi high Flelq-monltorlri(g anfi
Satellite (LEO) low/medium latenc consumption, an area or region edium/hig equipment tracking in . Very high cost
Y sumption, 3 y hugh cos
medium/high data difficulty in (160 to 2000 km) (<10 Gbps) remote areas, and satellite
rate installat?on imagery of crop health
High data rate Rarely available in
Cellular Network (<1 Gbps), low rural /remote areas, Medium to long . Real-time video .
(LTE) latency and reliability ~ high power coverage (<5 km) High (<1 Gbps) surveillance of farmland High cost
(60 to 98 ms) consumption
Very high data rate Rarely available in
Cellular Network (20 Gbps), very low rural/remote areas, Medium to long Very high PA and autonomous Hich cost
(5G) latency (<5 ms), and high power coverage (<5 km) (<20 Gbps) tractors g
high reliability consumption
Extremely high data
. PA, autonomous
Cellular Network rate (=1 Tbps), Not yet available on a Medium to 10r}g Extremely high tractors/robots, big data .
extremely low latency . coverage (envisaged . . . High cost
(6G) commercial scale (=1 Tbps) analytics/forecasting, and
(<1 ms), and very to be <10 km)
high reliability AI/ML support
High data rate . .
Wi (<600 Mbps) low PR (ST shortrange High Suveillnce and Low cost
(802.11a/b/g/n) cost, low latency gh-powe coverage (<600 Mbps) itoring of health
(>20 ms) consumption monitoring of crop hea
- . Short/medium Real-time video
Wi-Fi 5 (892.11ac) Very high data rate, (<2 km) range, and Short-range Very high surveillance and Low/medium
and Wi-Fi 6 low cost, very low e N
igh power coverage (<2 km) (<7 Gbps) monitoring of crop health,  cost
(802.11ax) latency (<3 ms) X .
consumption and big data storage
Extremely high data Real-time video
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4. Major Challenges of B-IoT in DA and Possible Solutions

Building on the earlier B-IoT definitions, KPI requirements, and architecture discussion,
this section focuses on the main practical barriers to rural and remote DA deployment.
These barriers include economic viability, field-level coverage gaps, power limitations,
spectrum and regulatory constraints, interoperability, data security and privacy, adoption
barriers, and access to markets and financial services [1,3,4,6,8,10].

4.1. Economic Viability and Cost—Benefit Trade-Offs

B-IoT infrastructure, which includes broadband-capable sensors, UAVs, private cel-
lular, and cloud or edge platforms, imposes capital and operational costs that are often
prohibitive for small and medium-sized farms [75]. Traditional always-on broadband
designs can overprovision capacity for delay-tolerant workloads, which inflates TCO. A
practical approach is to tier the stack. Ultra-low-power sensors on LoRa or NB-IoT handle
periodic telemetry, while medium-distance backhaul utilizes TVWS point-to-multipoint
across wide fields. Bursty, high-rate tasks, such as HD or multispectral imagery and robotic
updates, use private 5G only when needed, with 5G RedCap preferred to reduce device
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cost and complexity. Lightweight edge analytics near the data source compress and filter
streams, which reduces backbone traffic and cloud spend. Public—private cost sharing
further improves viability through rural infrastructure sharing, targeted spectrum fee relief
for agricultural corridors, and output-based subsidies tied to coverage or QoS metrics that
align incentives for operators and cooperatives [76,105].

4.2. Field-Level Connectivity and Coverage Gaps

Connectivity programs often target household premises, which leaves fields, pastures,
and greenhouses underserved [106]. Meeting coverage KPIs at both farm and multi-site
scales requires heterogeneous access and backhaul. Low-band private 5G or RedCap
supports mobility and tight control loops. TVWS provides long-range sub-GHz coverage
across undulating terrain. UAV-assisted relays or temporary cells bridge seasonal or
topographic shadows, while Wi-Fi or HaLow supplies localized capacity around sheds
and packing houses. Planning should incorporate field geometry, crop calendars, and
machinery routes. Policy tools can include agricultural service obligations, infrastructure
sharing mandates, and capital co-financing for rural areas to accelerate deployment [107].

4.3. Power and Energy Limitations

Off-grid and intermittently powered sites constrain sensing density, link budgets, and
duty cycles [108]. Sustained operations benefit from energy-aware design at three layers.
First, harvesting and storage with appropriately sized solar panels and long-life batteries or
supercapacitors smooths out irradiance variability. Second, device protocol stacks minimize
radio on-time through MAC-layer techniques such as Low-Power Listening, SSMAC or
T-MAC, adaptive duty cycling, and scheduled wake-sleep. Third, edge pipelines perform
on-device compression, event detection, or frame-rate adaptation before transmission.
Solar-powered micro base stations with ultralow-power edge nodes can maintain essential
sensing and reserve broadband bursts for critical events [109].

4.4. Spectrum Availability and Regulatory Barriers

Rigid licensing and limited dynamic sharing impede rural broadband coverage [110].
In agricultural corridors, DSA can coordinate between incumbents and secondary users
through geo-location databases and sensing, enabling TVWS downlinks for macro-coverage
while protecting primary services. Practical B-IoT policies include license exemptions or
light licensing for TVWS and RedCap deployments on farms, higher EIRP allowances for
low-density rural cells, and streamlined permits for temporary aerial relays during planting
and harvest. These measures reduce coverage cost, improve link budgets, and shorten time
to deploy [111].

4.5. Interoperability and Standardization

Heterogeneous devices and proprietary data formats fragment DA ecosystems [112].
Interoperability improves when field connectivity and telemetry adopt open interfaces,
such as ISO 11898-1:2024 [113] for Controller Area Network (CAN) bus in machinery, and
MQTT or CoAP for IoT messaging. It also improves when data models align with sector
initiatives, like AgGateway for agricultural data exchange, and when spatial layers follow
OGC standards for geospatial assets. Open middleware with standardized APIs and cross-
protocol translation reduces integration effort and vendor lock-in, which directly lowers
adoption costs for farmers [114]. Clear interface choices also facilitate future migration to
broadband links without requiring refactoring of applications.
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4.6. Data Management, Security, and Privacy

B-IoT multiplies data volume and sensitivity [115]. It also expands the cybersecurity
attack surface because cameras, UAVs, edge nodes, gateways, Al models, robots, and
cloud platforms may be interconnected through heterogeneous access and backhaul links.
Key risks include false-data injection, sensor spoofing, UAV-link compromise, edge-node
intrusion, denial-of-service attacks on rural gateways, privacy leakage from high-resolution
imagery, Al model poisoning, and disruption of automated irrigation, spraying, or live-
stock systems. A secure and cost-aware pipeline combines edge processing for filtering,
anonymization, and on-device inference, as well as privacy-preserving analytics such as
federated learning to keep raw data local. It also utilizes homomorphic encryption or secure
aggregation for model updates, and incorporates integrity and traceability mechanisms, in-
cluding a permissioned blockchain, to ensure tamper-evident logs and product provenance.
End-to-end encryption, device identity management, and tiered access controls support
reliability KPIs, and transparent governance builds farmer trust and willingness to share
data for cooperative analytics [116]. Aligning storage tiers, such as hot, warm, and cold,
with workload latency requirements helps reduce cloud costs.

4.7. Resistance to Technological Change

Resistance to technological change is also shaped by perceived risks, limited awareness,
and uncertainty about the practical value of digital tools. Taheri et al. [117] show that fears
and institutional barriers can limit the outreach of wireless sensor networks in farming,
while Alsanhani et al. [118] demonstrate how farmer-facing digital applications can support
improved agricultural practices when they are locally relevant and easy to use.

Adoption slows when tools do not align with user workflows or literacy levels [119].
User-centered design and participatory pilots enhance the fit for purpose of mobile in-
terfaces in local languages, icon-driven dashboards, and explainable alerts calibrated
to agronomic tasks. Demonstrating tangible and near-term gains, such as fuel savings
from optimized routes and water savings from variable-rate irrigation, accelerates trust
and uptake. Local support networks and peer champions help diffuse practices across
cooperatives [120].

4.8. Access to Markets and Financial Services

Limited market visibility and financial inclusion constrain returns on digital invest-
ments [121,122]. B-IoT connectivity underpins digital market portals and fintech services
that provide transparent pricing and reduce transaction friction. Blockchain-backed trace-
ability can automate smart contracts for produce sales, while satellite and IoT-verified crop
data lowers credit risk and enables parametric insurance. By linking field data to market
and finance rails, farms can justify broadband upgrades and spread costs over improved
margins [123].

In summary, effective solutions require coordinated choices across connectivity, com-
pute placement, spectrum policy, data governance and security, and human factors. Bet-
ter coverage reduces energy per bit, edge analytics reduce backhaul cost and privacy
risk, and interoperable standards decrease integration overhead, which improves over-
all TCO. The strategies described here target DA KPI tiers while remaining practical for
rural deployments.

5. Emerging Technologies and Case Studies

Building on the challenge-specific solution directions outlined in Section 4, this section
examines emerging technologies and case studies in relation to their mechanisms of benefit,
deployment constraints, KPI relevance, and interpretation under the EVT framework. This
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analytical perspective helps clarify when each technology is most appropriate and which
rural DA challenges it is most suited to address in practice.

5.1. Emerging Technologies

The emerging technologies discussed in this section are not assumed to have the same
deployment maturity. LPWAN, TVWS/5G-RANGE, Wi-Fi HaLow, private 5G/RedCap,
UAV relays, LEO satellite backhaul, and edge computing are treated as near-term or
practically deployable options for rural DA, with indicative deployment relevance within
0-3 years depending on cost, regulation, infrastructure availability, and local deployment
conditions. Reconfigurable Intelligent Surfaces (RIS)/Holographic Beamforming (HB)-
assisted links and advanced integrated sensing functions are considered medium-term
enablers, with indicative deployment relevance within 4-6 years as 5G-Advanced and
early 6G systems mature. THz and quantum technologies are treated mainly as long-
term 6G-oriented research directions, with indicative rural DA deployment relevance
within 7-10 years and beyond, rather than as immediate rural deployment solutions. The
following sections position each emerging technology within the sensing-to-actuation
pipeline and relate it to the main KPI requirements, deployment constraints, and the
relevant elements of the EVT framework for rural DA.

5.1.1. Broadband /Sensors & Actuator Networks

Broadband-enabled sensor and actuator networks form the field-level foundation
of B-IoT-enabled DA. Sensors collect heterogeneous data on soil moisture, temperature,
humidity, nutrient condition, livestock movement, crop health, and environmental vari-
ability, while actuators support irrigation control, fertilization, spraying, ventilation, and
machinery operation. Unlike conventional low-rate sensing systems, B-IoT-enabled sensor
and actuator networks must support both delay-tolerant telemetry and data-intensive appli-
cations such as high-resolution imaging, machine vision, and UAV-based monitoring. Their
practical value, therefore, depends on the ability to combine low-power sensing with suit-
able broadband or hybrid connectivity. For remote field communication, Islam et al. [124]
evaluate the suitability of LPWAN technologies for IoT-based smart farming, showing their
relevance for low-power monitoring while also highlighting the need for complementary
broadband or hybrid links for data-intensive B-IoT workloads.

Within the EVT framework, these networks belong primarily to the sensing and
control/application domains, but their performance is strongly shaped by the connectivity
and intelligence/compute domains. For example, LPWAN-based sensors may be sufficient
for soil or weather monitoring, while camera-based crop surveillance and UAV imaging
require higher-throughput links and edge-based preprocessing. Practical deployment
remains constrained by rural coverage gaps, device cost, maintenance burden, battery
lifetime, and the need to integrate sensors, gateways, and actuators across large field
environments. These constraints motivate hybrid designs that combine terrestrial access,
non-terrestrial backhaul, edge computing, and energy-efficient operation [125].

5.1.2. AI/ML

Al and ML provide the intelligence layer required to transform B-IoT data into ac-
tionable agricultural decisions. In DA, AI/ML models support crop-health classification,
pest and disease detection, irrigation scheduling, yield forecasting, livestock monitoring,
anomaly detection, and predictive maintenance of farm machinery. Their importance in-
creases as B-IoT infrastructures generate large volumes of heterogeneous data from sensors,
UAVs, cameras, satellite imagery, and connected equipment.

From an EVT perspective, AI/ML mainly belongs to the intelligence /compute domain,
where edge, fog, and cloud resources are used to process data according to latency, energy,
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privacy, and backhaul constraints. Edge Al is particularly relevant in rural and remote farms
because it enables local inference when cloud connectivity is intermittent or expensive.
Federated learning can also allow models to be updated across farms without centralizing
sensitive farm data. However, practical adoption is constrained by limited labeled datasets,
model generalization across crops and regions, computational cost, explainability, and the
need to fit models within low-power rural devices. Therefore, AI/ML must be coupled with
lightweight models, edge inference, model compression, and privacy-preserving learning
to be practically useful in B-IoT-enabled DA [126,127].

5.1.3. Robotics and Automation

Robotics and automation translate sensing and intelligence into physical agricultural
actions. Robotic platforms, autonomous tractors, automated sprayers, robotic weeders,
harvesting systems, and UAV-assisted operations can reduce labor demand, improve input
precision, and support timely field intervention. These systems require reliable sensing,
low-latency connectivity, local decision-making, and safe control mechanisms, especially
when operating in dynamic outdoor environments.

In the EVT framework, robotics and automation are positioned mainly within the
control/application domain, but they depend strongly on the sensing, connectivity, and
intelligence/compute domains. For example, an autonomous sprayer may require machine-
vision sensing, private 5G or Wi-Fi connectivity, edge-based object detection, and low-
latency actuation. Although robotics offers strong potential for large farms and controlled
environments, adoption in rural and smallholder contexts remains limited by equipment
cost, system complexity, maintenance requirements, safety concerns, and limited technical
support. Therefore, future robotic DA systems should prioritize modular, cost-effective,
and easy-to-maintain platforms that can operate with local intelligence and intermittent
connectivity [21,128].

5.1.4. Blockchain Technology

Blockchain technology can support trust, traceability, and secure data exchange in B-
IoT-enabled agricultural ecosystems. In DA, blockchain may be used to record production
history, input use, supply-chain movement, certification information, payment events, and
quality-assurance records. Smart contracts can further automate transactions, compliance
checks, and insurance or subsidy processes when trusted field data are available from IoT
devices, satellite imagery, or farm-management platforms.

Within EVT, blockchain functions as a trusted data-management mechanism across
the intelligence/compute and control/application domains. Its value is strongest when
multiple actors, such as farmers, cooperatives, buyers, regulators, insurers, and logis-
tics providers, need access to verifiable agricultural records. However, blockchain is not
required for every B-IoT deployment. Its practical use must be justified by clear trust,
traceability, or coordination needs, because blockchain systems can introduce computa-
tional overhead, governance complexity, data-quality challenges, and usability barriers for
smallholder farmers. Therefore, lightweight, permissioned, and user-friendly blockchain
designs are more suitable for rural DA than energy-intensive or overly complex public-
chain implementations [129,130].

5.1.5. Remote Sensing

Remote sensing technologies in agriculture can be broadly categorized into satellite-
based, aerial (UAV-based), and terrestrial sensing systems, each contributing data at dif-
ferent spatial and temporal scales. Satellite remote sensing provides large-area coverage
suitable for regional crop monitoring, land-use analysis, and climate trend assessment,
while UAV-based platforms offer high-resolution, on-demand imaging for field-level crop
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health evaluation and precision input management. Terrestrial sensing systems, including
ground-based sensors and proximal imaging devices, deliver fine-grained data for localized
monitoring and model validation.

Hyperspectral imaging, in particular, enables the capture of detailed spectral signa-
tures across numerous narrow wavelength bands, allowing for early detection of crop stress,
nutrient deficiencies, water stress, and plant diseases before visible symptoms emerge.
Despite these advantages, the widespread adoption of satellite and hyperspectral remote
sensing remains constrained by high costs, data complexity, and limited technical expertise
among smallholder and rural farmers. Improved access through subsidized platforms,
user-friendly analytics, and integrated decision-support tools can significantly enhance the
practical utilization of remote sensing technologies in digital agriculture [131,132].

In B-IoT-enabled DA, remote sensing is important because image, spectral, and geospa-
tial datasets can be large and may require broadband transmission, edge preprocessing, or
cloud-based analytics. Within the EVT framework, remote sensing connects the sensing
domain with the intelligence/compute domain by converting satellite, UAV, and proximal
sensing data into actionable field-level recommendations. Its practical use in rural and
smallholder settings therefore depends on affordable access, simplified analytics, decision-
support integration, and connectivity options capable of supporting large spatial datasets.

5.1.6. Biotechnologies/Gene Editing

Biotechnologies, particularly gene editing tools such as CRISPR, play an increasingly
important role in DA when coupled with B-IoT systems. CRISPR enables precise modifica-
tion of plant genomes to develop crop varieties with enhanced resistance to pests, diseases,
and climatic stress, thereby reducing resource consumption and improving sustainability.
B-IoT infrastructures complement these biotechnologies by enabling real-time, large-scale
monitoring of genetically edited crops through connected sensors and imaging systems, al-
lowing continuous assessment of growth patterns, stress responses, and yield performance
under diverse environmental conditions.

In addition, synthetic biology approaches, such as the development of engineered
microorganisms for biofertilizers or soil enhancement, benefit from B-loT-enabled sensing
and connectivity to optimize application timing, dosage, and spatial distribution based
on real-time soil and crop data. This closed-loop integration of biotechnology innovations
with B-IoT-driven data acquisition and analytics enhances decision-making, accelerates
field validation of biotechnological solutions, and supports adaptive farm management.
Nevertheless, widespread deployment requires careful consideration of economic feasibility,
regulatory frameworks, public acceptance, and ethical implications. Addressing these
challenges can facilitate the responsible adoption of biotechnology-driven solutions in
agriculture, improving productivity and environmental resilience [133,134].

5.1.7. Vertical/Urban Farming

Vertical and urban farming systems leverage controlled-environment agriculture
(CEA) techniques such as hydroponics, aeroponics, and LED lighting to maximize crop
yield in space-constrained urban settings. B-IoT plays a central role in enabling these
systems by providing real-time decision-making, yield optimization involving nutrient
concentration, pH levels, temperature, humidity, carbon dioxide, and light intensity. Net-
worked sensors and actuators connected through B-IoT platforms support the automation
and optimization of hydroponic and climate control systems, improving resource efficiency
and crop consistency.

Furthermore, B-IoT-enabled data analytics facilitate adaptive lighting schedules, pre-
cise nutrient delivery, and early fault detection, reducing operational costs and minimizing
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energy and water waste. Despite these advantages, the energy-intensive nature of vertical
agriculture remains a key challenge, particularly in developing regions. Integrating renew-
able energy sources and cost that exceeds loT-driven management solutions can improve the
economic viability and sustainability of vertical and urban farming deployments [135,136].

5.1.8. Edge Computing

Based on the discussion on the B-IoT architecture, edge computing is treated here as
an enabling technology for localized analytics, event filtering, and near-real-time control in
rural DA. By processing sensor, imaging, and actuator data closer to the farm site, edge
platforms reduce cloud dependence, backhaul load, and response delay during intermittent
or bandwidth-limited connectivity. However, their practical deployment depends on
robust and energy-efficient hardware and integration with offline or asynchronous analytics
frameworks [137].

5.1.9. Quantum Technology

Quantum technology represents a long-term research frontier with potential implica-
tions for future agricultural systems; however, its practical applicability to agriculture in the
short to medium term remains extremely limited. Concepts such as quantum computing,
quantum communication, and quantum sensing—enabled by principles of superposition
and entanglement—offer theoretical advantages in optimization, security, and large-scale
data processing. In principle, quantum algorithms could address complex optimization
problems in resource allocation, while quantum-enhanced machine learning models may
eventually support advanced prediction of crop diseases and productivity patterns.

Nevertheless, most quantum technologies are currently confined to laboratory-scale ex-
perimentation and fundamental research, with substantial barriers related to cost, hardware
complexity, environmental constraints, and integration with existing DA infrastructures.
As a result, their deployment in rural or resource-constrained agricultural environments
is not economically or technically viable at present. Consequently, quantum technology
should be viewed primarily as a long-term research direction rather than as an immediate
solution to current rural connectivity and agricultural challenges. Its relevance lies in shap-
ing future agricultural paradigms once significant breakthroughs in scalability, affordability,
and robustness are achieved [138-140].

5.1.10. Terahertz (THz) Communications

Terahertz (THz) communications, operating in the 0.1-10 THz frequency range, are
widely regarded as a key enabling technology for 6G and beyond, offering theoretical
advantages such as ultra-high data rates and extremely low latency for future B-IoT systems.
In the context of agriculture, THz links could potentially support highly data-intensive
applications, including ultra-high-resolution sensing and advanced immersive analytics, in
tightly controlled or localized environments.

However, the practical deployment of THz communications for large-scale agricul-
tural and rural scenarios remains highly challenging in the near to medium term. Severe
atmospheric attenuation, limited transmission range, strict line-of-sight requirements, and
high hardware and energy costs significantly constrain its feasibility in open-field and
resource-constrained farming environments. Consequently, THz communications should
be viewed primarily as a long-term research direction rather than an immediately de-
ployable solution for rural DA. Ongoing research into propagation mitigation, hybrid
multi-band architectures, and cost-effective device design is required before widespread
agricultural adoption can be realistically considered [141].
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5.1.11. Digital Twin (DT) Technology

DT technology enables the creation of virtual replicas of physical assets, processes,
and systems, allowing engineers and farm operators to simulate, analyze, and optimize
agricultural operations before or during live deployment. The effectiveness of DTs in agri-
culture relies heavily on continuous, real-time data synchronization between the physical
and virtual entities. B-IoT provides the essential communication infrastructure required
to collect, transmit, and aggregate large volumes of heterogeneous sensor data across
expansive farm environments, ensuring timely and accurate DT updates.

Through B-lIoT-enabled connectivity, DTs can operate in near real time, supporting
predictive maintenance, system integration, and adaptive farm management based on
both live and historical data streams [142]. When combined with big data analytics and
Al techniques, DTs further enhance diagnostic and prognostic capabilities, enabling early
detection of anomalies and informed decision-making. A representative application of
DT technology in urban aquaponics agriculture is presented in [143], where continuous
sensing and data exchange are used to model closed-loop nutrient cycles that support the
simultaneous cultivation of plants and fish within controlled environments [143].

5.1.12. Reconfigurable Intelligent Surfaces (RIS) and Holographic Beamforming (HB)

A RIS is a two-dimensional engineered surface whose electromagnetic properties
can be dynamically controlled rather than remaining static. Holographic Beamforming
(HB), in contrast, exploits holographic principles—specifically, the manipulation of in-
terference patterns—to continuously shape and direct electromagnetic wavefronts with
high spatial resolution. By enabling real-time phase and amplitude control, HB enhances
signal strength, quality, and coverage extension [144]. Together, RIS and HB represent
transformative paradigms in wireless signal manipulation, offering programmable control
over electromagnetic propagation to improve both spectral and energy efficiency.

Unlike conventional passive reflectors, RIS consists of nearly passive, electronically re-
configurable metasurfaces capable of dynamically steering, focusing, or scattering incident
signals toward desired directions. This capability allows RIS to mitigate Non-Line-of-Sight
(NLOS) conditions and severe path losses commonly encountered in smart agricultural
environments. As a result, RIS is particularly well suited to remote and rural farming sce-
narios where energy efficiency, reduced infrastructure deployment, and coverage extension
are critical requirements.

Complementing RIS, Holographic Beamforming employs large intelligent surfaces
or metasurfaces embedded with dense antenna arrays that enable continuous wavefront
shaping through hybrid analog—digital coding. This approach supports ultra-massive
MIMO operation and spatial multiplexing beyond the limitations of conventional phased-
array systems. In the context of 6G-enabled B-IoT agriculture, HB shows strong potential for
supporting low-latency, directionally adaptive links for UAV-based sensing, autonomous
agricultural machinery, and field robotics.

Despite their promise, RIS and HB technologies are still largely in the research and
early prototyping stages. Challenges related to large-scale manufacturing, hardware cali-
bration, control signaling overhead, environmental robustness, and cost-effective deploy-
ment remain significant barriers to widespread adoption in practical agricultural settings.
Nonetheless, their inherent low-power operation, reconfigurability, and deployment flexi-
bility—whether on static infrastructure such as silos and solar masts or on mobile platforms
including tractors and UAVs—position RIS and HB as key long-term enablers of sustainable,
scalable, and context-aware B-IoT architectures for digital agriculture in the beyond-5G
and 6G era.
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5.1.13. 3-Dimensional (3D) Communications (NTN, Ground-to-Air,
and Underwater Communications)

NTNs enhance DA by enabling connectivity where terrestrial infrastructure is un-
available or unreliable. In agricultural contexts, different satellite-based NTN architectures
contribute complementary capabilities. LEO satellites support latency-sensitive DA applica-
tions such as real-time field monitoring, precision irrigation control, and UAV coordination
across large farms. MEO systems are well suited for regional-scale agricultural data aggre-
gation, seasonal monitoring, and backhaul support for distributed rural sensor networks.
GEO satellites primarily enable wide-area coverage for delay-tolerant DA services, includ-
ing periodic environmental data collection, weather dissemination, and connectivity for
remote farming communities.

HAPS complement satellite systems by providing persistent, localized aerial coverage
that supports high-capacity B-1oT services over extensive agricultural zones. Positioned
between terrestrial and satellite networks, HAPS can enhance coverage continuity, support
precision agriculture operations, and improve resilience in sparsely populated rural areas.
In addition, Ground-to-Air communications facilitate reliable interaction with UAVs used
for crop imaging and spraying, while underwater communication systems enable sensor-
based monitoring for aquaculture and irrigation reservoirs. The coordinated integration of
NTNs with terrestrial B-IoT infrastructures provides a scalable and resilient communication
framework for heterogeneous agricultural environments, although further research is
required to address cost, energy efficiency, and large-scale deployment challenges [145].

5.1.14. Energy-Efficient Technologies

Energy-efficient technologies such as energy harvesting (EH), ambient backscattering,
optimized network protocols, and low-power hardware designs directly address the power
constraints prevalent in remote agricultural deployments, as discussed in Section 4.3 (Power
and Energy Limitations). By exploiting ambient energy sources—including solar, vibration,
thermal, and radio-frequency (RF) energy—these approaches enable sustainable long-term
monitoring and control across large agricultural and ecological areas.

B-IoT further enhances energy efficiency by supporting adaptive and energy-aware
communication mechanisms, such as duty-cycled transmissions, data aggregation, and
context-aware scheduling, which significantly reduce unnecessary signaling and trans-
mission overhead. The integration of ambient IoT (AloT) solutions complements B-IoT
infrastructures by enabling passive or energy-harvesting tags to communicate using ambi-
ent radio signals. When coordinated with active IoT clusters and edge gateways, overall
energy consumption is minimized through intelligent data fusion, opportunistic communi-
cation, and localized processing.

Despite these advantages, large-scale adoption of energy-efficient technologies in
DA requires continued improvements in reliability, economic viability, and ease of in-
tegration with existing agricultural systems, particularly in resource-constrained rural
environments [146].

5.1.15. SDN and NFV /Network Slicing

Software-Defined Networking (SDN) and Network Function Virtualization (NFV)
decouple network control and services from dedicated hardware, enabling flexible, pro-
grammable, and cost-efficient network management. Within B-IoT infrastructures for DA,
these technologies facilitate the rapid deployment of virtualized network services—such
as routing, security, data aggregation, and edge gateways—in remote and rural farming
environments where physical infrastructure is limited.
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Network slicing, enabled by SDN and NFV, allows the creation of dedicated logical
network slices tailored to the heterogeneous requirements of agricultural applications. For
example, latency and reliability-sensitive slices can support real-time irrigation control,
autonomous machinery, and UAV operations, while energy-efficient and delay-tolerant
slices can be allocated to large-scale environmental sensing and periodic data reporting.
This logical separation improves QoS assurance, optimizes network resource utilization
under dynamic field conditions, and enables the coexistence of multiple DA services over
shared infrastructure.

By supporting centralized orchestration and remote reconfiguration, SODN/NFV-based
network slicing reduces operational complexity and capital expenditure, while enhancing
scalability and adaptability of B-IoT deployments in rural agriculture. These capabilities
make SDN, NFV, and network slicing key enablers of resilient, service-aware, and cost-
effective communication architectures for large-scale DA systems [147].

5.1.16. Big Data Analytics

Big data analytics encompasses the collection, processing, cleaning, and analysis of
large-scale datasets to extract meaningful patterns, trends, and correlations that support
data-driven decision-making. In DA, these datasets are primarily generated by B-IoT
infrastructures, which enable the continuous sensing and transmission of vast volumes of
heterogeneous, unprocessed data from distributed field devices, machinery, and imaging
platforms across large farming environments.

B-IoT connectivity is essential for supporting real-time monitoring and high-throughput
data flows required by big data analytics pipelines, particularly for applications such
as soil condition assessment, crop growth monitoring, microclimate analysis, and yield
prediction. Statistical and machine learning techniques, including clustering and regression,
are adapted and scaled using modern analytics platforms to process these large datasets
efficiently. By combining broadband connectivity with advanced analytics, agricultural
producers can obtain timely, fine-grained insights that improve operational efficiency,
resource management, and overall farm productivity [148-150]. Overall, these technologies
are most effective when selected according to the KPI profile of the target application and
integrated across EVT dimensions rather than treated as isolated solutions.

5.2. EVT for B-IoT in DA

As defined earlier in Section 1, EVT is treated in this survey as a conceptual ar-
chitectural framework rather than as a new communication standard or fixed network
architecture. In the present section, EVT is used more specifically to relate heteroge-
neous technologies to four cross-layer domains of DA systems: sensing, connectivity,
intelligence/compute, and control/application. These domains are interlinked in practice:
sensing generates field data, connectivity enables its transfer, intelligence/compute sup-
ports analytics and decision-making, and control/application translates these outputs into
practical agricultural actions. This interpretation helps clarify how different technology
combinations address deployment constraints and KPI requirements such as coverage,
throughput, latency, reliability, energy efficiency, cost, scalability, and sustainability. The
novelty of EVT lies in using these four interlinked domains as a KPI-aware integration
and evaluation framework for combining heterogeneous and emerging technologies in
rural and remote DA. This differs from conventional IoT layered architectures, which
mainly describe generic perception, network, middleware, and application layers. Figure 2
illustrates the broad integration of emerging technologies from 5G to 6G.
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Figure 2. 5G/6G Integration with Emerging Technologies.

Figure 3 summarizes the EVT domain-based framework, while Table 4 maps key
EVT-related technologies to DA applications and deployment constraints.
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Figure 3. EVT as a conceptual architectural framework for digital agriculture.

Table 4. Emerging technologies/EVT and agricultural applications.

Emerging Technologies/EVT

Applicable Agricultural Applications

B-IoT/5G-RedCap

PA

Robotics

Automation

Autonomous Vehicles

Blockchain Technology
Biotechnology/Gene Editing
Remote Sensing/Satellite Imagery
AI/ML

5G/6G-NTN (Satellite and HAP)
Drones/UAVs
Energy-Efficient/6G-AloT

Smart Sensors
Vertical/Urban Farming
5G/6G-Big Data Analytics
5G/6G-DT

5G/6G-Cloud/Edge Computing

Renewable Energy Solutions

Supports real-time monitoring of soil moisture, weather conditions, crop health, and livestock movement.

Enables site-specific crop management through GPS-enabled monitoring, targeted input application, and field-level optimization.
Supports automated or semi-automated tasks such as weeding, planting, and harvesting.

Improves operational efficiency by automating repetitive tasks such as planting, harvesting, irrigation, and weeding.
Self-driving tractors and harvesters support PA while reducing manual labour requirements.

Enhances supply-chain transparency, traceability, and record integrity for improved food quality and safety assurance.
Supports the development of crop varieties with improved yield, pest resistance, and climate adaptability.

Enables large-scale land observation for crop-health assessment, environmental monitoring, and land-management planning.
Supports predictive analytics for planting decisions, irrigation scheduling, yield forecasting, and anomaly detection.

Extends connectivity to remote areas through global satellite coverage and regional HAP support, thereby improving data-driven
farm management.

Provide aerial data for crop monitoring, field mapping, pest detection, and precision input application.

Supports sustainable and scalable DA through low-power sensing, energy-aware communication, and pervasive monitoring of
soil and crop conditions.

Monitor environmental and soil parameters to improve irrigation, fertilization, and general resource-use efficiency.

Supports crop production in controlled indoor environments through optimized sensing, automation, and resource management.
Processes large agricultural datasets to reveal trends, support forecasting, and improve operational decision-making.

Supports digital representation of agricultural assets and processes for PA, early disease detection, and productivity improvement.
Enables near-real-time local control and broader multi-field analytics through coordinated edge processing and cloud-level
aggregation.

Supports sustainable farm electrification through solar, biofuel, and wind-based energy supply, thereby reducing dependence on
conventional fuels.
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5.2.1. Energy Efficiency and 5G/6G-AloT for DA

This section, together with the following one, highlights representative research di-
rections demonstrating how energy efficiency, Ambient Internet of Things (AloT), and DT
technologies can be synergistically integrated with 5G and future 6G networks to advance
DA. Broader exploratory studies involving additional emerging technologies and their
long-term impacts on DA are left for future research.

Energy-efficient technologies combined with 5G/6G-enabled AloT constitute a key
pillar for sustainable and scalable agricultural systems. In practice, energy efficiency can be
achieved through the deployment of solar-powered IoT sensors that continuously monitor
soil moisture, weather conditions, and crop health without relying on external power
sources. Such devices reduce operational energy costs, lower maintenance requirements,
and enable persistent data acquisition in remote farming environments. Complementing
these solutions, energy-harvesting (EH) sensors exploit ambient energy sources—including
vibration, thermal gradients, and radio-frequency signals—to support long-term monitor-
ing of livestock, soil conditions, and environmental variables, thereby minimizing the need
for battery replacement and manual intervention [151].

Energy efficiency is further enhanced through intelligent water management systems,
where IoT-enabled sensors and data-driven analytics optimize irrigation based on real-time
soil moisture measurements and weather forecasts [152]. When coupled with solar-powered
actuators such as pumps and valves, these smart irrigation systems can significantly reduce
water consumption—by up to 30% in some cases—while simultaneously lowering energy
usage. Similarly, PA applications increasingly employ solar-powered unmanned aerial
vehicles (UAVs) to conduct aerial surveys and targeted pesticide spraying. The extended
operational endurance of such UAVs enables efficient resource utilization and reduces the
overall energy footprint of agricultural operations.

Beyond energy efficiency, 5G/6G-enabled AloT technologies provide the broadband
connectivity required to support large-scale, data-intensive agricultural applications. Ultra-
low-power AloT sensors connected through 5G/6G networks deliver real-time data on soil
health, crop growth, and environmental conditions. By performing localized processing
and transmitting only essential information, these systems reduce communication overhead
and energy consumption while improving decision-making accuracy [150]. Figure 4 con-
ceptually illustrates an energy-efficient and 5G/6G-enabled AloT hub for DA, highlighting
how energy-harvesting sensors, solar-powered devices, UAVs, and AloT-enabled actuators
are interconnected through broadband 5G/6G links. The architecture emphasizes localized
data collection, low-power operation, and efficient data transmission to edge and cloud
layers, enabling real-time monitoring, intelligent control, and sustainable farm operations
across large-scale and remote agricultural environments.

Autonomous farming robotic systems further benefit from AloT integration by leverag-
ing ambient energy sources and broadband connectivity to support coordinated agricultural
operations with minimal human intervention.

Advanced livestock monitoring systems also benefit from 5G/6G-AloT integration.
Wearable AloT devices continuously track physiological parameters such as body temper-
ature, heart rate, and movement patterns, transmitting data in real time over broadband
networks while operating on harvested energy. This approach improves animal welfare
and farm efficiency through low-power continuous monitoring. In controlled environ-
ments, smart greenhouse systems utilize AloT sensors and 5G/6G connectivity to regulate
temperature, humidity, lighting, and CO levels,. Powered by renewable energy sources
such as photovoltaic panels and thermoelectric generators, these systems create optimal
growing conditions with reduced energy costs and improved crop yields.
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In general, the integration of energy-efficient AloT technologies with 5G and future 6G
networks offers substantial potential to transform DA. These technologies enable precise
monitoring and control, optimized resource allocation, reduced environmental impact,
and lower operational costs. By combining broadband connectivity, low-latency commu-
nications, and intelligent energy management, 5G/6G-AloT systems support scalable,
sustainable, and profitable agricultural practices, positioning DA as the cornerstone of
future smart and resilient food production systems.

Energy-efficient and 6G-AloT Hub for Digital Agriculture
& Lo

AloT Sensor loT Device

Solar-powered 6G-AloT Drone for
pesticides spraying and crop field
monitoring

6G-AloT Irrigation System to optimize 6G-AloT Greenhouse monitor/
water usage based on real-time soil control environmental conditions
i such as temp and humidi
T o

data and

6G-AleT and wearables loT for
Live: ith nit
_

loT devices leverage power from
solar panel for huge data capture

Figure 4. Energy-efficient and 5G/6G-Enabled AloT Hub for DA.

5.2.2. 5G/6G-DT for DA

The integration of DT technology with 5G and future 6G networks introduces a pow-
erful paradigm for DA, enabling data-driven monitoring, simulation, and optimization
of complex agricultural systems. DTs operate as virtual representations of physical farm-
ing environments, continuously synchronized with real-world data to support informed
decision-making and adaptive farm management.

In DA, DTs enable real-time monitoring by aggregating data from heterogeneous
sources, including in-field sensors, UAVs, satellite platforms, and other IoT devices. The
broadband connectivity and low-latency characteristics of 5G and 6G networks are essential
for maintaining timely data exchange between physical assets and their digital counterparts,
particularly in large-scale or distributed farming environments. This continuous data flow
allows DTs to reflect current field conditions with high fidelity.

Beyond monitoring, DTs support modeling and forecasting by enabling the simulation
of multiple operational and environmental scenarios. For example, virtual experiments
can be conducted to assess the potential impact of weather variability, irrigation strate-
gies, or crop management practices on yield and resource consumption before applying
changes in the physical environment. Such predictive capabilities reduce risk and improve
planning accuracy.

DTs also enhance resource management by optimizing the use of agricultural inputs
such as water, fertilizers, and pest control agents. By evaluating different application
strategies within the virtual model, DT-based systems can identify efficient and sustainable
approaches that minimize waste and environmental impact. When coupled with 5G/6G
connectivity, these optimizations can be translated into timely actions through automated
or semi-automated farm operations. Overall, the convergence of DT technology with
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5G and future 6G networks provides a scalable and intelligent framework for improving
productivity, sustainability, and resilience in DA.

The DT framework for DA is composed of multiple interrelated functional layers that
collectively enable real-time monitoring, simulation, and optimization of agricultural sys-
tems. At the physical level, the framework encompasses agricultural fields, crops, livestock,
machinery, and supporting infrastructure. These physical entities are continuously ob-
served through a data acquisition layer that integrates heterogeneous sensing technologies,
including in-field sensors, unmanned aerial vehicles (UAVs), satellite platforms, and IoT
devices, to capture parameters such as soil moisture, temperature, humidity, crop health
indicators, livestock conditions, and equipment status.

The acquired data are transmitted through high-speed, low-latency 5G and future
6G communication networks, which provide the reliable broadband connectivity required
to synchronize physical agricultural environments with their digital counterparts [153].
Data processing is performed using a combination of edge computing and cloud-based
platforms, enabling timely analytics, reduced latency, and scalable computation. Based on
these processed data streams, a virtual DT model is continuously updated to mirror the
state of the physical farm environment in real time. Interaction with the DT is facilitated
through user-centric interfaces, such as dashboards and mobile applications, allowing
farmers and stakeholders to visualize system status, access analytical insights, and make
informed, data-driven decisions.

In practice, DT technology supports a wide range of applications in DA. For precision
agriculture, continuous data from soil sensors, weather stations, and crop monitoring
systems are integrated into the DT to simulate alternative irrigation and fertilization
strategies, enabling optimized resource use, improved crop yields, and reduced operational
costs [154]. In livestock management, wearable sensors mounted on animals transmit
physiological and behavioral data to the DT, where analytics are used to detect early
signs of disease, optimize feeding strategies, and support breeding management, thereby
enhancing animal welfare and productivity while lowering veterinary expenses. DTs are
also employed for proactive crop disease control by fusing aerial imagery from UAVs with
satellite data to monitor crop health. Al-driven models within the DT can identify early
disease symptoms and simulate potential outbreak scenarios under varying environmental
conditions, enabling timely interventions and targeted pesticide application, which reduces
chemical usage and mitigates large-scale crop losses [155].

Beyond on-farm operations, DT technology can extend across the agricultural supply
chain. By integrating data from production sites, storage facilities, and logistics system:s,
DTs support demand forecasting, inventory management, and route optimization, leading
to reduced waste, lower transportation costs, and improved overall efficiency [156]. Table 5
summarizes the core DT components and their respective roles within DA applications.

When empowered by 5G and future 6G networks, DTs provide several strategic ad-
vantages for digital agriculture. High-speed and low-latency connectivity ensures seamless
interaction between physical systems and their digital representations, while continuous
data updates enable rapid monitoring and timely decision-making in dynamic farming
environments. Predictive modeling and simulation capabilities further support efficient re-
source management by optimizing the use of water, fertilizers, and pesticides, contributing
to cost savings and reduced environmental impact. These capabilities collectively enhance
productivity, sustainability, and resilience in agricultural systems.

Figure 5 presents a conceptual framework illustrating the interconnection between
DT components and the flow of information from physical agricultural systems to the
virtual model and user interface. Real-time data collected from sensors, equipment, and
environmental sources are transmitted over 5G/6G networks to ensure reliable and low-
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latency communication. The DT processes these inputs using advanced analytics and
Al-based models to perform simulation, prediction, and optimization tasks. The resulting
insights are delivered through intuitive user interfaces, enabling practical recommenda-
tions such as optimized irrigation schedules, predictive maintenance alerts, and yield

maximization strategies.

Table 5. DT for DA applications.

Component Description Role in DT

Actual agricultural fields,
crops, livestock,
equipment, and

infrastructure.

Provides real-world data
and environment to be
mirrored by the DT.

Physical Entity Layer

Collects real-time data on
soil, weather, crop health,
and livestock conditions.
Ensures fast, reliable data
transfer between the

physical and digital layers.
Processes and analyzes the
collected data to generate

. Sensors, drones, satellites,
Data Collection Layer and ToT devices.
e High-speed 5G/6G
Communication Layer networks.

Data Processing Layer Edge computing and cloud

platforms. actionable insights.
Simulates the physical
Virtual representation of environment, updated in
Virtual Model the physical farm real-time, to enable
environment. monitoring, prediction,
and optimization.
Provides farmers with an
Dashboards and mobile interface to interact with
User Interface - L
applications. the DT, view insights, and

make decisions.

Digital Twin

~
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Figure 5. 5G/6G-DT for Agriculture.

5.3. Case Studies

The case studies in this section are treated not only as illustrative narratives, but
as application-level examples of the technology-to-KPI relationships discussed earlier in
Section 5.1. For each case, the emphasis is on the dominant connectivity mode, the main
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KPI requirements, the relevant deployment constraints, and the extent to which the case
reflects EVT through coordinated sensing, connectivity, intelligence, and actuation.

5.3.1. Precision Farming (PF) in India

In Maharashtra State, India, PF initiatives have demonstrated the practical benefits of
IoT-enabled digital agriculture [149]. Typical deployments rely on heterogeneous sensor
types, including soil moisture, temperature, and pH sensors, as well as weather stations
and crop health monitoring devices, to capture fine-grained environmental and agronomic
data. These sensing systems are complemented by broadband connectivity—primarily
based on 4G/LTE mobile networks and, in remote areas, satellite backhaul—to ensure
reliable, continuous data transmission from distributed farmlands.

B-IoT connectivity plays a central role in these PF systems by enabling real-time
data transfer to cloud-based platforms, which distinguishes them from narrowband IoT
solutions that are limited to low-data-rate and delay-tolerant applications. Cloud comput-
ing services are used for large-scale data storage, analytics, and decision support, while
smartphone applications provide farmers with intuitive access to dashboards, alerts, and
actionable recommendations. These applications typically support services such as irri-
gation scheduling, fertilizer optimization, pest and disease alerts, and yield forecasting,
allowing for timely intervention based on current field conditions.

The availability of broadband connectivity allows high-frequency data streams—such
as continuous soil moisture measurements and localized weather updates—to be processed
in near real time, improving the accuracy of input application and farm management
decisions. As a result, farmers can apply water, fertilizers, and pesticides more precisely,
leading to improved resource efficiency and reduced environmental impact. The reported
results of these PF deployments include targeted resource optimization, increases in crop
yield of approximately 20-30% for selected crops, and reductions in operational costs
related to both agricultural inputs and labor [149].

Figure 6 illustrates representative farmlands where PF technologies have contributed
to improved farm management and reduced post-harvest losses through data-driven
decision-making supported by broadband-enabled IoT infrastructure.

Figure 6. Typical PF helps farmers reduce post-harvest losses [149].
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5.3.2. New Zealand Dairy Farming

In New Zealand, dairy farms have increasingly adopted IoT-based solutions to im-
prove herd health management and milk production efficiency [150]. These systems rely on
wearable devices attached to cattle that continuously collect physiological and behavioral
data, including body temperature, physical activity, rumination patterns, and movement
dynamics. Such data streams enable the early detection of health issues such as lame-
ness, mastitis, and metabolic disorders, while also supporting the optimization of feeding
schedules, breeding cycles, and overall herd productivity.

B-IoT connectivity is essential to transmit these high-frequency data streams across
large farm environments in real time. In particular, 5G connectivity provides the low-latency
communication required for time-critical applications, such as real-time health alerts and
automated responses within milking and feeding systems, as well as high network capacity
to support a large number of simultaneously connected wearable devices and sensors. This
capability distinguishes 5G-enabled B-IoT systems from narrowband solutions, which are
less suitable for continuous monitoring and rapid control actions.

The data collected are integrated with automated milking systems, GPS-based geofenc-
ing, and real-time analytics platforms to enable coordinated farm operations with minimal
human intervention. Continuous data processing allows farmers to track milk yield trends,
adjust nutrition plans, and intervene promptly when abnormal animal behavior or health
conditions are detected. As a result, the reported results of these deployments include
increases in milk yield of up to 20% and cost reductions of approximately 15%, driven
by optimized feeding strategies, reduced labor requirements and early identification of
diseases [150].

Figure 7 illustrates a representative dairy farming environment equipped with B-IoT
infrastructure, where wearable sensing and broadband connectivity are used to monitor
cattle health and milk production in real time.

Figure 7. Dairy farm empowered with B-IoT for monitoring cattle’s health and milk production [150].

5.3.3. California Vineyard Management

Vineyards in California’s Napa Valley have adopted IoT sensors connected via broad-
band to monitor various environmental and soil parameters. These sensors measure vine
stress, soil moisture, and microclimate conditions in different parts of the vineyard, allow-
ing vintners to tailor their cultivation practices in a fine-grained manner, which improves
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grape quality and yield [157]. Figure 8 shows the vineyard empowered with B-IoT used to
monitor environmental and soil parameters [157]. The technologies include IoT sensors to
monitor soil condition, drone-based imaging, smart irrigation systems, and data analysis
for pest control. The technical requirements comprise high-capacity data transmission for
image processing, LPWAN for sensor communication, and Al platforms for forecasting.
Reported benefits from related smart-irrigation systems include reductions in water con-
sumption of up to 30% in some cases [152]. Drone- and IoT-supported pest and disease
monitoring can also support earlier detection and targeted intervention, thereby helping to
reduce crop losses, although the magnitude of improvement depends on crop type, moni-
toring frequency, disease pressure, deployment scale, and analytics accuracy [30,31]. These
values are treated as context-specific outcomes rather than broadly generalized outcomes.

Figure 8. Vineyard empowered with B-IoT for monitoring environmental and soil parameters [157].

5.3.4. Smart Greenhouses in The Netherlands

The Netherlands has pioneered smart greenhouse technology that integrates IoT and
the broadband Internet for advanced automation. These greenhouses use IoT sensors
and devices to automatically regulate environmental conditions such as temperature,
humidity, illumination, and carbon dioxide levels [158]. The key technologies of this
system include real-time monitoring through IoT devices and sensors. Automated climate
regulation systems that adjust settings based on sensor input using actuators. Broadband
networks ensure uninterrupted data transmission and connectivity. Figure 9 shows a
smart greenhouse enabled by the Internet of Things (B-IoT) to control the environment and
optimize plant growth [131]. The technical requirements for this system include high-speed
5G broadband Internet, sophisticated IoT sensors for environmental data collection, and
cloud or edge computing for data processing, along with software platforms for analytics
and automation. The benefits of this technology are substantial: Water consumption
has been reduced by up to 90% through precise irrigation methods. Crop yields have
increased due to optimized growing conditions. Energy conservation has been achieved
through smart lighting that adapts to natural light levels. Sustainability has improved by
minimizing resource waste and reducing carbon emissions. These advancements serve as a
blueprint for expanding controlled agriculture practices around the world.
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Figure 9. B-IoT-enabled smart greenhouse for controlling the environment and optimizing plant
growth [158].

5.3.5. Norwegian Aquaculture

Norwegian fish farms use IoT devices and broadband connectivity for aquaculture
management. Sensors monitor water quality parameters such as temperature, oxygen
levels, and salinity, crucial to the health of fish such as salmon [159]. IoT technology also
helps track fish growth and detect early signs of disease, leading to more sustainable fishery
practices. The system leverages the following technologies, such as IoT systems for water
quality assessment (pH, oxygen levels), automated feeding mechanisms, and underwater
cameras linked to B-IoT. Figure 10 shows a B-IoT-enabled aquaculture system for fish
farming management [159]. The technical requirements include low-latency connections,
underwater wireless communication, and adaptable cloud analytics platforms. There are
significant productivity improvements; for example, the efficiency of fish farming increases
by 35%, and mortality rates have fallen by 20% due to continuous monitoring.

Figure 10. B-IoT connectivity for aquaculture management [159].

5.3.6. lowa Automated Tractor Operations

In Iowa, automated tractors equipped with GPS and IoT technology plow, plant, and
harvest crops [160]. Broadband connectivity enables real-time data collection and field
mapping, facilitating precise planting patterns and reducing overlap, minimizing wasted
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seeds, fertilizers, and fuels. The technologies used include GPS-guided tractors, machine
learning for route optimization, and IoT-enabled soil analysis tools. Figure 11 shows
automated tractors equipped with GPS and B-IoT for real-time data collection and field
mapping [160]. The technical requirements include precise connectivity, high-bandwidth
networks, and edge computing for on-site processing. Productivity improvements resulted
in 15% fuel conservation, decreased labor expenses, and a 10% increase in crop yield
through PF methods with automated tractor operation.

Figure 11. Automated tractors equipped with GPS and B-IoT for real-time data collection and field
mapping [160].

5.3.7. Rural Kenyan Weather Stations

In rural Kenya, small-scale farmers use connected weather stations to receive detailed
forecasts via mobile phones [161]. This IoT solution, supported by mobile broadband con-
nectivity, helps farmers make better planting and harvesting decisions, directly influencing
their productivity and resilience to climate variability. Figure 12 shows how a mobile
B-IoT helps weather stations receive forecasts for better planting decisions through mobile
phones [161]. The technologies used include IoT weather sensors and satellite data integra-
tion for localized weather predictions. The technical requirements encompass long-range,
energy-efficient communication and expandable data storage. There are significant produc-
tivity gains; for example, farmers using data experience 20% improved yield prediction
accuracy and reduced resource waste.

Figure 12. B-IoT helps weather stations receive forecasts for better planting decisions via mobile
phones [161].
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5.3.8. Smart Irrigation Systems in Brazil (Netafim and Hortau)

Some companies, such as Netafim and Hortau, offer smart irrigation systems that take
advantage of IoT technology to optimize water use in agriculture [162]. These systems use
sensors to measure soil moisture levels, weather conditions, and crop water requirements
and adjust irrigation schedules accordingly. By connecting to broadband networks, farmers
can control irrigation systems remotely via mobile applications or web interfaces, ensuring
that crops receive the right amount of water at the right time, thus conserving water
resources and maximizing yields. The technologies leverage IoT sensors for soil moisture,
automated valves, and cloud-based control systems. Figure 13 shows how B-IoT helps to
control irrigation systems remotely using mobile apps [162]. The technical requirements
include B-IoT for real-time feedback, Al for irrigation scheduling, and reliable connectivity
in remote areas. Productivity improvements resulted in a decrease in water usage by 40%,
increased crop yields by 15%, and reduced fertilizer application by 10%.

SMART IRRIGATION MARKET

Rising popularity of
sensor-based systems

GLOBAL MARKET

VALUE (2032) Extensive product usage

in agriculture sector

Supportive government
initiatives in North America

e ols W
- w w [ 4

P |
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Figure 13. B-IoT helps the control irrigation systems remotely via mobile apps [162].

Table 6 summarizes the dominant connectivity mode, key KPI requirements, the role
of B-IoT, major deployment constraints, and the corresponding EVT interpretation across
the representative DA cases discussed in this section.

Across the case studies, a common pattern emerges: effective rural DA deployment
depends not on a single technology, but on matching the communication-compute stack to
the KPI profile of the application. Controlled-environment cases such as smart greenhouses
place greater emphasis on reliable local sensing, low-latency control, and efficient actuation,
whereas aquaculture and other distributed outdoor scenarios place greater pressure on
coverage, resilient backhaul, and real-time or near-real-time environmental monitoring.
In EVT terms, these cases show how heterogeneous technologies become most useful
when orchestrated as a coordinated system that addresses both technical constraints and
operational goals.
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Table 6. Comparative summary of representative DA case studies in relation to connectivity, KPIs,

B-1oT role, deployment constraints, and EVT interpretation.

Case Study Connectivity Key KPI Role of B-IoT Deployment EVT Interpretation
Type Requirements Constraints
Smart Local wireless/B-  Reliability, low Supports continuous Indoor infrastructure  Illustrates tightly coupled
Greenhouse ToT-enabled latency, moderate sensing, environmental cost, interoperability,  sensing, connectivity,
monitoring and throughput, monitoring, and local power and intelligence, and control
control energy efficiency closed-loop actuation maintenance in a controlled
requirements environment
Aquaculture B-IoT with under-  Coverage, Enables monitoring of Underwater Ilustrates EVT as
water/remote low /near-real- water-quality variables communication coordinated sensing,
monitoring time latency, and timely intervention constraints, backhaul  connectivity, and decision
support reliability, support limitations, support under
resilience environmental challenging field
harshness conditions
Dairy Farm B-IoT-supported Reliability, Supports animal-health Device cost, sensor [lustrates EVT
Monitoring livestock sensing moderate monitoring, production durability, farmer integration of sensing,
and farm throughput, tracking, and data adoption, network connectivity, and
connectivity energy efficiency, aggregation availability intelligence for
timely alerting livestock-oriented DA
Vineyard B-loT-enabled Coverage, Supports monitoring of Terrain variability, lustrates EVT for
Monitoring field sensing with  reliability, energy soil and environmental sparse connectivity, distributed field sensing
distributed efficiency, parameters over maintenance and linked to data-driven
environmental moderate latency distributed farm plots deployment cost viticulture decisions
monitoring
Automated GPS-assisted Low latency, Supports data collection, ~ Rural coverage [lustrates EVT
Tractor/Field B-IoT reliability, field mapping, machine continuity, integration of sensing,
Mapping connectivity with  positioning coordination, and equipment cost, connectivity, intelligence,
mobile data accuracy, precision operations mobility support, and control for
exchange moderate/high infrastructure autonomous field
throughput availability operations
Weather-Aware B-IoT-enabled Coverage, Supports dissemination Rural access gaps, Mlustrates EVT as a
Farm Decision weather data reliability, of weather forecasts and digital literacy, practical integration of
Support delivery and moderate latency,  field-level decision service affordability, ~ connectivity, sensing
mobile access affordability support mobile reach inputs, and user-facing
agricultural intelligence
Remote B-IoT-enabled Low /near-real- Supports irrigation Connectivity Mlustrates EVT as a
Irrigation sensing, time latency, monitoring, control continuity, power closed-loop architecture
Control communication, reliability, energy signaling, and resource supply, actuator linking sensing,
and remote efficiency optimization reliability, communication,
actuation maintenance burden  intelligence, and
actuation

6. Policy Consideration and Regulatory Frameworks

Beyond technical feasibility, the practical deployment of DA enabled by B-IoT in rural

and remote areas is also shaped by policy, regulatory, and institutional conditions. In

particular, the challenges and solution directions discussed in the preceding sections cannot

be fully realized without enabling frameworks for spectrum access, infrastructure support,

data governance, interoperability, and inclusive technology adoption.

DA in rural settings has the potential to improve productivity, resilience, and sus-

tainability, but the realization of these benefits depends strongly on policy and regulatory

frameworks that explicitly support the deployment and use of B-IoT infrastructures. Be-

cause B-IoT underpins data-intensive agricultural services such as real-time sensing, cloud

analytics, and edge-based decision-making, policies governing connectivity, spectrum

access, infrastructure investment, and data governance play a critical role in shaping

DA outcomes. Well-designed regulatory frameworks can reduce entry barriers for farm-

ers, stimulate innovation, and support new agricultural digital markets, whereas poorly

aligned policies can widen digital divides and constrain technology adoption. Therefore,
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this section outlines the main policy and regulatory dimensions that influence the practical
implementation of B-loT-enabled DA.

6.1. Access Technology

This approach guarantees that farmers, particularly small-scale producers and those
in rural areas, can access affordable digital technologies and essential infrastructure [163].
Regulatory strategies involve offering subsidies and incentives for DA technology and
services to reduce cost barriers for small and mid-sized farms [164]. An example is the
creation of public-private collaborations between government agencies and private com-
panies to improve rural infrastructure, such as the broadband Internet [165]. The results
include initiatives such as the United States Department of Agriculture (USDA) Broadband
ReConnect program, which substantially enhanced connectivity, facilitating IoT adoption
in rural areas. Farmers noted an increase in efficiency through PF techniques. However,
challenges persist, including prohibitive infrastructure expenses and inadequate broadband
coverage in many places that the Broadband ReConnect initiatives couldn’t reach.

6.2. Data Management and Policy

Data management and privacy policies play a critical role in DA by safeguarding the
large volumes of data generated through B-IoT systems, including sensor measurements,
imagery, and operational records [166]. Because B-loT-enabled applications depend on
continuous data collection, transmission, and analytics, regulatory frameworks governing
data ownership, privacy, and sharing directly influence farmer trust and the adoption of
broadband-based agricultural technologies.

Regulatory approaches in this area typically include data protection laws that regulate
the collection, storage, processing, and exchange of agricultural data [167], as well as
policies that recognize farmers’ rights to ownership and control over data produced on
their farms [168]. The GDPR is a prominent example, imposing strict requirements on
consent, transparency, and data security for information collected via IoT devices. In the
agricultural context, GDPR has increased awareness of data rights and strengthened farmer
confidence in digital platforms, encouraging some agricultural technology providers to
develop more transparent, user-centric data management solutions.

Despite these benefits, compliance with complex regulatory frameworks such as
GDPR poses significant challenges for smallholder and resource-constrained farmers. Lim-
ited financial capacity, lack of technical expertise, and insufficient access to legal and
digital support services make it difficult for small farms to implement compliant data
storage, encryption, consent management, and cybersecurity mechanisms. These barriers
can slow the adoption of B-IoT solutions and risk widening the digital divide between
large agribusinesses and small-scale producers. To address this issue, policy simplifica-
tion, tailored regulatory guidance, and publicly supported technical assistance programs
could help smallholder farmers meet compliance requirements without excessive cost or
administrative burden.

Beyond privacy and ownership, data standardization represents an additional policy
opportunity that is essential for effective B-IoT deployment. Standardized data formats,
interfaces, and metadata models can facilitate secure and interoperable data exchange
across heterogeneous devices, platforms, and service providers, reducing vendor lock-
in and integration complexity. Such standardization enhances the scalability of B-IoT
systems, supports cross-platform analytics, and enables farmers to leverage multiple
digital services simultaneously. Well-designed data management policies that combine
privacy protection, farmer-centric data ownership, regulatory support for smallholders, and
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interoperable data standards can therefore create an enabling environment for innovation,
market development, and inclusive growth in broadband-enabled digital agriculture.

6.3. Education and Training

Education and training policies play a critical role in strengthening the technical
capacity of the rural workforce, enabling farmers to effectively adopt and utilize DA
technologies [169]. Regulatory strategies in this area often include funding continuous
education programs that emphasize practical understanding of DA tools, their benefits,
and their integration into everyday farming activities [170]. In rural contexts, effective
training methodologies typically rely on hands-on instruction, field demonstrations, and
farmer-to-farmer knowledge transfer, which help bridge digital literacy gaps and improve
technology acceptance. In addition, the use of mobile technologies and digital learning
platforms enables flexible, on-demand access to educational content, allowing farmers to
receive guidance on irrigation management, pest control, and crop monitoring directly in
the field.

Agricultural extension services further support this process by providing localized,
in-person assistance and technical mentoring on digital tools and data-driven farming
practices [171]. Such approaches have proven effective in countries like India, where
targeted training initiatives have empowered farmers to adopt digital solutions, leading
to improved irrigation efficiency and more effective pest management. Nevertheless,
scaling these education and training programs to remote or underprivileged areas remains
a significant challenge. Limited broadband connectivity constrains access to e-learning
platforms and mobile-based training services, while shortages of qualified instructors and
extension officers hinder widespread deployment. Addressing these challenges requires
coordinated investment in rural connectivity infrastructure, capacity building for trainers,
and the development of context-aware training models that can operate effectively under
resource-constrained conditions.

6.4. Standardization and Interoperability

Standardization and interoperability policies are essential for ensuring that DA
technologies operate seamlessly across heterogeneous platforms, vendors, and service
providers, thereby enabling scalable and interoperable deployments [172]. Regulatory
approaches in this domain focus on the development and adoption of technical standards
that define common interfaces, data formats, and communication protocols for agricul-
tural systems [173]. In practice, agricultural-specific initiatives such as AgGateway-based
agricultural data-exchange frameworks [114] and international recognized standards such
as ISO 11783 (ISOBUS) [174] play a key role in facilitating interoperability between farm
machinery, sensors, and digital management platforms. These standards enable reliable
data exchange between tractors, implements, and farm management systems, reducing
integration complexity and improving operational efficiency.

The promotion of open and interoperable platforms further supports innovation by
preventing vendor lock-in and allowing farmers to combine solutions from multiple tech-
nology providers [175]. As a result, the adoption of standardized interfaces has contributed
to more seamless integration of IoT-based systems in agriculture, minimizing operational
disruptions and data inconsistencies across the value chain.

Despite these benefits, compliance with interoperability standards presents significant
cost challenges for smaller equipment manufacturers and technology providers. Expenses
related to certification, system redesign, software updates, and ongoing maintenance can be
prohibitive, limiting the ability of small and medium-sized enterprises to participate fully
in standardized DA ecosystems. These barriers may slow innovation and reduce market
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diversity if not adequately addressed. Policy interventions such as financial incentives,
shared testing facilities, and publicly supported industry consortia for the development of
open standards could help lower compliance costs and promote inclusive participation.
By reducing the economic burden of standardization while maintaining interoperability
requirements, such measures can foster a more competitive and innovative DA market that
benefits farmers, manufacturers, and service providers alike.

6.5. Sustainability and Environmental Protection

Sustainability and environmental protection policies leverage DA technologies to
reduce the ecological footprint of farming while maintaining productivity and economic
viability [22]. Because many DA solutions rely on B-IoT, data analytics, and automation to
optimize resource use, regulatory frameworks play a critical role in ensuring that claimed
environmental benefits are measurable, verifiable, and linked to real-world outcomes. Ac-
cordingly, policy measures increasingly emphasize the establishment of clear performance
metrics and verification mechanisms—such as quantified reductions in water consumption,
pesticide use, greenhouse gas emissions, or nutrient runoff—to ensure that incentives and
subsidies are awarded based on demonstrated environmental impact rather than nominal
technology adoption [176].

In addition to performance verification, regulations govern the responsible use of
DA technologies to prevent unintended environmental consequences, including excessive
irrigation, soil degradation, or increased chemical runoff [177]. Well-designed regulatory
oversight helps align technological innovation with environmental protection goals, foster-
ing trust among stakeholders and encouraging long-term adoption. A prominent example
is the European Green Deal, which has promoted the deployment of precision agriculture
solutions supported by digital monitoring and reporting, contributing to reductions of up
to 30% in pesticide use and improved water conservation in selected agricultural projects.

Despite these positive outcomes, the transition toward more sustainable, digitally
enabled agricultural practices remains constrained by significant upfront costs. Invest-
ments in sensors, connectivity infrastructure, automated equipment, and data platforms
can be prohibitive for many farmers, particularly smallholders. To address this barrier,
policy instruments such as targeted subsidies, low-interest loans, cost-sharing schemes,
and outcome-based incentive programs can help lower entry costs and de-risk adop-
tion. By coupling financial support with verified environmental performance metrics,
sustainability-focused policies can accelerate the uptake of DA technologies while ensuring
that environmental benefits are both measurable and enduring.

6.6. Spectrum Policy Enhancements

Spectrum policy enhancements are critical for enabling efficient and scalable B-IoT
connectivity in rural DA, where conventional licensed spectrum deployment is often eco-
nomically unviable. A key regulatory mechanism in this context is Dynamic Spectrum
Access (DSA), which allows opportunistic and adaptive use of underutilized spectrum
resources—most notably TVWS—while ensuring non-interference with incumbent ser-
vices. By regulating spectrum sensing, geolocation databases, transmission power limits,
and coexistence mechanisms, policymakers can facilitate reliable broadband access for
agricultural IoT applications in sparsely populated regions.

Regulatory strategies in this domain include expanding access to shared and unli-
censed spectrum, defining clear operational guidelines for TVWS usage, and supporting
private and community-based network deployments. These policies directly benefit DA
by enabling long-range, low-cost broadband connectivity suitable for large farms, sensor
networks, and rural edge gateways. Favorable spectrum usage policies, such as those
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implemented by the U.S. Federal Communications Commission (FCC), have demonstrated
improved connectivity for low-power and wide-area IoT networks in rural environments,
thereby supporting precision agriculture and real-time monitoring applications.

Beyond technical efficiency, spectrum policies also create opportunities for innova-
tive rural connectivity business models. By lowering entry barriers to spectrum access,
DSA-enabled frameworks can encourage local Internet service providers, agricultural co-
operatives, and community networks to deploy and manage broadband infrastructure
tailored to regional agricultural needs. Such cooperative or community-driven models can
improve service affordability, enhance local ownership, and complement traditional tele-
com deployments. Nevertheless, challenges remain, including limited spectrum availability
in some regions and the need for harmonized regulatory frameworks to support scalable de-
ployment. Addressing these challenges through adaptive spectrum regulation can unlock
both technological and economic opportunities for B-loT-enabled digital agriculture.

6.7. Advancement Through Research

Research and innovation policies are central to the sustained advancement of DA,
as they drive the development of new technologies and practices tailored to rural and
resource-constrained environments [178]. In the context of B-IoT-enabled agriculture,
research funding frameworks can play a more targeted role by prioritizing critical technical
challenges, including network resilience under harsh environmental conditions, large-scale
data security and privacy, and the development of low-power Al algorithms suitable for
edge computing on farms. Addressing these challenges is essential for ensuring reliable
connectivity, trustworthy data management, and energy-efficient intelligence in large-scale
agricultural deployments.

Regulatory and funding approaches often include the allocation of public resources for
applied research focused on DA technologies and their real-world implementation in rural
settings [179]. Collaborative research models that bring together academic institutions,
research centers, technology providers, and agricultural stakeholders are particularly
effective in aligning scientific outcomes with practical farming needs [180]. For example,
Horizon Europe-funded initiatives have supported the development of Al-driven tools for
resource optimization, contributing to reported productivity gains of up to 20% in pilot
agricultural deployments.

Beyond research generation, effective technology transfer policies are crucial to bridge
the gap between laboratory innovation and field adoption. Mechanisms such as pilot-
scale demonstrations, living labs, open testbeds, and publicly supported innovation hubs
can accelerate the translation of B-IoT research outcomes into deployable solutions for
farmers. Incentives for industry—academia collaboration, simplified intellectual property
frameworks, and support for start-ups and spin-offs further enhance the commercialization
and diffusion of research outputs. Despite these opportunities, challenges remain, including
uneven distribution of research funding across regions and limited capacity for technology
transfer in some rural areas. Strengthening research prioritization and technology transfer
pathways can therefore maximize the impact of public investment and foster inclusive
innovation in B-loT-enabled digital agriculture.

6.8. Market Access and Fair Trade

Market access and fair trade policies enable farmers to leverage DA technologies to
participate more effectively in local and global markets [181]. Regulatory measures in this
area often support the development of digital platforms that connect farmers directly with
consumers, aggregators, and distributors, thereby reducing dependence on intermediaries
and improving profit margins [182]. Such platforms are increasingly complemented by
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blockchain-based solutions, which can serve as policy instruments to ensure product
traceability, authenticity, and transparency across agricultural value chains. By securely
recording production practices, origin data, and transaction histories, blockchain-enabled
traceability mechanisms can strengthen trust among market participants, facilitate fair
pricing, and support compliance with sustainability and quality standards.

In addition to platform development, trade policies may incentivize or prioritize
agricultural products produced using verifiable digital and sustainable practices [183].
Initiatives such as the African Continental Free Trade Area (AfCFTA) illustrate how digitally
enabled market frameworks can enhance export opportunities and market visibility for
smallholder farmers by lowering trade barriers and improving access to regional markets.
When combined with traceability technologies, these frameworks can further support fair
trade by enabling buyers to verify production conditions and origin claims.

Despite these opportunities, limited digital literacy among farmers remains a signifi-
cant challenge to the effective use of digital trade platforms. Without adequate skills and
confidence in using digital tools, farmers may be unable to fully benefit from market access
initiatives or traceability systems. This challenge highlights the importance of aligning
market access policies with education and training strategies, as discussed in Section 6.3.
Targeted training programs, extension services, and user-friendly platform designs are
essential to ensure inclusive participation and to maximize the socio-economic benefits of
digitally enabled fair trade systems.

Overall, market access and fair trade policies that integrate digital platforms,
blockchain-based traceability, and farmer-centric education initiatives can promote eq-
uitable value distribution, enhance trust in agricultural supply chains, and contribute to
inclusive and sustainable agricultural development.

7. Future Research Directions and Technological Advancement

Rural regions will benefit significantly from the continued progress in DA, driven by
advances in sensing, connectivity, data analytics, and intelligent automation. As discussed
in Section 4, deployments in rural environments remain constrained by connectivity gaps,
power and energy limitations, data heterogeneity, and scalability barriers. At the same
time, Section 5 highlighted multiple enabling technologies that can be used to address these
constraints. Building on these insights, this section outlines the future research directions
and technological advances required to enable resilient, scalable, and inclusive solutions
tailored to rural contexts.

7.1. Sensor Technology Advancements

Future research in sensor technologies should prioritize the development of cost-
effective, resilient, and energy-efficient sensing platforms capable of capturing a broader
range of soil and environmental parameters. Beyond conventional measurements such
as soil moisture and temperature, next-generation sensing should enable detection of
micronutrient concentrations, soil salinity, and pathogen-related indicators, as well as early
signatures of water stress at leaf, cellular, or canopy levels. Such capabilities can strengthen
early warning systems for crop stress and disease and respond directly to monitoring and
reliability challenges identified in Section 4.

These sensing advances should be designed for seamless integration with broadband
connectivity infrastructures to support reliable, scalable data transmission from large
numbers of distributed devices across wide agricultural areas. In parallel, improvements
in remote sensing platforms—including UAV- and satellite-based imaging—are needed
to increase spatial and temporal resolution for large-scale farm monitoring. Research on
hybrid aerial and satellite extensions, including 6G-enabled stratospheric platforms, is
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also encouraged to improve coverage persistence and monitoring continuity in expansive
rural regions.

7.2. Al and ML Progress

Future AI/ML research should move toward specialized, context-aware models
that operate effectively under rural constraints. Promising directions include reinforce-
ment learning to optimize autonomous field operations, advanced computer vision for
early detection of pests and diseases, and explainable models that improve transparency
and increase farmer confidence in data-driven recommendations. These approaches can
improve predictive accuracy for yield estimation, pest outbreaks, and climate-driven
risk assessment.

Equally important, future work must address persistent data challenges, including
limited labeled datasets, heterogeneous data modalities, and variable data quality across
regions and seasons. Research into robust learning under sparse/noisy supervision, trans-
fer learning across agro-ecological zones, and privacy-preserving or decentralized training
paradigms can improve model generalization while reducing reliance on centralized re-
sources. Such directions align with the data management, trust, and operational constraints
discussed in Section 4 and build on the intelligent systems highlighted in Section 5.

7.3. Connectivity Improvements

Connectivity research remains fundamental for scaling rural deployments and en-
abling the integration of sensing, analytics, and automation. Future work should explore
complementary rural connectivity options beyond conventional terrestrial systems, in-
cluding TVWS, advanced satellite architectures, and aerial relays. In addition, emerging
physical-layer and propagation-enhancement technologies—such as RIS, HB, and wireless
optical communications (e.g., Free-Space Optics)—can be investigated for high-capacity
backhaul or farm-to-edge links where feasible.

In parallel with technology development, research should examine innovative deploy-
ment models, including community-driven networks, cooperative or shared-infrastructure
models, and open-source platforms for network orchestration and management. These
models can reduce deployment costs, improve local ownership, and enhance long-term sus-
tainability, directly addressing economic and scalability challenges highlighted in Section 4.

7.4. Agricultural Robotics and Automation

Robotics research should emphasize robustness, safety, and adaptability under vari-
able field conditions. Apart from improving task-specific capability for planting, weeding,
harvesting, and scouting, future research should investigate intuitive human-robot interac-
tion mechanisms that are safe and usable for operators with varying levels of technological
familiarity. Multi-robot coordination and collaborative autonomy also remain important
for improving efficiency and coverage over large farms.

Future work should also connect robotics more explicitly to sustainability objectives
by enabling precise application of water, fertilizers, and pesticides, minimizing waste,
and reducing chemical runoff. Autonomous systems that support selective treatment and
soil-preserving operations can enhance productivity while contributing to environmental
protection goals identified in Section 4.

7.5. Blockchain Technology for Supply Chain Transparency

Future research on blockchain-enabled agricultural supply chains should address prac-
tical deployment barriers beyond proof-of-concept demonstrations. Key directions include
improving scalability, ensuring interoperability across different blockchain platforms, and
reducing computational and operational overhead for resource-constrained stakeholders.

https:/ /doi.org/10.3390/ electronics15132908


https://doi.org/10.3390/electronics15132908

Electronics 2026, 15, 2908

46 of 55

Integration with field-generated data streams also requires standardized interfaces and
efficient mechanisms to ensure data integrity without introducing excessive complexity.

In addition, adoption challenges—especially for smallholder farmers—should be
considered explicitly. Research into lightweight architectures, hybrid on-chain/off-chain
designs, simplified user workflows, and trust-building mechanisms can improve usability
and acceptance while retaining traceability and transparency benefits.

7.6. Energy-Efficient Agricultural Solutions

Energy efficiency remains a critical research priority in rural contexts where power
infrastructure is limited or unreliable. Aside energy harvesting, future research should
investigate low-cost and efficient energy storage solutions to ensure continuous operation
of sensors, gateways, and edge devices. Advances in batteries, supercapacitors, and
hybrid storage configurations can complement harvesting approaches and improve system
resilience. Ultra-low-power wake-up radios can further reduce energy consumption by
keeping field sensors in deep sleep until an event-triggered activation signal is received.
Although wake-up receivers are not broadband links, they can complement hybrid B-IoT
architectures by activating sensors that subsequently transmit data through an appropriate
access link or gateway. This is also consistent with D’Addato et al.’s work on nanowatt
wake-up receivers [184].

Research into smart energy management is equally important. Future systems should
dynamically optimize generation, storage, and consumption between farms by integrating
multiple sources and loads, adjusting duty cycles, intelligently scheduling communications,
and coordinating computation placement. These efforts directly address the power and
energy limitations discussed in Section 4 and strengthen sustainability goals.

7.7. Regenerative Farming and Precision Agriculture Through Visualization EVT

Future research should further explore how PA can be combined with regenerative
practices to improve soil quality, biodiversity, and ecosystem services while maintaining
productivity. Visualization-driven approaches using AR/VR/MR can strengthen decision
support, remote assistance, and farmer training in both rural and urban/vertical contexts.
In particular, research on high-fidelity visualization supported by next-generation networks
can enable interactive monitoring, guidance, and collaborative agronomic support.

A key technical direction is strengthening data integration pipelines that combine
heterogeneous streams (in-field sensors, UAV imagery, satellite observations, and climate
models) to support reliable decision support and DT-based simulation. Equally important
are usability and acceptance considerations: future work should prioritize intuitive inter-
faces, participatory design, and scalable training approaches to ensure practical adoption
by farmers with diverse levels of digital literacy. By combining technical advances with
human-centered design, these directions can help ensure that future systems are effective,
inclusive, and scalable.

7.8. Refining EVT as a Cross-Layer Framework for DA and Smart Technology Systems

Future research should further refine EVT as a cross-layer framework for DA and smart
technology systems by developing clearer methods to map heterogeneous technologies to
the sensing, connectivity, intelligence, and control domains, together with the associated
KPI and deployment trade-offs in rural and remote settings or applicable environment.

Opverall, the research directions presented here build directly on the challenges identi-
fied in Section 4 and the enabling technologies discussed in Section 5. Advancing sensing,
connectivity, intelligence, energy management, and human-centered design will be essential
for achieving resilient and scalable deployments in rural environments.
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8. Conclusions

This survey examined how B-IoT can support scalable and resilient DA in rural and re-
mote environments, with an emphasis on field-level coverage, throughput, and technology
integration. In the literature, the central implication is that no single connectivity solution
is universally optimal: practical DA deployment depends on matching KPI requirements to
appropriate communication options and, where necessary, combining them through hybrid
architectures [2,6,10,27]. In this context, B-IoT provides the broadband foundation for
data-intensive applications, while lower-rate solutions remain relevant for delay-tolerant
tasks where affordability and energy efficiency are prioritized [13,14,25].

The survey also highlights that coverage limitations remain a major barrier to large-
scale deployment. Addressing this challenge requires hybrid connectivity strategies that
combine terrestrial and non-terrestrial solutions, including LPWANSs, 5G RedCap, satel-
lite systems, and aerial relays, supported by enabling spectrum policies and sustained
public investment. Although high throughput is essential for data-intensive applications
such as real-time imaging and autonomous machinery control, many core agricultural
use cases—including environmental sensing and input optimization—can be efficiently
supported by low-bandwidth B-IoT solutions, improving affordability and inclusion.

A central contribution of this work is the introduction of EVT as a unifying framework
for integrating heterogeneous technologies within agricultural systems. EVT provides a
modular approach that accommodates legacy infrastructure alongside current and future
communication technologies and advanced computational tools. By enabling seamless
interoperability among the sensing, connectivity, intelligence, and control layers, EVT
distinguishes this survey from existing literature that typically addresses these components
in isolation.

The survey also demonstrated how advanced paradigms—such as 5G/6G-enabled
architectures, DT systems, Al-driven analytics, and energy-aware networking—can be
cohesively orchestrated within the EVT framework to improve efficiency, adaptability, and
sustainability. In parallel, the role of policy and regulation was emphasized, particularly in
spectrum access, infrastructure development, education, and the design of farmer-centric
platforms, all of which are essential for inclusive adoption.

Future work should further refine EVT into a more explicit evaluative framework
for DA, with clearer cross-layer mappings, interpretation guidelines, and possible formal
modeling for rural and remote deployment scenarios.

In general, this work shows that B-IoT, when combined with EVT-driven integra-
tion, offers a viable pathway towards intelligent, adaptive, and sustainable agricultural
ecosystems in rural environments. Realizing this potential will depend on coordinated
technological innovation, supportive regulatory frameworks, and inclusive design strate-
gies that ensure accessibility for farmers of varying scales. Together, these elements can
contribute meaningfully to long-term agricultural sustainability, food security, and rural
socio-economic development.
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