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Abstract

Industrial control systems (ICS), which manage critical infrastructure such as power grids
and water treatment, are increasingly exposed to cyber threats and operational faults as their
connectivity to external networks grows. Al-based anomaly detection has emerged as a key
defense, yet three limitations restrict its practical deployment: (i) detected anomalies are
treated uniformly without distinguishing between transient faults and intentional attacks,
hindering tailored incident response; (ii) the trade-off between detection accuracy and the
false-positive rate burdens experts with extensive manual triage and delays prompt action;
and (iii) prevailing feature-attribution Explainable AI (XAI) techniques such as SHAP and
LIME produce fragmented sensor-level explanations and fail to capture correlations among
sensors in time-series data, undermining trust in model decisions. To address these gaps,
this paper proposes a graph-based deep learning framework that (a) defines anomaly
types in terms of the anomalous-sensor ratio measured before and after smoothing—which
operationalizes the correlation-maintenance principle that faults keep coupled sensors
jointly anomalous while attacks isolate them—enabling explicit separation of faults, attacks,
false positives, and false negatives; (b) identifies ambiguous decisions near the detection
threshold as candidate false alarms via dynamic threshold smoothing; and (c) provides
correlation-aware graph visualizations for intuitive interpretation. Experiments on the
Secure Water Treatment (SWaT) dataset center on this post-detection layer: built on a
standard graph-based detector (Fl-score 0.787 at Top-K = 10) that serves only as the
substrate, the categorization separates faults from attacks, and the subsequent ambiguity
analysis identifies false negatives with 83% precision and false positives with 73% precision.
By separating attacks from faults and surfacing high-likelihood false alarms together with
intuitive sensor-correlation explanations, the proposed approach reduces analyst workload
and supports more reliable, prioritized incident response in ICS environments.

Keywords: anomaly detection; graph; correlation; attack; fault; false alarm

1. Introduction

Artificial intelligence (AI) has moved beyond convenience-oriented applications into
safety- and security-critical domains, including autonomous vehicles, medical diagnos-
tics, and industrial process control [1]. In these settings, Al no longer merely suggests
outcomes; it participates in or triggers actions whose failure carries operational or human
cost. This expansion places new demands on how Al systems are validated, interpreted,
and supervised.
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Industrial control systems (ICS), which operate national infrastructure such as electric-
ity, water, and gas networks, have traditionally been isolated and optimized for availability.
The push toward smart environments has increasingly connected these systems to external
networks, raising their exposure to cyber threats [2,3]. Al-based anomaly detection has
emerged as a principal defense against both faults and attacks in ICS [4], but its operational
deployment faces three persistent challenges.

The first challenge is that anomaly types are not consistently defined. Faults and
attacks are frequently collapsed into a single “anomaly” class, even though they demand
very different responses [5]: a transient fault driven by environmental change may self-
correct, whereas an attack that deliberately manipulates sensor readings can produce
persistent and operationally critical effects. Without a principled way to separate the two
at detection time, every flagged event must be triaged uniformly, which is inefficient in
availability-critical environments.

The second challenge is the well-known trade-off between detection accuracy and the
false-positive rate [6]. Pushing recall higher tends to inflate false positives, lengthening
expert review and delaying action. Tools that can flag ambiguous decisions near the
detection threshold—rather than simply tuning the threshold itself—would shorten this
loop and surface cases worth re-examining.

The third challenge is interpretability. Modern Al models behave as black boxes,
and trusting their decisions in ICS requires understanding why a given time point is
flagged [7,8]. Mainstream Explainable AI (XAI) techniques applied to time series [9,10]
attribute importance to individual sensors but rarely capture the correlations between them,
which is precisely the information an expert needs to trace how an anomaly propagates
through coupled sensors.

These challenges are concrete in practical ICS operations. In furnace temperature con-
trol, where a heater must track a setpoint under wireless IoT supervision [11], a maliciously
manipulated temperature reading and a transient thermal disturbance call for opposite
responses; likewise, in water-level regulation at treatment plants and in pressure and strain
monitoring of natural-gas pipelines [12], a localized sensor fault and a coordinated attack
demand different interventions. In each setting the proposed framework helps operators
by separating attacks from faults so that high-impact cases are prioritized, by surfacing
likely false alarms before they trigger unnecessary shutdowns, and by tracing—through
sensor correlations—which downstream sensors a disturbance is likely to reach.

These three challenges are not independent; they all hinge on the same underlying
signal—how sensors co-vary around a flagged time point. Whether an event is a fault or an
attack, whether a near-threshold decision is a false alarm, and how an anomaly propagates
across sensors are all read from a single per-time-point structure: the top-K correlation
graph together with the pre- and post-smoothing counts of anomalous sensors. Addressing
them as separate tasks would recompute this structure redundantly and risk mutually
inconsistent verdicts, whereas deriving all three from one analysis lets categorization, false-
alarm identification, and interpretation reinforce one another. We therefore address them
jointly within a single post-detection framework.

The main contributions of this paper are summarized as follows:

1.  Correlation-based anomaly type definition. We define faults, attacks, false positives,
and false negatives in terms of the anomalous-sensor ratio before and after smoothing,
which operationalizes the correlation-maintenance principle (faults keep correlated
sensors jointly anomalous; attacks isolate them), enabling prioritized response to
high-impact attacks rather than uniform triage of every detected anomaly.

2. Ambiguity-aware false alarm identification. We propose a dynamic threshold smooth-
ing procedure that flags decisions near the detection threshold as candidate false
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positives or false negatives, thereby reducing analyst workload and surfacing concrete
cases that can inform future model refinement.

3.  Correlation-aware graph interpretation. We introduce a graph-based interpretation
method that complements feature-attribution XAI such as SHAP and LIME by ex-
posing sensor-to-sensor correlations at decision points, providing intuitive causal
explanations that are otherwise fragmented in time-series settings.

The paper is structured as follows: Section 2 discusses the challenges in defining
anomalies and the reliability of Al model judgments. Section 3 reviews related studies on
Graph Neural Networks, anomaly detection, and XAL Section 4 details the proposed graph-
based model and the methods for interpreting faults, attacks, and false positives/negatives.
Section 5 presents experimental results using the SWaT dataset, illustrating the application
of the proposed methodology. Section 6 discusses the experimental validation results and
their contribution to improving anomaly detection. Finally, Section 7 outlines future work
and concludes the paper.

2. Motivation
2.1. Lack of Definition for Anomaly Types: Challenges in Responses

Existing anomaly detection systems do not provide a principled way to separate faults
from attacks. The term “anomaly” is defined broadly—typically as any deviation from
learned normal behavior—and its interpretation varies across studies, with few works
anchoring it in specific observable criteria. As a result, every flagged time point must
be triaged the same way, regardless of whether it stems from a benign environmental
fluctuation or a deliberate intrusion that demands immediate response. Compounded
by the accuracy/false-positive trade-off, this blanket treatment imposes excessive expert
workload and delays action precisely where availability matters most. A categorization
scheme that ties anomaly type to observable characteristics, rather than ad hoc threshold
tuning, would allow analysts to prioritize the high-impact cases without scrutinizing
every detection.

2.2. Al Model Interpretability and Time-Series XAl Limitations

With the enhancement in the performance of Al models, a concurrent increase in their
complexity is observed, which adversely affects their interpretability. This challenge is
particularly pronounced in the context of time-series data, where interpretative studies are
relatively less developed.

The two most widely adopted post hoc XAl techniques, LIME [7] and SHAP [13,14],
compute per-feature attribution scores by perturbing inputs and observing the change in
model output. While effective for tabular or single-time-step classification, they exhibit two
structural limitations in ICS time-series settings. First, they treat sensors as independent
contributors: the attribution score for each sensor is computed in isolation, so coupled
sensors that move together—for example, a pressure sensor and a downstream flow sensor
sharing a hydraulic link—are reported independently with no signal that they form a
single physical chain. Consequently, when an attack on a single sensor cascades through
correlated sensors, feature-attribution methods flag all affected sensors with comparable
importance, leaving the expert to manually trace which sensor is causal and which is
downstream. For instance, in the SWaT testbed used in our experiments, a manipulation of
the upstream pH sensor AIT202 propagates anomalies to AIT402 and FIT301 within minutes
(Case 3 in Section 5); a feature-attribution method will surface all three sensors but cannot
expose the dependency that makes AIT202 the actionable root cause. Second, mainstream
SHAP and LIME variants explain a single time step or a flattened window, so persistent
correlations between sensors over time are not part of the explanation. A recent survey on
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XALI for time-series data [6] confirms this gap: existing feature-attribution methods provide
fragmented, time-step-local explanations rather than coherent interpretations across sensor
interdependencies.

These limitations together leave a gap that this paper aims to fill: an explanation that
explicitly represents sensor-to-sensor correlations and exposes how they change at decision
points. By constructing a correlation graph over the top-K key sensors at each time point
(Section 4), the proposed approach renders the physical and statistical couplings as edges,
so that experts can read off both the focal anomalous sensor and the chain of correlated
sensors that warrant follow-up. Correlation heatmaps and impact-sensor subgraphs further
translate these dependencies into intuitive visual artifacts, enabling the prompt, prioritized
response that availability-critical ICS environments demand.

3. Related Work

A graph neural network (GNN) is a type of machine learning model designed to
process data structured in the form of graphs, comprising nodes and edges. This model
is particularly adept at handling the complex, interconnected nature of graph-shaped
data, common in various real-world scenarios. For instance, chemical compounds can
be effectively represented as graphs, with nodes symbolizing atoms or chemical entities
and edges denoting chemical bonds. Similarly, the structure of the web can be modeled
as a graph, where individual webpages are the nodes and the hyperlinks between them
constitute the edges [15]. The primary function of a GNN is to model the interactions
between each node and its adjacent nodes. Utilizing neural networks, GNNs learn to create
embeddings that encapsulate the characteristics of each node. These learned embeddings
can then be applied to predict or analyze interactions among the nodes.

The foundational algorithms of GNN models include message passing and readout [16].
Message passing involves each node in the graph receiving and integrating information
from its neighboring nodes, thereby updating its state. During this process, nodes assimilate
messages from their connected neighbors and amalgamate these messages to revise their
state. The readout process aggregates information across all nodes to deduce the overall
characteristics or representation of the entire graph. To refine this aggregation, methods such
as the graph attention network (GAT) have been introduced, which allocate weights based on
the importance of information, rather than treating all nodes equally [17]. A parallel line of
work studies when such neighborhood aggregation helps, showing that its benefit depends on
the homophily of the graph—whether connected nodes share similar labels or behavior—and
that heterophilic structure can hinder node-classification GNNs [18].

In the time-series anomaly detection literature, a recurring issue is the absence of
a consistent distinction between faults and attacks: many studies treat these terms in-
terchangeably or collapse them into a single “anomaly” class. A simulation study on a
gasoline-factory segment using Modelica data [19] does separate certain faults that do
not require expert analysis, motivating differentiated treatment of attacks. To control the
false-positive rate and improve detection quality, several strategies have been proposed,
including dynamic thresholds learned from denoising autoencoders [20] and stacked
sparse autoencoders applied to fault diagnosis of rotating machinery [21]. These meth-
ods, however, focus on detection-side improvements; they do not characterize why a
flagged time point is ambiguous, nor whether the underlying cause is a transient fault or a
deliberate attack.

Graph-based anomaly detection has emerged as a way to capture inter-sensor structure
that scalar or sequence models miss. In ICS sensor-fault detection, E-SFD [22] models
sensor relationships to attribute faults to specific sensors, and Anomal-E [23] demonstrates
self-supervised graph-based intrusion detection at the network level. These approaches
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confirm that graph structure improves detection and per sensor attribution, but they
remain detection-oriented and do not address downstream categorization of anomalies or
correlation-aware interpretation across sensors.

As models grow more complex and behave as black boxes [8], XAI research has
expanded to interpret their judgments [24]. Feature-attribution methods such as LIME [7]
and SHAP [13,14] compute per-feature contributions and have been applied to industrial
settings via custom local explainers such as CLE [25]. A complementary line of work
generates representative patterns and measures pattern similarity to interpret the presence
and degree of anomalies in each feature [26,27]. These approaches share two structural
limitations relevant to ICS: they explain each sensor in isolation, and they do not natively
expose temporal correlations between sensors. As a result, when an attack on one sensor
propagates through correlated sensors, feature attribution surfaces all affected sensors at
once but cannot reveal the dependency chain that drives expert response.

Three gaps therefore remain across the literature reviewed above. First, anomalies are
detected but rarely categorized into actionable types such as fault versus attack: neither
autoencoder-based detectors [20,27] nor graph-based ICS detectors such as E-SFD [22]
and Anomal-E [23] draw this distinction, and even works that simulate cyber-attacks on
industrial processes [19] report faults and attacks under a unified anomaly label. Second,
false alarms near the detection threshold are mitigated by dynamic thresholding [20], but
their systematic identification and interpretation as false positives or false negatives are
not addressed. Third, XAl for time-series anomaly detection, whether via LIME [7] and
SHAP [13], industrial extensions such as CLE [25], or pattern-similarity methods [26],
remains feature-isolation based and leaves sensor-to-sensor correlations unexplained.
The framework proposed in this paper targets the three gaps simultaneously: it defines
anomaly categories from correlation characteristics, identifies false alarms via ambiguity
analysis at the detection threshold, and exposes sensor correlations through graph-based
interpretation.

4. Proposed Approach

Building a dependable Al-based anomaly detector requires both interpretable deci-
sions and a principled vocabulary for what counts as “anomalous.” Current XAl techniques
explain individual feature contributions but rarely capture causal relationships in time-
series data, and the lack of a consistent definition of anomaly types forces analysts to triage
every detection from scratch.

This section proposes an approach that addresses both gaps. We categorize detected
events into four types—faults, attacks, false positives, and false negatives—based on
correlation characteristics, and we introduce graph-based interpretation methods that
expose sensor correlations at decision points. Together, the categorization and interpretation
layers identify the specific time points and sensor sets that warrant expert intervention.

4.1. Overview

As illustrated in Figure 1, the framework consists of an upstream detector and the
proposed post-detection layer. The detector is the Graph Deviation Network (GDN) [28]:
at each time point it forms a top-K correlation graph over the sensor embeddings, forecasts
each sensor through graph attention, and flags anomalies from the per sensor deviation
between predicted and observed values. This stage relies on standard techniques and
is not a contribution of this work. The proposed post-detection layer then consumes
the detector’s outputs—the anomaly flags, the per sensor error scores, and the learned
correlation graph—to (i) count the anomalous sensors among the top-K before and af-
ter smoothing, (ii) categorize each flagged time point as a fault, attack, false positive, or
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false negative using the anomalous-sensor ratio before and after smoothing (which opera-
tionalizes correlation maintenance over the top-K correlated sensors), and (iii) produce a
correlation-aware, category-specific interpretation. The novelty of this work resides entirely
in this post-detection layer, which is agnostic to the specific upstream detector.
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Figure 1. Overall framework. An upstream Graph Deviation Network (GDN) detector (left, dashed

grey box) produces anomaly flags, per sensor errors, and the learned top-K correlation graph; the
proposed post-detection layer (right) consumes these to categorize each anomaly as fault, attack,
false positive, or false negative and to produce correlation-aware interpretation. The detector is a
standard substrate and is not a contribution of this work.

4.2. Anomaly Types Definition

The term “anomaly” often encompasses both faults and attacks, yet in scenarios where
attacks can result in severe consequences requiring immediate response, a comprehensive
anomaly detection approach that includes both may prove inefficient. Moreover, attacks
can precipitate unexpected faults. To differentiate between the two, this section provides
examples and uses distinct characteristics to define types.

In fault scenarios, the focus is on undesirable events, failures, or quality deterioration.
For example, in a water treatment setting, abrupt environmental changes such as rapid
temperature fluctuations can cause anomalies in temperature sensors, possibly affecting
pressure or water quality sensors. Automated systems typically adjust parameters to rectify
such anomalies. If unsuccessful, expert intervention may be necessary. Characteristics of
faults include the maintenance of correlations and a higher count of anomalous sensors.

Conversely, attacks involve intentional disruptions by external elements, hindering
normal operation. In the water treatment example, an external intrusion might deliberately
alter a specific temperature sensor’s reading while keeping other sensors normal. This
results in isolated anomalies, challenging the automated system. If persistent, this can lead
to critical faults, necessitating expert intervention. Characteristics of attacks include the
absence of correlation maintenance and fewer anomalous sensors.

These characteristics also aid in identifying false alarms. False positives, where normal
conditions are mistakenly flagged as anomalies, are discerned by comparing them with
genuine anomalies; false negatives, where anomalies are incorrectly deemed normal, are
identified by contrasting them with actual normal instances. False positives tend to exhibit
a low count of anomalous sensors after smoothing, low anomaly scores, and low correlation
values, in contrast to the initially elevated pre-smoothing count that prompted the detection;
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false negatives, by contrast, exhibit a high count of anomalous sensors both pre- and post-
smoothing, high anomaly scores, and high correlation values.

To make these criteria precise, we formalize the anomalous-sensor ratio and the
anomaly score over the top-K key sensors at each time point ¢. Writing th) and Z i(t) for
the normalized per sensor error score before and after smoothing and T; for the per sensor
anomaly threshold (all defined in Section 4.3), each key sensor is flagged before and after
smoothing by

=120 >4, a0 =120 > 4] 0

where 1[-] is the indicator function. The anomalous sensor ratio is the fraction of key sensors
flagged as anomalous, evaluated before and after smoothing;:

1 1 K
=g La’ s g a’ €l o)
1=

ngks

i

Let A®) = {i: ﬁft) = 1} be the key sensors that remain anomalous after smoothing.

Because the top-K sensors are, by construction, the most mutually correlated peers selected
(£)

post
computable proxy for correlation maintenance: when a disturbance propagates through

from the learned embeddings, the size of A(t)—equivalently r.’.—serves as a direct,

coupled sensors (a fault), several of these correlated sensors remain jointly anomalous
(t)
pos

few, collapsing r

and r_J stays high, whereas an isolated manipulation (an attack) leaves only one or a

t t
}(Jgst' z( 7 )
are not thresholded as a separate decision variable; instead they are displayed directly

The underlying pairwise correlations c;;” between sensors i and j
as correlation heatmaps in the case studies (Section 5) to corroborate each categorization.
Finally, s(*) denotes the aggregate anomaly score on which detection is based, so that the
detector predicts time point ¢ as anomalous when s(*) > .

Given these quantities, the four categories are separated by the decision rules in
Table 1, which operate on the pre- and post-smoothing anomalous-sensor ratios. Among
the points the detector flags as anomalous, a fault retains a high post-smoothing ratio while
an attack collapses to a few anomalous sensors after smoothing; a false positive is the
limiting case whose post-smoothing ratio drops to its lowest, and is therefore identified as
the subset of the attack pool with the smallest residual count. Among the points predicted
to be normal, a false negative is one that nonetheless retains a high anomalous-sensor
ratio both before and after smoothing. The thresholds 7¢ and 7, (post-smoothing fault and
attack counts), 7, (pre-smoothing count), and 7rp, Trn (post-smoothing false-alarm counts),
together with the detection threshold 6, are calibrated empirically; the specific values used
in our experiments are reported in Section 5. The separation of faults from attacks rests
on the canonical pattern in which faults preserve inter-sensor correlation while attacks
break it; boundary cases that can violate this assumption—stealthy multi-point attacks and
localized single-sensor faults—are discussed in Section 6.

Figure 2 visualizes these rules as decision regions. Part (a) plots the anomalous points
in the plane of the pre- and post-smoothing ratios r}(fr)e and rl()i))st:
share a high pre-smoothing ratio, and the post-smoothing ratio then separates faults (which

the detector’s anomalies

stay high) from attacks and false positives (whose count collapses). Part (b) uses the

anomaly score s() and r}()tgst,

model-anomalous points and thereby exposing false negatives. The operational procedure

with the detection threshold 6 separating model-normal from

for measuring the pre- and post-smoothing counts—in particular, the dynamic threshold
smoothing—is detailed in Section 4.3.
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Figure 2. Decision regions for the four anomaly categories (cf. Table 1). (a) Detector-flagged (anoma-
lous) points share a high pre-smoothing ratio rpre; the post-smoothing ratio rpost then separates faults
(rpost > 5 /K, the correlated sensors stay jointly anomalous) from attacks (rpost < T;/K, the count
collapses), with the false positives being the subset whose residual count is smallest (rpost < Trp/K).
(b) In the plane of anomaly score s and rpost, the detection threshold 0 separates model-normal
points (false negatives at high rpost that also satisfy rpre > 7,/ K; true negatives otherwise) from
model-anomalous points (faults at high rpost; attacks and false positives at low 7post). The pairwise
correlations underlying the fault/attack distinction are shown directly via the heatmaps of Section 5.
Empirical threshold values are given in Section 5.

Table 1. Decision rules separating the four anomaly categories from the detector’s prediction and
the pre-/post-smoothing anomalous-sensor ratios of Equation (2). Thresholds are expressed as
sensor counts over the K key sensors; the empirical values are given in Section 5. The false-positive
criterion (tpp < T,) isolates, within the low-post-count attack pool, the points whose anomalous
signal collapses furthest after smoothing.

Model Prediction Condition Category
Anomalous (s(*) > 6) r}(fgst > 1¢/K Fault
Anomalous (s(*) > 6) rggst <7/K Attack
Anomalous (s > 6) rr(,tgst < 17rp/K (subset of Attack) False positive
Normal (s(t) <0 rﬁfﬁe > 1,/K and r}(fgst > 1N/ K False negative
Normal (s*) < 6) otherwise True negative

4.3. Detection and Interpretation Pipeline

The graph-extraction, per sensor scoring, and smoothing stages described in this
subsection follow established practice in graph-based time-series anomaly detection and
are not, in themselves, claimed as novel. Concretely, we adopt the Graph Deviation
Network (GDN) [28], a graph-attention reconstruction model, as the underlying detector.
They are presented for completeness because they produce the substrate—per-time-point
correlation graphs, per sensor anomaly scores, and pre- and post-smoothing anomalous-
sensor counts—on which the categorization and interpretation layer (the actual contribution
of this work) operates. The layer is agnostic to the specific detector and could be paired
with an alternative upstream model.

4.3.1. Correlation and Graph Extraction

At each time point, the framework identifies the top-K sensors with the strongest
mutual correlations and builds a subgraph from them. The input data first pass through an
embedding layer that produces an initial vector for each sensor. Cosine similarities between
these vectors are then computed via matrix multiplication, and the K sensors with the
strongest mutual similarities are retained as the nodes of the subgraph at that time point,
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with edges between them weighted by their pairwise cosine similarities. Repeating this
construction across all time points yields the full graph. The resulting subgraphs and the
overall graph structure expose the system architecture and the inter-sensor relationships at
each examined time point.

4.3.2. Per-Sensor Anomaly Scoring

For each key sensor i and time point ¢, the framework compares the actual sensor value

o8

the absolute difference between the two:

Sft) with the model’s prediction S;’. The per sensor error score, defined in Equation (3), is

O]

Err score; =

s =50 ©)

Because sensors have different value distributions and error scales, the raw error
scores must be normalized so that the detection is not biased toward any single sensor.
Equation (4) applies this normalization, where p; and 0; denote the median and interquartile

O]

range of Err score; ’, respectively.

®) _ 3.
20 _ Err score; P; )

1 61

4.3.3. Error Score Smoothing

Anomaly detection over the top-K key sensors can produce excessive false positives.
To mitigate this, we apply dynamic threshold smoothing that adapts to the test data. Per-
sensor thresholds are placed near the top-0.05% quantile, following common practice in
time-series anomaly detection [1], and are obtained as the mean of heuristic thresholds
derived from the training and test data.

Smoothing is applied to the per sensor error scores so that transient spikes that do not
reflect a sustained anomaly are suppressed before thresholding. The effect of smoothing is
then read off the count of key sensors flagged as anomalous at each time point: comparing
the pre- and post-smoothing counts together characterizes the four anomaly categories
defined in Section 4. A high count both pre- and post-smoothing indicates a fault. A
low count post-smoothing indicates an attack. An initially high count that drops after
smoothing flags a candidate false positive. Conversely, a normal-side prediction with
persistently high counts both pre- and post-smoothing flags a candidate false negative.

4.3.4. Interpretation Method

The interpretation is assembled from the visual artifacts produced by the post-
detection layer in Figure 1. The correlation graph built from the top-K sensors makes
inter-sensor relationships explicit, while a correlation heatmap encodes the numerical
strength of those relationships—red indicates high correlation, blue indicates low corre-
lation. Together, the heatmap and the impact-sensor subgraph allow an analyst to read
off the sensors most affected at the time point under analysis and to compare their actual
values with those observed during normal and anomalous periods.

The resulting picture pinpoints where intervention is needed. For faults, the responsi-
ble sensor and its correlated neighbors can be identified together, exposing the causal chain.
For attacks, additional sensors that may be affected downstream become visible through
the correlation edges, narrowing the set of sensors that warrant further inspection.

5. Experiment

This section presents the experimental results of applying the proposed approach.
The focus is on identifying the four anomaly categories—faults, attacks, false positives,
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and false negatives—and interpreting representative cases through visualizations and
numerical data.

The experiments were conducted on an Intel Xeon Gold 6226 2.7 GHz server with
128 GB of RAM and an NVIDIA Tesla T4 16 GB GPU, using Python 3.11.5 within Anaconda 3
and Jupyter Notebook 7.0.6.

5.1. Dataset

The SWaT dataset, collected by iTrust (Centre for Research in Cyber Security) and
SUTD (Singapore University of Technology and Design) from a water treatment test plat-
form, was employed for the experiments [29]. The composition of the dataset is detailed in
Table 2. The training data encompass all normal operating data, amounting to 991,800 in-
dices (about 275.5 h in total, Table 2). The test data consist of 36 abnormal scenarios, totaling
449,909 indices (about 125 h). Overall, the dataset features a total of 51 attributes [30].

Table 2. Dataset composition.

Dataset Files Attack Counts Interval (h) Size (MB)
train0.csv - 138 142
Train trainl.csv - 137.5 145
total - 275.5 287
Test test0.csv 36 125 130
total 36 125 130
5.2. Al Model

We emphasize at the outset that the contribution of this work lies in the categorization
and interpretation layer that runs on top of the detector, rather than in raw detection
accuracy. Accordingly, the detection results reported in this subsection serve as the input
substrate for the identification and interpretation analyses presented in the subsequent
subsections, and are not intended as a head-to-head benchmark against detection-focused
baselines. In short, this paper concerns how a detector’s outputs are categorized, triaged,
and interpreted—mnot whether the detector itself advances raw detection accuracy.

Models with three different top-K parameters were developed using a graph-based
approach and subsequently evaluated for performance. The training and validation ratios
for all models were established at 8:2. Performance results for top-K parameters of 5, 10,
and 15 are tabulated in Table 3. The model with the top-K parameter set to 10 demon-
strated optimal performance and was used as the underlying detector for the identification
and interpretation of anomalies by type. Throughout this paper we use the standard
confusion-matrix terminology: a true positive (TP) is an actual anomaly correctly flagged
as anomalous; a false positive (FP) is a normal time point incorrectly flagged as anomalous;
a true negative (TN) is a normal time point correctly identified as normal; and a false
negative (FN) is an actual anomaly that the model incorrectly classifies as normal. Table 4
summarizes these counts on the test set. Out of a total of 449,909 test indices, 54,621 are
actually anomalous and 395,288 are actually normal. The Al model flagged 40,491 indices as
anomalous—comprising 37,426 true positives and 3065 false positives—and 409,418 indices
as normal, of which 17,195 are false negatives (actual anomalies missed by the model).

Table 3. Al model performance metrics across top-K (SWaT).

Methods TopK =5 TopK =10 TopK =15
F1 Score 0.738 0.787 0.74
Precision 0.912 0.925 0.99
Recall 0.62 0.685 0.59
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To confirm that these results are stable across random initializations, we also evaluated
the Top-K = 10 model over five random seeds, obtaining a precision of 0.925 + 0.008, a
recall of 0.685 £ 0.010, and an F1-score of 0.787 = 0.009 (mean =+ 95% confidence interval).
The narrow intervals indicate robustness to stochastic training variance; these figures
characterize the reliability of the substrate on which the interpretation layer operates, not a
competitive detection benchmark.

Table 4. Al model anomaly detection summary.

Prediction
Total Normal Attack
Normal Attack
449,909 395,288 54,621 409,418 40,491
True positives False negatives False positives
37,426 17,195 3065

After anomaly detection, each time point is categorized into one of the four anomaly
types defined in Section 4:

1.  For every time point, we examine the per sensor anomaly status of the top-K key
sensors, both before and after applying smoothing. In this experiment K = 10, so the
analysis at each time point focuses on its top 10 sensors.

2. Categorization then uses the count of anomalous sensors before and after smoothing,
which serves as a proxy for the preservation of correlations among the top-K sen-
sors. Time points predicted as normal by the model yield candidate false negatives,
while time points predicted as anomalous yield candidates for false positives, faults,
and attacks.

Concretely, the symbolic thresholds of the decision rules in Table 1 take the following
values in our experiments (K = 10). Among the detector-flagged points, the fault/attack
separation is placed on the post-smoothing count at 7y = 3 (fault) and 7; = 2 (attack), which
partition the anomalous pool; the false positives are the subset whose post-smoothing count
collapses to trp = 1. False negatives, drawn from the points predicted normal, require a
saturated pre-smoothing count 7, = 10 (i.e., rpre = 1.0) together with a post-smoothing
count of at least Try = 5. The sensitivity of the identification results to these threshold
choices is examined later in this section.

5.3. Robustness and Sensitivity Analysis

Because the categorization thresholds in Section 4 are calibrated empirically, we
examine how sensitive the framework is to its main hyperparameters. Table 5 varies the
temporal window size and Table 6 sweeps the detection-threshold percentile on SWaT; the
top-K comparison was given in Table 3.

Table 5. Window-size sensitivity (Top-K = 10, stride 1) on SWaT.

Window Prec. Rec. F1

5 0.952 0.647 0.770
10 0.925 0.685 0.787
20 0.913 0.658 0.765

The framework is stable in the neighborhood of its operating point—around the chosen
window size and top-K, the F1-score varies by only a few points. The detection threshold,
however, is calibrated empirically (the optimum lies near the 91st percentile here) and
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would require recalibration in a different ICS environment rather than being transferred
unchanged, which we note among the limitations.

Table 6. Threshold-percentile sensitivity on SWaT. The optimal operating point lies near the 91st
percentile.

Percentile Prec. Rec. F1

50th 0.214 0.883 0.345
60th 0.255 0.840 0.391
70th 0.323 0.799 0.460
80th 0.434 0.715 0.540
90th 0.845 0.696 0.763
95th 0.973 0.401 0.568
97th 0.968 0.239 0.384
99th 0.922 0.076 0.140
Optimal 0.925 0.685 0.787

Because the contribution of this work is the post-detection layer rather than the
detector, the most decision-relevant ablation is the effect of the smoothing and threshold
steps on false-alarm identification, reported directly in Section 5: the pre- versus post-
smoothing comparison in Figure 3 and the threshold sweeps in Tables 7 and 8 isolate
how much each step contributes to identifying false negatives and false positives. The
categorization step itself is post hoc and does not alter the detection metrics; its contribution
is measured by the false-negative and false-positive identification precision reported there.
Detector-internal choices such as the graph construction are part of the substrate and are
reflected in the top-K sensitivity above.

Normal Time Index Normal Time Index
Before Smoothing After Smoothing
Anomaly Time Anomaly Time
Sensor Index Sensor Index
counts Counts Counts Counts
3 459 0 332,751
4 5092 1 68,555
5 28,432 2 6359
6 90,464 3 1148
7 114,893 4 302
8 104,212 5 164
9 51,951 6 137
10 13,915 7 2

(a) Normal Time Points

Anomaly Time Index Anomaly Time I.ndex
Before Smoothing After Smoothing
. Anomaly Time
Anomaly Time Sensor Index
Sensor Index Counts Counts
counts Counts
1 328
4 ! 2 4250
5 19 —_ 3 14,109
6 38 4 13,867
5 6025
7 5% 6 515
8 1685 7 391
8 291
9 7038
9 337
10 31,115 10 378

(b) Anomaly Time Points

Figure 3. Impact of smoothing on time points categorized as normal and anomalous by the Al model.
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Table 7. False-negative identification across pre- and post-smoothing count thresholds. The bolded
row corresponds to the criterion adopted in this study (10 pre-smoothing, 5 post-smoothing), yielding
248 flagged points with 83% precision.

Pre-Smoothing Post-Smoothing Total Flagged Correct Incorrect Precision

9 4 528 227 301 43%
9 5 300 212 88 71%
10 4 300 212 88 71%
10 5 248 207 41 83%

Table 8. False-positive identification across pre- and post-smoothing count thresholds. The bolded
row corresponds to the criterion adopted in this study (10 pre-smoothing, 1 post-smoothing), yielding
328 flagged points with 73% precision.

Pre-Smoothing Post-Smoothing Total Flagged Correct Incorrect Precision

9 1 211 132 79 63%
9 2 3875 864 3011 22%
10 1 328 240 88 73%
10 2 4578 1419 3159 31%

5.4. Identification

Figure 3 shows the effect of dynamic-threshold smoothing on time points the Al model
predicted as normal and as anomalous. Before smoothing, both groups exhibit elevated
counts of anomalous sensors among the top 10, with the normal group only slightly lower;
this weak separation contributes to false positives. After smoothing, the two groups become
clearly distinguishable, as highlighted by the blue boxes: normal time points typically show
0 or 1 anomalous sensors, whereas anomalous time points show 3 or more.

The histograms in Figure 3 make the effect of smoothing quantitatively visible. For
normal-classified time points (Figure 3a), the dominant pre-smoothing counts of 7 and 8—at
114,893 and 104,212 time points, respectively—collapse after smoothing into counts of 0
(332,751 points) or 1 (68,555 points), reflecting the suppression of transient noise that would
otherwise inflate the false-positive rate. The anomaly-classified group shows the opposite
pattern (Figure 3b): pre-smoothing counts are concentrated at the high end (31,115 points
with 10 anomalous sensors), but smoothing redistributes the mass across a range from 1 to
10, with the largest concentrations at counts of 3 and 4 (14,109 and 13,867 points). The two
distributions cease to overlap meaningfully at counts of 3 or more, which justifies using the
post-smoothing count as the principal discriminator between the four anomaly categories.
The long tails—where anomaly-classified time points retain low post-smoothing counts
(1-2) or normal-classified time points retain high counts (>4)—are exactly the regions
in which the four categories defined in Section 4 emerge as identifiable cases, examined
individually in the three subsubsections below.

5.4.1. Case-1: False-Negative Identification

False negative candidates are extracted from Figure 3a, which corresponds to time
points predicted as normal by the model. Before smoothing, 65,866 of these points already
had 9 or 10 anomalous sensors among the top 10. After smoothing, points retaining 4 or
more anomalous sensors are prioritized as candidate false negatives. Table 7 reports correct
and incorrect identifications across several count thresholds. Using a criterion of 10 pre-
smoothing and 5 post-smoothing, 248 candidate points were flagged: 207 were confirmed
as actual anomalies (correct identifications) and 41 as normal (incorrect identifications),
giving an 83% precision in false-negative identification.
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The four row entries in Table 7 make the trade-off between the two thresholds explicit.
The (9, 4) criterion is the most permissive, flagging 528 candidates at only 43% precision
because it admits many near-threshold cases whose post-smoothing count of 4 is too weak to
discriminate true anomalies from noise. Tightening either threshold individually yields the
(9, 5) and (10, 4) variants, both of which collapse to 300 flagged candidates at 71% precision—
an indication that the two thresholds carry comparable discriminative power in isolation.
Requiring both simultaneously, in the chosen (10, 5) criterion, further trims the flagged set
to 248 candidates and lifts precision to 83%, showing that the high-confidence false-negative
signature is the simultaneous persistence of both pre- and post-smoothing evidence.

5.4.2. Case-2: False-Positive Identification

False-positive candidates are extracted from Figure 3b at time points predicted as anoma-
lous by the model. Before smoothing, 38,153 such points have 9 or 10 anomalous sensors.
After smoothing, points whose count drops to 2 or fewer are prioritized as candidate false
positives. Table 8 reports correct and incorrect identifications across count thresholds. Using
a criterion of 10 pre-smoothing and 1 post-smoothing, 328 candidate points were flagged:
240 were confirmed as normal (correct identifications) and 88 as actual anomalies (incorrect
identifications), giving roughly 73% precision in false-positive identification.

The four row entries in Table 8 show that the post-smoothing count is the domi-
nant axis for this case. With a post-smoothing count of 2, the candidate set inflates to
3875 or 4578 points at only 22-31% precision, because the criterion now also captures
attack-classified time points that retain a small anomalous-sensor signature. With a post-
smoothing count of 1, the candidate set is much tighter and precision rises sharply. The (10,
1) criterion adopted in this study is therefore the cleanest operating point for FP-specific
identification: requiring the post-smoothing count to collapse to a single residual sensor iso-
lates the time points whose anomaly signal does not persist after smoothing—the signature
of a transient detector spike rather than a sustained anomaly.

5.4.3. Case-3: Attack/Fault Identification

Among the points predicted as anomalous, we further separate attacks from faults
using the criteria defined in Section 4: faults retain high correlations and a high count of
anomalous sensors both before and after smoothing, whereas attacks exhibit low correla-
tions after smoothing and only 1-2 anomalous sensors. In Figure 3b, the blue-boxed regions
correspond to faults, and the regions with 1 or 2 anomalous sensors correspond to attacks.
The dataset is thus split into 35,913 fault instances and 4578 attack instances, providing a
prioritized basis for downstream interpretation.

The split is highly asymmetric: faults account for 88.7% of the predicted anomalies and
attacks for the remaining 11.3%. Concentrating expert attention on the smaller attack pool
is consistent with the availability-first posture of ICS operation, since the larger fault pool
is dominated by transient deviations that automated controllers typically absorb, whereas
the attack pool is where critical-impact cases concentrate. The attack pool also overlaps
deliberately with the false-positive candidates of Case-2, because both populations share a
low post-smoothing count; the 328 false-positive candidates flagged earlier are therefore
drawn from the 4578 attack-classified points rather than from the fault pool. The two layers
thus serve complementary roles—Case-2 separates the genuine normal events that slipped
past the detector from the candidate attacks, while Case-3 separates the remaining anomaly
pool into actionable attack candidates and routine faults.

5.5. Interpretation

For each identified case, we interpret it by combining five pieces of information at the
time point of interest:
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1. Err score and anomaly status of the top 10 sensors, indicating how far each sensor
deviates from its prediction and whether it is flagged as anomalous;

2. Subgraph of key sensors, visualizing the inter-sensor structure at that time point;

3.  Correlation heatmap of the top 10 sensors, encoding the numerical strength of inter-
sensor correlations;

4.  Impact-sensor analysis, extending from the anomalous sensors to neighbors that may
be influenced through correlation edges;

5. Sensor-value visualization, comparing the actual readings of the key sensors at the
time point against their normal-period values.

5.5.1. Case-1: Interpretation of False-Negative Cases

At time point 436,577, which the Al model predicted to be normal but which is actually
anomalous, we examined the top 10 key sensors: MV101, FIT301, FIT401, FIT502, FIT501,
PIT503, PIT501, FIT503, FIT504, and MV304. Their subgraph is shown in Figure 4.

FIT504

PIT503

Figure 4. Impact sensor subgraph (false negatives).

The subgraph centers on PIT501, identifying it as the most influential sensor at this
time point. The correlation heatmap in Figure 5 (red: high correlation, blue: low correlation)
confirms that most of the top 10 sensors are strongly correlated. Before smoothing, all
ten sensors were flagged as anomalous; after smoothing, five remained: PIT503, PIT501,
FIT503, FIT504, and MV304.

FiTso1 - -
Firaor ----
FTsot - - -
-0.5
firsoz ---
FiTsos --- [

-0.7

FIT504

MV101

Hvsos -

PIT501

FITsos ----- --

FIT301 FIT401 FIT501 FIT502 FIT503 FIT504 MV101 MV304 PIT501 PIT503

Figure 5. Correlation coefficient heatmap (false negatives).

Figure 6 visualizes the impact sensors centered on these five anomalous nodes. Red
nodes are the flagged sensors, blue nodes are additional sensors of interest reachable
through correlation edges, and green nodes are sensors that connect into the flagged ones.
The same color convention is used for all impact-sensor graphs; green nodes therefore
appear only when sensors connect into the flagged ones, so in cases where no such sensor
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exists the graph contains only red and blue nodes. Beyond the five anomalous sensors, three
further sensors (FIT501, FIT401, FIT502) shown as blue nodes warrant follow-up analysis.

AT203

[ = N
P202 ./ 1
pTs02 / .
FIT201

P204 P602
P201

Figure 6. Anomalous sensor impact graph (false negatives).

According to the dataset annotations, the anomaly at this time point was induced by
manipulation of the P501 and FIT502 sensors, producing a fault. Figure 7 compares the
actual values of the five identified anomalous sensors with their normal-period values:
PIT501 and PIT503 in particular deviate sharply from normal and then recover, while the
remaining three sensors show preceding changes consistent with the propagation of the
induced fault.

Normal time points

Real Value

PIT503 = Purple 0,00 T Ty SR —

PIT501 = Blue 0 500 1,000 1,500 2,000 2,500 3,000 3,500
Time Index

FIT503 = Green

250
FIT504 = Orange 200

MV304 = Red 150

Real Value

50 Identified time points
] |

0.50 \

436,500 436,600 436,700 436,800 436,900 437,000 437,100
Time Index

Figure 7. Anomalous sensor value comparison (false negatives).

5.5.2. Case-2: Interpretation of False Positives Case

At time point 264,349, which the Al model initially flagged as anomalous but which
has been re-classified as normal under the criteria of Section 4, the top key sensors are
FIT201, MV201, AIT504, PIT502, MV101, AIT203, P502, MV304, and P201. Their subgraph
is shown in Figure 8.

The subgraph centers on the P201 sensor, identifying it as the most influential at this
time point. The correlation heatmap in Figure 9 shows that, in contrast to the fault case,
most sensors are marked in blue, confirming low correlations. Before smoothing, all of
these key sensors were flagged as anomalous; after smoothing, only P201 remained flagged.
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AIT203

AIT504

Figure 8. Impact sensor subgraph (false positives).

0.7
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AIT203 AIT504 FIT201 MV101 MV201 MV304 P201 P206 P502 PIT502

MV101

Mv201

MV304

P502

PIT502

Figure 9. Correlation coefficient heatmap (false positives).

Figure 10 visualizes the impact sensors around this single anomalous node, following

the same color scheme (red: flagged sensor; blue: additional sensors of interest; green:

sensors connecting into the flagged one). Beyond P201, three additional sensors shown
as blue nodes (P202, P404, AIT504) can be selected for follow-up. Figure 11 compares the
actual values of P201 with its normal-state distribution and shows a pattern that closely
matches normal behavior, confirming a false-positive detection.

AIT502

MV304

FIT201

PIT502 AIT504

Figure 10. Anomalous sensor impact graph (false positives).

According to the dataset annotations, this time point is in fact normal, validating the

false-positive identification.
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Figure 11. Anomalous sensor values comparison (false positives).

5.5.3. Case-3: Interpretation of Attack Case

At time point 7229, which the Al model flagged as anomalous and which our catego-
rization classifies as an attack, the top 10 key sensors are PIT501, AIT504, FIT501, PIT502,
P502, AIT202, FIT101, P203, AIT402, and FIT301. Their subgraph is shown in Figure 12.

o

I\
PIT501

£1T101
4

AIT504
Figure 12. Impact sensor subgraph (attack).

The subgraph centers on P502 and PIT502, identifying them as the most influential
sensors at this time point. The correlation heatmap in Figure 13 shows that, in contrast to
the fault cases above, most sensors are marked in blue, indicating low correlations.

Before smoothing, nine sensors (all but PIT501) were flagged as anomalous; after
smoothing, only AIT402 and FIT301 remained flagged. Figure 14 visualizes the impact
sensors around these two anomalous nodes: the two flagged sensors (AIT402, FIT301) are
shown as red nodes and the correlated sensors reachable from them as blue nodes. Two
additional sensors (AIT202, PIT502), which also appear in the subgraph of Figure 12, are
selected for follow-up.
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Figure 13. Correlation coefficient heatmap (attack).
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Figure 14. Anomalous sensor impact graph (attack).

According to the dataset annotations, this time point corresponds to an attack that
manipulated the AIT202 reading; its impact propagated to the actuator P203 and produced
unexpected downstream effects, with AIT402 and FIT301 becoming anomalous immediately
and PIT502 and AIT504 affected about two hours later.

Figure 15 shows the actual values of AIT202 (the source of the attack) and of the two
identified anomalous sensors AIT402 and FIT301, compared against their normal-state
values. AIT202 (blue) drops sharply from its normal-state values (red) at the identified time
point, confirming the manipulation. AIT402 and FIT301, while also deviating from normal,
do so far less dramatically than AIT202—consistent with their role as downstream sensors
affected by the attack rather than the manipulated source. The visualization thus makes the
attack’s propagation path explicit: AIT202 is the initiating sensor, and AIT402 and FIT301
are its downstream consequences.
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Figure 15. Anomalous sensor value comparison (attack).

https://doi.org/10.3390/ electronics15122705


https://doi.org/10.3390/electronics15122705

Electronics 2026, 15, 2705

20 of 25

5.5.4. Case-4: Interpretation of Fault Case

At time point 348,322, which the Al model flagged as anomalous and which our
categorization classifies as a fault, the top 10 key sensors are P603, P101, FIT101, FIT201,
P203, MV302, FIT301, P302, MV101, and P205. The subgraph in Figure 16 centers on MV101,
MV302, P205, and P302. The correlation heatmap in Figure 17 shows that most sensors are
marked in red, indicating high correlations among the top 10 sensors.

FIT301

Figure 16. Impact sensor subgraph (fault).
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2
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FIT101 FIT201 FIT301 MV101 MV302 P101 P203 P205 P302 P603

Figure 17. Correlation coefficient heatmap (fault).

Before smoothing, all ten sensors were flagged as anomalous; after smoothing, six
remained flagged: P203, MV302, FIT301, P302, MV101, and P205. Figure 18 visualizes
the impact sensors around these six anomalous nodes, with the flagged sensors shown as
red nodes and the correlated sensors reachable from them as blue nodes. Three further
sensors shown as blue nodes (P101, FIT101, FIT201), which also appear in the subgraph of
Figure 16, can be selected for follow-up. According to the dataset annotations, the fault
was induced by manipulating P302, with no anomalies beyond the expected propagation.
Figure 19 compares the actual values of the six anomalous sensors against their normal-state
values, showing significant decreases at the identified time point that confirm the fault.
The subgraph, impact-sensor graph, and value comparison together provide an intuitive
picture of the fault and pinpoint the sensors that warrant further analysis.
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Figure 19. Anomalous sensor value comparison (fault).

6. Discussion

We applied the proposed framework to the SWaT dataset and used the pre- and
post-smoothing anomalous-sensor ratios, together with the anomaly score, to separate
faults, attacks, false positives, and false negatives from a single pool of detected events; the
inter-sensor correlation structure that motivates the fault/attack distinction is then made
explicit through the case-study heatmaps.

Three findings stand out. First, separating faults from attacks at detection time enables
prioritized response: rather than triaging every flagged event identically, analysts can
focus expert attention on the smaller subset of high-impact attack candidates. Second, the
ambiguity analysis recovers candidate false negatives and false positives near the detection
threshold with identification precision of 83% and 73%, respectively, (Tables 7 and 8); these
candidates are concrete cases an expert can re-examine, and they can feed back into model
retraining. Third, the graph-based interpretation makes sensor-to-sensor correlations
explicit at decision points, going beyond per-feature attribution and aligning with the
propagation patterns documented in the SWaT scenarios (see Case 3 in Section 5).

These outcomes were validated against the anomaly timestamps released with
SWaT [29]: the categorization recovers the intended fault/attack distinctions, and the
impact-sensor subgraphs correctly highlight the sensors influenced by manipulated inputs.
By replacing fixed-threshold blanket triage with characteristic-based categorization, the
framework provides a more credible basis for downstream expert review in availability-
critical environments.

Graph homophily and the role of heterophily. A natural question is how the ho-
mophily or heterophily of the constructed graph affects the approach [18]. Two points are
worth noting. First, the homophily principle of [18] concerns node classification, where
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aggregating over dissimilar (heterophilic) neighbors can degrade label prediction; our
framework does not classify node labels but uses the graph to reconstruct sensor values
and, post hoc, to interpret inter-sensor structure, so this failure mode does not apply directly.
In addition, the detector aggregates only over the top-K most correlated peers selected
from the learned sensor embeddings, with attention weighting, rather than over arbitrary
neighborhoods, which structurally limits the influence of weakly related sensors. Second,
and more importantly, the homophily level is aligned with the signal the categorization
exploits: because the top-K sensors are the most mutually correlated peers, the number that
remain jointly anomalous after smoothing reflects how strongly coupled the disturbance
is—a larger such set (homophilic) indicates a fault, whereas a collapse to one or a few
(heterophilic or isolated) indicates an attack or a false alarm. A quantitative comparison
with heterophily-specific graph neural networks would target the upstream detector rather
than the post-detection layer that constitutes our contribution, and is left to future work.

Limitations

It is important to note that the contribution of this work lies in the categorization
and interpretation layer that runs on top of an anomaly detector, rather than in raw
detection accuracy. The following limitations should be acknowledged when assessing
the framework.

Single-dataset validation and threshold calibration. The categorization criteria and
the interpretation procedure are validated on the SWaT dataset, the de facto benchmark
for ICS anomaly research; generalization to other testbeds such as WADI and HAI and to
production ICS with different sensor counts, sampling rates, and process dynamics remains
to be verified empirically. In addition, both the operating detection threshold and the
category-level cutoffs that separate the Fault, Attack, and false-alarm regions are calibrated
empirically on the training distribution (Table 6) rather than derived from a principled
statistical procedure, so a different ICS environment would require recalibration rather than
transfer of the values unchanged; automatic threshold adaptation is left to future work.

Boundary cases of the correlation-based assumption. The categorization rests on the
assumption that faults preserve inter-sensor correlation while attacks break it, and two
scenarios can violate it. A stealthy multi-point attack that manipulates several sensors in a
coordinated manner can keep them mutually correlated and produce a high anomalous-
sensor ratio, so it may fall in the fault region of Figure 2 and be misclassified as a fault.
Conversely, a localized fault confined to a single sensor or a few weakly coupled sensors
exhibits little correlation structure and a low anomalous-sensor ratio, so it may resemble an
attack; this single-sensor ambiguity is most acute when correlation cues are minimal, since
a localized fault and a targeted single-sensor attack can yield similar anomaly scores. The
current criteria cannot fully separate these cases. Mitigations that preserve the interpretabil-
ity of the approach—and that we leave to future work—include temporal pattern analysis,
actuator-command-log integration, process-phase context, and physics-based domain rules
that supplement the statistical correlation signal.

Dependence on the underlying detector. Because the categorization and interpretation
layer operates on top of an upstream anomaly detector, the reported false-alarm identifi-
cation precision (83% for false negatives and 73% for false positives) and the coverage of
fault/attack separation inherit the quality of that detector. Pairing the framework with
a stronger or differently designed detector would change these numbers and is worth
studying separately.

Scope of evaluation. Two aspects fall outside the present scope. First, constructing
per-time-point top-K correlation graphs and applying dynamic smoothing scales with the
sensor count and sampling rate; at SWaT scale (51 attributes, second-level sampling) the cost
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is moderate, but deployment on larger ICS with hundreds or thousands of sensors would
require optimizing the graph-construction step. Second, the interpretations are assessed
through case studies and visual artifacts—correlation heatmaps and impact subgraphs—
rather than through quantitative interpretability metrics, the design of which for correlation-
aware time-series XAl remains an open problem.

In conclusion, the discussion emphasized the role of the proposed framework as a post-
detection categorization and interpretation layer for ICS anomaly analysis: it differentiates
faults, attacks, and false alarms based on correlation characteristics, surfaces ambiguous
decisions for expert review, and provides graph-based explanations that go beyond per
sensor feature attribution. The limitations above delimit the scope of the present validation
and motivate the future work outlined in the next section.

7. Conclusions and Future Work

This paper proposed a graph-based framework for the post-detection analysis of
anomalies in industrial control systems. The framework separates faults from attacks using
correlation characteristics, identifies candidate false positives and false negatives near
the detection threshold through dynamic threshold smoothing, and produces correlation-
aware graph explanations for each decision point. Validated on the SWaT dataset, the
framework recovers the intended fault and attack categories, identifies false negatives with
83% precision and false positives with 73% precision, and yields impact-sensor subgraphs
that match the documented propagation paths of the SWaT scenarios.

By replacing fixed-threshold blanket triage with characteristic-based categorization,
the framework reduces the analytical burden on experts and provides a more credible basis
for downstream review in availability-critical environments. The graph-based interpreta-
tion also generalizes beyond ICS: any multivariate time-series setting whose sensors exhibit
physical or statistical coupling can benefit from explanations that expose those couplings,
rather than attributing importance to features in isolation.

Future work, motivated by the limitations discussed in Section 6, includes cross-
dataset validation on further testbeds such as WADI and HAI and on production ICS,
automatic adaptation of the category thresholds to new ICS environments, integration
of the framework with alternative anomaly detectors to study how its precision tracks
detector quality, scalability optimization for larger sensor counts, and the development of
quantitative interpretability metrics for correlation-aware XAl in time-series settings.
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Al Artificial Intelligence
FN False Negative
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ICS Industrial Control Systems
SWaT Secure Water Treatment
N True Negative

TP True Positive

XAI Explainable Artificial Intelligence
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