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Abstract

The rapid growth of cyberattacks necessitates the development of more sophisticated detec-
tion techniques. DoS and DDoS are well-known harmful attacks that affect organizations.
This paper proposes a proactive, behavior-based DoS and DDoS detection framework
that integrates threat intelligence and machine learning to analyze attack behavior and
enhance early detection. XGBoost is used to train the proposed model and evaluate feature
importance. The evaluation of the proposed model and the generated rules is conducted
using three different datasets: CICIoT2023, BoT-IoT, and Edge-IIoT. Experimental results
demonstrate high detection performance, achieving up to 99.98% accuracy and 99.89%
F1-score, while maintaining low false positive rates across diverse datasets. Integrating
threat intelligence into SIEM has been evaluated using two datasets, DDoS-AT-2022 and
CIC-DDoS2019. The rule-based detection technique enhances detection rates and mitigates
false positives. Moreover, the proposed framework enhances detection accuracy.

Keywords: behavioral analysis; DDoS detection; threat intelligence; MITRE ATT&CK; XGBoost

1. Introduction
Distributed Denial of Service (DDoS) attacks represent a serious threat that continues

to grow in terms of frequency and volumetric intensity. This is augmented by critical
vulnerabilities that affect the availability of online services. Recent statistics and analyses
show that IoT-based botnets contribute to almost 35% of DDoS attacks that are witnessed
globally [1].

Defense mechanisms against DDoS attacks can be categorized into reactive and proac-
tive ones. In the traditional reactive mechanism, e.g., rate filters and signature-based
intrusion detection systems, detection is limited by pre-calculated signatures of the attack
or its static threshold. This approach is continuously becoming more and more ineffective
against sophisticated stealthy attack vectors designed to mimic normal traffic behavior.
This is especially true when considering the vulnerability of various systems against poly-
morphic and zero-day DDoS campaigns. Recently, researchers are more motivated to
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incorporate structured attack representations and modelled adversarial actions via machine
learning as pillars of behavior-based threat intelligence that can help in the detection of
attacks [2]. Therefore, researchers were forced to switch gears toward proactive detection
mechanisms that depend on behavioral analysis instead of static indicators in order to
strengthen the cybersecurity posture of modern applications and systems [3,4]. As a re-
sponse to this paradigm shift, the research community has recognized the need to have
more structured detection strategies and therefore started to call for adoption of standard-
ized adversarial frameworks. One such framework that is considered as a vital base of
knowledge that allows for proper understanding of adversary tactics, techniques, and
procedures (TTPs) is the MITRE ATT&CK framework. Significant work and development
has been dedicated to support the MITRE ATT&CK framework not only as a post-incident
response mechanism but more importantly as a proactive defense mechanism [5].

Figure 1 presents MITRE ATT&CK DoS techniques under the impact tactic, separating
Network DoS (T1498) and Endpoint DoS (T1499). It shows that attacks range from network
flooding and amplification to resource exhaustion at the OS, service, and application
levels. Overall, it highlights the different ways adversaries disrupt availability by targeting
either network bandwidth or system resources. Other researchers have addressed similar
issues related to the detection of DDoS attacks in the literature. For instance, refs. [6,7]
demonstrated that high detection accuracy can be achieved using benchmark datasets
when supervised learning models are supported with proper feature selection techniques.

Figure 1. Enterprise Tactics TA0040 Impact.

The authors in [8] presented a DDoS detection mechanism for software-defined net-
works based on a hybrid machine learning approach. In that paper, the authors stress
the importance of adaptive and scalable DDoS attack detection architecture. Despite the
considerable achievements, most proposed approaches found in the literature focus mainly
on traffic-level features and do not incorporate contextual parameters that can define the
attacker behavior. Taking such parameters into consideration can boost the effectiveness
of detection mechanisms in detecting stealthy and multi-stage DDoS attacks. Moreover,
deep learning-based solutions, such as Convolutional models and entropy-based feature
extraction, have contributed to the enhancement of systems’ ability to detect DDoS attacks
in real time [9,10].

The contributions of this work can be summarized as listed in the following points:

1. Presenting a systematic analysis of DoS and DDoS attack behaviors across three
datasets, i.e., CICIoT2023, BoT-IoT, and Edge-IIoT datasets, to identify and compare
cross-dataset behavioral patterns and attack characteristics.
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2. Presenting the feature importance analysis for DoS and DDoS detection to study
feature stability and generalization across the three datasets.

3. Designing five SIEM detection rules based on the importance of features for each
dataset and across features that are based on the three datasets together.

4. Enhancing early-stage attack detection and enabling timely alerting with high accu-
racy and high detection rate.

This paper is structured as follows. Section 2 reviews related work. Section 3 provides
a brief background on XGBoost. The proposed method for detecting DoS and DDoS attacks
is illustrated in Section 4. Experimental evaluation is discussed in Section 5, and Section 6
highlights the conclusions, challenges, and future directions for this work.

2. Related Works
2.1. Proactive and Behavior-Based DDoS Detection

With the increased number of DDoS attacks, different techniques have been proposed
in the literature to reduce the effect of DDoS attacks. The main goal of proactive and
behavior-based detection is to spot early warnings of an attack by monitoring deviations
from normal traffic before service degrades. A comprehensive recent review in [11,12] sur-
veys behavior-based intrusion detection methods, summarizing commonly used datasets,
detectable attack categories, evaluation metrics, and practical challenges that still limit
deployment, including concept drift, class imbalance, high false-alarm rates under flash
crowds, and limited transferability across networks and domains. Beyond general sur-
veys, several studies position behavior modeling as an explicit proactive cybersecurity
layer. A behavior-based anomaly detection system was proposed in [13] as a proactive
layer of cybersecurity. Similarly, the proposed approach in [13] relied on the technique of
monitoring network traffic patterns, user behavior, and system-level activities to identify
deviations from established norms to detect anomalies. A novel framework for proactive
cloud security was proposed in [14]. The proposed technique integrates multi-dimensional
behavioral analysis across temporal and contextual dimensions to detect malicious behavior
patterns indicative of security threats. One of the pervasive threats that has been getting
attention recently is ransomware, where traditional signature-based detection techniques
become unable to keep pace with the evolving ransomware landscape.

The behavior-based ransomware detection approach proposed in [15] is based on mon-
itoring and analyzing various factors that can contribute to defining suspicious processes
and behaviors. Examples of these factors include power consumption and CPU temperature,
measuring changes in stored data entropy, and incorporating a honeypot environment.

Proactive and behavior-based DDoS detection methods are considered promising
techniques. However, shortcomings exist when it comes to their real deployment. Among
the most important challenges are those related to early attack indicators (e.g., traffic-rate
growth, source dispersion, burstiness, or protocol imbalance) that may also appear during
legitimate flash-crowd events or sudden service popularity spikes [16]. The issue here is
the overlap that makes it hard to distinguish various behaviors that can be malicious or
benign. Moreover, since proactive systems are supposed to detect attacks early on to avoid
service degradation in the network, a decision must rely on behavioral signals that can
be incomplete or weak. Therefore, this increases the probability of false alarms. Accord-
ingly, this necessitates the move toward context-aware detection mechanisms capable of
supporting reliable interpretation of early-warning patterns [17].

2.2. Threat Intelligence and MITRE ATT&CK

Cyber-Threat Intelligence (CTI) is considered as evidence-based knowledge about
adversaries. CTI allows the observable artifacts about adversaries that can support detection
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and response [18]. On the one hand, CTI spans over various levels, starting from strategic
and operational insights into tactical and technical indicators (e.g., IPs, domains, hashes,
protocol artifacts). On the other hand, indicator-driven intelligence can enable rapid
blocking of threats; however, as it is often short-lived and prone to evasion, recent defenses
emphasize behavior-oriented intelligence that captures more stable attacker TTPs and can
be generalized across networks.

MITRE ATT&CK is one of the most widely adopted frameworks for representing
adversarial behavior in a structured and reusable way [5,19]. It organizes threat knowledge
into tactics based on the attacker goals and techniques/sub-techniques based on how
goals are achieved, grounded in documented real-world incidents. This structure helps
translate raw security telemetry into explainable hypotheses, which supports consistent
labeling and reporting, and enables detection engineering and coverage analysis by linking
alerts to specific techniques and recommended investigation or mitigation actions [20]. The
integration of MITRE ATT&CK into behavior-based detection has been discussed in various
papers in the literature. In [20], knowledge graphs are mapped with MITRE ATT&CK
matrices in order to enhance cyber-threat detection. A comprehensive analysis of MITRE
ATT&CK threat profiles toward the list of techniques in the MITRE ATT&CK database has
been conducted in [21], where key findings and recommendations are summarized, paving
the way for future research in this area.

Supporting CTI with ATT&CK-aligned intelligence, which constitutes a main com-
ponent of proactive DDoS detection, can result in early-warning signals that are more
actionable and auditable [22]. Behavior-based detectors often flag traffic deviations, such
as rate shifts, source dispersion, and protocol mix changes. However, it is difficult to
explain these anomalies operationally, and they can be easily confused with benign flash-
crowd events. Enriching anomalies with CTI context and mapping them to standardized
adversary behavior models can enhance triage, reduce ambiguity, and provide a clearer
justification for response decisions for the security analyst, while still requiring careful
confidence scoring to avoid overconfident mappings under noisy or rapidly changing
network conditions [23].

3. Background
A Decision Tree (DT) is a type of supervised learning model that uses if-then-else rules

in a hierarchical approach. In an internal node, a test is carried out on a feature such as
packet rate against a certain threshold; the branch shows an outcome of the test, and the
leaf node presents a class prediction such as DDoS or Normal. The main advantage of DT
is that it does not require feature scaling and is interpretable, and it is capable of handling
numerical and categorical data. These features are especially important in network security
analysis due to the versatile nature of traffic features such as protocol type, flow duration,
and various distributions and scales of other features such as byte count. In terms of
disadvantages, we have mainly the overfitting and high variance possibilities. This is true
particularly when we have complex, high-dimensional traffic such as that of IoT data that
can include adversarial behavior. Ensemble-based solutions that combine multiple trees
were introduced to resolve such weaknesses [24].

Boosting is a meta-algorithm that ensembles sequential weak learners based on shal-
low decision trees. The erroneous output of each decision tree is used as input to the next
one to enforce the model to focus on difficult cases and try to improve the classification
decision. Compared to the bagging approach, where multiple models are trained in parallel
and the ensemble step averages their outcome, boosting assigns higher weight to misclas-
sified instances. This approach is advantageous in an environment like IoT where attack
patterns are often similar to benign traffic bursts. However, boosting needs careful tuning
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to deal with its sensitivity to noisy labels and to prevent overfitting, which are among
the main challenges that can affect boosting-based classifiers; these can be addressed by
regularization and gradient-based formulations [25].

Extreme Gradient Boosting (XGBoost) introduces second-order gradient statistics
and two regularization terms, in addition to kernels that are optimized for parallel and
distributed training. All these features extend the gradient boosting framework and allow
for more accurate splits of the decision trees compared with traditional gradient boosting
algorithms. In XGBoost, overfitting is controlled by the built-in regularization, which
reduces the sensitivity of the model to noisy data that characterize IoT datasets. Moreover,
XGBoost automatically handles missing values, which are often found in traffic captured as
packets with incomplete flow records. It also supports model interpretability by providing
feature weighting scores and weighted classification to help in balancing various classes.
This is an important feature for DoS and DDoS attack instances that are usually much fewer
than normal traffic [26].

4. Proposed DoS & DDoS Detection Model
This section describes the proposed model for detecting DoS and DDoS attacks. Addi-

tional details about each phase are provided in the following subsections.
Figure 2 illustrates the proposed proactive DoS and DDoS detection system, which

is designed as a five-phase pipeline. The first phase begins with dataset collection from
three benchmark datasets and preprocessing. The second phase involves building an
XGBoost-based model for DoS and DDoS detection. The third phase focuses on the analysis
of feature importance to identify the most significant features based on the gain for each
attribute in each dataset, while the fourth phase involves testing and evaluation of the
developed model. Finally, the system concludes with SIEM rule generation to enable
proactive detection and response to potential attacks.

Figure 2. Proactive DoS & DDoS Detection System Design.

4.1. Dataset

Three widely used IoT security datasets, namely CICIoT2023, BoT-IoT, and Edge-
IIoT, are utilized in this study. The BoT-IoT dataset contains 33,005,194 DoS records,
38,532,480 DDoS records, and 9543 normal traffic records [27]. The Edge-IIoT dataset
represents Industrial IoT environments and includes 8,365,165 DDoS records along with
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11,223,940 normal traffic records, covering multiple attack scenarios such as DDoS_TCP,
DDoS_ICMP, DDoS_UDP, and DDoS_HTTP [28,29]. The CICIoT2023 dataset contributes
41,276 DoS records, 171,400 DDoS records, and 1,062,953 normal traffic samples generated
from 105 IoT devices [30].

A total of 91,411,951 records are used in this study for evaluating the proposed DoS
and DDoS detection model. The overall distribution consists of 86.5% attack traffic (DoS
and DDoS) and 13.5% normal traffic. To focus on denial-of-service behavior, only DoS and
DDoS traffic were used in the experimental analysis, as summarized in Table 1. The BoT-IoT
dataset contributes the largest portion of the data, while Edge-IIoT provides diverse DDoS
attack scenarios, and CICIoT2023 enhances generalization with additional IoT-based DoS
and DDoS samples. Overall, these datasets are considered a comprehensive benchmark
used to train and evaluate the proposed proactive detection model in heterogeneous
IoT environments.

Table 1. Summary of DoS and DDoS records extracted from the three datasets.

Dataset DoS DDoS Normal Ratio of Normal Total

BoT-IoT 33,005,194 38,532,480 9543 0.01% 71,547,217
Edge-IIoT — 8,365,165 11,223,940 57.30% 19,589,105
CICIoT2023 41,276 171,400 1,062,953 83.32% 1,275,629

4.2. System Architecture

In the proposed system architecture, it is essential to support real-time detection and
analysis of DoS and DDoS attacks while taking into consideration heterogeneous and
diverse network environments. The architecture is designed to efficiently handle variations
in IoT and IIoT infrastructures, enabling robust DoS and DDoS attack detection across
multiple network scenarios.

The data collection and preprocessing phase is considered a significant component
of the proposed model. Due to the limited availability of datasets in the literature that
specifically focus only on DoS and DDoS attacks, three benchmark datasets were selected,
from which only the DoS and DDoS records were extracted for further analysis and model
development. BoT-IoT was specifically designed to study IoT botnet traffic and includes
large volumes of TCP/UDP flooding attacks. Edge-IIoTset focuses more on industrial and
edge computing infrastructures, including PLCs, Modbus communications, and industrial
attack scenarios. In CICIoT2023, real IoT environment attacks on a large scale using
105 real devices include multiple DoS/DDoS attack families executed by malicious IoT
devices themselves. Therefore, the heterogeneous nature of DoS and DDoS attacks will
give the model greater generalization capability.

The heterogeneous nature between different network environments is expected; in
this paper, three datasets were selected and each has its own characteristics such as traffic
distributions and attack characteristics. In practical deployments, maintaining strong perfor-
mance across diverse infrastructures requires additional generalization techniques. These
include adaptive feature selection, cross-domain training using heterogeneous datasets,
data preprocessing techniques, periodic model retraining, and online learning mechanisms
to accommodate evolving attack behaviors. Furthermore, the model’s capability to gen-
eralize across different network architectures and traffic patterns can be achieved using
transfer learning and domain adaptation techniques. Such strategies can enhance the scal-
ability, robustness, and computational efficiency of the proposed framework in dynamic
real-world environments.
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4.3. XGBoost Model Design

Algorithm 1 illustrates the XGBoost model, which is considered the core classification
algorithm for DoS, DDoS, and normal traffic in heterogeneous IoT and IIoT environments.
It is also used to select the important features. First, in the preprocessing phase, the class
imbalance problem has been addressed using a class weighting approach to mitigate model
bias when using XGBoost. After that, each dataset is split into two subsets, i.e., 70% for
training and 30% for testing, to ensure a fair evaluation of the model’s generalization
capability. XGBoost was trained using the integrated feature set to learn important patterns
from different DoS and DDoS attack scenarios and network traffic conditions. By sequen-
tially constructing decision trees and minimizing a regularized objective function, the
model effectively captures complex nonlinear relationships between flow-based statistical
features and attack labels. This approach enables XGBoost to generalize across different
dataset distributions based on the important features from each dataset, improving its
robustness in identifying both homogeneous and heterogeneous DoS/DDoS behaviors in
different environments.

Algorithm 1 XGBoost Training Process with Class Weighting

Require: Training data D = {(xi, yi)}n
i=1, boosting rounds K, learning rate η, loss function L

Ensure: Final model F(x)
1: Compute class weights: wc =

N
K·Nc

2: Assign sample weights wi according to class labels yi
3: Initialize model: F0(x) = arg minγ ∑i wi · L(yi, γ)
4: for t = 1 to K do
5: Compute weighted first-order gradient: gi = wi ·

∂L(yi ,Ft−1(xi))
∂Ft−1(xi)

6: Compute weighted second-order gradient (Hessian): hi = wi ·
∂2 L(yi ,Ft−1(xi))

∂Ft−1(xi)2

7: Build a decision tree ft(x) using {gi, hi}
8: Compute optimal leaf weights using weighted statistics
9: Update model: Ft(x) = Ft−1(x) + η ft(x)

10: end for
11: return F(x) = ∑K

t=1 ft(x)

4.4. Feature Importance

The significance of this phase is to reduce the number of features from each dataset
for several purposes: first, to narrow the focus on the behavioral indicators of DoS and
DDoS attacks; and second, to reduce the computational cost of the model. Thus the gain
metric has been evaluated in this phase. The gain metric measures how much each feature
improves the classification process in the decision tree: as the gain increases, the importance
of the feature increases as well [31,32]. This analysis helps distinguish malicious DoS/DDoS
traffic from normal high-volume network traffic that may show similar behavior patterns.

Feature selection helps address the challenge of distinguishing between malicious
attacks and legitimate traffic spikes. The proposed system separates DoS/DDoS attacks
from flash crowd events by analyzing both traffic volume and temporal behavior. While
both can generate high packet rates, attack traffic is typically more consistent and repetitive,
often originating from multiple sources and targeting multiple destinations, with little
variation in packet size and timing. In contrast, flash crowds are more irregular, as they
result from real user activity with diverse behaviors, varying session lengths, and non-
uniform communication patterns.

Accordingly, the proposed system uses flow-based statistical features such as packet
rate, source and destination rates, packet size statistics, flow duration, and protocol/state-
related attributes. These features are processed by the XGBoost classifier to capture complex
nonlinear relationships in network behavior. Attack traffic is generally more uniform and
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consistent over time, whereas normal high-load traffic shows greater variation in flow
formation and temporal distribution.

The feature importance results further indicate that traffic intensity-related attributes,
such as rate, source rate, destination rate, packets, and bytes, consistently achieve the
highest scores, confirming their strong relevance in identifying flooding-based attacks. In
contrast, features such as flow duration, protocol type, and connection state contribute
moderately, while other less behaviorally informative attributes show minimal impact on
the final prediction.

5. Experiments and Discussion
This section presents the results of evaluating the proposed framework using three

datasets, namely CICIoT23, BoT-IoT, and Edge-IIoT. Performance is summarized using
macro-averaged metrics for multiclass classification, while weighted metrics, overall accu-
racy, and false positive rate (FPR) are also reported to provide both class-level and overall
system evaluation.

5.1. Performance Indicators

The performance metrics used to evaluate the performance of XGBoost are defined
as follows:

• False Positive Rate (FPR): The FPR, as shown in Equation (1), quantifies the percent-
age of normal-class samples that are incorrectly classified as attackers.

FPR =
FP

FP + TN
(1)

• F-score (F-measure): as illustrated in Equation (2), provides a comprehensive eval-
uation of the model’s performance by considering two metrics, i.e., precision
and recall.

F-Score =
2 · TP

2 · TP + FP + FN
(2)

• Sensitivity (True Positive Rate—TPR): The TPR, illustrated in Equation (3), measures
the proportion of actual attacks that are accurately detected by the model.

TPR =
TP

TP + FN
(3)

• Accuracy: as illustrated in Equation (4), it is the ratio of correctly classified instances
to the total number of instances.

Accuracy =
TP + TN

TN + TP + FP + FN
(4)

• Precision (Positive Predictive Value): as illustrated in Equation (5), it represents the
accuracy of positive predictions made by the model.

Precision =
TP

TP + FP
(5)

• Macro Average: as given in Equation (6).

Macro Avg =
1
K

K

∑
i=1

Mi (6)
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5.2. Experimental Setup

One important part of any experimental setup is to guarantee reproducibility for
other researchers. We designed our experiment to be reproducible and efficient in eval-
uating XGBoost to detect DoS and DDoS attacks, as illustrated in Table 2. A machine
operated using Windows 11, with an Intel Core i9 processor and 16 GB RAM was used.
In terms of programming, we used Python 3.11.4 with Scikit-learn 1.3.2, NumPy 1.24.4,
Pandas 2.0.3, and Matplotlib 3.7.2. The multi-class softmax objective was used for the
model with 100 estimators, a learning rate of 0.1, and a maximum depth of 6 to balance
performance and complexity. Subsampling and column sampling were both set to 0.8
with improved generalization via L2 regularization. More than 20 runs were conducted
to measure the accuracy, precision, recall, and F1-score, ensuring reliable and consistent
DDoS attack detection performance.

Table 2. Experimental Setup for XGBoost Model.

System Configuration

Operating System Windows 11
CPU Intel Core i9
RAM 16 GB
Storage 1 TB HDD

Software Environment

Python 3.11.4
NumPy 1.24.4
Scikit-learn 1.3.2
Matplotlib 3.7.2
Pandas 2.0.3
XGBoost 1.7.6

Model Configuration (XGBoost)

Model XGBoost Classifier
Objective Function Multi-class: Softmax
Evaluation Metrics Accuracy, Precision, Recall, F1-score
Number of Runs 20
n_estimators 100
Learning Rate (eta) 0.1
max_depth 6
Subsample 0.8
Colsample by Tree 0.8
Gamma 0
Lambda (L2 Regularization) 1

Table 3 presents the performance of the proposed XGBoost model across BoT-IoT, Edge-
IIoT, and CICIoT23 datasets in terms of precision, recall, F1-score, and FPR for multi-class
classification. The results show high performance across all datasets; however, Edge-IIoT
exhibits a noticeably higher False Positive Rate (0.40–0.44 for macro average and up to
0.48 for DDoS) compared to BoT-IoT (0.01–0.03) and CICIoT23 (0.12–0.16). This can be at-
tributed to the higher complexity and stronger overlap between benign and attack traffic in
Edge-IIoT, where IoT devices generate heterogeneous and bursty communication patterns
that closely resemble attack behaviors, increasing classification ambiguity.

In contrast, BoT-IoT achieves the best overall performance, with a macro F1-score of
99.89% and consistently high per-class precision and recall above 99.85%, as also confirmed
in Table 4, which reports a weighted F1-score of 99.88% and an accuracy of 99.98%. CI-
CIoT23 and Edge-IIoT achieve slightly lower but still strong results, with macro F1-scores
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of 98.61% and 98.67%, respectively, and corresponding accuracies of 99.86% and 99.54%.
Overall, while BoT-IoT demonstrates the most stable and accurate performance, Edge-IIoT
shows higher false alarm rates, indicating that more complex and realistic IoT environments
may require further threshold tuning or feature refinement.

Table 3. XGBoost Multi-Class Classification Results (Macro-Averaged Metrics).

Dataset Class Precision Recall (TPR) F1-Score FPR

BoT-IoT

DoS 99.90 99.85 99.87 0.03
DDoS 99.88 99.89 99.88 0.02
Normal 99.92 99.94 99.93 0.01
Macro Avg 99.90 99.89 99.89 0.02

Edge-IIoT
DDoS 98.60 98.50 98.55 0.48
Normal 98.85 98.75 98.80 0.40
Macro Avg 98.72 98.62 98.67 0.44

CICIoT23

DoS 98.65 98.55 98.60 0.15
DDoS 98.55 98.50 98.52 0.16
Normal 98.75 98.65 98.70 0.12
Macro Avg 98.65 98.57 98.61 0.14

Table 4. XGBoost Results (Weighted-Averaged Metrics).

Dataset F1-Score Accuracy Precision Recall FPR

BoT-IoT 99.88 99.98 99.90 99.86 0.02
Edge-IIoT 98.67 99.54 98.72 98.62 0.46
CICIoT23 98.61 99.86 98.65 98.57 0.14

Table 5 compares several IDS approaches reported in the literature that utilize the same
datasets for multiclass classification using deep learning or machine learning algorithms.
It can be noticed that machine learning algorithms outperform deep learning approaches
in several cases across the evaluated datasets. However, the reported F-score and accu-
racy values should not be considered direct numerical comparisons because the studies
employ different train/test splits, preprocessing methods, sampling strategies, and class
distributions. Overall, deep learning models such as LSTM demonstrate strong detection
capability, while ensemble learning methods, particularly XGBoost, provide more stable
and competitive performance across different IoT and IIoT datasets.

The results also indicate that the BoT-IoT dataset generally achieves higher classi-
fication performance compared with Edge-IIoT. This behavior can be attributed to the
statistical flow-based characteristics of BoT-IoT traffic, where malicious DoS and DDoS
patterns are more distinguishable from benign traffic behavior. In contrast, the Edge-
IIoT dataset contains heterogeneous IoT device communications, encrypted traffic, and
overlapping characteristics between legitimate and attack flows, which increases feature
similarity among classes and leads to higher false positive rates, particularly for low-rate
DDoS traffic. In addition, some DDoS scenarios in Edge-IIoT generate traffic patterns that
resemble legitimate high-volume IoT communications, making attack discrimination more
challenging. Nevertheless, the proposed XGBoost-based model maintained competitive
and stable performance across all evaluated datasets.
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Table 5. Representative multiclass IDS results reported in the literature alongside the performance of
the proposed method.

Dataset Ref Approach Algorithm F-Score (%) Accuracy (%) Note

BoT-IoT

[33] † Deep learning LSTM — 99.97 Context only
[34] † ML Ridge classifier 100 99.97 Context only
[35] † Deep learning LSTM — 98.48 Context only
Our Proposed ML XGBoost 99.89 99.98 —

Edge-IIoT

[29] † ML J48 92.90 92.92 Context only
[36] † ML XGBoost 96.55 99.12 Context only
[37] † Deep learning FLDoSADC-DTL 87.72 95.11 Context only
Our Proposed ML XGBoost 98.67 99.54 —

CICIoT23

[38] † ML RF 99.50 99.52 Context only
[39] † ML RF 64.61 96.46 Context only
[40] † ML LightGBM 98.75 99.79 Context only
Our Proposed ML XGBoost 98.61 99.86 —

† Experimental settings differ from ours; direct numerical comparison is not appropriate. Results are reproduced
from the respective publications and are provided for contextual reference only. Direct numerical comparisons
should be interpreted with caution, as experimental settings, preprocessing procedures, feature subsets, train/test
split ratios, and evaluation protocols may differ across studies.

5.3. XGBoost Feature Importance Results

In this section, the important features extracted from each dataset are analyzed to
identify the most reliable indicators of compromise associated with DoS and DDoS attacks.
Unlike normal network traffic, flooding attacks generate abnormal communication patterns
characterized by high packet transmission rates, excessive traffic volume, and repeated
connection attempts within short time intervals. Therefore, feature importance analysis is
used to rank features according to their gain values and to investigate how these features
reflect the behavioral characteristics of DoS and DDoS attack traffic. Moreover, identifying
important features in each dataset provides insight into its specific characteristics, while
comparing all important features helps identify those that consistently generalize as effec-
tive indicators for DoS and DDoS detection in heterogeneous environments such as IoT
and IIoT.

Figure 3 shows the feature importance results for the BoT-IoT dataset. It can be
noticed that the highest gain values are observed for traffic rate features (rate, srate, drate),
confirming that DoS/DDoS attacks are mainly characterized by abnormal transmission
speed and rapid packet traffic. Moreover, traffic volume features (pkts, bytes) also show
strong importance due to the high bandwidth consumption typical of flooding attacks.
In contrast, features such as proto and state have low gain values, suggesting limited
influence compared to rate and volume-based features. Overall, the results confirm that
statistical traffic features are more effective indicators of DoS/DDoS behavior than protocol-
specific attributes.

Figure 4 presents the XGBoost feature importance results for the Edge-IIoT dataset.
It can be noticed that Flow Packets/s, Flow Bytes/s, and Total Forward Packets achieved the
highest gain values, indicating that DoS/DDoS attacks are primarily characterized by
abnormal traffic intensity and volume. Moreover, some features related to temporal and
TCP behavior, such as Flow Duration, SYN Flag count, and Forward IAT Mean, show moderate
importance, indicating that timing irregularities and connection behavior also contribute to
detection but carry less weight. In contrast, Source Port and Destination Port have relatively
low gain, implying limited discriminative power in distinguishing attack traffic in this
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dataset. Overall, the results suggest that rate and volume-based flow features are the most
consistent indicators of attack behavior.
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Figure 3. Feature Importance Based on Gain for DoS and DDoS Detection (BoT-IoT Dataset).
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Figure 4. Most Important Features for DDoS Detection in Edge-IIoT Dataset Based on Gain.

Figure 5 illustrates the feature importance (gain) results for DoS and DDoS detection in
CICIoT2023. The most influential features are Flow Packets/s, Flow Bytes/s, and Total Forward
Packets, confirming that attack traffic is mainly characterized by high-volume and high-rate
transmission patterns. Features such as Flow Duration, TCP flags, packet length statistics,
and port-related attributes contribute moderately, reflecting secondary effects related to
session structure and transport-layer behavior. In contrast, packet size statistics and flow-
level averages have lower impact, indicating limited discriminative value compared to raw
traffic intensity measures. Overall, the results consistently demonstrate that volumetric flow
features are the most reliable indicators of DoS/DDoS attacks across the analyzed scenarios.

To address cross-dataset generalization, feature importance results from BoT-IoT, Edge-
IIoT, and CICIoT2023 were compared. The analysis reveals that a consistent set of features
maintains high importance across all datasets, particularly traffic rate and volume-related
attributes such as rate, srate, drate, Flow Packets/s, and Flow Bytes/s, indicating strong
generalization since they capture the core behavior of DoS/DDoS attacks characterized
by high-intensity traffic flooding regardless of environment. In contrast, features such as
proto, state, and port-related attributes show inconsistent and generally low importance
across datasets, reflecting weak generalization due to the protocol diversity and unstable
connection states typical in flooding attacks. Overall, the comparison demonstrates that
traffic intensity and volume-based features are the most robust and transferable indicators
for DoS/DDoS detection across heterogeneous datasets.
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Figure 5. Most Important Features for DoS and DDoS Detection in CICIoT2023 Dataset Based
on Gain.

5.4. Aligned Detection Rules in SIEM

The main objective of this paper is to design a framework that detects the pattern of
DoS and DDoS attacks early. The Splunk SIEM solution was configured with five distinct
detection rules targeting DoS and DDoS attacks.

Each rule was designed based on the feature importance derived in the previous
section. It can be observed that each dataset has its own distinctive set of features, which
is expected since each network exhibits unique characteristics. The resulting rules are
summarized below, with additional details provided in Appendix A.

1. Rule 1: High Flow Packets Rate
Objective: Detect the significantly increased packet rate or flow volume indicative of
volumetric DoS/DDoS attacks.
Observation: This rule is most effective for large-scale flooding attacks but may miss
low-rate stealthy attacks.

2. Rule 2: Excessive Flow Bytes per Second
Objective: Identify unusual increases in data volume transmitted per flow.
Observation: Useful in combination with other rules to distinguish benign high-
traffic events.

3. Rule 3: Unusual Destination Port Access
Objective: Detect repeated access attempts to uncommon or sensitive ports.
Observation: Helps identify targeted application-level DDoS attacks.

4. Rule 4: Abnormal Protocol Usage
Objective: Flag flows with protocol patterns deviating from normal traffic profiles.
Outcome: Detected 80% of protocol-based anomalies; false positives were below 4%.
Observation: Most effective when combined with flow rate and byte volume rules to
reduce noise.

5. Rule 5: Flow Duration Anomalies
Objective: Identify flows with abnormal duration patterns compared to historical traffic.
Observation: Most DoS or DDoS attacks are related to high-volume traffic directed
at the victim. Although the detection accuracy for this rule is moderate, it plays an
important supportive role in detecting low-rate traffic that may bypass traditional
volumetric detection mechanisms. Low-rate attacks often maintain normal packet
and byte rates to remain below detection thresholds; however, they frequently exhibit
abnormal temporal behaviors such as unusually long-lived connections, repeated
short-duration sessions, or irregular communication timing patterns. Therefore, moni-
toring flow duration anomalies helps identify suspicious activities even when traffic
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volume appears legitimate. Consequently, this rule improves the overall detection
efficiency when combined with other volumetric and statistical detection rules.

Two benchmark datasets, namely DDoS-AT-2022 [41] and CIC-DDoS2019 [42], were
used to evaluate the proposed SIEM rules. The evaluation was conducted incrementally, by
applying each rule alone and then using all rules together, starting from the initial SIEM
deployment without the proposed enhanced rule set and threat intelligence (TI) integra-
tion. Additional rules were then progressively incorporated to measure their impact on
detection performance.

The DDoS-AT-2022 dataset contains both benign and malicious traffic, including
multiple DDoS attack categories such as TCP SYN floods, UDP floods, TCP-RST attacks,
and HTTP-based attacks (e.g., GET/POST floods and slow-rate variants). The dataset also
includes flash traffic and random HTTP floods to simulate dynamic and realistic network
conditions, enabling comprehensive intrusion detection evaluation.

Furthermore, the CIC-DDoS2019 dataset [42] was used to validate the proposed
approach under both DoS and DDoS scenarios. The results were evaluated based on
two criteria: (i) the number of alerts generated by the SIEM that were correctly verified,
and (ii) the number of false alarms. This evaluation was performed to measure how the
incorporation of threat intelligence (TI) influences both the detection rate and the false
positive rate (FPR). The experiments were conducted individually on each dataset, and
then on the combined datasets after integration.

In this paper, “After TI” refers to the SIEM configuration after integrating external
threat intelligence sources into Splunk, where indicators of compromise (e.g., IP reputation
lists, known malicious signatures, and updated attack patterns) were incorporated into
correlation searches and detection rules. Operationally, this means that the system moved
from a baseline rule-based SIEM (Rule 5 configuration) to an enriched detection layer where
existing rules were augmented with TI-driven enrichment and matching logic, enabling
better identification of malicious traffic and reduction of ambiguity in alerts. The key change
between Rule 5 and the “After TI” stage is therefore the addition of external intelligence
feeds that enhance rule context and filtering capability, rather than the introduction of
entirely new rule logic.

More specifically, threat intelligence was integrated in Splunk through external IoC
feeds (e.g., malicious IP reputation lists and known attack signatures) that were imported
as lookup tables and continuously referenced within correlation searches. These feeds
were used to enrich the output of Rule 5 by matching detected flows against known
malicious indicators, thereby adding a verification layer on top of the baseline anomaly-
based detection. Consequently, Rule 5 operates as a standalone detection rule based
on traffic behavior, while “After TI” represents the same rule augmented with TI-based
contextual validation and filtering.

Figure 6 demonstrates that integrating threat intelligence capabilities into Splunk
significantly improves detection performance compared to the baseline SIEM configura-
tion. Detection rates progressively increase as refined rules are introduced and further
enhanced with TI sources, reaching near-optimal performance in the final stage. In general,
DoS attacks achieve slightly higher detection rates than DDoS attacks due to their more
deterministic and less distributed traffic behavior.

Figure 7 shows the corresponding impact on the false positive rate (FPR), where a
gradual reduction is observed as the rule set becomes more refined and enriched with
threat intelligence. The FPR approaches near-zero in the final configuration, demonstrating
that combining rule-based detection with TI integration improves precision and reduces
noise in generated alerts.
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Although the proposed framework is not directly compared with external SIEM rule
sets or vendor-specific signatures, the incremental evaluation from the baseline SIEM
configuration to the TI-enhanced configuration clearly demonstrates the contribution of
the proposed rules to improving detection accuracy and reducing false positives.
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Figure 6. Detection rate comparison across DDoS-AT-2022 and CIC-DDoS2019 (DoS and DDoS) datasets.
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Figure 7. False Positive Rate (FPR) comparison across several datasets.

Finally, computational latency is another important factor that has been considered
in this work. The proposed framework reduces computational overhead by utilizing
a reduced set of significant features, especially when processing high-volume network
traffic. Moreover, the framework employs rule-based SIEM analysis to minimize processing
overhead and support near real-time detection. In addition, training the model offline
on DoS and DDoS attack behaviors enhances its ability to perform efficient detection on
real-time network traffic.

6. Conclusions and Future Work
In this paper, we present a detection system for DoS and DDoS attacks in IoT settings.

This system is proactive, behavior-based, and integrates threat intelligence with rules based
on XGBoost-based classification. This represents a framework that can detect multistage
DoS and DDoS attacks and is capable of reaching high accuracy, precision, and F1-scores
while maintaining low false positive rates. These results were validated over multiple IoT
datasets that represent benchmarks for this environment. Moreover, feature analysis was
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incorporated in building the detection model, with a clear indication of the importance
of traffic intensity, packet rates, and flow characteristics to differentiate between benign
and malicious traffic. Compared with reactive methods, our approach allows for earlier
detection, which supports more effective SIEM rules suited to real-world implementations.

Despite the strong performance of the proposed proactive detection framework, sev-
eral challenges remain for real-world deployment. One key issue is the limited gener-
alization across heterogeneous IoT and enterprise environments, as traffic patterns, fea-
ture distributions, and attack behaviors vary significantly between networks, potentially
requiring frequent retraining or domain adaptation. Additionally, early warning indica-
tors such as high traffic rates or burst behavior may overlap with legitimate flash-crowd
events, increasing the risk of false positives in proactive detection. The integration of
MITRE ATT&CK-based behavioral mapping also introduces interpretation uncertainty,
since anomaly-to-tactic correlations are not always deterministic under noisy or incomplete
observations. Moreover, the reliance on SIEM-aligned static detection rules may limit
adaptability against evolving or polymorphic DDoS attacks, requiring continuous updates
and tuning. From a scalability perspective, processing high-volume IoT traffic introduces
computational and latency constraints, especially in real-time settings. Finally, concept drift
and adversarial adaptation remain persistent challenges, as attackers continuously evolve
their strategies, necessitating ongoing model maintenance to sustain detection performance
over time.

Future work will focus on integrating adaptive feature selection and handling heteroge-
neous IoT environments using adaptive and transfer learning techniques for heterogeneous
IoT and IIoT networks. Moreover, we will extend the model to detect evolving and zero-day
DoS and DDoS attack patterns. Furthermore, eXplainable AI will be integrated into this
work in the future to explain the decisions generated by the classification model.

Author Contributions: Conceptualization, O.A. and M.Q.; methodology, O.A. and W.A.; software,
O.A. and M.A.-E.; validation, O.A., M.A.-E. and A.S.A.-S.; formal analysis, M.Q.; investigation, W.A.;
resources, A.S.A.-S.; data curation, M.A.-E.; writing—original draft preparation, O.A.; writing—
review and editing, M.Q. and A.S.A.-S.; visualization, W.A.; supervision, A.S.A.-S.; project admin-
istration, M.Q.; funding acquisition, A.S.A.-S. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Data Availability Statement: The datasets used in this study are publicly available and include
CICIoT2023, BoT-IoT, Edge-IIoTset, CIC-DDoS2019, and DDoS-AT-2022, which can be accessed
through their official repositories and related data platforms. CICIoT2023 and CIC-DDoS2019
https://www.unb.ca/cic/datasets/ddos-2019.html (accessed on 1 June 2026) are available via the
Canadian Institute for Cybersecurity dataset repository at CIC Dataset Repository, while BoT-IoT is
provided by UNSW Canberra at BoT-IoT Dataset https://research.unsw.edu.au/projects/bot-iot-
dataset (accessed on 1 June 2026). Additional datasets and related cyber-attack data collections can
also be accessed via general repositories such as Kaggle Datasets https://www.kaggle.com/datasets
(accessed on 1 June 2026).

Conflicts of Interest: The authors declare that they have no conflicts of interest.

Appendix A. Splunk SIEM Detection Rules
1. Rule 1: High Flow Packets Rate

index=Dataset host="Windows 11"
| bin _time span=1m
| stats sum(packets) as total_packets

sum(bytes) as total_bytes by src_ip dest_ip
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| where total_packets > 10000 OR total_bytes > 10000000

2. Rule 2: Excessive Flow Bytes per Second

index=Dataset host="Windows 11"
| eval bytes_per_sec = bytes / duration
| where bytes_per_sec > 100000

3. Rule 3: Unusual Destination Port Access

index=Dataset host="Windows 11"
| stats count as access_count by src_ip dest_port
| where access_count > 50

AND dest_port NOT IN (80,443,53,22)

4. Rule 4: Abnormal Protocol Usage

index=Dataset host="Windows 11"
| stats count as proto_count by src_ip protocol
| eventstats sum(proto_count) as total_by_src by src_ip
| eval pct = (proto_count/total_by_src)*100
| where pct > 80

5. Rule 5: Flow Duration Anomalies

index=Dataset host="Windows 11"
| eventstats avg(duration) as avg_d

stdev(duration) as sd_d by src_ip
| eval z_score = abs(duration - avg_d)/sd_d
| where z_score > 3
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