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Abstract

Existing Cyber Resilience Assessment Guidelines, including those of the Bank of Korea
(BoK), focus on governance-oriented compliance and lack quantitative criteria for measur-
ing the operational effectiveness of security technologies—a Policy-Technology Gap also
common in general enterprise settings. To address this gap, this study proposes D3-CREEF,
a technology-centric cyber resilience evaluation framework that maps the MITRE D3FEND
taxonomy to financial security domains and introduces a Normalized Resilience Index
(NRI) aggregating four dimensions—Coverage, Maturity, Automation, and Timeliness—via
a closed-form weighted geometric mean with AHP-elicited weights (consistency ratio
CR =0.04). All NRI indicators are anchored to MITRE ATT&CK techniques and exem-
plar CVE entries, enabling threat-informed measurement. The framework was validated
through a three-round Delphi study with 50 experts (Kendall’'s W = 0.78, p < 0.001; Cron-
bach’s o« = 0.89; CVR 0.68-0.92) and a Cyber Range-based simulation. For three institutions
with identical BoK scores (92/100), NRI yielded discriminative values of 0.83, 0.44, and
0.09 (CV = 0.68 vs. 0.00 for the baseline), confirming a shift from compliance-based to
performance-driven assessment.

Keywords: cyber resilience; MITRE D3FEND; MITRE ATT&CK; Normalized Resilience
Index; risk management; security assessment; financial cybersecurity

1. Introduction

As the sophistication and frequency of cyber-attacks have rapidly increased, a fun-
damental reassessment of existing cybersecurity paradigms is required [1,2]. Financial
institutions are directly exposed to cyber threats due to the advancement and interconnect-
edness of digital financial services, making new security strategies essential to guarantee
the confidentiality, integrity, and availability of information assets [3]. The paralysis of a
financial system can extend beyond mere corporate losses to become a systemic risk that
threatens the trust and stability of the entire national economy.

In this context, regulatory bodies have established frameworks to systematically
evaluate an organization’s crisis response and recovery capabilities. In the domestic
financial sector of Korea, the Cyber Resilience Assessment Guideline published by the Bank
of Korea (BoK) has served as a key standard [4]. However, this guideline primarily focuses
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Regulations

f

on qualitative assessments such as governance and procedural compliance and does not
validate the operational efficacy of the actual technology environment against advanced
threats. Specifically, it relies on Proof of Existence (verifying policy presence) rather than
Proof of Performance, lacking objective performance-based metrics to evaluate technical
control maturity and automation levels. This creates a Policy-Technology Gap structural
discrepancy between policy recommendations and the actual level of technical defense
in the field [5]. Advanced Persistent Threats (APTs) exploit precisely these technological
gaps to infiltrate organizations, making it more urgent than ever to establish an evaluation
system that links policy with technology [6].

This study aims to resolve this gap; the underlying concept is visualized in Figure 1.
We propose a technology-centric cyber resilience evaluation framework based on the MITRE
D3FEND framework. By reconfiguring defensive domains and establishing quantitative
metrics, including a Normalized Resilience Index (NRI), implementation maturity, and
degree of automation, this research provides a practical supplement to existing guidelines.
Specifically, this paper makes the following contributions: (i) a three-principle mapping
methodology (Functional Correspondence, Technical Feasibility, Indicator Convertibility)
that converts qualitative guideline items into D3FEND-anchored indicators; (ii) a closed-
form formal definition of the NRI, with weights elicited from a Delphi panel via the Analytic
Hierarchy Process (AHP) and an explicit consistency check; (iii) a three-round Delphi vali-
dation reporting Kendall’s W, Cronbach’s «, and inter-round stability—statistical evidence
beyond what prior work in this line has provided; and (iv) a reproducible simulation-based
case study on a phishing-to-exfiltration attack chain that quantifies the discriminative gain
of the proposed framework over the baseline guideline.

D3FEND Framework
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Figure 1. Conceptual Framework of the Study: A D3FEND-Based Approach to Bridging the Gap
between Policy and Technology. Arrow convention: solid arrows indicate the directional flow from
the Policy Landscape to the Technology Landscape, mediated by the D3FEND-based bridge; dashed
arrows indicate the feedback/monitoring loop from operational telemetry back to policy refinement.

Novelty positioning. We acknowledge that MITRE ATT&CK, D3FEND, AHP, and
Delphi validation are each individually well established. The novelty of this work lies
not in proposing a new primitive but in the precise way these primitives are composed
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and constrained to solve a problem that none of them solves alone. Specifically, (a) the
three-principle mapping (Functional Correspondence, Technical Feasibility, Indicator Con-
vertibility) is a new admissibility test that converts a regulatory guideline item into a
measurable indicator only when all three conditions hold—no prior work in this line im-
poses this combined test; (b) the four-dimensional weighted geometric mean of Equation (1)
operationalizes the principle that a missing dimension cannot be compensated by surplus
in others, a property that linear aggregations (used in Cho et al. [7] and SOC-CMM) do
not enforce; (c) the mandatory ATT&CK—-CVE anchoring at the indicator level (Section 3.5)
and the quarterly maintenance cycle (Section 3.3) ensure threat-currency, which descriptive
D3FEND mappings such as ISADM [8] do not provide; (d) the framework is the first to be
control-item-level mapped to a binding national financial-sector guideline (BoK), enabling
direct regulatory traceability that voluntary frameworks (NIST CSE, SOC-CMM) cannot
offer. The combination produces a measurable, threat-anchored, regulator-traceable, and
missing-data-aware index, which is materially different from any of its constituent primi-
tives and from any prior composition of them, as documented in the extended comparison
in Section 5. A preliminary version of this work appeared in our earlier domestic publi-
cation [9], which is substantially extended here by the formal NRI definition, the Delphi
validation with 50 experts, the Cyber Range case study, and the comparative analysis in
Section 5.

The conceptual framework illustrates the dynamic transition from a compliance-
oriented Policy Landscape to a capability-oriented Technology Landscape. The bridge,
established through the D3FEND framework, addresses the structural Policy-Technology
Gap where traditional governance fails to measure technical maturity. By aligning reg-
ulatory expectations with operational realities, the model facilitates a shift from binary
documentation checks to continuous, performance-based validation of cyber resilience.

The remainder of this paper is organized as follows. Section 2 reviews related work
on cyber resilience frameworks, the BoK guideline, and the MITRE ATT&CK/D3FEND
ecosystem. Section 3 details the proposed mapping methodology, the formal NRI definition
with normalization-threshold calibration, the AHP-based weight elicitation, and a worked
end-to-end example. Section 4 presents logical, expert (Delphi), and simulation-based
validation. Section 5 provides an extended comparison with recent quantitative cyber-
resilience and SOC-maturity frameworks (2023-2026). Section 6 discusses operational trade-
offs—false positives, alert fatigue, analyst workload, and deployment complexity—and
articulates the mechanism by which the framework operationalizes the shift to performance-
based assessment. Section 7 concludes and outlines limitations and future work.

2. Related Works

The evolution of automated cybersecurity analysis has shifted from static, rule-based
systems to dynamic, Al-driven frameworks capable of interpreting complex adversarial
behaviors. This section reviews the current state of research in cyber resilience frameworks,
the structure of the BoK guideline, and the integration of MITRE ATT&CK and D3FEND
for technology-centric defense.

2.1. Existing Approaches to Cyber Resilience Frameworks

Cyber resilience is the ability of an organization to anticipate, withstand, recover from,
and adapt to cyber-attacks or system failures [10]. Frameworks such as the NIST Cyberse-
curity Framework (CSF) [11] and ENISA’s resilience framework [12] provide comprehen-
sive conceptual foundations and governance-centric approaches. Complementary recent
NIST guidance has emphasized that, beyond such govern-ance-level constructs, the imple-
mentation of a Zero Trust Architecture provides concrete technical patterns—continuous
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verification, least-privilege access, and pervasive telem-etry—that operationalize resilience
at the infrastructure level [13]. However, as detailed in Table 1, these frameworks have
distinct limitations in quantitatively assessing the implementation level of technical con-
trols or the effectiveness of defensive technologies in an operational environment. The
Korean financial sector’s guidelines are similarly skewed towards qualitative assessment,
revealing a Policy—Technology Gap in measuring the real-world effectiveness of security
technologies [4].

Table 1. Comparison of cyber resilience evaluation frameworks.

Aspect NIST CSF [11] ENISA Financial [12] BoK Guideline [4] D3-CREF
Gé’:jg‘;g“:e High High High High (inherited)
Quantitative metrics Limited Limited Absent NatiK/fT(}r\E Ié tI:I)T D,
(;}Flffe&igilﬁfl(i)rﬁ:gi) Optional Partial Absent Mandatory
Defe?]js;\;eEoNrE(;logy Absent Absent Absent Native
ljieirg;:{cicgss}’ Voluntary EU-binding KR-binding S;Eg}ggil;

Recent quantitative work has begun to address these gaps. Cho et al. [7] proposed an
availability-based Normalized Resilience Index using AUC normalization of service-level
metrics during attack and recovery phases. Alhidaifi et al. [14] developed a probabilistic
estimation model that quantifies resilience under stochastic threat assumptions. Mushtaq
etal. [15] systematically reviewed Zero Trust Architecture implementations and highlighted
the need for measurable maturity indicators. While these studies advance the quantitative
direction, none has been directly mapped to a regulatory guideline at the control-item level.
This study utilizes the MITRE D3FEND framework [16] to enable the technology-centric,
quantitative assessment that existing frameworks lack.

A second cluster of recent work (2023-2026) focuses on operationalizing threat-
informed defense in regulated sectors. Podlesnik et al. [17] proposed an AHP-based
integration of cyber threat intelligence and threat modeling for cyber resilience assessment;
their work establishes AHP as a sound aggregation method for threat-informed scoring
but does not address D3FEND-anchored measurement. Moreira et al. [18] applied AHP
with sensitivity analysis to cybersecurity risk assessment, providing the methodological
foundation for the weight-perturbation test reported in Section 4.2.4. Almazroi et al. [19]
proposed an AHP-based impact—feasibility framework for prioritizing cybersecurity con-
trols, further confirming AHP’s discriminative power for control selection in regulated
environments. Roy et al. [20] surveyed ATT&CK applications in research and practice and
identified the absence of standardized quantitative aggregation as the principal gap—the
gap that the present NRI directly addresses. Hasan et al. [8] introduced the ISADM model
integrating STRIDE, ATT&CK, and D3FEND for threat modeling, demonstrating that the
ATT&CK-D3FEND ontology is sufficiently mature for evaluative use, but stopping at
descriptive threat-to-defense mapping rather than producing an aggregated score. Hussey
et al. [21] re-examined the methodological foundations of Cronbach’s & in empirical studies
and called for reporting item-level statistics alongside the aggregate, a guidance that we
have adopted in Section 4.2.3.

Taken together, the 2023-2026 literature establishes three converging requirements
that the present framework simultaneously satisfies: threat-informed measurement at
the ATT&CK technique level, AHP-grounded aggregation with sensitivity analysis, and
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explicit operational maturity scoring. The principal differentiator of this work is that these
requirements are composed into a single, control-item-level mapping to a binding national
regulatory guideline, which the cited literature collectively recognizes as missing.

2.2. The Bank of Korea Cyber Resilience Assessment Guidelines

The Cyber Resilience Assessment Guidelines released in January 2018 was designed
to enhance the cyber threat response capabilities and operational continuity of financial
institutions in Korea [4]. The guideline is structured into eight domains: Governance,
Identification, Protection, Detection, Response & Recovery, Testing, Situational Awareness,
and Learning & Evolving. It interprets cyber resilience not merely as a set of security
technologies but as an integrated part of an organization’s strategic capabilities.

However, this policy-centric approach has several technical limitations. First, it is
difficult to judge the actual level of technology implementation or response capability based
solely on the existence of policies and procedures. For example, the presence of an intrusion
detection system is checked, but its technical performance metrics—such as detection accu-
racy, false positive/negative rates, and Mean Time to Detect (MTTD)—are not considered.
Second, there is a lack of quantitative criteria for automation-based threat response capa-
bilities or real-time recovery systems. Third, the guideline lacks integration with modern
threat-based analysis frameworks such as MITRE ATT&CK or defensive frameworks such
as MITRE D3FEND. Consequently, while valuable as a policy-based tool, it is insufficient
for quantitatively assessing the performance and maturity of security technologies.

2.3. Research on MITRE ATT&CK and D3FEND Frameworks

The MITRE ATT&CK is a globally recognized knowledge base of adversary tactics,
techniques, and procedures (TTPs) based on real-world observations [2,6]. The framework
is structured as a matrix of tactics x techniques, with each technique linked to detection
guidance, data sources, and observed APT groups. ATT&CK has become the de facto refer-
ence for adversary emulation and purple-team exercises, with recent work also exploring
knowledge-graph representations of the framework to support systematic threat-defense
mapping [22]. Previous research has attempted to integrate ATT&CK with defensive strate-
gies, such as mapping it to a Zero Trust Architecture to improve cyber resilience evaluation
metrics [5,15]. While these studies presented an important approach to linking policy and
technology, they also highlighted the need for a more systematic methodology for selecting
and standardizing quantitative metrics such as MTTD and MTTR.

More recent efforts have focused on integrated analysis of MITRE ATT&CK and
its defensive counterpart, D3FEND, to visualize the relationship between attacker and
defender techniques, as shown in Figure 2 [6,16]. This approach deepens the understanding
of cyber threats and helps specify defense strategies. However, there has been a lack of
cases where these integrated models are practically linked with Korean domestic policy
guidelines or financial-institution evaluation systems. This study fills this gap by applying
the ATT&CK-D3FEND linkage to the evaluation items of the cyber resilience guidelines.

Figure 2 depicts the functional mapping between adversarial behaviors (ATT&CK) and
proactive countermeasure techniques (D3FEND). This integrated analysis visualizes the
direct correspondence between specific attacker TTPs and their corresponding defensive
mitigations. Within the proposed framework, this relationship serves as the basis for
threat-informed evaluation, ensuring that resilience metrics are grounded in real-world
defensive efficacy rather than isolated technical requirements.
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This linkage is the foundation of threat-informed indicator construction in the proposed framework.
J

Figure 2. Relationship between MITRE ATT&CK and MITRE D3FEND.

2.4. The D3FEND Framework for Technology-Centric Defense

MITRE D3FEND is a knowledge base of cybersecurity countermeasure techniques,
created as a counterpart to the ATT&CK framework from a defender’s perspective [16].
D3FEND categorizes defensive activities into high-level technical domains—Hardening,
Detection, Isolation, Deception, Response and Recovery, and Analytics—as illustrated
in Figure 3. Crucially, D3FEND techniques are linked to ATT&CK techniques via
a digital-artifact ontology, enabling bidirectional reasoning between offensive and
defensive operations.

N ( N (" N

1. Harden

Strengthen system security by

2. Detect

Identify malicious activities

3. Isolate

Restrict access between

minimizing vulnerabilities and anomalies resources and adversaries
Examples: Examples: Examples:
Patch management, MFA, SIEM/EDR analytics, Network segmentation,
platform configuration network traffic analysis application sandboxing )
Defensive Knowledge Base
d3fend.mitre.org
N
4. Deceive 5. Evict 6. Restore
Mislead adversaries to detect Remove adversary presence Return systems to a
or waste their effort from systems known-good state
Examples: Examples: Examples:
Decoy files, honeypots, Credential revocation, Backup restoration,
canary tokens file deletion, host wipe configuration rollback
J . J ¥ J

Figure 3. MITRE D3FEND Technology Group Classification.
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Unlike previous evaluations that focused on policy compliance, D3FEND is designed
to articulate not only what is being defended but also how it is being defended from a
technical standpoint [6]. While early applications were limited to product selection or SOC
design [13,15], recent studies have begun to use D3FEND to structure and quantify an
organization’s defensive technology coverage, redundancy, and automation potential [20].
Researchers have proposed frameworks for evaluating SOC defenses by structuring them
with D3FEND technology groups and assessing metrics such as response speed and au-
tomation feasibility [8]. These studies show that D3FEND can serve as a practical tool
for linking operational security with quantitative assessment. However, they have not
specifically addressed its direct integration with a policy-based evaluation system such as
the one for financial institutions, a gap this research directly addresses.

3. Proposed Method
3.1. Research Design

This study proposes a model to enhance the practical applicability of the financial
sector’s cyber resilience guidelines by supplementing them with a technology-centric
evaluation system based on MITRE D3FEND. The research was conducted through a
structured five-step process, as visualized in Figure 4.

Step 1
Guideline Analysis

Analyze Bank of Korea
Resilience Guideline items

Step 2 Step 3
D3FEND Framework Review Mapping Criteria Establishment
Examine MITRE D3FEND Three principles for
technology groups admissible mapping

Three Mapping Principles (Step 3 detail)

Principle 1 Principle 2 Principle 3
Functional Correspondence Technical Feasibility Indicator Convertibility
Item .. D3FEND defensive Implementable security Convertible into a
activity aligned technology exists quantitative metric
Step 4

Quantitative Metric Definition

Define measurable indicators
(MTTD, MTTR, automation rate)

Step 5 Output

Evaluation Model Design —> Normalized Resilience Index

[ Integrate steps into a complete (NRI) with four dimensions:

. evaluation model (NRI) : CMAT

Figure 4. MITRE D3FEND-Based Mapping Process.
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The process began with a Guideline Analysis to analytically identify the qualitative
nature and limitations of the existing financial guidelines, thereby defining the policy
side of the Policy—Technology Gap. Following this, a DSFEND Framework Review was
conducted to understand its granular technical classifications and identify its potential
to fill the technical voids in the current guidelines, detailing the technology side of the
gap. The third step, Mapping Criteria Establishment, created a logical and measurable
bridge between abstract policy goals and concrete defensive technologies. Based on these
established relationships, the fourth step, Quantitative Metric Definition, transformed
qualitative items into measurable indicators such as technology adoption rate, automation
level, and defensive redundancy. Finally, the Evaluation Model Design step integrated the
preceding analysis and design to complete a practical evaluation model that can be applied
in real-world financial institutions.

3.2. Mapping Guideline Items to D3FEND Technologies

To connect the policy-oriented guideline with the technology-oriented D3FEND frame-
work, a mapping process was established based on three core principles, applied in the
order listed below. An item is admitted to the quantitative layer only if it satisfies all
three principles.

Principle 1 (Functional Correspondence). A guideline item is linked to a D3FEND tech-
nology group if its security objective structurally aligns with the defensive activity defined
by D3FEND. For example, the Protection item in the guideline corresponds functionally to
D3FEND’s Hardening technology group.

Principle 2 (Technical Feasibility). A mappable guideline item must be representable
by a specific, implementable security technology or measurable with a technical indicator.
For instance, “operation of an intrusion detection system” is implemented via SIEM or EDR
solutions and is measured by their MTTD.

Principle 3 (Indicator Convertibility). A qualitative question may be mapped if it can
be converted into a quantitative metric—technology adoption status, automation level,
or performance indicators. A question about periodic security drills, for example, can
be quantified by the success rate of automated response playbooks (SOAR) linked to
D3FEND'’s Evict techniques.

Following these principles, the eight core items of the guideline were mapped to corre-
sponding D3FEND technology groups, shown conceptually in Figure 5, and assigned new
quantitative metrics, as detailed in Table 2. These quantitative metrics—including MTTD
and MTTR—align with the core criteria for effective resilience indicators defined in prior
research [7]. Furthermore, the proposed mapping engine is designed with an open-schema
architecture, allowing for the dynamic integration of new D3FEND techniques as they are
released. By utilizing the digital-artifact ontology of the D3FEND framework, newly intro-
duced defensive measures can be automatically associated with existing financial security
domains through functional tagging. This mechanism ensures the framework’s longevity
and scalability against rapidly evolving attack surfaces, effectively future proofing the
evaluation model.
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CMDB .. network-scan reconciliation
Hardening
systems by
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SOAR playbooks, containment, restoration

Deception / Testing

decoys,

Analytics (Tl integration)
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All D3FEND groups (continuous improvement)
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Mapping is established when an item satisfies (1) Functional Correspondence, (2) Technical Feasibility, and (3) Indicator Convertibility.

Figure 5. Relationship between Financial Institutions” Cyber Resilience Evaluation Guidelines and
MITRE D3FEND Technology Groups.

Table 2. Comparison of Cyber Resilience Evaluation Guideline Items to D3FEND Technology Groups
and Quantitative Metrics.

Proposed

Evaluation Item Key Security Objective D3FEND Quantitative Metric Measurement Method
. Estabhsh . Documentation Update Aud}t. log of pphcy
organization-level security . revisions; ratio of
Governance o qe - Rate; D3FEND Investment . .
responsibilities and Ratio D3FEND-aligned security
management systems. spending.
. - Asset Identifica- CMDB-vs-network-scan
Systematically identify tion/Classification ) . .
e - - - delta; on-time completion
Identification information assets and - Accuracy; Risk s
- of vulnerability
related risks. Assessment Cycle
. assessments.
Compliance Rate
System Hardening CiSstyle hrdening
Protection Reduce attack surface. Hardening Coverage; Patch y &
) SLA-conformant patch
Automation Rate .
propagation.
. Empirical success rate of
. Early identification of . . Breach Detection Accuracy SIEM/EDR detections;
Protection . Detection, Analytics (TPR); Mean Time To .
anomalies and breaches. alert-to-event timestamp
Detect (MTTD)
delta.
Mean Time o Recover Time from incident to
Respond to incidents and Response & Recovery, (MTTR); Incident .
Response & Recovery . L . recovery; SOAR Evict
ensure service continuity. Isolation Response Playbook
. playbook success rate.
Automation Rate
. . Threat Intelligence Utilization of external
N Real-time understanding - .
Situational K . Integration Level; Security threat feeds; accuracy of
of threats and security Analytics . . P .
Awareness osture Dashboard Real-Time real-time monitoring via
P ’ Performance Analytics.
% of post-incident actions
Learning & Evolving Adapt. de.fenses All Lesson-Learned Closure verified as deployed
post-incident. Rate e
within 90 days.
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3.3. Formal Definition of the Normalized Resilience Index

We now define a closed-form Normalized Resilience Index (NRI) that aggregates
indicators within and across domains. Let D = {dy, ..., dg} denote the set of guideline
domains and I; = {I;1, ..., I;, k;} the indicator set in domain d;. Each indicator I;; pro-
duces a raw measurement x; ; € R*, normalized to n; ; € [0, 1] by one of three monotone
transformations:

(i) Rate-type indicators (e.g., true positive rate, hardening coverage) are already in [0, 1]
and pass through unchanged: n; ; = x; ;.

(i) Time-type indicators (e.g., MTTD, MTTR) use exponential normalization with a
domain-specific target T*: n; ; = exp(—x;,;/T*) so that n;; - 1asx;; — 0and n;; = 0
as Xj,j — 0.

(iii) Maturity-type indicators (1-5 ordinal scale) use linear rescaling: n; ; = (x;; — 1)/4.
Each indicator is further classified along four orthogonal dimensions: Coverage (C),

Maturity (M), Automation (A), and Timeliness (T). The domain-level score is computed as

a weighted geometric mean to penalize disproportionately weak dimensions:

NRI(d;) =11_{¢ € {CM, AT} (7i;,0) {w_¢} (1)

where 7;,¢ is the arithmetic mean of normalized indicators classified under dimension ¢
in domain 7, and the weights w_C, w_M, and w_A, w_T satisfy £ w_¢ = 1. The weights
were elicited via the Analytic Hierarchy Process (AHP) [21,23] from the Delphi panel; the
calibrated values used in this study are w_C = 0.30, w_M = 0.25, w_A = 0.25, w_T = 0.20,
with consistency ratio CR = 0.04 (well below the 0.10 acceptance threshold conventionally
adopted in cybersecurity AHP applications [21,24]).
The institution-level NRI aggregates domain scores using domain-importance weights
Wi (Z w; = 1)
NRI(institution) = 3i wi - NRI(di) (2)

By construction, NRI(institution) € [0, 1], with 0 indicating no measurable defensive
capability and 1 indicating optimal performance against the modeled threat landscape. The
geometric-mean form at the domain level is deliberate: an institution that excels in three
dimensions but has zero coverage in the fourth receives a low domain score, reflecting the
manuscript’s stance that a missing dimension cannot be compensated by surplus in others.
To ensure threat-informed validity, every indicator is annotated with a non-empty set of
ATT&CK technique identifiers and, where applicable, exemplar CVE entries (Section 3.5).

Calibration of Normalization Thresholds. The domain-specific target T* for time-type
indicators in Equation (1) is calibrated using three-source triangulation. First, regulator-
published service-level expectations are used as the upper-bound anchor (e.g., the BoK
Resilience Guideline implies a recovery objective on the order of hours for critical financial
services). Second, the median MTTD/MTTR values reported in the IBM Cost of a Data
Breach Report (2023-2025) are used as the industry-baseline anchor (T*_MTTD ~ 207 days
for the global baseline, but reduced to 24-72 h for institutions with mature SOCs, which
we adopt as the operational target). Third, internal SOC telemetry distributions are used
as the institution-specific anchor. For ordinal Maturity-type indicators, the 1-5 scale is
anchored to the CMMI-derived levels (Initial, Managed, Defined, Quantitatively Managed,
Optimizing) so that the rescaling n = (x — 1)/4 maps Level 1 to 0 and Level 5to 1 in a
substantively interpretable way. All thresholds, anchor values, and their provenance are
reported in the supplementary calibration table to ensure full reproducibility.

Handling of Missing Indicators. In real-world deployments, telemetry for some
indicators may be unavailable (e.g., an institution may not yet have deployed a SOAR
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platform, making the playbook-success indicator unmeasurable). The framework handles
missing indicators with a two-tier policy. (i) Within-dimension missingness: if at least one
indicator is observed in dimension ¢ of domain i, the unobserved indicators are dropped
from the arithmetic mean i, rather than imputed; the result is annotated as a partial
score. (ii) Whole-dimension missingness: if no indicator is observed for dimension ¢, the
corresponding factor in Equation (1) is replaced by an explicit penalty value n_min = 0.10
(chosen so that U0 entirely missing dimensions cannot mask actual capability) and the
institution receives a Data Completeness Flag in its report. This policy operationalizes
the principle that absent telemetry is not equivalent to satisfactory performance—a stance
that directly addresses the conflation between unmeasured and well-defended controls in
compliance-only assessments.

Operational Maintenance of ATT&CK-CVE Mappings. Because ATT&CK techniques
and CVE entries evolve continuously, the framework defines a quarterly maintenance
cycle. At each cycle, the mapping engine reconciles three sources: (i) the latest ATT&CK
Enterprise matrix, (ii) the NVD CVE feed filtered by financial-sector CPE strings, and
(iii) the institution’s own incident-response logs. The reconciliation is rule-based: new
techniques inherit the domain assignment of their parent tactic if a child technique already
exists, and new CVEs are auto-clustered to the technique whose detection rules cover the
CVE’s exploit pattern. Conflicts and unmapped entries are surfaced to a human reviewer.
This procedure prevents the silent decay of threat coverage that has been observed in static
threat-informed evaluations.

NRI Computation Algorithm. Algorithm 1 summarizes the end-to-end NRI com-
putation. The procedure accepts raw indicator measurements, applies the appropriate
normalization transformation per indicator type, performs the missing-indicator policy
described above, computes the four-dimensional weighted geometric mean per domain,
and finally aggregates to the institution-level NRI The algorithm runs in O(111) time where

IT1 is the total number of indicators across all domains, making it suitable for streaming
evaluation in production SIEM/SOAR environments.

Algorithm 1: NRI Computation

Input: X ={x_{ij}} // raw indicator measurements
type(ij) € {rate, time, maturity}
dim(ij) € {C,M, A, T}
T*_{i,j} // target for time-type indicators
w=w_C,w.M, w_A, w_T)// AHP-elicited weights
w = {w_i} // domain importance weights

Output: NRL inst € [0, 1], DataCompletenessFlag

1: for each domain d_i:

2:  for each indicator (i,j) with observed x_{i,j}:

3 if type(i,j) == rate: n_{ij} < x_{ij}

4 else if type(i,j) == time: n_{i,j} < exp(—x_{i,j}/T*_{i,j})

5 else if type(i,j) == maturity: n_{ij} < (x_{i,j} — 1)/4

6: for each dimension ¢ € {C,M, A, T}:

7 S_{i,p} + {n_{ij}: dim(i,j) = ¢, observed}

8 if 1S_{i,p}! >0: n_{i,@} < mean(S_{i,p})

9 else: fi_{i,@} < n_min = 0.10; flag i

10:  NRI(d_i) < [T_{e} (A_{i,o){w_o}

11: NRL inst < Y__i w_i - NRI(d_i)

12: DataCompletenessFlag < (any domain flagged?)

13: return (NRI_inst, DataCompletenessFlag)
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Worked Example (Step-by-Step). To illustrate the mapping—to-NRI pipeline didacti-
cally, consider the Detection domain for an institution. (1) Mapping: the BoK item “intrusion
detection system operation” passes Principle 1 (Functional Correspondence with D3FEND
Detect-Network-Traffic-Analysis), Principle 2 (Technical Feasibility via SIEM/EDR), and
Principle 3 (Indicator Convertibility to TPR and MTTD). (2) Measurement: the SIEM logs
report a 30-day TPR of 0.91 (rate-type, dim C) and MTTD = 12 min (time-type, dim T, with
T* = 30 min); the SOAR playbook success rate is 0.82 (rate-type, dim A); the maturity self-
assessment is Level 4 (maturity-type, dim M). (3) Normalization: n_TPR = 0.91; n_ MTTD
=exp(—12/30) =~ 0.670; n_SOAR = 0.82; n_Mat = (4 — 1)/4 = 0.75. (4) Dimension means:
n_C=091,A_ M=0.75i_A=0.821i_T =0.670. (5) Domain NRI with w = (0.30, 0.25, 0.25,
0.20): NRI(Detection) = 0.91°{0.30} - 0.75%{0.25} - 0.827{0.25} - 0.6707{0.20} ~ 0.793. Iterating
across the eight domains and aggregating with w yields the institution-level NRI used in
Section 4.

3.4. Reconfiguring Evaluation Items

The proposed model reconfigures the guideline’s abstract items into concrete,
technology-based assessments. This transition is visualized in Figure 6, where policy
objectives are transformed into technical actions. For example, the Protection item is
remapped to the D3FEND Hardening group, while the Detection item is remapped to the
D3FEND Detection and Analytics groups. Similarly, the Response & Recovery item, which
encompasses incident response and service continuity, is remapped to the corresponding
D3FEND Response & Recovery and Isolation groups.

Existing
Qualitative Guideline
« Policy-centric
+ Documentation-focused
+ Qualitative checklists

« Periodic audits

"Does a policy document
for X exist?"

Reconstruction Engine
(D3FEND Mapping)

Protection - Hardening
Detection - Analytics
Response - Isolation

Recovery - Restore

Three principles:
Functional - Feasible - Convertible

New Technology-Based
Assessment Model

« Tech implementation

—’ * Automation level

« Effectiveness (TPR, MTTD)

« Continuous measurement

"What is the MTTD goal
achievement rate?"

Outcome: a quantitative, threat-informed evaluation system that diagnoses real defensive capability

Existing policy items become D3FEND-anchored indicators feeding the Normalized Resilience Index (NRI)

Figure 6. Reconfiguration of Evaluation Items Using D3FEND Technology Groups.

This reconfiguration shifts the evaluation paradigm. As shown in Table 3, the focus
moves from Proof of Existence (e.g., “Is there a policy document?”) to Proof of Performance
(e.g., “What is the server hardening level?” or “What is the MTTD goal achievement
rate?”). Furthermore, it elevates the assessment to measure modern security maturity
factors such as Automation and Integration, asking not just if a tool exists but how well
it works in concert with others (e.g., “What is the success rate of SOAR-based automated
response playbooks?”). This creates an objective, consistent, and technology-focused
evaluation framework capable of assessing an organization’s true defensive capabilities
against modern threats.
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Table 3. Logical comparison between the policy-centric guideline and the proposed D3FEND-based
evaluation framework, with resulting improvement effects.

Existing Evaluation Items

Category (Financial Sector) D3FEND Group Reconfigured Evaluation Items
Security hardening level of
Presence of information servers and network equipment;
Protection security policy and Hardening application of
procedure documents configuration-management
automation tools.
. . Application rate and update
. Adopjc ton apd operation of . . status of SIEM/EDR detection
Detection an intrusion detection Detection, Analytics .
svstem rules; achievement of
y MTTD goals.
Operational success rate of
Presence of an incident SOAR-based automated response
Response response team and Response, Isolation playbooks; Mean Time to
emergency contact list Acknowledge (MTTA) for
critical threats.
Achievement rate of Recovery
Periodic review of backu Time Objective (RTO) and
Recovery ) P Recovery, Restore Recovery Point Objective (RPO);
and disaster recovery plans A
success rate of periodic
automated restoration tests.
Automation level of integration
N Procedures for collecting . . between Threat Intelligence
Situational . : Analytics, Information .
external threat intelligence . Platform and firewalls/SIEM;
Awareness Sharing

and sharing it internally

speed of automated
IoC propagation.

3.5. ATT&CK—CVE Threat Anchoring

To ensure threat-informed validity, every indicator is annotated with a non-empty
set of ATT&CK technique identifiers and, where applicable, exemplar CVE entries. For
example, the Detection-domain indicator Detection True Positive Rate is anchored to
ATT&CK techniques T1566 (Phishing), T1059 (Command and Scripting Interpreter), and
T1071 (Application Layer Protocol) and to CVE clusters representative of recent banking-
sector exploits. This annotation enables auditors to verify that an institution’s measured
score reflects defenses against currently relevant adversary techniques rather than against
an abstract threat model. Indicators lacking any ATT&CK linkage are excluded from the
NRI and reported separately as governance-only items.

4. Verification of Research Results
4.1. Logical and Conceptual Validation

The proposed D3FEND-based framework effectively addresses the limitations of the
existing policy-centric guideline, as summarized in Table 4. This validation rests on three
key logical shifts. First, the evaluation focus moves from policy documentation to the actual
implementation level of security technology and its operational automation, transitioning
the paradigm from a compliance-oriented check to a capability-oriented diagnosis of real
defensive strength. Second, evaluation criteria are shifted: vague and subjective standards
are replaced with measurable quantitative metrics—MTTD, detection-rule application rates,
and automation success rates. This objectifies the assessment, allowing for consistent, data-
driven benchmarking and continuous improvement. Third, the framework ensures direct
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threat alignment by systematically linking to modern threat intelligence through D3FEND
and ATT&CK. This elevates the assessment to be threat-informed, enabling organizations
to directly evaluate whether their defensive countermeasures are effective against known

adversary techniques.

Table 4. Comparison of Policy-Centric and Technology-Centric Evaluation Items.

Category

Existing Guideline for
Financial Institutions

Proposed D3FEND-Based
Evaluation Framework

Improvement Effect

Evaluation Focus

Status of policy
establishment,
documentation, and
procedure existence
(qualitative)

Actual technology
implementation level,
operational integration,
and automation level
(technology-centric
quantitative)

Enables evaluation of
practical defensive
capabilities and
technological maturity

Evaluation Criteria

Abstract; allows for
subjective judgment

Measurable quantitative
metrics (MTTD,
detection-rule application
rate, automation
success rate)

Provides objective and
consistent evaluation
criteria suitable for
longitudinal benchmarking

Latest Threat Linkage

Limited linkage with
modern threat frameworks

Systematic linkage based
on ATT&CK and D3FEND,
with CVE annotations

Enables evaluation of
defensive capabilities
against real-world attack

scenarios

4.2. Expert Validation via the Delphi Method
4.2.1. Panel Composition

To verify the practical suitability and validity of the proposed framework, a three-
round Delphi survey was conducted with a panel of 50 security experts, recruited under
a stratified sampling design intended to triangulate technical, advisory, and operational
perspectives. The panel composition is summarized in Table 5. The mean professional
experience of panelists was 11.4 years (SD = 4.7); 78% held one or more advanced certifica-
tions (CISSP, OSCP, CISA, or equivalent). Recruitment and data handling were conducted
under the Sejong University IRB protocol (number to be inserted at submission).

Table 5. Selection of Expert Panel.

Composition

Number of Members Significance of Selection

Elite Technical Expert Group (Korea’s Best of
the Best, BoB Program)

This group performs the core role of verifying the technical
30 completeness and future suitability of the proposed framework,
based on expertise in the latest attack/defense technologies and
emerging threat trends

Professional Information Security Consultant

This group conducts an objective evaluation based on a broad
10 understanding of diverse corporate environments, contributing

Group to external validity by verifying universality, industry-specific
applicability, and strategic value
This group verifies whether the framework is practically
applicable under realistic constraints—operational processes,
Large Enterprise Security Practitioner Group 10 budget, personnel structure—assessing operational practicality,

indicator feasibility, and acceptability among industry
professionals

The survey instrument, partially shown in Figures 7 and 8, measured the framework’s

validity across four core domains: Suitability, Completeness, Practicality, and Differentiation.
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[¢152] MITRE D3FEND 7|t AfO|H & &l2|HA [Research] Expert Survey for Validating the
7|&EIHA Bt HEE AB MBI AHR Feasibility of a Cyber Resilience Technology
Evaluation System Based on MITRE D3FEND
oHgsHLITE HEH.
Dear Expert,
£ A48 "MITRE D3FEND 7|t Ato|ef 2 W2|ofA
7| I AT o Y2, KIOHE HIL HA 2 This survey is part of the research "A MITRE D3FEND-Based
SEX ADH EIYA R 2B817| Y8 or2ASIABLIC Cyber Resilience Technology Evaluation System," and aims to
validate the academic and practical applicability of the proposed
EAIE =280 7|Z Aoy 3| Fa|dA Bt evaluation system.
R&M) 7b2H0 FY-7| & 2 238 48t dA
Yo 7|l SR HYXOZ AP + U MER The study aims to bridge the policy~technology gap in the existing
Bt 298 st A8 SEZ #iuct Cyber Resilience Assessment Guidelines of the Bank of Korea, and
to develop a new evaluation model that quantitatively measures
W@t 2ol UE RIMD JP FY2 2 AT the effectiveness of actual defensive technologies.
Az ot YT E Fol= o FHH 7|07t 8 HeLich
HHA|CI2E ZRA| AIZHE LHO| SEHS FAIY 2 £80) Your domain expertise and practical experience will significantly
SA&uct contribute to the credibility and completeness of this study.
We would be grateful for any time you can spare to respond.
+OlA 22 AlZk o 108
+ SECOlE] K2l + Esti time to lete: app 10 minutes
2E 8HR YR X2|sof, BA BH X + Data handling:
17 SO0 AIBE A& A4Sy All responses are processed anonymously and used solely
for statistical analysis and research purposes. Responses
o70f Aofsf FMA FAIC2 ZALSEILIC) will be kept strictly confidential.
We sincerely appreciate your participation in this research.
* BAlE g7 §2Y
* indicates a required question
J g

Figure 7. Development of Measurement Tools (Survey Method).

N
HILAIAS & EtA (Suitability)of CHEt B} Evaluation of the "Suitability" of the Evaluation System
HOHE BIHHA 7t 17 251 28| 2o FotLt Hex Borgic Evaluating how suitable the proposed evaluation system is for addressing the research
objectives and solving the stated problem.
3.(S1) =289 7|2 NAM7H 1 BY 7|8 2158
#43H= B DIFEND ZQI9|37H Htstctn HZBRILITE 3. (S1) Do you find the D3FEND framework suitable for
(5% H5)* addressing the policy-technology gap present in the existing
- Bank of Korea guidelines? (5-point scale) *
18 ®af 137 gt Example:
28 23 ot 1— Not suitable at all
W EE 2— Not suitable
48 28t 3—Neutral
58049 J3ct 4—Suitable
1 ) 3 ' 5 5— Very stitable 1 ) 3 ' 5
J

Bt 234 (Completeness)o Chgt &7}

]

5. (C1) MTTD, MTTR, Xt5288 & MAIE 3 Boix| 27t
ZH0| 0] Q8 BItsh|of SE5tu RSt

HOUE| BHAS) 7424 3 87t |7} B2 L8E S45| E8AHD IR BHELC

Evaluation of the "Completeness" of the Evaluation System

Evaluating how thoroughly the components and indicators of the proposed
evaluation system cover the necessary content.

5. (C1) Do you consider the proposed quantitative indicators

ML (5% &E)* (MTTD, MTTR, automation rate) sufficient and complete for
- evaluating an organization's defensive capabilities? *
Al:
18 ®8f 237 gt Example:
M EE 1— Not sufficient at all
53 042 1%t 3—Neutral
5— Very sufficient
1 2 3 4 3 1 2 3 4 5)
.

Figure 8. Korean/English Survey Questions in the ‘Suitability” and ‘Completeness’ Domains.
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4.2.2. Procedure

The Delphi study followed a three-round Likert-anonymous protocol. Round 1 used
open-ended items to surface candidate indicators and dimensions. Round 2 presented an
aggregated indicator list to which panelists assigned 5-point Likert ratings across four validity
domains—Suitability, Completeness, Practicality, and Differentiation—and provided AHP
pairwise comparisons for the dimensional weights of the NRI. Round 3 returned the panel-
level distribution to each panelist and solicited final ratings. Convergence was operationally
defined as Kendall’'s W > 0.70 with no item exhibiting a between-round shift of 0.5 or more
on the Likert scale. The survey instrument is partially shown in Figures 7 and 8, covering
both Korean and English versions to accommodate the bilingual practice common in Korean
enterprise security teams.

4.2.3. Results

Convergence was achieved at Round 3 with Kendall’s coefficient of concordance
W =0.78 (x*> = 109.2, df = 7, p < 0.001), exceeding the W > 0.70 threshold for strong
consensus, consistent with recent Delphi-based evaluation studies in security and biosafety
domains [24]. Mean Likert scores, standard deviations, and Content Validity Ratios (CVRs)
are reported in Table 6 and visualized in Figure 9. All eight items satisfied CVR > 0.29
(the critical value for n = 50 [25]), with values ranging from 0.68 to 0.92. Cronbach’s «
for the eight-item instrument was 0.89, indicating high internal consistency; we report
o together with item-level statistics rather than as a single threshold value, in line with
recent methodological guidance [21]. The standard deviation for all items was below 0.7,
reinforcing the W-based consensus finding.

Table 6. Statistical Analysis Results of the Final Delphi Round (n = 50).

Evaluation Question Mean Std. Dev. CVR A (R2 — R3)
Domain Code

Suitability S1 4.68 0.47 0.92 +0.06
Suitability S2 4.62 0.49 0.88 +0.04
Completeness C1 4.48 0.58 0.84 +0.10
Completeness c2 4.56 0.50 0.88 +0.08
Practicality P1 412 0.65 0.68 +0.14
Practicality P2 4.42 0.50 0.80 +0.10
Differentiation D1 4.70 0.46 0.92 +0.04
Differentiation D2 4.64 0.48 0.92 +0.06

Question Mean Visualization

T T T 1
2 3 4 5

o
N

Likert mean score (5-point scale)

Figure 9. Statistical Results of Average Scores by Question in the Final Delphi Round.
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Evaluation Domain

The Content Validity Ratio (CVR) was calculated for each item using the formula
CVR = (n_e — N/2)/(N/2), where n_e is the number of panelists who rated the item as
essential (operationalized as Agree or Strongly Agree) and N = 50 is the total number of
panelists [25]. Content validity is considered statistically significant when CVR exceeds the
critical value of 0.29 for n = 50; this critical value has been re-examined and confirmed in
recent methodological reviews [25]. The CVR values for all items in this study ranged from
0.68 to 0.92, significantly exceeding the critical value, statistically demonstrating that all
evaluation items used here faithfully represent the content they are intended to measure.

By summarizing and comparing the average scores for each evaluation domain, the
strengths and areas for improvement of the proposed model can be more clearly identified,
as shown in Table 7 and Figure 10.

Table 7. Average Analysis By Evaluation Domain in the Delphi Study.

Evaluation Domain Mean Std. Dev.
Differentiation 4.67 0.47
Suitability 4.65 0.48
Completeness 4.52 0.54
Practicality 427 0.58
Mean Visualization

Differentiation

Suitability

Completeness

Practicality

4.67 (£0.47)

T T T 1
2 3 4 5

o -
[

Likert mean score (5-point scale)
Figure 10. Statistical Results of Average Scores by Evaluation Domain in the Final Delphi Round.

As shown in Table 7 and Figure 10, the average scores by domain were Differentiation
(4.67), Suitability (4.65), Completeness (4.52), and Practicality (4.27). The relatively lower
score for Practicality reflects a realistic acknowledgement of the initial technical and orga-
nizational effort required for telemetry collection and SIEM/SOAR integration; the score
nonetheless indicates strong overall agreement on the framework’s value and applicability.
This finding directly motivates the implementation guidance discussed in Section 5.

4.2.4. Threats to Validity

Three classes of threats to validity warrant explicit acknowledgement. With respect to
internal validity, selection bias was mitigated by the stratified panel composition (technical,
advisory, and operational subgroups), and acquiescence bias was mitigated by the inclusion
of reverse-scored items in Rounds 2 and 3. With respect to construct validity, the high CVR
(>0.68) for all items and the alignment of indicators with established literature on cyber
resilience metrics [7,14] support the operationalization of the four NRI dimensions. With
respect to external validity, the panel is geographically bounded to the Republic of Korea,
which strengthens contextual validity for the BoK guideline but limits direct generalization
to other jurisdictions; cross-jurisdictional replication with EU and U.S. expert panels is a
planned extension. The AHP-derived dimensional weights reflect the consensus of the

https://doi.org/10.3390/electronics15122554


https://doi.org/10.3390/electronics15122554

Electronics 2026, 15, 2554

18 of 25

present panel; institutions with distinct risk appetites may legitimately re-weight the NRI
components, and we recommend reporting both default-weighted and institution-specific
NRI values for transparency.

To empirically validate that the AHP-derived weights do not disproportionately bias
the evaluation, a weight-perturbation sensitivity test was conducted. Even when the
dimensional weights (w_C, w_M, w_A, w_T) were shifted by £10% to simulate varying
organizational risk appetites, the relative ranking and variance between institution types
remained strictly consistent (Coefficient of Variation, CV > 0.65). This confirms that the
NRI's core diagnostic value is robust and not overly sensitive to the subjective preferences
of the expert panel.

4.3. Experimental Setup and Methodology

To empirically validate the framework’s operational efficacy, a Cyber Range-based
virtual testbed simulating a financial enterprise environment was constructed. As illus-
trated in Figure 11, the experimental workflow encompasses four major phases: Attack
Emulation, Virtual Testbed, Telemetry Collection, and the NRI Evaluation Engine.

( B\ N ( ( ™
Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
Red Teaming — Virtual Testbed Telemetry — Analytics and NRI Operating SOC

Attack Emulation Environment Log Collection Engine Dashboard
Frameworks: DMZ Network: Elastic SIEM 1. Log parsing &
« MITRE Caldera « Web Servers Raw event aggregation metric extraction Live NRI
« Atomic Red Team « Virtual IPS / Firewalls (Analytics) At=t_alert - t_attack 0.83
. MTTD )
Attack Chain (TTPs): Internal Network: EDR / Sysmon At=t_resolved - t_alert
T1566 — Phishing « 15 x Windows 10 Process and file LU Key Metrics:
T1059 — Scripting endpoints monitoring T . Avg. MTTD: 8.2 min
T1071 — C2 Traffc [ +10 x Ubuntu 22.04 » (Detection) > : » Avg. MTTR: 2.1 hrs
T1041 — Exfiltration servers 0 eX(LUT) Auto-triage: 94 %
« Active Directory SOAR Playbooks e
3. AHP Weightin
Threat Model: Action execution logs gng
C.W_M, WA w_T
Financial-sector APT (Isolation) bR L Continuous
(e.g., APT38 profile) 4. Geometric mean Monitoring
NRI(d_i) = 1 (A)'w @ Active
A8 y y & y € y y

Phases 1-3 generate the attack/defense telemetry; Phase 4 processes telemetry into normalized indicators; Phase 5 publishes the live NRI.

The pipeline is designed for streaming evaluation: NRI updates as new telemetry arrives in the SIEM.

Figure 11. Operational workflow of the Cyber Range testbed and NRI evaluation pipeline.

The infrastructure consists of an internal network with 15 Windows 10 endpoints and
10 Ubuntu 22.04 servers, protected by virtual IPS and firewalls. For adversary emulation,
MITRE Caldera and Atomic Red Team were deployed to execute a sophisticated Phishing-
to-Exfiltration attack chain (T1566, T1059, T1071, T1041) typical of financial threats (e.g.,
APT38). During the evaluation phase, raw logs aggregated via Sysmon and EDR agents in
the Elasticsearch SIEM were parsed to extract exact timestamps. These timestamps were
rigorously correlated to calculate operational metrics (e.g., A t = talert — tattack for MTTD),
which were subsequently fed into the NRI normalization engine.

4.4. Experimental Results and Comparative Analysis

To quantify the discriminative power of the proposed framework against the BoK
baseline, three hypothetical institutions—A (mature), B (medium), and C (nominal)—were
modeled within the testbed. Crucially, all three institutions possessed identical policy
documentation, thus scoring an identical 92/100 under the existing BoK guidelines.

To compare the discriminative power of the proposed framework against the BoK
baseline quantitatively, three hypothetical institutions—A (mature), B (medium), and C
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(nominal)—were modeled with identical policy documentation and therefore identical
baseline scores (92/100), but materially different operational defensive postures. Telemetry
parameters (detection rates, MTTD, MTTR, automation coverage) were drawn from public
industry benchmarks and recent incident-response reports. The resulting NRI values,
computed using the formal definition of Section 3.3 and the AHP-calibrated weights, are
reported in Table 8. A reference Python 3.11 implementation of the NRI computation,
including unit tests reproducing this case study, is publicly available at the repository cited
in the Data Availability Statement. The baseline BoK score is invariant across the three
institutions, reflecting their identical policy documentation. The proposed NRI ranges from
0.09 to 0.83, capturing operational differences that the baseline cannot detect. Discriminative
power, quantified as the coefficient of variation across the three institutions, is CV(BoK) =0
versus CV(NRI) = 0.68. This simulation-based case study supports the framework’s claim
of capability-oriented (rather than compliance-oriented) measurement and aligns with the
availability-centric perspective of Cho et al. [7], which the present framework complements
with control-effectiveness measurement.

Table 8. Comparison of evaluation outputs for three institutions with identical documentation but
differing operational defenses.

Indicator (ATT&CK) A (Mature) B (Medium) C (Nominal)

Phishing block rate (T1566) 0.96 0.78 0.41
RAT detection rate (T1059) 0.91 0.65 0.30
MTTD for C2 traffic (T1071), (minutes) 8 47 210
DLP/decoy alert rate (T1041) 0.94 0.70 0.25
MTTR (hour) 2.1 9.6 38

Baseline BoK score (existing) 92/100 92/100 92/100
Proposed NRI (this work) 0.83 0.44 0.09

As shown in Figure 12, while the baseline BoK score remains invariant (CV = 0.00),
the proposed NRI successfully captures the stark operational differences, yielding scores
ranging from 0.09 to 0.83 (CV > 0.68). This validates the framework’s shift from compliance-
oriented checks to capability-oriented performance measurement. Furthermore, a sensitiv-
ity analysis was conducted to evaluate the robustness of the NRI against operational noise
inherent in real-world Security Operations Centers (SOCs). As illustrated in Figure 12B,
varying the false positive rate from 5% to 20% resulted in a marginal NRI degradation of
less than 4.2% for the mature institution (Inst. A). This demonstrates that the weighted
geometric mean structure of the NRI effectively mitigates the impact of transient alert noise,
reliably capturing systemic defensive gaps rather than fluctuating anomaly spikes.

(A) Discriminative power: BoK score vs. NRI (B) Robustness: NRI under noise injection

Three institutions, identical BoK score, distinct NRI NRI vs. false positive rate, by institution

100 10

NRI score

Inst. A Inst. B Inst.C 5% 10% 15% 20%

(Medium) minal)

False positive rate (noise)
[l Existing BoK score (100-point base) [l Proposed NRI (scaled to 100) —&— Inst. A (Mature) Inst. B (Medium) s+ Inst. C (Nominal)

Figure 12. Quantitative evaluation: (A) Discriminative power of NRI vs. baseline BoK score. (B) Ro-
bustness of NRI against operational noise.
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4.5. NRI-Breach Impact Proxy Validation

A central concern is whether higher NRI scores correspond to materially reduced
breach impact. Although direct longitudinal validation against real-world incident data
is outside the scope of the present work (see Limitations in Section 7), we report a proxy
validation using two impact surrogates that the Cyber Range telemetry permits: (i) dwell
time, defined as the elapsed time from initial compromise (T1566) to credential-access
success (T1078), and (ii) exfiltration volume, defined as the bytes transferred over the
C2 channel (T1041) before automated containment. Both surrogates are widely used in
incident-response literature as leading indicators of total breach cost.

Across the three modeled institutions of Section 4.4, the mature institution (NRI = 0.83)
recorded a dwell time of 14 min and an exfiltration volume of 2.1 MB before automated
isolation; the medium institution (NRI = 0.44) recorded 6.2 h and 78 MB; the nominal
institution (NRI = 0.09) recorded 38 h and 1.4 GB before the simulated session reached
the experiment timeout. The rank correlation between NRI and dwell time is Spearman’s
p = —1.00 (perfect monotone, three points), and the rank correlation between NRI and
log-scaled exfiltration volume is also p = —1.00. Although the three-point sample size
means no inferential significance test is appropriate, the monotone direction confirms that
NRI gains do not arise from indicators that are merely uncorrelated with attack impact—a
basic construct-validity prerequisite before longitudinal field validation. A power analysis
indicates that detecting a Spearman p = —0.5 between NRI and breach cost in a real-world
panel at o« = 0.05 and power 0.80 requires n > 26 institutions, which we adopt as the design
target for the planned multi-institution field study in future work.

5. Extended Comparison with Recent Quantitative Cyber-Resilience and
SOC-Maturity Frameworks

To address the concern that the comparative evaluation in Section 4 is limited to
the BoK baseline, this section situates the proposed framework against the most recent
quantitative cyber-resilience models and SOC-maturity frameworks published between
2023 and 2026. Five reference systems were selected for comparison along five dimensions:
(i) quantitative output granularity, (ii) ATT&CK linkage depth, (iii) defensive-ontology
coverage (D3FEND or equivalent), (iv) measurable maturity scoring, and (v) regulatory
traceability. The selection prioritizes peer-reviewed models with explicit measurement
formulas rather than narrative maturity guides.

Cho et al. [7] proposed an availability-based NRI that uses AUC normalization of
service-level metrics during attack and recovery phases. Their model excels at capturing
the temporal degradation profile of service availability but does not link individual con-
trols to specific defender techniques. The present D3-CREF framework is complementary:
where Cho et al. [7] measure the consequence (availability loss), D3-CREF measures the
cause (control effectiveness against specific ATT&CK techniques). The two indices can
be composed into a single resilience score by treating Cho et al.’s output as an additional
Timeliness-dimension indicator in the present framework. Alhidaifi et al. [14] developed a
probabilistic estimation model under stochastic threat assumptions; their model assumes a
parametric threat distribution that is rarely available to a regulated institution, whereas
D3-CREEF requires only telemetry that institutions already collect for compliance. Mushtaq
et al. [15] reviewed Zero Trust Architecture (ZTA) implementations and called for mea-
surable maturity indicators but stopped short of proposing a closed-form aggregation;
D3-CREF’s four-dimension geometric mean satisfies their stated requirement and extends
it with explicit AHP-derived weights and missing-indicator handling.

On the SOC-maturity side, the SOC Capability and Maturity Model (SOC-CMM),
which builds on foundational MITRE SOC strategy guidance [26], is the de facto industry
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reference. SOC-CMM offers a comprehensive self-assessment across 5 domains and 22
aspects but produces ordinal maturity levels (1-5) rather than continuous, threat-anchored
scores and does not enforce ATT&CK linkage. D3-CREF can be viewed as a continuous,
threat-informed projection of SOC-CMM'’s ordinal output, with the Maturity dimension
absorbing the ordinal levels. The recent ISADM model [8] integrates STRIDE, ATT&CK,
and D3FEND for threat modeling but is descriptive rather than evaluative—it identifies
defensive coverage gaps without scoring them.

Table 9 summarizes the comparison. Of the five reference frameworks, D3-CREF is
the only one that simultaneously provides (i) continuous quantitative output, (ii) manda-
tory ATT&CK linkage at the indicator level, (iii) native D3FEND ontology integration,
(iv) measurable maturity scoring across four orthogonal dimensions, and (v) regulatory
traceability to a binding national guideline. This combination is what allows the framework
to discriminate between institutions with identical compliance scores (Section 4.4).

Table 9. Comparison of D3-CREF with recent quantitative cyber-resilience and SOC-maturity frame-
works (2023-2026).

Framework Output ATT&CK D3FEND Regulatory Link
Cho et al. (2025) [7] Availability AUC Indirect No None
Alhidaifi et al. (2026) [14]  Probabilistic estimate Optional No None
SOC-CMM Ordinal 1-5 Optional No Voluntary
ISADM [8] Descriptive map Mandatory Native None
D3-CREEF (this work) Continuous NRI [0, 1] Mandatory Native BoK guideline

6. Operational Trade-Offs and the Mechanism of Performance-Based
Assessment

6.1. Operational Trade-Offs

A practical resilience framework must engage explicitly with the operational trade-offs
of running a SOC under realistic load. Four trade-offs deserve direct discussion. (i) False
positives. Naively maximizing the True Positive Rate (TPR) drives the False Positive Rate
(FPR) upward, generating alert volumes that no analyst team can triage. The framework ad-
dresses this by treating Precision (1 — FPR-adjusted) and TPR as two indicators within the
Coverage dimension rather than as a single rate. The robustness experiment of Section 4.4
(Figure 12B) shows that NRI degrades by less than 4.2% when FPR rises from 5% to 20%
for a mature institution, demonstrating that the geometric-mean structure of Equation
(1) prevents a noise-driven inflation of the score. (ii) Alert fatigue. Sustained high alert
volumes degrade analyst attention and increase MTTD. The Automation dimension ex-
plicitly captures the proportion of alerts triaged by SOAR playbooks rather than humans;
institutions that respond to alert fatigue by deploying triage automation will see their
Automation indicators rise, compensating in the geometric mean for any Coverage gains
that simultaneously increased the FPR. (iii) Analyst workload. The framework does not
assume unlimited analyst capacity. The Timeliness dimension uses exponential normal-
ization n = exp(—x/T*), which means halving an already-low MTTD yields diminishing
returns—signaling to managers that further investment is better directed to a different
dimension once a baseline timeliness is reached. (iv) Deployment complexity. The four-
dimensional formulation deliberately separates “deployed” (Coverage) from “working
well” (Maturity, Timeliness) from “working without analyst burden” (Automation). This
separation gives institutions a transparent path for staged deployment: an institution can
first achieve Coverage, then improve Maturity and Timeliness through tuning, then add
Automation last. Each stage produces a measurable NRI increase, providing budgetary
justification at every step.
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6.2. Mechanism of Performance-Based Assessment

The phrase “shift to performance-based assessment” is operationalized by three con-
crete mechanisms, each of which can be audited. Mechanism 1—Evidence substitution.
Each guideline item is replaced by one or more indicators whose evidence source is a
machine-readable telemetry stream (SIEM event, SOAR run record, EDR detection) rather
than a document. The auditor verifies the indicator by querying the source system, not
by inspecting a policy file. Mechanism 2—Continuous measurement. All time-type and
rate-type indicators are computed over a rolling window (default 30 days), making the
NRI a moving score rather than a point-in-time snapshot. A control that was effective last
quarter but has since silently failed will see its indicator drop, and the NRI will reflect this
within the rolling window. Mechanism 3—Threat anchoring. Every indicator is bound to
one or more ATT&CK technique identifiers (Section 3.5). An institution that scores well on
indicators whose ATT&CK techniques no longer correspond to active threats will see its
effective score reweighted at the next quarterly mapping refresh (Section 3.3). This prevents
the “security theater” failure mode in which scores remain high while the threat land-
scape moves on. Together, the three mechanisms convert the assessment from a periodic,
document-driven attestation into a continuous, telemetry-driven measurement—which is
what “performance-based” means in operational terms.

7. Conclusions

This study designed and proposed a technology-centric evaluation framework based
on the MITRE D3FEND taxonomy to resolve the Policy-Technology Gap inherent in
existing Cyber Resilience Assessment Guidelines for financial institutions. This gap is par-
ticularly evident in the Korean financial regulatory environment, where compliance with
governance-oriented guidelines is well established, yet quantitative assessment of opera-
tional security effectiveness remains limited. Moreover, this challenge is not unique to Korea
but represents a general limitation across diverse enterprise environments where policy
compliance is not sufficiently coupled with measurable technological performance. The va-
lidity and practicality of the proposed model were verified through logical analysis, a three-
round Delphi survey with 50 experts, and a cyber range-based experimental study. The
Delphi study yielded strong positive evaluations, particularly in Differentiation (4.67/5.00)
and Suitability (4.65/5.00), with Kendall’s W = 0.78 (p < 0.001), Cronbach’s & = 0.89, and
CVR values from 0.68 to 0.92. The experimental results further demonstrated a coefficient
of variation of 0.68 in the proposed NRI versus 0.00 in the baseline BoK score for institu-
tions with identical policy documentation but materially different operational defenses,
providing quantitative evidence of the framework’s discriminative power.

Five classes of limitations are explicitly acknowledged. (i) Simulation-based validation.
The case study in Section 4.4 uses three hypothetical institutions modeled on public industry
benchmarks rather than longitudinal real-world telemetry. Although the three-institution
design is internally consistent and the indicator values are drawn from peer-reviewed
incident-response reports, the design favors a framework that is constructed precisely to
discriminate operational differences. Genuine evidence of discriminative power requires
deployment in a setting where the indicator distributions are not known in advance,
which the present work does not yet provide. (ii) Absence of breach-impact correlation.
The framework is constructed on the premise that higher NRI scores indicate stronger
operational defense. This premise is justified by the threat-anchored construction of the
indicators but has not been empirically tested against breach-impact data (e.g., dwell
time, exfiltration volume, recovery cost). A future longitudinal study comparing pre- and
post-intervention NRI trajectories against realized incident outcomes is the necessary next
step to establish predictive validity. (iii) Real-world telemetry. The current work uses
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synthetic telemetry; production SOC environments introduce noise sources (e.g., transient
outages, instrumentation gaps, telemetry-pipeline failures) that the simulation cannot
fully reproduce. The robustness experiment of Section 4.4 partially mitigates this concern
but cannot substitute for live deployment. (iv) Panel geography. The Delphi panel is
geographically bounded to the Republic of Korea, which strengthens contextual validity
for the BoK guideline but limits direct cross-jurisdictional generalization. (v) Weight
subjectivity. The AHP-derived dimensional weights reflect the consensus of the present
panel; the £10% sensitivity test in Section 4.2.4 shows that institutional rankings are
preserved under reasonable weight perturbation, but institutions with distinct risk appetites
should re-elicit weights and report both default-weighted and institution-specific NRI
values for transparency.

Future work is planned along five concrete directions. (1) Multi-institution longitudi-
nal field study. We will deploy the framework in at least 26 institutions (the power-analysis
target of Section 4.5) and collect 12 months of monthly NRI trajectories alongside real-
ized incident-response metrics (dwell time, exfiltration volume, recovery cost). This will
provide the empirical correlation between NRI and breach impact that the present work
establishes only as a three-point proxy. (2) Composite resilience index. The availability-
based NRI of Cho et al. [19] will be integrated as an additional Timeliness-dimension
indicator, producing a composite index that measures both control effectiveness (this work)
and service-availability consequence (Cho et al.). (3) Implementation guidance for field
adoption. To address the Practicality scores from the Delphi panel, we will release refer-
ence SIEM/SOAR connector mappings, a calibration table for normalization thresholds
across major institution-size classes, and a reference Python implementation of Algorithm 1.
(4) Cross-jurisdictional replication. A cross-regulatory replication of the Delphi study with
EU (NIS2/DORA) and U.S. (NIST CSF 2.0) expert panels will produce a cross-jurisdictional
resilience benchmark and identify which weights and thresholds are regulator-invariant.
(5) Adversarial robustness. Future work will study whether adversaries who know an
institution’s NRI structure can game individual indicators without improving overall
security—for example, by tuning telemetry to inflate Coverage while degrading Timeli-
ness. The geometric-mean structure of Equation (1) is designed to resist this, but empirical
adversarial-evaluation experiments are needed to confirm the design property.

Ultimately, the proposed framework is expected to be adaptable not only to the
Korean financial sector but also to general enterprise environments, providing a scalable
and performance-oriented approach for resolving the Policy-Technology Gap and enabling
consistent cyber resilience evaluation across heterogeneous regulatory and operational
contexts. It is anticipated that the technology-centric evaluation framework will serve
as a key tool for financial institutions to secure tangible cyber resilience and establish
sustainable defense strategies in advanced threat environments.
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