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Abstract

The paper focuses on fault diagnosis in nonlinear analog circuits. Due to its complexity,
the problem, which has been the subject of research for over 50 years, remains unsolved.
The paper proposes a comprehensive method for identifying single hard and soft faults in
nonlinear DC circuits. The dictionary-based method belongs to the simulation-before-test
method group. During dictionary creation, the possibility of multiple equilibrium points in
transistor circuits is considered. For this purpose, Monte Carlo simulations that account for
the spread of circuit parameters within tolerance limits are preceded by circuit analyses
using a method that guarantees the determination of all operating points. A method for
selecting nodes for hard faults is proposed. Two dictionaries are formulated for soft and
hard faults. After performing measurements in the circuit under test, the dictionaries are
searched to determine the fault type. In the case of soft faults, unlike methods that use
artificial intelligence tools, it is possible not only to identify the faulty element but also
to determine its approximate range of values. Furthermore, the paper highlights several
problems and risks at the dictionary-creation stage. The method was verified through
simulation and on a test bench under various test conditions.

Keywords: analog circuits; fault diagnosis; hard faults; nonlinear circuits; parameter
identification; SBT methods; single faults; soft faults

1. Introduction

Fault diagnosis is a critical challenge in electrical and electronic engineering. A well-
designed diagnostic process enhances circuit performance, minimizes failure risk, shortens
maintenance time, and improves operational safety. Despite representing only about 20% of
electronic systems, analog circuits are responsible for more than 80% of observed faults [1-5]
due to their diversity, wide signal ranges, susceptibility to noise, temperature variations,
parameter tolerances, measurement uncertainties, limited test access, and the existence of
ambiguity groups. The factors highlight the need for effective diagnostic methodologies,
which is reflected in the growing research output.

Analog circuits may exhibit single (most common) or multiple faults. Faults are
typically divided into hard (catastrophic) faults, usually resulting from opens or shorts that
modify circuit topology, and soft (parametric) faults, where component values deviate from
allowable tolerances [1,6]. Incipient faults constitute a special case of soft faults, causing
only slight parameter drifts yet degrading performance (see, e.g., [2,7-9]). Faults may also
be permanent or intermittent [6,10,11].

The development of reliable diagnostic methods requires proper selection of measure-
ment nodes, test frequencies, excitation signals, and amplitudes, collectively known as test
point selection [12-14]. Measurement strategies include DC and AC tests and time-domain
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measurements. Another important concept is testability, which provides theoretical limits
on the solvability of test equations given a chosen set of measurement points [6,15]. Re-
stricted measurement access and ambiguity groups often lead to non-unique solutions of
nonlinear test equations [5].

Diagnostic techniques can be broadly categorized into simulation after test (SAT),
typically used to diagnose soft faults, and simulation before test (SBT), primarily applied
to hard faults [5]. Testing objectives range from verifying functional correctness (fault
detection) to locating faulty components and estimating parameter values.

A wide range of mathematical tools support diagnostic procedures, including Fourier
and wavelet transforms for signal analysis. The rapid growth of artificial intelligence,
especially deep learning, has further expanded the range of diagnostic techniques available.
However, Al-based approaches usually focus on single hard faults, predefined soft faults
(e.g., faults corresponding to +30% or £50% of the nominal value) or selected ranges of
parameter deviations, limiting their applicability to multiple-fault scenarios [1,4,14,16-26].
For multiple fault diagnosis in nonlinear circuits, SAT methods are typically preferred. In
most diagnostic SAT procedures, nonlinear test equations are formulated and solved based
on measured circuit quantities. Even for linear systems, the equations are nonlinear and
may yield multiple solutions [5]. Significant parameter deviations can prevent convergence
of iterative solvers or give virtual solutions. Moreover, different parameter combinations
may satisfy the test, complicating diagnosis. The paper [5] focuses on fault diagnosis in
nonlinear circuits and reviews essential concepts from the literature, including testability,
test point selection, and SAT/SBT approaches, with particular emphasis on methods
applicable to nonlinear circuits. The paper also highlights key challenges in diagnosing
nonlinear circuits. Using simple examples, it demonstrates that even single hard faults may
be difficult to detect in transistor circuits, and that soft faults and temperature effects can
alter the number of operating points.

Piecewise-linear (PWL) approximation simplifies nonlinear characteristics by rep-
resenting them as several linear segments, each valid over a specific input range. The
approach streamlines analysis and simulation and can be applied in circuit modeling and
fault diagnosis. In [27], a symbolic testability method for nonlinear analog circuits was
introduced, in which nonlinear elements are replaced with PWL models to derive sym-
bolic network functions and construct a testability matrix whose rank reveals the circuit’s
testability. A data-driven method for testability assessment is introduced in [28]. In this
approach, single hard faults are injected into the circuit model and simulated to produce
diagnostic data. The resulting responses are then analyzed using a k-nearest neighbors
classifier to quantify testability.

Since the paper focuses on single faults in nonlinear circuits and employs the SBT
methodology for their identification, the remainder of the section provides a more detailed
discussion of the concepts. The SBT approach simulates predefined faults and stores their
quantities or responses in a fault dictionary. Measured circuit quantities or responses are
compared with the signatures, and the closest match identifies the likely fault. While
effective for single hard faults, the method becomes impractical for multiple soft faults due
to the exponential growth of dictionary size. Hochwald’s pioneering work [6] introduced
analog fault dictionaries for detecting and isolating single hard and soft faults using failure
histories, selected stimuli, and DC voltage deviations. Since the 1990s, artificial neural
networks (ANNs) have been widely used for fault diagnosis [3,10,29,30]. PWL modeling is
also used in SBT methods. Tan [31] applies ANN-GA optimization with PWL-based circuit
analysis via the Katzenelson algorithm, whereas Worsman and Wong [32,33] diagnose
single faults using large-change sensitivity and PWL models. Another SBT approach is
statistical-feature-based techniques that extract kurtosis, entropy, wavelet-based metrics, or

https:/ /doi.org/10.3390/ electronics15102198


https://doi.org/10.3390/electronics15102198

Electronics 2026, 15, 2198

30f34

supply-current features [34,35]. Local spot defect diagnosis in analog circuits using finite-
resistor models and parametric characteristic families is explored in [36]. Other methods
include high-order moment fractional transforms [2], and image-analysis-based multi-fault
identification in power converters [37].

The paper discusses the problem of fault diagnosis in nonlinear analog circuits and
presents a comprehensive method for identifying single hard and soft faults in DC circuits.
The main achievement of the work, compared to dictionary-based methods known for
several decades, is the consideration of multiple equilibrium points during the dictionary
creation stage. Therefore, the approach extends classical methods by an important aspect,
both theoretically and practically. A second original aspect is the design of the soft fault
dictionary, which, unlike standard and artificial intelligence-based approaches, enables not
only the identification of the faulty component but also the estimation of its approximate
range. For this purpose, a piecewise-linear approximation of parametric characteristics
is used, and only simple calculations are performed during the post-test phase. In both
dictionaries, a classical Monte Carlo approach is used to account for tolerances. However,
to ensure that all equilibrium points are captured, Monte Carlo simulations are preceded
by analyses using a method that guarantees the identification of all operating points,
previously published with the author’s contribution [38]. To select tests for hard faults, the
concept of adding successive measurement quantities (currents and node voltages) is used
to reduce ambiguity. Two separate dictionaries were created: one for soft faults and one
for hard faults. After measurements are taken in the circuit under test, the dictionaries are
searched to determine fault(s). The paper also discusses several practical challenges and
potential risks encountered during the creation of the dictionaries. The proposed method
was verified through simulations and experimental measurements conducted on a test
bench under various constraints on measurement availability.

Section 2 discusses an outline of the method used to determine all DC solutions in
bipolar transistor circuits. In addition, it provides basic information on the stability of
equilibrium points and methods for analyzing local stability. Examples are also provided to
illustrate how the determined operating points were used in SPICE simulations. Section 3
contains two subsections describing the proposed methods for creating both dictionaries,
guidelines for selecting tests for hard faults, and methods for using the dictionary’s entries
during the testing phase. These topics are illustrated via examples. Section 4 describes an
outline of the diagnostic procedure. Section 5 presents the results of applying the proce-
dure to diagnose single faults in bipolar transistor circuits under laboratory conditions. A
description of the challenges and possibilities for extensions, supported by examples, is
provided in Section 6. The overall summary is provided in Section 7.

2. Method for Finding All DC Solutions

A broad class of electronic circuits has multiple equilibrium points. Some of them are
stable, whereas the other are unstable. To determine the stable equilibrium points, all DC
solutions of the associated resistive circuit must be found, and then methods must be used
to select the stable ones [38-43]. At present, there are no methods capable of finding all
solutions for nonlinear circuits with arbitrary semiconductor device models and of any
size. It follows from the immense computational complexity of methods that guarantee the
finding of all operating points.

In recent years, methods that can determine many solutions but do not guarantee
finding all have dominated. They are usually based on the concept of homotopy or defla-
tion [42,43]. For certain classes of small-sized circuits, algorithms have been developed that
guarantee the determination of all DC solutions within an acceptable time. The methods
require a specific description, the so-called hybrid description, and piecewise-linear ap-
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proximations of nonlinear characteristics. The hybrid description is characterized by very
high conciseness, since the number of equations typically equals the number of nonlinear
elements in semiconductor device models. Based on the models and the piecewise-linear
approximation, the combinatorial method, the method of successive contraction, division,
and elimination, and linear programming methods were developed. For continuously
differentiable characteristics, a time-consuming concept of interval analysis was developed.
An effective approach to piecewise-linear analysis of circuits with multiple DC solutions
is based on successive contraction, division, and elimination [41]. However, since the
piecewise-linear representation approximates real nonlinearities, the results can be inaccu-
rate, or even the number of solutions can be incorrect. In paper [38], the idea of successive
contraction, division, and elimination was adapted to circuits including bipolar transistors
represented by the Gummel-Poon models [44,45]. The circuit description includes expo-
nential nonlinearities, and no piecewise-linear approximation is used. A very effective
contraction procedure was developed and embedded into the algorithm. An outline of
the method of successive contraction, division, and elimination, and of the contraction
procedure proposed in [38], is presented below.

The DC circuit, consisting of n; bipolar transistors, linear resistors with positive resis-
tance, and independent voltage and current sources, is considered. The bipolar transistors
are represented by the Gummel-Poon nonlinear DC model, which, after applying the
current-shift property and the concept of equivalent circuits, takes the form shown in
Figure 1 (details are given in [38]). The nonlinear part of this model has the following
separable description

i£ = f1(vpe) + f2(0re) — @1f3(0pc), (1)
ic = —a2f1(0be) + f3(0bc) + fa(Obc), (2)
where ; )
F2(0pe) = ipp = 15E<exp(l\]g’f’fw) ~ 1), 4)
faton) =icr = o (exp (i ) ~ 1) ©
Falvpe) = iy = ISC <exp(NC”b_”VT) - 1), ©)

n = BR/(BR+ QB)/ and ap; = BF/(BF+ QB)
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Figure 1. An equivalent model of BJT transistor.
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To describe a circuit, all branches consisting of combinations of diodes and controlled
sources are extracted from the circuit [38]. In this way, a linear n-port (n = 2n;) circuit
is created. Using a hybrid circuit description, which in this case takes the form of an
admittance representation, the following equation is obtained

g(v) +Gv=D, (7)

where G is a short circuit admittance matrix of the n-port, b is a source vector, v is a
vector composed of the port voltages (across the extracted branches), and the individual
components of the nonlinear function g(v) are linear combinations of the original nonlinear
functions, formed as described in [38].

All solutions to Equation (7) are sought that belong to a certain hyper-rectangular
region [1°,u®] = [19,u9] x ... x [19,u] whose boundaries encompass all operating points,
and l? < u?, fori =1,...,n. For diode-transistor circuits, the bounds can be found using
the no-gain property [41]. The solutions are determined using the concepts of successive
contraction, division, and elimination. The initial region is reduced using the contraction
method so that the new region contains the same solutions. If the reduced region is not
small enough, it is split into two regions, and each region is then reduced. The process
continues until the largest region size is less than 1073. Such regions are referred to as
points, and a procedure is used to check whether the region contains a solution to (7).
Applying appropriate criteria during the process eliminates certain regions that do not
contain solutions. The convergence rate of the algorithm depends on the effectiveness of
the contraction procedure.

To illustrate the procedure of successive contraction, division, and elimination, a
circuit containing two nonlinear resistors is considered. It is assumed that the circuit has
three solutions: x(1), x(?), and x(®) (Figure 2a).

The aim of the analysis is to determine all solutions belonging to the set [1°,u’]. Using
a certain contraction procedure, the initial set is reduced (Figure 2b). Further reduction of
the region is impossible, so it is divided into two parts, one of which is marked with a red
line (Figure 2b) and subjected to further analysis, whilst the other, containing solution x(®),
is pushed onto the stack. Applying the contraction procedure to the region bounded by
the red line leads to the region shown in Figure 2¢, which is then divided into two regions,
each containing a single solution (Figure 2d). One of the areas is pushed onto the stack,
whilst the other, let us assume it contains the solution x(l), is subjected to the contraction
procedure. Usually, after a few iterations, a region with the longest side smaller than the
assumed value is reached. In this case, treating the region as linear, the corresponding linear
system is solved, and the solution is checked for consistency with the original equation. If
the consistency is confirmed, the solution to the original Equation (7) is found. Next, the
boundaries defining the remaining regions are taken from the stack and processed in the
same manner. The algorithm continues until the stack is empty, completing the procedure
for finding all solutions.

A key procedure of the method is the contraction algorithm developed in [38]. The set
of n equations in (7) is divided into blocks of two equations corresponding to individual
transistors. After a few simple transformations, the two equations are expressed as a pair
of equations, each of which contains three of the four nonlinear functions (see (3)—(6)). Each
of the functions is bounded by two parallel lines as shown in Figure 3.

First, a line passing through the points with coordinates I;, u;, and f;(1;), fi(u;), re-
spectively, is found. Next, the lower bounding line is determined, which is tangent to the
original nonlinear function at the point p;.
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Figure 2. An illustration of the algorithm for finding all solutions using the method of successive

contraction, division and elimination; (a) the initial region covering three solutions of an exemplary

system of nonlinear equations; (b) the result of the contraction process of the initial set and the result

of dividing the contraction region into two subregions, one comprising two solutions and the other

comprising one solution; (c) the result of the contraction process of the set comprising two solutions;

(d) division of the contracted region into two subregions, each containing one solution.
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Figure 3. Framing the function f;(v;).
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Let v* be an arbitrary solution to Equation (7) belonging to the set [1°,u’]. After
certain transformations, the details of which are given in [38], by repeating the framing
procedure for each block of two equations, the following equation is obtained

Mv*+e+Gv —b=0, 8)
where M is a block-diagonal matrix, constructed from 2 x 2 blocks whose elements depend
on the coefficients m; of the individual framings. The elements of the vector e are not known,

but based on the offsets c;r and ¢, the boundaries e™ and e~ of e can be determined. If
the matrix M + G is non-singular (which, except in very rare cases, is satisfied),

v =17Zd, )

-1
is obtained, where Z = (M + G) . The elements of d are unknown, but the boundaries

d; and d; can be found using the relationships d].* = b~] — e]*, and d;r = 5] — e]f,j =1,...,n.

I = d]+ ifZ,']'<O o — d; ifZ,’j<0 10
Pl d ifziz0 Pl df ifzi >0 (10

By defining

on the basis of (9)

v € [71,6il, (11)
is obtained, where 7; = 27:1 zjjhj, 6; = 27:1 zjjk;. Next, new boundaries on the solutions
1Y = max{l;, v}, and u*“ = min{u;, é;} are determined and the set [1"*“, u"*“] C [1, u]
is formed, containing the same solutions as [1, u].

A limitation of the method, due to its time-consuming nature, is the size of the circuits
it can analyze. Given current processor performance in single-threaded applications, the
time required to identify all solutions in circuits containing up to 10 bipolar transistors
does not exceed 20 s. For example, analyzing the circuit in [38] with 8 transistors and
11 DC solutions at present takes 1.2 s. The times needed to find all DC solutions in the
circuits considered in this paper are below 1 ms. However, as the number of equations
(i.e., transistors) increases, the time required grows exponentially, and determining all
solutions for a circuit with 15 transistors can take hours. For larger circuits, it is currently
necessary to use methods that can find many DC solutions but cannot guarantee finding all
operating points.

Some operating points are physically unobservable during normal circuit operation
because the corresponding equilibrium points of the dynamic circuit are unstable. Certain
measurement techniques exist that enable the identification of many DC operating points
and the investigation of regions that are typically unobservable. The methods do not
guarantee the identification of all solutions and require the inclusion of additional sources
within the circuit (e.g., two-probe sources), which eliminate certain feedback loops and
result in a circuit fundamentally different from the original one [43]. Therefore, an important
issue is the development of algorithms to determine potentially stable DC solutions, i.e., the
DC solutions corresponding to stable equilibrium points of dynamic circuits resulting from
the introduction of positive capacitances and inductances. A DC solution is potentially
stable if, upon inserting a certain set of positive, parallel capacitances and series inductances
into the circuit, the equilibrium point of the resulting dynamic circuit corresponding to
the DC solution is stable, and if the equilibrium point of every dynamic circuit created by
adding to the system additional capacitances and inductances whose values are sufficiently
small is also stable. The operating point is unstable if it is not potentially stable (see [39,40]).
In [40], using the results of degree theory, it was shown that if a circuit has r operating
points (it was previously shown that r is an odd number), then 0.5(7 — 1) of the operating
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points must be unstable, and therefore physically unobservable. The two best-known
methods for determining whether a given equilibrium point is stable or unstable are
the first and second Lyapunov methods [39]. In this paper, a method based on the first
Lyapunov method is used. The Lyapunov method involves linearising the circuit around
a given equilibrium point and then examining the natural frequencies at that point. If all
natural frequencies lie in the open left half-plane, then the equilibrium point is stable. If
at least one natural frequency lies in the open right half-plane, then the equilibrium point
is unstable [39]. In [39], the stability of all operating points was rigorously investigated.
The authors provided simple criteria, based solely on the circuit’s steady-state equations,
for checking the stability of a given operating point. The authors also demonstrated that,
for any physical circuit, it is sufficient to model stray capacitances and inductances at only
a few locations to correctly assess the instability of its operating point. For large circuits,
using this method is beneficial.

The method described above guarantees the identification of all equilibrium points,
although it determines only junction voltages. If, during the construction of the fault
dictionaries, method [38] yields only one solution, there is no need to determine other
circuit quantities. However, if there are multiple solutions, the other quantities must be
identified to perform a controlled analysis in SPICE [44,45]. It is particularly important
to determine the node voltages corresponding to each solution. To find the voltages,
appropriate equations must be formulated that make the voltages sought dependent on the
determined junction voltages. For this purpose, so-called voltage ports must be inserted
between the node of interest and a reference node, and a modified hybrid description must
be done. Next, using the equations and the solutions determined by the method described
above, all solutions can be found in SPICE using the .nodeset directive to set the starting
point for the DC analysis.

To illustrate the problem, consider the circuit shown in Figure 4. Bipolar transistors are
represented by the Gummel-Poon model with the following parameters: BF = 190, BR = 16,
IS = 40 fA, NE = 2.0, NF = 1.015, NR = 1.0, RE = 0.81 O3, RB = 3.3 (3, RC = 0.33 Q). At
the nominal parameter values shown in Figure 4, the circuit has three equilibrium points:
two stable and one unstable. Method [38] resulted in the following junction voltages
vll) = [0.6557, —3.3422, 0.0479, —7.1250], v(2) = [0.2439, —5.9932, 0.6594, —2.8418]", and
v = [0.6317, —4.9309, 0.6428, —4.7748]T, all in volts (in order: the BE and BC junctions
for transistor 17, and the BE and BC junctions for transistor Tp).

1kQ éRl 1kQ <LRs T
v C_P

®

11kQ
@ Ty @ T,
L
1kQ 2R 8kQ LR,
ol ©
Va
35V 1kQ < R

Figure 4. A Schmitt trigger with three operating points; the numbers in the circles indicate the nodes.
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Next, using the results, the nodal voltage vectors corresponding to the individual
solutions were determined, V(1) = [3.500, 3.485, 2.827, 6.828, 2.875, 10.00, 10.00]T,
V(@ = [3.500, 3.500, 3.256, 9.493, 3.918, 6.761, 10.00]T, and V() = [3.500, 3.494, 2.861,
8.425, 3.506, 8.281, 1O.OO]T. The order of the elements in the vectors corresponds to the
node numbers indicated in Figure 4. The stability analysis of the solutions shows that the
solution with index 3 is unstable. The .nodeset directive provides hints for finding the DC
operating point and can be used to direct the circuit to one state or another. By applying
the directive three times, the three DC solutions were identified in SPICE.

Now consider the DC model of a two-stage transistor amplifier shown in Figure 5 [5].

N
R, " R; " " C—)
_L—J\/\/\/@ @’\/\/\/ @ N

@ @1 Rs
N

NV
Figure 5. A two-stage transistor amplifier; the numbers in the circles indicate the nodes.

The nominal values of the parameters are as follows: V; = 18V, R; = 120kQ),
Ry =47kQ), R3 =12k, Ry = 150k, R5 = 1.8k, Rg = 470}, and Ry = 1.2kQ). Bipolar
transistors are represented by the same Gummel-Poon model as in the previous example.
Method [38] method yields the single solution v = [0.5626, —2.2844, 0.6599, —4.7272]T
corresponding to the node voltage vector v = [18.00, 6.198, 3.913, 3.350, 3.977, 5.535, 10.928]T,
all in volts.

It should be emphasized once again that both soft and hard faults, even single ones,
can alter the number of operating points. Therefore, using method [38] together with SPICE
simulations enables the development of reliable fault dictionaries for nonlinear circuits.

3. Development of Fault Dictionaries

It has been shown in [5] that even a single fault in a nonlinear circuit can lead to
multiple solutions in the circuit that, when healthy, has a single operating point. The
opposite situation is also possible: a circuit designed to operate at various operating
points (e.g., a flip-flop) may exhibit a single equilibrium point as a result of a fault. It is
interesting to note that even minor soft faults can lead to such changes in circuit operation.
Therefore, to develop a reliable SBT method for diagnosing faults in nonlinear circuits, it
is recommended to consider multiple operating points during pretest simulations. For
bipolar circuits containing up to a dozen transistors, the method described in Section 2
can be used. It guarantees the identification of all operating points. However, for larger
circuits or those containing other transistor types, no method exists that guarantees the
identification of all DC solutions. Therefore, a method capable of determining multiple
operating points has to be used.

https:/ /doi.org/10.3390/ electronics15102198
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3.1. Hard Fault Dictionary

Numerous SPICE simulations precede the construction of a fault dictionary. The
simulations are a standard procedure. The only difference lies in the preliminary verification
of the number of operating points using the method described in Section 2. To account for
the influence of tolerances in healthy components, Monte Carlo simulations are performed
for both the healthy circuit and the circuit with single hard faults introduced. As a result,
one or more ranges of circuit quantities (in the case of multiple operating points) are
found. To select measurement points, the voltage or current ranges are determined for
all preselected (available) quantities. If, however, the measurement points are fixed, the
simulations are performed solely to determine the ranges for the selected quantities.

In the examples shown in Figures 4 and 5, the tolerance of all resistors was assumed
to be 2%. To graphically present the results obtained from 1000 MC simulations for each
of the faults and the healthy circuit, graphs were plotted (see Figures 6 and 7) showing
the distribution of measured values (blue vertical segments) for the cases against the
background of the healthy circuit’s range(s) (the letter s at the end of the label denotes a
short circuit, the letter o denotes an open circuit, and NOM denotes a healthy circuit; 1, 2, 3
denote solutions corresponding to three operating points).

01 1v1 ¢
[mA]

[ NOM_1
. NOM_2
—104 == nom3 1

61 V3 s
[V]

17 == nom1
= NOM_2

= NOM 3
0‘ —

Vo

7_
ll l

[ NOM_1
B NOM_2 1
5{ == noms3 !

OM 2
OM 3 -
6s_1
6s 2

oo |
[ ]

CTls
CETls
CT2s
CET2s

5s 1

S v O v w

AR AR

BET2s

o

@n
O
[

NOM 1 1

3 8 &8 4
MMM X R =

Figure 6. Plots showing the distribution of measured values in circuit shown in Figure 4, for
healthy circuit and single hard faults (blue vertical segments) against the background of the healthy
circuit’s ranges.
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Figure 7. Plots showing the distribution of measured values in circuit shown in Figure 5, for
healthy circuit and single hard faults (blue vertical segments) against the background of the healthy
circuit’s range (the green areas).

In Figure 6, which relates to the circuit shown in Figure 4, it can be seen that for certain
circuit states, including the healthy circuit, there are three solutions. Two of them are
stable. Therefore, using software to identify stable solutions, the intervals corresponding
to unstable solutions can be discarded from further consideration. In the circuit under
consideration, the unstable solution is NOM_1. However, leaving the unstable solutions
in the fault dictionary does not lead to incorrect diagnoses of the circuit, since standard
measurements for single faults and the healthy circuit will always yield stable solutions. In
the circuit of Figure 5, none of the assumed single faults leads to multiple operating points
(see Figure 7).

An analysis of the intervals for specific faults at the available measurement points
allows one to determine the intervals that can be distinguished from measurements corre-
sponding to the operating points of the healthy circuit (e.g., R2s for measurement IV1, V3,
and V6 in Figure 6). Next, the names of faults (taking into account the healthy configura-
tion) for which the intervals have a common part are identified. The intervals are grouped
into classes designated A, B, C, and so on. Of course, a more sophisticated procedure for
creating classes can be used (e.g., by dividing the measurement interval into subintervals
that have no common part with any other fault, and into common subintervals).

https://doi.org/10.3390/ electronics15102198


https://doi.org/10.3390/electronics15102198

Electronics 2026, 15, 2198

12 of 34

For each class, a measurement range is created, where the lower limit is the minimum
of the minimum values of the elements comprising the class, and the upper limit is the max-
imum of the maximum values. Figure 8 shows example classes for selected measurements
in the circuit shown in Figure 5.

MEAS MEAS_MIN MEAS_MAX Class Hard Faults
V1 -0.00419 -0.00389 A NOM, R4s, R6s

V1 -0.01270 -0.01230 B R1s

V1 -0.00099 -0.00095 C B2o0, E20, R10, R60

V1 -0.00197 -0.00190 D R2s

V1 -0.00529 -0.00511 E R2o0

V1 -0.00615 -0.00579 F R3s, R5s

V1 -0.00124 -0.00109 G C20, R30, BE2s

V1 -0.00564 -0.00535 H Blo, Clo, Elo, R4o, BC2s, BE1s, CE2s
V1 -0.00015 -0.00014 | R50

V1 -0.00819 -0.00788 ) R7s

V1 -0.00107 -0.00103 K R70

V1 -0.00317 -0.00302 L BC1s

V1 -0.00296 -0.00280 M CEls

V2 5.8676 6.3152 A NOM, R70, R4s

V2 18 18 B B20o, R1s

V2 0.3044 0.3046 C Rlo

V2 1.5410 1.5849 D R2s

V2 9.2139 9.5304 E R20

V2 7.8721 8.4162 F BC2s, R3s

V2 2.3206 2.4560 G R3o0

V2 8.5663 9.0923 H Blo, Clo, Elo, R40, BE1s, R5s
V2 0.8519 0.9050 | C20, R50

V2 4.5915 47763 J R6s

V2 16.776 16.887 K E20, R60

V2 4.2518 45373 L BC1s, R7s

V2 3.9272 41213 M CEls

V2 0.2318 0.2628 N BE2s

V2 2.7302 2.9296 O CE2s

Figure 8. Exemplary classes for selected measurements in the circuit shown in Figure 5; IV1 in
amperes, V2 in volts.

Next, if no specific measurement points are provided, a test selection is performed.
The test selection is performed for single hard faults using a method of adding subsequent
measurements to achieve maximum class discriminability in the presence of tolerance. For
this purpose, measurements from the one with the largest number of classes are analyzed
to determine whether adding subsequent measurements increases the number of classes.
The maximum number of classes achievable by accounting for all measurements was also
determined. A result of the progressive analysis for the circuit shown in Figure 5 is shown
in Figure 9. The first section shows the number of classes for single measurements, and the
last row shows the number of classes for full measurement access (FA). The analysis shows
that, with FA, there are 25 distinguishable classes. For practical and economic reasons, FA
is usually impossible. Therefore, it is assumed that the maximum number of measurements
is three, with the requirement that one of them is the current drawn from the power source.
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Measurement(s) Number of
identified classes
V1 13
V2 15
V3 15
va 14
V5 10
V6 13
V7 12
IV1+V2+V3 24
IV1+V2+V6 22
IV1+V3+V6 22
IV1+V2+V4 21
IV1+V2+V5 21
IV1+V2+V7 21
IV1+V3+V4 20
IV1+V3+V5 20
IV1+V3+V7 20
IV1+V4+V6 19
IV1+V5+V6 18
IV1+V6+V7 18
IV1+V4+V5 17
IV1+V4+V7 17
IV1+V5+V7 15
ALL 25

Figure 9. Results of the progressive analysis for selecting measurements in the circuit shown in
Figure 5; the measurement variants are marked in grey.

Under the assumption, it is found that the optimal measurement is IV1 + V2 + V3,
which allows for the identification of 24 classes (see Figure 9). The final case concerns
the initial assumption that the current IV1 and the voltage at the output node (V7) are
measured. One additional measurement is therefore selected to maximize the number
of classes. The analysis yields the measurement variant IV1 + V7 + V2, which allows
for distinguishing 21 classes. All test variants taken into account during the creation of
dictionaries are highlighted in gray in Figure 9.

A similar analysis identifies 17 classes across all measurements in the circuit shown in
Figure 4, and 16 classes in the IV1 + V3 + V6 measurements.

The final step is to create Excel spreadsheets containing dictionaries for the selected
measurement variants. The subsequent columns contain the minimum and maximum
values for the specified measurements, followed by a signature corresponding to the
measurement ranges. The last column displays the result as a list of identified faults. Once
a measurement is entered, it is compared with the corresponding measurement limits, and
the dictionary entry for which all measurements belong to the limits is highlighted. The
last step can, of course, also be performed using various Al tools. An example of the result
of identifying fault R20 in the circuit shown in Figure 5 is given in Figure 10.
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V1 V2 V3 Signature  Hard

[A] vl \"J| Fault(s)
-0.00419 -0.00389 5.8676 6.3152 3.8474 4.0352 AAA NOM, R4s
-0.00419 -0.00389 4.5915 4.7763 3.8474 4.0352 AJA R6s
-0.00564 -0.00535 8.5663 9.0923 5.6570 6.0869 HHI Blo, Elo
-0.00564 -0.00535 8.5663 9.0923 2.9251 3.1053 HHK Clo
-0.00564 -0.00535 8.5663 9.0923 2.5186 2.7015 HHH R4o
-0.00564 -0.00535 7.8721 8.4162 4.8541 5.1112 HFN BC2s
-0.00564 -0.00535 8.5663 9.0923 2.3251 2.5145 HHL BE1ls
-0.00564 -0.00535 2.7302 2.9296 3.3109 3.5120 HOO CE2s

-0.00099 -0.00095 18 18 0 0 CBC B2o
-0.00099 -0.00095 16.776 16.887 0 0 CKC E20, R60
-0.00099 -0.00095 0.3044 0.3046 0 0 ccc Rlo

-0.00124 -0.00109 0.8519 0.9050 0.1455 0.1902 Gl C2o
-0.00124 -0.00109 2.3206 2.4560 1.1249 1.2044 GGG R3o0
-0.00124 -0.00109 0.2318 0.2628 0.1455 0.1902 GNJ BE2s
-0.00529 -0.00511 9.2139 9.5304 6.0932 6.3944 EEE R2o0
-0.00015 -0.00014 0.8519 0.9050 0.1455 0.1902 1Y) R50
-0.00107 -0.00103 5.8676 6.3152 5.1405 5.6330 KAF R70
-0.00317 -0.00302 4.2518 4.5373 4.3283 4.5373 LLM BC1s
-0.00296 -0.00280 3.9272 4.1213 2.3251 2.5145 MML CEls
-0.01270 -0.01230 18 18 10.915 11.214 BBB R1s
-0.00197 -0.00190 1.5410 1.5849 0.5746 0.5773 DDD R2s
-0.00615 -0.00579 7.8721 8.4162 5.1405 5.6330 FFF R3s
-0.00615 -0.00579 8.5663 9.0923 5.6570 6.0869 FHI R5s
-0.00819 -0.00788 4.2518 4.5373 0 0 JLC R7s

Figure 10. Result of identifying fault R20 in the circuit shown in Figure 5.

3.2. Soft Fault Dictionary

The proposed soft-fault dictionary is based on the determination and description of
the circuit under test’s parametric characteristics using a piecewise-linear approximation.
The characteristics are determined as functions of the parameters under consideration
within specified ranges, on a logarithmic scale with 100 points per decade or a linear
scale with a small step. 1000 Monte Carlo simulations are performed with the assumed
parameter tolerances. DC analyses using the method described in Section 2 precede the
SPICE simulations without parameter spread. Due to the time-consuming nature of the
process, screening analyses are conducted. If multiple solutions are found, these analyses
are performed with greater accuracy. An example of the parametric voltage characteristic at
node 3 as a function of Rj for the circuit from Figure 5 is shown in Figure 11. Additionally,
the figure shows the voltage range at the node for the healthy circuit. Black and red
dots mark the points defining the segments of the piecewise-linear approximation. The
approximation is performed by identifying a certain number of points (5-12 in the examples
described in the paper) on the curves bounding the selected measurement from below and
above, which are the result of Monte Carlo simulations. Next, the slope coefficients and
offsets for the segments are determined.
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Figure 11. Parametric voltage characteristics at node 3 as a function of R3 for the circuit shown
in Figure 5; the voltage range for the healthy circuit is highlighted in gray; the black and red dots
indicate the points defining the segments of the piecewise-linear approximation.

In circuits with multiple equilibrium points, the characteristics and their descriptions
are significantly more complex. Figure 12 shows the characteristic of voltage at node 5 as a
function of Ry in the circuit from Figure 4. Additionally, three bands corresponding to the
three operating points of the healthy circuit (taking tolerances into account) are marked.
Within a certain range of R4 values, the circuit has two stable solutions. The third solution,
an unstable one, forms a branch with a negative slope.

6.0

VsIVI

5.0

4.0

Ik 3k sk 7k 9k 1k 13k 15k 17k 19
8k Ry [Q]

Figure 12. Parametric voltage characteristics at node 5 as a function of Ry for the circuit shown

in Figure 4; three bands corresponding to the three operating points of the healthy circuit (taking
tolerances into account) are marked in light green, orange, and pink.

Plotting the approximations of the bounds of parametric characteristics at the mea-
surement point for all parameters and marking the band for the healthy circuit (or multiple
bands for circuits with multiple DC solutions) allows us to visualize the ambiguities in
parameter identification. Figure 13 provides such an illustration of the voltage at node 3 for
the circuit shown in Figure 5. For resistors R and Ry, the resistance range is assumed to
be between 10,000 and 500,000 ohms. For resistors Ry, R5, Re, and Ry, the chosen range is
between 100 and 10,000 ohms, while for R3, the range is from 100 to 100,000 ohms.

https://doi.org/10.3390/electronics15102198


https://doi.org/10.3390/electronics15102198

Electronics 2026, 15, 2198 16 of 34

6.0
Vi [V]

5.0

4.07

3.07

L T T U | T T R | T T L | T
100Q 1kQ 10kQ 100kQ
Figure 13. Piecewise-linear approximations of the bounds of the parametric characteristics for

resistors R1—Ry7 at node 3 in the circuit shown in Figure 5; the shaded area corresponds to the
healthy circuit.

Now, some consideration about the selection of measured quantities and the creation
of a soft fault dictionary is provided for the case where no parametric characteristic has
more than one DC solution for any parameter value. A similar concept, with certain
modifications, is applied to isolated branches in circuits with multiple equilibrium points,
where the characteristics may be multi-branch. Based on the bounds of the characteristic
approximations for each measurement and each parameter, ranges of parameter values are
recorded for which the measured quantity for the upper bound curve is less than the lower
bound for the healthy circuit (see column 3 in Figure 14), and the measured quantity for
the lower bound curve is greater than the upper bound for the healthy circuit (see column
4 in Figure 14). If no such point exists, it is indicated by an appropriate symbol (—).

The sum of the interval lengths for the third and fourth columns is calculated (fifth
column in Figure 14). If the symbol (—) appears in both the third and fourth columns, enter
0 as the sum. If the symbol (—) appears only in the third column, enter the interval length
from the fourth column. If the symbol (—) appears only in the fourth column, the interval
length from the third column is entered. Column six in Figure 14 specifies the length of
the assumed ranges (at the initial step of designing the dictionary) for each parameter, and
the last column is the ratio of the corresponding cells in columns five and six, expressed
as a percentage. The higher the ratio, the wider the range of soft faults detected, though
parameter estimation accuracy may not be optimal. Values close to zero or zero indicate
that, at a given test point, almost all soft faults of the parameter result in a measurement
falling within the tolerance band. Furthermore, for some test points, the characteristics for
all parameters are similar, e.g., at nodes 2 and 7, and 3 and 5.

However, it should be noted that if both soft and hard single faults are to be detected,
measurements at the same test points for both dictionaries are preferred. It has therefore
been decided that the tests IV1 + V2 + V7,1V1 + V2 + V3, and FA are considered. Analysis
based on Figure 14 indicates that the test choice from the hard-fault dictionary is also
justified for soft faults. For the test points, the ratios for most parameters are at or near their
maximum values. At the same time, it is clear that no value of R4 results in a measurement
outside the tolerance band.
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MEAS(P_VAL)<MIN_MC MEAS(P_VAL)>MAX_MC P_IDEN P_CON P_IDEN/P_CON
MEAS PAR
Q Q Q Q %

IVl Rl [10000, 73600] [263000, 500000] 300600 490000 61
IVl R2  [5540, 10000] [100, 3967] 8327 9900 84
IVl  R3 [100, 10468] [13630, 100000] 96738 99900 97
177 T VS — 0 490000 0
IVl RS [100, 1550] [2060, 10000] 9390 9900 95
IVl R6 brak [2253, 10000] 7747 9900 78
IVl R7 [100,1100] [1312, 10000] 9688 9900 98
V2 Rl [231000, 500000] [10000, 75446] 334446 490000 68
V2 R2 [100, 4275] [5208, 10000] 8967 9900 91
V2  R3 [13628, 100000] [100, 10460] 96732 99900 97
177 2 - S —— 0 490000 0
V2 RS [2054, 10000] [100, 1548] 9394 9900 95
V2  R6 [100,399] [544, 10000] 9755 9900 99
v2  R7 [100,310) = - 210 9900 2
V3 Rl [308000, 500000] [10000, 66270] 248270 490000 51
V3 R2 [100, 4288] [5243, 10000] 8945 9900 90
V3 R3 [13400, 100000] [100, 10440] 96940 99900 97
V3 R4 — e 0 490000 0
V3 R5 [2035,10000] [100, 1545] 9410 9900 95
V3  R6 [2329,10000) - 7671 9900 77
V3 R7 [100, 1046] [1410, 10000] 9536 9900 9%
V4 Rl - [10000, 63500] 53500 490000 11
V4 R2 [100, 4292] [5236, 10000] 8956 9900 90
V4  R3 [13390, 100000] [100, 10457] 96967 99900 97
Y7 - — 0 490000 0
V4 RS [2031,10000] [100, 1549] 9418 9900 95
V4  R6 - [4275, 10000] 5725 9900 58
V4  R7 [100, 1046] [1409, 10000] 9537 9900 9%
V5 Rl [240000, 500000] [10000, 73700] 323700 490000 66
V5 R2 [100, 4273] [5254, 10000] 8919 9900 90
V5 R3 [13457, 100000] [100, 10393] 96836 99900 97
1YL - T —— 0 490000 0
V5 RS [2046, 10000] [100, 1538] 9392 9900 95
V5  R6 [2284,10000) = - 7716 9900 78
V5  R7 [100, 1047] [1412, 10000] 9535 9900 9%
V6 Rl [231000, 500000] [10000, 75400] 334400 490000 68
V6  R2 [100,4273] [5212, 10000] 8961 9900 91
V6  R3 [13626, 100000] [100, 10448] 96722 99900 97
V6 R4 ——— e 0 490000 0
V6 RS [2054,10000] [100, 1548] 9394 9900 95
V6 R6 [100,399] [544, 10000] 9755 9900 99
V6  R7 [100,316] brak 216 9900 2
V7 Rl [10000, 52300] brak 42300 490000
V7  R2 [5803,10000] [100, 3855] 7952 9900 80
V7  R3 [100, 10088] [14066, 100000] 95922 99900 %
1Y - S —— 0 490000 0
V7 RS [1974, 10000] [100, 1655] 9581 9900 97
V7 R6 - [2387, 10000] 7613 9900 77
V7  R7 [100, 1071] [1334, 10000] 9637 9900 97

Figure 14. Screenshot of an Excel sheet created to select the measured quantities and determine the
range of identification for specific soft faults in the circuit shown in Figure 5.

The soft fault dictionary has been created as an Excel spreadsheet. The sheet for
each measurement contains columns listing the points defining the upper and lower
boundaries of the piecewise-linear approximations, as well as the coefficients defining
the segments. Based on the read measurement data, the relevant segments are identified,
and the parameter values are determined using the inverse function. The summary sheet
displays results for all parameters, including all measurements comprising the test. If the
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common part of the value intervals is non-zero, it constitutes the estimated range of the
parameter. It should be emphasized that estimating the range for a given measurement
may yield one or more intervals. Figure 15 illustrates how to determine the range of
values for a faulty parameter in the case of a monotonically increasing characteristic (a
similar interpretation applies to monotonically decreasing characteristics). If, for a given
measurement (M, and M3), there are intersections with both the lower and upper limits,
the intervals are determined directly. If there is an intersection with only one of the limits
(M; or My), the corresponding intervals comprise the boundary points of the parameter.

M A
M,

M,

A R E

My L i e o e ek oo e e e

Figure 15. Illustration of the method of determining the range of values for faulty parameter p in the
case of a monotonically increasing characteristic; the gray band represents the range of the measured
quantity M corresponding to a healthy circuit; M;—My—exemplary values of the measured quantity.

For a non-monotonic characteristic, the interpretation of the intersection points for the
various measurements is shown in Figure 16. It can be seen that for measurements M, and
M3, two parameter ranges satisfy the test.

M A
M,

M,
M;

My

Figure 16. Illustration of the method of determining the range of values for the faulty parameter p
in the case of a non-monotonic characteristic; the gray band represents the range of the measured
quantity M corresponding to a healthy circuits; M;—Ms—exemplary values of the measured quantity.

Figure 17 shows the final result obtained by applying the dictionary when component
Rs in the circuit shown in Figure 5 is faulty. It is assumed that R5 equals 1k(), and the
diagnosis is performed with FA.

PAR V1 V2 V3 v4 V5 V6 v7 Final OK
R1 30429 40827 32334 41856 24800 33755 23439 31933 31780 42423 32360 41667 0 0 32360 0 NO
R2 8054 9781 6517 7352 6495 7384 6501 7386 6483 7380 6514 7354 911 1186 8054 1186 NO
R3 6625 7726 6599 7708 6355 7796 6576 7785 6610 7763 6642 7764 31970 38171 31970 7708 NO
R4 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 NO
R5 866 1102 872 1092 872 1097 881 1093 866 1106 877 1117 954 1045 954 1045 YES
R6 0 0 705 799 0 0 7972 7972 0 0 705 786 5937 6644 7972 0 NO
R7 853 943 0 0 2102 2776 2138 2828 2106 2774 0 0 2461 2807 2461 0 NO

Figure 17. Result (screenshot) of the diagnostic process for a fault in component R5 (R5 = 1k(2).
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The results and discussion regarding the creation of a dictionary for circuits with
multiple DC solutions are presented in Section 5.

4. Diagnostic Procedure

The section summarizes the results of Sections 2 and 3 and provides a concise overview
of the diagnostic process, including how dictionaries are prepared during the pre-test stage
and how their contents are used during the post-test stage. A flowchart of the process is
shown in Figure 18.

Find all DC solutions of circuit Perform
with nominal parameters Monte Carlo analyses
(perform local stability analyses) for healthy circuit
(. K ) ( .
Find all DC solutions of circuit Specify the allowable ranges for
with single hard fault L the considered parameters
L (consider all possible scenarios) ) L 7
(" Perform screening/detailed
analyses to
- ~ " X _—
Pre-test Perform Monte Carlo analyses find al! l;C‘soIIutlorf\sfof ‘i'rcu't
stage for faulty circuit - pithisinelelsoitiiantt J
(consider all possible scenarios) - v ~
A J Perform DCSweep analyses in
tandem with Monte Carlo
v simulations to determine the
( ) \___parametric characteristics )
Select measurement test S~ v N
Determine piecewise linear
- J approximation of envelope of
L each characteristic branch
v v
e N e
Build hard fault dictionary Build soft fault dictionary
v L Y, _ J
Perform test Circuit under Take
stage in DC domain test measurements —I
A v v
Apply hard fault dictionary Apply soft fault dictionary

Post-test
stage

Show results

&
<

Figure 18. Flowchart of the diagnostic method covering the pre-, test, and post-test stages.

The first stage of the method involves analyzing the healthy circuit using the method
presented in Section 2. The process involves determining a hybrid description of the nomi-
nal circuit, using an appropriate bipolar transistor model. If the circuit has a single operating
point, Monte Carlo analyses with parameter variations within the specified tolerance range
can be performed immediately in SPICE. In the case of multiple solutions, if the user has
a method for determining locally stable solutions, the operating points corresponding to
unstable equilibrium points are rejected. To perform a controlled DC analysis in SPICE, for
operating points corresponding to stable equilibrium points (or all equilibrium points if
the local stability identification procedure is omitted), the node voltages must be specified
based on the DC analysis results, namely, the junction voltages. To find the node voltages,
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appropriate equations are formulated using the hybrid representation by placing so-called
voltage ports between the interesting node and a reference node. After determining the
node voltages, the .nodeset directive uses them as the starting point, and DC and Monte
Carlo analyses are performed. In this case, unlike a circuit with a single operating point,
several voltage ranges at the test node and current values measured in the healthy circuit
are obtained.

The next stage involves analyzing the nonlinear circuit for selected single hard faults.
The process proceeds similarly to the healthy circuit analysis: each Monte Carlo analysis
is preceded by determining all operating points using the method described in Section 2,
followed by appropriate modifications to the circuit resulting from the assumed fault type.
The result of these steps is a range or several ranges of measured values. Next, if no specific
measurement points were defined at the outset, a test selection is performed. The test
selection method adds successive measurements to achieve maximum class discriminability.
Based on the selected test, the measured quantity ranges are stored.

Next, the fault names (based on the healthy configuration) for which the intervals
share a common part are identified. They are grouped into classes designated as A, B,
C, etc. For each class, a measurement range is created, the lower limit of which is the
minimum of the minimum values of the elements comprising the class, and the upper limit
is the maximum of the maximum values. The final step is to create an Excel spreadsheet
containing a dictionary for the measurement variant (test). Subsequent columns contain
the minimum and maximum values of the measured quantities, followed by a code (e.g.,
ABA) corresponding to the measurement ranges. The last column lists the identified states.

During the test stage, DC measurements are done for the quantities correspond-
ing to the actual test. The test is carried out at a temperature established during the
dictionary development stage, with the achievable measurement accuracy of laboratory
measuring instruments.

At the post-test stage, the measurement data is compared with the relevant mea-
surement ranges. The entry in the dictionary whose test measurements fall within the
measurement ranges is highlighted. This enables the identification of the fault or the
confirmation that the circuit is healthy. Such an organization of the dictionary results in the
unambiguous identification of only one signature.

The proposed soft-fault dictionary is based on the determination of parametric charac-
teristics as functions of parameters within predefined ranges. DC analyses of the circuit
using the method described in Section 2 precede SPICE simulations without parameter
spreading. For a single operating point across the entire range of parameter variation, DC-
Sweep analyses are performed in tandem with Monte Carlo analysis, and the envelopes of
the parametric characteristics for the measured quantities are described by piecewise-linear
functions. The approximation is performed by selecting a set of points on the envelopes
of the selected measurements. When many operating points are identified, for those cor-
responding to stable equilibrium points, DCSweep analyses linked to the Monte Carlo
analysis are performed, using the node voltages determined as described for hard faults.
Additionally, in the SPICE program, the .noreuse configuration option must be set to
prevent the automatic saving and restoration of bias point information across different
simulation scenarios. The piecewise-linear approximation is performed for each branch of
the characteristic in the same way as for parametric characteristics in a single-bias-point
circuit. The parameters describing the piecewise-linear characteristics for the selected test
(issues related to sub-optimal test selection were highlighted in the previous Section and
further discussed in Section 6) are included in the soft fault dictionary.

The soft fault dictionary has also been created as a collection of Excel spreadsheets.
Based on the measured data, the relevant segments are identified, and the parameter values
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are determined using the inverse function, i.e., by solving a simple equation. The summary
sheet displays the results for all parameters for all measurements comprising the test in
question. If the common part of the ranges of values for a given parameter across all
measured quantities is non-zero, it constitutes the estimated range of the parameter. It
should be emphasized that when using a soft fault dictionary, it is possible for the result to
be ambiguous, which arises when different parameters satisfy the selected test. Similarly,
the estimation of the range for a given measurement may yield one or more intervals
(see Figures 15 and 16).

5. Examples

The SBT method discussed in the previous sections was implemented in Excel. Two
examples of nonlinear DC circuits, shown in Figures 4 and 5 were selected to illustrate the
efficiency of the method. Simulations and laboratory tests of several dozen single soft and
hard fault cases were performed. Faults with different deviations from the nominal value of
the parameter were considered. Bipolar transistors were represented by the Gummel-Poon
model with the parameters given in Section 2. The model parameters were fitted to the
transistors of a general-purpose high-current NPN transistor array, the CA3083, used in
the laboratory. The tested circuits were built on a typical solderless breadboard using a
CA3083 and 1% tolerance resistors. Seven-decade programmable resistor boards were
used to set the actual resistance values. The equipment necessary to take measurements
consisted of two DMM 34401A (Hewlett-Packard Company, Loveland, CO, USA; Keysight
Technologies, Inc., Santa Rosa, California, USA), and a Motech LPS-305 Programmable
Linear Power Supply (Motech Industries Inc., Taipei Hsien, Taiwan) (see Figure 19). The
measurements were made at ambient temperature T = (25.0 == 1 °C). The standard type
B uncertainty was calculated based on the accuracy specifications for the DMM 34401A,
assuming a rectangular (uniform) probability distribution and applying the instrument’s
1-year accuracy assumptions. The calculated measurement uncertainties are below 1 mV
and 10 pA. To ensure robustness against type B measurement errors, measurements with
an accuracy of thousandths of a volt and hundredths of a milliampere are used.

Figure 19. Photo of the laboratory bench during the testing of the circuit shown in Figure 5.

In the circuit shown in Figure 4, a hard-fault dictionary was created containing
14 single hard faults (including two faults leading to three equilibrium points) and the
healthy circuit (with three equilibrium points). The names of selected hard faults (states) are
shown in Figure 6. A soft-fault diagnosis dictionary was created, accounting for potential
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single faults in resistors R1—Rs, In the circuit shown in Figure 5, a dictionary was created
covering 26 single hard faults and the healthy circuit (see Figure 7), as well as a dictionary
for soft faults (resistors Ri—Ry). The results of 1000 Monte Carlo simulations for the healthy
circuits shown in Figures 4 and 5, assuming a 2% resistance tolerance, are summarized
in Table 1. Analysis of the data in Table 1 indicates that in Figure 4 measurements of the
current drawn from source V1 (IV1) and the voltages at nodes 2 to 6 (V2-V6) can be used,
whilst in the circuit shown in Figure 5, measurements of the current drawn from source V1
(IV1) and the voltage at nodes 2 to 7 (V2-V7) can be utilized. The voltages at the remaining
nodes are constant (determined by independent voltage sources). In the examples, results
obtained using these measurements will be referred to as full access (FA).

Table 1. The results of Monte Carlo simulations in SPICE.

Measured Quantity Circuit in Figure 4 Circuit in Figure 5
IV1 [mA] [—3.366, —3.226]; [-3.231, —3.115]; [-3.885, —3.605] [—4.112, —3.941]
V1[V] [3.500, 3.500]; [3.500, 3.500]; [3.500, 3.500] [18.00, 18.00]
V2 [V] [3.500, 3.500]; [3.485, 3.486]; [3.500, 3.500] [6.089, 6.315]
V3 [V] [2.855,2.871]; [2.826, 2.828]; [3.171, 3.341] [3.847, 3.999]
V4 [V] [8.207, 8.668]; [6.711, 6.939]; [9.476, 9.510] [3.286, 3.436 ]
V5 [V] [3.495, 3.519]; [2.785, 2.968]; [3.832, 4.004] [3.909, 4.065]
Ve [V] [7.962, 8.552]; [10.00, 10.00]; [6.601, 6.935] [5.427, 5.652]
V7 [V] [10.00, 10.00]; [10.00, 10.00]; [10.00, 10.00] [10.71,11.12]

5.1. Diagnosis of Single Faults in Circuit with Multiple Equilibrium Points

The section presents the results of diagnosing single faults in the circuit shown in
Figure 4. For nominal resistance values and healthy transistors, the circuit has three equi-
librium points. Two of them are stable. There are also three operating points for some
hard faults. The circuit was assembled in the laboratory, and all hard faults included in
the fault dictionary were introduced sequentially. It should be emphasized, as shown
in Figure 6, that in addition to the three signatures for the healthy circuit, the dictio-
nary contains three signatures for short circuits in resistors Rs and Rg. As previously
mentioned, the stability analysis of the solutions can be performed during the pretest
stage, and the signatures corresponding to unstable solutions can be removed from the
fault dictionary. There are the states NOM_1, R5s_2, and Ré6s_2. 14 potential single hard
faults are considered, although the number of states is higher (due to the three operating
points for the aforementioned states) and equals 21. According to the analysis presented in
Section 3, with FA, there are 17 signatures in the fault dictionary, and with the measurement
IV1 + V3 + V6, there are 16 classes. The results mean that certain states are indistinguishable.
For FA there are states belonging to the sets {NOM_1, R6s_2}, {NOM_2, BET2_s, R5s_3},
and {NOM_3, R6s_1}. The first set contains two states corresponding to unstable solutions.
For IV1 + V3 + V6 measurement, there indistinguishable are elements in the sets {NOM_1,
Ré6s_2}, (NOM_2, BET2_s, R5s_3, R4s}, and {NOM_3, R6s_1}.

Table 2 presents the measurement data and the results of the diagnostic process
for the test IV1 + V3 + V6. For hard faults corresponding to two stable equilibrium
points, measurements were recorded for both of them. For FA, the diagnostic process was
performed via fault simulation, assuming a certain resistance spread within the tolerance
limits. The results confirmed the correctness of the fault dictionary’s design and consistently
identified a signature corresponding to the fault, although the circuit-state result is not
always unique.
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Table 2. The results of the diagnostic process for single hard faults in the circuit shown in Figure 4.

Measured Quantity

Assumed Fault IV1[A] V3 [V] V6 [V] Result
Rls —0.0040 3.475 6.477 Rls
Rlo 0.0000 1.353 10.00 Rlo
R2s —0.0070 6.092 6.114 R2s
R20 —0.0028 2.827 10.00 R20
R3s —0.0099 0.000 10.00 R3s
R4s —0.0034 2.827 10.00 NOM_2; BET2s; R5s_3; R4s
R4o —0.0051 5.111 5.145 R4o
R5s —0.0038 3.267 10.00 R5s_1
R5s —0.0032 2.827 10.00 NOM_2; BET2s; R5s_3; R4s
R6s —0.0038 3.267 6.688 NOM_3; R6s_1
R6s —0.0032 2.842 10.00 R6s_3
BCT1s —0.0053 3.949 10.00 BCT1s
CETl1s —0.0051 4.835 10.00 CETl1s
BET2s —0.0032 2.827 10.00 NOM_2; BET2s; R5s_3; R4s
BCT2s —0.0052 4.499 5.171 BCT2s
CET2s —0.0055 4.953 4.953 CET2s

In Section 3, the soft fault dictionary is formulated in detail for circuits with a sin-
gle equilibrium point. Now, the extension to circuits with multiple equilibrium points is
proposed. The approach usually requires the description of multi-branch parametric char-
acteristics determined with a spread of parameters within tolerance limits. In general, when
there are three or more equilibrium points for a given parameter value, the characteristics
may be multi-branched and ambiguous. An important aspect is also identifying segments
corresponding to unstable solutions. Furthermore, Monte Carlo analyses in SPICE using
the .nodeset directive often omit parts of the characteristic. Therefore, the best approach
is to perform such analyses using software that guarantees the identification of all DC
solutions. Since there are thousands of such characteristics for a single parameter in the
dictionary, using the method described in Section 2 directly is time-consuming. Therefore,
to construct the soft fault dictionary, a method that guarantees the identification of all
solutions was used in combination with SPICE simulations.

To examine the problem of piecewise-linear approximation more closely, we will
consider the parametric characteristics shown in Figure 12. Within the range from 1 to
20 kQ) of parameter R4 (around the nominal value of 8 k(), the SPICE characteristics
exhibit a hysteresis loop. The result indicates the presence of multiple equilibrium points.
For the nominal value of Ry, three solutions are determined: two stable ones, for which
V5is 3.91 V and 2.83 V, and one unstable, V5 = 3.5 V. By setting the starting points with
the .nodeset directive and performing parametric analyses above and below the value
R4 =8 k), a branch of the characteristic with a negative slope passing through the 3.5V
point is found. The branch corresponds to the unstable solutions. Next, 1000 random draws
of healthy parameters within the tolerance limits are performed. Unstable solutions are
discarded, and the family of characteristics is framed. The result of the steps is shown in
Figure 20 (blue lines). Additionally, three bands corresponding to the equilibrium points of
the healthy circuit, accounting for tolerances, are plotted. The orange band corresponds
to an unstable solution. To add entries to the soft fault dictionary, the two blue branches
shown in Figure 20 are framed using piecewise-linear characteristics.

Using the described procedure, multi-branch parametric characteristics were obtained,
defining the current drawn from source V1 and the node voltages as functions of resistors
R to Rs, over a range of 100 () to 20 k() for all parameters. It was observed that for all these
parameters, there are ranges of values for which the circuit has three solutions. This results
in a two-branch parametric characteristic, which is approximated by a piecewise-linear
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function. The result of this approximation, which expresses the voltage at node 5, is shown
in Figure 21. Selecting the optimal test, even for such a small number of parameters, is
an extremely complex issue that has not yet been addressed in the literature. Therefore, it
was assumed a priori that the dictionary would be constructed based on measuring the
current IV1 and the voltages at nodes 3 and 5 (V3 and V5). Measurement at the second
node provides little diagnostic information, as significant changes in this signal occur only
for two branches when two parameters (R; and R3) are considered. For the voltage at
node 6, many branches with different parameter values lie within a very narrow voltage
range, leading to numerous ambiguities. A similar phenomenon, although less pronounced,
occurs at node 4. A soft fault dictionary was constructed by extending the concept described
for single-operating-point circuits. For this purpose, an item is created in the dictionary for
each branch (e.g., R14 and Rqp are two branches corresponding to stable solutions when
the Ry parameter is varied).
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Figure 20. The frame of the ambiguous characteristics (blue line) shown in Figure 12 after discarding
solutions corresponding to unstable equilibrium points; three bands corresponding to the three
operating points of the healthy circuit (taking tolerances into account) are marked in light green,
orange, and pink.
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Figure 21. Piecewise-linear approximations of the parametric characteristics of bounds for resistors
R1-R5 at node 5 in the circuit shown in Figure 4; the shaded areas correspond to stable solutions in
the healthy circuit.
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The results of some diagnostic tests for several single soft faults are summarised in
Table 3. An analysis of the results shows that when the fault occurs in a circuit with multiple
equilibrium points, the solutions corresponding to both stable equilibrium points include
the assumed fault but yield different numbers of identified parameters and parameter
ranges. This constitutes the potential to eliminate virtual solutions, taking into account
the test involving forced measurement at both stable equilibrium points. For example, for
the fault Ry = 1300 (), considering the solutions corresponding to measurements at both
stable equilibrium points, a unique diagnostic result is obtained, Ry € [1212,1373] Q). A
similar procedure yields unique results for faults R4 =10,000 Q2 (R4 € [9845, 10,124] (}) and
Rs = 3000Q) (Rs € [2875,3140] Q). In the case of fault R, = 9000 (), an ambiguous result is
obtained: R, € [8849,9496] (Y and Ry € [9357,9467] Q.

Table 3. The results of the diagnostic process for single soft faults at the measurement IV1 + V3 + V5
in the circuit shown in Figure 4.

Measured Quantity

Assumed Fault Multiple Operating Points IV1[A] V3 [V] V5 [V] Result
Ry =4200Q2 NO —0.00184 2.270 0.964 Rq € [4128,4383] O
Ry =130002 YES —0.00310 2.827 2.514 Ry € [1212,1373] O
Ry €[13,233, 14,6901 0
Ry =1300Q2 YES —0.00365 3.199 3.861 Rq € [1075,1717] O
Ry €110,895,11,784] O
Rj € [994,1105] O
Ry € [7627,8176] Q0
Rs € [100,2195] )
Ry, =50002 NO —0.00655 5.790 6.515 R, € [375,591] Q)
Ry =9000Q2 YES —0.00419 3.677 4.343 R, € [8849,9496] O
R4 €1[9357,10,051] Q
Ry =9000 2 YES —0.00319 2.827 3.205 Rq € [681,821] Q)
R, € [8640,9620] ()
Ry € [9219,9467] Q)
R3 =50002 YES —0.00578 2.792 1.789 R3 € [494,520] Q)
Rz =5000 YES —0.00681 3.161 3.843 R3 € [481,518] O
R3 =10,000 O NO —0.00084 3.392 3.993 R3 € [9662,10,872] 2
R4 =10,000 Q2 YES —0.00420 3.792 4.358 Ry € [8792,9040] O
R4 €[9845,10,124] O
R4 =10,000 O YES —0.00312 2.827 3.301 R4 € 19678, 10,842] O
R5 = 3000 YES —0.00315 2.827 2.892 Ry €[922,1071] O
R, €[10,518, 11,5551 O
R3 € [987,1036] )
Ry € [7725,8721] Q)
R5 € [100, 20,000] O
Rs = 300002 YES —0.00331 2.890 3.550 Rs5 € [2875,3140] O

5.2. Diagnosis of Single Faults in Circuit with Single Equilibrium Point

The section presents the results of diagnostics of single hard and soft faults in the
circuit shown in Figure 5. At nominal resistance values and healthy transistors, the circuit
has a single equilibrium point. For all considered single faults, the circuit also has a single
operating point. The circuit was assembled in the laboratory, and selected hard and soft
faults contained in the fault dictionary were considered. The possibility of 26 hard faults
occurring was assumed, and a fault dictionary was constructed for the faults as well as
for the healthy circuit. In accordance with the analysis presented earlier, for FA, there are
25 signatures (classes) in the fault dictionary. For the measurements IV1 + V2 + V7 and
IV1 + V2 + V3, there are 21 and 24 signatures, respectively (see Figure 9). The results
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indicate that some states are indistinguishable. In the case of FA, there are states in the
sets {NOM, R4s}, {ET1o, BT10}. In the case of the IV1 + V2 + V3, the indistinguishable are
elements in the sets {NOM, R4s}, {ET10, BT10}, and {ET20, R60}, whereas at IV1 + V2 + V7
measurement, there are elements in the sets {NOM, R4s}, {BT1o, CT1o, ET10, R40, BET1s},
and {ET20, R60}.

Table 4 presents measurement data collected in the laboratory and the results of the
diagnostic process for the test IV1 + V2 + V3, whilst Table 5 presents measurement data
and the results of the diagnostic process for the test IV1 + V2 + V7. In both tables, the final
column contains the diagnostic results for FA. The results presented in the tables confirmed
the validity of the fault dictionary design. At the same time, an examination of the tables
shows that different measurement tests are generally preferred for identifying hard and
soft faults. The IV1 + V2 + V3 test effectively identifies hard faults, but it leads to many
ambiguities for soft faults. On the other hand, the IV1 + V2 + V7 test for the considered
single soft faults yields more unique results, similar to those obtained at FA. Optimally
selecting a test for soft faults is an extremely complex optimization process due to the
specific characteristics of nonlinear circuits, particularly changes in sensitivity values. The
problem is even more difficult when the parametric characteristics are multi-branched.
Both issues are briefly discussed in Section 6.

Table 4. The results of the diagnostic process for single faults and for the measurement IV1 + V2 + V3
and for FA in the circuit shown in Figure 5.

Measured Quantity

Assumed Fault IV1[A] V2 [V] V3 [V] Result Result for FA
R2s —0.00399 6.187 3.934 R2s R2s
Ré6s —0.00407 4.694 3.943 Ré6s R6s
BET1s —0.00545 8.931 2.418 BET1s BET1s
R30 —0.00118 2.398 1.169 R30 R3o0
Ry = 330kQ —0.00380 5.913 3.744  Rq €[219,076,500,000] 2} Ry € [219,076, 500,000] ()
Ry € [4039,4136] O Ry € [4095,4136] O
R; €[13,188,14,560] 0 R5 € [13,188, 14,203]
Rs € [1981,2192] O
Ry =20kQ —0.00528 8.029 4864 Ry €[18,279,21,7371Q Ry €[18,279,21,737] Q
Ry, =2.2kO) —0.00326 4510 2.680 R, € [2092, 2291} Q Ry, € [2092, 2242] Q
R, = 6.2k0O) —0.00430 6.890 4.396 Ry € [5967,6638] Q) Ry € [6021,6623] Q)
R3; =182k —0.00345 5.447 3.355 R3 €[17,364, 19,8351 () R3 €[17,370, 19,5431 O
Rs € [2585,2868] ()
R3; =8.2kO —0.00454 6.900 4412 Rq €[38,994, 44,2181 ) R1 €[38,994, 41,699] O
R3 € [7508,8642] O R3 € [7519,8642] Q)
Rs5 € [1037, 1261] (@)
R5 = 1kQ) —0.00470 7.168 4.559 Ry €[30,501, 34,060] Q) Rs € [957,1040] Q)

Rj € [6635,7413] O
Rs € [879,1040] O

Rs = 2.2kO) —0.00376 5.854 3.645  R; € [367,632, 500,000] Rs € [2099,2294] O
R, € [3863,39,823]
Rs € [13,779, 15,637] Q)
Rs € [2043,2321] O

Re = 2000 —0.00406 5.403 3.920 Re € [185,243] O Re € [185,229] O

Re = 4.7k0) —0.00293 13.402 2586 Re € [4518,4875| Q) Re € [4559,4875) O
Ry = 1kQ —0.00443 6.208 3.695 Ry € [959,1059] O Ry € [959,1059] Q)
Ry = 82k0 —0.00163 6.182 5.190 Ry € [8030,8702] O Ry € [8030,8702] O
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Table 5. The results of the diagnostic process for single faults and for the measurement IV1 + V2 + V7
and for FA in the circuit shown in Figure 5.

Measured Quantity

Assumed Fault IV1[A] V2 [V] V7 V] Result Result for FA
R2s —0.00399 6.187 10.982 R2s R2s
Ré6s —0.00407 4.694 10.874 Ré6s Ré6s
BET1s —0.00545 8.931 8.316  BTlo; CTlo; ET10 R40; BET1s BET1s
R3o0 —0.00118 2.398 16.090 R3o0 R3o0
R1 = 330kQ) —0.00380 5913 11.197 Ry €[219,076, 500,000] Q2 Ry €[219,076, 500,000] O
Ry € [3963,4136] O R, € [4095,4136] Q)
R3 €[13,188, 14,546] () R3 € [13,188, 14,2031 ()
Ry =20kQ) —0.00528 8.029 9.395 Ry €[18,279, 21,7371 Q) Rq €[18,279, 21,7371 Q)
Ry, =2.2k0O —0.00326 4.510 12.340 Ry € [2092,2291] O Ry € [2092,2242] O)
R, =6.2kO) —0.00430 6.890 10.412 Ry € [5967,6638] Q) R, € [6021,6623] Q)
R; = 18.2kQ —0.00345 5.447 11.960 Rs € [17,254, 19,835] Q R € [17,370, 19,543] Q
R; =8.2k0O) —0.00454 6.900 9.972 Rq €[38,994, 41,699] ) Rq €[38,994, 41,6991 O
R3 € [7508,8642] O R3 € [7519,8642] O
Rs =1kQ) —0.00470 7.168 13.373 Rs € [957,1040] O Rs € [957,1040] )
Rs = 22k0 —0.00376 5.854 9.942 Ry € [2099,2294] Rs € [2099,2294] O
Re¢ =200Q) —0.00406 5.403 10.892 Re € [185,243] Q) Rg € [185,229] O
R¢ =4.7kQ) —0.00293 13.402 12.792 Rg € [4518,4875] O Rg € [4559,4875] Q)
Ry =1kQ) —0.00443 6.208 10.194 R7 € [959,1059] ) Ry € [959,1059] )
Ry = 82kQ —0.00163 6.182 15.246 Ry € [8030,8702] Ry € [8030,8702] O

5.3. Final Remarks

In the hard-fault dictionaries considered for both circuits across all measurement
variants, certain classes correspond to two or more circuit states, including the healthy
circuit and some fault types. For example, for the circuit with multiple equilibrium points at
FA, the diagnostic procedure distinguishes between 18 classes. Fifteen of these correspond
to unique fault states, whilst the remaining three classes each encompass two physical
states: the healthy state and one specific fault. Consequently, performance evaluation and
the confusion matrix are carried out at the decision-class level. Diagnostic accuracy, defined
as the percentage of correctly classified test cases over all tested faults, was computed using
the main diagonal of the confusion matrix constructed for the decision classes. Since all
test cases were correctly assigned to their corresponding diagnostic classes, the diagnostic
accuracy was 100%. The false-positive rate was evaluated separately for each diagnostic
class using a one-vs-all scheme. As no misclassifications were observed, the false-positive
count for all classes was zero, yielding a false-positive rate of zero for each class and a
macro-averaged false-positive rate of zero. Identical results for diagnostic accuracy and the
false-positive rate were obtained for the other hard-fault dictionaries.

The magnitude of the estimation error for soft faults is determined by many factors.
The most important factor influencing the magnitude of the error is the diagnostic test
selected. The same measurement may yield a very precise estimate of one parameter and a
very inaccurate estimate of another. Another measurement may yield the opposite result.
Therefore, as noted earlier, selecting a suboptimal test is a major research challenge. Another
important factor is the number of considered parameters and the assumed tolerance of
intact elements. In combination with local sensitivity (at a given value of the parameter
under consideration during the parametric analysis), these factors determine the width of
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the bands obtained from the Monte Carlo analysis. An additional factor influencing the
result is the shape of the parametric characteristic, which arises from changes in sensitivity:
flat sections, where sensitivity is close to zero, yield wide ranges of values for the estimated
parameter. The average relative error, expressed as a percentage and calculated as the
width of the estimated range relative to the assumed fault value for the tests performed,
is roughly 12%. The minimum error is 2.8%. It is worth noting that in the vast majority
of cases, the average of the lower and upper limits of the estimate is close to the assumed
value. The accuracy of the results can be improved by including tests at different supply
voltages during all stages of the diagnostic process. In nonlinear circuits, changes in the
supply voltage alter the quantities that determine the operating points, and in some cases
also the number of equilibrium points. This allows additional diagnostic information to
be obtained.

6. Discussion

DC analysis, in which the operating points of nonlinear devices are specified, is a key
circuit analysis that precedes nearly all other analyses. In diagnosing nonlinear circuits,
effective methods for detecting faults in elements that determine operating points are also
of fundamental importance. The proposed SBT method can be successfully applied to the
diagnosis of single faults in nonlinear circuits containing bipolar transistors, including,
uniquely, circuits with multiple equilibrium points. The restriction to the bipolar circuit
class results from the method used to determine all operating points. To the author’s
knowledge, the method described in Section 2 is the only method that enables such a
DC analysis using the Gummel-Poon model, commonly employed in simulators, while
preserving the original nonlinearities (rather than a piecewise-linear analysis). Due to the
time-consuming nature of the analysis, the method applies only to circuits containing up
to a dozen bipolar transistors. To build a fault dictionary for a larger circuit with bipolar
transistors, other methods that do not guarantee finding all DC solutions must be used. For
circuits containing operational amplifiers operating in the linear and saturation regions (e.g.,
flip-flops or line receivers), the dictionary-building concept is valid. However, to determine
all solutions, it is necessary to use one of the piecewise-linear methods employing a three-
segment approximation of the characteristic of each amplifier modeled by a macro-model.
For circuits containing unipolar transistors, particularly short-channel MOS transistors,
no methods are known that guarantee the determination of all solutions. In such cases, to
apply the proposed concept, one of the few methods for determining multiple solutions
must be used, e.g., the deflation method [42] or the homotopy method.

To illustrate the possibility of extending the diagnostic concept described in the paper
to CMOS circuits, a Schmitt trigger implemented in CMOS technology, shown in Figure 12,
is considered. Using the BSIM 4.6 model for 50 nm technology and the nominal parameters
shown in the figure, the circuit has three equilibrium points, two of which are stable. For the
solutions determined by the method described in [42], the current drawn from source V1
and the voltages at nodes 2, 3, and 4 are: —55.4 uA, 0.000V, 0.579V, 0.000 V and —54.7 pA,
1.000V, 1.000V, 0.532 V. Single hard faults were introduced into this circuit via simulation.
In this case, the faults were modeled using a 1 () resistor for a short circuit (S;) and a 1 MQ)
resistor for an open circuit (O;). There are the standard values assumed in many papers.
The assumed faults are marked in red in Figure 22. In CMOS circuits, the effects of transistor
manufacturing variations are usually modeled as global (uniform across the chip) variations
in parameters such as transistor dimensions, gate oxide thickness, and threshold voltage.
Typical deviations in these parameters can reach up to 10%, depending on the technology.
Taking such variations into account, Monte Carlo analyses can be performed to determine
the ranges of variation in measured quantities for selected hard faults. The identification of
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soft faults in this class of circuits, on the other hand, may involve determining the values of
the aforementioned global technological parameters, local changes of the parameters, or
values of local spot faults.
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Figure 22. A CMOS Schmitt trigger; the locations of single short-circuit faults (S1-Ss) and open-circuit
faults (O1-0,) are marked in red.

In the initial research aimed at generalizing the method to this class of circuits, and in
the absence of laboratory verification, all tests were conducted via simulation. The most
important aspect that received focus was the verification of the method proposed by the
author in [42] for hard faults. The method is a key tool, since, as previously mentioned,
it does not guarantee the identification of all solutions. However, for CMOS circuits
fabricated using nanotechnology, no method exists that can find all DC solutions. On
the other hand, the method [42] allows for the analysis of large circuits fabricated in any
technology (provided, of course, that appropriate models are used), since all simulations,
controlled by an external analysis program, are performed in SPICE. For all assumed S-
and O- type faults, one or more solutions were determined using the method, confirming
its usefulness for generating diagnostic dictionaries. At this preliminary stage, Monte
Carlo analyses were omitted, as their execution is a standard SPICE analysis that, starting
from the result of applying the method [42], can determine appropriate intervals covering
the measured quantities for a given fault. Table 6 presents the results of a simulation
of the circuit shown in Figure 22 after introducing single hard faults. Based on these
results, it is possible to construct a hard-fault dictionary using the procedure described for
bipolar circuits.

https://doi.org/10.3390/ electronics15102198


https://doi.org/10.3390/electronics15102198

Electronics 2026, 15, 2198

30 of 34

Table 6. The results of the simulation for single hard faults in the circuit shown in Figure 22.

Measured Quantity

Assumed Fault Multiple Operating Points IV1[pAl V2IV] V3[VI V4a[V]

51 NO -59.1 0.000 0.500 0.000
S NO —79.8 1.000 1.000 0.500
S3 NO —55.7 0.500 0.536 0.570
Sy NO —54.7 1.000 1.000 0.532
Ss NO —60.8 0.500 0.899 0.134
O YES —69.4 0.000 0.315 0.000

—54.3 0.982 0.982 0.517
—47.7 0.724 0.757 0.300
o)) YES —55.4 0.000 0.579 0.000
—54.5 0.989 1.000 0.523
—51.2 0.718 0.991 0.295
O3 YES —-55.0 0.011 0.587 0.000
—54.7 1.000 1.000 0.532
—50.5 0.153 0.691 0.001
Oy YES —0.33 0.000 0.285 0.000
—54.2 0.980 0.980 0.515
—47.7 0.723 0.743 0.299

Another important, unresolved question is the selection of a test for the soft fault
dictionary. The following example illustrates the complexity of the problem in nonlinear
circuits. The circuit shown in Figure 5 is considered, and the voltage characteristic at node
4 (V4) is examined as a function of Rg. The characteristic is non-monotonic, just like the
other characteristic shown in Figure 11. The non-monotonicity of the characteristic results
from a change in the sign of the voltage sensitivity to the parameter. The sensitivity of the
voltage at node 4 to the resistances Rg and R; was investigated in the range from 2 to 4 k()
of Rg, within which the characteristic reaches an extremum (minimum), indicating that the
derivative, i.e., the sensitivity, is zero. In the range of R¢ between 2000 () and 2469 (), the
sensitivities V4 to R and Ry have opposite signs and different absolute values, which allows
their faults to be distinguished when measuring voltage at node 4. For example, at R¢ equals
2200 O, the sensitivity to Rg is —5.355 x 107° V/Q and to Ry equals 9.548 x 10~* V /). At
resistance R¢ = 2469 (), the sensitivity to Rg is close to zero (—8.633 x 10~7 V/Q), while
to Ry equals 8.412 x 1074 V/Q. Taking Re = 2470 (), the sensitivity to Rg changes sign
and equals 2.884 x 107° V/Q (to Ry is 8.329 x 1074 V/Q). Assuming Re greater than
2700 ), both sensitivities have the same signs and magnitudes (e.g., for Rg = 3000 (), the
sensitivities are 2.169 x 10~* V/Q). Such a result indicates that when measuring the voltage
at node 4, faults in R¢ and Ry become indistinguishable. Therefore, evaluating the test for
soft faults solely based on sensitivity analysis of the nominal circuit may, in some cases,
lead to erroneous conclusions. For this reason, diagnostic methods based on linearization
near the operating point may be applied to small parameter deviations (e.g., 10-20%), for
which a constant sensitivity can be assumed.

The obtained results confirm the usefulness of the proposed method for diagnosing
analog circuits. The main advantage of the method is the ability to consider multiple
operating points in both healthy and faulty circuits when developing the dictionaries. The
findings have enabled extending the established concept of DC circuit diagnostics using a
fault dictionary, thereby making it more reliable. Both hard and soft faults can lead to a
situation in which a healthy circuit has a single solution, whereas a fault results in several
solutions, whilst the opposite situation may also arise. An additional advantage of the
method is the ability to identify the range of values for a single soft fault, also in circuits
with multiple equilibrium points.
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A fundamental drawback of the approach, stemming from the lack of effective methods
for determining all DC solutions, is its limited applicability to small-sized bipolar circuits.
For other classes of circuits and circuits with more than a dozen transistors, it is necessary
to use methods that do not guarantee the determination of all equilibrium points. Another
significant limitation is the method used to select tests for soft faults. Due to changes in
the sign and magnitude of sensitivity to parameter variations in nonlinear circuits, the
test selection poses a significant and original research challenge. A further challenge is
to improve diagnostic accuracy while reducing the number of measurement points. It
seems that measuring quantities in nonlinear circuits at different supply voltages or under
varying load conditions may be a solution. Furthermore, the effective determination of
multi-branch parametric characteristics in circuits with multiple equilibrium points is a
crucial element, and solving this problem can significantly speed up the before-test phase.

A final aspect not addressed in this work is the influence of ambient temperature
and self-heating on the effectiveness of the diagnostic process, particularly in high-power-
dissipating circuits. As demonstrated in [5], temperature variations, including self-heating,
can alter the number of operating points. Thus, the methods for determining all or many
DC solutions are also important in this aspect. The problem remains unresolved even at
the stage of analyzing nonlinear circuits with multiple equilibrium points. There are a few
reports in the literature that allow equilibrium points to be determined whilst accounting for
self-heating, but these rely on simplified models and the assumption that the entire circuit is
on a single chip. Therefore, the examples presented in this paper refer to low-power circuits,
where self-heating effects are not as significant. Testing at different ambient temperatures
can be incorporated by creating dictionaries for different temperatures. Creating a single
dictionary for a wide temperature range is not an appropriate solution, as it leads to large
Monte Carlo bands and reduces the number of recognized classes.

The proposed methodology can be extended to the diagnosis of multiple hard faults.
However, considering all possible pairs, triplets, and so on increases the dictionary size
dramatically. For this reason, as well as the fact that multiple faults are much less likely, any
extension could focus on a few selected multiple faults. As shown in the paper [5], multiple
hard faults increase the probability of multiple equilibrium points, highlighting the benefits
of the DC analysis method, which guarantees the determination of all operating points.
In the case of multiple soft faults, the standard approach is to use SAT methods because
there are an infinite number of parameter value combinations. Theoretically, it would
be possible to determine multidimensional surfaces bounding from below and above the
variations of the measured quantities as a function of the parameters, and to describe these
surfaces using an n-dimensional generalized piecewise-linear approximation (so-called
section-wise piecewise-linear functions). However, in circuits with multiple operating
points, these surfaces are extremely sophisticated, typically consisting of many separate
parts, and therefore their description and subsequent use in the post-test phase would be
extremely complex.

Some of the above issues will be the subject of further research.

7. Conclusions

The paper examines fault diagnosis in nonlinear analog circuits, a complex issue that
has remained a challenge for over fifty years. A comprehensive method for identifying both
hard and soft single faults in nonlinear DC circuits is proposed, using a dictionary-based
approach. The development of the dictionaries considers the multiple equilibrium points
in transistor circuits. Monte Carlo simulations are used to account for variations in circuit
parameters within specified tolerance limits for all equilibrium points. The points are
determined by a method that guarantees their identification. Two dictionaries are created
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for fault identification, which are consulted after the test to determine the fault type. The
methodology offers advantages over artificial intelligence-based approaches, as it allows
for both the identification of faulty components and the estimation of their approximate
values within a specified range. The results of laboratory and simulation tests confirmed
the effectiveness of the proposed method. The paper also discusses various challenges
in creating dictionaries for nonlinear circuits. The most significant achievements of the
paper are the use, at the pretest stage, of a method that guarantees the determination of all
equilibrium points and the ability to estimate parameter values for a soft fault dictionary.
Further research will focus on selecting a suboptimal test for the soft fault dictionary,
accounting for temperature effects, and extending and refining the methodology for the soft
fault dictionary in circuits with multiple equilibrium points, especially in CMOS circuits.
The possibility of using Al tools will also be considered.
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