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Abstract: Industrial control systems (ICSs) are a critical component of key infrastructure.
However, as ICSs transition from isolated systems to modern networked environments, they
face increasing security risks. Traditional anomaly detection methods struggle with com-
plex ICS traffic due to their failure to fully utilize both low-frequency and high-frequency
traffic information, and their poor performance in heterogeneous and non-stationary data
environments. Moreover, fixed threshold methods lack adaptability and fail to respond in
real time to dynamic changes in traffic, resulting in false positives and false negatives. To
address these issues, this paper proposes a deep learning-based traffic anomaly detection
algorithm. The algorithm employs the Hilbert-Huang Transform (HHT) to decompose
traffic features and extract multi-frequency information. By integrating feature and tem-
poral attention mechanisms, it enhances modeling capabilities and improves prediction
accuracy. Additionally, the deep probabilistic estimation approach dynamically adjusts
confidence intervals, enabling synchronized prediction and detection, which significantly
enhances both real-time performance and accuracy. Experimental results demonstrate that
our method outperforms existing baseline models in both prediction and anomaly detection
performance on a real-world industrial control traffic dataset collected from an oilfield
in China. The dataset consists of approximately 260,000 records covering Transmission
Control Protocol/User Datagram Protocol (TCP/UDP) traffic between Remote Terminal
Unit (RTU), Programmable Logic Controller (PLC), and Supervisory Control and Data
Acquisition (SCADA) devices. This study has practical implications for improving the
cybersecurity of ICSs and provides a theoretical foundation for the efficient management of
industrial control networks.

Keywords: industrial control systems; anomaly detection; sighal decoupling; attention
mechanism; deep probabilistic estimation

1. Introduction

Industrial control systems (ICSs) are widely employed in critical infrastructure sectors
such as power generation, water treatment, oil and gas, and chemical processing. Their
stability and security are directly tied to public health, safety, and environmental protec-
tion [1,2]. With the advancement of network technologies, ICSs have gradually transitioned
from traditional isolated systems to modern networked systems based on standardized
protocols and devices. This evolution enables ICSs to interact more flexibly with other
information systems but also introduces heightened security risks [3]. In recent years,
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ICSs have become frequent targets of cyberattacks, posing significant threats to the normal
operation of industrial systems [4]. For instance, in 2010, the Stuxnet worm infected the
programmable logic controllers (PLCs) of Iran’s nuclear facilities, disrupting the normal
operation of centrifuges [5]. In 2015 and 2016, Ukraine’s power grid was targeted by
hackers using the malware BlackEnergy and Industroyer, resulting in widespread power
outages [6]. In 2017, the Triton malware attacked the safety instrumented system (SIS)
of a Saudi petrochemical plant, aiming to cause equipment malfunctions [7]. These inci-
dents underscore the increasing targeting of ICSs by cyber adversaries, highlighting the
increasingly critical and urgent nature of ICS security challenges [8,9].

The security of industrial control system (ICS) networks has always been a focal point
for researchers both domestically and internationally, with anomaly detection systems
becoming a key area of research in this field. In recent years, anomaly detection meth-
ods based on multi-physical quantity fusion have been proven to effectively enhance the
accuracy of industrial equipment health status assessment [10]. Additionally, systematic
studies on communication protocol security, such as fuzz testing frameworks, have pro-
vided new perspectives for discovering vulnerabilities in ICS networks [11]. However,
traditional anomaly detection methods have typically focused on static analysis or offline
processing [12], which fail to meet the real-time monitoring and rapid response needs
of industrial control systems. In ICS networks, traffic data typically exhibit significant
temporal dependencies. Leveraging these dependencies within time series can effectively
detect anomalies in traffic patterns [13]. Based on these characteristics and the need for
real-time anomaly detection in ICS networks, real-time traffic prediction has emerged
as a promising research direction. This approach allows for the continuous monitoring
and prediction of traffic patterns in ICS networks, providing robust support for anomaly
detection [14]. However, this research direction faces several challenges. In ICS networks,
the diverse operating modes of different industrial control devices result in traffic data that
are heterogeneous, nonlinear, and highly noisy [15]. Data from various devices often differ
significantly in terms of scale, frequency, and sampling methods, complicating real-time
traffic analysis [16,17]. Additionally, ICS traffic data are highly dynamic, fluctuating with
changes in production tasks. These dynamics make anomaly detection methods based on
traffic prediction increasingly difficult [18]. The key challenge lies in accurately extracting
valuable information in real time and identifying anomalies within such a heterogeneous
and dynamic ICS environment. There is currently limited research on real-time anomaly
detection methods based on traffic prediction in industrial control network environments.
Moreover, existing studies suffer from the following issues:

¢  Although industrial control network traffic is generally stable, short-term fluctua-
tions can occur under certain circumstances. Both low-frequency stable trends and
high-frequency short-term variations may contain critical traffic pattern information.
However, existing research has often failed to fully explore and utilize the information
embedded in both low- and high-frequency traffic data.

*  Traffic data in industrial control systems exhibit strong temporal dependencies, char-
acterized by complex short-term variations that significantly change based on work
cycles, operational states, or device conditions, thereby increasing the complexity of
traffic patterns. Additionally, traffic data exhibit long-term dependencies, requiring
continuous observation of historical data to capture potential anomalies. However,
existing detection methods struggle to effectively model such complex temporal de-
pendencies and long-term patterns. In particular, they often fail to handle dynamic
changes and long-term trends, leading to increased false positives or false negatives,
which in turn reduces anomaly detection accuracy.
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¢  Traditional residual-based evaluation methods rely on fixed thresholds to determine
anomalies, but these thresholds are typically set based on empirical rules and lack
adaptive capabilities. Under different operational environments, load levels, or system
states, the normal fluctuation range of traffic may vary. Fixed-threshold methods thus
struggle to accommodate the diversity and non-stationarity of traffic data, limiting
their effectiveness in real-world applications.

To address the aforementioned issues and enhance the security of industrial control
networks, this paper proposes a deep learning-based real-time monitoring algorithm for
traffic anomaly detection in ICSs. The proposed method employs the Hilbert-Huang Trans-
form(HHT) to decompose time series data, effectively capturing temporal characteristics
of network traffic. Additionally, a cross-frequency and cross-period attention module is
introduced to model time series dependencies. Finally, a deep probabilistic estimation
model is used in place of traditional point estimation strategies, improving the dynamic
adaptability of anomaly detection.

The main contributions of this paper are summarized as follows:

¢ We design a novel signal decoupling module that utilizes Empirical Mode Decompo-
sition (EMD) to decompose raw traffic signals into feature components of different
frequencies, enhancing the capability of extracting time series features.

*  We propose a cross-frequency and cross-period attention mechanism that integrates
a feature-attentive encoder with a time-attentive decoder, improving the model’s
ability to capture multi-scale temporal dependencies and enhancing the accuracy of
traffic prediction.

*  Weintroduce an anomaly detection method based on deep probabilistic estimation,
enabling the model to dynamically adapt to variations in traffic distributions across
different ICS environments. This allows for dynamic adjustments in prediction out-
comes, effectively handling diverse and non-stationary traffic data, thereby improving
detection robustness and accuracy.

The remainder of this paper is organized as follows. Section 2 reviews related research.
The details of the proposed model are presented in Section 3. In Section 4, we evaluate
the performance of the proposed algorithm on real-world ICS traffic data. A performance
analysis and discussion of the results are provided in the final section.

2. Related Work

Numerous anomaly behavior detection methods have been proposed to date. Early
anomaly detection systems often employed statistical models, which primarily relied on
constructing generative models capable of accurately representing the distribution char-
acteristics of a given dataset. During detection, the model evaluates the probability value
of each data point and identifies those located in low-probability regions or significantly
deviating from the main distribution as anomalies. Nakamura et al. proposed an anomaly
detection algorithm called MERLIN, which effectively detects discordant points of varying
lengths by sliding windows through time series and combining the distances of subse-
quences [19]. Waskita et al. proposed an intrusion detection method based on modeling
the statistical characteristics of network traffic, which effectively identifies normal and
threat traffic through exhaustive search decision systems [20]. Moustafa et al. introduced
a statistical anomaly detection technique based on the Dirichlet Mixture Model (DMM),
which, by integrating the interquartile range boundaries, can distinguish legitimate traffic
from attack vectors [21]. Andrysiak et al. presented a hybrid statistical model based on
ARIMA-GARCH for detecting attack anomalies in network traffic. This method improves
detection accuracy and efficiency through time series standardization, heteroscedasticity
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testing, and parameter optimization [22]. While statistical methods can achieve anomaly
detection to some extent, they often depend on predefined probability distributions and
simple thresholds, making it challenging to adapt effectively to complex and dynami-
cally changing traffic patterns, leading to increased false positives and false negatives.
With the rapid development of machine learning and deep learning, more researchers are
turning to intelligent methods for anomaly detection research. These approaches can be
broadly divided into supervised and unsupervised techniques. Yulianto et al. proposed
an improved intrusion detection system based on AdaBoost, which addresses the data
imbalance problem through the Synthetic Minority Oversampling Technique (SMOTE)
and improves system performance by employing Principal Component Analysis (PCA)
and Ensemble Feature Selection (EFS) to extract important features [23]. Farooq et al. pro-
posed a multi-layer classification strategy to address the inability of the signature-based
intrusion detection system SNORT to automatically recognize new attack signatures and
detect multi-stage attacks. This method uses decision trees and fuzzy logic to automatically
update SNORT signatures for detecting new attacks [24]. Song et al. introduced a novel
intrusion detection method that combines Long Short-Term Memory (LSTM) and eXtreme
Gradient Boosting (XGBoost) models to enhance intrusion detection effectiveness in smart
grids by leveraging the accuracy of these two models [25]. Supervised learning requires
labeled training data for normal and attack scenarios; however, labeled data for industrial
control system (ICS) network attacks can be challenging to obtain [26], and such data
often do not include unknown attack categories. Subsequently, unsupervised learning
methods for anomaly detection have been proven effective. These methods do not require
labeled anomalous data during the training phase [27]. They achieve anomaly detection
by constructing deep neural networks to learn the complex feature relationships of mul-
tidimensional time series data, either by predicting future time series or reconstructing
normal time series patterns, enabling the effective identification and detection of anomalies
that deviate from normal patterns. Zeng et al. proposed an improved HTM algorithm
model for anomaly detection in industrial multivariate time series data. The model encodes
each dimension of the multivariate data separately, processes the encoded results using
multiple spatial poolers in parallel, and combines the spatial pooler outputs in a temporal
memory layer to predict future data, thereby enhancing anomaly detection performance for
multivariate time series [28]. Chen et al. proposed an unsupervised model, SOM-DAGMM,
that integrates Self-Organizing Maps (SOMs) with a Deep Autoencoding Gaussian Mix-
ture Model (DAGMM) to address DAGMM'’s limitations in preserving input topology. A
SOM provides the topological preservation of features, and multi-scale topology further
improves detection performance [29]. Niu et al. introduced a time series anomaly detection
method based on LSTM and VAE-GAN, which jointly trains the encoder, generator, and
discriminator to fully exploit their mapping and discriminative capabilities. During the
anomaly detection phase, anomalies are identified based on reconstruction differences and
discrimination results [30]. Boppana et al. proposed an unsupervised model, GAN-AE, that
combines Generative Adversarial Networks (GANs) and Autoencoders (AEs) for detecting
unknown intrusions in MQTT IoT applications and achieved promising results [31]. Zhao
et al. presented a self-supervised framework that captures the complex dependencies
of multivariate time series across temporal and feature dimensions using parallel graph
attention layers. This method combines single-timestamp prediction and whole time se-
ries reconstruction to optimize time series representation and improve anomaly detection
performance [32].

However, existing methods still have limitations in extracting low-frequency and high-
frequency traffic information, modeling complex temporal dependencies, and dynamically
adapting anomaly detection thresholds. To address these challenges, this paper proposes
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a deep learning-based real-time monitoring algorithm for traffic anomaly detection in
industrial control systems. By integrating a traffic decomposition and embedding module,
a cross-frequency and cross-period attention module, and a deep probabilistic estimation
model, the proposed approach effectively captures and fuses long- and short-term depen-
dencies while enhancing the dynamic adaptability and accuracy of anomaly detection.

3. Methodology

This section provides a detailed description of the model, as illustrated in Figure 1.
Traffic signals in industrial networks are typically composed of multiple sources, char-
acterized by high complexity and diversity. These sources differ not only in frequency
but also in their variation patterns, fluctuation characteristics, and periodicity. To address
this complexity, we first employ the HHT’s EMD algorithm to decompose the original
traffic signals into multiple components. These components capture different modes of the
traffic signals, including rapid fluctuations, periodic variations, and long-term trends. The
components of different frequencies are treated as independent inputs for the subsequent
traffic prediction module. The traffic prediction module comprises an encoder based on
feature attention mechanisms and a decoder leveraging temporal attention mechanisms.
The encoder extracts features from each frequency component and dynamically adjusts
weights based on feature importance to generate weighted feature representations. This
process enables the model to focus on signal components that are more critical for traffic
prediction. For instance, low-frequency stable signals may be more important for trend
prediction in certain devices, while high-frequency bursts might be key for anomaly de-
tection in others. Subsequently, the decoder employs an LSTM network to capture both
long-term and short-term dependencies in the signals. By incorporating temporal attention
mechanisms, the decoder outputs traffic predictions for future time intervals. Finally, we
introduce a dynamic threshold anomaly detection module based on a statistical window.
This module calculates residuals in real time and adjusts thresholds dynamically based
on the distribution of historical residuals. This approach effectively accommodates the
variability and diversity of traffic signals in industrial networks, enabling the reliable
identification of anomalous fluctuations in traffic data.
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3.1. Signal Decoupling Module

When dealing with complex data from multiple sources, conducting detailed decompo-
sition and analysis of the data becomes critically important. Breaking data into finer-grained
components allows for a clearer identification of their intrinsic features and patterns, while
significantly enhancing the robustness and adaptability of the model [33]. In industrial
control networks, traffic signals may exhibit periodic fluctuations, sudden changes, and
long-term trends, which are typically nonlinear and non-stationary. Additionally, changes
in input conditions (e.g., voltage fluctuations) may introduce high-frequency noise or tran-
sient interference signals. Therefore, extracting and utilizing information from traffic data
across different frequencies is crucial for the accuracy of time-dependent modeling.

To achieve signal separation, this study employed the HHT. The core component of the
HHT is EMD, which was introduced by Huang et al. EMD decomposes a signal into a series
of Intrinsic Mode Functions (IMFs) based on the signal’s local frequency characteristics [34].
This method excels in analyzing nonlinear and non-stationary signals that are challenging
for traditional approaches and is particularly well suited for handling complex, multi-
source traffic signals in industrial networks. In using EMD within the HHT framework, the
raw traffic signals are decomposed into multiple IMF components, effectively separating
sub-signals with distinct characteristics and origins. Each IMF component represents
features within a specific frequency range. High-frequency IMF components typically
correspond to sudden, short-term fluctuations and are effective at capturing transient
noise caused by input condition changes, such as voltage fluctuations. In contrast, low-
frequency components reflect the long-term trends or slow variations in the signal. This
decomposition approach allows the model to isolate different change patterns within the
signal, enabling it to suppress interference from input conditions and focus more on the
unique features of each signal component.

The core idea of EMD is to decompose a signal into a series of IMFs, each representing
a localized oscillatory mode. Each IMF must satisfy two conditions: (1) the number of
extrema and the number of zero-crossings must either be equal or differ by at most one, and
(2) the mean of the upper and lower envelopes, defined by the local maxima and minima,
must be zero. With the EMD method, industrial control traffic data X € RT*N*C can be
iteratively decomposed into a series of components. The specific steps are as follows.

First, identify the local extrema in the signal and construct the upper envelope max (t)
and the lower envelope My, (t) through interpolation. Then, subtract the mean of the
envelopes from the original signal to obtain the first component hy(t):

. mmax(t) + mmin(t)
2

hi(t) = X(t) 1)

If the component exhibits asymmetry or additional extrema, it undergoes iterative
smoothing until it satisfies the IMF criteria. This process is repeated iteratively, where
each sifting step calculates the mean of the envelopes and subtracts it from the signal. The
iterations continue until the remaining signal becomes symmetric and contains no new
extrema, i.e., no further IMF components can be extracted. Specifically, the process of
extracting components from the original signal is as follows [35]:

(k) (k)

e (t) = 1O t) 3)
ri(t) = X(t) — ea(t) ()
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X(5) = Y ei() + ralt) ©)
i=1

Here, hgk) (t) denotes the signal after the k-th iteration, while mggx(t) and mr(rlfl)n(t)
represent the upper and lower envelopes, respectively, at the k-th iteration. ¢; (#) is the first
extracted IMF component, and r1(t) is the residual signal after removing c;(t). After k iter-
ations, the original signal X(f) can be represented as the sum of multiple IMF components
c1(t),ca(t), ..., cn(t) and a residual term r,,(#).

Next, the time series is reconstructed by designing filters to select a subset of compo-
nents as the desired signal, while discarding unnecessary parts. This process effectively
smooths and filters the signal. Based on the results of the EMD, the extracted modes—IMF1,
IMF2, IMF3, IMF4, etc.—represent signal components at different frequency bands. If the
number of modes obtained from EMD exceeds five, IMF5 and all subsequent modes are
merged and treated as a single composite high-frequency local oscillatory mode. Con-
versely, if the number of modes is fewer than five, zero sequences are appended to ensure
that the final number of modes is fixed at five.

Furthermore, these decomposed feature signals are transformed into higher-dimensional
representations Xj, Xy, ..., Xs, providing richer feature representations for the subsequent
spatiotemporal network model. This process enhances the model’s performance by leveraging
a more comprehensive set of features.

3.2. Traffic Prediction Models

After decoupling the original traffic signal into traffic sub-signals of different frequen-
cies, these components are fed into the prediction model for forecasting. The prediction
model primarily consists of a feature-attention-based encoder and a time-attention-based
decoder, designed to adaptively capture and integrate dependency features between long-
term and short-term sequences across different frequencies.

3.2.1. Encoder Based on Feature Attention

To enhance the model’s ability to focus on different signal components, we introduce
an input attention mechanism. As shown in Figure 1la, the feature-attentive encoder
adaptively selects the most relevant feature sequences. In analyzing the characteristics
of each input signal, the encoder dynamically adjusts the importance weights of features,
enabling the model to focus more effectively on the most informative components for
prediction in complex signal scenarios.

For a given original signal Y; = (y1,¥2,...,y7-1) € R, the signal decoupling pro-
cess produces a new signal matrix (e.g., X1, X2, ..., X5, collectively denoted as X), where
X = (xlT, sz, SLXT) € R™*T Here, x™ = (a2, X)) € RT represents the values of
the m-th frequency signal at each time ¢, and T is the length of the time series. Additionally,
Xy = (xtl, xtz,. .., x}") € R™ denotes the combination of all feature components at time .

In time series modeling, Long Short-Term Memory (LSTM) networks are widely used
for various sequence prediction tasks due to their ability to effectively capture long-range
dependencies. Specifically, at each time step, the LSTM processes the current input x; along
with the previous hidden state h;_1. Through a forget gate f{, it decides which information
should be discarded, while an input gate i{ determines which new information should be
stored, and an output gate of generates the current output based on the updated memory
cell. These gating mechanisms work together, allowing the LSTM to dynamically adjust
the flow of information based on the varying needs at each time step, thus enabling the
precise modeling of time series characteristics. Specifically, the operations of an LSTM unit
are as follows [36]:



Electronics 2025, 14, 1645 8 of 23

fé = o (Wi, xi) + b5 ) ©)

i = o (Wi [ht—1, xi] + bf) ()

of = o(Wglhi—1;xt] + b5) 8)

st = ff ©s{_1 +if © tanh(W[hs—1; xe] + ) )
hy = of ® tanh(s}) (10)

Here, W¢, W, W, and b;, b, b represent the learnable weight parameters and bias
terms for the forget, input, and output gates, respectively. W¢ and b are the learnable
weight parameters and bias terms for the memory cell. The notation [;| denotes matrix
concatenation. ® denotes element-wise multiplication. ¢ represents the Sigmoid activation
function. The LSTM gating mechanism uses the Sigmoid function to generate values be-
tween 0 and 1, effectively controlling the flow of information. This is crucial for handling the
non-stationarity of ICS traffic, as it allows for dynamic, input-dependent, adaptive gating.

Based on the original signal and the signals decomposed into different frequency
components, an encoder is constructed using feature attention. By dynamically assigning
weights to the signals of different frequencies, the encoder can adaptively optimize the
representation of input features. This allows the model to automatically focus on the most
relevant frequency components during training, enhancing its ability to model time series
data effectively.

Given the m-th frequency signal x™ = (x{",x}',...,x7), the attention score ¢}" is
computed using a two-layer perceptron. This score not only takes into account the feature
value at the current time step but also incorporates the historical information from the
encoder LSTM network, including the previous hidden state #;_; and the cell state s{_;.

el' =V, tanh (W, [s¢_y; 1] + Uex™ + be) (11)

where V,, W,, and U, are the learnable weight parameters, and b, is the bias term. The
attention score e}’ is normalized using the Softmax function:

exp(ef)

af' = softmax(e}’) = ———
ity exp(e})

(12)

The obtained attention weight a}" represents the importance of the m-th frequency
signal at time step t. Next, a new feature representation ¥; is generated by weighting the
original signal input x}*:

x = (w}x},txfx%,...,oc{wxf/l) (13)

The weighted feature representation is then fed into the LSTM network, and after
processing through the LSTM, the set of hidden states {/;}]_; is output. Each hidden state
h¢ corresponds to the weighted representation of the features at time step t:

he = fe(hi—1, %) (14)

3.2.2. Decoder Based on Temporal Attention

In time series modeling, both the time scale of historical data and the selection of
features play a critical role in the performance of the model. Therefore, in the decoder, we
use an LSTM network to capture long-term dependencies. However, the LSTM relies solely
on the flow of information in a time-sequential manner and does not dynamically focus on
which historical information at specific time points is more important for predicting the
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target sequence. To address this limitation, we introduce a temporal attention mechanism,
which dynamically assigns weights to key time steps, as illustrated in Figure 1b. This
mechanism is driven by a two-layer perceptron and the historical information encoded by
the LSTM. At each time step ¢, the corresponding temporal attention score I} is calculated:

i—vyl tanh(Wd [sf,l;dt,l} + udhi) (15)

where V;, Wy, and Uy are the learnable weight parameters of the two-layer perceptron
in the decoder, d;_; and S‘Z_l are the hidden state and memory cell state of the decoder
LSTM at the previous time step, respectively, and I} is the attention-weighted output. Then,
the temporal attention scores are converted into temporal attention weights i using the
Softmax function, which quantifies the importance of the corresponding information at
different time points in the decoder:

exp (/)

Bi = softmax(l}) = ‘
Yi_gexp(lf)

(16)

Finally, by performing a weighted average of the encoder outputs across all time steps,
the result g; is obtained:

T .
gt =) Bih (17)
=1

gt aggregates the key information learned from different time steps and reflects the
temporal attention results on the input feature matrix. It is then fed into the decoder LSTM
network for iteration. At each time step, the decoder LSTM updates its information by
incorporating g, generating a new hidden state. The update process of the decoder LSTM
can be expressed as [36]

dr = fa(di-1,8t) (18)

fl= 0<W}i (h1; 8] + b}jf) 19)

if = o (Wil + ) (20)

of = ‘T(Wg[ht—ﬁgt] + b{f) (1)

s = fl sty +if o tanh (Wil g + ) (22)
dy = o ® tanh(s{) (23)

where WJ‘?, Wf, ij, and bjic, b;’l, bg are the learnable weight parameters and bias terms for
the forget gate, input gate, and output gate, respectively. W¢ and b? are the learnable
weight parameters and bias terms for the memory cell. The notation [; | represents matrix
concatenation, o denotes the sigmoid activation function, and ® indicates element-wise
multiplication. In the industrial control flow prediction task, we directly use a fully
connected layer to fuse the state vectors d;, obtained by processing different frequency
signals, and predict the flow value at the next time step.

3.3. Anomaly Detection Method Based on Deep Probability Prediction

Although constructing an efficient traffic prediction model is the foundation of this
study, our ultimate goal is to achieve high-precision real-time anomaly traffic detection for
industrial control systems. Due to the complex and dynamic nature of traffic in industrial
control systems, traditional static threshold detection methods are often inadequate and
fail to maintain high detection accuracy. To address this issue, this study constructed a
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deep probabilistic detection module to replace the fully connected layer in the prediction
model for anomaly traffic detection. The details of this module are as follows:

As shown in the lower right corner of Figure 1a, to estimate the trend and oscillatory
patterns of the conventional flow, we use the final output d; from the decoder LSTM as
input. This input passes through two independent fully connected layers, each predicting
the possible distribution of the flow value at the current time step. We assume that the
flow follows an overall distribution, where the outputs of the two fully connected layers
correspond to the mean y; and standard deviation oy, respectively.

Ut = Wydt + bH (24)

o = 10g(1 + eXp(Wadt + bU’)) (25)

We can then define the conditional probability distribution at each time step as

_1 w2
Lo(yelpe, 01) = (27wt2) : EXp(_(ytzagt)) 26)
t

To optimize the model parameters, we adopt a loss function based on maximum
likelihood estimation, where the objective is to maximize the log-likelihood of the true
value X under the predicted distribution N (u, 0?). Specifically, for positive samples (i.e.,
normal traffic without anomalies at the current time step), the objective is to minimize the
following negative log-likelihood loss function:

1 ¢ —u)? 1
Lnormal = T t_zl <(yt20_§lt) + E 108 (27r(7t2)> (27)

Additionally, to improve the training efficiency of the model, we introduce negative
samples (i.e., pre-labeled anomalous traffic) within the same training batch. Let the anoma-
lous data of the negative samples be denoted as y}. For the negative samples, we can
similarly define an anomaly loss function to minimize their likelihood under the model’s
predicted distribution:

Tar\omal ] 2
—1 )t 1
L - Mt P oo (202 2
anomaly Tanomaly ]; ( 20_t2 + > Og( 7T0't) ( 8)

The final total loss function, combining the loss from normal and anomalous samples,
is given by
Lanomaly = Lnormal + /\Lanomaly (29)

where A is a weight parameter used to balance the contribution of normal and anomalous
samples to the total loss. In this way, the model can optimize for normal predictions while
enhancing its sensitivity to anomalous data through training on the anomalous samples,
achieving high-precision real-time anomaly detection.

4. Experiments and Results

In this section, we evaluate the performance of the proposed algorithm in traffic
prediction and anomaly detection tasks through a series of experiments. We first introduce
the dataset and evaluation metrics, followed by a comparative analysis with baseline
models and ablation studies. We used real-world datasets to compare our method with
several baseline models to validate its effectiveness.
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4.1. Experimental Setup
4.1.1. Dataset

This study used network traffic data from a production-level industrial control system
(Site M) in an oilfield as the experimental dataset. First, by processing passively captured
network traffic in PCAP format, we constructed the network traffic dataset for Site M,
which includes both TCP and UDP traffic. Using packet header information, we performed
protocol recognition and classification on the captured traffic. The identified protocol types
included ARP, TCP/IP, DNP3, HTTP, TLS, and UDP. The classified traffic is grouped and
stored by protocol type for subsequent processing. Subsequently, we selected ten standard
traffic features listed in Table 1, covering key metrics such as average packet length, packet
count, and average segment size. For each protocol type, these feature values are computed;
for example, the average packet length is obtained by calculating the mean of all packet
lengths, and packet count is determined by counting the number of packets within a specific
time window. Additionally, we applied the EMD method from HHT to decompose the
raw traffic signals into multiple IMF components. This process separates the sub-signals of
different components and features, isolating various changing patterns in the signal, thus
providing richer feature representations for the subsequent network model.

The experimental dataset includes traffic data from Remote Terminal Units (RTUs),
programmable logic controllers (PLCs), and Supervisory Control and Data Acquisition
(SCADA) systems, as these components play a core role in oil and gas industrial control
networks. RTUs are primarily used for data acquisition and remote control at well sites
and metering stations, PLCs are used for equipment and process control at large station
sites, and SCADA serves as the central monitoring system for the entire production pro-
cess. These devices are highly interconnected in industrial control networks, with critical
responsibilities, making them essential objects to consider in network security analysis.

To visually present the variation in network traffic features over time at Site M, Figure 2
shows the trend in three key traffic features of packets sent and received by industrial
control devices over 10,000 time steps (each time step being 10 s, with a total duration of
100,000 s). Additionally, the figure illustrates the results of decomposing one of the features
using the EMD method, revealing the fine-grained dynamic changes in the feature in the
time dimension.

Table 1. The list of traffic characteristics.

Description Symbol

Packet Length Mean a_packets_Mean
Number of Packets a_num_packets
Average Segment Size a_seg_asize
Average Packet Size a_packets_asize
Subflow Bytes a_sub_bytes
Subflow Packets a_sub_packets
Packet Size Minimum a_psize_min
Packet Size Maximum a_psize_max
Flow Packets a_flow_packets
Flow Bytes a_flow_bytes

Figure 2a presents three snapshots of different traffic feature measurements, reflecting
the dynamic changes in various industrial control network traffic features along the time
dimension. These snapshots reveal the diversity of network traffic, including volatility,
burst events, and periodic fluctuations, providing crucial data support for traffic prediction.

Figure 2b illustrates the process of EMD applied to the feature signal, demonstrating
how the EMD method decomposes complex traffic feature signals into multiple IMFs and
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a trend component. This method decomposes the signal features into multiple frequency
bands, enabling a more in-depth analysis of the dynamic variations in each frequency band.
This process aids in a more accurate understanding of the components within the traffic
signal, thus enhancing the accuracy of network traffic prediction models.

2,000 500
—— Fwd Packet Length Mean (Positive) #1 01 |
—— Bwad Packet Length Mean (Negative) 500 T
1,000 A 800 1000
H 2,500
=2 0 #2 1 _/\_/v\_,— |
© 2,500
T
= 00 1000
-1,000
5,000
#3 } /\/\/\W/\M |
2,000 T T -5,000 :
0 ! 00 1000
15,000 — T — 5,009
—— Subflow Fwd Bytes (Positive) #4
10,000 1 —— Subflow Bwd Bytes (Negative) 5. 000 .
DD lOCID
, 50001
) 5, 000
=l 0 #5 1 ﬂmw‘w—nm— |
] -5,000
> T
5,000 00 1000
10,000 10, ODU
#6
15,000 T ' r -10, 000 .
0 200 400 600 800 1,000 0 00 1000
1,500 T 25,000
— Avg Fwd Segment Size (Positive) #7 } W—%\»—#——-ﬁ |
1,000 1 —— Avg Bwd Segment Size (Negative) 25,000 1~ s %
0 20 DO 1000
0
] 50,000
=] #8 ] —m—*—ﬂ—d’—o—— |
T -50,000
:
= 00 1000
50,000
#9 ;] - } -t Y |
1,500 . T : : { 50,000 ! , . , ,
0 200 400 600 800 1,000 b) 0 0 400 600 800 1,000
(@) Data Index Time

Figure 2. (a) A snapshot of the time series measurement of the traffic characteristics. (b) Example of
Empirical Mode Decomposition(EMD) decomposition.

4.1.2. Parameter Setting and Evaluation Indicators

The experimental environment was based on Python 3.6, using Pytorch 1.10.2 as the
deep learning framework, and was run on a server equipped with an Nvidia GeForce RTX
4090 GPU (Nvidia Corporation, Santa Clara, CA, USA).

The model training utilized the Adam optimizer, with a learning rate set to 0.001, a
maximum of 500 training epochs, and a batch size of 64. During training, the mean absolute
error (MAE) was used as the loss function. To prevent overfitting, an early stopping
mechanism was employed, where training was terminated early if the validation loss did
not decrease for 20 consecutive epochs. All experiments were repeated five times, and the
average of the evaluation metrics was used as the final result.

To evaluate the performance of the prediction model, two common traffic prediction
metrics were used: MAE and Mean Absolute Percentage Error (MAPE). Their specific
definitions are as follows:

MAE(y, ) = 1y Q| GZQ lyi = il (30)

yi— Ui

l

(31)

MAPE(y, 9) |Q‘ ZQ
1€

In the above formulas, y; represents the i-th actual value, §J; represents the i-th pre-
dicted value, and () represents the set of observed samples. MAE evaluates the prediction
accuracy by calculating the average of the absolute differences between the predicted and
actual values. MAPE calculates the relative percentage of prediction errors, which helps

reduce the impact of unit differences.
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Furthermore, to evaluate the performance of the intrusion detection algorithm used,
the commonly employed evaluation metrics in intrusion detection of precision and recall
were used. In addition, to provide a more comprehensive, objective, and accurate assess-
ment of the model’s effectiveness, we introduced the F1 score. Their specific definitions are

foll :
T Precision = P o)
eCls1on = TP+ FN
TP
Recall = m (33)

2 x Precision x Recall

F Precision + Recall

(34)

In these formulas, TP represents the number of true positive samples correctly pre-
dicted as positive by the model. TN represents the number of true negative samples
correctly predicted as negative by the model. FP represents the number of false positive
samples where the model incorrectly predicts negative samples as positive. FN represents
the number of false negative samples where the model incorrectly predicts positive samples
as negative.

4.1.3. Baseline

We compared the predictive model proposed in this paper with a series of baseline
models for time series forecasting, including traditional methods and classic deep learning
approaches. All these baseline models have publicly available official code. The baseline
models were as follows:

HA: A classic time series modeling method focused on handling data with trend and
seasonality patterns, capable of effectively capturing the variation patterns in time series
data [37].

VAR: A classical statistical model widely used in time series forecasting tasks. By
establishing the linear dynamic relationships between multiple variables, the VAR model
captures the autocorrelation and interaction within time series data, making it suitable
for analyzing the interdependencies of variables and forecasting the future trends of
multivariate systems [38].

SVR: A support vector machine (SVM)-based method that performs regression by map-
ping the data into a high-dimensional space and finding the optimal regression hyperplane
in that space [39].

RNN: A deep learning model for sequential data that captures the temporal dependen-
cies by sharing parameters across time steps, making it suitable for time series forecasting
and other similar tasks.

LSTM: An improved version of the RNN that introduces memory cells and gating
mechanisms, effectively capturing long-range dependencies and overcoming the vanishing
gradient problem in long-sequence modeling [36].

TCN: A time series modeling method based on convolutional neural networks (CNNs)
that captures long-term dependencies through causal convolutions and dilated convolu-
tions. It offers good parallelism and more flexible receptive field adjustments [40].

Transformer: A neural network model based on a self-attention mechanism and
positional encoding that effectively captures long-range dependencies and is widely used
in time series forecasting tasks [41].

The baseline models selected include both traditional statistical methods and mod-
ern deep learning models to reflect the comparative effectiveness of various modeling
paradigms. Specifically, HA and VAR are classic time series models based on data sta-
tionarity and linear dependency assumptions, illustrating the boundaries of traditional
methods in complex industrial control scenarios. SVR, as a kernel-based regression model,
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can handle nonlinear relationships but lacks the capability to model temporal dependen-
cies. RNN and LSTM, as recurrent neural networks, are adept at handling short-term
temporal dependencies but have limitations in capturing long-distance, multi-scale dy-
namics. TCN uses dilated convolutions to model long-term dependencies and is relatively
lightweight in structure. The Transformer introduces self-attention mechanisms to dynami-
cally weight features at different time steps, exhibiting superior performance in time series
prediction tasks.

4.2. Experimental Results and Analysis of Predictive Models

To provide a more intuitive demonstration of the proposed algorithm’s performance
in traffic prediction, we randomly selected three sets of continuous prediction results from
the test dataset. Each set adopts a sliding window approach to dynamically predict traffic
at the next time step. The red solid line represents the predicted results, while the blue
dots indicate the actual traffic data. From Panel (a) in Figure 3, it can be observed that the
proposed algorithm achieves high prediction accuracy for low-frequency signals, reflecting
trends over larger time scales. Panels (b) and (c) zoom in on the local prediction details
of high-frequency oscillatory traffic signals. The inset figures reveal that, because the
proposed method processes traffic signals of different frequencies separately, the algorithm
is able to fit oscillatory signals over smaller time scales to a certain extent. To prevent the
model from becoming overly complex due to fine-grained divisions and considerations of
signals across various frequencies, we discarded a portion of high-frequency signals, some
of which may include white noise. This trade-off is a key reason why the algorithm cannot
perfectly fit all actual data points. Overall, the selected cases demonstrate that the proposed
traffic prediction model excels in capturing both global trends and local fluctuations. This
advantage is primarily attributed to the series of operations involving signal decomposition,
separate processing, and coupled prediction.
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Figure 3. (a) Comparison of predicted and true values for traffic. (b) Zoom-in view I of local prediction
for high-frequency traffic oscillations. (c) Zoom-in view II of local prediction for high-frequency
traffic oscillations.

After a visual analysis of the prediction results, Figure 4 presents the overall perfor-
mance of the algorithm from a statistical perspective. Each point in Figure 4a represents
a predicted sample from the test set. Clearly, the closer the distribution of the data is to
the diagonal line y = x, the higher the prediction accuracy. First, we use Pearson and
Spearman correlation coefficients to quantify the distribution differences between the pre-
dicted and actual data. From Panel (a), it can be observed that the Pearson correlation
coefficient y = 0.9960 (p-value < 0.05) and the Spearman correlation coefficient p = 0.9967
(p-value < 0.05), indicating a high linear correlation between the model’s predicted flow
values and the actual flow values. This suggests that the model has a strong capability in
capturing the flow trend.

Furthermore, it is worth noting that as the absolute values of the flow data increase,
the distribution of the predicted data gradually deviates from the diagonal, indicating that
the variance of the predicted values increases. This is mainly because the distribution of
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the training and testing samples is not uniform across the range of predicted values. As
shown in Panel (b), the probability density of the sample size decreases significantly as
the absolute value of the predicted flow increases, meaning the prediction model faces an
imbalanced sample distribution during both the training and testing phases. Since there
are fewer training samples in the high-value regions, the model’s generalization ability in
these areas is relatively weaker, which may result in higher prediction errors.
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Figure 4. (a) Scatter plot of true and predicted values. (b) Histogram of the distribution of true values.

To evaluate the advantages of the proposed algorithm in traffic signal analysis and
prediction, we compared it with several classical deep learning models widely used in time
series prediction tasks. The results are shown in Table 2. The proposed method significantly
outperforms the baseline models in terms of both the MAE and MAPE metrics. Firstly, as
observed in the table, traditional time series analysis methods such as HA and VAR rely
on assumptions of stationarity and linearity. Since industrial control network traffic data
typically exhibit nonlinear and complex time-varying characteristics, these methods fail to
effectively capture critical changes in the data. SVR (with a Gaussian kernel) demonstrates
slight accuracy improvements after adequate training, but its error rate remains higher
than RNN'’s because SVR concatenates all input features without leveraging temporal
factors. Notably, RNN predictions exhibit slightly greater fluctuations compared to those
of SVR. With the ability to consider temporal factors and multiple features simultaneously,
TCN and LSTM achieve better accuracy. In particular, LSTM, with its effective gating
mechanism, achieves the best accuracy among these methods, which is the primary reason
why the proposed algorithm employs LSTM for handling temporal features. In recent
years, the Transformer architecture, based on attention mechanisms, has proven to be
the most efficient feature fusion algorithm in fields such as image recognition, natural
language processing, and large-scale models. To enhance its temporal feature utilization,
we introduced a positional encoding into the input features at each time step. The results
validate that the attention mechanism is effective for traffic prediction tasks, as it captures
the complex relationships between traffic at the next time step and features from different
historical moments. This serves as the theoretical basis for using attention mechanisms
in the proposed algorithm. By integrating the attention mechanism with a time series
decomposition module, the proposed algorithm achieves superior performance in both
prediction accuracy and stability compared to the baseline models. This is made possible
by the dual-stage attention coupling architecture in our proposed algorithm. The signal
decoupling module decomposes the raw traffic signals into multiple frequency components,
significantly improving the precision of temporal feature extraction. The feature attention
module dynamically adjusts the importance weights of each feature, enabling the model
to focus precisely on the most influential features for prediction. This not only reduces
the complexity of feature fusion but also enhances the prediction accuracy of individual
frequency channels. Furthermore, the temporal attention module captures both long-
and short-term dependencies in the traffic signals, further enhancing the model’s ability
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to handle complex temporal data. The synergistic effect of this architecture results in
exceptional performance in traffic signal analysis and prediction.

Table 2. Comparison of the prediction method with the baseline model (mean + 2 times the standard
error of the mean).

MAE MAPE (%)

HA 208.42 + 9.77 16.67 +0.19
VAR 184.91 +10.35 17.51 £ 0.18
SVR 170.34 + 8.02 13.12 + 0.16
RNN 168.85 + 8.69 14.01 £ 0.15
LSTM 152.57 + 6.88 11.67 £ 0.14
TCN 161.46 +7.21 12.48 +0.11
Transformer 143.18 + 4.07 7.83 + 0.069
Ours 116.97 + 2.65 4.2 +0.043

To further evaluate the performance of the proposed model in traffic prediction,
we analyzed the impact of three hyperparameters on prediction accuracy: the length of
historical input data, the number of neurons in the hidden layers of the LSTM module, and
the prediction horizon. The results are shown in Figure 5, where normalized metrics are
used to account for the significant differences in the absolute values of different evaluation
measures. Each result is divided by the maximum mean value for better comparability.
Firstly, as illustrated in Figure 5a, MAE is more sensitive to the input data length than
MAPE. MAE demonstrates a preference for larger input time steps, whereas MAPE exhibits
an opposite trend, showing increased errors when the input step exceeds 260. Since MAPE
is more sensitive to fluctuations in the data, this result suggests that excessive input data
might degrade the model’s generalization performance. On the other hand, too few input
steps reduce the model’s accuracy due to insufficient information. Balancing predictive
accuracy and computational efficiency, we selected an input sequence length of 200 as the
optimal configuration for the model. Secondly, as shown in Figure 5b, we investigated the
influence of the number of LSTM hidden neurons, ranging from 128 to 1024, on prediction
accuracy. Overall, as the number of hidden neurons increases, all metrics exhibit a trend
of initial stability followed by a sharp rise. This indicates that beyond a certain number
of neurons, the model may overfit the training data, leading to a decline in predictive
performance. Additionally, adding too many hidden neurons not only fails to significantly
improve accuracy but also increases computational overhead. Consequently, we configured
the LSTM module with 128 hidden neurons for testing and evaluation. Finally, we examined
the effect of prediction horizon on model performance. Figure 5c¢ displays the variation in
MAE and MAPE as the prediction length increases from 1 to 10. The results show that as
the prediction horizon grows, the model’s accuracy decreases, and prediction instability
increases significantly. This is due to the strong nonlinear characteristics and complex
time-varying patterns of traffic data, which make long-term predictions exponentially more
challenging. Considering our ultimate goal of real-time detection of anomalous traffic at
the next time step, we selected a prediction horizon of 1 as the model’s configuration.
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Figure 5. (a) Impact of input sequence length on prediction performance metrics. (b) Variation of
evaluation metrics with the number of Long Short-Term Memory(LSTM) hidden units. (c) Variation
of evaluation metrics with prediction horizon length.

4.3. Experimental Results and Analysis of Anomaly Detection Methods

In the previous section, we discussed in detail the performance of our proposed new
algorithm for the task of predicting future traffic, where the prediction model uses a single
fully connected layer to map the hidden state to future traffic dynamics. To meet the require-
ments of anomaly detection for industrial control traffic data, we innovatively proposed
a deep probabilistic prediction-based anomaly detection method. To comprehensively
utilize the normal traffic data used in the prediction task and improve the model’s training
effectiveness, we employed a transfer learning strategy by dividing the training of the
anomaly detection model into three phases. In the first phase, we train a prediction model
following the same procedure as the prediction model. In the second phase, to leverage
the feature extraction and processing capabilities of the backbone model for industrial
control traffic data, we replace only the fully connected layer with a new deep probabilistic
estimation layer, fixing the parameters of the backbone network, and train on the anomaly
dataset. In the third phase, we fine-tune the model with minimal training effort on the
training set. The performance analysis of the anomaly detection model is shown in Figure 6.
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Figure 6. (a) Probability distribution prediction result plot. (b) Histogram of outlier distribution
and its F1 score. (c) Graph of the F1 score of the anomaly detection model. (d) Abnormal detection
performance comparison chart. (Square points represent models combined with the static threshold
method, while star points indicate models combined with the probability forecasting method).
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Figure 6a presents the probabilistic distribution prediction results of the method we
proposed. On the left are the input data, and on the right is the predicted output, where the
shaded region represents twice the variance estimated by the deep probabilistic prediction
module. It is important to note that when detecting anomalies, we focus more on the factual
detection accuracy; i.e., the probability distribution of traffic at the next time step. Therefore,
the predicted results in Figure 6a were computed by sliding the input window over the
real historical data, rather than from a single input. For example, in the randomly selected
case shown in Figure 6a, we observe that the actual values of the industrial control traffic
generally fall within the predicted interval. This indicates that the model can provide a reliable
prediction range for most time steps, covering the local uncertainty in the normal traffic
data. This confirms the advantages of our proposed anomaly detection model, which, when
handling complex industrial control traffic signals, is able to effectively fit both the overall
trend of the time series data and high-frequency oscillations. Compared to point estimation,
probabilistic estimation offers superior learning and fitting capabilities for anomaly detection
tasks, which is one of the key reasons for the performance advantage of our method.

As the anomaly data we collected also suffer from data imbalance, similar to the issue
shown in Figure 4, Figure 6b illustrates the performance of our algorithm when faced with
different magnitudes of anomaly values. The bar chart represents the distribution of the
number of anomalies, while the line chart depicts the F1 scores corresponding to different
anomaly value ranges. The results show that when the anomaly values are smaller, the F1
score for detection is higher. On one hand, this is due to the higher occurrence probability
of anomalies in this range, ensuring ample training samples. On the other hand, it also
demonstrates that our anomaly detection model is capable of identifying anomalies at
smaller traffic scales. However, when the anomaly values are larger, the F1 score slightly
decreases. This phenomenon can be attributed to insufficient data, where the model
struggles to fully capture the regularities and uncertainties of the data.

Figure 6¢ compares the anomaly detection performance of several baseline models in
the industrial control network scenario. It should be noted that these baseline models all
use traditional static threshold detection methods, where the trained prediction model is
combined with a tunable anomaly detection threshold. If the difference between the pre-
dicted value and the observed value exceeds this threshold, the traffic signal is considered
anomalous. Compared to traditional methods (such as RF [42], SVM [43], MLP, etc.) and
deep learning models based on time series features (such as RNN, TCN, LSTM, and Trans-
former), our proposed probabilistic distribution prediction method achieves the highest
F1 score of approximately 0.91. Among them, the RF, SVM, and MLP methods perform
relatively poorly, mainly because these methods cannot effectively capture the dynamic
characteristics of time series data in the complex industrial control network scenario. SVM
and RNN show slight improvement but are still limited by the model’s feature extraction
capabilities. The LSTM and Transformer models perform well in capturing temporal rela-
tionships, leading to relatively high F1 scores. However, their identification accuracy still
slightly lags behind that of our method, mainly because they lack the ability to decouple
complex temporal features and model the interrelationships between features. Specifically,
the LSTM and Transformer models fail to sufficiently decouple temporal features of dif-
ferent frequencies, making it difficult to capture the joint characteristics of low-frequency
trends and high-frequency spikes when processing complex industrial control network
traffic. Additionally, these models are limited in modeling feature interrelationships, failing
to fully exploit the complex relationships between features, which impacts anomaly detec-
tion accuracy. In contrast, our method effectively addresses these issues by incorporating a
time series decomposition module and feature attention mechanism, resulting in enhanced
anomaly detection performance.
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Further analysis reveals that the false positive rate is mainly caused by two situations.
First, traffic pulse signals generated by industrial equipment during normal high-frequency
operations (such as rapid state switching or fast polling requests in the DNP3 protocol).
Due to the similarity of high-frequency characteristics with attack behaviors, although the
EMD decomposition can extract high-frequency components (IMF1-IME3), the model’s
coverage of normal high-frequency patterns is insufficient, leading to misclassification. The
second cause is low-frequency environmental noise (such as sporadic sensor interference),
which after EMD decomposition remains as low-frequency IMF components (such as IMF4-
IMF5), with their gradual variation being misidentified by the model as potential anomalies.
The false negative rate is primarily concentrated in high-amplitude anomalous traffic and
covert protocol attacks (such as BlackEnergy masquerading as DNP3 protocol interactions).
High-amplitude anomalous traffic is underrepresented in the training data distribution,
leading to inadequate modeling of its probability distribution and increasing the risk of
false negatives. Covert protocol attacks exploit protocol semantic imitation (e.g., matching
the sequence features of normal operations), thereby reducing residual abnormality and
making it difficult for the model to distinguish between normal behavior and attacks, which
further exacerbates the false negative rate.

To further investigate the impact of the deep probabilistic detection module on
anomaly detection accuracy, we present a set of simple ablation experiments in Figure 6d.
The experiments compare the performance differences in anomaly detection when using
the deep probabilistic distribution prediction (PF) head and the static threshold detection
(ST) method with different backbone models. In the figure, square markers represent the
results of models combined with the ST method, while star markers represent the results of
models combined with the PF method. The results show that algorithms such as RF, SVM,
MLP, and RNN, due to poor basic prediction performance, show only a slight increase in F1
score when using the PF detection method, but the overall detection accuracy remains low.
On the other hand, the TCN, LSTM, and, especially, Transformer models show significant
improvements in anomaly detection accuracy after combining with the PF method. This
indicates that our deep probabilistic prediction module is effective for anomaly detection
tasks. Finally, it is worth noting that while our method (ours) achieves approximately
0.91 detection accuracy, if the detection method is replaced with ST, the detection accuracy
is only about 0.018 higher than that of the Transformer. This result confirms that, although
the accuracy of the backbone prediction model is fundamental for real-time anomaly
detection, the deep probabilistic estimation-based detection method is more effective at
capturing uncertainty information in the traffic data. It provides an adaptive dynamic
detection standard for anomaly detection tasks, significantly improving detection accuracy.
In summary, our proposed anomaly detection algorithm is crucial for addressing issues
such as the dynamic evolution of equipment combinations and environmental changes that
may occur in industrial control networks.

Although a quantitative comparison with ICS-specific custom models was not fea-
sible due to the lack of publicly available implementations, we conducted a qualitative
assessment to highlight the strengths of our proposed method. For example, MERLIN [19]
focuses on subsequence anomaly detection but lacks the ability to perform multi-scale
frequency analysis. SOM-DAGMM [29], on the other hand, struggles to capture long-term
temporal dependencies. In contrast, our method leverages HHT-based signal decompo-
sition and cross-frequency attention mechanisms to explicitly model both low-frequency
trends and high-frequency bursts, enabling finer-grained anomaly detection. Moreover,
unlike the static thresholding approach proposed in [22], our deep probabilistic estima-
tion module dynamically adapts to traffic fluctuations, offering greater adaptability in
real-world ICS environments.
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5. Discussion

The multi-feature time series dataset used in this study assumes that all traffic features
are fully visible and that there are no missing data issues. However, in real-world industrial
control systems (ICSs), data are often incomplete or features may be invisible due to factors
such as traffic encryption, privacy protection, or sensor anomalies. Under such imperfect
data conditions, the performance and robustness of the deep learning detection model
proposed in this paper require further investigation and validation.

Regarding scalability, the model can process 1800 traffic records per second (each
record contains 10 features as listed in Table 1) on an Nvidia GeForce RTX 4090 GPU, with
an inference delay of less than 5 milliseconds. Since industrial control networks typically
feature low bandwidth and high real-time requirements (e.g., the Modbus TCP typical
communication frequency is 10-100 Hz), the current processing speed is sufficient to meet
the demands of most scenarios. Additionally, the model supports parallel processing, and
throughput can be further improved by adjusting the batch size.

Although the deep learning model proposed in this study achieves high accuracy
in anomaly detection for industrial control networks, there are still limitations that re-
quire further exploration. In edge device deployment scenarios, architectures relying on
high-performance GPUs may face energy efficiency bottlenecks. It is noteworthy that
while environmental factors such as temperature may indirectly affect network behavior
through hardware performance, the dataset used in this study focuses on network traffic
metadata and protocol features and does not include physical sensor measurements such as
temperature and humidity. This limits the model’s ability to recognize anomalies triggered
by physical environmental changes. Future work will combine power consumption opti-
mization with functionality enhancement strategies, such as dynamic channel pruning to
compress computational redundancies and designing dedicated pipelines to accelerate the
HHT and LSTM modules. This will reduce energy consumption while supporting batch
processing. Additionally, functionality can be enhanced by incorporating physical sensor
data alongside network traffic features to build a more comprehensive anomaly detection
framework, systematically improving detection robustness in complex industrial scenarios.

The multi-scale feature fusion anomaly detection method proposed in this paper
demonstrates significant advantages in performance compared to existing commercial solu-
tions. Commercial systems typically rely on static rule engines or shallow machine learning
models, which depend on predefined attack signatures and fixed thresholds, making them
less adaptable to the non-stationary and dynamically evolving characteristics of ICS traffic.
However, commercial solutions are more mature in terms of protocol compatibility (e.g.,
supporting OPC UA) and interactive visualization design. The model proposed in this
paper is currently tailored to specific oilfield equipment (RTU/PLC/SCADA) and will need
to expand its protocol library and optimize its deployment for engineering use in the future.

6. Conclusions

Industrial control systems (ICS) play a crucial role in critical infrastructure, but their
security is increasingly threatened by cyberattacks. Existing research on anomaly detec-
tion methods in ICSs faces several issues, including poor adaptability to complex traffic
patterns, insufficient modeling of time dependencies, and lack of dynamic adaptability
in fixed threshold settings. To address these challenges, this paper proposes a real-time
monitoring algorithm based on deep learning. The proposed method integrates HHT for
signal decoupling, which decomposes traffic signals and extracts time series features at
different frequencies. It employs an encoder-decoder structure with feature and temporal
attention mechanisms to adaptively capture and fuse long-term and short-term dependency
features. Furthermore, the deep probabilistic estimation model is utilized for anomaly
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detection, enabling real-time adaptation to the variability and diversity of ICS network
traffic signals. Experimental results demonstrate that, compared to various traditional and
time series-based models, our method achieves the best anomaly detection performance in
ICS network scenarios.
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