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Abstract: As the rapid expansion of future mobility systems increases, along with the
demand for fast and accurate X-ray security inspections, deep neural network (DNN)-based
systems have gained significant attention for detecting prohibited items by constructing
high-quality datasets and enhancing detection performance. While Generative AI has
been widely explored across various fields, its application in DNN-based X-ray security
inspection remains largely underexplored. The accessibility of commercial Generative AI
raises safety concerns about the creation of new prohibited items, highlighting the need
to integrate synthetic X-ray images into DNN training to improve detection performance,
adapt to emerging threats, and investigate its impact on object detection. To address this,
we propose a novel machine learning framework that enhances DNN-based X-ray security
inspection by integrating real-world X-ray images with Generative AI images utilizing a
commercial text-to-image model, improving dataset diversity and detection accuracy. Our
proposed framework provides an effective solution to mitigate potential security threats
posed by Generative AI, significantly improving the reliability of DNN-based X-ray security
inspection systems, as verified through comprehensive evaluations.

Keywords: X-ray security inspection; prohibited items; machine learning; deep neural
network; object detection; generative AI; copy-paste augmentation; novel framework;
image generation; YOLO

1. Introduction
Security inspections are essential for ensuring passenger safety in public transportation,

including airplanes, ships, and future mobility systems [1–3]. Currently, X-ray detection
systems rely on manual inspection by security personnel to identify prohibited items.
However, this task can cause significant fatigue and stress, potentially affecting the accuracy
of prohibited item detection. Additionally, personnel-based systems are incompatible with
future autonomous mobility systems. Recently, deep neural network (DNN)-based accurate
and fast automatic systems used to detect prohibited items in X-ray security inspection
have received great attention in recent years.

Specifically, object detection techniques within computer vision that can individually
identify prohibited items on images have been widely studied for X-ray security inspec-
tion [4–8]. However, X-ray images, produced using high-energy radiation, often appear
as overlapping objects due to their transmission properties, making detection in security
inspections more challenging. These overlap issues can occur between objects and the back-
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ground or among multiple objects [4]. In addition, it is known that the manual collection
and annotation of X-ray images is labor-intensive and costly [9].

To resolve these challenges, constructing high-quality datasets and DNN models
have been widely studied to improve detection performance in X-ray security inspection.
Benchmark datasets have been extensively studied for X-ray security inspection in real-
world scenarios, such as GDXray [10], SIXray [11], OPIXray [4], HIXray [5], CLCXray [6],
PIDray [7], LSIray [12], DvXray [13], and LDXray [14]. These datasets have been used
to improve the detection performance of X-ray prohibited items by addressing issues
such as lack of data, positive data imbalances, overlap between objects, and image build-
ing from multiple directions. In addition, adding or improving additional modules in
DNN models was studied to enhance the detection performance based on benchmark
datasets [4–6,8,11–17]. In addition, the framework for data augmentation of X-ray security
inspection images with generative adversarial networks (GANs) was proposed to improve
detection performance [9,18].

On the other hand, with OpenAI’s launch of ChatGPT in 2020, Generative AI (Gen AI)
has received great worldwide attention in various fields. It autonomously generates new
data such as text, images, video, etc., thereby automating tasks traditionally performed by
humans [19,20]. With the availability of various commercial Generative AIs (Gen AIs) such
as ChatGPT, Bard, DALL·E, and so on, an environment has been created where anyone can
easily generate text or high-quality images simply by providing prompt input [19–24]. In
this regard, research on the utility and impact of Gen AIs, including several concerns of their
exploiting capabilities, has been widely studied in various applications [25,26]. Specifically,
images created by Gen AI have become so sophisticated that distinguishing them from
real images has become increasingly challenging [27]. Accordingly, the potential risks
associated with Gen AI technologies, such as deepfakes, have become more prominent [26].
However, to the best of our knowledge, research on the utility and impact of Gen AIs in
machine learning-based X-ray security inspection systems has not been studied, despite its
tremendous utility and concerns.

In particular, the widespread availability of commercial Gen AIs, which can generate
highly realistic images with just a few lines of input, raises concerns about the potential
creation of new prohibited items, posing significant safety threats. Since the performance
of machine learning-based X-ray security inspection systems relies heavily on the training
dataset [28], there is a concern that systems trained solely on traditional benchmark datasets
may fail to detect newly created prohibited items generated by commercial Gen AIs. This
limitation could lead to serious security risks in public transportation and future mobility
systems. Hence, to accurately detect prohibited items, including newly emerging ones,
synthetic X-ray images generated by commercial Gen AIs should be incorporated into the
training of DNNs for X-ray security inspection systems to investigate their impact on the
object detection performance of the prohibited items.

In this paper, we propose a novel machine learning framework that integrates real-
world X-ray images with Gen AI X-ray images to enhance dataset diversity and improve
the detection of prohibited items in DNN-based X-ray security inspection systems. To
support our framework, we establish a newly developed Gen AI X-ray image dataset
using a commercial text-to-image model, DALL·E 3, providing a valuable resource for
training and evaluating DNN models. To improve model robustness and generalization, we
leverage copy-paste augmentation, which enhances object overlap, occlusions, and cluttered
environments. We systematically evaluate the impact of Gen AI images on detection
accuracy by training the model with varying numbers of real-world and synthetic Gen
AI X-ray images, assessing its ability to generalize and identify potential limitations. Our
evaluations demonstrate that YOLOv8, when trained solely on real-world X-ray images,
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struggles to detect prohibited items in Gen AI X-ray images, highlighting the necessity of
synthetic data for improved generalization. In contrast, the proposed framework, which
incorporates copy-paste-augmented Gen AI X-ray images, significantly enhances detection
performance without compromising real-world accuracy in terms of Precision, Recall,
and mAP50-95.

2. Proposed Approach
2.1. Framework on Learning with Generative AI X-Ray Images

Our proposed framework is illustrated in Figure 1. We devised a novel approach that
enables the automatic security inspection system to learn to detect well-known prohibited
items from real-world X-ray image datasets, as well as prohibited items from synthetic
X-ray images generated by commercial Generative AI (Gen AI). This approach addresses
the limitations of traditional X-ray datasets by enhancing dataset diversity. By reflecting
real-world environments and use cases, text-based prompts are used to generate synthetic
X-ray images.

Figure 1. Illustration of our proposed framework.

In addition, to develop a more robust and accurate system while preventing the com-
mercial Gen AI dataset from consisting of simplistic scenarios with a lack of object overlap,
we leverage the copy-paste augmentation technique [29], in which individual objects ex-
tracted from Gen AI X-ray images are superimposed onto real X-ray detection systems. This
augmentation technique exposes the DNN model to a wider range of object placements,
occlusions, and cluttered environments, enhancing its ability to detect concealed or partially
visible prohibited items. By integrating copy-paste-augmented Gen AI X-ray images into
training, our framework enables the ability to improve the model’s generalization ability,
enhancing detection performance on Gen AI X-ray images while maintaining accuracy in
real-world scenarios. The augmented dataset enables the model to learn a broader spectrum
of object interactions, occlusions, and spatial complexities, ultimately improving detection
accuracy across both domains. The process of generating copy-paste-augmented Gen AI
X-ray images is described in the next subsection.
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The DNN model is trained using an enriched hybrid dataset that integrates real-
world X-ray images and Gen AI X-ray images, enabling the model to generalize across
both domains [30]. In this paper, we employed YOLOv8 as our chosen DNN model [31].
YOLOv8 incorporates an efficient architecture that utilizes the self-attention mechanism
and deformable convolution, reducing memory requirements while simultaneously pro-
viding high detection accuracy and fast processing speed [31,32]. Additionally, YOLOv8
supports built-in data augmentation functions such as scaling, flipping, and cropping,
enhancing user convenience and contributing to its widespread adoption across various
industries [12,33–35]. Although YOLOv10, the latest version of the YOLO model, has been
recently released with advancements and optimizations [36], we chose to utilize YOLOv8
due to its deployment-friendly nature and suitability for industrial applications requiring
fast detection.

To evaluate its effectiveness, we conducted a performance tradeoff analysis focusing
on the following aspects:

• The impact of Gen AI images on detection accuracy.
• The model’s ability to generalize across real-world and synthetic Gen AI X-ray images.

To systematically analyze these tradeoffs, we trained the DNN model with varying
numbers of real-world and Gen AI X-ray images in the training dataset. The trained models
were then evaluated separately using distinct test datasets. This approach enabled us
to determine whether synthetic data enhances model accuracy or introduces limitations,
ultimately refining the effectiveness of Gen AI-enhanced datasets. This approach allowed
us to determine whether synthetic data improves model accuracy or introduces limitations,
ultimately enhancing the effectiveness of Gen AI-enhanced datasets.

2.2. Real-World X-Ray Image Dataset for Prohibited Items

In this paper, we utilized “X-ray multi-object detection data” as the real-world X-
ray images of prohibited items, which were provided by AI Hub [37]. In this subsection,
we briefly introduce this dataset. AI Hub, supported by MSIT (Ministry of Science and
ICT) and NIA (National Information Society Agency) of South Korea, is a platform that
provides the infrastructure needed for the development of AI technologies and services,
along with various datasets applicable. The “X-ray multi-object detection data” broadly
categorizes various types of items in X-ray images into three categories: (1) “Prohibited
Items”, (2) “Information Storage Devices”, and (3) “General Items”, where the dataset
consists of a total of 541,260 images across 317 classes. The details on the selected dataset
that we utilized in the training and evaluation for the prohibited items are describied
in [37].

Figure 2 shows examples of real-world X-ray images that we utilized. The original
dataset of prohibited items was classified into six categories (Gun, Knife, Wrench, Pliers,
Scissors, and Hammer) based on the SIXRAY dataset [11] for practical X-ray security
inspection. Various subcategories were merged, and unrelated or mislabeled data were
excluded. The final dataset consisted of 51,210 real-world X-ray images, which were divided
into Train, Validation, and Test sets.
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(a) Gun (b) Knife (c) Wrench

(d) Pliers (e) Scissors (f) Hammer

Figure 2. Examples of real-world X-ray images for prohibited items where the red boxes indicate the
prohibited items that have been labeled.

2.3. Copy-Paste-Augmented Generative AI X-Ray Image Dataset for Prohibited Items

In order to leverage the Gen AI X-ray image dataset for prohibited items, we produced
X-ray images for the prohibited items created by the commercial Gen AI. Among the
several text-to-image Gen AI models, we adopted the DALL·E 3 [38], which is developed
by Open AI, thanks to its accessibility and availablity in ChatGPT4 [20] as well as Microsoft
Copilot [39]. To create the images, we input the text prompt into the uncustomized original
DALL·E 3 through Microsoft Copilot (we leveraged Microsoft Copilot due to its utility,
where several images corresponding to the prompt are generated at once), without any
modifications or additional fine-tuning, as follows:

“X-ray image of a box containing a Prohibited Item. This image is in the style
typically seen by airport security personnel.”

In the above prompt, a Prohibited Item means one of Gun, Knife, Wrench, Pliers, Scissors,
or Hammer so that it would generate the images with the same classes as the real-world
X-ray images. Then, we manually labeled each generated image by utilizing the “LabelImg”
program, which supports labeling with YOLO and Pascal VOC formats [40], since the
generated images lack information on object location, quantity, and type.

Figure 3 shows examples of Gen AI X-ray images for prohibited items created from
DALL·E 3. Most images contain one prohibited item, but some images also contain several
prohibited items. In addition, due to creative generation on some images, we excluded the
generated images that were unclear to identify objects. To match the default input image
size of YOLOv8, the size of each Gen AI image was adjusted 640 × 640 from the initial size of
1024 × 1024.
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(a) Gun (b) Knife (c) Wrench

(d) Pliers (e) Scissors (f) Hammer

Figure 3. Examples of Gen AI X-ray images for prohibited items that we created, where the red boxes
indicate the prohibited items that have been labeled.

Next, we produced augmented images based on the created Gen AI X-ray images
using a separate copy-paste Python (version 3.12.2) script [41] instead of using YOLO’s
built-in augmentation features. This study focuses on images generated by commercial Gen
AI. To address the limitations of existing Gen AI X-ray images, which often feature simple
compositions and lack object overlap, we applied the copy-paste augmentation technique
while preserving other image properties such as color and size. This approach enhances
individual images by incorporating additional object information and introducing object
occlusion, thereby creating more realistic training data.

Figure 4 illustrates examples of the copy-paste-augmented Gen AI X-ray images for
prohibited items that we created. For copy-paste augmentation with instance segmentation
labels, we exploited a commonly used labeling tool that supports labeling tasks for vari-
ous image segmentation and augmentation techniques. In this study, augmentation was
primarily performed using the copy-paste technique. However, exploring additional per-
formance improvements by integrating it with various augmentation techniques remains
as an on-going topic of research.

Figure 4. Examples of copy-paste-augmented Gen AI images for prohibited items that we created,
where the red boxes indicate the prohibited items that have been labeled.
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3. Results and Discussion
In this section, our goal is to evaluate and analyze the performance of our proposed

framework by training YOLOv8 while varying the number of real-world X-ray training
images and copy-paste-augmented Gen AI X-ray images.

3.1. Performance Metrics and Setup

To evaluate our proposed framework, we considered the performance metrics that are
widely adopted in object detection based on the confusion matrix of Table 1 as follows [42]:

Table 1. Confusion matrix.

Predicted Class

Positive Negative

Actuall class
Positive TP FN

Negative FP TF

• Precision: Proportion of predicted positive classes that are actually positive, which is
defined as TP

TP+FP .
• Recall: Proportion of actual positive instances that the model correctly identifies as

positive, which is defined as TP
TP+FN .

• mAP50-95: A metric that averages the mean Average Precision (mAP) calculated at
Intersection over Union (IoU) thresholds ranging from 0.5 to 0.95 in increments of 0.05.
This metric includes higher IoU criteria compared to mAP50, thus requiring more
accurate bounding boxes.

The environment that we adopted for evaluation is described in Table 2. We utilized
YOLOv8 for the DNN model thanks to its lightweight, fast, and high-performance charac-
teristics [31]. The pretrained weights from the COCO dataset were applied to our YOLOv8
model to improve its generalization ability in object detection, which has been widely
adopted for benchmarking object detection models [43].

Table 2. Environment for evaluation.

Component Specification

OS Windows 11

CPU Intel i9 139006 (Santa Clara, CA, USA)

RAM 64 GB

Graphics NVIDIA RTX 4080 SUPER (Santa Clara, CA, USA)

VRAM 16 GB

DNN Model YOLOv8.2.42

The hyperparameters considered for model training are described as follows. The
model was trained for 20 epochs using the AdamW optimizer with an initial learning rate of
0.01, a momentum of 0.937, a weight decay of 0.0005, and a batch size of 16. In addition, the
input image size was set to 640 × 640. We considered the default hyperparameter values for
YOLOv8 to maintain a consistent experimental environment without the influence of tuning
on performance differences. Although it is known that enhancing the YOLOv8 structure and
tuning its hyperparameters can improve performance, this study focused on performance
analysis based on the inclusion of Gen AI images. Therefore, the default configuration was
retained to enable a clearer comparison. Extending the proposed framework to incorporate
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an improved YOLOv8 by optimizing its structure and hyperparameter configurations
remains an ongoing area of research.

To evaluate our proposed framework through performance tradeoff analysis, we
trained six separate YOLOv8 models, each with varying numbers of real-world X-ray
images and Gen AI X-ray images. Table 3 shows the total number of images for each
set, where non-copy-paste-augmented Gen AI (NC-Gen AI) X-ray images mean Gen AI
images without copy-paste augmentation technique such as the images in Figure 3. For
performance comparison based on the copy-paste augmentation technique, Models 1–3
were trained using NC-Gen AI X-ray images, while Models 4–6 were trained using copy-
paste-augmented Gen AI (C-Gen AI) X-ray images such as the images in Figure 4.

Table 3. Total number of X-ray images.

Number of Images Train Valid Test

Real-World 35,850 7680 7680

Non-Copy-Paste
Augmented Gen AI 300 60 60

Copy-Paste
Augmented Gen AI 300 60 60

More specifically, Table 4 provides the number of training images for Models 1–3 and
Models 4–6, respectively, where α ∈ [0, 300] represents the number of Gen AI X-ray images
used in the training set. For example, Model 1 was trained with 1000 real-world X-ray
images and α NC-Gen AI X-ray images, while Model 4 was trained with 1000 real-world
X-ray images and α C-Gen AI X-ray images. During the evaluations, α increased from 0 to
300 so that each model was trained with an increasing number of Gen AI X-ray images. In
this case, a uniform distribution was used to sample the number of images corresponding
to the value of α among all training datasets containing 300 Gen AI X-ray images. Also,
for Models 1 and 4 and Models 2 and 5, 1000 and 10,000 images, respectively, were also
randomly sampled from a real-world training dataset containing 35,850 images.

Table 4. The number of training images for Models 1–6.

YOLOv8 Real-World NC-Gen AI/C-Gen AI

Model 1/4 1000 α/α

Model 2/5 10,000 α/α

Model 3/6 35,850 (All) α/α

For a performance tradeoff analysis, each trained model was separately evaluated
on a real-world X-ray image test set, an NC-Gen AI X-ray image test set, and a C-Gen AI
image test set. This approach aimed to assess the model’s existing detection capability while
determining its effectiveness in identifying new threat elements in complex environments.
Consequently, the impact of the Gen AI dataset on model performance was quantitatively
analyzed. Each performance metric was calculated as the average of five experiments
conducted with different sampled images for a fixed number of images, i.e., 1000 or
10,000 sampled real-world images and α sampled Gen AI images.

3.2. Evaluation and Performance Analysis

In this subsection, Figures 5–7 illustrate the performance of each model in terms of
Precision, Recall, and mAP50-95 with respect to the number of training Gen AI X-ray
images, i.e., α, evaluated respectively by (a) a real-world X-ray image test set, (b) an NC-
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Gen AI X-ray image test set, and (c) a C-Gen AI X-ray X-ray image test set. In addition, the
detailed values associated with each figure are provided in Tables 5–7, respectively.
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(a) Real-world X-ray image test set
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(b) NC-Gen AI X-ray image test set
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(c) C-Gen AI X-ray image test set

Figure 5. Precision with respect to the number of training Gen AI X-ray images evaluated by (a) real-
world X-ray image test set, (b) NC-Gen AI X-ray image test set, (c) C-Gen AI X-ray image test set.

Table 5. Precision with respect to the number of training Gen AI X-ray images evaluated by real-world
X-ray image test set, NC-Gen AI X-ray image test set, and C-Gen AI X-ray image test set.

Number of Training
Gen AI X-Ray Images 0 30 60 120 180 240 300

Real-world
X-ray image test

Model 1 0.733 0.729 0.736 0.742 0.734 0.737 0.719
Model 2 0.887 0.884 0.893 0.891 0.892 0.889 0.887
Model 3 0.946 0.949 0.948 0.950 0.952 0.952 0.953
Model 4 0.733 0.734 0.739 0.729 0.742 0.733 0.739
Model 5 0.887 0.885 0.891 0.889 0.888 0.884 0.883
Model 6 0.946 0.950 0.949 0.952 0.948 0.948 0.952

NC-Gen AI
X-ray image test

Model 1 0.074 0.857 0.922 0.932 0.957 0.939 0.954
Model 2 0.345 0.702 0.847 0.873 0.918 0.927 0.939
Model 3 0.004 0.677 0.881 0.918 0.945 0.921 0.903
Model 4 0.074 0.653 0.856 0.944 0.960 0.965 0.976
Model 5 0.345 0.544 0.777 0.932 0.950 0.971 0.960
Model 6 0.004 0.692 0.850 0.873 0.906 0.956 0.962

C-Gen AI
X-ray image test

Model 1 0.230 0.638 0.669 0.718 0.753 0.791 0.792
Model 2 0.130 0.413 0.621 0.636 0.693 0.765 0.766
Model 3 0.523 0.561 0.536 0.692 0.711 0.715 0.681
Model 4 0.230 0.544 0.782 0.920 0.910 0.937 0.914
Model 5 0.130 0.597 0.697 0.795 0.900 0.909 0.905
Model 6 0.523 0.586 0.671 0.771 0.828 0.848 0.893
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First, Figure 5a–c represent the Precision performance, and the corresponding detailed
values are provided in Table 5. In Figure 5a, the Precision remained consistently high for
all models, regardless of α. Specifically, the copy-paste augmentation or not did not affect
the Precision performance for real-world images. As expected, Models 3 and 6 exhibited
the highest performance, while Models 1 and 4 showed the lowest performance. Figure 5b
shows that the Precision considerably increased as α increased for all models. The models
trained without the Gen AI X-ray images (i.e., α = 0) yielded Precision values smaller than
0.4, while the models trained with 120 images achieved Precision values higher than 0.8.
Models 4–6 slightly outperformed Models 1–3 and achieved near-perfect Precision values
with 300 C-Gen AI images. Figure 5c demonstrates the Precision performance evaluated for
the C-Gen AI test set. Similarly, increasing α led to improved performance. On the other
hand, Models 4–6 considerably outperformed Models 1–3 for all Gen AI image levels and
achieved a 0.9 Precision value with 300 C-Gen AI training images.
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(a) Real-world X-ray image test set
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(b) NC-Gen AI X-ray image test set
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(c) C-Gen AI X-ray image test set

Figure 6. Recall with respect to the number of training Gen AI X-ray images evaluated by (a) real-
world X-ray image test set, (b) NC-Gen AI X-ray image test set, (c) C-Gen AI X-ray image test set.

Next, Figure 6a–c show the Recall performance, and the corresponding detailed values
are provided in Table 6. In Figure 6a, the Recall remained consistently high for all models
regardless of α, and the copy-paste augmentation or not had little to no effect on the
Recall performance for real-world images, where Models 3 and 6 exhibited the highest
performance. Figure 6b,c exhibit that the Recall considerably increased as α increased on
both the NC-Gen AI and C-Gen AI test sets. In particular, the models trained without the
Gen AI X-ray images (i.e., α = 0) yielded Recall values smaller than 0.2. Moreover, Models
4–6 outperformed Models 1–3 on both test sets after 120 images, with a larger performance
gap observed in the C-Gen AI test set. Models 4–6 achieved near-perfect Recall values on
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the NC-Gen AI test set and approximately 0.85 in their Recall values on the C-Gen AI test
set when trained with 300 C-Gen AI images. In addition, Model 4 demonstrated the highest
performance on the C-Gen AI test set.

Table 6. Recall with respect to the number of training Gen AI X-ray images evaluated by real-world
X-ray image test set, NC-Gen AI X-ray image test set, and C-Gen AI X-ray image test set.

Number of Training
Gen AI X-Ray Images 0 30 60 120 180 240 300

Real-world
X-ray image test

Model 1 0.634 0.634 0.636 0.638 0.641 0.640 0.646
Model 2 0.834 0.837 0.832 0.831 0.830 0.835 0.835
Model 3 0.922 0.920 0.921 0.918 0.917 0.916 0.915
Model 4 0.634 0.625 0.631 0.623 0.627 0.627 0.628
Model 5 0.834 0.837 0.832 0.831 0.831 0.833 0.832
Model 6 0.922 0.918 0.918 0.917 0.921 0.921 0.910

NC-Gen AI
X-ray image test

Model 1 0.040 0.702 0.792 0.841 0.838 0.900 0.896
Model 2 0.058 0.571 0.734 0.806 0.839 0.829 0.841
Model 3 0.154 0.525 0.745 0.791 0.805 0.843 0.876
Model 4 0.040 0.625 0.814 0.950 0.975 0.994 0.999
Model 5 0.058 0.548 0.758 0.865 0.929 0.958 0.971
Model 6 0.154 0.485 0.708 0.897 0.980 0.989 0.999

C-Gen AI
X-ray image test

Model 1 0.038 0.392 0.439 0.544 0.579 0.574 0.580
Model 2 0.039 0.289 0.354 0.428 0.474 0.448 0.509
Model 3 0.008 0.276 0.430 0.440 0.468 0.465 0.503
Model 4 0.038 0.485 0.676 0.769 0.817 0.830 0.870
Model 5 0.039 0.393 0.505 0.716 0.736 0.804 0.832
Model 6 0.008 0.330 0.486 0.655 0.748 0.804 0.835

Table 7. mAP50-95 with respect to the number of training Gen AI X-ray images evaluated by real-
world X-ray image test set, NC-Gen AI X-ray image test set, and C-Gen AI X-ray image test set.

Number of Training
Gen AI X-Ray Images 0 30 60 120 180 240 300

Real-world
X-ray image test

Model 1 0.539 0.539 0.542 0.547 0.548 0.549 0.550
Model 2 0.769 0.770 0.769 0.769 0.770 0.770 0.770
Model 3 0.861 0.860 0.861 0.860 0.861 0.861 0.861
Model 4 0.539 0.537 0.538 0.534 0.540 0.535 0.538
Model 5 0.769 0.770 0.769 0.767 0.767 0.767 0.767
Model 6 0.861 0.860 0.860 0.859 0.861 0.860 0.860

NC-Gen AI
X-ray image test

Model 1 0.001 0.511 0.700 0.823 0.859 0.885 0.888
Model 2 0.002 0.399 0.586 0.663 0.712 0.791 0.810
Model 3 0.001 0.436 0.716 0.799 0.804 0.826 0.837
Model 4 0.001 0.449 0.650 0.849 0.918 0.934 0.956
Model 5 0.002 0.318 0.552 0.709 0.775 0.872 0.898
Model 6 0.001 0.417 0.673 0.806 0.876 0.898 0.934

C-Gen AI
X-ray image test

Model 1 0.003 0.217 0.293 0.419 0.430 0.449 0.478
Model 2 0.004 0.134 0.201 0.247 0.288 0.337 0.358
Model 3 0.001 0.146 0.252 0.321 0.324 0.354 0.339
Model 4 0.003 0.263 0.439 0.637 0.704 0.759 0.783
Model 5 0.004 0.178 0.296 0.452 0.544 0.637 0.687
Model 6 0.001 0.207 0.353 0.501 0.602 0.659 0.699
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(a) Real-world X-ray image test set
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(b) NC-Gen AI X-ray image test set
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(c) C-Gen AI X-ray image test set

Figure 7. mAP50-95 with respect to the number of training Gen AI X-ray images evaluated by
(a) real-world X-ray image test set, (b) NC-Gen AI X-ray image test set, (c) C-Gen AI X-ray image
test set.

Figure 7a–c show the mAP50-95 performance, and the corresponding detailed values
are provided in Table 7. Figure 7a demonstrates the similar performance to the Precision
and Recall results with respect to α. Also, Figure 7b,c demonstrate that the mAP50-95
significantly increased as α increased on both the NC-Gen AI and C-Gen AI test sets.
Models 4–6 outperformed Models 1–3 on both test sets, with a larger performance gap
observed in the C-Gen AI test set. Specifically, Models 4 and 6 achieved 0.9 in their mAP50-
95 values on both NC-Gen AI test sets with 300 C-Gen AI training images. On the other
hand, Model 4 demonstrated the highest mAP50-95 performance on the C-Gen AI test set
and achieved near 0.8 in its mAP50-95 value with 300 C-Gen AI training images, while
Model 6 yielded near 0.7 value.

3.3. Discussion

In this subsection, we analyze and discuss the performance of each model individually
from the experimental results. First, Model 1 consistently exhibited the lowest performance
in the real-world X-ray image test set, regardless of the increase in Gen AI X-ray images.
However, in the NC-Gen AI X-ray image test set, its performance improved as the number
of Gen AI images increased, exceeding the average. In the C-Gen AI X-ray image test
set, Model 1 achieved the highest performance among Models 1–3 as the number of
Gen AI images increased, but the performance gap between Model 1 and Models 4–6
widened progressively.
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Model 2 maintained stable performance in the real-world X-ray image test set, even
as the number of Gen AI X-ray images increased. In the NC-Gen AI X-ray test set, it
demonstrated excellent Precision as the number of Gen AI images increased, but the Recall
and mAP50-95 values remained relatively low. In the C-Gen AI X-ray image test set, Model
2 exhibited a significant performance gap compared to Models 4–6. Among Models 1–3,
it showed strong performance in terms of Precision, but the Recall and mAP50-95 values
remained low.

Model 3 achieved the highest performance in the real-world X-ray image test set,
regardless of the increase in Gen AI X-ray images. In the NC-Gen AI X-ray test set, the
Precision was strong, but the Recall and mAP50-95 were relatively poor. In the C-Gen AI
X-ray image test set, Model 3 recorded the lowest performance overall.

Model 4 exhibited a performance trend similar to Model 1 in the real-world X-ray
image test set. However, in both the NC-Gen AI and C-Gen AI X-ray image test sets, Model
4 achieved the highest performance as the number of Gen AI images increased.

Model 5 showed performance nearly identical to Model 2 in the real-world X-ray
image test set. It performed well in the NC-Gen AI X-ray image test set and exhibited high
performance across all metrics in the C-Gen AI X-ray image test set. However, its mAP50-95
score was approximately 0.1 lower than that of Model 4.

Finally, Model 6 demonstrated performance similar to Model 3, achieving the highest
scores in the real-world X-ray image test set. It also performed well in the NC-Gen AI
X-ray test set. In the C-Gen AI X-ray image test set, it achieved high performance, but its
mAP50-95 score was approximately 0.1 lower than that of Model 4, similar to Model 5.

The results conclude that YOLOv8, when trained solely on real-world X-ray images,
exhibits limited detection ability on Gen AI images. However, incorporating Gen AI images
into training enhances performance on synthetic data while maintaining real-world accuracy.
Additionally, copy-paste augmentation further improves the overall detection capabilities.

4. Conclusions
This paper studied a novel machine learning framework for detecting prohibited items

in DNN-based X-ray security inspection systems. As Generative AI technology advances,
allowing anyone to create desired images using natural language without requiring spe-
cialized AI knowledge, security systems trained solely on real-world images may fail to
detect newly generated prohibited items. This limitation could pose a security vulnerability
and potential risk. To address this, a new Gen AI X-ray image dataset was created using
a commercial text-to-image Gen AI model and was used to train and evaluate YOLOv8.
Experimental results indicate that when the YOLOv8 model was trained solely on real-
world X-ray images, it failed to detect prohibited items in Gen AI X-ray images, suggesting
the necessity of supplementary training using Generative AI data. In contrast, models
incorporating copy-paste Gen AI X-ray images significantly improved detection perfor-
mance without compromising real-world detection accuracy. These findings suggest that
leveraging commercial Gen AI can enhance the accuracy of DNN-based X-ray security
inspection systems. Furthermore, incorporating just a small number of Gen AI images into
the training set can provide a powerful solution to mitigate the security risks associated
with Gen AI.

To verify whether the generated X-ray images truly reflect real-world X-ray images,
our ongoing research focuses on implementing Human Expert Verification to enhance
the quality and reliability of the generated AI X-ray image dataset [44–46]. This approach
will strengthen our proposed framework, making it more robust and accurate. Moreover,
our findings demonstrate that training with Generative AI data can enhance performance.
However, they often introduce bias, generate unrealistic objects, and may lead to model
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collapse, creating a tradeoff [44–46]. To address these challenges, future research will focus
on developing strategies to maximize performance while minimizing drawbacks. This
includes constructing additional Generative AI datasets and adjusting the ratio of real to
generated data. Furthermore, expert validation of the generated images will be conducted
to ensure data quality and reliability, as well as to explore strategies for mitigating potential
model bias.
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