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Abstract: Slave devices in Ethernet-based fieldbus networks often require extensive re-
programming of applications and replacement of protocol stacks and Ethernet drivers
whenever the fieldbus protocol needs to be changed. To address this challenge, we develop
a common application programming interface (API) and stack interfaces that enable seam-
less protocol switching among EtherCAT, PROFINET, and EtherNet/IP without requiring
protocol-specific code modifications. The real-time data exchange between the API and
each protocol stack is realized in the stack interface by using the synchronization mecha-
nism provided by FreeRTOS. The developed common API and stack interfaces facilitate
the development of slave device applications that are universally compatible with multiple
protocols, EtherCAT, PROFINET, and EtherNet/IP. Moreover, once a required protocol is
selected in the integrated development environment (IDE) software before building the
slave device firmware, the corresponding protocol stack and Ethernet drivers are automati-
cally specified and the need to replace protocol stacks or Ethernet drivers is even eliminated
when switching protocols. To validate the developed common API and stack interfaces,
they were implemented on a slave device using TI’s TMDS243EVM board, and a fieldbus
network was built by connecting the slave device to a master device executed by Beckhoff’s
TwinCAT on a Windows PC. Experimental results confirmed the API’s functionality, relia-
bility, and practical applicability in streamlining protocol management for Ethernet-based
fieldbus networks.

Keywords: common API; Ethernet-based fieldbus protocols; EtherCAT; PROFINET;
EtherNet/IP; slave embedded system; industrial communication

1. Introduction
Industry 4.0 seeks to revolutionize manufacturing by integrating information and

communication technology (ICT) with advanced production technologies to create smart
factories. Significant progress in research and technological development has been made
to realize this vision [1,2]. A robust and reliable communication system that enables
seamless data exchange is fundamental to implementing Industry 4.0 in manufacturing
environments. Such communication systems play a pivotal role in integrating digital and
physical processes, forming the foundation of smart manufacturing [3,4].

In smart factories, communication protocols that enable real-time data exchange and
ensure interoperability among diverse devices and systems play a crucial role. This per-
spective has also been emphasized in previous studies. It is highlighted in [5] that the
integration of widely supported open protocols is essential for managing the interoperabil-
ity challenges inherent in industrial Internet of things (IIoT) environments. Additionally,
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with the ongoing convergence of operation technology (OT) and information technology
(IT), industrial networks face the challenge of efficiently managing diverse and critical
data. To support Industry 4.0 initiatives, these networks must be designed with enhanced
flexibility and reliability to meet evolving demands [6].

Industrial Ethernet-based fieldbus protocols, such as EtherCAT, PROFINET, and
EtherNet/IP, have increasingly supplanted traditional fieldbus protocols in recent years.
This transition is driven by their cost-effectiveness and seamless integration capabilities
across all enterprise levels. These Ethernet-based fieldbus protocols deliver high reliability,
real-time communication, and enhanced production efficiency and flexibility, establishing
them as essential enablers of intelligent manufacturing [7–10].

A key consideration for smart factories is their construction with a complex mix of
equipment and devices from various manufacturers, often utilizing different industrial
Ethernet-based protocols [11]. In this situation, the development of factory devices capable
of supporting multiple protocols is crucial to ensuring compatibility and operational flexi-
bility. Multi-protocol supporting devices simplify system integration, improve operational
efficiency, and lower both development and management costs. Moreover, they enhance
product competitiveness by addressing the diverse requirements of users, making them an
essential component of smart factory systems [12–15].

However, even when device hardware supports multiple protocols, significant soft-
ware effort is required to switch between them. Each time a protocol is changed, the device
firmware must be rebuilt. This process involves replacing the protocol stack and Ethernet
driver in the project environment and reprogramming the application for the newly se-
lected protocol. Consequently, separate software must be implemented and maintained for
each protocol, leading to increased maintenance complexity and higher costs. Moreover,
whenever protocols are replaced, an additional challenge lies in installing and testing
cybersecurity protection features to meet the security requirements of each protocol stack.

To address the challenges associated with supporting multiple protocols, we develop a
common application programming interface (API) and stack interfaces that enable seamless
protocol switching among three Ethernet-based fieldbus protocols, EtherCAT, PROFINET,
and EtherNet/IP, which hold the highest market share in the Ethernet-based industrial
fieldbus protocol sector. The API provides a unified set of functions for writing application
programs compatible with all three protocols. Moreover, in the common API environment,
cybersecurity protections for each protocol stack can be pre-applied and rigorously tested,
requiring only the applications to be rewritten when protocols are replaced. By using the
synchronization mechanism provided by FreeRTOS, the stack interface ensures real-time
data exchange between the application and each protocol stack.

This development facilitates efficient protocol switching for slave devices, significantly
reducing the time and cost associated with developing and maintaining communication
devices for smart factories. Notably, the developed common API future-proofs installations
by enabling slave devices to remain unchanged while only the master device requires
replacement when switching to a different protocol. This protocol switching approach
appreciably reduces migration efforts and hardware replacement costs in particular. The
functionality and reliability of the developed common API and stack interfaces are validated
through extensive experiments conducted on an embedded board powered by TI’s AM2434
microcontroller unit (MCU).

The organization of this paper is as follows: Section 2 provides a brief introduction
to key background knowledge on Ethernet-based fieldbus protocols, including EtherCAT,
PROFINET, and EtherNet/IP. Section 3 describes the design and implementation of the
common API and stack interfaces. In Section 4, a fieldbus network comprising a PC
and an embedded board is constructed, and experiments are conducted to verify the
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functionality of the developed common API and stack interfaces. Finally, Section 5 presents
the concluding remarks.

2. Key Background Knowledge
A general industrial network structure is depicted in Figure 1, illustrating the hier-

archical organization spanning corporate, control, and fieldbus networks [16]. As shown
in Figure 1, the corporate network level comprises office applications, data servers, and
back-office servers running enterprise resource planning (ERP), manufacturing execution
systems (MESs), and other enterprise-level software. The control network level consists of
programmable logic controllers (PLCs), PC-based or embedded controllers, and human–
machine interfaces (HMIs). The fieldbus network level consists of field devices such as
actuators, sensors, I/O devices, and robots.

The corporate network may be a plantwide local area network (LAN) linking office
computers for enterprise management. It connects seamlessly with the control network to
provide enterprise-level insights and support data-driven decision-making. The control
network acts as an intermediary between corporate and fieldbus networks, facilitating
real-time data exchange. It ensures that automation controllers and HMIs effectively
utilize information from field devices in supervisory applications such as supervisory
control and data acquisition (SCADA) or distributed control systems (DCSs). At the lowest
level, the fieldbus network ensures the reliable transmission of process, diagnostic, and
configuration data between field devices and controllers. This communication supports
the efficient operation of industrial equipment while maintaining time synchronization for
coordinated activities.

The developed common API and stack interface running on the slave devices enable
real-time data exchange with the master device based on Ethernet-based fieldbus proto-
cols. This operation is conducted at the fieldbus network level depicted in Figure 1. In
the following subsections, we briefly introduce the key background knowledge on three
Ethernet-based fieldbus protocols—EtherCAT, PROFINET, and EtherNet/IP—that will be
integrated into the developed common API.

Corporate network

Control network

Fieldbus network

Office applications, 
Internet working, Data servers

Back-office servers
(ERP, MES, etc.)

Actuator Robot

Automation controller
(PLC, PC-based or 

embedded controller)

Robot controller
(PLC, PC-based or 

embedded controller)

HMI HMI

Automation server Robot serverOperator workstation

Sensor I/O device

Figure 1. Structure of general industrial network.
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2.1. EtherCAT

EtherCAT is an open real-time Ethernet network protocol originally developed by
Beckhoff Automation [17]. It achieves short cycle times and high bandwidth through
an “on-the-fly” data exchange mechanism, allowing the master and multiple slave de-
vices to communicate efficiently within the short duration of a single Ethernet frame
transmission [18].

• Device Model
EtherCAT organizes devices using an object dictionary and Process Data Objects
(PDOs), providing a logical structure for device communication. The object dictionary,
based on the CANopen standard, serves as a database that organizes all the parameters
and variables of a slave device. Each parameter and variable is uniquely identified
by an index and subindex, enabling the master to interpret and control the slave’s
functions and status.
PDOs facilitate real-time process data exchange between the master and slave de-
vices. These data structures enable periodic data transfers, ensuring high-performance
real-time communication. The PDO mapping specifies which data are transferred
as process data, simplifying data mapping and parameter management in the
slave implementation.
The EtherCAT Slave Information (ESI) file, provided by the device manufacturer,
contains the device’s specifications, communication capabilities, and configuration
parameters, which are used by the master configuration software. The ESI file contains
the object dictionary structure and possible PDO configuration options of the slave,
which the master uses to identify the slave and establish the appropriate PDO mapping
during initialization. By accessing the slave’s object dictionary, the master can read and
write parameters, facilitating efficient setup and integration of the automation system.

• Connection Configuration
EtherCAT uses Service Data Objects (SDOs) and PDOs as core concepts to establish
and manage the communication relationship between master and slave devices.

– PDO
PDOs are used for periodic process data exchange, ensuring high-performance
real-time communication. The master retrieves PDO mapping information from
the slave’s ESI file and configures communication, enabling seamless real-time
data exchange.

– SDO
SDOs handle aperiodic data exchange and parameter settings between the master
and slave. Through SDOs, the master can access the slave’s object dictionary
to read parameters and modify writable parameters, which is crucial for device
configuration and diagnostics.

The master initiates communication by sending SDO requests and manages the slave’s
configuration and parameters. This process ensures reliable and stable communication
while simplifying system maintenance and diagnostics.

2.2. PROFINET

PROFINET is an industrial Ethernet standard developed by PROFIBUS International
(PI), designed for modular machine and plant engineering as well as distributed I/O
systems [19]. To optimize real-time performance and reduce the computational burden on
controllers, PROFINET IO (PNIO) simplifies the protocol stack by removing the IP layer.
Instead, it employs a middleware layer above the Ethernet MAC layer to enable high-
performance data transfer, cyclic data exchange, and event-driven signal transmission [20].
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• Device Model
PROFINET organizes devices through a structured device model, enabling modular
and efficient system organization. Devices are divided into slots and subslots, where
each slot corresponds to a module that provides specific functions or data. Subslots
represent sub-functional units within a module, further refining the organization. Each
slave device communicates its functional capabilities, parameters, and communication
settings to the master using a General Station Description (GSD) file, provided by
the device manufacturer. This file simplifies the configuration and integration of the
automation system by providing essential information for system setup.

• Connection Configuration
PROFINET introduces the concept of an Application Relation (AR) to establish and
manage communication between master and slave devices. AR serves as a logical com-
munication channel that ensures reliable and real-time data exchange. It is categorized
into three types:

– IO AR: manages I/O data exchange.
– Supervisor AR: handles system diagnostics and maintenance.
– Alarm AR: facilitates alarm transmission.

The master initiates communication by sending a connect request to the slave, estab-
lishing an AR based on the configured parameters. This mechanism ensures efficient
operation and real-time communication across the network.

2.3. EtherNet/IP

EtherNet/IP is an adaptation of the Common Industrial Protocol (CIP) to the TCP/IP
suite, built on the IEEE 802.3 Ethernet standard [21]. Unlike EtherCAT and PROFINET, Eth-
erNet/IP employs IP protocols for real-time data exchange, leveraging CIP as its application
layer [22].

• Device Model
EtherNet/IP structures devices using the class and object concepts of CIP. In CIP, a de-
vice is represented as a collection of objects, each providing specific functions or data.
These objects are instances of corresponding classes and are defined by their attributes,
services, and data. EtherNet/IP devices communicate their specifications, communica-
tion capabilities, and configuration parameters to the master using an Electronic Data
Sheet (EDS) file, provided by the device manufacturer. The EDS file describes device
classes, objects, and attributes, facilitating the setup and integration of automation
systems by providing the master with detailed information for configuration.

• Connection Configuration
In EtherNet/IP, the Connection Manager Object is responsible for establishing and
managing CIP connections, which handle real-time data communication. The master
initiates a CIP connection by sending a connection request to the device. Each CIP
connection is uniquely identified by a Connection ID and is associated with specific
attributes. These attributes allow the system to monitor the connection status and
configure communication parameters effectively.
This structure enables EtherNet/IP to organize communication between devices,
efficiently manage real-time data exchange, and provide diagnostic capabilities. By
leveraging CIP’s class and object model, EtherNet/IP creates logical communication
channels that ensure reliability and real-time communication, making it an effective
solution for industrial automation systems.
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3. Design and Implementation
In this section, we design and implement the proposed common API and stack inter-

faces for the efficient, immediate, and seamless protocol replacement among the industrial
Ethernet-based fieldbus protocols, EtherCAT, PROFINET, and EtherNet/IP. It is noted that
the design and implementation assume fieldbus networks consisting of a master and a
single slave but can be applied to networks consisting of a master and multiple slaves
without requiring any modifications.

3.1. Hardware Selection

In this subsection, an appropriate MCU and embedded system board are selected to
implement the proposed common API and stack interfaces to support multiple Ethernet-
based fieldbus protocols. TI’s AM2434 MCU is selected for its robust support of industrial
Ethernet protocols, including EtherCAT, PROFINET, and EtherNet/IP. Central to its func-
tionality is TI’s Programmable Real-time Unit and Industrial Communication Subsystem
(PRU-ICSS), a specialized hardware subsystem designed to handle the physical and data
link layers of these protocols.

The PRU-ICSS includes compact, efficient processor cores (PRUs), shared data and
instruction memories, internal peripheral modules, and an interrupt controller (INTC). This
subsystem is specifically designed to ensure deterministic latencies in packet communi-
cation by preventing packet collisions, making it highly suitable for industrial Ethernet
protocol implementations [23]. Its flexibility enables the software-based implementation
of the physical and data link layers of major industrial Ethernet protocols, allowing the
seamless replacement of protocol stacks as needed.

The AM2434 also supports FreeRTOS, an open-source real-time operating system.
FreeRTOS is designed to be lightweight and portable with optimizations for low memory
usage and fast context switching. To streamline development, TI provides a comprehensive
Software Development Kit (SDK) (09.02.00) that includes optimized drivers and libraries
for the FreeRTOS environment.

For this study, TI’s TMDS243EVM development board is chosen as the hardware
platform. The TMDS243EVM is a standalone test and prototyping platform specifically
designed for evaluating the functionality of the AM243x MCU series. Its compatibility with
industrial Ethernet protocols and its suitability for embedded system development make it
an ideal choice for implementing a common API and stack interfaces for multiple Ethernet
fieldbus protocols in AM2434-based systems.

3.2. Overall Structure of Integrated Protocols

Using the developed common API and stack interfaces, the three protocols—EtherCAT,
PROFINET, and EtherNet/IP—are integrated to operate under a unified API. The overall
structure of the integrated protocols is illustrated in Figure 2. As illustrated in Figure 2,
the physical and link layers of each protocol are implemented using TI’s PRU-ICSS. The
stack interface of each protocol is implemented based on the synchronization mechanism
provided by FreeRTOS.

To facilitate the selection of the protocol required for a specific application, a pop-up
menu is implemented using the build configuration functionality within Code Composer
Studio (CCS), TI’s integrated development environment (IDE) for its MCUs. This pop-up
menu provides a user-friendly interface where developers can choose the desired protocol
among EtherCAT, PROFINET, or EtherNet/IP. Once a protocol is selected through the pop-
up menu, CCS automatically updates the build settings to include the appropriate protocol
stack, Ethernet driver, and related configurations. This streamlined process ensures that



Electronics 2025, 14, 613 7 of 21

the generated firmware aligns precisely with the requirements of the selected protocol,
minimizing manual intervention and enhancing development efficiency.

Ethernet PHY

EtherCAT Slave Stack Interface PROFINET Device Stack Interface EtherNet/IP Adapter Stack Interface

EtherCAT Slave Stack PROFINET Device Stack EtherNet/IP Adapter Stack

lwIP Stack
(include SNMP)

lwIP Stack

FW HAL for EtherCAT Slave
PROFINET Device 

FW HAL
ICSS-EMAC

EtherNet/IP 
Adapter FW HAL

ICSS-EMAC

PRU-ICSS Driver PRU-ICSS Driver PRU-ICSS Driver

PRU Firmware PRU Firmware PRU Firmware

PRU-ICSS with 2x MII PRU-ICSS with 2x MII/RGMII PRU-ICSS with 2x MII/RGMII

Application (Common API)

EtherCAT EtherNet/IPPROFINET

PRU-ICSS

ARM

Figure 2. Overall structure of integrated protocols.

3.3. EtherCAT Integration

The EtherCAT physical and link layers are implemented using TI’s PRU-ICSS along
with its PRU firmware. The EtherCAT slave stack code is generated using the EtherCAT
Slave Stack Code (SSC) tool V5.13 provided by the EtherCAT Technology Group (ETG). To
enable seamless operation of the EtherCAT protocol through a unified API, it is necessary to
design and implement both a suitable EtherCAT stack interface and the common API. The
EtherCAT stack interface plays a critical role in facilitating real-time data exchange, which
is achieved by developing multiple tasks synchronized with process data reception. This
synchronization is effectively managed using the FreeRTOS synchronization mechanism.
In the following, we detail the design and implementation of the stack interface layer and
the common API layer for EtherCAT integration.

3.3.1. EtherCAT Stack Interface Layer

For the EtherCAT stack interface, two FreeRTOS tasks and two functions are designed
and implemented to manage process data communication within an EtherCAT slave
device. This interface handles incoming data from the EtherCAT master by storing them
from the EtherCAT slave controller (ESC), implemented on the PRU-ICSS, to the input
variables of the stack interface. Conversely, this interface transfers outgoing data, which
are prepared and stored in the output variables of the stack interface by the application
program, back to the ESC. The ESC subsequently transmits the outgoing data to the
EtherCAT master. In the following, we detail the roles and functionalities of the developed
FreeRTOS tasks and functions for the EtherCAT stack interface layer, emphasizing their
design and implementation for seamless EtherCAT protocol integration.

• Sync0task
The Sync0task is triggered by the ESC upon the generation of a Sync0 interrupt. The
Sync0 interrupt, derived from the ESC’s distributed clock, ensures accurate synchro-
nization between the slave application tasks and the cyclical operations of the network.
When the Sync0 interrupt is issued, the Sync0task is executed, enabling the slave tasks
to remain precisely aligned with the network’s operation cycle.
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During its execution, the Sync0task runs the application program in the common API
layer, where outgoing data are prepared and stored in the output variables of the
stack interface. Subsequently, the Sync0task calls the APPL_InputMapping function
to transfer the outgoing data to the ESC, which subsequently transmits them to the
EtherCAT master, ensuring seamless real-time communication. It is noted that the
Sync0task is responsible exclusively for data transmission and does not handle data
reception within the stack interface layer. The overall function call sequence and the
outgoing data flow managed by the Sync0task are illustrated in Figure 3.

• PDItask
The PDItask is triggered by the ESC upon the generation of a Process Data Interface
(PDI) interrupt. This interrupt is issued by the ESC to indicate that incoming data are
ready for reception. Upon the issuance of the PDI interrupt, the PDItask is executed.
During its execution, the PDItask invokes the APPL_OutputMapping function in the
EtherCAT stack interface, which transfers the incoming data from the ESC to the input
variables (ECAT_recvContainer), defined in the stack interface layer. Following this, the
PDItask runs the application program in the common API layer, where the application re-
trieves and processes the incoming data. The application program then prepares the out-
going data and stores them in the output variables (ECAT_sendContainer), also defined
in the stack interface layer. Subsequently, the PDItask invokes the APPL_InputMapping
function to transfer the outgoing data to the ESC, which transmits them to the EtherCAT
master, ensuring seamless real-time communication.
Notably, unlike the Sync0task, the PDItask handles both data reception and transmis-
sion within the stack interface layer. The overall function call sequence and the data
flow managed by the PDItask are illustrated in Figures 3 and 4.

• APPL_OutputMapping function
When the incoming data from the EtherCAT master are received, this function is
invoked by the PDItask to update the input variables (ECAT_recvContainer) in the
stack interface with the newly received data. Specifically, this function retrieves the
incoming data from the master, stored in the ESC, and transfers them to the input
variables (ECAT_recvContainer) in the stack interface, making them accessible for
processing by the application program. It is noted that the term “Output” used in
the function name means that the function processes data that are output from the
master’s perspective but are input from the slave’s perspective.

• APPL_InputMapping function
When the application program prepares and stores outgoing data intended for the
EtherCAT master in the output variables (ECAT_sendContainer) of the stack interface,
the PDItask or Sync0task invokes this function to transfer the outgoing data from the
output variables (ECAT_sendContainer) to the ESC. The ESC then transmits the data
to the EtherCAT master, ensuring seamless real-time communication. It is noted that
the term “Input” used in the function name means that the function processes data that
are input from the master’s perspective but are output from the slave’s perspective.

3.3.2. Common API Layer for EtherCAT

For the EtherCAT common API layer, four functions are implemented to provide a
high-level interface for managing communication and operations within the EtherCAT
slave device. These functions facilitate seamless application program development us-
ing the EtherCAT protocol stack. The developed API functions simplify process data
exchange and task execution, ensuring efficient and reliable real-time communication.
Notably, these functions are designed to be commonly utilized for the PROFINET and
EtherNet/IP protocols as well. In the following, we detail the roles and functionalities of
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the developed functions for the EtherCAT common API layer, emphasizing their design
and implementation for seamless EtherCAT protocol integration.

• CommonAPI_Init function
This function initializes the hardware and protocols of the slave device while also
creating the necessary FreeRTOS tasks.

• CommonAPI_Application function
This function acts as a wrapper, invoked by the Sync0task or PDItask of the EtherCAT
stack interface layer, to execute the slave application program in the common API
layer, as illustrated in Figures 3 and 4.

• CommonAPI_RecvData function
This function is designed to handle the reception of incoming data on a per-byte basis.
It retrieves the incoming data from the input variables (ECAT_recvContainer) of the
EtherCAT stack interface that are storing the incoming data transferred from the ESC
via the APPL_OutputMapping function of the stack interface.
In the experimental scenario described in Section 4, a total of 32 bytes of incoming data
from the master to the slave is predefined. These incoming data are organized into
eight 4-byte variables, which are labeled as Output1 to Output8 of EtherCAT process
data. The function accepts a single argument, recvIndex, which specifies the byte
index of the received process data. For example, invoking CommonAPI_RecvData(10)
returns the value of the second byte of Output2, corresponding to the 10th byte within
the 32 bytes of incoming data from the master. Figure 4 illustrates the data flow when
this function is executed.

• CommonAPI_SendData function
This function is designed to handle the transmission of outgoing data on a per-byte ba-
sis. It writes the outgoing data values to the output variables (ECAT_sendContainer) of
the EtherCAT stack interface, which will be transferred to the ESC via the APPL_Input-
Mapping function of the stack interface.
In the experimental scenario described in Section 4, a total of 32 bytes of outgoing data
from the slave to the master is predefined. These outgoing data are organized into
eight 4-byte variables, which are labeled as Input1 to Input8 of EtherCAT process data.
The function requires two arguments: sendData, representing the value to be sent,
and sendIndex, which specifies the byte index of the process data to be transmitted.
For example, calling CommonAPI_SendData(20, 30) sets 20 as the value of the second
byte of Input8, corresponding to the 30th byte within the 32 bytes of outgoing data to
be sent to the master. Figure 3 illustrates the data flow when this function is executed.

Table 1 provides a list of all functions and FreeRTOS tasks developed for the com-
mon API and EtherCAT stack interface to enable efficient data communication in the
EtherCAT protocol.

Table 1. Functions and FreeRTOS tasks developed for the common API and stack interface of the
EtherCAT protocol.

Layer Function FreeRTOS Task

EtherCAT stack interface
APPL_OutputMapping Sync0task
APPL_InputMapping PDItask

Common API

CommonAPI_Init
CommonAPI_Application
CommonAPI_RecvData
CommonAPI_SendData



Electronics 2025, 14, 613 10 of 21

Layer Function call Data flow

ESC
(PRU-ICSS)

EtherCAT
Stack

Interface

Common API

PDItask, Sync0task

CommonAPI_SendData

APPL_Inputmapping

Generate PDI , Sync0 interrupt

Application output variables

(SendData)

CommonAPI_Application

Output variables

(ECAT_sendContainer)

Transmit process data

Figure 3. Function call procedure and data flow during the outgoing data transmission in the
EtherCAT protocol.

Layer Function call Data flow

ESC
(PRU-ICSS)

EtherCAT
Stack

Interface

Common API

PDItask

CommonAPI_RecvData

APPL_Outputmapping

Generate PDI interrupt

Application input variables

(RecvData)

CommonAPI_Application

Input variables

(ECAT_recvContainer)

Receive process data

Figure 4. Function call procedure and data flow during the incoming data reception in the
EtherCAT protocol.

3.4. PROFINET Integration

Similar to the EtherCAT protocol, the PROFINET physical and link layers are imple-
mented using TI’s PRU-ICSS along with its PRU firmware. The PROFINET slave stack
is obtained from the TI’s Industrial Communications SDK for AM243x (09.02.00.15). To
enable seamless operation of the PROFINET protocol through a unified API, it is necessary
to design and implement both a suitable PROFINET stack interface and a common API. The
PROFINET stack interface plays a critical role in facilitating real-time data exchange, which
is achieved by developing a FreeRTOS task synchronized with incoming data reception.
This synchronization is effectively managed using the FreeRTOS synchronization mecha-
nism. In the following, we detail the design and implementation of the stack interface layer
and the common API layer for PROFINET integration.

3.4.1. PROFINET Stack Interface Layer

For the PROFINET stack interface, a FreeRTOS task and two functions are imple-
mented to manage process data communication within a PROFINET slave device. The
PROFINET stack interface processes incoming data from the PROFINET master by storing
them from the PRU-ICSS to the input variables of the stack interface. Conversely, this
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interface transfers outgoing data, which are prepared and stored in the output variables of
the stack interface by the application program, back to the PRU-ICSS. Subsequently, the
PROFINET link and physical layer implemented on PRU-ICSS transmits the outgoing data
to the PROFINET master. In the following, we detail the roles and functionalities of the de-
veloped FreeRTOS task and functions for the PROFINET stack interface layer, emphasizing
their design and implementation for seamless PROFINET protocol integration.

• PN_APP_IOD_cyclicDataTask
The PN_APP_IOD_cyclicDataTask is triggered by a PRU-ICSS interrupt when the PRU-
ICSS receives incoming process data from the master. Upon activation, the task invokes
the PN_APP_IOD_cbDataRead function in the PROFINET stack interface and stores
the incoming data from the PRU-ICSS into the input variables (PN_recvContainer)
defined in the stack interface layer. Following this, the task executes the application
program in the common API layer, where the incoming data are retrieved and pro-
cessed. The application program then prepares the outgoing data and stores them in
the output variable (PN_sendContainer), also defined in the stack interface layer. Sub-
sequently, the PN_APP_IOD_cyclicDataTask invokes the PN_APP_IOD_cbDataWrite
function to transfer the outgoing data to the PRU-ICSS, which transmits them to the
PROFINET master, ensuring seamless real-time communication. The overall function
call sequence and the data flow managed by the PN_APP_IOD_cyclicDataTask are
illustrated in Figures 5 and 6.

• PN_APP_IOD_cbDataRead function
When incoming data are received from the PROFINET master, this function is invoked
by the PN_APP_IOD_cyclicDataTask to update the input variables (PN_recvContainer)
in the stack interface with the newly received data. Specifically, this function retrieves
the incoming data from the master, stored in the PRU-ICSS, and stores them to the
input variables (PN_recvContainer) in the stack interface, making them accessible for
processing by the application.

• PN_APP_IOD_cbDataWrite function
When the application program prepares and stores outgoing data intended for the
PROFINET master in the output variables (PN_sendContainer) of the stack interface, the
PN_APP_IOD_cyclicDataTask invokes this function to transfer the outgoing data from
the output variables (PN_sendContainer) to the PRU-ICSS. The PRU-ICSS then transmits
the data to the PROFINET master, ensuring seamless real-time communication.

Layer Function call Data flow

PRU-ICSS

PROFINET
Stack

Interface

Common API

PN_APP_IOD_cyclicDataTask

CommonAPI_RecvData

PN_APP_IOD_cbDataRead

Generate an interrupt

Application input variables

(RecvData)

CommonAPI_Application

Input variables

(PN_recvContainer)

Receive process data

Figure 5. Function call procedure and data flow during the incoming data reception in the
PROFINET protocol.
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Layer Function call Data flow

PRU-ICSS

PROFINET
Stack

Interface

Common API

PN_APP_IOD_cyclicDataTask

CommonAPI_SendData

PN_APP_IOD_cbDataWrite

Generate an interrupt

Application output variables

(SendData)

CommonAPI_Application

Output variables

(PN_sendContainer)

Transmit process data

Figure 6. Function call procedure and data flow during the outgoing data transmission in the
PROFINET protocol.

3.4.2. Common API Layer for PROFINET

For the PROFINET common API layer, several functions are implemented to provide
a high-level interface for managing communication and operations within the PROFINET
slave device. These functions facilitate seamless application program development us-
ing the PROFINET protocol stack. The developed API functions simplify process data
exchange and task execution, ensuring efficient and reliable real-time communication.
Notably, these functions are designed to be commonly utilized for the EtherCAT and Eth-
erNet/IP protocols as well. In the following, we detail the roles and functionalities of the
developed functions for the PROFINET common API layer, emphasizing their design and
implementation for seamless PROFINET protocol integration.

• CommonAPI_Init function
This function initializes the hardware and protocols of the slave device while also
creating the necessary FreeRTOS task.

• CommonAPI_Application function
This function acts as a wrapper, invoked by the PN_APP_IOD_cyclicDataTask of
the PROFINET stack interface layer to execute the slave application program in the
common API layer, as illustrated in Figures 5 and 6.

• CommonAPI_RecvData
This function is designed to handle the reception of incoming data on a per-byte basis.
It retrieves data from the input variables (PN_recvContainer) of the PROFINET stack
interface, which have stored the incoming data transferred from the PRU-ICSS via
the PN_APP_IOD_cbDataRead function. The remaining functionality and description
of this function are identical to those of the commonAPI_RecvData function in the
common API for the EtherCAT protocol. Figure 5 illustrates the data flow when this
function is executed.

• CommonAPI_SendData
This function is designed to handle the transmission of outgoing data on a per-byte
basis. It writes the outgoing data value to the output variables (PN_sendContainer) of
the PROFINET stack interface, which store the outgoing data to be transferred to the
PRU-ICSS via the PN_APP_IOD_cbDataWrite function. The remaining functionality
and description of this function are identical to those of the CommonAPI_RecvData
function in the common API for the EtherCAT protocol. Figure 6 illustrates the data
flow when this function is executed.
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Table 2 provides a list of all functions and FreeRTOS tasks developed for the com-
mon API and PROFINET stack interface to enable efficient data communication in the
PROFINET protocol.

Table 2. Functions and FreeRTOS task developed for the common API and stack interface of the
PROFINET protocol.

Layer Function FreeRTOS Task

PROFINET stack interface
PN_APP_IOD_cbDataRead

PN_APP_IOD_cyclicDataTask
PN_APP_IOD_cbDataWrite

Common API

CommonAPI_Init
CommonAPI_Application
CommonAPI_RecvData
CommonAPI_SendData

3.5. EtherNet/IP Integration

Similar to the EtherCAT and PROFINET protocols, the EtherNet/IP physical and link
layers are implemented using TI’s PRU-ICSS along with its PRU firmware. The Ether-
Net/IP slave stack is obtained from the TI’s Industrial Communications SDK for AM243x
(09.02.00.15). To enable seamless operation of the EtherNet/IP protocol through a unified
API, it is necessary to design and implement both a suitable EtherNet/IP stack interface and
a common API. The EtherNet/IP stack interface plays a critical role in facilitating real-time
data exchange, which is achieved by developing a callback function synchronized with
incoming data reception. This synchronization is effectively managed using the FreeRTOS
synchronization mechanism. In the following, we detail the design and implementation of
the stack interface layer and the common API layer for EtherNet/IP integration.

3.5.1. EtherNet/IP Stack Interface Layer

For the EtherNet/IP stack interface, a callback function is implemented to manage
process data communication within an EtherNet/IP slave device. The EtherNet/IP stack
interface processes incoming data from the EtherNet/IP master by storing it from the
PRU-ICSS to the input variables of the stack interface. Conversely, this interface transfers
outgoing data, which are prepared and stored in the output variables of the stack interface
by the application program, back to the PRU-ICSS. Subsequently, the EtherNet/IP link
and physical layer implemented on PRU-ICSS transmits the outgoing data to the Ether-
Net/IP master. In the following, we detail the roles and functionalities of the developed
callback function for the EtherNet/IP stack interface layer, emphasizing their design and
implementation for seamless EtherNet/IP protocol integration.

• EI_APP_GENERIC_DEVICE_run function
This callback function in the EtherNet/IP stack interface is invoked by a PRU-ICSS
interrupt when the PRU-ICSS receives incoming process data from the master. Upon
activation, the function stores the incoming data from the PRU-ICSS into the input
variables (EIP_recvContainer) defined in the stack interface layer. Following this,
the function executes the application program in the common API layer, where the
incoming data are retrieved and processed. The application program then prepares
the outgoing data and stores them in the output variable (EIP_sendContainer), also
defined in the stack interface layer. Subsequently, the function transfers the outgoing
data to the PRU-ICSS, which transmits them to the EtherNet/IP master, ensuring seam-
less real-time communication. The overall function call sequence and the data flow
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managed by the EI_APP_GENERIC_DEVICE_run callback function are illustrated in
Figures 7 and 8.

Layer Function call Data flow

PRU-ICSS

EtherNet/IP
Stack

Interface

Common API

EI_APP_GENERIC_DEVICE_run

CommonAPI_RecvData

Generate an interrupt

Application input variables

(RecvData)

CommonAPI_Application

Input variables

(EIP_recvContainer)

Receive process data

Figure 7. Function call procedure and data flow during the incoming data reception in the Ether-
Net/IP protocol.

Layer Function call Data flow

PRU-ICSS

EtherNet/IP
Stack

Interface

Common API

EI_APP_GENERIC_DEVICE_run

CommonAPI_SendData

Generate an interrupt

Application output variables

(SendData)

CommonAPI_Application

Output variables

(EIP_sendContainer)

Transmit process data

Figure 8. Function call procedure and data flow during the outgoing data transmission in the
EtherNet/IP protocol.

3.5.2. Common API Layer for EtherNet/IP

For the EtherNet/IP common API layer, several functions are implemented to provide
a high-level interface for managing communication and operations within the EtherNet/IP
slave device. These functions facilitate seamless application program development us-
ing the EtherNet/IP protocol stack. The developed API functions simplify process data
exchange and task execution, ensuring efficient and reliable real-time communication.
Notably, these functions are designed to be commonly utilized for the EtherCAT and
PROFINET protocols as well. In the following, we detail the roles and functionalities of the
developed functions for the EtherNet/IP common API layer, emphasizing their design and
implementation for seamless EtherNet/IP protocol integration.

• CommonAPI_Init function
This function initializes the hardware and protocols of the slave device.

• CommonAPI_Application function
This function acts as a wrapper, invoked by the EI_APP_GENERIC_DEVICE_run call-
back function of the EtherNet/IP stack interface layer to execute the slave application
program in the common API layer, as illustrated in Figures 7 and 8.
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• CommonAPI_RecvData function
This function is designed to handle the reception of incoming data on a per-byte basis.
It retrieves data from the input variables (EIP_recvContainer) of the EtherNet/IP stack
interface, which have stored the incoming data transferred from the PRU-ICSS via
the EI_APP_GENERIC_DEVICE_run callback function. The remaining functionality
and description of this function are identical to those of the CommonAPI_RecvData
function in the common API for the EtherCAT protocol. Figure 7 illustrates the data
flow when this function is executed.

• CommonAPI_SendData function
This function is designed to handle the transmission of outgoing data on a per-byte
basis. It writes the outgoing data value to the output variables (EIP_sendContainer)
of the EtherNet/IP stack interface, which store the outgoing data to be transferred
to the PRU-ICSS via the EI_APP_GENERIC_DEVICE_run callback function. The
remaining functionality and description of this function are identical to those of
the CommonAPI_RecvData function in the common API for the EtherCAT protocol.
Figure 8 illustrates the data flow when this function is executed.

Table 3 provides a list of all functions and FreeRTOS tasks developed for the com-
mon API and EtherNet/IP stack interface to enable efficient data communication in the
EtherNet/IP protocol.

Table 3. Callback function developed for the common API and stack interface of the
EtherNet/IP protocol.

Layer Function

EtherNet/IP stack interface EI_APP_GENERIC_DEVICE_run

Common API

CommonAPI_Init
CommonAPI_Application
CommonAPI_RecvData
CommonAPI_SendData

4. Experiments and Results
4.1. Setup

We conduct a series of experiments to evaluate the functionality and reliability of the
developed common API and stack interfaces for three Ethernet-based fieldbus protocols:
EtherCAT, PROFINET, and EtherNet/IP. The experimental setup for the fieldbus network
is built using Beckhoff’s TwinCAT 3.1, running on a Windows PC as the master and a
TI TMDS243EVM board based on the AM2434 MCU as the slave device. The detailed
specifications of the Windows PC used for the master are as follows: Intel Core i9-10900
CPU, 32 GB RAM, Intel UHD Graphics 630, Intel Ethernet Connection I219-V LAN card,
and Windows 10 Pro 64-bit operating system. The configuration of the setup is illustrated
in Figure 9.
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Master (TwinCAT 3.1) Slave

Ethernet

Windows PC TMDS243EVM

Figure 9. Experimental setup for testing the common API and stack interface.

The exchange data structure is configured to handle a total of 64 bytes of protocol
process data, consisting of 32 bytes for transmission and 32 bytes for reception. The 32 bytes
of transmission data, generated by the master and sent to the slave, are divided into eight
4-byte segments labeled as Output1 through Output8. Similarly, the 32 bytes of reception
data, generated by the slave and sent to the master, are divided into eight 4-byte segments
labeled as Input1 through Input8.

To implement this process data structure for each protocol, it is necessary to generate
specific configuration files, including an ESI file for EtherCAT, a GSD file for PROFINET, and
an EDS file for EtherNet/IP. These files encapsulate the process data structure information,
as illustrated in Figures 10–13.

The experimental scenario to validate the developed common API and stack interfaces
is as follows: The master periodically sends eight predetermined 4-byte segments (32 bytes
total) through the transmission process data, Output1 to Output8. The slave receives this
32-byte dataset, processes it, and then returns the same eight 4-byte segments to the master
via the reception process data, Input1 to Input8. Additionally, upon receiving the 32-byte
process data from the master, the slave controls four LED devices on the TMDS243EVM
board to represent the binary state of the first byte of the first received process data segment,
Output1, by turning the LEDs on or off accordingly.

Direction Index Name SubIndex Subname Default Value

Output

(Master to slave)

0x1C12 RxPDO assign - - 0x1601

0x1601
Digital Output

process data mapping

01 SubIndex001 0x7010 01 20

02 SubIndex002 0x7010 02 20

03 SubIndex003 0x7010 03 20

04 SubIndex004 0x7010 04 20

05 SubIndex005 0x7010 05 20

06 SubIndex006 0x7010 06 20

07 SubIndex007 0x7010 07 20

08 SubIndex008 0x7010 08 20

0x7010 Digital Output

01 Output1 0

02 Output2 0

03 Output3 0

04 Output4 0

05 Output5 0

06 Output6 0

07 Output7 0

08 Output8 0

Figure 10. Configuration of EtherCAT output process data mapping in the ESI file.
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Direction Index Name SubIndex Subname Default Value

Input

(Slave to master)

0x1C13 TxPDO assign - - 0x1A00

0x1A00
Digital Input

process data mapping

01 SubIndex001 0x6000 01 20

02 SubIndex002 0x6000 02 20

03 SubIndex003 0x6000 03 20

04 SubIndex004 0x6000 04 20

05 SubIndex005 0x6000 05 20

06 SubIndex006 0x6000 06 20

07 SubIndex007 0x6000 07 20

08 SubIndex008 0x6000 08 20

0x6000 Digital Input

01 Input1 0

02 Input2 0

03 Input3 0

04 Input4 0

05 Input5 0

06 Input6 0

07 Input7 0

08 Input8 0

Figure 11. Configuration of EtherCAT input process data mapping in the ESI file.

Slot Module Subslot Submodule Name Detail

0
PN_CFG_IDD_DAP_MOD_ID

(Device Access Point (DAP) Module)

1 PN_CFG_IDD_DAP_SUB_ID DAP submodule

0x8000 PN_CFG_IDD_DAP_IF_ID
PDEV (Physical Device)

interface

0x8001 PN_CFG_IDD_DAP_P1_ID PDEV port1

0x8002 PN_CFG_IDD_DAP_P2_ID PDEV port2

1
PN_CFG_IDM_MOD_IO_ID

(I/O Data Module)

1 PN_CFG_IDS_IO_IF_ID IO subslot interface

2

PN_CFG_IDS_IO_T4_ID

4-byte input submodule and 

4-byte output submodule 

for each subslot 

(Input1 to Input8, 

Output1 to Output8)

3

4

5

6

7

8

9

Figure 12. Configuration of PROFINET process data mapping in the GSD file.

Class ID Instance ID Attribute ID Attribute Name Detail

0x70 0x01

0x0368 Output1

Output 4-byte attribute

(Master to Slave)

0x0369 Output2

0x036a Output3

0x036b Output4

0x036c Output5

0x036d Output6

0x036e Output7

0x036f Output8

0x0360 Input1

Input 4-byte attribute

(Slave to Master)

0x0361 Input2

0x0362 Input3

0x0363 Input4

0x0364 Input5

0x0365 Input6

0x0366 Input7

0x0367 Input8

Figure 13. Configuration of EtherNet/IP process data mapping in the EDS file.

To realize this experimental scenario, a common application program is developed and
used commonly across all three protocols. The common application program is structured
as a function, as illustrated in Figure 14, and is called by the stack interface whenever
process data are received from the master.
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Application Program Description

void CommonAPI_Application()
{

uint8_t recv = 0;
int i;

• Variables are declared and initialized.

recv = CommonAPI_RecvData(1);
• The first byte of the received process data is returned and stored in the recv

variable.

LedControl(recv);
• The LED light on the board is controlled such that the first byte of the

received process data is displayed in the binary number.

CommonAPI_SendData(recv,1);
• The first byte of the received process data is written to the first byte of the

output variable (sendcontainer) of each stack interface.

for(i=2; i<33; i++)
• The other bytes of the received process data are returned and stored in the

recv variable.

{
recv = CommonAPI_RecvData(i);

• The i-th byte of the received process data is returned and stored in the recv

variable.

CommonAPI_SendData(recv,i);
• The i-th byte of the received process data is written to the i-th byte of the

output variable (sendcontainer) of each stack interface

}
}

Figure 14. Application program developed for implementing the experimental scenario.

4.2. Result

Figures 15 and 16a present the experimental results for the EtherCAT protocol. As
illustrated in Figure 15, the EtherCAT master transmits sequential data to the EtherCAT
slave device, incrementing from 01 to 32 in each byte of the process data, labeled Output1 to
Output8. The slave device receives these process data and returns each value to the master
via the corresponding process data, Input1 to Input8. A comparison of the input and output
process data on the master, as illustrated in Figure 15, confirms that the input and output
data are identical, thereby verifying that the developed common API and stack interface
for EtherCAT operates correctly without error. Additionally, the first byte of Output1 is 01,
and Figure 16a demonstrates that the LED device on the TMDS243EVM displays the binary
representation of 01 as 00012. This LED display further confirms the accurate operation of
the developed API with no observed errors.

Similarly, Figures 17 and 16b present the experimental results for the PROFINET
protocol. As illustrated in Figure 17, the PROFINET master transmits sequential data to
the PROFINET slave device, incrementing from 02 to 33 in each byte of the process data,
labeled Output1 to Output8. The slave device receives these process data and returns each
value to the master via the corresponding process data, Input1 to Input8. A comparison
of the input and output process data on the master, as illustrated in Figure 17, confirms
that the input and output data are identical, thereby verifying that the developed common
API and stack interface for PROFINET operates correctly without error. Additionally,
the first byte of Output1 is 02, and Figure 16b demonstrates that the LED device on the
TMDS243EVM displays the binary representation of 02 as 00102. This LED display further
confirms the accurate operation of the developed common API and stack interface with no
observed errors.
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Figure 15. Data transmitted and received by TwinCAT during the EtherCAT experiment.

(a) (b) (c)

Figure 16. LED status of TMDS243EVM board. (a) During EtherCAT experiment. (b) During
PROFINET experiment. (c) During EtherNet/IP experiment.

Similarly, Figures 18 and 16c present the experimental results for the EtherNet/IP
protocol. As illustrated in Figure 18, the EtherNet/IP master transmits sequential data to
the EtherNet/IP slave device, incrementing from 03 to 34 in each byte of the process data,
labeled Output1 to Output8. The slave device receives these process data and returns each
value to the master via the corresponding process data, Input1 to Input8. A comparison
of the input and output process data on the master, as illustrated in Figure 18, confirms
that the input and output data are identical, thereby verifying that the developed common
API and stack interface for EtherNet/IP operates correctly without error. Additionally,
the first byte of Output1 is 03, and Figure 16c demonstrates that the LED device on the
TMDS243EVM displays the binary representation of 03 as 00112. This LED display further
confirms the accurate operation of the developed common API and stack interface with no
observed errors.

Figure 17. Data transmitted and received by TwinCAT during the PROFINET experiment.
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Figure 18. Data transmitted and received by TwinCAT during the EtherNet/IP experiment.

5. Conclusions
In this study, we present a novel solution to address the challenges of protocol switch-

ing in Ethernet-based fieldbus networks by developing a common API and stack interfaces.
The proposed solution eliminates the need for extensive reprogramming and replace-

ment of protocol stacks and Ethernet drivers when switching the Ethernet-based fieldbus
protocols among EtherCAT, PROFINET, and EtherNet/IP. By leveraging the synchroniza-
tion mechanism of FreeRTOS, the stack interfaces enable seamless real-time data exchange
between the API and the respective protocol stacks.

The developed common API and stack interfaces not only simplify the development of
universally compatible slave device applications but also automate the selection and config-
uration of protocol stacks and Ethernet drivers, further reducing development complexity
and effort. The implementation on TI’s TMDS243EVM board and validation through a field-
bus network demonstrate the solution’s functionality, reliability, and practical applicability.

These findings highlight the potential of the proposed common API and stack inter-
faces to streamline protocol management in Ethernet-based fieldbus networks, significantly
enhancing system flexibility, development efficiency, and cost-effectiveness. The devel-
oped common API currently supports only three protocols—EtherCAT, PROFINET, and
EtherNet/IP—on AM2434 MCU-based embedded platforms. However, future research
could expand this approach to support additional protocols (e.g., POWERLINK, Modbus
TCP, and IO-Link) and MCUs, as well as further optimize performance across diverse
hardware platforms.
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