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Abstract

The integration of the Internet of Things (IoT) has become essential in our daily lives. It
plays a core role in operating our daily infrastructure from energy grids and water distri-
bution systems to healthcare and household devices. However, the rapid growth of IoT
connections exposes our world to various sophisticated cybersecurity threats. Responding
to these potential threats, many security measures have been proposed. The IoT-based
Intrusion Detection System is one of the salient components of the security layer and alerts
security administrators to any suspicious behaviors. In fact, machine learning-based IDS
shows promising results, especially supervised models, but such models require expensive
labelling processes by domain experts. The active learning strategy reduces the annotation
cost and directs experts to label a small set of carefully selected instances. This paper pro-
poses a robust approach called Clustering-based Layered Active Instance REpresentation
(CLAIRE). It involves selecting both representative and informative instances. The former
is selected through three sequential clustering-based layers, while the latter is selected by
the fourth layer that implements an ensemble-based uncertainty mechanism to identify the
most informative instances. Comprehensive evaluation on two well-known IoT datasets,
namely, N-BaloT and CICIoT2023, demonstrates promising results in selecting a small set
of instances that capture the various data distributions of the data even in imbalanced
datasets. We compare the results of the proposed approach with state-of-the-art baselines
that work in the same scope of traditional machine learning.

Keywords: Internet of Things (IoT); Intrusion Detection System (IDS); active learning;
IoT security; clustering

1. Introduction

The Internet of Things (IoT) has become an integral part of our daily lives, extend-
ing into our core infrastructure, such as energy grids, water distribution systems, and
healthcare. Beyond these sectors, IoT has made its way into the home environment, where
many household appliances are now connected and controlled through the Internet [1,2].
A recent study shows that IoT adoption is growing rapidly and is expected to reach about
40.6 billion connections by 2034 [3]. Figure 1 shows this expected growth. Although the
integration of IoT into our daily lives offers significant convenience, it also raises serious
concerns. As more IoT devices become interconnected, cybersecurity challenges are increas-
ing rapidly. IoT systems are widely adopted in both personal and industrial applications,
where they are typically embedded with electronics and sensors that communicate via pub-
lic networks. This connectivity makes them highly vulnerable to a broad spectrum of cyber
threats, including but not limited to Denial-of-Service (DoS), Distributed Denial-of-Service
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(DDoS), and injection attacks. Notably, between 2020 and 2022, there was a dramatic 776%
increase in cyberattacks with bandwidths ranging from 100 Gbps to 400 Gbps, highlighting
the escalating scale and intensity of these threats [4].
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Figure 1. Global IoT connections trend from 2023 to 2034 (in billions).

To mitigate or prevent the potentially evolving risks, we first need to monitor the
behaviors of the system to ensure it operates within expected normal behaviors. However,
in complex and dynamic environments that consist of a large number of components, it is
challenging for human operators and static rule-based techniques to identify the boundaries
between normal and abnormal behaviors. In the literature, machine learning (ML)-based
intrusion detection systems (IDSs) have demonstrated promising results in learning and
differentiating between various behaviors. Therefore, many ML-based IoT IDSs have been
proposed for cybersecurity [5-8]. Nevertheless, the deployment of effective loT-based
IDS solutions faces a number of issues: (i) efficiency and accuracy are among the open
issues. In practice, supervised learning is found to be the best strategy to have robust
IoT-based IDS [9], but labeled data must be available; (ii) the operation of IoT-based IDS
in resource-constrained IoT networks requires small and representative data that capture
most behaviors of the monitored system.

Therefore, active learning techniques are being explored as a potential solution, en-
abling the learning of both highly informative and representative instances from large
datasets, leading to minimal, yet comprehensive, training sets that support lightweight,
real-time, and accurate IoT-based IDSs. In addition, this results in minimizing the sub-
stantial effort required from domain experts to explore large datasets [10-13]. In reality,
the establishment of a small and representative dataset is still a challenging issue. To
efficiently learn such a dataset that captures the various behaviors present in unlabelled
large datasets, we propose the CLAIRE framework that integrates clustering techniques
with an active learning strategy. The novelty of CLAIRE is to integrate efficient clustering
techniques with an active learning strategy to develop an active learning framework that
addresses two open and challenging issues in IoT environments: data imbalance and data
heterogeneity. In other words, this framework works with IoT network traffic, which is by
nature heterogeneous and imbalanced. Moreover, CLAIRE introduces some key advan-
tages over existing methods. Unlike the existing methods that either learn representative or
informative instances, the proposed approach works on both simultaneously. Moreover, the
existing methods start their learning process by randomly selecting instances that are used
as a seed for the learning process. In fact, if the seed is drawn from a limited distribution,
the learning process may fail to learn instances that reflect the full diversity of the dataset.
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As illustrated in Figure 2, this framework involves four layers. The first three layers fo-
cus on learning representative instances that provide a strong initial seed for the subsequent
informative learning phase. In the first layer, we propose a Various-Widths Clustering
(VWC) technique [14] that is fast and efficient in partitioning unlabelled data into micro-
clusters. Each resultant cluster is assumed to have instances that exhibit the same behaviors
and distributions. Subsequently, this produces a large number of micro-clusters. How-
ever, the main goal of this study is to obtain a small set of representative instances that fit
within realistic expert annotation budgets. Therefore, we propose a condensation clustering
process based on the Expectation-Maximization (EM) algorithm to further condense the
instances generated by the first layer into a more compact representation while preserving
their overall representativeness. Thus far, the resultant set is still beyond the targeted bud-
get. Thus, we propose a sampling strategy that maximizes the dispersion of the selected,
truly representative instances. Up to this point, we have efficiently selected the initial and
representative seeds used for the last layer, which is responsible for learning informative
instances that maximize model performance. This framework provides complementary
stages for IoT-based IDS, from pre-processing to monitoring. The results demonstrate
promising performance of the proposed approach, achieving nearly optimal results on
two well-known and widely used benchmark datasets. Interestingly, the approach demon-
strates efficient outcomes on the imbalanced data when compared to state-of-the-art active
learning baselines.

————————————————— Offline Labelling Process -—------——-—-——————-
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Figure 2. CLAIRE framework architecture showing the main components from unlabelled IoT traffic
to IoT-based IDS.

The rest of this paper is organized as follows. Section 2 provides the related work on
active learning techniques and IoT intrusion detection systems. We formulate the proposed
CLAIRE approach and provide an effective solution to the active learning challenges in
IoT environments in Section 3. Sections 4 and 5 present the comprehensive experimental
evaluation, including dataset descriptions, baseline methods, performance metrics, and
detailed analysis of results across various imbalanced scenarios. Finally, Section 6 presents
the conclusion and future research directions.
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2. Related Work

Active learning is a practical way to cut annotation effort and cost in machine learning.
Instead of labelling an entire corpus, the learner targets examples that are likely to add the
most value to the model. The goal is to approach the performance of a fully supervised
system while using far fewer labeled instances. This matters in domains where labels are
expensive or must be created under constraints, such as intrusion detection systems (IDS)
for resource-limited settings. By narrowing the training set to the most informative samples,
active learning becomes a feasible alternative to exhaustive labelling [15].

Standard formulations of active learning are usually grouped into three strategies, each
differing in how candidates for labelling are chosen. Membership Query Synthesis [16]
asks the model to generate synthetic examples and then obtains expert labels; while
potentially informative, it is rarely adopted in practice because producing realistic samples
is difficult [17]. Stream-Based Selective Sampling [18] considers items as they arrive and
decides on the fly whether to request a label, which suits sensor streams and other online
scenarios. Pool-Based Sampling [19], the most common in applied work, starts from a fixed
pool of unlabelled data and selects the most informative items for annotation, often guided
by uncertainty sampling or query-by-committee. This last approach tends to balance
practicality and effectiveness in real deployments.

Tharwat and Schenck [20] describe an active learning scheme organized in two stages
to address class imbalance. Starting from the exploratory stage, candidate points are
selected using Balanced Exploration (BE) and three Latin Hypercube variants (LHCE-I,
LHCE-II, and LHCE-III), with deliberate emphasis on minority classes. The following
exploitation phase identifies uncertain regions near decision boundaries by calculating
vote entropy from an ensemble of classifiers. Within those regions, candidate points
are generated through Particle Swarm Optimization (PSO) and matched to the closest
real, unlabelled samples for annotation. This approach balances class coverage with
informativeness, resulting in realistic instances that are suitable for labelling.

Unlike traditional uncertainty sampling methods such as entropy-based or margin-
based approaches, which select instances the model is most uncertain about and then
evaluate performance using overall classification accuracy after annotation, Wang et al. [21]
have proposed an active learning technique called Uncertainty Sampling via Maximizing
Expected Average Precision (USAP), which shifts the sampling strategy from local uncer-
tainty to global ranking impact. This is achieved by modelling the unknown true labels
of all unlabelled instances as Bernoulli random variables, allowing the model to simulate
possible label configurations. In other words, the model asks the following question: Which
instance, if labeled, would most improve the model’s ability to rank all other instances
correctly? This strategy is more efficient when ranking consistency often matters more than
aggregate classification accuracy.

Lu et al. [22] proposed a family of algorithms that apply the Passive-Aggressive update
rule to learn from labeled instances selected through a margin-based querying strategy.
This is performed by exploiting both misclassified and low-confidence correctly classified
instances, using the prediction margin to guide both the label querying process and model
updates. Similarly, Qin et al. [23] adapted a margin-based strategy in their sampling
method. They employed a “best-versus-second-best” margin approach, which calculates
the uncertainty of an instance by taking the difference between the two largest posterior
probabilities. In this approach, similarity and uncertainty measures for all the unlabelled
instances are calculated in the current batch.

Cacciarelli et al. [24] proposed a stream-based active learning approach that collects in-
stances sequentially. This approach uses Mahalanobis distance to calculate the dissimilarity
between unlabelled instances and those in the training dataset. This calculation indicates
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the informativeness scores. Afterwards, any instance that has an informativeness score
exceeding the defined threshold, which is the Upper Control Limit (UCL), is selected to be
labeled. This predefined threshold is learned from historical data. The authors claim this
approach can work in real-time for labelling.

In this work [25], an approach called QUIRE is proposed. This approach takes into
account both informative and representative instances. For informativeness, the method
selects instances about which the current model is most uncertain, while for representa-
tiveness, it identifies instances that are strongly connected or highly similar to many other
unlabelled instances. In this process, the cluster structure of unlabelled instances and
class assignments of labeled examples are taken into account. In essence, a representative
instance is one that lies in a dense region of the unlabelled pool and shares high similarity
with a large portion of the data. Although the proposed approach shows promise, it may
suffer from computational complexity when applied to large datasets, and it relies on
simplifying assumptions such as the use of a quadratic loss function and the manifold
structure of data.

Ash et al. [26] propose an active learning approach based on a process that begins by
randomly selecting a small set of unlabelled instances to be labeled. The performance of
the model heavily depends on this initial labeled set. A neural network is then trained
using these labeled examples. After that, the model predicts labels for all remaining
unlabelled data, and for each example, a gradient vector is computed based on the model’s
prediction. The gradient vectors—often termed gradient embeddings—summarize the
model’s uncertainty; larger magnitudes typically signal greater doubt. To avoid selecting
many near-duplicates, the algorithm clusters these vectors with k-means++ and then
chooses representatives from different clusters. This maintains both uncertainty and
diversity in the queried batch and reduces redundancy during labelling.

Flesca et al. [27] introduce an active learning framework that looks beyond informa-
tiveness or representativeness in isolation and instead prioritizes examples expected to
most improve downstream performance once labeled. The procedure starts by training a
deep neural network (DNN) on a small, randomly labeled seed set. A lightweight predic-
tive model is then fit to estimate the impact of adding a new label, using gradient-based
signals as features. That model scores unlabelled candidates so later iterations can target
points predicted to deliver the largest benefit. A practical consideration is the seed set: if
the initial labels are narrow or unrepresentative, the regressor may generalize poorly and
fail to highlight the most useful instances.

Soltani et al. [28] present an approach built on a graph-based active learning strategy,
where deep learning is adapted to the active learning process. A subset of the data is
randomly selected for initial labelling, and a neural network model is trained on this
small seed. This trained model is then used to evaluate the remaining unlabelled data and
produce probability scores. These scores are fed into a graph-based method that identifies
selectable segments, which are the regions between samples of different classes. From
these selectable segments, the algorithm chooses the middle sample to label, assuming it
carries the most informative value. The model is retrained after each iteration with the
updated labeled dataset. However, this retraining step is computationally expensive and
time-consuming, and the quality of the entire process heavily depends on the initial seed.

Halder et al. [29] propose a stream-based active learning framework that operates in
hierarchical clustering to identify representative instances that are labeled by an annotator
and used to train an ensemble classifier, then continuously evaluating new instances and
requesting labels for uncertain ones. The system periodically performs clustering on newly
collected instances to update the ensemble. However, its effectiveness depends on selecting
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truly representative instances during clustering, as poor initial selection may lead to weak
prediction performance.

Although current active learning methods have shown promise, notable gaps remain.
A frequent shortcoming is the difficulty of choosing samples that are both highly informa-
tive for the decision boundary and genuinely representative of the underlying distribution,
which weakens coverage and can bias learning toward a narrow slice of the data. Methods
that emphasize uncertainty alone often over-sample ambiguous but redundant points,
while approaches centred on representativeness may ignore rare yet decisive regions. Class
imbalance adds a second, persistent complication. In many real IoT security datasets, a few
majority classes dominate and minority classes appear only sparsely, sometimes with differ-
ent feature scales or noise levels. Under these conditions, common selection rules struggle
to discover and retain minority classes, batch selection can drift toward the majority, and
performance becomes sensitive to the initial labeled set and the label budget. Together,
these factors make it harder to explore the full label space and to prioritize examples that
materially improve learning, limiting the ability to obtain a model that is both robust and
balanced. Furthermore, their performance heavily depends on the quality of the initial
labeled sets. Therefore, this study addresses these limitations by proposing an efficient
active learning approach that simultaneously identifies small, highly informative, and truly
representative instances from large training datasets, ultimately leading to the development
of efficient and robust IoT-based IDSs.

3. The Proposed Approach

In the proposed CLAIRE, we assume that the data generated by the IoT environment
is entirely unlabelled. As illustrated in Figure 2, the offline process consists of two parts.
The first part is responsible for learning the representative instances based on three layers,
where the first two layers are based on clustering techniques, while the third layer employs
a dispersion-maximizing sampling technique. The second part is accountable for obtaining
the informative instances. CLAIRE is designed for offline labelling process at edge gate-
ways, not for direct execution on resource-constrained IoT devices. Upon completion of the
offline process, a small set of annotated (labeled) representative and informative instances
is obtained, which is then used to build a lightweight intrusion detection model to monitor
the IoT environment. Formally, we denote this unlabelled dataset astf = {x1,x2,..., X},
where each x; is a feature vector in a d-dimensional space. Since the data are generated
in a raw form and inherently unlabelled, there is no explicit label for each observation.
Moreover, we have no prior knowledge regarding their distribution, potential imbalance,
or the possible number of class labels (or behaviors). The proposed approach focuses on
identifying informative and representative observations from /. In the first three layers,
CLAIRE selects diverse and representative observations to capture the overall distribution
and variety of the data. This ensures that the chosen observations are not biased toward a
specific distribution or restricted to certain regions of the feature space. In the fourth layer,
the most informative observations are identified based on representative data obtained in
the previous layers after labelling by experts or an oracle. A comprehensive description
and formulation of these layers are provided in the following sections.

3.1. First Layer: Various-Widths Clustering

As stated, there is no prior knowledge about learning data that were produced. There-
fore, we aim to partition the data into micro-clusters, each containing observations that are
closely related or exhibit the same behaviors and distribution. Consequently, we adopt an
efficient various-width clustering algorithm called VWC [14], which is computationally
efficient in clustering data into thousands of micro-clusters while accounting for various
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data distributions. VWC involves two steps. First, it partitions the data based on a global
width (or radius) learned from the learning data. Next, any cluster exceeding the user-
defined size threshold smax is repartitioned using a refined radius derived from the cluster
itself, rather than from the entire data. This process repeats until all clusters meet the
predefined size requirement. Subsequently, a merging step is performed: if any cluster is
entirely contained within another, it is merged back into its parent cluster. These iterative
partitioning and merging procedures yield well-distributed, compact, and well-separated
clusters. For more details about this algorithm, please refer to [14]. Let C = {Cy,Cy,...,Ck}
be the set of clusters produced by VWC, and let smax be the predefined maximum size
for each cluster. The resulting clusters satisfy: U]K:1 Ci=U, CNCi=g fori#jand
ICi| < smax forallj=1,...,K.

Figure 3 provides a two-dimensional example of how the algorithm constructs clusters.
Some clusters are dense, whereas others are sparse, yet all instances within a given cluster
share a similar level of sparsity. This method is particularly efficient for high-dimensional
data exhibiting varying distributions. The basic idea of VWC is to group observations
that share similar distributions and behaviors, thereby increasing the likelihood of label
consistency within each group (or cluster). In other words, we aim to cluster the instances
into groups based on their specific distributional characteristics, even if multiple micro-
clusters correspond to the same behaviors (or class label). A cluster in which all instances
share the same behaviors is assumed to be a pure cluster, and it is critical for selecting the
most suitable representatives, as it ensures that the representative accurately reflects the
underlying behaviors. The purity of a cluster is defined by the presence or absence of class
labels as follows:

Figure 3. Output of the Various-Widths Clustering algorithm showing efficient partitioning of high-
dimensional data into micro-clusters. Each cluster groups observations with similar distributions
and behaviors to maximize label consistency within groups.

Definition 1 (Label-Pure Cluster). Let C = {Cy,...,Ck} bea set of clusters, where each cluster
Cy contains a subset of instances, and let ) be the set of possible class labels. A cluster Cy is
label-pure if all its instances share the same label y € Y. The purity of a cluster Cy is defined as
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Purity(Cy) = mﬁgikl‘cmll, where |Cy| is the total number of instances in Cy and max;cy |Cy N1
is the number of instances in Cy from the most frequent class. The overall purity score (OPS) is
calculated as OPS = % Zle |Cx| - Purity(Cy), where N is the total number of instances. This

score ranges from 0 to 1, with higher values indicating purer clusters.

Definition 2 (Low-Variance Cluster). Let C = {Cy,...,Ck} be the set of clusters produced
by VWC. For each numeric attribute j = 1,..., M, define the mean Xy ; = |C17k| Yiec, Xij and

2
the variance Var(xy;) = |é—k‘ Yiec, (xi/j - Xk,j) . The variance of cluster Cy is then given by
Var(Cy) = ﬁ E]-Ail Var(xy,j), and the overall variance score (OV'S) for all clusters C is calculated
as OVS = & YK | |Ck| - Var(Cy), where N is the total number of data points.

Figure 4 demonstrates the relationship between the large number of partitioned clus-
ters and the overall purity of the label and the low-variance scores. While a mathematical
proof is beyond the scope of this discussion, these experimental results give an indication
that when data are partitioned into very micro clusters, it is grouped into more homoge-
neous groups. From this empirical result, the overall variance score of the clusters can be
utilized as a promising metric to set the appropriate value of the cluster size threshold of
the proposed clustering method VWC to partition unlabelled data.

—e— Qverall Purity Score —s— Qverall Variance Score

0.998 1 L 0.00012
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Total Number of Clusters Generated

Figure 4. Cluster count versus OPS and OVS for VWC algorithm applied to CICIoT2023 dataset.
Higher cluster numbers yield increased purity and decreased variance, indicating more homogeneous
groupings. This also shows that VWC is able to produce well-compacted clusters.

In this layer, each cluster Cy is represented by its medoid 1, defined as the point that
minimizes the sum of dissimilarities to all other points in the cluster.

my = arg min d(x;,x;), 1

k gxiECka (x; ]) 1)

j

where d(x;, x;) is the dissimilarity measure (e.g., Euclidean distance) between points x; and
x;. The medoids form an intermediate dataset Dyyeq = {my, ..., mg}, which serves as the
input for the second layer. Algorithm 1 presents the Various-Width Clustering process
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that partitions the unlabelled dataset into micro-clusters and extracts the medoid from
each cluster.

Algorithm 1: Layer 1: Various-Width Clustering (VWC)

Input: U/: unlabelled dataset, Smax: maximum cluster size threshold
Output: D q: set of cluster medoids
// Initially assuming the whole dataset as a cluster
2 Initialize queue Q < {U};
4 Initialize final clusters C <+ @;
// Iterative partitioning until all clusters <=Smax

6 while Q # @ do

8 C <+ dequeue from Q;
10 if |C| < Smax then
// Cluster <= spux, keep it
12 Add CtoC;
14 else
// Cluster size >Smax, split using VWC [14]
16 Learn width w from variance of C;
18 Partition C using VWC with width w — {C3,Cy, ..., Ci};
20 foreach sub-cluster C; do
22 L Enqueue C; to Q // Re-process each sub-cluster

// Get medoid from each cluster (Equation (1))
24 Initialize Dypeq ¢ ©;
26 foreach cluster C; € C do
28 Compute medoid m; using Equation (1);
L Add m; to Ded;

32 return Dy qq4;

3.2. Second Layer: Medoid Refinement

This layer must come sequentially after the first one, as depicted in Figure 2. It only
works on generated medoids from all clusters. The key point of this layer is to further
reduce the medoids into a more compact representation while preserving their overall
representativeness. To achieve this, we adapt the Expectation-Maximization (EM) algorithm
due to its capability of dealing with non-spherical cluster shapes and varying densities,
which may exist when condensing thousands of medoids into a smaller space, ensuring
robust and meaningful clustering results. Although EM may not be feasible on very large
datasets, this issue might not be inherited in this layer since it is applied on the generated
medoids that consist of a very small portion of the dataset.

Let 0 represent the cluster parameters, including the mean y; and covariance X
for each cluster k. The EM procedure iteratively optimizes 6 and assigns instances to
clusters based on their likelihood. The E-step computes the expected cluster assignments
(Equation (2)): better compactness. The large blank space is not necessary.

P(xi | zi = k,0) P(zi = k)

P(zi =k | x;,0) = ; = 2
(zi = K 0) Y P(xi | 2= j,0) P(zi = j) @

where z; is the cluster assignment for an instance x;, and K is the total number of clusters.

The M-step updates the parameters 6 to maximize the data likelihood (Equation (3)):

n K

6 = arg max Y. ) P(zi=k|x;6)log {P(x,»,zi =k| 9)} (3)
i=1k=1
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After performing EM refinement, we compute the variance o7 for each cluster Cy.
Consider a cluster Cy containing |C| instances, where each instance x; is characterized by
M numeric attributes x;1, ..., x; p. For each attribute j € {1,..., M}, we define the mean
and variance of the attribute within the cluster as follows:

1
b= o L % @
i = T 2,
> 1 . 2 5
%% = ¢ Z(xz,]_yk,j) . ©)
| k|ieCk

Here, jy ; represents the mean of the j-th attribute for cluster Cy, and (7,%, j denotes the
variance of the j-th attribute within the cluster. The overall variance of cluster Cy, denoted
as 07, is calculated by averaging the attribute-specific variances (7,%, i

1 M
o = i Z; a,%,]- (variance of cluster Cy) (6)
=

As illustrated in Figure 5, the resulting clusters are categorized into three groups
based on their variance profiles, a, B, and 1, corresponding to high (¢ > Thigh), moderate
(Tiow < 0F < Thigh), and low (07 < Tjoy,) variance, respectively. The variance thresholds
Thigh and Ty can be estimated using the separation ratio (SR = p4/i4) as a heuristic,
where y, and i, represent the mean variance of high-variance and low-variance groups,
respectively, which measures the distinction between these groups. Therefore, any values
of Thigh and Tjoy that show higher separation ratios are selected as appropriate thresholds
that discriminate high, medium, and low clusters in their overall variance scores. For
example, high-variance « clusters exhibit considerable diversity, so all their instances are
retained to preserve essential variability, forming D, = g, Cx. Conversely, low-variance
7 clusters are highly homogeneous, so each cluster is represented by its medoid m, yielding
D, = { my | k € v}. Clusters in g have moderate variance and undergo a second round
of clustering, subdividing each Cy into {C1, ..., Ck,Lk} (e.g., via EM). We then collect the
medoids of these sub-clusters to form Dg = { my; [k € B, | =1,...,L;}.

Variance scores

Figure 5. o, B,y — Areas of clusters with low, moderate, and high variance, respectively.

Ultimately, the outcome of this layer is more compact and condensed data, denoted
as Dfinat = Do U Dg U D, This data Dy, forms a compact and small dataset and is
assumed to preserve the characteristics and various distributions of the original data.
The steps of this layer are formalized in Algorithm 2. Although this procedure provides
a condensed representation, our goal is to further reduce its size while preserving its
representativeness, as our main objective is to facilitate labelling with minimal expert
involvement. Hence, in the next section, we will discuss the third layer, which selects the
final representative instances.
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Algorithm 2: Layer 2: EM-based Medoid Refinement

Input: D,eq: medoid set from Algorithm 1,
Tiow, Thigh: Variance thresholds (determined by separation ratio SR = s/ i)
Output: Dy, : refined representative set
// Apply EM clustering to medoids (Equations (2) and (3))
2 Apply EM clustering to Dyeq — {C1,...,Cn};
4 Initialize D, < @, Dg < @, Dy < O;
// Categorize clusters by variance into three categories (Figure 5)
6 foreach cluster C; do
8 Compute cluster variance o7 using Equation (6);
10 | if 07 > Ty, then
// High variance a: heterogeneous cluster, keep all instances
12 Dy ¢ Dy UCy;

14

[¢]

Ise if 07 < Ty, then
// Low variance 7: homogeneous cluster, keep medoid only

16 Compute medoid my using Equation (1);
18 Dy < Dy U {my};
20 else
// Moderate variance ff: subdivide and extract medoids
22 Subdivide Cy into {Cy 1, ..., Cyr, } using EM;
24 foreach sub-cluster Cy; do
26 Compute medoid m ; using Equation (1);
28 L Dﬁ “— D,B U {mk,l}/'

// Termination: All clusters categorized based on variance
thresholds
// Combine all refined instances from the three categories
30 Dfirlal +~ D,U Dﬂ U Dry,‘
32 return D 1;

3.3. Third Layer: Sampling

In this section, we present the final stage of selecting representative instances from
a processed dataset. Let Dy = {x1,%2,...,%,} denote the dataset obtained from the
second layer’s clustering process (e.g., EM), where 7 is the total number of instances and
each x; is a d-dimensional vector. Our goal is to select a subset S = {s1, 52, ...,5¢} C Dfinal
of k representative instances (k < n), where each sj corresponds to one of the original d-
dimensional vectors x;. The selection criterion maximizes the dispersion between instances
in 5, measured using the Manhattan (L;) distance metric. This is because it directly
aligns with the layer-2 clustering process that emphasizes attribute-level variance and also
harmonizes with the variance-based optimization criteria used in the EM-based clustering.
For each candidate instance s; € D, \ S, its minimum distance to the current set S is
computed using

d
Amin(8i,S) = IS?EH,; dr, (si,sj) = Isljﬂelrsl m;l |Sim — Sjml 7)
st =arg max dmin(s;,S), t=2,...,k 8)

8i€Dfinat\S
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This maximum-minimum criterion greedily selects the candidate instances that is
farthest—in terms of L; distance—from all instances already in S.

We implement this selection procedure as follows. First, randomly pick s; € Dgna
and initialize S = {s1}. Next, fort = 2,...,k, for each s; € Dgp, \ S we update the set S by
setting S <— S U {s;}, and this process continues until k instances have been selected.

Having determined a subset S of k representative instances through the previous
layers, we now establish these instances as the initial “seed” for the subsequent active
learning stage. This seed, defined by the user-chosen parameter k, where a larger k improves
representation in the feature space by increasing diversity, improving the robustness of the
initial active learning model. By labelling this representative seed with the help of domain
experts (or an oracle), the active learning procedure gains a strong foundation to further
identify “informative” instances, i.e., those whose labels are most valuable for refining the
model. In this way, the final dataset emerges as both representative (owing to the clustering-
driven selection) and informative. In the following section, we will discuss how we learn
the informative instances for which the model is least confident. Algorithm 3 describes
how the process of dispersion-based sampling process works step by step.

Algorithm 3: Layer 3: Dispersion-Based Sampling

Input: Dgy,): refined set from Algorithm 2, k: sample size
Output: £: initial labeled seed set
// Initialize with random starting instance
2 Randomly select s; € Dgnal;
4 Initialize S < {s1};
// Greedy selection to maximize dispersion using Manhattan (Lq)
distance
6 fort =2tokdo
8 foreach s; € Dgpq \ S do
// Compute minimum distance to current selected set using
Equation (7)
10 Compute dmin (s;, S) using Equation (7);
// Select instance farthest from all currently selected instances
using Equation (8)
12 s¢ < select using Equation (8);
14 | S+ SU{st};

// Termination: &k maximally dispersed instances selected

// Query oracle for labels to create initial seed for Layer 4
16 Query oracle for labels of S, producing £ < S;
18 return L;

3.4. Fourth Layer: Informative Learning

Building on the initial seed S derived from the first three layers to ensure representa-
tiveness, we now shift our focus to the fourth layer, which pursues informative learning. In
this layer, the labeled seed S, determined through the previous three layers and annotated
by domain experts (or an oracle), serves as the initial labeled set for informative learning.

We propose an ensemble learning technique through which an uncertainty score for
each unlabeled data instance is calculated. First, we train an ensemble of M classifiers. Let
L denote the current labeled set at iteration ¢, and let I/ be the unlabeled pool. For every
unlabeled instance x € U/, the ensemble’s average class probability distribution is used to
compute an entropy measure of uncertainty as follows:
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M
xlog(F 3 P (k%)) ©
m=1

where K represents the total number of classes, and P,gf ) (k | x) is the probability score that
is assigned to class k by the m-th classifier at iteration ¢t. Higher values of H;(x) imply
greater predictive uncertainty in the ensemble’s consensus. We sort the instances based
on their entropy scores and top instances are selected as informative ones. Then they are
annotated by an expert and added to £;. Through this iterative process, the model focuses
on learning the informative instances allocated in challenging regions of the feature space.
The procedure terminates once a predefined labelling budget is exhausted. The result is a
final labeled dataset that has representative instances (from Layers 1-3) and informative
ones (from this layer 4). This final dataset £; is assumed to be a small and compact dataset
that preserves the characteristics and various distributions of the original dataset. Moreover,
it is expected to be reliable for producing accurate and lightweight classification models for
IoT environments. The following Algorithm 4 describes in detail how the ensemble-based
uncertainty active learning process is performed in the proposed approach.

Algorithm 4: Layer 4: Ensemble-Based Uncertainty Sampling

Input: £: initial seed from Algorithm 3, /: unlabeled dataset,
B: labelling budget, M: ensemble size, b: batch size
Output: £: final labeled dataset
// Iterative batch-based uncertainty sampling to identify
informative instances
2 while |£| < Band U \ L # @ do
// Train ensemble of M classifiers on current labeled set
4 Train ensemble {hy, ..., hp} on L;
// Compute entropy-based uncertainty for each unlabeled instance
6 | foreachx el \ Ldo
8 Compute average probability P(k|x) across ensemble for all classes k;
10 L Compute entropy H(x) using Equation (9);
// Select batch of instances with highest uncertainty (top-b
maximum entropy)
12 | Select top b instances: B < {x7,...,x}} with highest H(x);
// Query oracle for batch labels and add to training set
14 Query oracle for labels of all x € B;
16 L+ LUB;

// Termination: Budget exhausted (|£| > B) or no unlabeled
instances remain
18 return L;

4. Experimental Evaluation
4.1. Dataset Description

We evaluated CLAIRE with two well-known IoT datasets: N-BaloT [30] and CI-
ClIoT2023 [31]. The authors of these datasets made them available for research and testing
purposes to detect intrusions in IoT systems. We used each dataset in its original form,
without changing any of the features. N-BaloT has network traffic from nine industrial IoT
devices that were infected by the Mirai and BASHLITE botnets, whereas CICIoT2023 con-
tains traffic from 105 IoT devices set up in a lab to emulate real-world conditions. Originally,
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both datasets, N-BaloT and CICIoT2023, contain millions of instances, each with a different
number of features and class labels. From each dataset, we sampled training and testing
subsets with no overlap to prevent overfitting. Furthermore, we created three variants (V1,
V2, V3) for each dataset with different class imbalance ratios in the training data, while
maintaining the same independent testing set for consistent evaluation. From N-BaloT, we
created three variants with different distributions of class labels, namely, NB-V1, NB-V2,
and NB-V3. NB-V1 is sampled while maintaining the original class ratios, and for NB-V2
and NB-V3, we modified their class distributions to enable comprehensive evaluations on
imbalanced data, not specifically with a certain attack type. Table 1 shows the configuration
of this dataset. Similarly, we follow the same approach for CICI0T2023, yielding CIC-V1,
CIC-V2, and CIC-V3, with distributions described in Table 2. This evaluation demonstrates
the performance of the proposed CLAIRE across a range of class-imbalanced data with
different attack types. In this evaluation, we use non-overlapping testing datasets that were

not exposed during training. This assesses how well the proposed CLAIRE generalizes to
new, unseen cases.

Table 1. Class distribution across N-BaloT variants and testing dataset.

Data Sets

Class Label

NB-V1 NB-V2 NB-V3 Test Set
normal 29.53% 50.79% 0.26% 29.53%
tep 22.61% 38.89% 0.26% 22.61%
combo 18.50% 0.19% 43.49% 18.50%
junk 17.35% 0.19% 40.79% 17.35%
udp 6.35% 0.19% 14.93% 6.35%
scan 5.66% 9.74% 0.26% 5.66%
Total Instances 893,633 519,551 380,082 382,986

All datasets contain 115 features

Table 2. Class distribution across CICIoT2023 variants and testing dataset.

Data Sets

Class Label

CIC-V1 CIC-V2 CIC-V3 Test Set
DDoS 69.64% 73.92% 2.02% 69.64%
DoS 16.66% 17.68% 2.02% 16.66%
Mirai 5.24% 5.56% 2.02% 5.24%
Recon 3.16% 0.19% 35.11% 3.16%
BenignTraffic 2.18% 0.19% 24.24% 2.18%
Spoofing 1.87% 1.98% 20.76% 1.87%
Web-based 0.99% 0.19% 10.95% 0.99%
Brute Force 0.26% 0.28% 2.88% 0.26%
Total Instances 549,639 517,837 49,504 235,559

All datasets contain 46 features

4.2. The Baseline Methods

As the scope of this study focuses only on traditional machine learning techniques for
active learning, we compare the proposed approach with the following established active
learning techniques aligned with this paradigm: (i) MARGIN sampling method [32], which
selects instances closest to the decision boundary by measuring the difference between the
two largest posterior probabilities; (ii) the USAP [21] approach, which maximizes expected
average precision by modeling unknown labels as Bernoulli random variables; (iii) Bal-
anced Exploration (BE) and Latin-Hypercube Sampling variants (LHCE-I, LHCE-IIL, and
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LHCE-III) [20], where BE employs a two-phase framework using ensemble classifiers with
vote entropy to prioritize minority class instances, while the LHCE variants focus on in-
stances near decision boundaries using ensemble-based uncertainty quantification for class
imbalance (among the LHCE variants, we specifically chose LHCEIII as it demonstrated
the best performance in handling class imbalance scenarios); and (iv) RAND sampling,
which serves as a fundamental baseline by randomly selecting instances without any
intelligent strategy.

4.3. Experimental Settings

In this evaluation, we configured the baseline methods with their default values.
With respect to the proposed approach, we set the following configurations: The key
parameter in the first layer is the cluster size threshold smax, which is set to 1000. This
choice was guided by the OVS analysis, as shown in Figure 4. Through the experiment,
we found that slight variations around this value had minimal impact on OVS, indicating
that this parameter is not highly sensitive. In the second layer, the variance thresholds T,
and Tj;gh are determined using the separation ratio (SR) heuristic to categorize clusters
into low, moderate, and high variance groups. The third layer is based on a sampling
process that selects representative instances by maximizing the dispersion between those
instances, and the user can set the desired number of instances. The last layer is based
on an ensemble approach that utilizes two classifiers, namely J48 and Random Forest,
where the final uncertainty decision is based on the average prediction entropy computed
across the ensemble members. For classification training and testing, four classifiers are
used: J48 [33], Naive Bayes [34], k-Nearest Neighbors [35], and RandomForest [36]. Their
classification results are averaged across all four classifiers to provide a comprehensive
performance assessment.

5. Results and Discussion

In this section, we compare CLAIRE with five active learning baselines using two
complementary evaluations. The former examines label coverage by checking the capa-
bility of an active learning method in exploring all existing behaviors (e.g., normal or any
type of attack instances). The latter evaluates generalization on a held-out test set using
three standard measures: macro-Precision, macro-Recall, and macro-F-measure to evaluate
how the actively learned instances capture the characteristics and the various distributions
of the original data. In other words, it evaluates the accuracy of the classification model in
classifying the unseen testing dataset when trained on this learned data. In this evaluation,
we only demonstrate the macro-averaging, which gives every class equal weight regardless
of frequency, ensuring that class labels with large portions will not dominate the classifi-
cation accuracy results. For detailed mathematical definitions of these standard metrics,
commonly applied in intrusion detection studies, readers may refer to [37].

5.1. Class Discovery

In fact, raw IoT data is unlabeled data, which may have various types of behaviors,
namely normal or abnormal. And the abnormal can come with many types of attack.
Therefore, to build robust supervised IoT-based IDS, the model must be trained on all
behaviors. As previously discussed, the active learning approach is considered one of the
solid techniques to select the most representative and informative instances that represent
the whole behaviors of the systems. The fundamental challenge is to discover or select
all attack types. Existing active learning methods rely on random initialization of the
first initial seed, and this can only draw instances from the major or dominant behaviors
(attack types). Thus, minority classes, which may represent new or zero-day attacks, may be
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missed in the discovery process. In this evaluation, we compare CLAIRE with the baselines
on class label coverage (CCR). The metric CCR serves as the principal indicator and is
used to determine whether the actively selected set spans the full label space. In active
learning, coverage is critical because the learner should encounter at least one instance from
every class to establish reliable decision boundaries. When coverage is high, the model
gains broad access to training evidence and tends to be more robust across classes. If any
label is absent from the selected set, the model cannot learn that class due to the lack of
training examples.

In this context, ICL refers to the count of unique labels observed among the selected
instances during active learning, whereas TCL denotes the total number of unique labels
present in the source dataset as a whole. CCR treats all labels equally and focuses on
coverage rather than per-class accuracy. The metric is defined as follows:

ICL
CCR = TCL

By definition, 0 < CCR < 1. A value of 1 means complete coverage, with at least
one instance from every class. A CCR below 1 implies missing class labels, which makes
the selected subset less representative of the complete dataset.

As shown in Table 3, the CIC variants, DDoS and DoS dominate CIC-V1 and CIC-V2
at 86% and 92%, while minority categories such as Web-based and Brute Force attacks
each account for less than 1% of the data. Even under this pronounced skew, CLAIRE
achieves a CCR of 1.00 for every labelling budget in both CIC-V1 and CIC-V2 with only
one instance of 0.88 at 30 labeled instances in CIC-V2. In contrast, baseline methods struggle
significantly: BE achieves 1.00 only at higher budgets starting from 200 instances in CIC-V1
and 250 instances in CIC-V2, LHCEIII shows poor performance with maximum scores
of 0.75 in CIC-V1 and 0.88 in CIC-V2, MARGIN reaches 1.00 inconsistently, and USAP
demonstrates high volatility with scores fluctuating between 0.38 and 1.00. Similarly, on the
CIC-V3 dataset, the proposed CLAIRE approach demonstrates strong performance across
all budgets except for 30 and 50 instances. However, it still shows satisfactory results of
0.88 for both budgets. On the other hand, the baseline models behave less predictably. As
can be seen, RAND achieves a CCR of 1.00 when sufficient labeled instances are available.
MARGIN performs well overall, although it exhibits fluctuating results. LHCEIII also
reaches 1.00 for higher budgets, except at 300 instances where it shows 0.88. In contrast,
USAP and BE demonstrate lower performance compared to all other methods.

In a similar manner, Table 4 shows the evaluation on NB dataset variants. As can be
seen, results further demonstrating that CLAIRE is still promising on all variants NB-V1
with relatively balanced distribution, NB-V2 where Normal and TCP attacks dominate at
89% combined while Combo, Junk, and UDP attacks represent only 0.19% each, and NB-
V3 where Combo and Junk attacks constitute 84% while other classes become minorities.
CLAIRE achieves perfect CCR scores of 1.00 across all NB variants and labelling budgets
without exception. Baseline methods show varying degrees of struggle: while LHCEIII
and some others achieve 1.00 in the balanced NB-V1 scenario, they fail significantly in
imbalanced scenarios, with BE, MARGIN, RAND, and USAP showing poor coverage in
NB-V2 and NB-V3, rarely exceeding 0.83 and often dropping as low as 0.50.
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Table 3. CCR Performance Comparison on CIC Dataset Variants (Averaged Across Classifiers).
CIC-V1 CIC-V2 CIC-V3
Approach Labeled Instances Labeled Instances Labeled Instances
30 50 100 150 200 250 300 30 50 100 150 200 250 300 30 50 100 150 200 250 300

BE 0.50 0.63 0.75 0.88 1.00 1.00 1.00 0.50 0.50 0.75 0.88 0.88 1.00 1.00 0.75 0.75 0.75 0.75 0.75 0.75 0.88
LHCEIII 0.50 050 0.50 0.50 0.50 0.75 0.75 0.25 025 050 0.50 0.50 0.50 0.88 0.75 0.75 0.88 1.00 1.00 1.00 0.88
MARGIN 0.50 0.88 0.75 0.75 1.00 1.00 1.00 0.50 0.50 050 0.50 0.50 0.75 0.63 1.00 1.00 0.63 0.88 1.00 1.00 1.00
RAND 0.75 0.75 0.63 0.88 1.00 1.00 0.88 0.38 0.50 050 0.63 0.63 0.75 0.75 0.75 0.75 1.00 1.00 1.00 1.00 1.00
USAP 0.75 0.38 1.00 0.50 0.38 1.00 1.00 0.50 0.38 1.00 0.88 1.00 0.88 1.00 0.88 0.88 0.63 0.88 0.88 0.88 0.75
CLAIRE 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.88 1.00 1.00 1.00 1.00 1.00 1.00 0.88 0.88 1.00 1.00 1.00 1.00 1.00

Bold values indicate perfect class coverage (CCR = 1.00), meaning all class labels were discovered.

Table 4. CCR Performance Comparison on NB Dataset Variants (Averaged Across Classifiers).

NB-V1 NB-V2 NB-V3
Approach Labeled Instances Labeled Instances Labeled Instances
30 50 100 150 200 250 300 30 50 100 150 200 250 300 30 50 100 150 200 250 300

BE 0.67 0.83 1.00 1.00 1.00 1.00 1.00 0.50 0.67 067 067 067 067 067 067 067 0.67 067 083 0.83 1.00
LHCEIII 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.50 050 050 0.67 050 0.50 0.50 0.67 067 0.67 067 1.00 1.00 1.00
MARGIN 0.67 1.00 1.00 1.00 1.00 1.00 1.00 0.50 050 050 050 0.67 0.83 0.83 0.67 067 0.67 067 0.67 1.00 1.00
RAND 0.83 1.00 1.00 1.00 1.00 1.00 1.00 0.50 0.67 050 0.67 083 0.50 0.67 050 0.50 0.67 067 0.67 0.50 1.00
USAP 1.00 0.83 1.00 1.00 1.00 1.00 1.00 0.50 0.67 0.83 0.83 0.67 067 0.83 0.67  0.50 0.50 0.83 0.67 050 0.50
CLAIRE 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00

Bold values indicate perfect class coverage (CCR = 1.00), meaning all class labels were discovered.
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Overall, CLAIRE maintains strong and consistent coverage across datasets despite
challenging class distributions. Although these CCR results demonstrate excellent class
label coverage, this metric alone does not fully validate the practical effectiveness of the
active learning approach. High coverage ensures that all classes are represented in the
selected instances, but it does not guarantee that these instances are the most representative
and informative for model training. The quality and representativeness of the selected
instances are equally important for achieving good classification performance. Therefore,
the following section evaluates the effectiveness of the selected instances.

5.2. Classification Performance

Although the results of CCR indicate that class labels are well covered, coverage by
itself does not ensure that the selected instances are sufficiently representative and informa-
tive for effective training. To build a more rounded view of performance, the classification
capability of CLAIRE was examined using three widely adopted metrics, namely macro-
Precision, macro-Recall, and macro-F-measure. These measures were computed using
macro-averaging, meaning that each class was evaluated individually and then averaged
so that both frequent and infrequent classes exert the same influence on the final score.

In fact, the literature describes a wide range of attack types, each with different
characteristics and severity levels. However, in this evaluation, we adopt a simplified
approach where we treat all attack types equally with the same impact factor. This is because
we aim to evaluate whether the proposed approach is capable of learning diverse behaviors
in the unlabelled dataset. In other words, the goal is not to learn specific behaviors or
attack types, but rather to capture the full range of behavioural diversity. For this purpose,
we evaluate the classification performance of the proposed CLAIRE approach against
the baselines using four well-known classifiers: J48, Naive Bayes, k-Nearest Neighbors,
and Random Forest. Each classifier is trained on the labeled instances generated by each
method. This evaluation investigates the quality of the labeled instances generated by each
competing method to assess their representativeness and informativeness in capturing the
characteristics of the original dataset. To ensure fairness and generalization of the trained
models, we test them on unseen data.

For simplicity and due to space limitations, we report performance as averages across
the four classifiers rather than listing separate results for each model. This provides an
overall assessment of how well each set of labeled instances captured useful information
that enables various models with different learning perspectives to generalize for classifying
unseen data. Additionally, we include the standard deviation alongside the averaged
performance to provide readers with insight into the stability and variability of each
compared method.

Tables 5-7 show classification results for the three CIC variants. As shown in Table 5,
CLAIRE demonstrates promising and stable results on most labelling budgets, and it
shows significant results as the budget size increases. As presented, CLAIRE achieves
the highest Macro-F, Macro-Recall, and Macro-Precision results for most budget sizes,
except on 50 instances where MARGIN shows better and competitive performance. In
contrast, baseline methods show fluctuated results. Among the competitors, the MARGIN
method performs closest, with scores from 0.69 to 0.89, yet it trails by about two to three
percentage points at higher labelling budgets. The USAP method produces occasional
gains at certain points, for example 0.72 at 100 labeled instances and 0.77 at 250, but lacks
overall stability. Meanwhile, BE and RAND remain below 0.73, and LHCEIII consistently
records lower values, staying at or under 0.55. These results indicate that CLAIRE not only
achieves stronger performance overall but also learns minority classes more effectively than
competing methods. Interestingly, the proposed approach demonstrates relatively lower
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standard deviations, meaning it is able to learn representative and informative instances

that capture most characteristics and properties of the learning data.

Table 5. Performance Comparison on CIC-V1 Dataset (Averaged Across Classifiers).

Labeled Instances

Metric Method
30 50 100 150 200 250 300
BE 034+004 039£011 0524+0.04 057£004 063+0.04 071£004 0.73+0.05
LHCEII 037+0.05 036*£006 039+0.04 039£004 039+0.04 051£006 0.5540.07
Macro-F MARGIN 037 +0.08 0.69+004 0574+0.04 058+£002 080+0.04 076+£004 0.87+0.01
RAND 050+011 055£009 046+0.04 067£008 062+0.06 0.68£008 0.7240.03
USAP 045+0.03 031£002 072+0.07 043£003 0324+£0.02 0.77£007 0.69+0.11
CLAIRE 053 +0.15 052+023 080+009 082+006 0.81+013 0.88+0.04 0.89+0.05
BE 036+0.07 041£010 0544+0.02 060£003 064+0.04 073£004 0.73+0.04
LHCEII 039+0.07 038+£008 0424+0.04 042£004 0424+0.04 055£0.08 0.5540.08
Macro-Recall MARGIN 044 +0.07 0.74+£003 0594+0.04 061£003 081+0.04 076+£004 0.86+0.02
RAND 052+0.09 055+£006 0494+0.02 0.69£007 065+0.03 0.70£007 0.7340.02
USAP 050+0.05 036+=001 0744+0.08 048001 0364+0.01 0.80£006 0.6740.09
CLAIRE 058 +0.12 060+017 083+005 083+006 0.83+010 0.89+0.02 0.9040.03
BE 034+0.04 048*£013 056+0.05 0.64£004 073+010 077£006 0.78+0.05
LHCEII 039+0.06 038=*£0.06 038=+£0.06 038£0.05 038£0.06 0.60=£0.09 0.61+£0.06
Macro-Prec. MARGIN 036 +0.08 0.70£0.03 0564+0.03 065+£001 0814+0.05 084+£010 0.89+0.04
RAND 053+015 058*£013 0454+0.05 0.69£008 0714+0.07 077£012 0.7440.04
USAP 052+0.06 030*£0.02 077*£0.04 041=£002 031£002 079£0.08 0.83+£0.06
CLAIRE 0.66 =024 072+£022 081+0.09 086+£007 086+010 0.90£005 0.89+0.05
=+ standard deviation across classifiers. Bold values highlight the highest metric score achieved by a competing
method for each labeling budget size.
Table 6. Performance Comparison on CIC-V2 Dataset (Averaged Across Classifiers).
Labeled Instances
Metric Method
30 50 100 150 200 250 300
BE 032+0.03 036005 0544+0.02 063£004 0624+0.03 0.67£005 0.68+0.04
LHCEII 021+0.05 022+£0.03 043+£0.05 043£0.05 043£0.05 043+£0.05 0.58=+£0.03
Macro-F MARGIN 047 +0.00 047+£001 0484+0.00 047+£000 04640.02 0.63+£0.03 0.460.02
RAND 030+0.04 044+£006 0474+0.00 055£001 0484+0.02 050£0.07 0.5440.06
USAP 040 £0.08 036=+=0.00 068=+£0.09 052£0.09 081+£006 059=£002 0.65=£0.05
CLAIRE 045+011 0.69+£009 075+0.05 0.79£010 084+0.06 0.86+=006 0.88+0.07
BE 038+0.03 039+£002 0554+0.02 066003 067+0.04 070£005 0.690.05
LHCEII 0224+0.05 023+004 0424+004 043£004 043+0.04 042+£003 0.60+0.04
Macro-Recall MARGIN 048 4+0.01 048+£001 0494+0.01 048+£001 0474+0.03 0.63+£0.04 0.46+0.05
RAND 031+0.04 045+£0.05 048=+0.02 057£0.02 049+£0.01 051+£0.07 0.56=+£0.08
USAP 038+0.07 037£000 065+0.07 057£009 085+0.02 0.63£004 0.66+0.03
CLAIRE 0.48 +0.11 070 £0.08 0.784+-0.04 0.88+0.03 0.87+0.04 087005 0.89+0.05
BE 031+0.03 037+£0.03 065+012 068£0.09 066=£0.09 076+£012 0.72+£0.07
LHCEIIL 022+0.01 022£001 0454+0.07 045£006 0454+0.07 045£007 0.66+0.06
Macro-Prec. MARGIN 047 +0.01 047+0.01 047+£0.01 047+£001 046£0.02 064+002 057 4%0.05
RAND 031+0.05 043+0.07 047+£0.01 054+£0.01 051+£004 058=+£0.09 0.58+£0.09
USAP 043+0.09 036+001 087+0.04 061+£012 081+£0.08 0.66+003 077+0.11
CLAIRE 0.58 - 0.18 0.78 £0.07 0804+0.11 079010 0.834+0.07 0.86+0.07 0.88 1 0.09

=+ standard deviation across classifiers. Bold values highlight the highest metric score achieved by a competing

method for each labeling budget size.
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Table 7. Performance Comparison on CIC-V3 Dataset (Averaged Across Classifiers).

Labeled Instances

Metric Method
30 50 100 150 200 250 300

BE 054+010 0554010 055+0.08 055+009 055+0.10 058=+0.07 0.59 +0.10

LHCEIII 057 +£0.06 058+005 0.69+0.07 065009 076+0.07 075+0.03 0.75=+0.05

Macro-F MARGIN 057 £+ 0.07 0.74 + 0.03 0.46 4+ 0.04 0.66 £ 0.07 0.84 4+ 0.03 0.88 £+ 0.04 0.88 = 0.03
RAND 0.50 + 0.03 0.59 + 0.02 0.79 £ 0.11 0.82 +0.07 0.84 + 0.07 0.83 - 0.04 0.86 - 0.04

USAP 0.63 = 0.03 0.50 + 0.09 0.38 +0.03 0.58 +0.10 0.72 +0.02 0.74 +0.02 0.49 4+ 0.02

CLAIRE 0.44 4+ 0.08 0.69 4+ 0.07 0.84 4+ 0.07 0.88 4+ 0.03 0.88 £ 0.04 0.90 £+ 0.05 0.91 £+ 0.04

BE 0.56 + 0.07 0.57 + 0.07 0.57 + 0.07 0.57 +0.07 0.57 +0.07 0.60 + 0.04 0.60 4+ 0.08

LHCEIIIL 0.65 + 0.01 0.66 4+ 0.01 0.73 4+ 0.04 0.74 4+ 0.04 0.79 £+ 0.05 0.77 £ 0.01 0.78 = 0.03

Macro-Recall MARGIN 0.64 +£0.10 0.75 + 0.03 0.47 +0.03 0.66 + 0.06 0.82 +0.04 0.88 4+ 0.04 0.87 + 0.05
RAND 054+0.02 060+001 078+0.10 081+005 0.84+0.07 083+£0.06 0.85+0.04

USAP 0.67 £+ 0.03 0.57 4+ 0.05 0.40 4+ 0.03 0.65 £ 0.08 0.71 £+ 0.02 0.74 £+ 0.02 0.52 +0.03

CLAIRE 048 +0.08 0724+005 0.8 +0.05 090+003 0.88+0.04 091+002 0.93+0.01

BE 0.55 +0.12 0.56 +0.13 0.58 +0.12 0.58 +0.13 0.57 +0.12 0.58 +0.10 0.66 = 0.16

LHCEIIIL 0.56 + 0.06 0.56 4+ 0.06 0.70 4+ 0.07 0.70 £ 0.16 0.76 £+ 0.09 0.84 +0.10 0.74 £+ 0.06

Macro-Prec. MARGIN 0.64 +£0.12 0.83 + 0.06 0.47 + 0.05 0.74 + 0.06 0.92 + 0.01 0.91 +0.04 0.93 4+ 0.02
RAND 0.53 + 0.05 0.61 + 0.04 0.83 +0.12 0.85 +0.10 0.87 +0.08 0.88 4+ 0.02 0.89 4+ 0.03

USAP 0.71 £+ 0.05 0.60 + 0.07 0.44 4+ 0.07 0.58 4+ 0.10 0.75 4+ 0.02 0.76 = 0.03 0.56 £+ 0.03

CLAIRE 0.55 +0.15 0.71 £ 0.07 0.86 + 0.05 0.87 + 0.03 0.90 + 0.04 0.92 4+ 0.05 0.92 4+ 0.05

=+ standard deviation across classifiers. Bold values highlight the highest metric score achieved by a competing
method for each labeling budget size.

Table 6 shows the results for CIC-V2, a far more imbalanced configuration in which
DDoS and DoS together represent approximately 92/100 of the samples. The remaining
four categories appear only in very small proportions, each below 0.3/100. Across labelling
budgets, CLAIRE is the most consistent performer among the compared methods. As the
labelling budget increases, CLAIRE’s scores climb in a steady way. The macro F-measure
rises from 0.69 to 0.88, and macro Recall moves from 0.48 to 0.89. Macro Precision improves
along the same path and reaches 0.88. USAP looks strong early, posting a macro F-score of
0.81 with 200 labeled samples, but its precision falls as the budget grows. As can be seen,
BE, RAND, and MARGIN demonstrate low results, not exceeding 0.70. Notably, LHCEIII
demonstrates the lowest results, not exceeding 0.60 across all budgets. Taken together, these
results illustrate how class imbalance can limit learning effectiveness, particularly when rare
classes must be learned under tight labelling budgets. Despite these challenges, CLAIRE
maintains recall and precision in reasonable balance, even in cases where minority classes
have only a few labels. With increased labeled data, its performance stabilizes further,
indicating stronger and more reliable generalization compared to competing approaches.
Furthermore, CLAIRE demonstrates relatively lower standard deviations across most
budget sizes, revealing that the learned labeled instances are informative and contain clear
patterns for building generalized and efficient classification models.

As detailed in Table 2, CIC-V3 shows a different class distribution. 91% of the samples
came from Benign traffic and from three attack types, namely, reconnaissance, spoofing, and
web-based. However, attack types such as DDoS, DoS, and Mirai appear much less often,
while brute-force activity shows a modest increase. Again, even with this shift, CLAIRE
still performs best among the methods. Table 7 demonstrates that macro F-measure grows
steadily from 0.44 with 30 labeled instances to 0.91 at 300. It also reaches peak scores of
0.93 for macro Precision and 0.90 for macro Recall. MARGIN performs well in the early
stages. With only 50 labeled examples, it already reaches a macro F-score of 0.74, and at
200 labels it achieves the highest macro Precision of 0.92. However, its recall still falls short of
what CLAIRE achieves. RAND shows a broadly similar pattern but tends to stay a bit behind
MARGIN at most labelling budgets. USAP behaves much less predictably, with its macro
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F-score moving anywhere between 0.38 and 0.74, which shows that it reacts quite strongly to
changes in the dataset. BE is almost the opposite: its performance stays fairly steady at around
0.59 across budgets, although it never reaches the levels achieved by CLAIRE or MARGIN.

Similarly, Tables 8-10 present the results for the NB dataset variants, where each one
has different distributions of the traffic types, as summarized in Table 1. In the NB-V1,
traffic types are moderately distributed. This gives each model balanced exposure to learn
from all classes. As shown in Table 8, RAND in this type of distribution shows promising
results, with macro F-measure scores increasing from 0.89 to 0.92. MARGIN reaches macro
F-measure values between 0.47 and 0.91 and keeps its highest macro Precision of 0.92 with
150 labeled instances. CLAIRE demonstrates competitive results, improving gradually from
0.59 to 0.89 as the labelling budget increases. USAP is effective at low labelling budgets
but shows limited improvement at higher labelling budgets, showing that these results
are not stable since it is not performing well on higher labelling budgets. Both RAND
and MARGIN demonstrate consistent behaviors for the different classifiers, while CLAIRE
demonstrates gradual and reliable progress for all labelling budgets. As for the stability, we
can see that CLAIRE demonstrates competitive standard deviations ranging from 0.05 to
0.15, comparable to RAND and MARGIN, presenting stable performance across different
classifiers. However, USAP shows higher variability at larger budgets (SD up to 0.18 at
250 instances), suggesting less consistent behaviors.

Table 8. Performance Comparison on NB-V1 Dataset (Averaged Across Classifiers).

Labeled Instances

Metric Method
30 50 100 150 200 250 300

BE 0.43 + 0.04 0.47 + 0.07 0.61 = 0.09 0.65 + 0.08 0.73 £ 0.03 0.82 +0.09 0.81 & 0.12

LHCEIIIL 0.50 4+ 0.06 0.59 4+ 0.06 0.74 4+ 0.08 0.80 4 0.07 0.81 £ 0.05 0.80 £ 0.05 0.83 £ 0.06

Macro-F MARGIN 047 4+004 0.84+0.05 0838+003 0.85+0.07 0904005 091+0.05 0.90=+0.04
RAND 057 +0.05 082+006 0.89+0.04 091005 091+0.03 090=+0.06 0.92=+0.06

USAP 0.63 £+ 0.07 0.60 4+ 0.08 0.65 +0.10 0.65 £+ 0.06 0.69 £+ 0.05 0.72 +£0.18 0.64 £+ 0.10

CLAIRE 059 +£0.07 060+010 068+0.15 0824013 0.83+0.13 0.85+0.12 0.89 % 0.08

BE 0.53 4+ 0.06 0.57 + 0.07 0.67 = 0.07 0.70 £ 0.06 0.76 = 0.03 0.84 £ 0.06 0.84 £ 0.08

LHCEIIIL 0.56 + 0.05 0.63 + 0.06 0.74 + 0.07 0.81 £+ 0.05 0.83 £+ 0.04 0.82 £+ 0.04 0.83 £+ 0.04

Macro-Recall MARGIN 056+005 0.84+0.04 089+003 0.83+0.07 0904004 091+0.04 091+0.04
RAND 0.59 4+ 0.05 0.81 4+ 0.05 0.89 4+ 0.03 0.91 £+ 0.04 0.91 £+ 0.03 0.91 £+ 0.04 0.92 £ 0.05

USAP 0.66 + 0.06 0.60 + 0.08 0.67 + 0.08 0.66 £ 0.06 0.68 £ 0.05 0.73 = 0.16 0.64 4+ 0.09

CLAIRE 0.66 =005 0.65+011 074+0.10 0.84=+£010 0.84+0.10 0.86=*=0.09 0.89 + 0.06

BE 0.41 4+ 0.03 0.53 +0.12 0.71 +0.10 0.74 +0.10 0.83 £+ 0.06 0.84 £+ 0.09 0.84 +0.12

LHCEIIIL 0.57 £0.11 0.63 = 0.08 0.76 + 0.09 0.82 +0.06 0.81 4+ 0.06 0.83 +0.05 0.83 + 0.07

Macro-Prec. MARGIN 043 4+003 0.86+0.06 0838+005 092+0.05 0904006 091+0.06 0.90=+0.05
RAND 0.64 + 0.02 0.89 4+ 0.05 0.89 4+ 0.05 0.92 £+ 0.06 0.92 £+ 0.03 0.90 £ 0.08 0.92 £+ 0.07

USAP 0.65 + 0.08 0.64 + 0.07 0.80 +0.10 0.73 +0.09 0.77 &+ 0.07 0.80 +0.11 0.75 +0.11

CLAIRE 0.72 + 0.03 0.64 + 0.08 0.75+0.13 0.84 +0.13 0.84 +0.14 0.87 +0.12 0.90 4+ 0.08

=+ standard deviation across classifiers. Bold values highlight the highest metric score achieved by a competing
method for each labeling budget size.

For the second variant, NB-V2, the data distribution becomes highly uneven, showing
a clear case of class imbalance. Almost 90% of all samples in the dataset account for Normal
and TCP traffic, while combo, junk, and UDP attacks contribute only about 0.19% each, as
shown in Table 1. Despite this distribution, CLAIRE demonstrates reliable performance.
As presented in Table 9, it can be seen that macro F-measure improves from 0.58 to 0.83,
while macro Recall increases in an even manner to 0.88 at 300 as well. This promising
result demonstrates that CLAIRE is efficient in learning the representative and informative
instances even with highly imbalanced data. On the other hand, we can see most baseline
methods produce much lower scores, rarely exceeding a macro F-measure of 0.70. MARGIN
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and USAP show moderate improvement at mid-range budgets, but they are not showing
stable results at higher budget sizes. BE and RAND remain mostly below 0.60 across all
metrics, and LHCEIII shows little variation throughout. With respect to stability, CLAIRE
shows relatively higher standard deviations (ranging from 0.06 to 0.20) compared to other
methods, reflecting some variability across classifiers. Overall, this trend shows that severe
class imbalance can weaken traditional active learning methods, especially in the case of
IoT intrusion detection systems where detecting the rare attacks is crucial.

Table 9. Performance Comparison on NB-V2 Dataset (Averaged Across Classifiers).

Labeled Instances

Metric Method
30 50 100 150 200 250 300
BE 034+0.05 037+£007 037+0.07 037+£008 053+0.08 052+013 0.50+0.15
LHCEII 042+0.04 041£002 044+0.02 050+£008 044+0.02 045+£002 044+0.01
Macro-F MARGIN 044 +0.02 042+0.06 046+0.01 047+£0.02 056004 067004 0.544+0.05
RAND 043+0.02 044+004 046+0.01 054+£006 059+010 047001 0.5340.06
USAP 044+0.01 044+£002 065+0.06 059£009 059+0.02 055£002 0.58+0.07
CLAIRE 0.58 +0.18 0.71£011 0.694+020 072020 0764017 0.81£015 0.83+0.13
BE 0424+0.04 048+002 048+0.02 048+£002 060+0.01 059+£003 0.58+0.06
LHCEII 042+0.04 041+£002 044+0.02 049£006 045+0.01 045+£001 0.44+0.01
Macro-Recall MARGIN 043+0.02 041+£0.05 046+0.01 048+£0.01 055£0.05 0.70£0.05 0.53 % 0.05
RAND 043+0.02 043+£004 0474+0.01 052£005 059+0.09 047£002 0.53+0.06
USAP 043+0.01 058=*£002 069+0.04 061£013 0614+0.02 056=£007 0.560.05
CLAIRE 0.61+0.17 072+£006 0794+0.09 0.82+008 0.8640.06 0.87+008 0.8810.06
BE 033+0.06 044+015 044+015 044+£015 053+010 053+£014 0.53+0.14
LHCEII 0444+0.02 042+£003 0444003 056*£009 0444+0.03 045002 0.4440.03
Macro-Prec. MARGIN 045+0.03 044+0.06 047+£0.01 047+£0.02 0.62£0.03 069005 0.64+0.11
RAND 043+0.03 057£009 046+0.02 0.60£008 071+013 048£0.01 0.58+0.08
USAP 0.46+0.02 045+£001 065+0.06 0.69£002 0574+0.03 0.61£004 0.680.08
CLAIRE 0.724+0.17 084+002 076+016 075+019 0.794+0.18 0.82+015 0.86+0.12
+ standard deviation across classifiers. Bold values highlight the highest metric score achieved by a competing
method for each labeling budget size.
Table 10. Performance Comparison on NB-V3 Dataset (Averaged Across Classifiers).
Labeled Instances
Metric Method
30 50 100 150 200 250 300
BE 043+0.04 046008 0514+0.04 052£004 065+0.06 0.67£005 0.7240.05
LHCEII 048 +0.07 048+£007 0554+0.02 059+£005 0.66+0.06 0.69£006 0.8440.12
Macro-F MARGIN 049 +0.07 048+0.08 0504+0.06 048+£004 057+0.06 0.66£011 0.73+0.09
RAND 042+0.04 044+£002 0514+0.07 052£007 0484+0.04 046=£004 0.67+0.13
USAP 0524+0.05 044+003 0464+0.03 049+£006 0554+0.03 042007 0.4610.03
CLAIRE 0.58 - 0.06 073009 0.80+0.14 088+012 091+0.08 0.91+£0.08 0.93 £ 0.07
BE 043+£0.02 045006 0494+0.04 050£004 0624+0.07 0.65£005 0.7040.07
LHCEII 0.49£0.09 050£0.09 0554005 0604004 065+006 070+£0.02 0.88+0.07
Macro-Recall MARGIN 048 +0.06 048£0.08 0514+0.07 048£004 056+0.07 0.63£010 0.7240.07
RAND 043+0.03 045+£002 0514+0.06 051£006 0474+0.04 047£004 0.6440.13
USAP 0.55+0.04 044+£003 046002 058+006 0574002 0434+0.07 0.46+0.03
CLAIRE 0.61+0.05 0.73+£007 0824010 0.88+£011 0914+0.08 0.90=£0.09 0.9240.09
BE 055+0.09 055+012 061+0.03 062+£002 0774+0.04 077£003 0.90+0.08
LHCEII 053+0.09 054+£008 059+0.05 059£005 081+010 0.80£010 0.85+0.12
Macro-Prec. MARGIN 055+0.07 052+0.07 0.56+0.08 058+0.08 060+£005 083+014 0.83+0.08
RAND 042+0.04 044+002 056+0.07 059+004 058+0.07 046004 0.85+0.14
USAP 051+0.07 044+£002 0464+0.02 053£007 056+0.07 042+£007 0.46+0.03
CLAIRE 0.67 :-0.13 076 £0.12 0.844+0.13 091+£011 0924+0.08 0.94+0.06 0.95+0.05

=+ standard deviation across classifiers. Bold values highlight the highest metric score achieved by a competing
method for each labeling budget size.
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Similar to NB-V2, NB-V3 represents very imbalanced data but with different types
of behaviors. As can be seen in Table 1, attack traffic represents the largest portion of the
dataset compared to few normal types. The combo and junk categories jointly comprise
more than 80% of all the samples. TCP and scan traffic appear only occasionally. Despite
this asymmetrical distribution, CLAIRE performs reliably and improves as more labeled
data become available. Its macro F-measure increases from 0.58 to 0.93, macro Recall rises
from 0.61 to 0.92, and macro Precision reaches 0.95, as shown in Table 10. These results
show that CLAIRE adjusts gracefully even when most of the data are concentrated in a
few dominant attack types. Contrarily, the baseline approaches struggle to match this
level of consistency. At a labelling budget of 300, LHCEIII reaches a macro F-measure of
0.84, followed by BE at approximately 0.72. MARGIN and RAND perform slightly lower,
averaging around 0.73 and 0.67, respectively. USAP performs below average across all
budget levels, reaching only up to 0.46. These results show the adaptive effectiveness
of CLAIRE in case of pronounced class imbalance where it consistently maintains both
precision and recall, even when the dataset is dominated by a few prevalent attack types.
This balanced performance is highly valuable in real-world network environments where
missing rare but critical threats can have serious consequences.

Overall, for every variant of the CIC and NB datasets, CLAIRE maintains consistently
high performance compared to baseline methods. The results highlight the capability of
CLAIRE to learn effective decision boundaries by identifying and leveraging the most infor-
mative and representative instances from the training dataset, thereby demonstrating the
robustness of active learning with highly imbalanced data. By contrast, the baseline meth-
ods exhibit marked volatility, finding it challenging to learn informative and representative
instances in such imbalanced scenarios.

Computational Efficiency

In this section, we demonstrate the computational cost of the proposed approach. We
only focus on the labelling process, while the time of classification and monitoring phases
are considered to be the same as they only work on the same number of instances. As
depicted in Figure 2, CLAIRE consists of four layers. Layer 1 adapts the VWC algorithm to
partition unlabeled data into hundreds of micro-clusters. This layer performs a single scan
to cluster the data based on a fixed width learned from the data. Any cluster exceeding
the maximum cluster size s,y is recursively partitioned using a new fixed width learned
from that cluster. This recursive process continues until no clusters exceed sy x. As
shown in Table 11, smaller values of s,y increase the total execution time. Layer 2 applies
EM clustering with complexity O(K - d - C - I). However, as illustrated in Figure 6, the
computational cost of Layer 2 (L2) remains manageable because this layer operates only on
the medoids produced by Layer 1, not on the original large dataset. Layer 3 requires similar
time. Layer 4 also operates on very few instances and shows very small time. Overall,
as shown in Figure 6, the proposed approach demonstrates large computational time
compared to the baseline methods. For example, on the CIC-IoT dataset it takes about 189 s,
while the worst and best baseline methods take approximately 118 and 2 s, respectively. In
fact, RAND demonstrates the fastest one and this is because it has no intelligent learning
part and demonstrates poor results in imbalanced classes (see Section 5.1). Similarly, all
methods have the same behaviors and order of computational time on a much larger dataset
named N-BaloT. As can be seen, most of the time for the proposed approach is consumed
in the first layer, which involves micro-clustering technique and medoid calculations for
each cluster, which consumed a substantial part of the time. Table 11 shows that VWC with
Smax = 1000 only takes about 121 s. This means most of the time in Layer 1, which is 451 s, is



Electronics 2025, 14, 4547

24 of 26

consumed by medoid calculation. However, this time can be much reduced as each cluster
can be treated independently in a parallelized fashion.

103 - |- RAND [ MARGIN BB USAP [0 BE [ LHCENl B3 CLAIRE

521.2

Selection Time (seconds, log scale)

Dataset

Figure 6. Selection time comparison for six active learning methods generating 300 representative
instances from two IoT security datasets (N-BaloT and CIC-IoT).

Table 11. Clustering Construction Time Comparison between K-means and VWC.

K-Means VWC
k =100 k = 300 k =700 k=1000 sSpax =100 Spax = 500 Syax = 1000 Sp0x = 5000 Sp0x = 7000 S5, = 10,000
Clusters 100 300 700 999 52,947 15,622 9200 2874 2317 1809
Time (s) 443.6 2453.9 4597.0 10,600.4 231.6 145.5 120.9 86.8 85.1 77 4

6. Conclusions

In this paper, we have presented a four-layer active learning approach called CLAIRE
that effectively learns the most representative and informative instances from training data,
leading to the development of an efficient IoT-based IDS. The experimental results validate
the effectiveness of CLAIRE, demonstrating promising performance over established base-
lines across multiple evaluation scenarios. In particular, CLAIRE excels at exploring and
learning informative and representative instances that capture most class labels (behaviors)
even in unlabelled imbalanced datasets. Additionally, the learned labeled data demonstrate
high quality when used in the classification learning process. While the computation time
of the proposed approach is a limitation, it is designed to operate offline. Importantly, the
framework’s logic can be parallelized to significantly reduce this computational overhead.

Several directions for future research are planned. First, we aim to extend the frame-
work to handle streaming data scenarios common in IoT environments, including the
implementation of concept drift handling to maintain detection accuracy in dynamic
environments with evolving attack patterns. Second, we will investigate federated learn-
ing integration for collaborative security across IoT networks while preserving privacy.
Third, we will explore adaptation to emerging IoT protocols and device types.
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