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Abstract

Malware analytics suffer from scarce, delayed, and privacy-constrained labels, limiting
fully supervised detection and hampering responsiveness to zero-day threats. We propose
SMAD, a Semi-supervised Android Malicious App Detector that integrates a segmentation-
oriented backbone—to extract pixel-level, multi-scale features from APK imagery—with a
dual-branch consistency objective that enforces predictive agreement between two parallel
branches on the same image. We evaluate SMAD on CICMalDroid2020 under label budgets
of 0.5, 0.25, and 0.125 and show that it achieves higher accuracy, macro-precision, macro-
recall, and macro-F1 with smoother learning curves than supervised training, a recursive
pseudo-labeling baseline, a FixMatch baseline, and a confidence-thresholded consistency
ablation. A backbone ablation (replacing the dense encoder with WideResNet) indicates
that pixel-level, multi-scale features under agreement contribute substantially to these
gains. We observe a coverage—precision trade-off: hard confidence gating filters noise but
lowers early-training performance, whereas enforcing consistency on dense, pixel-level
representations yields sustained label-efficiency gains for image-based malware detection.
Consequently, SMAD offers a practical path to high-utility detection under tight labeling
budgets—a setting common in real-world security applications.

Keywords: semi-supervised learning (SSL); Android malware detection; consistency regu-
larization; segmentation-based pixel-level features; APK-to-image representation

1. Introduction

Advances in artificial intelligence (Al), propelled by information technology (IT), have
profoundly reshaped numerous domains. Al has transformed information systems through
heightened automation, predictive capability, decision accuracy, and efficiency, enabling
widespread innovations in service delivery across applications such as large-scale language
models (LLMs) [1], healthcare [2], edge computing [3], smart cities [4], and cybersecurity [5].

Al methods increasingly learn fluid decision boundaries by modeling underlying se-
mantics rather than relying on surface terms in classification problems [5]. In cybersecurity,
this boundary typically separates malicious from benign software and is learned using
machine learning (ML) paradigms, including supervised, unsupervised, and reinforcement
learning. Supervised learning fits labeled inputs to designated outputs [5], whereas unsu-
pervised learning discovers latent structure in unlabeled data, grouping samples without
prior categories [6].

Within cybersecurity, Al-based malware detection is increasingly employed to ad-
vance automated identification beyond traditional static and dynamic analyses. Yet these
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approaches often face accuracy limitations—most notably high false-positive and false-
negative rates—that impede practical deployment. Consequently, supervised learning
remains a preferred strategy for known threats because it explicitly models input-label
relationships and delivers more reliable performance [7,8]. Empirical studies indicate that
supervised models trained on well-labeled datasets outperform unsupervised methods on
structured detection tasks such as malware classification and intrusion detection [9].

However, the effectiveness of supervised learning is tightly coupled to access to
large, high-quality labeled corpora—resources that are especially difficult to obtain in
security contexts. Label creation demands expert-level effort, including reverse engineering,
behavioral profiling, and the curation of threat intelligence [10]. The continual emergence
of zero-day malware further complicates labeling and detection [11]; previously unseen
threats often evade conventional defenses and cannot be accurately labeled at the time of
appearance, undermining methods that rely on known classes. Privacy and confidentiality
constraints also restrict data sharing, further hampering the construction of labeled datasets.

Within this landscape, semi-supervised learning (SSL) has emerged as a pragmatic
response to label scarcity in security and privacy (S&P). Canonical methods—Mean
Teacher [12], MixMatch [13], ReMixMatch [14], UDA [15], FixMatch [16], and large-
scale self-training via Noisy Student [17]—operationalize consistency regularization and
pseudo-labeling at scale, while highlighting evaluation pitfalls and confirmation-bias
risks [18,19]. In cybersecurity, SSL has delivered gains across phishing, malware, intrusion,
and encrypted-traffic detection [20]; representative instances include SSL-based Android
malware detection leveraging labeled and unlabeled samples [21], multimodal frame-
works that combine Gated Recurrent Units (GRUs) and Graph Convolutional Networks
(GCNis) for encrypted traffic under limited labels [22], continual SSL that adapts to evolv-
ing malware without full retraining [23], and retrieval-augmented few-shot classification
(MalMixer) [24]. These results motivate our focus on dense, pixel-level representations and
dual-branch consistency for image-based Android malware detection. A concise review of
these SSL foundations and their security applications appears in Section 2.

Building on these insights, we present SMAD (Semi-supervised Android Malicious
App Detector), a framework designed to mitigate the dependence on costly annotations
while improving resilience to previously unseen (zero-day) malware. SMAD integrates a
segmentation-oriented backbone that extracts pixel-level, multi-scale features from APK
imagery with a dual-branch consistency objective that enforces predictive agreement be-
tween two parallel branches on the same image. This combination leverages the structure
present in abundant unlabeled telemetry to stabilize optimization under label scarcity and
to enhance generalization when family distributions drift.

We evaluate SMAD on CICMalDroid2020 under label budgets rol € {0.5,0.25,0.125}
and observe consistent gains in accuracy, macro-precision, macro-recall, and macro-F1
over supervised training and a recursive pseudo-labeling baseline, with smoother learning
curves across epochs. We also include a controlled comparison to FixMatch [16] under
the same schedule and a backbone ablation (replacing our backbone with WideResNet)
that attributes a substantial portion of the gains to dense, pixel-level multi-scale features
under agreement. An ablation with a fixed confidence gate clarifies the coverage—precision
trade-off under a cold start.

This paper makes three contributions:

1. A semi-supervised detector with segmentation-derived pixel-level features. We intro-
duce SMAD, which couples dual-branch consistency with a segmentation-oriented
backbone that extracts dense, pixel-level, multi-scale representations from APK im-
agery via an Atrous Spatial Pyramid Pooling (ASPP) module. These features com-
bined with agreement between parallel branches provide higher-SNR unsupervised
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targets—improving early calibration, training stability, and label efficiency under
label scarcity.

2. Improved robustness to unknown behaviors. By enforcing agreement between two
branches processing the same APK image, SMAD exhibits enhanced generalization to
previously unseen malware families without additional expert labels.

3. Controlled and balanced evaluation. We conduct extensive experiments and report
accuracy, macro-precision, macro-recall, and macro-F1 with mean =+ std over three
runs; compare against FixMatch under the same schedule; and perform a backbone
ablation (dense encoder vs. WideResNet) to isolate encoder effects.

Section 2 reviews related work on semi-supervised security analytics and malware
detection. Section 3 details the SMAD architecture, loss functions, and design rationales.
Section 4 describes datasets, setup, and metrics. Section 5 reports results and discusses
operational implications. Section 6 concludes.

2. Related Work
2.1. Motivation and Theoretical Foundations

The increasingly complex and dynamic cyber-threat landscape renders purely super-
vised approaches impractical: collecting and annotating high-quality security data (e.g.,
malware corpora, encrypted traffic, intrusion logs) is costly, slow, and quickly outdated
under zero-day threats and concept drift. Semi-supervised learning (SSL) addresses these
constraints by leveraging abundant unlabeled data alongside minimal labels to sustain
performance. A comprehensive survey [20] documents growing SSL adoption in phishing,
network intrusion, web spam, and malware detection. Representative frameworks include
Dapper [25], which attains near-supervised accuracy with ~10% labels via pseudo-label
propagation and automated hyperparameter selection, and SF-IDS [26], which couples
pseudo-label filtering with hybrid losses to mitigate label scarcity and class imbalance.

Underpinning these successes are canonical SSL methods that operationalize con-
sistency regularization and pseudo-labeling at scale: Mean Teacher stabilizes targets via
weight-averaged teachers [12]; MixMatch unifies consistency and entropy minimization
with mixup [13]; ReMixMatch augments this with distribution alignment and augmenta-
tion anchoring [14]; UDA enforces agreement under strong augmentations [15]; FixMatch
combines confidence-thresholded pseudo-labels with weak/strong augmentation [16]; and
Noisy Student demonstrates scalable self-training [17]. These developments rest on classical
principles—entropy minimization and manifold regularization [27,28]—and are informed
by cautions on evaluation protocol and confirmation-bias dynamics [18,19].

2.2. SSL for Malware and Encrypted-Traffic Detection

SSL has been actively adapted to security subdomains with promising results. For An-
droid malware, Memon et al. [21] implement a feature-based SSL model over permissions
and API logs, achieving robust detection with limited labels. In encrypted traffic analysis,
multimodal architectures that combine Gated Recurrent Units (GRUs) with Graph Convo-
lutional Networks (GCNs) improve F1 under low-label regimes [22]. Continual SSL enables
adaptation to evolving malware families without full retraining [23]. Retrieval-augmented
SSL (MalMixer) supports few-shot malware family classification [24], while bidirectional
normalizing-flow models reduce reliance on labeled anomalies [29]. Semi-supervised traffic
clustering (e.g., SCOUT) can isolate malicious flows for downstream signature genera-
tion, and large-scale intrusion-detection pipelines report gains on CIC-DD0S2019 and
UNSW-NB15 via self-training and co-training strategies [30].
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2.3. Advanced SSL Architectures and Emerging Directions

Recent directions underscore practicality and robustness in real deployments. Multi-
stage designs like M3S-UPD deliver fine-grained encrypted-traffic classification and zero-
shot detection through continual learning [31]. Contrastive and multimodal pretraining
further enhances generalization to unseen attack patterns in encrypted traffic [32]. In-
terpretable SSL systems for industrial cyber-attack detection improve transparency and
trust [33,34]. In wireless-sensor-network (WSN) intrusion detection, pseudo-label-based
SSL achieves high F1 in label-scarce settings [9]. Collectively, these advances chart a path
toward robust, explainable, and deployable SSL for modern cybersecurity.

Within this landscape, image-based malware analytics are appealing because APK-
to-image renderings expose narrow, local artifacts—padding bands, packing/obfuscation
traces, and layout regularities—without hand-crafted features [35]. Patch-token pipelines
(e.g., ViT) summarize content into coarse tokens and emphasize global relations [36], which
can blur such artifacts; in contrast, segmentation-oriented encoders retain dense, multi-scale
pixel-wise descriptors that preserve fine textures and local discontinuities [37], naturally
aligning with consistency-style SSL objectives [12,16].

Following this rationale, we use a segmentation-oriented backbone to extract dense,
multi-scale features from APK imagery and apply dual-branch consistency on the same
image with a decoder-free, image-level classifier. Preserving pixel-wise detail and enforcing
agreement at the artifact’s spatial granularity stabilizes predictions under benign spa-
tial/photometric shifts, providing a concise rationale for robustness to padding alignment
changes and common obfuscation in APK-to-image renderings [35].

3. Semi-Supervised Android Malware Detection

In this study, we introduce SMAD (Semi-supervised Android Malicious App Detector),
a semi-supervised learning (SSL) framework for detecting malicious Android applications.
Rather than depending exclusively on large, fully labeled datasets, SMAD leverages un-
labeled data to maintain high detection accuracy in environments where threat patterns
evolve rapidly. By integrating a segmentation-oriented backbone for rich feature extraction
with a two-branch consistency strategy for stable semi-supervised training, SMAD achieves
strong generalization to both known and emerging attack types.

3.1. Architecture

SMAD is built upon a modified DeepLabV3+ [37] backbone originally developed
for semantic segmentation tasks. Conventional image classification networks employ a
stack of convolutional layers followed by global pooling and fully connected layers. In
contrast, DeepLabV3+ consists of a backbone feature extractor, an Atrous Spatial Pyramid
Pooling (ASPP) module for multi-scale context aggregation, and a decoder module for
pixel-wise segmentation. To use DeepLabV3+ for image-level classification rather than
pixel-wise segmentation, we retain its multi-scale encoder unchanged and modify only the
task-specific heads, as summarized below and illustrated in Figure 1.

Shared encoder (unchanged from DeepLabV3+). In the proposed scheme, we reuse
the DeepLabV3+ encoder as is—a ResNet backbone followed by an ASPP module. ASPP
comprises four branches (one 1 x 1 convolution and three 3 x 3 atrous convolutions with
dilation rates 6, 12, and 18 at output stride 16), aggregating multi-scale context while
preserving pixel-level detail. The encoder outputs a dense feature map that is shared by
both SMAD's dual-branch heads; only the task-specific heads depart from the standard
DeepLabV3+ pipeline.

Head change from DeepLabV3+ to the proposed classifier. Relative to the DeepLabV3+
segmentation head—which upsamples and refines features for pixel-wise prediction—the
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proposed classifier removes the decoder and adopts a lightweight path: global average
pooling (256 — 1D) — fully connected layer, producing image-level logits. This shifts from
spatial preservation (dense masks) to spatial collapse (a compact global representation)
while retaining the encoder’s multi-scale evidence.

DeeplLabV3+(Spatial Preservation)

ResNet Backbone Classifier Pixel-wise

L : * Upsample o
+3x3 Conv (1x1 Conv) Prediction

SMAD (Spatial Collapse)

ResNet Backbone
+ ASPP o
+3x3 Conv

Global Average |, Fully-Connected ; Image-level
Pooling (256 = 1D) Layer Prediction

Shared Architecture (Encoder)

* ASPP detail: 4 branches—one 1x1 conv and three 3x3 atrous convs with dilation rates (6, 12, 18) at 0S=16.

Figure 1. Architecture comparison between DeepLabV3+ and the proposed method: both share the
same encoder (ResNet + ASPP), while the proposed classifier replaces the segmentation decoder with
a global average pooling (256 — 1D) and a fully connected layer for image-level logits.

The motivation for adopting DeepLabV3+ is its ability to expand the receptive field
and capture multi-scale context via atrous convolutions—capabilities uncommon in conven-
tional classification models. This allows the network to fuse fine-grained local features with
global contextual information, which is advantageous for classification tasks with substan-
tial variation in object scale and spatial arrangement. In addition, reusing a segmentation-
oriented backbone promotes dense feature representation learning, potentially yielding
improved generalization over standard classification backbones.

Dual-branch layout and inference fusion. Figure 2 presents the SMAD network archi-
tecture. Given an image input x, a high-capacity backbone extracts multi-scale features
that capture both global structure and fine-grained cues. The features are processed by
two parallel semi-supervised branches on the same input; consistency between branches
promotes better generalization.

SMAD architecture
result 1
branch 1 ResNet Backbone esult
+ASPP Gl?bal Average | Fully-Connected . Imagg-lsvel
O G Pooling (256 - 1D) Layer Prediction
average ‘ Final Result
. :Se:yet Backbone Global Average R Fully-Connected Image-level
Pooling (256 - 1D) Layer Prediction

+3x3 Conv

branch 2 result 2

Figure 2. The network adopts a dual-branch semi-supervised architecture: two parallel branches
process the same input, and inter-branch agreement is enforced between their predictions to promote
robust generalization under limited labels.

Both branches are architecturally identical and route the shared encoder features
directly to the same classifier head; we keep two instances solely to apply inter-branch
consistency during training, and average their predictions at inference. The per-branch
predictions are fused to produce the final decision. Training jointly minimizes a supervised
loss Lsyp on labeled samples and a consistency loss Ly, on unlabeled samples, aligning the
two branches’ predictions. This design encourages representation learning via inter-branch
agreement, mitigates overfitting under label scarcity, and yields robust performance against
perturbations and evolving attack strategies, enabling reliable detection of both known
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threats and zero-days. The training objectives that enforce inter-branch agreement are
mathematically defined in Section 3.2.

Although the two branches share the same architecture, we maintain the asymmetry
needed for effective consistency regularization via two mechanisms: (i) distinct random
initializations and (ii) explicitly decoupled parameters that are optimized independently
by stochastic gradient descent (SGD). This induces immediate and sustained divergence in
parameter space while preserving comparable capacity across branches, thereby ensuring
that the inter-branch agreement term remains informative.

3.2. Training Objectives

Using two parallel branches on the same input, the model aims to improve prediction
stability and generalization. The training set is partitioned into labeled and unlabeled subsets.

Let m = 1... M index images and n = 1... N pixels. The model uses two branches,
i € {1,2}. For labeled inputs, v}, denotes the one-hot ground truth at pixel n of image m,
and yﬁmi the class-probability prediction from branch i. For unlabeled inputs, 7, ; denotes
the prediction from branch i.

Let C denote the number of classes with ¢ € {1,..., C} indexing classes. We use the
standard pixel-wise categorical cross-entropy Lee(p,q) = — Y ; pclog(qc); here, p = (pc)
and q = (g.) are class-probability vectors of length C (non-negative entries summing to 1).
In implementation, L. is computed from logits for numerical stability (e.g., softmax-with-
logits). For the labeled subset, ground-truth labels supervise the network via the supervised
loss Lsy,p defined as:

1 M 1 N

Lowpi = 37 2 Z ymnr!/mnz)' )
M m:1 n=1
1

Lsup = E : ( Lsup,l + Lsup,z)- (2)

To improve training stability, we incorporate an additional consistency loss con-
straint [38], defined as follows:

M N
Leon = M Z Z ce ymn 1/ymn2) 3)

Additionally, we can incorporate branch-specific confidence weighting into the consis-
tency term (Equation (3)), using ¢(!) and ¢(?) for subnet 1 and subnet 2, respectively. For
each unlabeled example x, the loss contributes only when both branches report confidence
above a preset threshold 7. Formally,

M N
Leon thr = Z Z [ > TN C(Z)( ) > T] Lce(]?%n,y]%lmlz)/ (4)

where 1]-] is the indicator function. In what follows, we refer to this scheme as SMAD-THR.
Unless stated otherwise, SMAD uses a DeepLabV 3+ backbone. We also consider SMADVY,
where “W” indicates a WideResNet backbone; all other components and training settings
remain identical.

Combining the supervised loss constraint for labeled data and consistency loss for
unlabeled data, the final loss constraint is defined as follows:

Lfinal = )\sup Lsup + Acon Leon ®)

where Agyp and Acop are empirically tuned balancing coefficients. Unless otherwise stated,
we set Asup = 1 and Ay, = 1 for all experiments. This constant-weight setting follows
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common SSL practice—e.g., FixMatch [16] uses a fixed unlabeled-loss weight A, and
reports that ramping this weight is unnecessary—so adopting 1:1 weighting avoids con-
founding from an additional hyperparameter while keeping comparisons fair across back-
bones and baselines. Exhaustive fine-tuning of the A coefficients is outside the scope
of this work; our focus is on the method design and label-budget regime rather than
hyperparameter optimization.

4. Experiments
4.1. Setup

Datasets. We conduct experiments on the CICMalDroid 2020 dataset [39], a publicly
available collection of Android Package Kit (APK) files—standard Android application
bundles—compiled from sources such as VirusTotal and the Contagio blog (December
2017-December 2018).

The dataset comprises 17,341 applications labeled as Benign or one of four malware
families (Adware, Banking, Mobile Riskware, SMS); in our image-rendered subset of
16,787 samples, the per-class counts are Benign 4039 (24.1%), Adware 1514 (9.0%), Banking
2505 (14.9%), SMS 4821 (28.7%), and Mobile Riskware 3908 (23.3%). We map APK bytes to
a grayscale image using a simple row-major stream order (left-to-right, top-to-bottom); for
the stream-order procedure and implementation details, see [40].

For evaluation, we perform a single class-stratified partition of the full corpus into an
8:1:1 training—validation—test split, preserving family proportions with a fixed random seed.
All metrics are reported on the held-out test set; the validation split is used exclusively for
model selection and early stopping. The semi-supervised label budget is parameterized by
rol and applies only to the training split: for a given role {0.5,0.25,0.125}, that fraction
of the training samples is treated as labeled, while the remainder of the training data is
available as unlabeled input to SSL methods (the validation and test sets are never used for
unsupervised updates).

Input preprocessing. To standardize inputs and reduce overfitting, we apply a single,
shared transform per image before it is fed to both branches: (i) random scaling with a
factor s € [0.5,2.0] while preserving aspect ratio (bilinear resampling), (ii) zero-padding if
needed followed by a random square crop, (iii) random horizontal flip with probability 0.5,
and (iv) uniform resize to 224 x 224.

Implementation Platform. PyTorch [41] is widely adopted in contemporary research
owing to its dynamic computation graph, mature ecosystem and community support,
and efficient, scalable Python implementation. Leveraging these properties, all experimen-
tal code for this study was implemented in PyTorch 2.9.0.

Performance metrics. We report accuracy together with macro-precision, macro-recall,
and macro-F1 on the held-out test set. Macro-averaging computes each metric per class
and then averages them with equal weight, mitigating skew from class imbalance.

Hardware & training details. All experiments were run on a single workstation with
one NVIDIA RTX 4090 (24 GB VRAM), an Intel Core i7-13700KF CPU, and 64 GB RAM.
Unless otherwise noted, we use stochastic gradient descent (SGD) as the optimizer, with a
batch size of 4 and an initial learning rate of 0.005.

4.2. Compared Schemes

We evaluate the following baselines and ablations alongside our semi-supervised
consistency method.

Supervised only (SUP). Train only on the labeled subset with cross-entropy L,
(Section 3.2); unlabeled data are not used for training or model selection. This serves
as a conventional lower-bound reference.
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Recursive pseudo-labeling (REC). Train on labeled data, infer pseudo-labels on un-
labeled data with the current model, accept all pseudo-labels (no confidence threshold),
and retrain on the union; the process may be repeated. This simple loop can accumulate
label errors across iterations.

FixMatch. A popular semi-supervised baseline using confidence-thresholded pseudo-
labels under weak/strong views. We adopt the same backbone (WideResNet), optimizer,
and schedule as ours for a controlled comparison.

Confidence-threshold ablation (SMAD-THR). Our method with a fixed confidence
gate inside the consistency term (Section 3.2) was used to study the effect of gating under
limited labels.

Backbone ablation (SMADYW). Replace the segmentation-oriented encoder with a
WideResNet while keeping the SSL objective and schedule fixed. Motivated by the canonical
FixMatch recipe, we use a WideResNet encoder here so that the ablation aligns with
that backbone and supports apples-to-apples cross-method comparison. This isolates the
encoder’s contribution under identical training conditions.

5. Results
5.1. Overall Performance Across Label Ratios

We evaluate all methods under varying label budgets on a fixed training pool. For a
given rol, every method receives the identically labeled subset, while the remainder of the
training set is treated as unlabeled data (consumable only by SSL methods). To provide a
strong supervised reference point, we also report SUP(rol = 1), trained on all available
labels. Unless otherwise noted, all methods share the same backbone, optimizer, and
training schedule for fairness. We report test accuracy (%) at every epoch over the entire
training horizon. Results are visualized with per-rol breakdowns in Figures 3 and 4.

100
9
=
L]
©
=
[9]
L=
[1n])
)
73]
A
ol e SUP(rol=1)
1 —— SUP(rol=0.5)
—— SMAD(rol=0.5)
—— REC(rol=0.5)
0 T T T T
0 20 40 60 g0 100

Training rounds(epochs)

Figure 3. Test accuracy vs. epochs at rol = 0.5.
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Figure 4. Side-by-side comparison under reduced label ratios.

Results at rol = 0.5 (Figure 3): With half of the labels available, SMAD rises rapidly to
strong test performance and stabilizes above both supervised references and the pseudo-
labeling variant; by the end of training, it matches or exceeds the full-label supervised
reference while maintaining a smoother trajectory than REC. In contrast, REC attains inter-
mediate accuracy but exhibits higher variance across epochs, consistent with noisier target
signals. Beyond the generic benefits of consistency regularization, we attribute a substan-
tive fraction of this margin to SMAD’s segmentation-oriented backbone, which performs
pixel-level feature extraction and aggregation with ASPP. The resulting dense, multi-scale
representations fuse fine-grained local cues with global layout, yielding descriptors that are
more invariant to APK packing/repackaging and obfuscation artifacts when binaries are
rendered as images. Aggregating agreement over many spatial locations provides a higher
signal-to-noise ratio for the unsupervised target, improves confidence calibration early in
training, and dampens view-specific artifacts—mechanisms that plausibly account for the
observed stability and the higher asymptote at rol = 0.5. Overall, Figure 3 indicates that,
in this setting, unlabeled data—channeled through dual-branch consistency on dense fea-
tures—yields measurable gains over purely supervised optimization on the same backbone
and schedule.

Results at rol = 0.25 and rol = 0.125 (Figure 4). When the labeled budget is reduced to
one quarter and one eighth, SMAD preserves a pronounced advantage over both the same-
budget supervised baseline and the pseudo-labeling variant, while exhibiting accelerated
convergence—it reaches a stable operating point in fewer epochs. Importantly, this stability
is achieved at a slightly lower accuracy asymptote than in higher-label regimes, reflecting
the diminished ceiling imposed by scarce labeled supervision. The method ordering is
invariant across the training horizon: SMAD attains the highest terminal accuracy at both
rol = 0.25 and rol = 0.125; purely supervised training plateaus earlier at a lower level,
and the pseudo-labeling variant persistently trails.

The joint pattern of faster stabilization and modestly attenuated asymptotes is con-
sistent with established semi-supervised learning principles. Cross-view consistency en-
courages decision boundaries to align with low-density regions of the data manifold,
yielding strong regularization that accelerates optimization dynamics, whereas the lim-
ited volume of labeled evidence constrains the attainable peak performance [27]. Com-
plementarily, entropy minimization on unlabeled instances sharpens posterior assign-
ments without overfitting to the small labeled set—provided augmentations and targets
are well calibrated—thereby sustaining margins over supervised training even when
labels are sparse [28]. Empirically, contemporary consistency-based methods (e.g., Mix-
Match [13], ReMixMatch [14], and FixMatch [16]) report analogous behavior in low-label
regimes—earlier convergence with a slightly reduced ceiling relative to richer supervi-
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sion—while maintaining decisive gains over purely supervised and pseudo-labeling base-
lines. The curves in Figure 4 mirror these reports, evidencing that SMAD continues to
leverage the unlabeled corpus effectively, converging rapidly yet retaining superior termi-
nal accuracy under severe label scarcity.

Why consistency-based SSL outperforms supervised and pseudo-labeling baselines.
Dual-view consistency imposes a prior agreement that encourages low-density separation
and constrains function complexity, which is known to improve generalization under label
scarcity; weight-averaged or consistency-target variants (e.g., Mean Teacher [12]) routinely
outperform comparable supervised training with few labels. And modern confidence-aware
formulations (e.g., FixMatch [16]) demonstrate that SSL can match or even surpass full-
label supervised references in standard vision benchmarks [18]. By contrast, pure pseudo-
labeling is susceptible to confirmation bias—early mistakes reinforce themselves—leading
to oscillatory learning curves and inferior asymptotes unless additional regularization is
introduced [19]. These mechanisms align with what we observe at rol = 0.5 in Figure 3.

Comparison with a popular SSL baseline (FixMatch [16]). To contextualize perfor-
mance against a widely adopted SSL method, we include FixMatch [16] trained under
the schedule and label splits. Table 1 summarizes accuracy, macro-precision, macro-recall,
and macro-F1 (mean =+ std over three runs) for SMAD and FixMatch under identical SSL se-
tups. SMAD outperforms FixMatch consistently at all label ratios. For example, at rol = 0.5,
SMAD improves accuracy by +3.2 pts (91.2 vs. 88.0) and F1 by +4.2 pts (90.3 vs. 86.1);
at rol = 0.25, the gaps widen to +4.5 accuracy/+5.3 F1; and at rol = 0.125, to +8.3 accu-
racy/+9.2 F1. The precision/recall margins follow the same trend (e.g., recall +4.8, +6.1, and
+10.5 pts for rol = 0.5, 0.25, and 0.125, respectively), indicating that SMAD maintains higher
sensitivity without sacrificing precision as supervision decreases. These gains exceed the
reported standard deviations, suggesting robust improvements rather than noise.

Table 1. Comparison with FixMatch across label ratios (values are mean =+ std over three runs).

Method (rol) Accuracy Precision Recall F1

SMAD (0.5) 91.2%+05%  89.9%+£0.6%  90.7%+0.6%  90.3% £ 0.5%
SMAD (0.25) 90.3% £04%  88.7%£07%  89.7%+£0.6%  89.1%=£0.5%
SMAD (0.125) 89.4%£0.6%  872%+£08%  88.7%+£05%  87.8%£0.7%
FixMatch (0.5) 88.0% +14%  86.5%+09%  85.9%+1.8%  86.1%+1.4%
FixMatch (0.25) 85.8% +£1.1%  844%+09%  83.6%+£09%  83.8%+0.9%

FixMatch (0.125) 81.1% £0.7% 79.6% £1.1% 78.2% £1.2% 78.6% £0.9%

Per-class accuracy at rol = 0.5. Per-class accuracy at rol = 0.5 shows that SMAD
achieves 91.5/82.3/92.5/88.1/96.8(%), exceeding FixMatch (77.1/76.7/90.8/87.4/95.4) and
SMADW (87.7/78.0/93.6/86.1/95.5) across all classes.

5.2. Ablation Study

Dense pixel-wise multi-scale vs. WideResNet. Table 2 isolates the effect of the encoder
by swapping SMAD’s segmentation-oriented backbone for a standard WideResNet while
keeping the SSL objective and schedules fixed. The dense, pixel-wise multi-scale backbone
yields higher accuracy/F1 at every budget, and the gap increases as labels become scarcer
(e.g., F1 +1.3 @rol =0.5, +3.5 @rol = 0.25, +6.8 @rol = 0.125; accuracy +1.4, +2.5, +5.4). This
pattern supports our design claim: spatially dense multi-scale features provide stronger
unsupervised targets under consistency, improving label efficiency when annotations
are limited.

Effect of confidence-thresholded consistency (Figure 5). Introducing a confidence gate
into the consistency term (SMAD-THR) leads to a systematic reduction in accuracy across
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all label budgets relative to SMAD, with the gap widening as the labeled ratio decreases. At
rol = 0.5, SMAD-THR converges to a visibly lower plateau than SMAD and exhibits a nois-
ier early trajectory; at rol = 0.25 and rol = 0.125, the attenuation is more pronounced and
the early-phase volatility persists longer, indicating that the gate suppresses a substantial
fraction of unlabeled updates when predictors are initially underconfident. This behavior
is consistent with the precision—recall trade-off inherent to confidence filtering: while high
thresholds are designed to exclude erroneous targets, they simultaneously curtail the recall
of informative unlabeled instances and can starve the unsupervised signal during the
period when it is most needed. Moreover, requiring both branches to exceed the threshold
tightens the criterion further and magnifies the effect under class imbalance or calibration
mismatch. Prior studies reported analogous sensitivities—confidence-thresholding yields
gains when calibration is strong and augmentation is aggressive (e.g., FixMatch [16], Noisy
Student [17]), but can underperform when thresholds are overly conservative or confidence
is miscalibrated [16-18]. The curves in Figure 5 align with the latter regime: A harder gate
reduces detrimental noise yet leaves performance below that of agreement-driven SMAD
that exploits the unlabeled pool more continuously.

Table 2. SMAD vs. SMADW. Values are mean =+ std over three runs.

Method (with rol) Accuracy Precision Recall F1

SMAD (0.5) 91.0% =+ 0.8% 89.2% £1.1%  902%£1.1% 89.6% +1.1%
SMAD (0.25) 90.3% £04%  88.7%+£0.7%  89.7%+0.6% 89.1% % 0.5%
SMAD (0.125) 89.4%+0.6%  872%+08%  88.7%=+05% 87.8% +0.7%
SMADWY (0.5) 89.6% +0.3%  88.0%+05%  88.6%+04% 88.3% +0.5%
SMADW (0.25) 87.8% +05%  864%+£09%  85.1%=+0.8% 85.6% +0.8%
SMADW (0.125) 84.0% +12%  829%+05%  80.5%+23% 81.0% +2.0%

SMADWY uses WideResNet instead of SMAD's segmentation-oriented backbone.

100
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Figure 5. Effect of confidence-thresholded consistency (SMAD-THR) across label ratios.
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Computational efficiency. On the same hardware (Section 4.1), the average training
time per epoch over 100 epochs is 6.26 min (FixMatch), 6.50 min (SMADW), and 8.49 min
(SMAD). Thus, SMAD incurs a modest overhead of +35.6% vs. FixMatch and +30.6% vs.
SMADW, reflecting the heavier encoder. For inference on the fixed test set of 1680 images, to-
tal latency is 45 s (FixMatch), 105s (SMADW), and 140's (SMAD), corresponding to through-
puts of ~37.3img/s (=26.8 ms/img), ~16.0img/s (=62.5ms/img), and ~12.0img/s
(~83.3ms/img), respectively. In practice, these latencies remain compatible with offline
scanning and scheduled batch analytics, and the observed gains in detection accuracy,
macro-precision, macro-recall, and macro-F1 (Section 5.1) often outweigh the moderate
increase in compute for SMAD in security operations where false decisions are costlier than
additional milliseconds at inference.

5.3. Summary and Concluding Remarks

Under realistic labeling constraints characteristic of security telemetry, models that
leverage abundant unlabeled data deliver the greatest return on supervision. Across all
label budgets, SMAD’s dual-branch consistency achieves superior terminal accuracy and
smoother optimization than purely supervised training on the same labeled subset and
a pseudo-labeling variant, remaining competitive with—often surpassing—the full-label
supervised reference. In the more constrained regimes (rol = 0.25,0.125), SMAD reaches a
stable operating point in fewer epochs with only a modest reduction in the final ceiling,
evidencing strong label efficiency without sacrificing late-stage stability. A contributing
factor is the segmentation-oriented backbone, whose pixel-level, multi-scale features yield
descriptors more invariant to APK packing/repackaging and obfuscation; aggregating
agreement over dense spatial cues provides a higher-SNR unsupervised signal and better
early calibration, thereby strengthening the benefits of consistency training in this domain.

The confidence-gated ablation clarifies an operational trade-off. While hard thresholds
effectively suppress low-confidence noise, they also curtail the recall of informative unla-
beled instances during cold start, yielding lower asymptotes in our setting. Consequently,
calibration-aware or curriculum mechanisms—such as temperature scaling, dynamic or
branch-aware thresholds, or soft weighting—are preferable to fixed gates when calibration
is uncertain or class priors drift.

Taken together, these results indicate that dense pixel-wise multi-scale encoders paired
with dual-branch agreement realize the most value when labels are scarce. In malware-
image scenarios where padding/obfuscation and layout idiosyncrasies are common, pre-
serving fine spatial cues before classification appears particularly beneficial.

6. Conclusions

This paper introduced SMAD, a semi-supervised detector for Android malware that
couples dual-branch agreement with a segmentation-oriented encoder to exploit unlabeled
APK imagery under label scarcity. Across label budgets, SMAD surpassed supervised
training on the same backbone and a recursive pseudo-labeling variant while exhibiting
smoother optimization dynamics. In addition, a comparison against FixMatch [16] under
the same training schedule showed higher accuracy/precision/recall /F1 across label ratios,
and a backbone ablation confirmed that dense pixel-wise multi-scale features yield consis-
tent gains over a standard WideResNet. The confidence-thresholded ablation clarified an
operational trade-off: hard gates filter low-confidence noise but reduce unlabeled coverage
during cold start, lowering the asymptote in our setting. Taken together, these results
support SMAD as a label-efficient, deployment-oriented approach for malware analytics
where annotations are limited.
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Limitations and Future Work. We use only weak augmentations and a fixed confi-
dence threshold (no tuning). Future work will focus on augmentation-policy design and
confidence-threshold optimization (adaptive or schedule-based).
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