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Abstract

Intrusion detection aims to identify the unauthorized activities within computer networks or
systems by classifying events into normal or abnormal categories. As modern scenarios often
involve multi-source data, multi-view fusion deep learning methods are employed to leverage
diverse viewpoints for enhancing security threat detection. This paper introduces a novel
intrusion detection approach using multi-view fusion within a federated learning framework,
proposing an integrated AE Neural SVM (AE-NSVM) model that combines auto-encoder
(AE) multi-view feature extraction and Support Vector Machine (SVM) classification. This
approach simultaneously learns representative features from multiple views and classifies
network samples into normal or seven attack categories while employing federated learning
across clients to ensure adaptability and robustness in diverse network environments. The
experimental results obtained from two benchmark datasets validate its superiority: on
TON_IoT, the CAE-NSVM model achieves a highest F1-measure of 0.792 (1.4% higher than
traditional pipeline systems); on UNSW-NBI15, it delivers an F1-score of 0.829 with a 73%
reduced training time and an 89% faster inference compared to baseline models. These results
demonstrate the advantages of multi-view fusion in federated learning for balancing accuracy
and efficiency in distributed intrusion detection systems.

Keywords: intrusion detection; multi-view fusion; auto-encoder; neural SVM; federated
learning

1. Introduction

The rapid development of computers and the Internet has ushered in an era of unprece-
dented convenience and connectivity for humankind, enabling digitalization and automa-
tion in both personal and business domains. However, this progress has also brought forth
a surge in complex cybersecurity issues, encompassing large-scale data breaches [1,2], net-
work attacks [3-6], malicious software [7,8], and vulnerabilities in Internet of Things (IoT)
devices [9-12]. These issues pose significant threats to personal privacy, corporate secrets, and
the security of critical infrastructure.

In recent years, the development of artificial intelligence has provided more advanced
technological support for cyber attacks, posing greater challenges to cyber security. Conse-
quently, it necessitates continual efforts to enhance cybersecurity capabilities, ensuring the
secure and beneficial utilization of computers and the IoT in this digital age.

As an active defense technology, intrusion detection systems (IDSs) that can identify
abnormal requests in the communication network, detect potential network threats, and
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generate alarms have gradually become a key technology to ensure network security. An
IDS detects intrusion behavior by analyzing activities such as system logs, CPU and mem-
ory usage, system calls, file modifications, and real-time network traffic characteristics,
which we will call views in this paper [13,14]. Multi-view analysis and learning can ef-
ficiently improve the accuracy and robustness of detection systems. By integrating the
multiple views or perspectives of data mentioned above, multi-view learning enables a
comprehensive analysis of the underlying patterns and characteristics of network intru-
sions. This approach leverages the diversity of information sources, allowing for a more
holistic understanding of attacks and facilitating the identification of sophisticated and
stealthy intrusion attempts that may be missed by single-view methods. Additionally,
multi-view learning can effectively mitigate the impact of noisy or incomplete data, as
information from different views can complement and cross-validate each other, leading to
improved detection performance and reduced false positive rates [15-17]. Furthermore,
the incorporation of multiple views in the learning process enhances the resilience of IDSs
against evasion techniques employed by attackers, as any single-view modification or
manipulation is less likely to go unnoticed. Thus, this paper utilizes a multi-view learning
framework to enhance the accuracy, robustness, and adaptability of IDSs in the face of
evolving cyber threats in systems. While we focus on the IT domain in this work, in
the context of business-related zoning, multi-view techniques are also very applicable to
combined IT/OT scenarios.

Based on the fused features, a classifier that determines if anomalies occur is another
important step in intrusion detection. The classifier uses the extracted features as input
and applies a predefined algorithm or model to make predictions about the nature of the
traffic. There are two kinds of classifiers called rule-based classifiers and machine learning
classifiers. Rule-based classifiers utilize predefined rules or signatures to match against
the extracted features and determine if an intrusion is present. It is effective in detecting
known attacks but may struggle with detecting new or unknown attack patterns. Machine
learning algorithms, such as decision trees [18,19], SVMs [20-22], random forests [23-25],
or neural networks [26,27], can be trained using labeled datasets to learn patterns and make
predictions. These classifiers have the ability to detect both known and unknown attack
patterns by learning from historical data.

Although neural networks dominate modern classification tasks, SVMs remain rel-
evant in specific scenarios. Firstly, SVMs exhibit superior performance on small-scale
datasets as they minimize structural risk rather than empirical risk, enabling robust gen-
eralization with limited labeled samples. Secondly, SVMs provide interpretable decision
boundaries through kernel-induced feature mapping, which is critical for security-critical
applications requiring transparent reasoning. Thirdly, SVMs offer computational efficiency
in high-dimensional spaces, avoiding the heavy parameter tuning and computational costs
associated with deep neural networks, making them suitable for resource-constrained edge
devices in distributed networks.

However, the traditional IDS follows a structured workflow, where feature learning
extracts relevant features from the data, and classifiers, such as SVMs, use these fea-
tures to make decisions regarding the presence of an attack, which is called a pipeline
system [24,28,29]. The goal of feature learning is to transform the raw data into a more
informative and condensed representation that enhances the detection capabilities of the
subsequent classifier. However, there is a feature—classifier mismatch problem that means
the extracted features may not be optimally aligned with the requirements of the classifier.
The features learned during the feature extraction step may not fully capture the discrimina-
tory aspects relevant to the classifier, leading to sub-optimal detection accuracy. Traditional
neural network-based approaches can combine the feature learning and classifier into a
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whole network by adding a softmax layer following feature learning layers. But they re-
quire a large amount of data for parameter learning while the traditional machine learning
approaches, such as SVMs and decision trees, perform well on limited datasets. Thus, in
this paper, we proposed a neural network-based SVM (NSVM) approach for intrusion
detection, where an SVM layer is connected to feature learning layers. Specifically, we
use an auto-encoder to fuse multiple views and extract discriminative features from the
hidden layers, and an SVM layer is connected to the hidden layers for classification. In this
way, the feature fusion and classification are combined into a whole neural network and
optimized jointly. We call the proposed approach an auto-encoder neural network SVM
(AE-NSVM).

Moreover, we propose to train the models using multi-view, fusion-based federated
learning. Federated learning is a decentralized machine learning approach that addresses
the challenges of distributed learning and privacy protection. Federated learning trains
the model on local devices, and it then transmits the encrypted model parameters to a
central server. Next, the model on the central server is updated by aggregating received
parameters. First, to fuse the multiple views describing the states of various aspects of
hosts and networks, we utilize an auto-encoder (AE) to learn representative features;
second, the fused features are fed into an SVM to classify the samples into normal or
seven other kinds of attacks. Different from the traditional pipeline system that includes
two separated sequential steps of feature learning and classification, we propose an AE-
NSVM model wherein an SVM layer is connected to the AE hidden layer to simultaneously
perform feature learning and classification. In AE-NSVM, feature learning aims to learn
representative information from multiple views, as well as improve classification results by
combining the two processes together. Finally, the proposed AE-NSVM models are created
on multiple clients using a federated learning strategy. We implemented four kinds of AE
to compare the feature learning performances.

The contributions of this paper are as follows.

*  Multi-view fusion: We propose an AE-based multi-view fusion approach for intrusion
detection. To leverage heterogeneous intrusion data, we integrate multiple modalities
to capture complementary intrusion patterns;

* Joint loss optimization: Integrating AE multi-view reconstruction loss and SVM’s
hinge loss to align feature learning with classification objectives;

*  End-to-end feature-classifier integration: Direct connection between the AE hidden
layer and SVM layer eliminates information loss in pipeline-based approaches. Experimen-
tal results show a 1.4% Fl-measure improvement over separate AE+SVM frameworks;

*  Systematic evaluation of AE variants: Convolutional auto-encoder (CAE) is iden-
tified as optimal (F1-measure 0.781) due to its superiority in extracting local spatial
correlations from high-dimensional data.

The rest of this paper is organized as follows. Section 2 introduces the related work
on current intrusion detection technologies. Section 3 proposes an AE-NSVM approach
for intrusion detection. Section 4 presents an approach to analyze the anomaly in different
clients using a federated learning strategy. Section 5 is the analysis and experimental results
of the proposed approaches.

2. Related Work

Feature learning, as the first important step of intrusion detection, enables the auto-
matic extraction of relevant and discriminative patterns from network data. Multi-view
feature fusion further enhances the effectiveness of intrusion detection by integrating
information from multiple perspectives or data sources. This approach harnesses the com-
plementary nature of different views, such as network traffic, system logs, or host states,
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to create a more comprehensive and accurate understanding of the network environment.
He et al. [30] proposed a multimodal approach as a multi-view technique for intrusion
detection. Different level features are extracted from the network connection, rather than
the long feature vector used in the traditional approach, which can process feature in-
formation separately in a more efficient manner. The authors were able to significantly
improve the detection accuracy on a variety of datasets, including outdated and novel
ones. However, the authors did not take into account the network traffic behavior changes
over time. On the other hand, Li et al. [31] proposed a multi-view approach for spam
detection in resource-constrained environments. The authors assumed a semi-supervised
setting, wherein a multi-view setting was used for the label of other events. Although
the authors considered a more realistic scenario with model updates, their used dataset
does not present a long data period without natural behavior changes. The authors in [32]
proposed a semi-supervised co-training approach using a multi-view nature of attacks.
In this approach, the attack behavior will be maintained in multiple views, and attack
detection will be performed using the predictions conducted by ML models of multiple
views of an attack. They used a centralized approach for implementing their research
and utilized an active labeling procedure for labeling unknown attacks by experts. The
researchers in [33] introduced multi-view features of MQTT data and evaluated features
using centralized ML algorithms. The authors in these works proposed their methodologies
as a centralized approach. Attota et al. [34] proposed a federated learning-based intrusion
detection approach called multi-view federated learning intrusion detection (MV-FLID),
which trains on multiple views of IoT network data in a decentralized format to detect,
classify, and defend against attacks. The multi-view ensemble learning aspect helps in
maximizing the learning efficiency of different classes of attacks.

The distributed nature of multiple clients often necessitates that the data within these
clients comply with privacy protection requirements. Traditional centralized intrusion
detection models require all data to be aggregated at a central data center for model training.
This centralized network model structure conflicts with the inherently distributed nature
of federated learning environments and fails to protect private data. Therefore, centralized
intrusion detection models are no longer adequate to meet the security requirements of
such distributed network structures. Federated learning perfectly matches the distributed
nature of trusted regions and protects local data privacy by only passing model parameters.
The distributed nature of the approach ensures that training data confidentiality is main-
tained on the devices, while the shared model gains from the pooled knowledge of all the
devices. Nguyen et al. [35] introduced federated learning into an intrusion detection field
for the first time and presented a self-learning distributed system in which the federated
learning model performs intrusion detection by detecting device status. Zhao et al. [36] con-
structed a federated learning model based on Convolutional Neural Networks (FedACNN),
and the experimental results proved that Fed ACNN can improve the detection accuracy
up to 99.7%. Li [37] first proposed a federated learning method based on a real industrial
environment, which achieved experimental results superior to traditional machine learning
algorithms. Campos et al. [38] verified that different data distributions have a significant
impact on the effectiveness of federated learning. To balance sample distribution, the
authors proposed a sampling method based on Shannon entropy, which achieved good
experimental results.

Despite advancements in multi-view intrusion detection, three critical limitations
persist in existing approaches.

*  Objective misalignment in sequential pipelines: Traditional multi-view frameworks
(e.g., cascaded auto-encoder classifier designs) decouple feature extraction and classifi-
cation into independent, sequential stages. This separation forces feature extractors to
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optimize reconstruction-oriented losses (e.g., MSE for auto-encoders) without direct
guidance from downstream classification objectives, resulting in features that are
suboptimally discriminative for intrusion detection tasks and prone to information
loss during stage-wise transfer;

* Insufficient multi-view fusion in federated learning: Federated learning applications
in intrusion detection primarily focus on single-view data, neglecting complementary
insights from heterogeneous modalities. Additionally, systematic evaluations of feature
fusion models (e.g., auto-encoder variants) under distributed settings remain scarce,
hindering the balance between detection accuracy and computational efficiency;

*  Non-end-to-end integration of hybrid models: Hybrid architectures combining neu-
ral networks (e.g., auto-encoders) and traditional classifiers (e.g., SVMs) adopt a
rigid “feature extraction — classification” pipeline without cross-module joint training.
Unlike end-to-end models, this design prevents the backward propagation of classi-
fication loss to the feature extractor, leaving neural network parameters optimized
solely for reconstruction rather than discriminative feature learning. This disconnec-
tion of parameter updates limits the model’s ability to adapt features to intrusion
detection-specific decision boundaries.

To address these limitations, this study proposes a multi-view federated learning
framework integrating Auto-Encoder Neural SVM (AE-NSVM). This approach directly
connects an SVM classification layer to the hidden layer of an auto-encoder (AE), enabling
end-to-end joint optimization of multi-view feature fusion and intrusion classification.
By unifying the reconstruction loss (for feature learning) and hinge loss (for classification)
into a single objective function, the framework aligns feature representation with detection
tasks, mitigating the information loss in traditional pipelines. Furthermore, the proposed
method systematically evaluates four AE variants to identify optimal multi-view fusion
performance, and it extends the model to federated learning, ensuring privacy preservation
while enhancing detection accuracy and computational efficiency across distributed clients.

3. Proposed Approach

In this section, we will describe the architectures of the proposed approaches. Mainly,
we utilize AEs to fuse five views that provide different perspectives on the host activities to
take advantage of the complementary information in each view, as shown in the lower part
of the architecture. Multi-view fusion techniques can also help to reduce false positives
and increase the overall detection rate [39—41]. The fused features are used for intrusion
detection using an SVM classifier. We refer to these separate processes of feature fusion and
classification as pipeline systems. However, the pipeline system treats feature generation
and classification as distinct processes, where specialized algorithms are employed for
feature generation, with no explicit optimization for classification. This dichotomy may
cause a reduction in the detection performance of the system. Thus, we use a joint training
strategy that combines the two processes within a singular neural network architecture,
facilitating the acquisition of features that are specifically optimized for classification
purposes. This mechanism yields superior feature learning and classification. In this paper,
we introduce AE Neural SVM (AE-NSVM), an architecture that uses AEs for feature fusion
extraction and an SVM layer for classification to fuse the multiple views of the host. In order
to effectively address the issues of data privacy and security in a distributed environment,
while also enhancing the effectiveness and efficiency of machine learning, we propose to
apply our AE-SVM model to multiple clients, and federated learning is utilized to train the
model parameters.

Figure 1 shows the architecture of the pipeline system of AE and SVMs. The training
process includes two steps of feature fusion using an AE and SVM classification. Firstly, in
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the encoding part of the AE, the data from five views are embedded to vectors with fixed
dimensions, and then the five vectors are concatenated together and fed into a bottleneck
layer. In the decoding part, the five views are reconstructed based on the features from the
hidden layer. The loss is computed by the reconstruction errors of each view and summed
together. Secondly, the input data of the five views are fed into the trained AE, and the
corresponding fused features are obtained from the bottleneck layer, which are then fed
into the SVM for classification. The relationship between the network, layers, loss function,
and the optimizer is shown in Figure 1.

‘Weight update

Input v1,v2,...,v5

Embedding layer Output v1',v2',...,v5'
Weight T «

update ’Concatenation Iayer‘ ’ Output layer ‘

’ Hidden layer ’—)’ Reconstruction layer‘

Encoder Decoder

Step 1

Step 2 SVM

Figure 1. The relationship between the network, layers, loss function, and optimizer of the pipeline system.

To align the objective function for the feature fusion with the final classification objective, we
unify feature fusion and SVM classification in a single neural network framework by replacing
the SVM classifier with a non-linear support vector output layer. During training, the margin-
based loss for this support vector output layer and the reconstruction loss for the auto-encoder
are simultaneously computed, and the entire network is optimized using the gradient descent

algorithm. The training process of the proposed AE-NSVM is shown in Figure 2.

- @ <« Loss score
Weight

update

’ Concatenation layer‘ ’ Output layer ‘

’ Hidden layer H Reconstruction layer‘

Encoder Decoder

Weight
update

Figure 2. Relationship between the network, layers, loss function, and optimizer of AE-NSVM.

The architecture of the proposed AE-NSVM-based federated learning approach in-
volves training a shared global model on three clients while keeping the data on each client
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local. The federated learning process follows these steps: First, a global model is initialized
and distributed to clients. Each client then trains the model locally using its own data.
Next, the server aggregates the model updates from all clients. These steps are repeated
for multiple rounds until the global model converges. Throughout the process, client
data remains decentralized, ensuring privacy and security. By leveraging the collective
knowledge learned from distributed datasets, federated learning enables collaborative
model training while preserving data privacy.

3.1. Auto-Encoder-Based Multi-View Fusion

Multi-view fusion enables the incorporation of complementary information from multi-
ple views and gains a more comprehensive and accurate understanding of potential threats
and anomalies, leading to improved detection performance and a reduction in false positives.

The multi-view fusion process of the proposed auto-encoder (AE) is illustrated in
the accompanying diagram, which outlines the workflow from raw view input to fused
feature learning and view reconstruction. As shown in Figure 3, the framework takes five
heterogeneous views (denoted as V; to V5) as input, each representing distinct aspects of the
host activities (e.g., memory usage, processor metrics, disk, process behavior, and network
traffic). First, each view undergoes independent encoding through view-specific encoder
modules. These encoders transform raw features into compact latent representations
(denoted as Hj to Hs), capturing view-specific patterns. The latent vectors from all views
are then concatenated into a unified feature vector H.,, which is fed into a bottleneck layer
to learn cross-view correlations and generate a fused feature representation H. To ensure
the fused features retain discriminative information from all input views, the framework
includes a decoder module that reconstructs each original view from the fused feature H.
The reconstruction loss between input views and their decoded counterparts (e.g., L(Vy, V1))
drives the encoder to preserve critical information during feature fusion. This dual process
of encoding—decoding not only integrates multi-view data, but also ensures the fused
features are both representative and reconstructively accurate, laying a foundation for
downstream intrusion detection tasks.

View Reconstrution

{\71 02 {]3 \A]4 05
€. 0@ 00 00 3E.0)
EIT EzT E3T E4T EST

[O'" QHO'" O][O'" O][O'" O][O"' OJ

[OO OOOO }Hcat

H,; H;
[O OJ [O OJ [O OJ [O OJ [O OJ

1 1 1 1 1
[O O} [O O] [O O] [O O] [O O}
2 v, V3 V, Vs

View Input

Figure 3. The multi-view fusion architecture.

Figure 3 shows the feature fusion process. There are five views in the AE, and for each
view, denoted as V;(i = 1,2,...,5), they are projected into a dense vector representation, denoted
as H;, using an encoder function f,. The encoding process can be represented as follows:

H; = fenci(vi)li =12,..,5. (1)
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Then, the dense vectors of the five views, Hy, Hy, ..., Hs, are concatenated together into
a single vector representation, denoted as Hcg;:

Hcat = [Hll HZ/ ceey H5] (2)

The concatenated vector He,; is then projected into a hidden layer, which is represented
by a transformation matrix W, and a bias term by, and this is achieved using an activation
function ReLU:

H = F(W}, X Heat + by). 3)
In the decoding part, each view is reconstructed by an embedding layer and followed
by an output layer:
Ei = faee,(H),i=1,2,...,5. (4)
Vi = F(Wreci X E; + breC,‘)/i =12,.,5 )

Similar to the standard auto-encoder, the quality of the auto-encoder output is evalu-
ated by comparing the reconstructed views with their corresponding original views. The
reconstruction loss, typically measured using a suitable loss function such as the mean
squared error (MSE), quantifies the dissimilarity between the original views V; and their
reconstructed counterparts 9;:

Loss = L(V1, V1) + L(Va, Vo) + ... + L(V5, Vs). (6)

3.2. SVM-Based Intrusion Detection

Support Vector Machines (SVMs) are a powerful class of machine learning algorithms
used for classification tasks. The key function of SVMs is to find an optimal hyperplane that
maximally separates classes or fits the regression line with the largest margin. This margin
allows SVMs to be robust to noise and generalize well to unseen data. For multi-class
classification, the one-vs-rest strategy is used to train multiple binary SVM classifiers, each
one distinguishing between one class and the rest of the classes.

From Equation (3), we can obtain the fused feature vector x; of dimension D. Ad-
ditionally, you have corresponding labels y; for each sample, where y; takes values from
1 to 8, representing the eight classes. For each class k from 1 to 8, a binary SVM classifier is
trained to distinguish between class k and the rest of the classes. The training set for class k
is denoted as Xy and the corresponding labels as Y;.

For the ky, classifier, the original labels y; is transformed into binary labels:

vie=1 if yi==k else yy=—1 (7)

for each class k. These are then used to solve the SVM optimization problem using a
quadratic programming solution:

1 2
in ¢~ C
min {5 | we 1> +C Y &k

s.t. y,»k(wk - X+ bk) >1- gkr gk > 0.

(®)

Here, wy represents the weight vector, by is the bias term, j are the slack variables,
and C is the regularization parameter that controls the trade-off between maximizing the
margin and minimizing misclassifications.

To predict the class for a new input sample Xpeyw, first calculate the decision function
for each class k from 1 to 8:

fk(xnew) = Wy * Xnew + bk- )
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The predicted class for x;,¢, is the one with the highest decision value:

7 = argmax( fr(Xnew))- (10)

3.3. AE Neural SVM for Intrusion Detection

Sections 3.1 and 3.2 describe a typical pipeline system that includes two steps of
feature fusion and classification, and each step has its individual optimization function.
The inconsistency of the objective function may potentially diminish the performance of
classification. Based on this inspiration, we introduce an AE Neural SVM architecture that
combines the benefits of both auto-encoder and SVM models for enhanced classification
performance. Our approach involves incorporating an SVM layer following the hidden
AE layer during joint training, as shown in Figure 2. By doing so, we can optimize both
the reconstruction loss of the auto-encoder and the hinge loss of the SVM simultaneously.
This joint training enables the auto-encoder to learn more informative and task-specific
representations, potentially leading to enhanced classification performance.

Figure 2 shows the process of the proposed AE Neural SVM. By adding an SVM layer
to the hidden layer of AE, the hinge loss is computed as follows:

Lossninge (i, f (1i)) = max(0,1 —y; x f(h;)), (11)

where f(h;) represents the output of the decision function for the given feature vector h;
from the hidden layer of AE. The loss of AE-NSVM is computed as follows:

Loss = LosShinge + &1 - L0Ssy1 + &g - LOSSpp + - - - + 5 - L0SSy5, (12)

where a; is a scalar between 0 and 1, the optimal « is determined by tuning on a develop-
ment set, and Loss,; is the reconstruction error for each view.

3.4. Theoretical Complexity Analysis

To further validate the efficiency of the proposed framework, this section theoretically
compares the spatial complexity and temporal complexity of three multi-view models: the pro-
posed AE-NSVM, the pipeline-based AE-SVM, and the baseline multi-view-DNN (MV-DNN).
The AE-NSVM architecture consists of V' view-specific encoders and V symmetric decoders.
A hinge loss layer directly connected to the bottleneck layer performs classification, enabling
joint optimization of AE reconstruction loss and SVM hinge loss. The AE-SVM contains a
multi-view AE that is identical to the AE part of AE-NSVM, as well as a independent SVM
classifier. The MV-DNN is a multi-view deep neural network (multiple inputs) containing a
multiple inputs layer, a concatenation layer, and a softmax layer.

3.4.1. Spatial Complexity

Spatial complexity is defined as the total number of trainable parameters, and it is derived
from model components, such as encoders, decoders, fusion layers, and classifiers. Equation (13)
describes the spatial complexity of AE-NSVM, defined as the total number of trainable parameters:

SaE-NsvM = V(Eo + Do) + B + Chinge, (13)

where V denotes the number of views, E, represents the parameters of a one view-specific
encoder, D, is the parameters of a one view-specific decoder, B denotes the bottleneck layer
parameters, and Chinge is the parameters of the hinge loss classifier.

Equation (14) describes the spatial complexity of AE-SVM, including parameters of
the multi-view AE and independent SVM:
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Sag-sym = V(Ey + Dy) + B+ Csym, (14)

where V, E;, Dy, and B are defined identically to AE-NSVM, and Cgy s denotes the parameters
of the independent SVM classifier.

Equation (15) describes the spatial complexity of MV-DNN, excluding decoder parameters
as follows:

SMV—DNN - VEDNN,V +F+ CsoftmaXr (15)

where V is the number of views, Epyn » represents the parameters of a one view-specific
DNN encoder, F denotes the concatenation layer parameters, and Cgogimax 1S the parameters
of the softmax classifier.

From Equations (13) and (14), we can see that AE-NSVM exhibits lower spatial com-
plexity than AE-SVM, primarily due to the end-to-end integration of classification into
the AE framework. Both models share identical multi-view AE components, but their
classification modules differ fundamentally. AE-NSVM replaces AE-SVM’s independent
SVM with a lightweight hinge loss layer. The SVM’s large parameter count stems from its
support vector coefficients, which scale with dataset size, whereas the hinge loss layer uses
fixed-size linear weights achieving parameter efficiency without sacrificing discriminative
power. AE-NSVM has slightly higher spatial complexity than MV-DNN, which is attributed
to its multi-view decoders. MV-DNN omits decoders entirely, relying solely on encoders
and softmax layers for classification.

3.4.2. Temporal Complexity

Temporal complexity is measured by floating-point operations (FLOPs) during training
and inference, with N as the sample size, T as the training epochs, and B as the batch size.
Equations (16)—(18) describe the training complexity (FLOPs) of the three models:

N
TagNnsvm = O(T 3 [V(Eenc + Edec) + Bfiops + Chinge)), (16)

where T is the training epochs, N is the sample size, B is the batch size, Eenc/ Egec is the
encoder/decoder FLOPs, By, denotes the bottleneck FLOPs, and Chnge denotes the hinge
loss FLOPs.

N

TagsvMm = O(T' E : [V(Eenc + Edec) + Bﬂops + O(N3)])r (17)

where O(N?) denotes SVM quadratic programming complexity.

N
TMV—DNN = O(T . § . [V(EDNN,enc) + Fﬂops + Csoftmax])/ (18)

where EpNNenc is the DNN encoder FLOPs per view, Fyqps is the concatenation layer
FLOPs, and Cqogmax denotes the softmax FLOPs.

Equations (16)—(18) indicate that AE-NSVM balances efficiency and modularity, out-
performing AE-SVM in large-scale scenarios (no O(N?) bottleneck) and MV-DNN in classi-
fication layer efficiency (hinge loss < softmax). Its decoder overhead is offset by end-to-end
optimization, making it the most practical choice for multi-view intrusion detection.

Inference complexity focuses on forward propagation, which is critical for real-time
applications. For the three models, the inference FLOPs are derived as follows.

During inference, AE-NSVM omits decoders, retaining only encoders, the bottleneck,
and hinge loss layers. Its inference complexity is given by Equation (19):

Iagxsvm = O(N - [V Eenc + Chinge| ), (19)
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where N is the inference sample size, V - Eenc is the total FLOPs of a view-specific encoder,
and Chinge is the FLOPs of the hinge loss inference.

AE-SVM requires AE feature extraction followed by independent SVM inference,
leading to higher latency. Its inference complexity is expressed as Equation (20):

Ing-sym = O (N : {V * Eenc + Bfiops + CSVM] ), (20)

where N, V - Egpe, and Bfiops are defined as above, and Cgy), is the FLOPs of the SVM inference.
MV-DNN performs full forward passes through DNN encoders, concatenation, and
FC layers during inference. Its inference complexity is given by Equation (21):

IMV-DNN = O (N ' [V ' EDNN, enc T Pﬂops + Csoftmax} )/ (21)

where N, V- EDNN enc, Friops, and Csoftmax are defined identically to training complexity.

Compared to AE-S5VM, AE-NSVM offers a critical advantage in training efficiency by
eliminating the high-complexity O(N?) term associated with independent SVM training
(due to quadratic programming), instead integrating a lightweight end-to-end hinge loss
layer that avoids such exponential complexity. In contrast to MV-DNN, AE-NSVM achieves
superior inference efficiency by omitting decoders during deployment, retaining only
encoders and the hinge loss layer. The hinge loss layer further accelerates inference with
its linear operation, making AE-NSVM faster and more scalable for real-time intrusion
detection tasks.

3.5. Federated Learning

Federated learning offers the advantage of training machine learning models with
decentralized data sources while preserving data privacy. By allowing participants to
collaborate and contribute their local knowledge without sharing raw data, federated
learning ensures confidentiality while improving model accuracy and adaptability. This
approach enables scalable and efficient training, making it ideal for intrusion detection.

Figure 4 is the proposed architecture of AE-NSVM for federated learning. Assuming
there are 7 clients denoted as C1,Cy, - - - , Cn, FL includes the following five steps:

* A global model G is initialized on the centralized server;

*  The parameters of global model G are sent to each client;

*  Each client C; fine tunes the global model on its local data to obtain the updated model L;;

*  The parameters of the updated model are sent back to the server and aggregated to
form a new global model;

e The process from Step 2 to Step 4 is iterated until the convergence or iteration number
T is reached.

For n clients, federated learning aims to optimize the following equation:

n

f(wy) = min 1 Y filw;), Viel,---,n, (22)

wiERd n i=1

where f is the global optimization objective, w; is the parameters of local model L; , and R*
is the objectives defined by the local client C;.

To solve the federated optimization problem, model L; is trained on local client C; to
find a optimized w;, and then w; is sent to the server for aggregation with algorithm f;¢¢
(FedAvg [42] in this paper) to obtain the global parameter w;:

Wy = fagg(wl/" : /wn)‘ (23)
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Figure 4. The federated learning architecture.

The global parameter w;, is then distributed to clients as its new w;. Each client
trained its corresponding local model with this new w;. The clients and server repeat these
processes until w; converges to w, or the iteration number T is reached.

w; converging to w, means the value of w; approaches w. infinitely, which can be
described by the following equation:

n
Y lwi—o|*<c, (24)
i

where ¢ € R is the overall difference between w; and their average .
Furthermore, each objective f; is the optimization for the loss function from Equation (12)
using an algorithm such as SGD (stochastic gradient descent).

4. Experimental Set-Up
4.1. Dataset

We evaluated the proposed method on three datasets: TON_loT, UNSW-NB15,
and a simulated dataset. Below, we provide detailed descriptions of each dataset.

4.1.1. TON_IoT Windows 10 Datasets

The TON_IoT dataset, introduced by the IoT Lab of UNSW Canberra Cyber, is a
new generation of Internet of Things (IoT) and Industrial IoT (IloT) datasets for Al-based
anomaly detection evaluation. It integrates heterogeneous data sources, including IoT/IloT
sensors, Windows/Ubuntu operating systems, and network traffic. The datasets collect
seven cyber-attack events for IoT networks, including scanning, Denial-of-Service (DoS),
DDOQOS, password, injection, Cross-Site Scripting (XSS), Man-in-the-Middle (MITM) attacks,
and normal events. Due to the authenticity and diversity of TON_IoT datasets, it has
become a commonly used benchmark dataset for intrusion detection tasks in recent years.
In this paper, we evaluate the proposed approach on the Windows 10 dataset in TON_IoT,
containing five views that describe the host activities from various aspects.

The Windows 10 dataset was collected from multiple sources, including the memory,
process, processor, and hard drive of the system, using a Windows 10 virtual machine. The
various sources describe the host status or events that happened from different views in a
specific time, and they can be used together to improve the accuracy of the learning model.
Table 1 provides an illustrative example of the various attributes pertaining to processor
activity, such as time stamps, the rate at which a processor receives and services deferred
procedure calls (DPCs), idle time, and the rate at which the processor enters a deep sleep
state.The dataset under analysis contains a total of 35,975 records, encompassing both
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normal and attack observations. The attack instances have been classified into several
different types, as detailed in Figure 5. Furthermore, the information between the five
views can be combined and used simultaneously according to the timestamp feature,
which uniquely identifies a specific time in a Windows system. In addition, Figure 5
shows the class imbalance in the dataset, particularly for underrepresented classes with
limited samples, like MITM and scanning. To address this problem, we employed weighted
sampling during training using WeightedRandomSampler, which assigns higher sampling
probabilities to minority classes to balance their representation in mini-batches.

Table 1. Description of processor activities.

Feature Description

Timestamp Timestamp of network connection
DPC_Rate Deferred procedure call servicing rate
Pct_Idle_Time CPU idle percentage

Pct_c3_Time Deep sleep state time
Pct_Interrupt_Time Hardware interrupt handling time
Pct_C2_Time Stop-clock state time
Pct_User_Time User-mode execution time
Pct_C1_Time C1 state entry rate
Pct_Processor_Time Active thread execution time
C1_transitions_sec C1 low-power state entry rate
Pct_DPC_Time DPC handling time
C2_transitions_sec C2 low-power state entry rate
Pct_Privileged_Time Privileged mode execution time
C3_transitions_sec C3 low-power state entry rate
DPCs_Queued_sec DPC queue insertion rate
Interrupts_sec Hardware interrupt rate

Windows 10 dataset composition

525
612
1269

= ddos ®dos ®injection“xss ®password ®scanning®mitm ®normal

Figure 5. The statistics of the Windows 10 dataset.

4.1.2. UNSW-NB15 Dataset

Besides TON_IoT, we also carried out experiments on the UNSW-NB15 dataset. The
UNSW-NB15 dataset [43], created in 2015, captures both normal and attack behaviors in
modern real-time network traffic. UNSW-NB15 employs a hybrid generation approach:
utilizing the IXIA PerfectStorm tool with two IXIA traffic generator servers—one simulating
authentic modern normal network activities, while the other generates synthetic contemporary
attack behaviors. These network behaviors were, subsequently, captured using the tcpdump
tool to form traffic records. The UNSW-NB15 dataset comprises 43 features, which are
primarily categorized into three groups (as shown in Table 2): basic features, content features,
and traffic features. The basic features characterize protocol connection attributes, including
service types and protocol states. The content features primarily describe the attributes of
TCP/IP protocols. The temporal and additional generated features that mainly capture the
traffic information of TCP connections, such as the timing characteristics of packets and TCP
protocols, as well as the matched statistical metrics within specific time windows. We treat
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each feature group as a distinct view and validate the proposed multi-view fusion approach
on this dataset.

Table 2. Feature groups in the UNSW-NB15 dataset.

Features Description

Basic The attributes that represent protocols connections, such as ‘Proto’, ‘state’, and ‘dbytes’
Content The data payload information of a packet, such as ‘swin’, ‘dwin’, ‘stcpb’, and “dtcpb’
Traffic The traffic indicators of the current connection, such as “sjit’, “djit’, and ‘Itime’

Figure 6 illustrates the class distribution in the UNSW-NB15 training set (175,341 records).
Normal network traffic accounts for 53.04% (93,000 samples), while attack categories comprise
46.96% of the data. The majority of attacks are Generic (22.81%) and Exploits (19.04%), with the
remaining minority attack classes collectively representing just 5.11%.

Distribution of UNSW-NB15

= Normal Generic Exploits
Fuzzers = DoS = Reconnaissance
m Analysis m Backdoor = Shellcode
= \Worms
267
1046 232
1285 151 4,

Figure 6. The distribution of UNSW-NB15.

4.1.3. Synthetic Dataset

Synthetic data can increase data diversity and availability, which is a crucial fac-
tor for proving the effectiveness of the proposed approach. Furthermore, we can simu-
late IoT data for multiple clients to enable federated learning. Thus, we created a sim-
ulated dataset using generative adversarial networks (GANSs) according to [44] based
on TON_IoT. Figure 7 shows the quality of the generated data compared with TON_IoT.
Figure 7a compares the trends in the real and fake data by the cumulative sum of the data
in each dataset. The high consistency of the curve demonstrates the similarity between
the generated data and the original data. Figure 7b shows the probability distribution of
each feature in both the simulated and original dataset. The x-axis represents the index of
features, and the y-axis represents the frequency of the corresponding feature. The blue
and red are the TON_IoT and generated data, respectively. From Figure 7b, we can see that
the trends of simulated data follow that of the real data very closely, which indicates a high
similarity between the simulated and real data.

4.1.4. Feature Generation and Analysis

Feature pre-processing is an important step for machine learning tasks to improve the
quality of the data, and it also improves the efficiency and accuracy of the learning model.
We retrieved data from the five views of the TON_IoT dataset and conducted preprocessing
operations. Specifically, we removed the columns with missing values and, subsequently,
performed standardization and normalization on the data along both the rows and columns.
This ensured that the different features of the data were given distinct weights and each sample
followed a standard normal distribution with a mean of 0 and a standard deviation of 1.
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Figure 7. The statistics of the Windows 10 dataset.

The analysis of the feature correlation helps to identify the redundancy in highly
correlated features that can be removed to reduce the dimension of the data, thereby
simplifying the model and improving its performance. Figure 8 shows the correlations
between the features from processor activities. The x-axis and y-axis are the index of
features, and the number in the figure represents the value of the correlation between two
features. A higher value indicates that more redundant information was included in both
features and that one of them can be abandoned. From this figure, we can see most of the
values were lower than 0.8, which indicates a good discrimination of the features generated
from processor activities. Using the same approach, we conducted feature analysis on
the domains of memory, disk, process, and network, respectively, and we also removed
redundant columns. The remaining features were used as the training database for the
neural network. This process helped improve the accuracy, efficiency, and interpretability
of the model.
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Figure 8. The correlations between the features generated from the processor activities.

4.2. Model Training

Our experiments consisted of three main parts.

1.  Pipeline: Different AEs are used to learn the feature representations of the data in a
hidden semantic space, and then the SVM classification method is used to classify the
extracted features.

2. Joint learning: Feature generation and intrusion detection is integrated into a single neural
network, allowing feature generation and classification to have the same optimization
function, and it also improves the classification performance of the model;

3.  Federated learning: The proposed model is applied to multiple clients and the fed-
erated learning approach is utilized to enable parameter learning of the proposed
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model on multiple clients, testing the intrusion detection performance of the model in
a distributed environment.

For the AEs, we investigated the performance of a standard auto-encoder (AE), varia-
tional auto-encoder (VAE), convolutional auto-encoder (CAE), and denoising auto-encoder
(DAE) in the pipeline and proposed end-to-end approaches.

For the neural networks, we initialized the learning rate to 0.03 and decreased it by
a decay rate of 0.999. The value of the momentum was set to 0.9. To mitigate overfitting
during model training, an early stopping strategy was employed. Specifically, the patience
parameter was set to 10, allowing a maximum of 10 consecutive epochs without improve-
ment in validation performance, and the minimum threshold for significant improvement
(delta) was specified as 0.0001. The dropout rate was set to 0.2. We used an L2 regularizer
and set the value to 3 x 107°. Then, 5-fold cross-validation was adopted to ensure model
stability across different data splits, validating its robustness and reducing sensitivity to
dataset bias. The GPU of an NVIDIA A100 with 40 GB high-speed HBM2 memory (sourced
from NVIDIA Corporation, located in Santa Clara, United States of America) was used to
accelerate the training process.

4.3. Evaluation Metrics

The Fl-measure is a commonly used metric in machine learning and statistics, particu-
larly in classification tasks. It strikes a balance between precision (the ability to correctly
classify positive instances) and recall (the ability to find all positive instances). In im-
balanced datasets, accuracy can be misleading because it can be high simply due to the
dominant class, while the model may perform poorly on the minority class. The F1-measure
considers both false positives and false negatives, making it a robust metric in such sce-
narios. Thus, in our study, we used the F1-measure to evaluate the intrusion detection
performance. The predicted classes were compared to the ground truth classes. Preci-
sion was defined as the percentage of declared classes that coincide with the referenced
classes. Recall was defined as the percentage of referenced classes that are retrieved. The
F1-measure was defined as follows:

Recall x Precision
F1— =2 . 2
measure x Recall + Precision 25)

4.4. Results

As Section 4.2 mentioned, our experiments included three parts. First, we fused
the five views and generated the cybersecurity-related features using four kinds of auto-
encoders: standard AE, Denoised AE, Variational AE, and Convolutional AE. The generated
features were then fed into an SVM to classify the sample into a normal or into seven other
kinds of attacks. Second, we linked an SVM to the AE to jointly learn the representation
of the five views, and we classified the sample based on the fused feature. Finally, we
employed the proposed approach in a distributed environment, utilizing the federated
learning approach to learn the model parameters and evaluate the intrusion detection
performance in the distributed setting.

4.4.1. Results of the Pipeline Systems on TON_IoT

In this part, we analyze the results of pipeline systems (separated feature fusion and
classification). First, we obtained the classification results on the original features and fused
features using the SVM algorithm. The original features were obtained by simply concatenat-
ing the features from the five different views. The fused feature was obtained from a standard
AE with two hidden layers and one bottleneck layer. After training, the fused feature was
derived from the bottleneck layer and fed into an SVM. Table 3 shows the results of the SVM
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on original features and fused features. We obtained a 0.672 of F1 for the fused feature, which
is 3% higher than the results on the original feature, indicating the effectiveness of the fusion
process of the AE.

We also investigated the effects of the kernel function and penalty parameter (C) on
the SVM classifier. In scikit-learn, we set ‘gamma’ to ‘scale’ to automatically determine its
value based on feature variance, and ‘class weight” was set to ‘balanced’ to automatically
balance the class distribution. Table 4 shows the classification results of the different kernels
and the penalty parameter C in terms of Fl-score. For the polynomial kernel, we set the
degree to 3.

Table 3. The precision, recall, and F1-score of AE-SVM with the original and fused features.

Precision Recall F1
Original features 0.721 0.650 0.652
Fused features 0.740 0.661 0.672

Table 4. The classification results of the different kernels and penalty parameter C on the F1-score.

C RBF Poly
0.01 0.661 0.645
0.1 0.670 0.653
1.0 0.672 0.661
10 0.668 0.665
100 0.653 0.654

We also analyzed the classification performance on eight classes, as Table 5 shows.
MITM and scanning had very low Fl-measures of 0 and 0.281. By observing the train-
ing data, we found that poor performance was caused by the small number of samples
corresponding to the classes in the training data.

Table 5. The precision, recall, and Fl-score of the AE-SVM model under different attack types on the
TON_IoT dataset.

Precision Recall F1
DDos 0.950 1.000 0.972
Dos 0.830 0.476 0.600
Injection 0.711 0.840 0.772
MITM 0.0 0.0 0.0
Normal 0.961 0.961 0.963
Password 0.980 0.952 0.971
Scanning 0.710 0.170 0.281
XSS 0.782 0.910 0.841

We implemented four kinds of AE, i.e., SAE, VAE, DAE, and CAE, to fuse the features
from five views, and the extracted features were then fed into an SVM classifier. The
dimensions of the five views were 16D (processor view), 28D (process view), 22D (network
view), 36D (memory view), and 23D (disk view). View-specific encoders independently
mapped raw features to 16-dimensional latent vectors, which were then concatenated
to form an 80-dimensional combined vector. In the decoding phase, the fused feature is
first mapped back to a 16-dimensional vector, which is subsequently decoded into the
original dimensions of each input view. For VAE, we assumed the data followed a standard
multivariate Gaussian distribution, which the features were sampled from. In DAE, we
added two kinds of noise, Gaussian noise and Speckle noise, to the training data in the
same proportion. In CAE, we used five kernels with a size of three in the convolution
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layer, and maxpooling was used for downsampling. From Figure 9, we can see that CAE
obtained the best performance with an F1-measure of 0.781, which is 16.2% higher than that
of SAE. The VAE obtained the lowest value of F1-measure, which may have been caused
by the complex data distributions and the lack of spatial structure compared to the tasks in

computer vision.
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Figure 9. The precision, recall, and Fl-score of the different AE types combined with SVMs on the
TON_IoT dataset.

4.4.2. Results of AE-NSVM on TON_IoT

Figure 10 shows the results of AE-NSVM that were optimized by classification loss and
AE reconstruction loss with a loss weight, which was tuned as a parameter. After tuning,
we set the value of the loss weight of each view to 0.2, and the value of the classification
loss weight was set to 1.0. Compared with Figure 9, we first found that the approach based
on joint training achieved better performance than the corresponding pipeline system,
and CAE-NSVM obtained the highest F1-measure of 0.792, which is 1.4% higher than the
results of pipeline system (0.781). Second, approaches using joint training obtained higher
recall values than the pipeline system, such as, for example, 0.941 and 0.661 in SAE, 0.932
and 0.672 in VAE, 0.945 and 0.724 in DAE, and 0.948 and 0.792 in CAE, which means the
model was correctly identifying a high proportion of relevant instances within the dataset.
In other words, it indicates that the model has a low false negative rate, i.e., it correctly
identifies a large number of positive cases from all the actual positive cases present in the
data. This demonstrates the effectiveness of the proposed joint training-based approaches.
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Figure 10. The precision, recall, and F1-score of the AE-NSVM models on the TON_IoT dataset.

To demonstrate the effectiveness of the five-view feature fusion, we conducted ablation
tests to evaluate the individual views using the CAE-NSVM framework . Table 6 shows
that the highest F1-score was obtained for the memory view, which contained the highest-
dimensional original vector, suggesting richer information content. Notably, the fused
features outperformed all individual views, validating the proposed fusion method.
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Table 6. The precision, recall, and F1-score of CAE-NSVM in the individual views.

Views Precision Recall F1

Process 0.762 0.760 0.752
Processor 0.735 0.762 0.689
Disk 0.732 0.711 0.715
Memory 0.702 0.941 0.772
Network 0.721 0.702 0.707

4.4.3. Results on UNSW-NB15

We evaluate the proposed model performance on the UNSW-NB15 dataset across four
metrics: model size, convergence time, inference time, and F1-score. Params (k) represents
the model size, measured by the total number of trainable parameters; Teono(s) denotes
the convergence time, defined as the total time (in seconds) required for the network
model to reach a stable state during the training process; and Tj,¢(s) refers to the infer-
ence time, indicating the average time (in seconds) taken by the trained model to process
samples and generate an output prediction on the test dataset. These metrics collectively
assess the model’s efficiency and effectiveness. The CAE-NSVM and CAE-DNN models
share a common CAE architecture consisting of three main components. The encoder
processes three input channels (13, 8, and 21 nodes) through parallel one-dimensional
convolutional (Conv1D) layers (16 filters, kernel size = 3), and it then concatenates and
compresses the outputs into a 50-node bottleneck layer via a 96-node feature vector. The
decoder reconstructs the original inputs using five parallel Conv1D layers with identical
specifications. For classification, a 30-node dense layer connects to the bottleneck, fol-
lowed by either a hinge loss output layer for CAE-NSVM or a softmax classification layer
for CAE-DNN.

The MV-DNN architecture processes its three input channels through 32-node embed-
ding layers before concatenation into a 96-node feature vector, which is then fed through
two hidden layers for classification. Its variant, MV-CNN, follows the same structure but
replaces each embedding layer of the three channels with a Conv1D layer.

As shown in Table 7, the experimental results on the UNSW-NB15 dataset demonstrate
that CAE-NSVM achieves a striking balance between performance and efficiency: with the
same parameter count as CAE-DNN (12.3k), CAE-NSVM delivers a marginally higher F1 score
(0.829 vs. 0.827) while significantly reducing training time by 73% (9.2 s vs. 34.2 s) and inference
time by 89% (0.7 s vs. 6.2 s); compared to MV-DNN, which has fewer parameters (7.1k) and a
slightly higher F1 score (0.830), CAE-NSVM achieves comparable performance with 59% faster
training (9.2 s vs. 22.5 s) and 89% faster inference (0.7 s vs. 6.2 s); and although MV-CNN exhibits
the highest F1 score (0.856) with the fewest parameters (6.5k), CAE-NSVM offers substantially
faster training (9.2 s vs. 28.2 s) and inference (0.7 s vs. 5.5 s), making it a more practical choice for
real-world deployment scenarios requiring efficient computation.

Table 7. Comparison of the model parameters, latency, and F1-score on the UNSW-NB15 dataset.

Model Params (k) Teonv () Tinf(s) F1
CAE-NSVM 12.3 9.2 0.7 0.829
CAE-DNN 12.3 34.2 6.2 0.827
MV-DNN 7.1 225 6.2 0.830
MV-CNN [45] 6.5 28.2 55 0.856

4.4.4. Results of FL.

In practical application scenarios, there are multiple clients in the network, and tra-
ditional machine learning algorithms face limitations, such as physical data access, high
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computational cost, and privacy issues. Federated learning can improve the model gener-
alization ability and obtain better data representation while protecting data privacy. This
paper extends the proposed CAE-NSVM method to a distributed environment, using feder-
ated learning algorithms to learn the model parameters. We randomly allocated the dataset
to three clients and constructed a federated learning platform using the Flower toolkit [46].
We supplemented the experimental results of the individual views under the federated
learning framework and further validated the superiority of the multi-view fusion by
contrasting with single-view strategies.

We first employed the Fed Avg method from [42] to evaluate the federated learning
performance on the individual views of the TON_IoT and UNSW-NB15 datasets, with
results shown in Tables 8 and 9. Each of the results were acquired after eight rounds
of federated learning processes, and for each round, the local models were trained for
30 epochs. As presented in Table 8, the memory view achieved the highest F1-score of 0.770
(Recall = 0.935), while the processor view yielded the lowest F1-score of 0.682. Notably, the
network view balanced precision (0.716) and recall (0.694) with an F1-score of 0.705, but no
single view exceeded 0.770. Table 9 shows that the traffic view outperformed others with an
F1-score of 0.821 (precision = 0.797, recall = 0.847), followed by the basic view (F1 = 0.817) and
content view (F1 = 0.802). Even the best single view (traffic) only reached 0.821, indicating
limited performance gain from the isolated feature modalities.

Table 8. The precision, recall, and F1-score of the federated learning across the individual views on
the TON_IoT dataset with three clients.

Views Precision Recall F1

Process 0.743 0.755 0.749
Processor 0.619 0.760 0.682
Disk 0.711 0.705 0.708
Memory 0.655 0.935 0.770
Network 0.716 0.694 0.705

Table 9. The precision, recall, and F1-score of the federated learning across the individual views on
the UNSW-NB15 dataset with three clients.

Views Precision Recall F1

Basic 0.793 0.842 0.817
Content 0.775 0.831 0.802
Traffic 0.797 0.847 0.821

To demonstrate the advantage of the multi-view fusion, we implemented experiments
on both the TON_IoT, the TON_IoT augmented dataset (TON_IoT +synthetic, abbreviated
as TON_IoT+S), and UNSW-NB15 with multiple views. The reason for using the synthetic
data was to increase the data volume to validate algorithm effectiveness. The first row
shows the results that were obtained when onlt using the original TON_IoT dataset, while
the second row details outcomes after integrating the generated data—where the synthetic
samples were evenly split into three parts and mixed with each client’s original TON_IoT
data. This approach directly increased the per-client data volume, enabling us to verify
that the algorithm maintained stable performance when scaled to larger, more realistic
federated learning scenarios. The results are shown in Table 10.

First, we compared the proposed multi-view federated learning model against the single-
view federated learning results. On the TON_IoT dataset, the multi-view CAE-NSVM achieved
an F1-score of 0.790, which is 2.6% higher than the best single view (memory 0.770, as shown in
Table 8). This performance gain arises from integrating the complementary features across het-
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erogeneous views: for example, the memory view contributed high recall (0.935) to capture most
attack instances, while the network view provided balanced precision (0.716) to reduce false pos-
itives, collectively enhancing discriminative power. On the UNSW-NB15 dataset, the multi-view
model’s Fl-score of 0.826 exceeded the best single view (traffic, 0.821, as shown in Table 9) by
0.5%. This validates that fusing diverse feature modalities—Dbasic (protocol attributes), content
(payload information), and traffic (connection metrics)—enables the model to capture richer
intrusion patterns that are overlooked by isolated single-view approaches.

Second, we contrasted the federated learning performance with centralized training
baselines. On both the TON_IoT and UNSW-NB15 datasets, the federated multi-view model
yielded marginally lower Fl-scores compared to the centralized training (e.g., 0.790 vs.
0.792 on TON_IoT). However, federated learning ensures strict data privacy preservation
by avoiding raw data sharing across clients, while maintaining competitive generalization
ability. This balance addresses the critical privacy—accuracy trade-off in distributed intru-
sion detection systems, where centralized methods risk data leakage and fail to scale to
real-world decentralized environments.

Table 10. Comparison of the precision, recall, and F1-score for CAE-NSVM across the TON_IoT,
TON_IoT + synthetic, and UNSW-NB15 datasets with three clients.

Dataset Precision Recall F1

TON_IoT 0.788 0.792 0.790
TON_IoT+S 0.842 0.860 0.850
UNSW-NB15 0.799 0.854 0.826

5. Conclusions and Future Work

This paper proposes a multi-view federated learning approach for intrusion detection.
To leverage multiple data sources, we used AE with multiple inputs, learning a better
feature representation to improve the performance of the intrusion detection system. Unlike
the pipeline system containing separated feature learning and classification processes,
we linked a neural SVM layer to AE and jointly trained them together so that the two
processes have the same optimization function, which could improve the performance of
the system. In addition, incorporating neural SVM into the AE training process can help in
learning the hidden information of intrusion classes. The experiments were conducted on
multiple clients with a federated learning strategy on the TON_IoT dataset and show the
effectiveness of the proposed approach. In the future, we plan to investigate hierarchical
intrusion detection approaches on client-edge—cloud frameworks.
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