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Abstract: In recent years, differential privacy has gained substantial traction in the medical
domain, where the need to balance privacy preservation with data utility is paramount.
As medical data increasingly relies on cloud platforms and distributed sharing among
multiple stakeholders, such as healthcare providers, researchers, and policymakers, the
importance of privacy-preserving techniques has become more pronounced. Trends in the
field focus on designing efficient algorithms tailored to high-dimensional medical datasets,
incorporating privacy guarantees into federated learning for distributed medical devices,
and addressing challenges posed by adversarial attacks. Our work lays a foundation
for these emerging applications by emphasizing the role of randomized response within
the broader differential privacy framework, paving the way for advancements in secure
medical data sharing and analysis. In this paper, we analyze the classical concept of
a randomized response and investigate how it relates to the fundamental concept of
differential privacy. Our approach is both mathematical and algorithmic in nature, and
our purpose is twofold. On the one hand, we provide a formal and precise definition of
differential privacy within a natural and convenient probabilistic—statistical framework.
On the other hand, we position a randomized response as a special yet significant instance
of differential privacy, demonstrating its utility in preserving individual privacy in sensitive
data scenarios. To substantiate our findings, we include key theoretical proofs and provide
indicative simulations, accompanied by open-access code to facilitate reproducibility and
further exploration.

Keywords: privacy and security; differential privacy; randomized response; probabilistic
model

1. Introduction
Randomized response (RR) is an old technique for survey purposes, proposed in [1]

and reconsidered in various forms thereafter, e.g., see [2–4] and the references therein. Its
purpose is to provide a virtual protection for individuals in the following sense. There is
often an “annoying” or “sensitive” question in a survey where a participant would prefer
not be asked; this kind of question may concern the sexual orientation, a criminal activity, a
substance’s illegal use or health issues. In such a case, it is possible that some will elect to
answer dishonestly or not answer at all. The framework of RR “shuffles” the answers and
cancels potential information leakage, while maintaining the general statistical structure
of the sample. As we will see, the classical RR framework is essentially an application of
probability theory and is suitably modeled with Bernoulli random variables.

On the other hand, differential privacy (DP) is a relatively new concept, appeared
for the first time in [5] and concerns the general and wide problem of data privacy in
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computer science. The main idea behind the very definition of DP is that one cannot
extract information by slightly changing the data. It is generally recognized as a standard
concept in data privacy and has been a field of active research, e.g., see [6–8] and the
references therein. Probabilities and random elements, especially random variables and
their distributions, are also involved via the core concept of the randomized algorithm.
Here, we refine the model by using the standard terminology of mathematical statistics
based on a similar approach as in [9,10].

The interest for DP has recently reignited thanks to the hot topic of medical data
security, e.g., [11]. DP can act as a critical cybersecurity measure within the medical domain,
addressing the unique challenges of protecting sensitive patient data. As healthcare in-
creasingly adopts digital platforms and cloud-based solutions for sharing data, preserving
patient privacy becomes a primary concern. DP techniques offer a solution by allowing
data to be analyzed while ensuring that individual patient information remains confiden-
tial. This approach not only upholds regulatory compliance but also facilitates secure
data sharing among healthcare stakeholders, fostering innovation in medical research
and practice.

This approach is followed in the SEPTON project (https://septon-project.eu/ (ac-
cessed on 12 January 2025)), which addresses the deficiency in IT network infrastructure for
healthcare by introducing a comprehensive cybersecurity toolkit. This toolkit serves two
critical purposes: securing networked medical devices, including wearables and implants,
and ensuring safe, privacy-preserving data exchanges. To achieve the latter, SEPTON
places a strong emphasis on preserving individual privacy through the utilization of DP
techniques. This ensures that exchanged data remain secure and anonymous, a crucial
aspect in healthcare data transactions, while, at the same time, the statistical analysis of
this privacy, meaning that enhanced data can be available to researchers. The integration
of these advanced methodologies fortifies both the security of medical devices and the
confidentiality of patient data, responding to the evolving threat landscape in healthcare IT.

Our interest to revisit RR as a natural and straightforward implementation of DP is
recently made in [12]. The purpose of the present paper is twofold:

• To further build the proper mathematical foundations for DP, in general, and RR,
in particular. More precisely, we provide a conclusive definition for the concepts
of randomization, randomized algorithm and randomized response in the natural
context of probability theory.

• To expand the results found there so that they will cover every random variable with
finite support.

This work develops the theoretical foundation of differential privacy (DP) within a
probabilistic framework, emphasizing the relationship between randomized mechanisms
and privacy guarantees. It introduces random elements and their randomization in a
probabilistic context, forming the basis for a rigorous definition of DP and a comprehensive
statistical framework for analysis. A comparison of local and global privacy supports the
introduction of randomized response (RR), a key privacy-preserving mechanism. The study
explores RR formulations, starting with the binary case based on Bernoulli trials, extending
to variables with values in 0, 1, ..., κ − 1, and generalizing to all finitely supported random
variables. The generalized RR mechanism effectively handles discrete variables with finite
support, preserving data integrity while adding calibrated noise to ensure privacy. This
makes RR a versatile and practical tool for privacy-sensitive data collection in applications
like surveys, behavioral studies, and medical research.

This paper is organized as follows. In Section 2, we present the concepts of a random
element and a corresponding randomization in a purely probabilistic setting. Section 3 is a
central one, since it establishes the definition of DP by using the aforementioned concepts
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and setting up the statistical framework for our investigation. In Section 4, we make a
comparative analysis between local and global privacy and introduce the concept of RR.
The last three sections are devoted to RR. More precisely, Section 5 describes the classical RR
with Bernoulli trials, i.e., binary (values 0 and 1) random variables. In Section 6, the results
are generalized for random variables, assuming the values 0, 1, . . . , κ − 1. Section 7 covers
all finitely supported random variables. The three appendices contain the corresponding
Python code snippets, which implement the three versions of RR, where the previous is a
special case of the next one.

2. Random Elements and Their Randomization
Let (Ω,F , IP) be a probability space which describes a random experiment. Also let

(M,B) be a measurable space, where M is a metric space and B = B(M) is the correspond-
ing Borel σ-algebra. Consider a function X : Ω → M.

Definition 1. X is called (an M-valued) random element (on (Ω,F , IP)) if it is a measurable
function, i.e.,

(X ∈ B) := X−1(B) ∈ F

for every B ∈ B.

The random element X induces a Borel probability measure on (M,B) defined by

D(X, B) := IP(X ∈ B) , B ∈ B

Definition 2. D(X, ·) is called the distribution of X. The smallest closed set S(X) ∈ B with the
property D(X, S(X)) = 1 is called the support of X.

Remark 1. The knowledge of distribution is important since it makes the underlying probability
space irrelevant; the important things here are the values of the random element.

We follow the general practice to represent random elements with capital letters, e.g., X,
Y, and ..., and their values with the corresponding lowercase letters, e.g., x, y, and . . .. When
the outcome of the experiment is ω ∈ Ω, the corresponding value of the random element
X is, e.g., X(ω) = x. Most often, we suppress the outcome by simply writing X = x, and x
is then called a realization of X. The support, S(X), of the random element X contains the
possible realizations that X can admit; however, in general, it is not the same as the image
of the X function.

Now consider an M-valued random element X on (Ω,F , IP), another probability
space (Γ,G,Q) and an N-valued random element Y on the product probability space
(Ω × Γ,F ⊗ G, IP ⊗Q).

Definition 3. Y is called a (N-valued) randomization for X (on (Γ,G,Q)) if for every fixed γ ∈ Γ,
Y(·, γ) is σ(X)-measurable.

Remark 2. In the above definition, σ(X) stands for the smallest sub-σ-algebra of F , which makes
X a random element. Formally, σ(X) := {(X ∈ B) : B ∈ B}.

Under some technical assumptions, the Doob–Dynkin lemma applies, e.g., see
Lemma 1.13 [13], and a randomization for X depends on ω ∈ Ω only via X.
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Proposition 1. Let Y be a randomization for X. Then, there exists a measurable function ϕ :
M × Γ → N such that

Y(ω, γ) = ϕ(X(ω), γ) (1)

The value of Y is determined by the outcomes of two independent random experi-
ments: ω ∈ Ω and γ ∈ Γ. Given the former outcome, the value X(ω) = x is known and
we have actually the conditional random element Y|X = x on (Γ,G,Q). We will denote
this random element by Y[x].

Definition 4. Let Y be a randomization for X. We say that Y is uniformly supported if the support
of Y[x] is independent from x ∈ S(X), or if S(Y[x]) = S(Y). If, in addition, N = M and
S(Y) = S(X), then Y is said to be a proper randomization.

In other words, a proper randomization keeps the general outlook of X and randomly
substitute a value with another value.

Proposition 2. If Y is an N-valued randomization for X, f : N → N′ is a measurable function
and Z = f (Y), then Z is an N′-valued randomization for X.

Proof. Apparently, Z : Ω × Γ → N′. Fix γ ∈ Γ and let B′ ∈ B(N′). Then,

(Z(·, γ) ∈ B′) = ( f (Y) ∈ B′) = (Y ∈ f−1(B′))

However, f−1(B′) = ( f ∈ B′) ∈ B(N), so (Y ∈ f−1(B′)) ∈ σ(X) and therefore

(Z(·, γ) ∈ B′) ∈ σ(X)

2.1. A Convenient Construction

An efficient way to obtain a randomization, which resembles the representation (1),
is the following: consider an M′-valued random element R on (Γ,G,Q) and a measurable
function g : M × M′ → N. Then, the equation Y = g(X, R) defines a randomization for
X. This representation has the advantage that makes no use of the underlying probability
spaces and relies only on random elements. The random element R plays the role of “noise”
applied on the values of X. Note that in this case, Y[x] = g(x, R).

2.2. Random Variables

An R-valued random element, X, is called a random variable. In this case, the dis-
tribution of X is fully determined by the cumulative distribution function (cdf) of X,
FX : R → [0, 1], defined by

FX(x) := IP(X ⩽ x)

Actually, D(X, ·) is then a Lebesgue–Stieltjes measure and

D(X, B) =
∫

B
dFX(x)

The support of X is given by

SX = {x ∈ R : FX(x + δ)− FX(x − δ) > 0 ∀δ > 0}
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The mean value of X is defined as

IE(X) :=
∫ +∞

−∞
x dFX(x)

where the integrals are understood in the Lebesgue–Stieltjes sense. More generally, if g is a
measurable real function,

IE(g(X)) :=
∫ +∞

−∞
g(x) dFX(x)

The variance of X is

Var(X) :=
∫ +∞

−∞
(x − IE(X)) dFX(x) = IE

(
X2

)
− (IE(X))2

The distribution function is characterized by three properties, namely the right contin-
uous, increasing, and limx→−∞ FX(x) = 0, limx→+∞ FX(x) = 1. Every function R → [0, 1]
enjoying these three properties is the distribution function of some random variable. There
are two kinds of distribution functions and consequent kinds of random variables that arise
in applications:

• FX is a step function. Then, S(X) is a countable set (finite or infinite, with no accumu-
lation points in the latter case), which consists of the jumps of FX . Moreover,

dFX = ∑
xi∈S(X)

fX(xi)δxi

where δx stands for the Dirac measure concentrated at x and the function fX is defined
as fX(x) = IP(X = x) = D(X, {x}). In this case, we say that X is a discrete random
variable and fX is called its probability mass function (pmf).

• FX is absolutely continuous, e.g., see ([14], Section 33) for relevant definitions and
results. Then, FX is an almost everywhere differentiable function and let F′

X = fX , so

dFX(x) = fX(x)dx

The support, S(X), is an interval of R, represented as S(X) = {x ∈ R : 0 < FX(x) < 1},
where the overline stands for the topological closure of the set. In this case, X is said
to be continuous and fX is called its probability distribution function (pdf).

The existence of fX simplifies the analysis in both cases. Indeed, there is a simple
representation for the support

S(X) = {x ∈ R : fX(x) > 0}

In order to have a common treatment, we will refer to fX as the pdf for both discrete and
continuous random variables. If there is no danger of confusion, we may omit subscripts.

2.3. Random Tuples and Vectors

An Mn-valued random element, X, is called an M-valued random tuple. Evidently,
X has a representation as X = (X1, X2, . . . , Xn) and it turns out that X is a random tuple
if and only if each coordinate, Xi, is an M-valued random element. An R-valued random
tuple is called a random vector. In other words, X = (X1, X2, . . . , Xn) is a random vector
if and only if Xi is a random variable. The distribution of X is often referred as the joint
distribution o X1, X2,. . . ,Xn.
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Of very special interest is the case where Xi variables are independent and identically
distributed (abbreviated as iid), with the latter meaning that they have the same distribution.
In this case, X is called an M-valued random sample (from the random element X). An
R-random sample is simply called a random sample.

If X = (X1, X2, . . . , Xn) is a random sample from the random variable X and X has a
pdf, fX(x), we sometimes say that X is a random sample from the distribution fX(x). The
joint pdf is then

fX(x) =
n

∏
i=1

fX(xi)

for every realization x = (x1, x2, ..., xn) of X.

3. Differential Privacy
In this section, we introduce the terminology, the notation and the general mathe-

matical structure for the central problem of data privacy. Our intention is to establish a
mathematical model for privacy, especially differential privacy. We start with some basic
definitions. Let X be an M-valued random sample, X = (X1, X2, ..., Xn), from the random
element X.

• A database is a realization x = (x1, x2, ..., xn) ∈ S(X)n of X.
• The curator is a trustful entity who acts as an operator for one or more databases.
• An adverse is a harmful entity who wants to extract sensitive information from databases.
• An analyst wants to apply statistical methods in databases and make inferences.
• A query is a function having the databases as its domain.

The procedure is as follows: An analyst asks queries to the curator, but it is generally
unknown if this analyst is actually adverse or not. As said, an “innocent” analyst will use
queries for statistical inference but an adverse uses queries for devious purposes. Thus, a
simple but rather descriptive definition for the subject of data privacy could be that the
curator must allow the statistical analysis without compromising any of the values of xi’s.

The concept of DP works exactly in this direction. Some of the most used attacks
ask queries for similar databases and recover information by comparing them. For a
comparison to take place, we need a kind of metric.

Definition 5. The Hamming distance for x, x′ ∈ S(X)n is defined as the number of coordinates
where x, x′ differ,

h(x, x′) = #{i ∈ {1, 2, . . . , n} : xi ̸= x′i}

Two databases x, x′ are called neighboring if h(x, x′) ⩽ 1.

As said, our intention here is to formalize DP, as defined, e.g., in [15], in the stan-
dard probabilistic/statistical nomenclature. One of the key notions is that of randomized
algorithm, as is referred in Definition 2.2 [15], or data release mechanism, as referred to
in [10]. The key object here is an N-valued tuple randomization, Y = (Y1, Y2, . . . , Ym), for
the aforementioned random sample X.

Definition 6. The random element Y [·], resulting after we have the database at hand, is called a
randomized algorithm.

We are now in a position to give the formal definition of DP.

Definition 7. Let ε > 0. The randomized algorithm, Y [·], is called ε-differentially private if

D(Y [x], B) ⩽ eεD(Y [x′], B) (2)
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for every neighboring databases x, x′ and Borel set B ∈ B(N).

The inequality (2) essentially involves the distribution of the conditional N-valued
random tuples Y |X = x, Y |X = x′. The bottom line is that when ε is small and x, x′ do not
differ much, the corresponding distributions do not differ much as well. In other words,
the adverse cannot obtain much information by slightly changing the database.

The definition of DP deserves a further discussion. In what follows, Y [·] is an ε-DP
randomized algorithm.

3.1. The Role of Support

By interchanging the role of (x, x′ in (2)), we obtain the following result.

Lemma 1. For every neighboring databases x, x′ and Borel set B,

e−εD(Y [x′], B) ⩽ D(Y [x], B) ⩽ eεD(Y [x′], B)

Therefore,
D(Y [x], B) = 0 ⇔ D(Y [x′], B) = 0

Corollary 1. The randomization Y [x] is uniformly supported. More precisely,

S(Y [x]) = S(Y) (3)

Equation (3) imposes an important necessary condition for a randomization to give
differentialy private randomized algorithms. This stability of the support for Y [·] is a very
desirable consequence of Definition 7: a randomization algorithm whose values depend on
the observed database would be useless, since information leakage could be present using
this method.

3.2. The Role of ε

The usual usage of the letter ε in mathematical analysis is to represent a small positive
constant. In the context of Definition 2, ε is called the privacy budget and only positivity
is assumed. The privacy budget is a key parameter that quantifies the trade-off between
privacy and accuracy in data analysis. A lower value of the privacy budget ε signifies
stronger privacy guarantees, as it limits the amount of information an adversary can infer
about an individual’s private data from the output of a computation. In contrast, a larger
ε allows more precise results but offers weaker privacy protection. The privacy budget
controls the degree of randomness added to the data or the response to the query, ensuring
that the inclusion or exclusion of any individual in the dataset has a limited impact on
the output.

Selecting an appropriate ε is critical and often depends on the sensitivity of the data,
the use case, and the acceptable balance between utility and privacy. However, it is evident
that the smaller the ε, the closer the distributions are, and thus the stronger the privacy. To
our knowledge, there is no common census of how “small” ε must be. This depends heavily
on the applications where differential privacy is going to be applied. Actually, as presented
later in Section 4.1, where RR algorithms are introduced, ε is a characteristic quantity of the
algorithm. It is specified by the changing probabilities, so it is controllable only via them.

3.3. Procession

As said above, the role of the curator is to answer queries, and the role of analyst is
to apply statistical methods. For both to work under ε-DP, they may use Y [x] for analysis
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instead x itself. The consequent procession of Y [x] does not affect DP; this is a direct
application of Proposition 2, which we reconsider below in the appropriate context.

Proposition 3. Let the N′-valued random tuple Z be a function of Y . Then, Z is an N′-valued
randomization for X and Z[·] is again an ε-DP randomized algorithm.

3.4. Proximity of Distributions

The definition of DP involves the logarithmic quotient

ln
D(Y [x], B)
D(Y [x′], B)

(4)

and demands this to lie between −ε and ε (see Lemma 1). This quotient relates with
the Kullback–Leibler (KL) divergence [16], which is a statistical distance for probability
distributions. To be more precise, the definition assumes a worst-case bound for the KL
distance that ensures the proximity of Y [x], Y [x′] for neighboring databases x, x′.

3.5. Our Framework

In order to keep things manageable and quite general, we will consider the classical
estimation problem. In the sequel, X = (X1, X2, . . . , Xn) will always be a random sample
from a distribution with pdf fX(·; θ), where θ is an unknown parameter which takes values
in the so-called parametric space Θ ⊆ R. The joint pdf is then

fX(x; θ) =
n

∏
i=1

fX(xi; θ)

If we surpass the realization of the sample, x, and consider this only as a function of θ ∈ Θ,
we speak about the likelihood function, denoted by L(θ). Sometimes, it is more convenient
to use the logarithmic likelihood function, ℓ(θ) := ln L(θ).

The intention is to construct an estimator for θ, i.e., a statistical function (simply, a
statistic) with values on Θ. The term statistic is used for a function, T, of the random
sample, X, which does not depend on θ. Therefore, T = T(X). There are many criteria for
the goodness of an estimator, e.g., see Chapter 12 [17] or Chapter 7 [18], but the two most
important notions are the following:

• T is called an unbiased estimator of θ if IE(T) = θ. The unbiased estimator which at-
tains the minimum variance among all such estimators is called the MVUE (minimum
variance unbiased estimator). The most convenient way to construct the MVUE is by
the aim of the Lehmann-Sheffé Theorem: an unbiased estimator which is a function of
a complete and sufficient statistic is the MVUE.

• T is called an MLE (maximum likelihood estimator) if θ̂ := T(x) maximizes the
likelihood function. This means that θ̂ satisfies the necessary condition L′(θ̂) = 0 and
may satisfy the sufficient condition L′′(θ̂) < 0.

The quality of the estimation is checked via the mean square error, defined as

MSE(T) := IE
(
(T − θ)2

)
It turns out that we have the representation

MSE(T) = Var(T) + b2(T)

where b(T) := IE(T)− θ is the bias of T. For unbiased estimators, the MSE coincides with
the variance, so the MVUE minimizes the MSE as well.
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The construction of the estimator, in any case, has to be completed under DP. We will
assume that we have randomized algorithms Y [·] where the random vector Y [x], which
is the conditional random vector Y |X = x. Moreover, it is described by a conditional pdf,
f (y|x). Then, there is a substantial simplification since, instead of using the cumbersome
quotient (4), it suffices to check the boundness of

ln
f (y|x)
f (y|x′)

Observe, incidentally, that DP must work only with f (y|x). The distribution of X
is irrelevant and enters into the discussion only due to the estimation problem of θ. To
conclude, the crucial task here is to describe the randomized algorithm Y [·], i.e., to define
f (y|x) in an efficient way. Since Y [x] emerges after X is observed, f (y|x) should not depend
on θ.

4. Local vs. Global Privacy
Definition 7 is quite general to include different aspects of DP. There are various

discrimination and categorization attributes for privacy, in general, and DP, in particular;
see Chapter 2 [7] for a thorough and comprehensive discussion. Here, we focus on the
most fundamental aspect of the matter, i.e., how and where the noise is applied. There
are two “schools of thought” in this direction. Roughly speaking, one can add noise
separately to each datum and then calculate the estimator (local privacy) or first calculate
the estimator from the original data and then apply the noise (global privacy). In the sequel,
X = (X1, X2, . . . , Xn) is a random sample from the random variable X, which has a pdf
fX(x; θ), and T = T(X) is an estimator of θ.

4.1. Local Privacy

Let Y be a randomization for the random variable X. Then, Y[x], x ∈ S(X), is the
conditional random variable Y|X = x. Then, let f (y|x) be its pdf. Note that f (y|x) is
interpreted as the changing probability from the value x to the value y. For each random
variable, Xi, in the sample, we consider a version Yi of this randomization. With these at
hand, the random vector Y = (Y1, Y2, . . . , Yn) is again a random sample and provides a
randomization for X. Indeed, given the database x,

Y [x] = (Y1[x1], Y2[x2], ..., Yn[xn]) (5)

is a random sample as well, and it has pdf

f (y|x) =
n

∏
i=1

f (yi|xi)

Remark 3. By yi, we denote the realization of the random variable Y[xi].

Now take two neighboring databases x, x′, which differ in the j-th entry. Then, obviously,

f (y|x)
f (y|x′) =

f (yj|xj)

f (yj|x′j)

As a consequence, it suffices to check only simple random variables. Thus, we obtain the
following important result:
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Proposition 4. The randomized algorithm defined in (5) is ε-DP if and only if it is uniformly
supported and

ln
f (y|x)
f (y|x′) ⩽ ε

for every y ∈ S(Y), x, x′ ∈ S(X), x ̸= x′.

Definition 8. If the randomized algorithm (5) originates from a proper randomization, then it is
called a randomized response (RR).

Corollary 2. If X has finite support and (5) is an RR, then it is ε-DP, with

ε = max ln
f (y|x)
f (y|x′)

where the maximum is taken among all x, x′, y ∈ S(X), x ̸= x′.

The analyst has access not to the original random sample X but to Y , on which any
analysis can be performed. The naive approach, to consider T(Y) as the estimator for θ,
will generally not work efficiently; to obtain the desired estimator, further transformations
may be needed. As a recap, all the steps of the procedure are summarized in Figure 1.

Figure 1. Flow diagram of the RR framework.

4.2. Global Privacy

In this approach, randomization is carried out directly on the estimator, which is on
the random variable T = T(X). The usual and simpler methodology to achieve global
privacy is by using a “mechanism”, i.e., to add noise into the outcome. More precisely,
consider the randomization Y = T(X) + R, where R is a random variable independent
from X. A choice that seems to be natural ([15], Section 3.3) is to take R ∼ Laplace

(
ℓT
ε

)
.

The parameter ℓT is defined as

ℓT := sup
x,x′∈S(X)n

h(x,x′)=1

|T(x)− T(x′)|

provided this is a finite number, which applies when X has a finite support. It also applies
when T is a Lipschitz function, namely when there exists M ⩾ 0 such that

|T(x)− T(x′)| ⩽ M h(x, x′)

for all x, x′ ∈ S(X)n. Under these assumptions, Y[·] is an ε-DP randomized algorithm.
In this paper, we will pursue only the local version of privacy, especially the concept

of RR, and we will not touch the global one. The main reason for this is because the present
paper is devoted to RR. Another reason is that the global version of privacy is extensively
studied by Cynthia Dwork and her pioneering team (see the relevant references [5,6,15]).
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5. RR for Bernoulli Trials
In the present section, we describe the original version of RR as presented in [1].

Suppose that there is a survey where participants are asked if they have ever done a
“bad” thing and a person can either have “done” or “not done” the thing. To assure some
guarantee to the participants that their answer is safe, the interviewee uses a spinner wheel
that is not visible to the interviewer. This wheel has two regions, one marked with “done”
and the other marked with “not done” (see Figure 2). The interviewee replies “yes” to the
question if the spinner outcome matches their action and “no” otherwise. This way, even if
someone somehow figures out the answer of a specific person, they cannot tell for sure if
the person has done the thing or not.

Figure 2. The spinner wheel.

Now, let X be the binary random variable that indicates the action: X = 1 for “done”
and X = 0 for “not done”. Then, X ∼ Bernoulli(p), where the true probability, p, is to
be estimated. Also let Y be the binary random variable that indicates the answer: Y = 1
for “yes” and Y = 0 for “no”. In order to make things precise and fit the procedure into
our framework, let α be the probability for the spinner to show “not done”, so α is the
percentage of the area of the corresponding region in the whole circle. The conditional
pdf f (y|x) is presented in Table 1. As it is directly seen in this table, α has an interesting
interpretation: it expresses the probability that the interviewee answers dishonestly or that
they switch their answer. In other words, instead of “done” and “not done”, the spinner
could have the commands “stay” (truth) and “switch” (lie).

Table 1. Conditional probabilities f (y|x) = IP(Y = y|X = x).

y\x 0 1

0 1 − α α
1 α 1 − α

Let R be the binary random variable that indicates the spinner outcome, R = 1
for “switch” and R = 0 for “stay”. Then, R ∼ Bernoulli(α), and we apparently have
the representation

Y = (X + R) mod 2 (6)

It turns out that a much more convenient formula applies,

Y = X + R − 2XR (7)
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Proposition 5. As defined in (7), Y is an RR for X, with Y[0] = R, Y[1] = 1 − R. Additionally,
it provides an ε-DP randomized algorithm with

ε = max
{

ln
α

1 − α
, ln

1 − α

α

}
Proof. We have S(X) = S(Y) = {0, 1}, so Y is a proper randomization and thus an RR.
Moreover, X has finite support, so Y[·] is ε-DP, with

ε = max
{

ln
f (0|0)
f (0|1) , ln

f (0|1)
f (0|0) , ln

f (1|0)
f (1|1) , ln

f (1|1)
f (1|0)

}
thanks to Corollary 2. Now,

f (0|0)
f (0|1) =

f (1|1)
f (1|0) =

1 − α

α

and, similarly,
f (0|1)
f (0|0) =

f (1|0)
f (1|1) =

α

1 − α

Remark 4. The closer α is to 1
2 , the smaller the ε. For the standard RR, which corresponds to

α = 1
4 , we find ε = ln 3.

We have that IE(X) = p, IE(Y) = α and since X, R are independent,

IE(Y) = p + α − 2pα = (1 − 2α)p + α = p + (1 − 2p)α (8)

Therefore, Y ∼ Bernoulli(p + α − 2pα). We also have

Var(Y) = [p + (1 − 2p)α][1 − p − (1 − 2p)α] = p(1 − p) + (1 − 2p)2α(1 − α)

Observe that we can write IE(Y) = (1 − 2α)IE(X) + α; thus,

p =
IE(Y)− α

1 − 2α
(9)

Additionally, by using Var(X) = p(1 − p), Var(R) = α(1 − α), we find

Var(Y) = Var(X) + (1 − 2p)2 Var(R) (10)

Let us now start the discussion about the estimation of p. The random sample
X = (X1, X2, ..., Xn) gives the sample mean, X, as the MVUE and the MLE. In order
to create the corresponding sample of the randomized responses, we can just sample R as
R = (R1, R2, ..., Rn) and reproduce Y as

Y = X + R − 2X ⊙ R (11)

where ⊙ denotes the Hadamard (entry-wise) product. Thanks to (8),

IE
(
Y
)
= p + (1 − 2p)α;
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therefore, Y is a biased estimator of p with bias b(Y) = (1 − 2p)α. Moreover, (10) gives

Var
(
Y
)
= Var

(
X
)
+ (1 − 2p)2 Var

(
R
)
= MSE

(
X
)
+ (1 − 2p)2 Var

(
R
)

and
MSE

(
Y
)
= Var

(
Y
)
+ b2(Y) = MSE

(
X
)
+ (1 − 2p)2(Var

(
R
)
+ α2)

When α ̸= 1
2 , the estimator T = T(Y) = T(X, R) where

T =
Y − α

1 − 2α
(12)

is then unbiased with

MSE(T) =
1

(1 − 2α)2 Var
(
Y
)
=

1
(1 − 2α)2 MSE

(
X
)
+

(1 − 2p)2

(1 − 2α)2 Var
(

R
)

Substitute to find

MSE(T) =
p(1 − p) + (1 − 2p)2α(1 − α)

(1 − 2α)2n
(13)

It is worth to discuss the three extreme values of α:
(a) When α = 0, i.e., there is no chance for switching. We have R = 0 and Y = X.

Then, T = Y = X and the statistical analysis is the usual one. In other words, for a → 0,
the randomization becomes negligible and we rely more and more on the honest answer of
the participants.

(b) When α = 1, i.e., switching always occurs. We have R = 1 and Y = 1 − X. Then,
Y = 1 − X and T = X. That is, for α → 1, there is too much switching, which is useless
as well.

(c) When α = 1
2 , the switching becomes a coin toss. Thus, there is “pure” random-

ization. In this case, Y ∼ Bernoulli( 1
2 ), so the distribution of Y has nothing to do with p,

and every attempt for statistical analysis is meaningless. As representation (12) dictates,
T is not even defined when α = 1

2 and more precisely, for α → 1
2 , T becomes infinite. In

other words, too much randomization is not advisable. Nevertheless, for values of α are
quite close to 1

2 . Thus, T is unbiased with a large MSE (see (13)). Therefore, we have the
desired properties.

Formula (11) is very convenient to use and is easily implemented in an algorithmic
setting. The corresponding code snippet in the Python language that implements the RR
can be seen in Appendix A.1. As an application, we run a simulation for actual values of
p in (0, 1), we sample for X and R, and we study the behavior of X and T estimators for
various values of the sample size, n, as well as the switching probability, α. The results are
presented in Figure 3. As we can see there, T gives estimations that generally follow those
of the sample mean. For large samples, they are practically indistinguishable. As expected,
the convergence is faster for values of α closer to 0 (less switching) and slower for values
closer to 1

2 (more switching).



Electronics 2025, 14, 326 14 of 22

Figure 3. Simulation for various sizes of α and n.

6. RR for Random Variables with Finite Support
Now, we proceed to more general discrete variables with finite support. Let X be a

random variable with κ possible values; initially, we assume that S(X) = {0, 1, . . . , κ − 1},
and we will elaborate the more arbitrary values later. Since we want to generalize the
concept of RR for binary random variables, we consider the random variable R with
S(R) = S(X) and define the randomization, in accordance with (6), as follows:

Y = (X + R) mod κ =

X + R , if X + R < κ

X + R − κ , if X + R ⩾ κ

For κ > 2, it is difficult, if not possible at all, to find a representation similar to (7). However,
the following one always applies:

Y = X + R − κ I(X+R⩾κ), (14)

where we denote the indicator random variable of the event A by IA.
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The distribution of R is now chosen in such a way so the probability of changing a
value is again α and is equally distributed among the values 1, 2, . . . , κ − 1, namely

fR(r) :=

1 − α , for r = 0
α

κ − 1
, for r = 1, 2, . . . , κ − 1

Straightforward calculations show tha:

Lemma 2. (a) IE(R) =
ακ

2
.

(b) Var(R) =
ακ(4κ − 2 − 3ακ)

12
.

It is also evident that Y[x] = (x + R) mod κ, which has pdf

f (y|x) =

1 − α , if y = x,
α

κ − 1
, otherwise

(15)

Proposition 6. The randomization defined in (14) is an RR for X and provides an ε-DP randomized
algorithm with

ε = max
{

ln
α

(κ − 1)(1 − α)
, ln

(κ − 1)(1 − α)

α

}
Proof. The possible values for the ratio

f (y|x)
f (y|x′)

are

1,
α

(κ − 1)(1 − α)
,
(κ − 1)(1 − α)

α

As is already noted, we have not made any assumption on the distribution of X. The
intention here is to estimate the mean value, IE(X) = µ.

Proposition 7. We have that

IE(Y) =
(

1 − κ

κ − 1
α

)
IE(X) +

ακ

2

Therefore, for α ̸= κ−1
κ ,

µ =
κ − 1

2
2IE(Y)− ακ

κ − 1 − ακ
(16)

Proof. It is direct from (14) and the fact that

IE
(

I(X+R⩾κ)

)
= IP(X + R ⩾ κ) =

κ−1

∑
x=1

κ−1

∑
r=κ−x

IP(X = x, R = r) =

=
κ−1

∑
x=1

κ−1

∑
r=κ−x

fX(x) fR(r) =
α

κ − 1

κ−1

∑
x=1

x fX(x) =
α

κ − 1
IE(X)
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Remark 5. Observe that the following representation follows:

IE(Y) =
(

1 − κ

κ − 1
α

)
IE(X) + IE(R)

Actually, there is another approach to calculate the mean value and variance of Y by
finding its distribution, as follows:

Proposition 8. For y = 0, 1, . . . , κ − 1,

fY(y) =
(

1 − κ

κ − 1
α

)
fX(y) +

α

κ − 1
(17)

Proof. By using the total probability formula,

fY(y) =
κ−1

∑
x=0

fX(x) f (y|x) = fX(y) f (y|y) +
κ−1

∑
x=0
x ̸=y

fX(x) f (y|x) =

= (1 − α) fX(y) +
α

κ − 1

κ−1

∑
x=0
x ̸=y

fX(x) = (1 − α) fX(y) +
α

κ − 1
(1 − fX(y))

Remark 6. We have that, for y > 0,

fY(y) =
(

1 − κ

κ − 1
α

)
fX(y) + fR(y)

Proposition 9. We have that

Var(Y) =
(

1 − κ

κ − 1
α

)(
Var(X) + (IE(X))2

)
+

κ(2κ − 1)
6

α − (IE(Y))2

Proof. Multiply (17) by y2 and sum across y = 0, 1, . . . , κ − 1,

κ−1

∑
y=0

y2 fY(y) =
(

1 − κ

κ − 1
α

) κ−1

∑
y=0

y2 fX(y) +
α

κ − 1

κ−1

∑
y=0

y2

Therefore,

IE
(

Y2
)
=

(
1 − κ

κ − 1
α

)
IE
(

X2
)
+

α

κ − 1
(κ − 1)κ(2κ − 1)

6

Now use the fact that IE
(
Y2) = Var(Y) + (IE(Y))2 (and the analogous statement for IE

(
X2)),

and we are done.

Along with the original random sample in X, by taking the random sample in R and
the corresponding in Y, we consider

T =
κ − 1

2
2Y − ακ

κ − 1 − ακ
(18)

which is an unbiased estimator of µ, thanks to (16). The corresponding code snippet for
the implementation of this version of the RR can be found in Appendix A.2. In accordance
with the Bernoulli case, we run a simulation for the binomial distribution. Therefore,
X ∼ Binomial(κ − 1, p) and IE(X) = µ = (κ − 1)p. Now we let κ vary,and the switching
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probability is set to the half-way point of the “prohibited value”, i.e., to α = κ−1
2κ . The

results are depicted in Figure 4, and the outcomes are quite similar to that of Figure 3.

Figure 4. Simulation of binomial distribution various sizes of κ and n.

The experimental setup for this work was designed as a simulation framework, im-
plemented using the Python programming language. Random numbers were utilized to
generate synthetic datasets, model parameters, and other relevant variables, ensuring a
controlled and reproducible environment for testing and analysis.

7. The General RR Algorithm
We now consider a discrete random variable, X, with generic finite support, S(X),

having κ values. We would like to generalize our approach and construct an RR, Y, for X,
which will be used for the estimation of the mean value IE(X) = µ. In order to see how
things could work, consider the following total mean value formula:

IE(Y) = IE(IE(Y|X)) = ∑
x∈S(X)

fX(x)IE(Y|X = x) = ∑
x∈S(X)

fX(x)IE(Y[x]) (19)

In the sequel, we have

IE(Y[x]) = ∑
y∈S(X)

y f (y|x) = x f (x|x) + ∑
y∈S(X)

y ̸=x

y f (y|x)



Electronics 2025, 14, 326 18 of 22

Substitute into (19) to obtain

IE(Y) = ∑
x∈S(X)

f (x|x)x fX(x) + ∑
x∈S(X)

fX(x) ∑
y∈S(X)

y ̸=x

y f (y|x)

The right-hand side of the above equality becomes manageable if we assume that f (x|x),
f (y|x) are constant, i.e., independent from x, y. This remark makes (15) a natural choice
and, with this at hand,

IE(Y) = (1 − α) ∑
x∈S(X)

x fX(x) +
α

κ − 1 ∑
x∈S(X)

fX(x) ∑
y∈S(X)

y ̸=x

y

= (1 − α) ∑
x∈S(X)

x fX(x) +
α

κ − 1 ∑
x∈S(X)

fX(x)

 ∑
y∈S(X)

y − x


By using the facts that

∑
x∈S(X)

fX(x) = 1 , IE(X) = ∑
x∈S(X)

x fX(x)

and letting
s := ∑

y∈S(X)

y,

we obtain the key formula

IE(Y) =
(

1 − κ

κ − 1
α

)
IE(X) +

α

κ − 1
s

We can gain further insights from the formula above by considering the average of the
values of X, x̃ := s

κ . Then,

IE(Y) =
(

1 − κ

κ − 1
α

)
µ +

κ

κ − 1
αx̃ = µ +

κ

κ − 1
α(x̃ − µ) (20)

Note that Proposition 8 and (17) still apply for y ∈ S(X). Actually, Equations (20) and (17)
are inherently similar and have very interesting implications.

1. First of all, (20) is actually a corollary of (17). We can even generalize the formula as
follows, for an arbitrary function g:

IE(g(Y)) =
(

1 − κ

κ − 1
α

)
IE(g(X)) +

κ

κ − 1
αg̃(x) =

= IE(g(X)) +
κ

κ − 1
α
(

g̃(x)− IE(g(X))
)

(21)

where
g̃(x) =

1
κ ∑

x∈S(X)

g(x)

is the average of the values of g(X).
2. Equation (20) (and the more general one, (21)) says that IE(Y) is equal to µ plus an

“error”, which becomes larger while µ moves away from the average. In other words,
the proximity of IE(Y) to µ depends on how close is the distribution of X to the
uniform distribution. Actually, IE(Y) = µ, if and only if µ = x̃. This means that X is
uniform. On the other hand, when α = κ−1

κ , Y becomes uniform and IE(Y) = x̃.
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3. According to Equation (20), IE(Y) is a linear function of µ. It is exactly this linear
relation that gives the opportunity for an ε-DP estimation. Actually, we have

µ =
(κ − 1)IE(Y)− ακx̃

κ − 1 − ακ

The above representation has the following consequence: by having the original
sample in X and obtaining the corresponding sample in Y, the statistic

T =
(κ − 1)Y − ακx̃

κ − 1 − ακ

is an unbiased estimator for µ, provided that α ̸= κ−1
κ . Note that Y itself is an unbiased

estimator for µ only when X is uniformly distributed.
4. It is important to repeat that the distribution of X does not enter in the analysis at any

point, so there is no need to be known in advance.

For the algorithmic implementation of this general version of the RR, we assume
that S(X) = {v0, v1, . . . , vk−1}. Therefore, X can be represented as vJ , where the random
variable J has support S(J) = {0, 1, . . . , k − 1}. This allows us to recap the situation in the
precious section. Moreover, the randomized response can be defined as Y := vJ+R. This
idea is used in the code snippet found in Appendix A.3.

8. Discussion
Although we provide a very general definition of differential privacy (DP), our focus

is restricted to the (relatively limited) case of finitely supported random variables. The
reason for this choice is that it serves as the natural framework for the randomized response
(RR), which is the main subject of this paper. Our results establish and confirm well-
known facts, primarily for the classical binary RR, while also expanding the theory in
new and meaningful directions. To enhance accessibility and reproducibility, we provide
implementations of our RR schemes in simple and concise Python code.

One of the notable benefits of the general randomized response mechanism lies in its
ability to handle discrete random variables effectively, especially those with finite support.
This makes the RR particularly well suited for applications involving categorical data, such
as binary or multi-class variables, which are prevalent in domains like surveys, behavioral
studies, and medical research. By directly operating within the space of discrete outcomes,
the RR avoids unnecessary transformations or approximations, preserving the integrity of
the original data while adding controlled noise to ensure privacy. This property makes the
RR a versatile and practical tool for privacy-preserving data collection and processing.

A possible avenue for future research involves extending our approach to encompass
random variables with infinite support, whether discrete or continuous. While such exten-
sions are theoretically interesting, their practical utility warrants further investigation. The
key question is whether these extensions would address real-world challenges or remain
as purely mathematical exercises. For instance, in scenarios involving high-dimensional or
continuous data (e.g., sensor readings in IoT systems or medical imaging), adapting the RR
to handle infinite support could enable privacy-preserving mechanisms tailored to complex
datasets. Such work would bridge the gap between theoretical exploration and practical
application, pushing the boundaries of privacy-preserving data analysis to encompass a
wider variety of use cases. A possible extension of the integration of differential privacy
(DP) and randomized response (RR) into federated learning (FL) frameworks such as in [19]
can address critical privacy concerns associated with the handling of sensitive medical data.
DP ensures that client-to-server communications, such as gradients or model updates, are
safeguarded by adding controlled noise, preventing the inference of individual patient
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data while enabling global knowledge sharing. Similarly, the RR enhances client-side
operations by perturbing local data or model parameters ensuring strong privacy guaran-
tees without compromising the statistical properties needed to address class imbalance.
By incorporating these privacy-preserving techniques, the proposed retrogress-resilient
FL framework not only protects sensitive data but also builds trust among stakeholders,
fostering a broader adoption of FL in real-world healthcare applications.
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Appendix A. Python Code Snippets

Appendix A.1. RR for Bernoulli Trials

import numpy as np

’’’
The arguments of the function are:
x -> an array , the realization of the random sample in X
alpha -> a number between 0 and 1, the switching probability
The functions outputs:
y -> an array , the sample of randomized responses
’’’

def rr_binary(x, alpha):

n = len(x) # size of the sample

r = np.random.binomial(n = 1, p = alpha , size = n) # random sample in R
y = x+r-2*x*r

return y
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Appendix A.2. RR for Values 0, 1, . . . , κ − 1

’’’
The arguments of the function are:
kappa -> an integer , the size of the support of X
x -> an array , the realization of the random sample in X
alpha -> a number between 0 and 1, the switching probability
The functions outputs:
y -> an array , the sample of randomized responses
’’’

def rr_finite(kappa , x, alpha):

n = len(x) # size of the sample
sx = np.arange(kappa) # support of X
fr = np.array([1-alpha]+[alpha/(kappa-1)]*(kappa-1)) # distribution of R

r = np.random.choice(a = sx, size = n, p = fr) # random sample in R
y = (x+r) % kappa

return y

Appendix A.3. The General RR Algorithm for Finite Values

’’’
The arguments of the function are:
sx -> an array [v_0 ,v_1 ,...,v_{k-1}], the support of X
x -> an array , the realization of the random sample in X
alpha -> a number between 0 and 1, the switching probability
The functions outputs:
y -> an array , the sample of randomized responses
’’’

def rr_general(sx , x, alpha):

k = len(sx) # size of the support

# dictionary of the indices
ind = {}
for i in range(k):

ind[sx[i]]=i

xi = np.array([ ind[v] for v in x ]) # sample into indices
yi = rr_finite(kappa = k, x = xi, alpha = alpha) # rr on the indices
y = np.array([ sx[i] for i in yi ]) # back to x

return y
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