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Abstract

Global Navigation Satellite System (GNSS) spoofing, which manipulates PVT solutions
through false measurements, increasingly threatens GNSS reliability and user safety. How-
ever, most existing simulator-based spoofers, constrained by their inability to access real-
time ionospheric information (e.g., Global Ionosphere Maps, GIMs) from external sources,
struggle to replicate authentic total electron content (TEC) along each signal propagation
path accurately and in a timely manner. In contrast, widespread dual-frequency (DF)
receivers with access to the internet can validate local TEC measurements against external
references, establishing a pivotal spoofing detection distinction. Here, we propose an
Ionospheric Information-Assisted Spoofing Detection Technique (IIA-SDT), exploiting the
inherent consistency between TEC values derived from DF pseudo-range measurements
and external references in spoofing-free scenarios. Spoofing probably disrupts this con-
sistency: in simulator-based full-channel spoofing where all channels are spoofed, the
inaccuracies of the offline ionospheric model used by the spoofer inevitably cause TEC
mismatches; in partial-channel spoofing where the spoofer fails to control all channels, an
unintended PVT deviation is induced, which also causes TEC deviations due to the spatial
variation of the ionosphere. Basic principles and theoretical analysis of the proposed IIA-
SDT are elaborated in the paper. Simulations using ionospheric data collected from 2023
to 2024 at a typical mid-latitude location are conducted to evaluate IIA-SDT performance
under various parameter configurations. With a window length of 5 s and satellite number
of 8, the annual average detection probability approximates 75% at a false alarm rate of
1 × 10−3, with observable temporal variations. Field experiments across multiple scenarios
further validate the spoofing detection capability of the proposed method.

Keywords: GNSS; spoofing detection; dual frequency; total electron content (TEC)

1. Introduction
Current Positioning, Velocity, and Timing (PVT) applications heavily rely on the Global

Navigation Satellite System (GNSS). However, the dependency of GNSS-reliant systems
on PVT services exposes them to the risk of spoofing attacks [1]. GNSS spoofing, which
involves introducing erroneous measurements to victim receivers, can result in incorrect
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or manipulated PVT solutions, thereby posing an increasingly serious threat to GNSS
accessibility and user safety. Numerous field experiments have demonstrated the potential
risks of GNSS spoofing across various application scenarios, including drones, vehicles,
and smart mobile terminals [2–6].

On the other hand, the capability of dual-frequency (DF) GNSS receivers to effectively
mitigate ionospheric delay and enhance PVT accuracy has led to a growing number of
users adopting the DF reception technique. Concurrently, all major modern GNSS systems
are broadcasting navigation signals across multiple frequencies [7–10]. Beyond improving
accuracy, DF GNSS has great potential in spoofing defense. The additional PVT information
provided by a second frequency band directly complicates effective spoofing attacks [11].
Moreover, DF reception does not impose stringent requirements on auxiliary sensors or
specific user motion patterns, which broadens its applicability in anti-spoofing contexts.
Nevertheless, prior research on DF GNSS spoofing defenses remains limited.

In [12], the benefits of DF GNSS in countering single-frequency (SF) spoofing are
discussed and assessed through field experiments. An anti-spoofing method based on
the Carrier-to-Noise Ratio (C/N0) pattern of DF signals is introduced in [13], and the idea
of utilizing cross-correlation of P(Y) code modulated in L1 and L2 frequencies as well as
range differences are also proposed in [14]. These methods demonstrate excellent detection
performance against spoofing attacks generated by an SF signal simulator. From position as-
pects, a straightforward DF defense approach is Direct Position Comparison (DPC), which
verifies the consistency of PVT solutions independently derived from each frequency. DPC
effectively detects SF spoofing but fails when spoofers generate inter-frequency consistent
signals. Such attacks are feasible with modern hardware simulators or software-defined
radios (SDRs), as demonstrated in [15,16], which showed a seamless DF spoofing attack
capable of steering a vehicle along a preset trajectory. Additionally, Receiver Autonomous
Integrity Monitoring (RAIM) [17] has been widely applied with detection of blind spots in
full-channel spoofing scenarios, and its multi-frequency variation [18] has also been studied.
However, for DF receivers, the ionosphere-free combinations make the observation equa-
tions exactly determined, leaving no residuals to expose spoofing-induced inconsistencies.

In summary, existing methods largely check the consistency between frequencies at the
signal or position level. While these techniques are generally effective against SF spoofing,
they cannot reliably detect self-consistent DF spoofing, which ensures inter-frequency
consistency across all signals. In practice, such DF spoofing is not only theoretically
feasible but can be easily implemented, and is capable of generating dual-frequency signals
with synchronized signal quality and PVT solutions [19]. This practical vulnerability
underscores a critical gap: the detection capacity of existing DF anti-spoofing methods
is limited when encountering self-consistent DF spoofing, and ongoing research remains
important and meaningful.

A key feature of DF GNSS receivers is that signals traverse the ionosphere, introducing
a frequency-dependent delay known as ionospheric delay [20]. By exploiting this property,
DF receivers can estimate the ionospheric delay along each signal path, which corresponds
to the total electron content (TEC) [21]. The ionosphere has complex spatial and tempo-
ral variation characteristics, and real-time Global Ionospheric Maps (GIMs) are readily
available from various online platforms, including the Jet Propulsion Laboratory (JPL) [22],
WuHan University (WHU) [23], the International GNSS Service (IGS) [24], etc.

However, for existing simulator-based spoofers, acquiring real-time ionospheric refer-
ences from the internet adds significant cost, inconvenience, and complexity. In practice,
spoofers usually rely on Spherical Harmonic (SH) models, such as Klobuchar [25] or
NeQuick [26], to approximate local ionospheric conditions. They then compute ionospheric
delays for each visible satellite and impose these on the spoofed signals. Inevitably, com-
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pared to real-time GIM references, such model-based ionospheric states deviate more
from reality.

Based on the above discussion, this paper proposes an Ionospheric Information-
Assisted Spoofing Detection Technique (IIA-SDT) based on a consistency check between DF
TEC measurements and a reliable external GIM TEC reference. Different from traditional
methods that rely on internal signal-level or position-level consistency between different
frequencies, the novelty of IIA-SDT lies in exploiting the discrepancy between spoofed and
true ionospheric states, which comes from an external source. By leveraging this external
physical-layer reference, IIA-SDT effectively addresses the shortcomings of conventional
methods that fail when facing inter-consistent DF spoofers.

In spoofing-free cases, the discrepancy between TEC measurements derived from DF
pseudo-ranges and real-time GIM reference values typically remains within the receiver’s
measurement error range. In spoofing cases, IIA-SDT facilitates detection through the
following key deviations:

1. SF Bias (SFB): When only one out of two DF pseudo-ranges of a satellite is inten-
tionally biased by a spoofer while the other is not, a significant anomaly in the TEC
measurement is introduced.

2. Ionospheric Model Bias (IMB): TEC values emulated by a simulator-spoofer, relying
on an offline SH model, such as the Klobuchar model, usually deviate from the
corresponding TEC references.

3. Position-Related Bias (PRB): When spoofing signals are not strong enough to override
all authentic ones, the receiver may simultaneously track both, leading to partial-
channel spoofing, which could cause the computed position to deviate from both the
true and spoofed positions [27]. Such deviation also leads to inconsistencies between
TEC references derived from the biased position and the TEC values corresponding
to the actual or spoofed locations due to ionospheric spatial variation.

These bias sources grant the proposed IIA-SDT method a broad applicability, enabling
it to effectively detect a wide range of spoofing scenarios, including SF spoofing, partial-
channel (PC) DF spoofing, and full-channel (FC) DF spoofing based on a simulator using an
offline ionospheric model. In this paper, we present the method in detail through theoretical
derivation, simulation analysis, and field experiments.

The structure of the subsequent content of this paper is as follows. In Section 2,
the basic principles of IIA-SDT are elaborated. In Section 3, a GLRT-based detector is
derived, and its theoretical performance is analyzed with simulation results. In Section 4,
the effectiveness of IIA-SDT is evaluated through multiple sets of spoofing experiments.
Finally, in Section 5, the characteristics and applicable scenarios of the proposed method
are discussed and summarized. The table of abbreviations is also provided in the List of
Abbreviations part.

2. Basic Principles of Ionospheric Information-Assisted Spoofing
Detection Technique

Ionospheric Information-Assisted Spoofing Detection Technique (IIA-SDT) detects
spoofing by identifying discrepancies between TEC values derived from DF pseudo-ranges
and external references (e.g., IGS GIM). These discrepancies are contributed to by three
major sources: SFB, IMB, and PRB. SFB is typically related to SF spoofing attacks, which
can be effectively detected by DPC. Therefore, we focus on the other two types of biases
in the rest of this work. IMB is caused by the lack of real-time ionospheric data access for
low-cost simulator-spoofers. Additionally, power constraints on spoofers often result in PC
attacks, where PRB emerges due to biased PVT solutions.
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This section elaborates on the IIA-SDT mechanism in three sections: Section 2.1 reviews
the impact of the ionosphere on GNSS observations. Section 2.2 analyzes the ionospheric
modulation and demodulation process in spoofing cases, facilitating the understanding of
TEC biases. Section 2.3 details the characteristics of IMB and PRB.

2.1. Impact of the Ionosphere on GNSS Observations

Due to the dispersion characteristics of the ionosphere, for GNSS signals with a
carrier frequency of fc, the group refractive index of the signal in the ionosphere can be
approximated as [28]:

ng ≈ 1 − K1ne f−2
c (1)

where ne is the electron density within the volume element along the signal propagation
path, and K1 = 40.3 (m3/s2) is the first-order Taylor expansion coefficient of the group
delay refractive index. The equivalent additional distance caused by the group refraction
during the signal propagation from satellite position ps to user position pu is

I =
∫ pu

ps

(
1

ng
− 1

)
dl ≈ K1 f−2

c

∫ pu

ps

nedl := K1 f−2
c TEC (2)

where TEC is the total electron content along the propagation path between ps and pu,
measured in (m−2). A commonly used unit for TEC is TECU, where 1 TECU = 1016 (m−2).

By utilizing the fact that ionospheric delay is approximately proportional to the
TEC along the propagation path, DF GNSS users can eliminate ionospheric delays by
ranging individually at two different carrier frequencies [20]. Assuming there are a total
of M satellites, with each satellite clock bias corrected through the ephemeris and the
receiver inter-frequency hardware delay corrected through calibration, the DF pseudo-
range observations of the m-th (1 ≤ m ≤ M) satellite can be expressed as

ρm =

[
ρm,1

ρm,2

]
=

[
1 K1 f−2

c,1
1 K1 f−2

c,2

][
r′m

TECm

]
+

[
ηm,1

ηm,2

]
(3)

where ρm,l(l = 1, 2) represents pseudo-range corresponding to the l-th frequency, i.e.,
fc,l . and r′m = rm + c · δtu denotes the ionosphere-free pseudo-range, rm is the geometric
distance between the user and the m-th satellite, c is the speed of light in vacuum, δtu is
the user clock bias, and ηm,l represents the observation noise. By solving the systems of
equations, one can obtain that

TECM
m = −

f 2
c,1 f 2

c,2(ρm,1 − ρm,2)

K1( f 2
c,1 − f 2

c,2)
(4)

thereby completing the measurement of the total electron content TECM
m along the propaga-

tion path.

2.2. Ionospheric Modulation and Demodulation

Figure 1 depicts the ionospheric modulation and demodulation processes in spoofing
scenarios. As depicted in Figure 1a, since current simulator-spoofers typically lack access
to a real-time external ionospheric reference, a feasible way to simulate the ionospheric
behavior is to compute DF ionospheric delays for each satellite using an SH model and
corresponding SH coefficients [29,30], where the SH coefficients may be derived from a
pre-downloaded GNSS almanac or even a default configuration. Subsequently, these com-
puted ionospheric delays are applied to DF spoofing signals, constituting the ionospheric
modulation by the spoofer. As will be discussed later in this section, the ionospheric



Electronics 2025, 14, 3865 5 of 21

impact on a specific signal propagation path computed using an SH model cannot perfectly
reflect the actual impact of the real ionosphere, which results in IMB in both PC and FC
simulator-based spoofing cases.
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Figure 1. (a) Ionospheric modulation process conducted by the spoofer based on an SH model and
the preset spoofing scenario. (b) Ionospheric demodulation process conducted by IIA-SDT in an
FC spoofing case where IMB contributes to the H1 GLRT decision. (c) Ionospheric demodulation
process conducted by IIA-SDT in a PC spoofing case where both IMB and PRB contribute to the H1

GLRT decision.

Meanwhile, as described in Section 2.1, DF GNSS users can measure the TEC along
each signal propagation path through DF pseudo-range observations. This process can
be considered as the ionospheric demodulation. Additionally, a large number of GNSS
users can access real-time reference ionospheric information from external sources. Existing
research has validated the reliability and accuracy of the Vertical Total Electron Content
(VTEC) provided by the IGS GIM products, where VTEC can be simply regarded as a
projection of TEC onto an imaginary vertical propagation path [24]. By subtracting the TEC
reference TECR from the TEC measurement TECM, the impact of IMB is reflected in FC
spoofing (Figure 1b), or the combined impact of IMB and PRB in PC spoofing (Figure 1c), is
reflected in PC spoofing, which is the backbone of IIA-SDT.

2.3. Characteristics of IMB and PRB

The effectiveness of IIA-SDT in detecting spoofing attacks stems from its ability to
exploit two types of biases: Ionospheric Model Bias (IMB) and Position-Related Bias (PRB).
IMB arises from discrepancies between the ionospheric models used by the spoofer and
the real-time ionospheric conditions provided by external references (e.g., GIM). PRB, on
the other hand, results from the mismatch between the user’s computed position used
for TEC reference calculation and the receiver’s actual location, which influences TEC
measurements. In this section, without loss of generality, the characteristics of IMB and
PRB are discussed using the classical BeiDou Satellite System (BDS) Klobuchar model and
GIM from IGS IONEX files as illustrative examples.

In this paper, all ionospheric reference data are taken from CODE’s one-day predicted
ionospheric maps of IGS GIM products, which can provide real-time availability without
latency. Since one-day predicted ionospheric maps do not include RMS information, we
assume that the daily RMS values are close to those reported in the previous day’s Rapid
product. This requires users to cache one day of Rapid data so that the corresponding RMS
values can be used for real-time TEC residual analysis. Also, it should be emphasized that
BDS is only taken as an example to demonstrate quantitative results. The proposed IIA-
SDT framework itself is not limited to any specific constellation; as long as dual-frequency
pseudo-range measurements are available, it can be directly applied to other modern GNSS
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systems such as GPS and Galileo. The conclusions drawn are equally applicable to other
ionospheric models and external references.

2.3.1. IMB

IMB is time-varying. Figure 2a,b, respectively, illustrate the month-by-month and
diurnal variation patterns of the mean and variance of the difference between the VTEC
estimated by the BDS Klobuchar model (VTECK) and the VTEC reference (VTECR) pro-
vided by IGS GIM over the period from 2023 to 2024 for an example user location (40.00◦

N, 116.33◦ E). Model estimations VTECK are computed with the SH coefficients in the
broadcast almanac, while the references VTECR, which are assumed to be unbiased, are
obtained from the GIM products available on the IGS website. Figure 3a,b depicts the
month-by-month and diurnal comparison of the root mean square error (RMSE) of VTEC,
VTEC_RMS, estimated by the BDS Klobuchar model against the RMSE of the IGS GIM
reference. The results reveal that there is almost always a non-negligible bias present in
predictions made by the SH model. Moreover, while the SH model’s VTEC prediction
capability exhibits certain monthly and diurnal variation patterns, the RMSE of the SH
model prediction is generally much larger than that of the reference values.
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Figure 2. (a) Month-by-month and (b) diurnal variation patterns of the mean and variance of the
SH VTEC prediction residual, namely, the difference between the VTEC prediction made by the
Klobuchar model and the GIM reference values

Additionally, it is worth clarifying that although we select a mid-latitude location
(40.00◦ N, 116.33◦ E) as an example spoofing location, it serves as a representative bench-
mark across low- to mid-latitude spoofing locations. While IMB is globally present, its
magnitude exhibits latitudinal variations and a relation to solar activity levels. The lit-
erature [31] investigated residual STD of multiple ionospheric models (e.g., Klobuchar,
NeQuick-C, and BDGIM), demonstrating that model errors generally decrease with in-
creasing latitude except for peaks near 20◦ S and 20◦ N. These findings suggest that the
effectiveness of IIA-SDT in detecting spoofing targeting a mid-latitude location can reason-
ably extend to lower-latitude cases, where IMB is typically more significant.
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Figure 3. (a) Month-by-month and (b) diurnal variation patterns of the RMS error of the VTEC
prediction made by the Klobuchar model and the RMS error of the GIM reference directly provided
by an IGS IONEX file.

2.3.2. PRB

PRB originates from the spatial variation of the ionosphere. Based on ionospheric
data during 2023–2024, Figure 4 reveals the relationship between the PRB RMS and two-
dimensional position deviation, with the example reference location (PRB origin) marked
as a red spot. Here, to simplify the following analysis and isolate the influence of elevation
angle, a fixed satellite elevation angle of 90◦ is taken. The results indicate that PRB is more
sensitive to latitude deviation than longitude due to the fact that the north–south gradient
of mid-latitude TEC is much greater than the east–west gradient [32]. When the latitude
deviation exceeds 7.5◦ (southward), the RMS value of PRB reaches twice the GIM reference
RMS (∼5 TECU), implying acceptable detectability. However, user position deviation also
causes deviation in the satellite elevation angle, resulting in more complex PRB variation
characteristics in actual situations.
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Figure 4. PRB RMS measured in TECU, using data collected from 2023 to 2024. The PRB origin,
marked as a red spot, is located at (40.00◦ N, 116.33◦ E).

3. Detection Statistics and Simulation Analysis of IIA-SDT
Based on the principle of IIA-SDT in Section 2.1, this following context firstly describes

GLRT-based detector in IIA-SDT, leveraging the biases in the TEC measurement-reference
differences caused by the spoofer. Then, the performance of IIA-SDT is evaluated via
simulations under FC simulator-based spoofing, which is a representative situation that
distinguishes IIA-SDT from previous DF anti-spoofing techniques such as DPC and RAIM.

3.1. GLRT-Based Spoofing Detection Algorithm

Intuitively, the GLRT-based detector in IIA-SDT evaluates whether there is discrep-
ancy between the locally estimated TEC and the external reference, which can indicate the
presence of spoofing. The derivation proceeds by first formulating spoofing-free H0 and
spoofing H1 hypotheses, then modeling the noise and other parameters, deriving the corre-
sponding detector, and finally obtaining the detection probability to evaluate performance.

Let M denote the total number of satellites and N denote the length of a detection
window. The ionospheric information modulated on the DF pseudo-ranges can be demod-
ulated using (4). In the absence of spoofing (H0) and in the presence of spoofing (H1), the
measured TEC of the m-th (1 ≤ m ≤ M) satellite at the i-th (1 ≤ i ≤ N) sample, TECM

m,i, is
modeled as follows, respectively:

H0 : TECM
m,i = TECm + ηM

m,i

H1 : TECM
m,i = TECS

m + ηM
m,i

(5)

where TECm denotes the ground truth of TEC along the m-th satellite propagation path,
ηM

m,i is a zero-mean Gaussian observation noise with a standard deviation (STD) of σM
m,i;

TECS
m represents the noise-free TEC value in the spoofing case, distorted by SFB, IMB,

or (and) PRB. Among them,
TECm = TECR

m + ηR
m (6)

where TECR
m and ηR

m denote the reference TEC value and its inherent error for the m-th
signal propagation path. The uncertainty of ηR

m is typically directly provided by the reliable
external source such as IGS ionospheric products in the form of RMS. It should be noticed
that TECS

m, TECR
m, and ηR

m are modeled as time-independent terms within the detection
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window because the ionospheric variations are slow compared to the detection window
length, which is typically less than 1 min.

To simplify the discussions, assume the noise variances of DF pseudo-range observa-
tions, ηm,i,l(l = 1, 2), are channel-, frequency-, and time-independent within the detection
window, namely,

σm,i,l = σ0, ∀1 ≤ m ≤ M, 1 ≤ i ≤ N, 1 ≤ l ≤ 2. (7)

Then, the STD of ηM
m,i is calculated as follows:

σM
m,i = σM

0 =
2 f 2

c,1 f 2
c,2

K1( f 2
c,1 − f 2

c,2)
σ0. (8)

Utilizing the external GIM grids, reference TEC value for the m-th satellite (TECR
m) and its

STD (σR
m), which is approximated with its RMS error, are computed as follows:

TECR
m = csc(el′m) · VTECR

grid(λm, ϕm, tu)

σR
m = csc(el′m) · VTEC_RMSR

grid(λm, ϕm, tu)

el′m = arcsin

√
1 −

(
Re cos(elm)

Re + H

)2
(9)

where Re and H are the radius of Earth and the height of the ionosphere in the single layer
model (SLM) [20]; VTECR

grid and VTEC_RMSR
grid are temporal–spatial grids provided by

the external reference such as IGS GIM in the form of 3D tensors; λm, ϕm are the longitude
and latitude of the Ionosphere Pierce Point (IPP) of the m-th signal, respectively, which
are related to user position pu and the m-th satellite position ps,m; tu represents the user
receiving time; and elm is the elevation angle of the satellite.

Subsequently, the reference TECR
m is subtracted from the measurement TECM

m,i and
then normalized by its STD to obtain the normalized TEC residual for the m-th satellite at
the i-th sample in the detection window:

DTECMR
m,i =

TECM
m,i − TECR

m

σMR
m,i

,

σMR
m,i = σMR

m =

√
(σM

0 )
2
+ (σR

m)
2.

(10)

Substituting (5) into (10), DTECMR
m,i under H0 and H1 can be written as follows:

H0 : DTECMR
m,i = ηMR

m,i,norm

H1 : DTECMR
m,i = DTECSR

m + ηMR
m,i,norm

(11)

where

ηMR
m,i,norm =

ηR
m + ηM

m,i

σMR
m

follows a standard Gaussian distribution N (0, 1), and

DTECSR
m =

TECS
m − TECR

m

σMR
m

.

Define
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xm = [DTECMR
m,1 , . . . , DTECMR

m,N ]
T

,

wm = [ηMR
m,1,norm, . . . , ηMR

m,N,norm]
T ∼ N (0N , Qm),

µm = DTECSR
m · 1N := µm · 1N ,

x =


x1
...

xM

, w =


w1

...
wM

 ∼ N (0NM, Q), µ =


µ1
...

µM


(12)

where

Qm =


1 qm · · · qm

qm 1
...

...
. . . qm

qm · · · qm 1

, qm =

(
σR

m
)2

(σR
m)

2
+

(
σM

0
)2

Q =


Q1

. . .
QM

 ∈ RNM×NM.

Assuming σR
m ≪ σM

0 , a further approximation can be made:

Qm ≈ IN , Q ≈ INM. (13)

Then, Equation (11) can be rewritten in a vector form:

H0 : x = w;

H1 : x = µ + w, µ ̸= 0.
(14)

Taking µ as an unknown but determinate variable, a GLRT-based detector can be con-
structed [33]:

LG(x) =
p(x;H1, µ̂)

p(x;H0)

H1
><
H0

fl (15)

where µ̂ represents the maximum likelihood estimate (MLE) of the unknown bias µ, and γ

is the detection threshold. Substituting MLE

µ̂ =


µ̂1
...

µ̂M

, µ̂m =
1
N

N

∑
i=1

xm,i · 1N := µ̂m · 1N (16)

into (15) and taking the logarithm, the final expression for the detector can be obtained,
given a false alarm rate PFA:

T(x) = 2 ln(LG(x)) = 2xT µ̂ − µ̂T µ̂
H1
><
H0

γ′ = Q−1
χ2

M
(PFA) (17)

where Q−1
χ2

M
(x) is the inverse function of the complementary error function of the chi-square

distribution with degrees of freedom M, Qχ2
M
(x), which is defined as

Qχ2
M
(x) =

∫ ∞

x

ξ(M−2)/2e−ξ/2

2M/2Γ(M/2)
dξ.
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Here, Γ(·) is the Gamma function. The relationship between the detection probability PD

and the false alarm probability PFA is given by the following equation:

PD =
∫ +∞

γ′
pχ2

M(λ)(ξ)dξ (18)

where pχ2
M(λ)(ξ) is the probability distribution function of the noncentral chi-square random

variable with degrees of freedom of M and a positive noncentrality parameter

λ =
M

∑
m=1

µ2
m.

3.2. Simulation Analysis

The detection performance of IIA-SDT under various parameter configurations is
evaluated here using simulation experiments in FC spoofing cases, where IMB is the major
contributor of µ. As an example, the user’s position is fixed at a representative mid-latitude
location (λu = 116.3300◦, ϕu = 40.0000◦), and simulations are based on the BDS Klobuchar
model and ionospheric data collected from IGS GIM within 2023–2024 as an example. The
ionospheric reference used here is obtained from CODE’s one-day predicted ionospheric
maps. The parameters used in the simulations are listed in Table 1.

Table 1. Simulation parameters.

Parameter Value Unit Note

σ0 1.0 m Pseudo-range noise variance
fc,1 1.561098 GHz Carrier frequency of BDS B1I signal
fc,2 1.268520 GHz Carrier frequency of BDS B3I signal
λu 116.3300 deg Hypothetical user longitude (E)
ϕu 40.0000 deg Hypothetical user latitude (N)

In the simulation setup, the satellite azimuth and elevation angles are uniformly
distributed to emulate diverse geometric conditions in the real world:

azm ∼ U [0, 2π), elm ∼ U
[

1
12

π,
17
36

π

)
, ∀1 ≤ m ≤ M.

This design implies that IMB does not originate from the point-wise discrepancy between
the authentic ionosphere and the attacker’s emulated ionosphere right over the user’s true
location. Instead, IMB reflects regional ionospheric differences across the user’s vicinity,
determined by each satellite’s specific line-of-sight trajectory, i.e., azimuth and elevation.
Figure 5 shows the variation of DTECSR(µ), which is directly contributed by IMB here,
with azimuth and elevation angle: satellites with low elevation from the southern sky
(π/2 < azm < 3π/2) tend to cause greater IMBs.
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Figure 5. Variation of DTECSR(µ), directly contributed by IMB here, with azimuth and elevation angle.
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3.2.1. Temporal Analysis

As discussed in Section 2.3.1, IMB exhibits significant temporal variation, which
results in the time-varying detection performance of IIA-SDT. Figure 6 illustrates the
average spoofing detection performance of IIA-SDT for each month in the year 2023–2024,
with a constant false alarm rate PFA = 1 × 10−3. By comparing Figure 3a, it is observed
that the more biased the Klobuchar model is in a given month, the better the detection
performance of IIA-SDT. Similarly, Figure 7 displays the variation in IIA-SDT’s detection
probability for each hour of the day, which approximately aligns with the diurnal variation
of the model RMS error shown in Figure 2b.

2023/0
1

2023/0
4

2023/0
7

2023/1
0

2024/0
1

2024/0
4

2024/0
7

2024/1
0

0.2

0.4

0.6

0.8

1

Figure 6. Variation of IIA-SDT spoofing detection performance for each month in the year 2023–2024.
The detection probability is calculated by first averaging DTEC data across azimuth range of 360°
and elevation range of 15°–85° at each hourly epoch, then computing hourly detection probability
with a window length of 5 based on hourly averaged DTEC value, and finally averaging all hourly
results across all days within each month.
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Figure 7. Diurnal variation pattern of spoofing detection performance of IIA-SDT in the year
2023–2024. Similar to Figure 6, the detection probability is calculated by averaging DTEC data across
azimuth range of 360° and elevation range of 15°–85° at each hourly epoch, then computing hourly
detection probability with a window length of 5, and finally averaging hourly results over the
two-year period.

Additionally, simulation results in Figures 6 and 7 also suggest that the number
of satellites participating in the detection, M, has a pronounced effect on the detector’s
performance. In other words, due to the existence of IMB, more satellites generally lead to a
greater difference in the distribution of detection statistics under the H0 and H1 hypotheses
by contributing to the noncentrality parameter λ, resulting in stronger bias detection
capabilities. When 8 satellites are available, the average detection performance across
different months reaches about 75%, and it exceeds 80% when the number of satellites
increases to 16.
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3.2.2. Window Length

Figure 8 illustrates the average detection performance of IIA-SDT with various detec-
tion window lengths N and satellite count M in the form of receiver operating characteristic
(ROC) curves. The simulation results indicate that, in addition to satellite count M, the
average detection performance of IIA-SDT improves as the detection window length N
increases. This phenomenon can be attributed to the fact that, due to the observation noise
being approximated as white Gaussian noise, time-domain accumulation suppresses the
influence of observation noise, thereby helping to reveal biases caused by spoofing. For
example, with 16 fixed satellites, the detection performance depicted by purple curves
with a window length of 10 approximates 90%, which is about 35% higher than that with a
window length of 1 at PFA = 1 × 10−3.
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Figure 8. Spoofing detection performance of IIA-SDT, averaged within 2023–2024, with various
detection window lengths N and satellite counts M in the form of ROC curves.

4. Field Experiments
To evaluate the effectiveness and performance of the proposed method, a series

of field experiments are conducted in this section. While spoofers can utilize various
ionospheric models (e.g., Klobuchar, NeQuick), our experiments validate the proposed
method using the Klobuchar model as a case study. Moreover, in scenarios where spoofers
omit the ionospheric model entirely or disregard the differential signal delays between
DF signals caused by the ionosphere, the resultant IMB of the spoofing signals becomes
substantially larger, rendering them more susceptible to detection by IIA-SDT. Furthermore,
the applicability of the proposed method is also assessed through the insights gained from
the experimental results.

4.1. Data Collection

A total of five experimental datasets are collected as shown in Figure 9. First, authentic
DF pseudo-range observations are collected on UTC 09:38, local time (Beijing time) 17:38, 6
January 2025, utilizing a DF BDS receiver connected to an outdoor GNSS antenna, which
constitutes the non-spoofing dataset, ds1. Then, a GNSS simulator (SPIRENT GSS900) is
set up to generate DF spoofing signals based on the Klobuchar model parameters and
orbital data of that day [34]. Two spoofing positions are investigated: Beijing, China (BJ,
40.0000◦ N, 116.3333◦ E) and Jinan, China (JN, 36.6273◦ N, 116.9355◦ E). DF pseudo-range
observations are extracted using the DF BDS receiver in these two FC spoofing cases (ds2,
ds3). Finally, through post-processing, raw observations from ds1 and ds2(ds3) are aligned
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in time, and subsets of channels are selected from each to create the PC spoofing dataset,
ds4(ds5). The detailed information of all datasets is shown in Table 2.

GNSS Signal Simulator

(SPRIRENT GSSS9000)
Outdoor Antenna

Authentic (ds1) FC Spoofing (ds2, ds3)

DF Authentic RF Signal DF Spoofing RF Signal

DF Pseudo-ranges & 

Ephemeris

DF Pseudo-ranges & 

Ephemeris

Align & Merge

PC Spoofing (ds4, ds5)PC Spoofing (ds4, ds5)PC Spoofing (ds4, ds5)

Figure 9. Data collection using (1) an outdoor antenna, as the non-spoofing dataset (ds1); (2) a spoofer
based on a SPIRENT simulator, as the FC spoofing datasets (ds2, ds3); (3) merged observations, as
the PC spoofing datasets (ds4, ds5).

Table 2. Experimental data collection settings.

# Signal Source Type M Positioning Result

ds1 Outdoor antenna — 11 40.0015◦ N, 116.3301◦ E
ds2 SPIRENT GSS900 FC 9 40.0000◦ N, 116.3333◦ E
ds3 SPIRENT GSS900 FC 9 36.6273◦ N, 116.9355◦ E
ds4 Merged ds1 & ds2 PC 14 ∼41.6◦ N, ∼115.7◦ E
ds5 Merged ds1 & ds3 PC 13 ∼37.1◦ N, ∼115.3◦ E

4.2. IIA-SDT Experimental Results

In the following field experiments, parameters in Table 3 are used. The CODE’s
one-day predicted ionospheric maps are used to obtain the ionospheric reference.

Table 3. Experimental parameters.

Parameter Value Unit Note

σ0 1.0 m Pseudo-range noise variance
fc,1 1.561098 GHz Carrier frequency of BDS B1I signal
fc,2 1.268520 GHz Carrier frequency of BDS B3I signal

Robs 1.0 Hz pseudo-range observation rate
PFA 1 × 10−3 — False alarm rate
N 5 — GLRT detection window length

4.2.1. Non-Spoofing Test Case

Figure 10a shows that the normalized GLRT-based IIA-SDT detection statistics in all
detection windows in ds1 are less than 1, where γ′ is set according to the false alarm rate
PFA = 1 × 10−3. There are no false alarms triggered, suggesting a robust performance in
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the non-spoofing case. Figure 10b depicts MLE estimates of normalized biases, µ̂m, in one
of the detection windows, supporting the detection result with near-zero and unbiased
values across all channels. Figure 10c depicts the azimuth and elevation angles of satellites
involved in this experiment, namely, sky plot, as complementary information.
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Figure 10. Spoofing detection results in the non-spoofing case. (a) Normalized GLRT statistics across
all detection windows in ds1 with black dotted line representing threshold and blue curves indicating
test statistics; (b) MLE µ̂m in a single detection window, sampled from ds1; (c) Sky plot.

4.2.2. Full-Channel Spoofing Test Cases

As depicted in Figure 11a,d, the normalized GLRT statistics exceed 1 in all detection
windows within both FC spoofing cases (ds2, ds3), achieving an ideal detection with
no missed detection. The MLE estimations of normalized TEC bias, µ̂m, within a single
detection window shown in Figure 11b,e support these ideal detection results: the TEC
values computed by the spoofer with the Klobuchar model exhibit an IMB of 0.42–1.72 STD
in ds2, and an IMB of 0.93–1.24 STD in ds3 on each signal propagation path. The existence
of µm, which is mainly contributed by IMB in FC cases, enables IIA-SDT to detect simulator-
based FC spoofing. Specifically, if one focuses on the satellites with significant deviations in
Figure 11b—PRN 06, 09, 16, and 24—it may be observed that they are all satellites located
south and with lower elevation angles, as shown in Figure 11c. This result is consistent
with Figure 5, which indicates that for the specific mid-latitude location, satellites in that
direction usually bring more significant IMBs.
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Figure 11. Spoofing detection results in the presence of FC spoofing: (a,d) normalized GLRT statistics
in all detection windows within ds2(BJ) and ds3(JN), respectively, with black dotted line representing
threshold and red curves indicating test statistics; (b,e) MLE µ̂m in a single detection window, each
sampled from ds2 and ds3, respectively; (c,f) sky plot of ds2/ds3.
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4.2.3. Partial-Channel Spoofing Test Cases

As depicted in Figure 12a,c, the normalized GLRT statistics exceed 1 in all detection
windows within both PC spoofing test cases (ds4, ds5), with no missed detection. This
demonstrates the robust spoofing detection capability of IIA-SDT when a spoofer controls
only a subset of channels to maintain power concealment and causes deviations in the
user’s positioning result, ensured by the combined effect of PRB and IMB.
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Figure 12. Spoofing detection results in the presence of PC spoofing: (a,c) normalized GLRT statistics
across all detection windows in PC spoofing datasets ds4(BJ) and ds5(JN), respectively, with black
dotted line representing threshold and red curves indicating test statistics; (b,d) MLE µ̂m in a single
detection window, each sampled from ds4 and ds5, respectively.

For ds4 (∼1.6◦ northward positioning deviation), Figure 12b shows that µm for au-
thentic channels remain near zero, while the spoofed channels exhibit even more positive
biases compared to the corresponding FC case (Figure 11b). These positive biases can be
attributed to PRB: the northward positioning deviation moves the IPP of spoofing signals
away from its preset position to a higher-latitude region, causing the spoofer to further
overestimate the TEC, resulting in greater µm.

For ds5 (∼2.9◦ southward positioning deviation), Figure 12d shows that µm for au-
thentic channels are influenced by a negative PRB. The southward deviation brings the
IPP closer to the equator, leading the GIM reference to overestimate TEC, resulting in a
negative PRB for authentic signals. However, for the spoofed channels, the influence of
PRB is negligible here since the positioning results do not deviate significantly from the
preset position in latitude (∼0.5◦ northward).

4.3. Comparison with Existing Methods

In this section, Direct Position Comparison (DPC) and multi-frequency Receiver
Autonomous Integrity Monitoring (RAIM) are selected as representative conventional
methods for performance comparison with IIA-SDT.

Position solutions were computed using BDS B1I and B3I pseudo-range observations
from each of the five datasets listed in Table 2. Figure 13 illustrates the results of single-
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frequency positioning using BDS B1I and B3I signals, as well as the average horizontal
deviation between them in the east–north coordinate system centered on the mean of the
B1I positioning results. Although the spoofing scenarios in (d) and (e) are static, unintended
user motion appears as an artifact of PC spoofing. This occurs because the coexistence
of authentic and spoofed signals breaks the consistency of satellite observations. As a
result, the computed position deviates from both the true position and the spoofer’s preset
trajectory, manifesting as apparent motion. Nonetheless, across all five test cases, the mean
horizontal positioning deviations between the B1I and B3I solutions remain at the meter or
sub-meter level. These findings indicate that the DPC method struggles to counter spoofing
attacks that maintain inter-frequency consistency, such as the PC and FC dual-frequency
spoofing cases considered here.

The RAIM detection results are presented in Figure 14, with the false alarm rate set
to 10−3. As shown, RAIM fails in the full-channel spoofing scenarios, where all detection
statistics remain below the threshold, resulting in missed detections. In contrast, RAIM
successfully detects spoofing in the partial-channel cases (ds3 and ds4), which is consistent
with its theoretical performance bounds.
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Figure 13. Comparison of BDS B1I positioning results and BDS B3I positioning results for DPC:
(a) non-spoofing (ds1), (b) FC spoofing, BJ (ds2), (c) FC spoofing, JN (ds3), (d) PC spoofing, BJ (ds4),
and (e) PC spoofing, JN (ds5).

In summary, IIA-SDT is effective across all spoofing scenarios tested in our experi-
ments, outperforming both DPC and RAIM. The proposed method not only addresses the
limitations of conventional DF anti-spoofing techniques in detecting attacks with inter-
frequency navigation-level consistency but also provides a reliable, physics-based solution
for spoofing detection in real-world GNSS applications.
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Figure 14. Detection results of RAIM methods in five experiment scenarios.

5. Discussion and Conclusions
This section discusses the main strengths and limitations of the proposed IIA-SDT

method, and then summarizes the overall contributions of this work.

5.1. Discussion

The analysis and experiment verification demonstrate that IIA-SDT can provide reli-
able spoofing detection across a range of scenarios. Its main strengths can be summarized
as follows.

• Universal Applicability . IIA-SDT does not assume SF spoofing. IIA-SDT effectively
identifies both FC and PC DF spoofing attacks, regardless of the preset location or
the user’s positioning deviation. This is achieved by leveraging the inherent IMB of
offline models like the Klobuchar model, which is widely adopted by spoofers, and
the PRB induced by positioning deviation when mixed authentic and spoofed signals
are used. In addition, the method is system-independent and can be directly applied
to BDS, GPS, Galileo, and other dual-frequency constellations.

• Physical-level Verification. Unlike DPC and RAIM, which are based on position-level
consistency checking between two frequencies, IIA-SDT exploits the discrepancies
between the spoofed TEC values and reliable external TEC references such as IGS GIM,
which provide reliable physical TEC values. This physics-based verification enables
IIA-SDT to detect spoofing attacks even with inter-frequency navigation-information-
level consistency.

Despite these advantages, several limitations about spoofing scenarios and data de-
pendence must be noted.

• Vulnerability to advanced spoofers. If attackers could replicate real-time ionospheric
information with high fidelity in a full-channel attack, IIA-SDT, and existing methods
like DPC and RAIM, would all lose effectiveness. However, the feasibility of such
attacks is limited in practice. Accessing and applying real-time GIM data requires
continuous internet connectivity, additional hardware/software modules, and low-
latency data processing. These factors substantially increase the cost and complexity
of the spoofer. And for dynamic scenarios such as UAVs or vehicles, it is particularly
challenging to achieve full-channel synchronization with authentic signals while si-
multaneously injecting realistic ionospheric variations. However, if attackers transmit
extreme high-power spoofing signals that fully suppress authentic signals—effectively
equivalent to full-channel spoofing—IIA-SDT also becomes ineffective when real-time
ionospheric information is replicated. In such spoofing cases, further anti-spoofing
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techniques based on direction-of-arrival (DOA) measurements [35,36] or assistance
from Inertial Navigation Systems (INSs) [37,38], etc., become essential.

• Dependence on external real-time ionospheric data. IIA-SDT relies on access to
external GIM services, and temporary loss of connectivity may reduce its effectiveness.
To mitigate this, practical deployment could include backup measures such as local
caching of recent GIM products, fusing data from multiple providers, or employing
lightweight prediction models to extrapolate short-term ionospheric variations. Future
work may also explore non-networked solutions such as using broadcast ionospheric
models as local prediction schemes as auxiliary references.

5.2. Summary and Conclusions

The paper presents the Ionospheric Information-Assisted Spoofing Detection Tech-
nique (IIA-SDT) as a robust solution for GNSS spoofing detection. By exploiting discrepan-
cies between locally measured ionospheric delays and reliable external references, which
are typically contributed by IMB caused by the biased offline model often used by spoofers
and PRB caused by unintended position deviation in PC spoofing, IIA-SDT addresses the
critical limitations of conventional DF anti-spoofing methods in detecting spoofing attacks
with inter-frequency consistency. Using the historical ionosphere data in 2023–2024, we in-
vestigate the average level and temporal variation of IMB, and the spatial variation of PRB.
Furthermore, the average detection performance of IIA-SDT is analyzed using simulation
experiments. Finally, its effectiveness is verified in field experiments, with both FC and
PC spoofing cases included. Compared with existing methods such as DPC and RAIM,
IIA-SDT introduces a novel physical-layer consistency check. While its effectiveness may
degrade against advanced full-channel spoofers or in the absence of external ionospheric
data, IIA-SDT substantially improves resilience against realistic spoofing threats and is best
deployed as part of a multi-layered defense framework.
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Abbreviation Full Form
BDS BeiDou Satellite System
C/N0 Carrier-to-Noise Ratio
DF Dual Frequency
DPC Direct Position Comparison
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DOA Direction of Arrival
FC Full Channel
GIM Global Ionospheric Map
GLRT Generalized Likelihood Ratio Test
GNSS Global Navigation Satellite System
GPS Global Positioning System
IGS International GNSS Service
IMB Ionospheric Model Bias
INS Inertial Navigation System
IPP Ionospheric Pierce Point
IIA-SDT Ionospheric Information-Assisted Spoofing Detection Technique
PC Partial Channel
PVT Position, Velocity, and Timing
RAIM Receiver Autonomous Integrity Monitoring
RMSE Root Mean Square Error
SF Single-Frequency
SH Spherical Harmonic
SFB Single-Frequency Bias
TEC Total Electron Content
TECU Total Electron Content Unit
VTEC Vertical Total Electron Content
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