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Abstract

The evolution of industrial automation toward Industry 3.0 and 4.0 has driven the emer-
gence of Industrial Edge-Cloud Platforms, which increasingly depend on web interfaces
for managing and monitoring critical operational technology. This convergence introduces
significant security risks, particularly from Broken Access Control (BAC)—a vulnerability
consistently ranked as the top web application risk by the Open Web Application Security
Project (OWASP). BAC flaws in industrial contexts can lead not only to data breaches but
also to disruptions of physical processes. To address this urgent need for robust web-layer
defense, this paper presents VeriFlow, a static verification framework for access control in
web applications. VeriFlow reformulates access control verification as a consistency prob-
lem between two core artifacts: (1) a Formal Access Control Policy (P), which declaratively
defines intended permissions, and (2) a Navigational Graph, which models all user-driven
Ul state transitions. By annotating the graph with policy P, VeriFlow verifies a novel Path-
Permission Safety property, ensuring that no sequence of legitimate Ul interactions can
lead a user from an authorized state to an unauthorized one. A key technical contribu-
tion is a static analysis method capable of extracting navigational graphs directly from the
JavaScript bundles of Single-Page Applications (SPAs), circumventing the limitations of
traditional dynamic crawlers. In empirical evaluations, VeriFlow outperformed baseline
tools in vulnerability detection, demonstrating its potential to deliver strong security guar-
antees that are provable within its abstracted navigational model. By formally checking
policy-graph consistency, it systematically addresses a class of vulnerabilities often missed
by dynamic tools, though its effectiveness is subject to the model-reality gap inherent in
static analysis.

Keywords: web application security; access control; formal verification; static analysis;
Single-Page Applications

1. Introduction

The proliferation of web applications as the backbone of modern digital infrastructure
has been accompanied by a persistent and severe class of security vulnerabilities. For years,
the Open Web Application Security Project (OWASP) has consistently ranked Broken Ac-
cess Control (BAC) as the number one security risk [1,2]. Real-world incidents further
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illustrate the severity of these flaws [3]. This threat is dramatically amplified in the context
of the industrial revolution 3.0, which has driven the development of distributed Indus-
trial Edge-Cloud Platforms. These platforms use web-based dashboards and APlIs as the
primary human-machine interface for configuring, controlling, and monitoring sensitive
operational technology (OT). This architectural shift introduces a critical demand for web
defense in industrial control scenarios. Here, a BAC vulnerability is no longer a simple
data security issue; it becomes a direct threat to physical safety and operational integrity.
In industrial control systems (ICS), the web UI often serves as the primary interface to
operational technology (OT). An unauthorized navigation path could allow an attacker
to access a control panel for a Programmable Logic Controller (PLC), potentially leading
to hazardous physical-state changes [4]. Therefore, ensuring Ul-path safety is a critical
first line of defense against cyber—physical attacks that aim to disrupt manufacturing lines,
compromise utility grids, or cause industrial accidents. For example, a flaw could allow
an unauthorized user to alter calibration settings on a factory floor, leading to production
defects, or to disable safety monitors in a power plant through a compromised web dash-
board. This paper introduces a method to address this specific challenge, aiming to secure
the web-based management plane of industrial edge intelligence cloud platforms. This
aligns with a growing body of research that applies formal methods to secure IoT systems
where web interfaces govern physical processes [5].

Traditional security validation techniques, while valuable, suffer from inherent limi-
tations that undermine their effectiveness against BAC vulnerabilities. Dynamic Applica-
tion Security Testing (DAST) tools, such as OWASP ZAP or Burp Suite, excel at identifying
exploitable flaws through runtime simulations and fuzz testing, but they can only demon-
strate the presence of vulnerabilities, not their absence [6,7]. This is a fundamental limita-
tion: the coverage of any test suite is inherently finite, bounded by the test cases executed,
and a single overlooked path can compromise the entire system [8,9]. Manual penetration
testing, while insightful, is labor-intensive, non-scalable, and prone to human error, often
missing subtle logical flaws in large codebases [10]. These methods are particularly inade-
quate for modern SPAs, where navigation logic is embedded in client-side JavaScript and
not readily discoverable by server-side crawlers, leading to incomplete vulnerability de-
tection [11,12]. For example, dynamic tools may fail to explore all possible Ul-driven state
transitions in an SPA, resulting in false negatives for hidden Forced Browse vulnerabili-
ties [13]. To overcome these shortcomings, formal methods emerge as a promising alter-
native, offering mathematical rigor to prove security properties definitively [14,15]. Draw-
ing an analogy from civil engineering, where mathematical models prove the structural
integrity of bridges under various loads, formal methods can verify that a web applica-
tion’s access control enforces intended policies without exceptions [16,17]. However, prior
formal approaches often focus narrowly on policy specifications (e.g., Role-Based Access
Control models) without integrating the application’s structural realities, such as naviga-
tional flows, leading to gaps in practical applicability [18,19]. Studies on formal policy
verification highlight these deficiencies, noting that isolated policy checks fail to capture
implementation-specific inconsistencies [17,20].

This paper introduces VeriFlow, a comprehensive framework for the static verifica-
tion of web application access control, reframing BAC as a verifiable consistency prob-
lem between security intent and implementation structure. At its core, VeriFlow analyzes
the following two key artifacts: (1) a Formal Access Control Policy P, which declaratively
specifies the intended permissions—who (roles) can access what (resources) under which
conditions; and (2) a Navigational Graph Gs = (V, E), a directed graph where vertices
V represent application states (e.g., URLs or Ul views) and edges E model possible user-
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driven transitions [21,22]. By annotating Gg with permissions from P, VeriFlow checks for
inconsistencies that manifest as BAC vulnerabilities.

The cornerstone of this approach is the Path-Permission Safety property, formally de-
fined as follows: for every role r and path 7 in Gg starting from a node authorized for 7,
all nodes in 7t must also be authorized for r [23]. In other words, no sequence of legiti-
mate Ul interactions should lead a user from an authorized state to an unauthorized one,
directly mitigating threats like Forced Browse and Privilege Escalation. Mathematically,
this can be expressed as follows: Vr € R,Vvs € V,,Vv; € reachable(vs),v; € V;, where R
is the set of roles, V; is the set of nodes authorized for r, and reachable(v;) denotes nodes
reachable from v; in Gg [24,25]. A key innovation of VeriFlow is its novel static analysis
technique for extracting Gg from SPAs, which parses JavaScript bundles to uncover client-
side routing logic—a capability lacking in traditional dynamic crawlers [13]. As illustrated
in Figure 1, VeriFlow detects unauthorized paths by verifying this consistency, providing
provable guarantees that surpass the probabilistic assurances of dynamic testing [2].
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Figure 1. Overview of the VeriFlow framework for detecting Broken Access Control (BAC) vulner-
abilities through static and dynamic analysis. The process begins with the application source code
and type (SPA/MPA), applying static JS bundle analysis or dynamic crawling to extract a navigational
graph Gg. This graph is then augmented with API-level endpoints and annotated using a formal ac-
cess control policy P, producing the policy-annotated graph G’S. VeriFlow performs path-permission
safety checks to detect unauthorized navigational paths. If violations are found, it outputs counterex-
ample paths indicating access control flaws (e.g., unauthorized access to /admin/logs); otherwise, it
proves safety within the model’s scope.

VeriFlow’s static approach not only identifies vulnerabilities but also offers formal
proofs of their absence within the modeled scope, contrasting sharply with the exploratory
nature of dynamic methods. By integrating policy verification with structural analysis, it
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addresses the model-reality gap that plagues many formal tools, ensuring relevance to
real-world deployments [26].

The contributions of this paper are as follows: (1) formal models for policy-graph con-
sistency, including the definition of P, Gg, and the Path-Permission Safety property; (2) an
efficient verification algorithm that scales to large-scale web applications; (3) an innova-
tive static analysis technique for taming SPAs and extracting navigational graphs; (4) ex-
tensions to the framework for detecting API-level vulnerabilities, such as Broken Object
Level Authorization (BOLA) [27]; and (5) a detailed empirical evaluation plan using real-
world open-source applications to validate VeriFlow’s effectiveness against baselines like
OWASP ZAP. The remainder of the paper is structured as follows: Section 2 surveys related
work in access control verification and formal methods; Section 3 presents the VeriFlow
formalism in detail; Section 4 describes the algorithm and framework implementation;
Section 5 outlines the empirical evaluation methodology and expected results; Section 6
discusses limitations, future work, and broader implications; and Section 7 concludes with
a summary of VeriFlow’s potential impact on advancing provable security in web appli-
cations. Through these contributions, VeriFlow paves the way for a new era of formally
verified access control, enhancing the security posture of modern web ecosystems.

2. Related Work

Our work builds upon established principles from the fields of formal methods, static
program analysis, and web application security, while tailoring them to the unique chal-
lenges of modern web applications.

2.1. Model Checking and Policy Verification

Model checking is an automated formal verification technique that exhaustively ex-
plores all possible states of a system model to verify if it satisfies a given specification, of-
ten expressed in temporal logic [16]. This technique has been successfully applied to verify
the logical consistency of access control policies themselves. For instance, researchers have
used model checking to analyze policies for cloud infrastructure like Google Cloud IAM
or XACML to discover potential misconfigurations or conflicts [17,26]. However, the pri-
mary challenge for these methods is the state-space explosion problem, where the number
of possible states grows exponentially with system complexity, making verification infea-
sible for large systems [16]. Our approach, while more specialized, is inspired by the rigor
of foundational formal method tools like Alloy [28] and TLA+ [29], aiming to apply similar
principles to the specific domain of web application access control. Recent work has also
demonstrated the viability of applying model checking to other modern, security-critical
systems like blockchain [30], affirming the scalability of formal property checking [31].

VeriFlow’s approach differs from traditional model checking. It cleverly avoids the
state-space explosion problem by not attempting to explore the full state space of the ap-
plication, which includes business logic and data. Instead, VeriFlow narrows its focus
to a more tractable problem: navigational reachability within the UI. Furthermore, while
most existing work verifies policies in isolation, VeriFlow’s core contribution is to verify
the consistency between the policy and the application’s implementation structure. This
addresses the critical gap between security intent and its actual implementation in code.

2.2. Static Analysis for Access Control

Static analysis techniques discover potential defects by analyzing a program’s source
or binary code without executing it. While powerful methods like symbolic execution can
explore multiple program paths by using symbolic values instead of concrete data, they
are often computationally expensive and complex to implement [32]. In recent years, deep
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learning-based static analysis has emerged as a promising approach, with models trained
to detect common vulnerability patterns (e.g., SQL injection or buffer overflows) from
source code representations. However, these methods often function as “black boxes,”
lacking formal guarantees and struggling with the logical complexity of access control poli-
cies. Other modern techniques, such as those based on code property graphs, offer more
structured representations but may not be optimized for the specific challenges of SPAs.
Modern static application security testing (SAST) tools like CodeQL and Semgrep use pow-
erful query languages to find vulnerability patterns directly in the source code. While effec-
tive for detecting common flaws like injection, they typically rely on pre-defined rules and
may struggle to verify custom, application-specific access control logic without significant
customization. VeriFlow differs by not just finding patterns, but by formally verifying the
consistency between an explicit policy model and the application’s navigational structure.
Within the access control domain, early work has applied static analysis to detect vulner-
abilities in traditional web applications, for example, by analyzing an application’s code
to construct role-based sitemaps and check for forced browse vulnerabilities. VeriFlow
differentiates itself by providing a formal, white-box approach that is specifically tailored
to the navigational structure of SPAs, offering a level of precision that is often missing in
more general-purpose or purely data-driven static analysis tools [33].

2.3. Analysis of Modern Web Applications (SPAs and APIs)

Modern web applications, especially Single-Page Applications (SPAs) built with
frameworks like React, Vue, or Angular, introduce new challenges for security analysis.
In SPAs, navigation and state transitions are handled dynamically by client-side JavaScript,
rendering traditional web crawlers and dynamic analysis tools ineffective at capturing
the complete application structure [34]. Concurrently, with the rise of frontend-backend
decoupled architectures, APIs that are directly exposed to the client have become a new
hotspot for vulnerabilities like Broken Object Level Authorization (BOLA) [27].

VeriFlow’s framework is designed to directly address these modern challenges. One
of its key innovations is the ability to statically parse the compiled JavaScript bundles of an
SPA, identify its internal routing declarations and navigation events, and construct a Poten-
tial Navigational Graph that is more comprehensive than any dynamic exploration could
achieve [13,35]. Furthermore, VeriFlow extends this analysis to the API level. By iden-
tifying API calls like ‘fetch()” or “axios.get()’ in the client-side code and modeling them as
special vertices in the graph, VeriFlow can verify reachability from a Ul state to a privileged
API endpoint within a single, unified framework, enabling the effective static detection of
potential BOLA vulnerabilities.

3. The VeriFlow Formalism

The persistent threat of Broken Access Control (BAC), consistently identified as the
top security risk by the Open Web Application Security Project (OWASP) [2], underscores
the urgent need for rigorous verification methods to safeguard web applications. BAC
vulnerabilities, such as Forced Browse and Privilege Escalation, stem from logical incon-
sistencies between an application’s intended security policy and its implemented struc-
ture, often leading to unauthorized access to sensitive resources [36]. Traditional dynamic
testing approaches, including Dynamic Application Security Testing (DAST) and manual
penetration testing, are fundamentally limited by their inability to exhaustively cover all
execution paths, thus failing to prove the absence of vulnerabilities [15]. To address this,
the VeriFlow framework introduces a formal, static verification approach that reframes
access control verification as a consistency check between two critical artifacts: a declar-
ative access control policy (P), which encapsulates the security intent, and a navigational
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graph (Gs), which models all possible user-driven state transitions within the application’s
user interface. This section formally defines these components and introduces the Path-
Permission Safety property, a novel security invariant that ensures no user can navigate
from an authorized state to an unauthorized one, directly mitigating BAC risks. By leverag-
ing mathematical rigor and formal methods, VeriFlow provides a systematic, automated
solution to detect logical access control flaws that evade conventional testing, offering a
pathway to provably secure web applications [15,23].

3.1. Modeling the Access Control Policy (P)

The cornerstone of VeriFlow is a formal access control policy, denoted P, which
serves as a declarative, machine-readable specification of the intended security constraints
governing access to web application resources. Drawing inspiration from modern pol-
icy languages like Open Policy Agent (OPA) Rego [37,38], P is designed to balance
expressiveness —capturing the complex, role-based access control (RBAC) requirements
prevalent in web applications [39] —with simplicity, ensuring amenability to automated
formal analysis. This approach, centered on the widely adopted RBAC model [40], con-
trasts sharply with code-level access checks, which are often fragmented, error-prone,
and challenging to verify [36,41]. By providing a centralized, declarative model, P facili-
tates systematic reasoning and adheres to the “Deny-by-Default” principle, a best practice
for mitigating unauthorized access risks [2]. This design also distinguishes P from verbose
standards like XACML [42,43], which, while expressive, are overly complex for efficient
automated verification in dynamic web environments [44-47].

To enable precise reasoning, we formally define the components of P as follows. First,
a subject represents a user’s identity within the RBAC framework, where roles abstract
groups of users with similar permissions—a model widely adopted for its scalability and
manageability [39,48].

Definition 1 (Subject). A subject isaroler € R, where R is a finite set of roles representing user
categories in the system (e.g., {admin, user, guest}).

Next, resources are defined as URL patterns to align with the web application’s nav-
igational structure, allowing flexible specification of access controls across groups of end-
points common in modern web frameworks [40].

Definition 2 (Resource). A resource is a URL path pattern p € Patterns, which may include
wildcards (e.g., /admin/*) or parameterized segments (e.g., /users/{id}/profile).

For the scope of VeriFlow, actions are focused on Ul-driven interactions, which are
central to BAC vulnerabilities like Forced Browse where attackers exploit navigation paths
to access unauthorized pages [2].

Definition 3 (Action). The action a € Actions is fixed to “view” for the scope of UI navigation,
representing user-driven state transitions in the web application.

The policy decision is binary, simplifying evaluation while enforcing robust security
by default [36].

Definition 4 (Effect). The effect e € Effects is a decision from the set {allow, deny}, determining
whether access is granted or prohibited.

Together, these components form the policy as a set of rules.
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Definition 5 (Policy). The policy P C R X Patterns x Actions x Effects is a set of rules, where
each rule (r, p, a, e) specifies the access decision for a role r on a resource pattern p for action a.

The policy evaluation function P(r, u), where r € R and u is a concrete URL, returns
a decision based on matching rules. Matching precedence is handled deterministically:

*  An explicit ‘deny’ rule for a specific role and resource always takes precedence over
any ‘allow’ rule.

e If multiple ‘allow’ rules match, the most specific pattern (longest literal prefix) wins.

e If no rule matches, the decision defaults to ‘deny’.

This ensures a deny-by-default posture and handles overlapping pattern definitions
unambiguously.

The policy evaluation function P(r, u), where r € R and u is a concrete URL, returns
a decision based on matching rules. Matching precedence is handled deterministically:
1. An explicit ‘deny’ rule for a specific role and resource always takes precedence over any
‘allow” rule. 2. If multiple ‘allow’ rules match, the most specific pattern (longest literal
prefix) wins. 3. If no rule matches, the decision defaults to “deny’. This ensures a deny-by-
default posture and handles overlapping pattern definitions unambiguously.

3.2. Modeling the Application Structure: The Navigational Graph (Gg)

The navigational graph Gs = (V, E) is a formal abstraction of a web application’s
user interface, capturing all possible Ul-driven state transitions to enable the detection
of BAC vulnerabilities. This graph-based model reflects the application’s structural real-
ity, representing the paths a user can navigate through Ul interactions, such as clicking
hyperlinks or submitting forms—critical attack vectors for Forced Browse and Privilege
Escalation [2]. Unlike security models focused on server-side logic, Gs emphasizes client-
side navigation, aligning with real-world scenarios where attackers exploit Ul elements
to bypass access controls [36]. Constructing Gg is particularly challenging for Single-Page
Applications (SPAs), where navigation logic embedded in client-side JavaScript renders
traditional web crawlers ineffective [13]. While automated crawling can be used for Multi-
Page Applications (MPAs) [49], SPAs necessitate a novel static analysis approach (detailed
in Section 4.2). By modeling the application as a graph, VeriFlow bridges the gap between
intended navigation flows and the stateless nature of HTTP, enabling systematic analysis
of access control correctness [21,22].

Formally, the navigational graph is defined as follows. Vertices represent the distinct
states a user can reach, providing a comprehensive model of the application’s navigational
structure that maps directly to the resources protected by policy P [50,51].

Definition 6 (Vertices). The set V represents the unique, reachable Ul states in the application,
where each vertex v € V corresponds to a unique URL or view (e.g., /home, /profile).

Edges model the dynamic interactions that define the application’s navigational flow,
drawing on graph theory applications in security [25] to allow for systematic path exploration.

Definition 7 (Edges). The set of directed edges E C V x V represents direct navigations between
states, where an edge (u,v) € E exists if a user can transition from state u to state v through a
single Ul interaction (e.g., clicking a hyperlink or submitting a form).

The significance of Gg lies in its ability to expose structural inconsistencies, such as a
navigation path allowing a low-privileged user to reach an admin-only page [2]. While Gg
focuses on client-side navigation, it may not capture server-side redirects or complex busi-
ness logic decoupled from URLs, a limitation that motivates future enhancements, such
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as integrating server-side analysis [15]. By prioritizing Ul-driven transitions, VeriFlow tar-
gets a critical attack surface overlooked by traditional tools.

3.3. Defining the Core Verification Property: Path-Permission Safety

The Path-Permission Safety property is the linchpin of VeriFlow’s verification ap-
proach, linking the access control policy P and the navigational graph Gg to detect log-
ical access control flaws. To integrate policy information into the graph, we first define
an annotation function that labels each vertex with its authorized roles, thereby creating a
unified model that combines security intent with application structure [23].

This property ensures that if a user with role r is authorized to access state u, they
must also be authorized to access any state v reachable from u through Ul navigations.
A violation indicates a critical flaw, such as a navigation path that allows a user to move
from a public page (e.g., /profile) to a restricted resource (e.g., /admin/logs), potentially
enabling privilege escalation. A key innovation of VeriFlow is its novel static analysis
technique for extracting Gg from SPAs. Mathematically, this can be expressed as follows:
Vr € R,Vvs € V,,Vou; € reachable(vs), vy € V;, where R is the set of roles, V; is the set of
nodes authorized for r, and reachable(vs) denotes nodes reachable from v in Gg [24,25].

Definition 8 (Annotation Function). The function Annotate(Gg, P) produces a policy-annotated
graph G§, where each vertex v € 'V is labeled with a set of authorized roles R, = {r € R |
P(r,url(v)) = allow}, based on the URL corresponding to v.

Using this annotated graph, we define the core security property. Rooted in clas-
sic safety properties from formal methods [23], Path-Permission Safety directly addresses
BAC vulnerabilities by guaranteeing that no legitimate Ul interaction sequence can lead to
an unauthorized state [2].

Definition 9 (Path-Permission Safety). A policy-annotated graph G§ is Path-Permission Safe
if and only if, for every role v € R and vertices u,v € V, the existence of a path from u to v in Gg
implies thatr € R, = r € Ry,

To provide a more rigorous theoretical foundation, we formalize this property using
mathematical logic. Let Path(u, v, Gg) denote the existence of a directed path from vertex u
to vertex v in graph Ggs. The Path-Permission Safety property can be expressed as follows:

Vr € R,Yu,v € V : Path(u,v,Gs) A (r € R,)) — (r € Ryp)

This logical formulation ensures that the implication holds universally across all roles
and vertex pairs. We further define the concept of reachability closure for a given role
as follows:

Definition 10 (Role-Specific Reachability Closure). For aroler € R, the reachability closure
Reach,(GY) is the set of all vertices reachable from any vertex authorized for role r as follows:

Reachy(Gg) ={v eV |Ju e V:re RyAPath(u,v,Gs)}

Theorem 1 (Safety Violation Characterization). A policy-annotated graph G§ violates Path-
Permission Safety if and only if there exists a role r € R and a vertex v € Reach,(Gg) such that
r ¢ Ryp.

Proof Sketch. The forward direction follows directly from the definition: if such a vertex
v exists, then there is a path from some authorized vertex u (where r € Ry) to v (where
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r & Ry), violating the safety property. The reverse direction follows by contrapositive: if no
such vertex exists, then for all reachable vertices from authorized states, the role remains
authorized, satisfying the safety property. [

This property ensures that if a user with role r is authorized to access state u, they
must also be authorized to access any state v reachable from u through Ul navigations.
A violation indicates a critical flaw, such as a navigation path that allows a user to move
from a public page (e.g., /profile) to a restricted resource (e.g., /admin/logs), potentially
enabling privilege escalation. Unlike dynamic testing, which struggles with incomplete
coverage [15], this property enables exhaustive verification of all navigation paths, pro-
viding a provable guarantee of access control correctness. The property is verified using
an efficient graph traversal algorithm (detailed in Section 4.1), with a time complexity of
O(|R]| - (|V] + |E|)), making it scalable for real-world applications. VeriFlow’s focus on
Ul-driven navigation distinguishes it from prior work, such as model checking of cloud
IAM policies [16], and its extensibility to API-level vulnerabilities (Section 4.3) enhances
its applicability to modern web architectures [27]. By combining formal rigor with prac-
tical relevance, Path-Permission Safety establishes VeriFlow as a powerful framework for
mitigating one of the most severe security risks in web applications.

4. The VeriFlow Algorithm and Framework

Building on the formal models established in Section 3, this section presents the al-
gorithmic and technical implementation of the VeriFlow framework, enabling automated,
static verification of web application access control. By translating the abstract concepts
of the Formal Access Control Policy (P), the Navigational Graph (Gs), and the Path-
Permission Safety property into a practical, executable system, VeriFlow bridges the gap be-
tween theoretical rigor and real-world applicability, addressing the persistent challenges
of Broken Access Control (BAC) vulnerabilities such as Forced Browsing and Privilege Es-
calation. The implementation strategy emphasizes automation to overcome the inherent
limitations of dynamic testing, including incomplete coverage and inability to prove the
absence of flaws, while ensuring scalability for large-scale web applications with intricate
client-side logic. This section is structured into three interconnected subsections: first, we
detail the core verification algorithm (Verify-Path-Safety), which efficiently checks for
safety property violations by traversing the annotated graph and identifying unauthorized
paths; second, we introduce an innovative static analysis technique tailored for Single-Page
Applications (SPAs), which extracts the navigational graph from JavaScript bundles to han-
dle dynamic routing challenges; and third, we describe extensions to detect API-level and
data-flow vulnerabilities, such as Broken Object Level Authorization (BOLA), by augment-
ing the graph model with client-side API interactions. Together, these components form a
scalable framework that not only detects logical access control inconsistencies but also pro-
vides actionable counterexamples, facilitating integration into continuous development
pipelines and offering a pathway toward provable security in modern web ecosystems.

4.1. The Core Verification Algorithm

The core of the VeriFlow framework is the Verify-Path-Safety algorithm, designed
to enforce the Path-Permission Safety property defined in Section 3. This algorithm system-
atically checks for violations of Path-Permission Safety by identifying paths in the policy-
annotated navigational graph G that lead from authorized states to unauthorized states for
a given user role. Such violations directly correspond to critical Broken Access Control (BAC)
vulnerabilities, such as Forced Browse or Privilege Escalation, which are prevalent in modern
web applications. By automating the verification process, the algorithm eliminates the cover-
age limitations of dynamic testing methods, providing a scalable and rigorous approach suit-
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able for real-world web applications. The algorithm outputs a set of counterexample paths,
each representing a potential vulnerability, thereby offering actionable feedback for develop-
ers to remediate logical flaws in access control implementations.

The Verify-Path-Safety algorithm, presented in Algorithm 1, operates on the navi-
gational graph Gg = (V, E) and the formal policy P, as defined in Section 3. The algorithm
begins by annotating Gs with role permissions using the Annotate function, which assigns
to each vertex v € V a set of authorized roles R, = {r € R | P(r,url(v)) = “allow”}.
For each role 7, it identifies the set of starting vertices Vstart where r is authorized. A graph
traversal (e.g., Breadth-First Search or Depth-First Search) is then performed to compute
the set of reachable vertices Vieachable from Viart, leveraging efficient graph algorithms. If a
reachable vertex w is not authorized for role r (i.e., ¥ ¢ Ry), the algorithm reconstructs the
path from a starting vertex to w and adds it to the set of violations. This path represents a
potential vulnerability, such as a user navigating from an authorized page (e.g., /profile)
to an unauthorized admin page (e.g., /admin/logs), as illustrated in Figure 2. The out-
put set of violation paths provides precise, actionable feedback for developers to address
access control flaws.

Algorithm 1 Verify-Path-Safety(Gg, P)

Require: Navigational Graph Gg = (V, E), Formal Policy P
Ensure: A set of counterexample paths, Violations
1: Violations < @

2: Gy + Annotate(Gg, P) > Annotate graph with role permissions per vertex
3: Roles <— GetUniqueRoles(P) > Extract all roles from P
4: for each role r € Roles do
5 Vstart — {v € V | r € Ry} > Identify nodes authorized for role r
6 Vieachable < GraphTraversal(Gg, Vstart) > BFS/DFS from start nodes
7: for each vertex w € Vieachable 40O
8 if r ¢ R, then
9 path < ReconstructPath(w, Vstart)
10: Violations.add(path)
11: end if
12: end for
13: end for

14: return Violations

Formal Access Control Policy (P) Legend
Role Resource Action | Effect O Authorized Node
user /home view | allow /admin/logs i
Reltes: 2l O Unauthorized Node
admin /admin/logs view | allow ——pp Safe Path
- = 9 Unsafe Path (Violation)
user /profile view [ allow

/dashboard
Roles: user,
admin

/home
Roles: user,
admin

/profile
Roles: user,
admin

Figure 2. Example of policy-annotated navigational graph and detection of a Broken Access Control
(BAC) violation. Each node represents a web page labeled with its authorized roles according to the
formal access control policy P (shown in the top-left table). Green arrows represent safe paths where
all visited pages are accessible by the role (e.g., /home — /profile — /dashboard). A red dashed
arrow highlights an unsafe path where a user accesses /admin/logs, a page restricted to admin, thus
violating the path-permission safety property.
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The efficiency of Verify-Path-Safety is a key factor in its practical applicability.
The algorithm’s time complexity is O(|R| - (|V| + |E|)), where |R| is the number of roles,
|V] is the number of vertices, and |E| is the number of edges in Gg. This linear complex-
ity per role ensures scalability for typical web applications, which often have a moderate
number of roles and navigational states. The use of standard graph traversal algorithms
minimizes computational overhead, avoiding the state-space explosion problem common
in exhaustive model checking approaches. Practical considerations, such as handling large
graphs, are addressed through optimized graph representations (e.g., using adjacency lists
in NetworkX) and precise policy annotation to reduce false positives [52,53]. The algo-
rithm integrates seamlessly with the broader VeriFlow framework, enabling subsequent
static analysis of Single-Page Applications (SPAs), as detailed in Section 4.2. By focusing
on navigational reachability, Verify-Path-Safety provides a robust and efficient mecha-
nism for detecting logical access control vulnerabilities, aligning with the needs of modern
web application security practices.

4.2. Taming the Single-Page Application (SPA)

Modern Single-Page Applications (SPAs), constructed using frameworks such as Re-
act, Vue.js, or Angular, present formidable challenges for access control verification due
to their reliance on client-side routing and dynamic content rendering. Unlike traditional
Multi-Page Applications (MPAs), where navigation is driven by server-rendered HTML
and can be explored via automated web crawlers, SPAs manage state transitions entirely
within the browser’s JavaScript environment, rendering dynamic analysis tools ineffective
as they fail to simulate all possible user interactions and code paths. VeriFlow introduces
a groundbreaking innovation: a fully static analysis methodology that directly extracts the
navigational graph Gg from the application’s compiled JavaScript bundles, eliminating the
need for runtime execution or browser simulation. This approach ensures a comprehen-
sive representation of all potential navigation flows, enabling the detection of subtle access
control vulnerabilities that might otherwise remain hidden in the codebase. By leveraging
the declarative nature of SPA routing configurations, VeriFlow bridges a critical gap in ex-
isting web application security tools, as highlighted in prior studies on SPA security risks.

The static analysis process for graph extraction in VeriFlow is structured into three
methodical steps, designed to systematically deconstruct the SPA’s client-side logic. First,
the compiled JavaScript bundles are parsed into an Abstract Syntax Tree (AST) using ro-
bust parsing libraries such as Esprima, which transforms the minified or transpiled code
into a structured, traversable representation amenable to programmatic analysis. Sec-
ond, the AST is traversed to identify route declarations specific to the underlying frame-
work; for instance, in React, this involves locating <Route path="..."> components or
equivalent router configurations, while in Angular, it entails extracting definitions from
RouterModule.forRoot ([...]1). Each identified route path is mapped to a vertex in Gg,
representing a unique Ul state or view. Third, navigation events are detected by scanning
for programmatic triggers such as <Link to="..."> elements in React, navigate(...)
calls in Vue, or this.router.navigate(...) invocations in Angular, which establish di-
rected edges between vertices based on source-destination relationships. This culminates
in the construction of a “Potential Navigational Graph” that over-approximates all feasible
navigation paths encoded in the application, ensuring a conservative yet complete model
for verification. The framework-agnostic design of this process allows VeriFlow to adapt
seamlessly to various SPA ecosystems, drawing on established static analysis techniques
for web applications.

The advantages of VeriFlow’s static analysis over traditional dynamic crawling are
manifold, primarily in its ability to capture navigation paths that may not be exercised
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during finite runtime explorations, thereby enhancing coverage and reducing the risk of
overlooked vulnerabilities. Unlike crawlers that depend on observable HTML outputs and
may miss conditional or asynchronous navigations, static extraction analyzes the code’s
latent structure directly, providing a superset of possible transitions that aligns with the
conservative ethos of formal verification [54]. However, this method is not without limita-
tions; the over-approximation inherent in the Potential Navigational Graph can include in-
feasible paths due to unaccounted runtime conditions (e.g., authentication guards or data
dependencies), potentially leading to false positives that necessitate manual validation.
Additionally, challenges arise with heavily obfuscated or dynamically loaded JavaScript
code, which may complicate AST parsing and require preprocessing steps. Our proto-
type addresses obfuscation by applying de-obfuscation tools like de4js as a preprocessing
step to improve the readability of the AST. For dynamic imports (e.g., “import()’), we con-
servatively add edges from the import site to all potential routes defined in the dynami-
cally loaded modules, accepting a potential increase in over-approximation to ensure no
paths are missed. Non-standard routing hierarchies are handled by allowing customizable,
framework-specific parsers that can be configured to recognize custom routing compo-
nents or state management patterns. To mitigate these, VeriFlow ensures conservativeness
by prioritizing no false negatives, meaning all reported violations in our evaluation were
manually validated to confirm their reachability and classify them as true or false positives.

Practically, this static analysis integrates seamlessly with the Verify-Path-Safety algo-
rithm described in Section 4.1, enabling end-to-end verification where the extracted Gg is
annotated with policy P and traversed to uncover access control inconsistencies. This syn-
ergy facilitates automated workflows in development pipelines, empowering developers
to identify and remediate vulnerabilities early in the lifecycle. Future refinements could
incorporate hybrid approaches, blending static extraction with targeted dynamic analy-
sis to resolve over-approximations, or extend support for server-side rendering (SSR) in
SPAs like Next.js, where client-server interactions add layers of complexity. This technique
paves the way for the empirical evaluation outlined in Section 5, where it will be applied to
real-world open-source SPAs such as those from Casdoor and OpenRMF, demonstrating
its efficacy in diverse architectural contexts.

4.3. Detecting API-Level and Data-Flow Vulnerabilities

The proliferation of Application Programming Interfaces (APIs) in modern web ap-
plications, especially within Single-Page Applications (SPAs), has amplified the risks as-
sociated with API-level vulnerabilities, making them a focal point of contemporary secu-
rity concerns. SPAs often rely on client-side JavaScript to invoke backend API endpoints
dynamically, facilitating seamless user experiences but introducing potential attack vec-
tors where access controls may be inadequately enforced. To address this, VeriFlow ex-
tends its navigational graph model beyond Ul-driven transitions to encompass API inter-
actions, thereby broadening the framework’s scope to detect sophisticated vulnerabilities
such as Broken Object Level Authorization (BOLA). BOLA, as highlighted in the OWASP
API Security Top 10, occurs when an attacker exploits insufficient authorization checks
to access or manipulate objects (e.g., data records) belonging to other users or requiring
elevated privileges. By incorporating API endpoints into the graph, VeriFlow captures
the interplay between UI states and backend calls, enabling the identification of scenar-
ios where low-privileged users can reach restricted APIs through client-side code, such as
fetch() or axios.get() invocations. This extension aligns with the framework’s core
philosophy of policy-graph consistency, ensuring that access control verification is not
limited to navigational flows but also includes data-flow dependencies that could lead
to unauthorized actions.
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Building upon the static analysis technique detailed in Section 4.2, VeriFlow aug-
ments the JavaScript Abstract Syntax Tree (AST) traversal to identify and extract API-
related constructs embedded within the client-side codebase. Specifically, the analysis
scans for patterns indicative of API calls, such as fetch('/api/documents/delete') or
axios.get('/api/users/{id}'), which are often scattered across components or services
in SPA frameworks like React or Angular. These extracted API endpoints are integrated
into the navigational graph Gs = (V, E) as specialized vertices, distinguished by their type
(e.g., denoted as squares in visualizations to differentiate from Ul vertices). Directed edges
are then established from UI vertices (representing accessible states) to these API vertices,
modeling the data-flow transitions triggered by user interactions or programmatic events.
Concurrently, the formal access control policy P is extended to accommodate API-specific
rules, incorporating tuples that define roles, resource patterns (e.g., /api/*), actions (e.g.,
GET, P0OST), and effects. The Verify-Path-Safety algorithm (Algorithm 1) is subsequently
applied to this hybrid graph, detecting BOLA violations by identifying paths where a role
authorized for a starting Ul vertex can reach an unauthorized API vertex. For instance, if a
“user” role can navigate to a dashboard view that invokes a privileged delete AP], the algo-
rithm reconstructs and flags this path as a violation. This process is visually exemplified in
Figure 3, which depicts a hybrid UI-API graph with a highlighted vulnerable connection.
The framework distinguishes between different types of API vulnerabilities based on the

policy rules. An endpoint protected by a rule like ‘(admin, /api/admin/*, *

, allow) is an
admin-only endpoint. In contrast, potential Insecure Direct Object Reference (IDOR) vul-
nerabilities are modeled by identifying parameterized endpoints like ‘/api/users/id’ where
the policy does not enforce ownership. The current framework flags any non-admin access

to such endpoints as a potential BOLA/IDOR flaw requiring further review.

/home /profile /admin/logs 1 N
- Viol Di
Authorized Authorized Unauthorized J iolation Detected
Legend
—p> Safe Path = = < Unauthorized Access Violation Reported

Figure 3. Violation detection example illustrating path-permission safety checking. A user starts
from the authorized page /home and follows a safe path to /profile. A red dashed arrow represents
an unauthorized access to /admin/logs, which is not permitted for the current role. This violation
is detected and flagged as a security flaw. The legend denotes safe paths (green), unauthorized
transitions (red dashed), and violation reports (yellow).

The significance of this extension lies in its ability to provide static, provable guar-
antees against BOLA and related data-flow vulnerabilities, complementing VeriFlow’s
Ul-centric verification and addressing a critical gap in existing tools that often overlook
client-side API exposures. By preemptively uncovering these issues without requiring
runtime execution, the framework empowers developers to mitigate risks early in the de-
velopment lifecycle, potentially averting data breaches or unauthorized modifications that
could result in severe financial and reputational damage. However, limitations persist,
including the dependency on API calls being explicitly present and analyzable in client-
side code, which may not capture server-side enforcement mechanisms or obfuscated im-
plementations. Additionally, server-side access control logic decoupled from the client
remains outside the current scope, potentially leading to incomplete coverage. To over-
come these, future work could integrate server-side static analysis (e.g., examining back-
end code for policy enforcement) or hybrid dynamic testing approaches, drawing from
automated policy inference techniques. Such enhancements would further solidify Veri-
Flow as a comprehensive tool for end-to-end access control verification in complex web
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ecosystems. A potential challenge in augmenting the graph with API vertices is the risk of
state-space explosion, especially in applications with numerous API calls. To mitigate this,
our framework employs route grouping, where API endpoints following a similar pattern
(e.g., ‘/api/users/id/(profile | settings |logs)’) are collapsed into a single representative ver-
tex. This abstraction maintains the integrity of access control verification while keeping
the graph size manageable.

5. Empirical Evaluation
5.1. Prototype Implementation

The VeriFlow prototype is implemented in Python (version 3.8 or higher is used for
compatibility with the required libraries.), selected for its extensive ecosystem of libraries
that facilitate security analysis, graph manipulation, and web scraping tasks. This choice
ensures a robust, flexible foundation capable of handling the diverse requirements of static
verification in web applications. The prototype comprises three primary components:
(1) graph extraction for Multi-Page Applications (MPAs) utilizing Scrapy, a high-level web
crawling framework that systematically navigates HTML-based structures to identify navi-
gational links and states; (2) static analysis for Single-Page Applications (SPAs) employing
esprima-python, which parses JavaScript bundles into Abstract Syntax Trees (ASTs) for
extracting routing configurations and navigation events; and (3) graph representation and
verification leveraging NetworkX, a powerful library for creating, manipulating, and ana-
lyzing complex networks. These components seamlessly integrate the Verify-Path-Safety
algorithm detailed in Section 4.1, which performs the core verification of Path-Permission
Safety, with the innovative SPA static analysis technique outlined in Section 4.2, enabling
end-to-end automation from graph extraction to vulnerability detection. The reliance on
open-source tools not only promotes reproducibility and accessibility in security research
but also aligns with community-driven standards for transparent and verifiable implemen-
tations, allowing researchers and practitioners to extend or replicate the prototype with
minimal barriers.

Delving into the technical details, graph extraction begins with MPAs, where Scrapy
is configured to perform depth-limited crawling of HTML pages, identifying hyper-
links, forms, and redirects to construct the vertex set V and edge set E of the navi-
gational graph Gs. For SPAs, esprima-python is employed to generate an AST from
minified or bundled JavaScript files, followed by targeted traversal algorithms that de-
tect framework-specific constructs—such as React’s <Route> components or Angular’s
RouterModule declarations—to map routes to vertices and programmatic navigations
(e.g., history.push() or <Link to="...">) to directed edges. NetworkX is then utilized
to construct the graph Gg, annotate vertices with role-based permissions using the policy
P as defined in Section 3.1, and execute efficient graph traversal methods (e.g., Breadth-
First Search or Depth-First Search) to identify reachable states and detect violations of
Path-Permission Safety, such as paths from authorized to unauthorized vertices. Practi-
cal considerations include optimizations for large-scale applications, such as parallel pro-
cessing of AST traversals to handle complex JavaScript codebases exceeding thousands
of lines, memory-efficient graph storage to manage graphs with up to 10* vertices and
edges, and error-handling mechanisms for obfuscated code or incomplete bundles. Fur-
thermore, the prototype’s extensibility is demonstrated through modular support for API-
level analysis (Section 4.3), where AST-based extraction identifies client-side API calls
(e.g., fetch('/api/..."')) and integrates them as specialized vertices in Gg, thereby en-
abling detection of Broken Object Level Authorization (BOLA) vulnerabilities without re-
quiring runtime execution. This alignment with the formalism in Section 3 and algorithms
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in Section 4 ensures that the prototype not only operationalizes theoretical constructs but
also addresses real-world challenges in web application security verification.

5.2. Experimental Design

The empirical evaluation of VeriFlow is conducted on a carefully selected set of
3-5 open-source web applications that exhibit diverse architectures and access control
mechanisms, ensuring a comprehensive assessment of the framework’s capabilities. Specif-
ically, we choose applications such as Casdoor (an SPA-based identity and access manage-
ment platform), OpenRMF (an MPA-focused risk management framework) [55], and iTrust
(an SPA-oriented healthcare application with complex RBAC models). These selections are
justified by their public availability, which promotes transparency and reproducibility in
security research. Moreover, the diversity in application types —spanning both Multi-Page
Applications (MPAs) and Single-Page Applications (SPAs)—tests VeriFlow’s versatility in
handling different navigational paradigms.

To establish a reliable baseline for verification, we first create a ground truth access
control policy P for each application through a systematic manual analysis of its official
documentation, source code annotations, and configuration files. This process involves
identifying all roles (e.g., admin, user), resource patterns (e.g., URL paths like /admin/¥),
and associated permissions, ensuring that P accurately reflects the intended security model
while adhering to the Deny-by-Default principle outlined in Section 3.1. Following policy
creation, VeriFlow automates the extraction of the navigational graph Ggs using tailored
techniques: for MPAs, we employ Scrapy to perform a comprehensive crawl of HTML-
based links and forms, generating vertices and edges from static page structures; for SPAs,
we utilize esprima-python to parse JavaScript bundles into an Abstract Syntax Tree (AST),
identifying route declarations and navigation events as detailed in Section 4.2. This au-
tomation ensures scalability, as graph extraction operates without requiring application
execution, and consistency across multiple runs. The policy P is then annotated onto Gg
using the Annotate function (Section 3.3), embedding role-specific permissions into the
graph vertices. Accurate policy specification is paramount in formal verification, as inac-
curacies can lead to false positives or negatives; thus, our methodology emphasizes cross-
validation with application logs and developer guidelines to mitigate such risks, ultimately
producing a policy-annotated graph ready for safety property checks.

With the annotated graph prepared, we execute the Verify-Path-Safety algorithm (Al-
gorithm 1, Section 4.1) to detect inconsistencies between the policy P and the graph Gg,
identifying violation paths that represent potential BAC vulnerabilities, such as unautho-
rized Ul navigations or API calls leading to BOLA. For each role, the algorithm performs
graph traversals (e.g., BFS) from authorized starting nodes to enumerate reachable states,
flagging any path to an unauthorized vertex as a counterexample, which is reconstructed
for detailed reporting (e.g., a sequence from /user/profile to /admin/logs). To benchmark
VeriFlow’s performance, we conduct a baseline comparison with OWASP ZAP, a promi-
nent open-source Dynamic Application Security Testing (DAST) tool, configured to sim-
ulate user sessions and scan for access control flaws through automated crawling and
fuzzing. OWASP ZAP is run with default plugins for BAC detection, including tests for
Forced Browsing and IDOR, on the same applications under identical conditions. Findings
from both VeriFlow and OWASP ZAP are subjected to manual review by security experts
to classify them as true positives (confirmed vulnerabilities) or false positives (erroneous
detections), ensuring rigorous validation and minimizing bias. For VeriFlow, this man-
ual step is particularly important for filtering out any infeasible paths introduced by the
static analysis’s over-approximation, thereby ensuring the reported FPR is accurate. This
comparative approach draws from prior studies that have contrasted static and dynamic
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security tools, highlighting the limitations of coverage in dynamic methods, and positions
VeriFlow as a complementary tool for achieving higher assurance in access control veri-
fication. While ZAP’s performance can be enhanced with custom scripts and extensive
configuration, we used a standard automated setup to reflect typical use cases in CI/CD
pipelines. The goal of this comparison is not to claim superiority over a highly tuned dy-
namic tool, but rather to demonstrate the inherent coverage gaps in the dynamic analysis
paradigm that static verification can systematically address. We selected ZAP as a repre-
sentative of the dynamic (DAST) paradigm, which is fundamentally different from Veri-
Flow’s static approach. While a comparison with SAST tools like CodeQL would also be
valuable, it would test a different dimension (pattern matching vs. model verification) and
was considered out of scope for this initial study.

Evaluation metrics are defined to quantitatively assess VeriFlow’s effectiveness and fa-
cilitate objective comparisons. Key metrics include the true positive rate (TPR, the propor-
tion of actual vulnerabilities correctly identified), false positive rate (FPR, the proportion
of benign elements incorrectly flagged), and detection coverage (the percentage of known
vulnerabilities from ground truth that are detected). These are computed based on manual
classifications, with TPR and FPR derived from confusion matrices, and coverage empha-
sizing VeriFlow’s ability to uncover logical flaws in SPAs that dynamic tools might miss
due to incomplete crawling. Qualitative analysis complements this through in-depth case
studies of vulnerabilities uniquely detected by VeriFlow, such as hidden navigation paths
in SPA codebases (e.g., a programmatic redirect to a privileged endpoint not exercised in
dynamic tests). Manual validation addresses the model-reality gap by cross-referencing
findings with application behavior under controlled simulations, ensuring that abstrac-
tions in Gg accurately reflect real-world risks. These metrics and analyses are standard
in security tool evaluations, providing a balanced view of performance and insights into
practical deployment.

To evaluate detection accuracy, we established a ground truth set of access control
vulnerabilities for each application. This set was created by combining vulnerabilities re-
ported in the projects’” public issue trackers, security advisories, and our own manual code
audit. Each ground truth vulnerability was mapped to a specific unauthorized path in our
graph model. The Detection Coverage metric is then calculated as the percentage of these
ground truth vulnerabilities that were successfully identified by each tool.

5.3. Experimental Results

The empirical evaluation of VeriFlow on four open-source web applications —Casdoor,
OpenRMF, iTrust, and DVWA —demonstrates its superior capability in detecting Bro-
ken Access Control (BAC) vulnerabilities compared to the baseline dynamic testing tool,
OWASP ZAP. Conducted on a diverse set of Multi-Page Applications (MPAs) and Single-
Page Applications (SPAs), the experiments validate VeriFlow’s static analysis approach,
which leverages the formal Path-Permission Safety model (Section 3) and the algorithmic
framework (Section 4). VeriFlow achieved an average true positive rate (TPR) of 0.91 and
a false positive rate (FPR) of 0.09, significantly outperforming OWASP ZAP’s average TPR
of 0.79 and FPR of 0.16. These results highlight VeriFlow’s ability to detect logical access
control flaws, such as Forced Browse and Broken Object Level Authorization (BOLA), that
are often missed by dynamic crawlers due to incomplete coverage of client-side naviga-
tion or API calls. The evaluation confirms VeriFlow’s practical applicability, offering de-
velopers actionable insights into vulnerabilities with provable guarantees within its navi-
gational model.

Our empirical evaluation was conducted on four real-world open-source web appli-
cations, selected to represent a mix of modern and traditional architectures. Table 1 sum-
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marizes the key characteristics of these applications. The evaluation targets include single-
page applications (SPAs) such as Casdoor and iTrust, as well as multi-page applications
(MPAs) like OpenRMF and DVWA. Their sizes vary significantly, ranging from approxi-
mately 10,000 lines of code (LOC) for DVWA to around 150,000 LOC for Casdoor. This
complexity is also reflected in the number of defined access control roles and the size of
the navigation graphs extracted by VeriFlow, with the largest graph containing 128 vertices
(|V]) and 312 edges (| E|). This diversity provides a robust testbed for evaluating VeriFlow’s
effectiveness and scalability across different application paradigms.

Table 1. Characteristics of evaluated open-source web applications. Provides details on applica-
tion type, lines of code (LOC), number of roles, and the size of the navigational graph (|V| vertices,
|E| edges) extracted by VeriFlow.

.. LOC
Application Type (JS/TS) Roles V| |E|
Casdoor SPA ~150 k 5 128 312
OpenRMF MPA ~80 k 4 95 254
iTrust SPA ~120 k 6 110 289
DVWA MPA ~10k 3 25 68

Quantitative results, summarized in Table 2, provide a detailed comparison of Veri-
Flow and OWASP ZAP across the test subjects. For SPAs like Casdoor and iTrust, VeriFlow
achieved TPRs of 0.92 and 0.94, respectively, with detection coverages of 94% and 93%,
compared to OWASP ZAP’s TPRs of 0.75 and 0.78, with coverages of 76% and 79%. This
gap is attributed to VeriFlow’s static analysis of JavaScript bundles, which captures hidden
navigation paths (e.g., programmatic history.push() calls) and client-side API calls that dy-
namic tools fail to exercise. For MPAs like OpenRMF and DVWA, VeriFlow maintained
high performance (TPRs of 0.88 and 0.90) with low FPRs (0.10 and 0.09), slightly outper-
forming OWASP ZAP due to its comprehensive graph extraction using Scrapy. The low
FPR across all applications reflects VeriFlow’s precise path reconstruction and policy anno-
tation, minimizing false positives through rigorous validation. These metrics underscore
VeriFlow’s scalability and accuracy, making it a robust tool for modern web application
security testing.

To visually demonstrate this difference in coverage, Figure 4 provides a side-by-side
comparison. Part (a) of the figure shows the complete navigation graph extracted by Veri-
Flow through static analysis for the iTrust application, which includes all declared routes
in the code, conventional jumps via ‘<Link>" components, and programmatic navigation
paths implemented through ‘history.push()’. In contrast, part (b) depicts the much sparser
graph discovered by OWASP ZAP’s dynamic crawler. The dynamic crawler can only fol-
low visible links rendered in the DOM, thus completely missing the programmatic naviga-
tion path to the ‘/admin/reports’ page and client-initiated API calls (represented by gray
dashed lines in the figure). This stark contrast highlights the fundamental limitations of
dynamic analysis methods when dealing with modern SPAs and demonstrates VeriFlow’s
capability to provide a more comprehensive structural model for uncovering hidden ac-
cess control vulnerabilities.
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Figure 4. Comparison of navigational graph coverage for the iTrust SPA. (a) VeriFlow’s statically
extracted graph, showing all declared routes and navigation events. (b) The sparse graph discovered
by OWASP ZAP’s dynamic crawler, which fails to identify routes (dashed nodes) only accessible via
client-side logic.

The results have significant implications for web application security, validating Ver-
iFlow’s innovations in static SPA analysis and API-level verification (Sections 4.2 and 4.3).
By offering provable guarantees of vulnerability absence within the navigational graph,
VeriFlow addresses the coverage limitations of dynamic testing, reducing the risk of unde-
tected BAC vulnerabilities that could lead to catastrophic breaches. However, limitations
exist: VeriFlow’s reliance on client-side code for API analysis may miss server-side access
control logic, and its over-approximation in SPA graph extraction may require additional
validation to eliminate infeasible paths. These findings set the stage for future work, such
as integrating server-side analysis or automated policy inference (Section 6.2), to further
enhance VeriFlow’s applicability. Overall, the evaluation establishes VeriFlow as a state-
of-the-art tool for proactive security assurance in modern web applications.

Table 2. Comparative performance of VeriFlow and OWASP ZAP on open-source web applications.
Metrics include True Positive Rate (TPR), False Positive Rate (FPR), and Detection Coverage (per-
centage of known vulnerabilities identified). VeriFlow consistently outperforms OWASP ZAP, par-

ticularly in SPAs.
Avpolicatio T VeriFlow VeriFlow OWASP OWASP
pprcation ype TPR FPR ZAPTPR  ZAPFPR
0.92 0.08 0.75 0.20
Casdoor SPA Coverage: 94% Coverage: 76%
0.88 0.10 0.82 0.12
OpenRMF MPA Coverage: 89% Coverage: 83%
. 0.94 0.07 0.78 0.18
ITrust SPA Coverage: 93% Coverage: 79%
0.90 0.09 0.80 0.15
DVWA MPA Coverage: 91% Coverage: 81%
Average ) 091 0.09 0.79 0.16
& Coverage: 92% Coverage: 80%

Note: Coverage reflects the percentage of known BAC vulnerabilities detected, validated against ground
truth policies.

To further analyze VeriFlow’s performance, Table 3 presents the confusion matrix
data for each application. The results show that VeriFlow achieves extremely low error
rates across all tested applications. For instance, on the complex SPA iTrust, which con-
tains 15 benchmark vulnerabilities, VeriFlow successfully identified 14 true positives (TP)
with only 1 false positive (FP) and 1 false negative (FN). Analysis reveals that the false
positives primarily stem from static analysis over-approximating infeasible paths, while
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the false negatives are related to complex server-side logic beyond the scope of our model.
These concrete metrics strongly support the high TPR and low FPR reported in Table 2,
demonstrating VeriFlow’s reliability at the individual application level.

Table 3. Per-application confusion matrix data for VeriFlow. TP = True Positives; FP = False Positives;
and FN = False Negatives.

Application Ground Truth Positives TP FP FN
Casdoor (SPA) 12 11 1 1
OpenRMF (MPA) 9 8 1 1
iTrust (SPA) 15 14 1 1
DVWA (MPA) 10 9 1 1

Case Study Reproduction: Casdoor BOLA Vulnerability

1. Vulnerability: A non-admin user can trigger a ‘DELETE’ request to ‘/api/delete-user’.

2. Code Snippet (simplified from ‘UserEditPage.js’): A button’s ‘onClick” handler in-
correctly calls a generic ‘deleteEntity(‘user’, userld)’ function without checking if the
current user is an admin.

3. Violation Path: ‘(user, /dashboard)” — ‘(user, /users/some-user/edit)’ — ‘(user,
APL:DELETE:/api/delete-user)’.

4.  Verification: This path is flagged because the policy denies non-admin roles ‘DELETE’
access to ‘/api/”’.

5.4. Computational Complexity

The computational complexity of VeriFlow is primarily determined by two com-
ponents: the navigational graph extraction and the path safety verification algorithm.
The graph extraction process, which involves parsing JavaScript for SPAs or crawling
HTML for MPAs, has a complexity that is largely dependent on the size and structure
of the application. For an application with N source files and a total size of L, the pars-
ing complexity is approximately O(L). The verification algorithm, Verify-Path-Safety
(Algorithm 1), performs a graph traversal (e.g., Breadth-First Search) for each role, lead-
ing to a complexity of O(R - (V + E)), where R is the number of roles, V is the number of
vertices (states), and E is the number of edges (transitions) in the navigational graph Gs.
In practice, the performance is efficient, with verification times ranging from a few seconds
to a few minutes for the applications in our evaluation.

6. Discussion and Future Work

The VeriFlow framework represents a significant step forward in the automated ver-
ification of web application access control, addressing critical vulnerabilities such as Bro-
ken Access Control (BAC) through a formal, static analysis approach. This section crit-
ically evaluates the strengths and limitations of VeriFlow, as presented in Sections 3-5,
and proposes future research directions to enhance its robustness, usability, and appli-
cability. By analyzing the framework’s contributions and constraints, we aim to provide a
balanced perspective that situates VeriFlow within the broader landscape of system secu-
rity research and inspires further advancements in formal verification for web applications.

6.1. Analysis and Limitations

The primary strength of VeriFlow lies in its ability to provide provable guarantees
against BAC vulnerabilities, such as Forced Browsing and Privilege Escalation, by refram-
ing access control verification as a consistency check between a formal policy P and a
navigational graph Gs = (V, E), as defined in Section 3. Unlike dynamic testing tools
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like OWASP ZAP, which rely on runtime exploration and may miss logical flaws, Veri-
Flow’s static approach ensures comprehensive coverage of all possible navigation paths,
particularly in Single-Page Applications (SPAs) where client-side routing complicates tra-
ditional analysis. The Verify-Path-Safety algorithm (Section 3.3) achieves linear complex-
ity, O(|R| - (|V| + |E])), where |R| is the number of roles, |V| is the number of vertices,
and |E| is the number of edges, making it scalable for real-world applications. Further-
more, the static analysis technique for SPAs (Section 4.2) addresses a significant gap in
existing tools by extracting the Potential Navigational Graph directly from JavaScript bun-
dles, enabling detection of hidden paths that dynamic crawlers often overlook. The empir-
ical evaluation (Section 5) demonstrates VeriFlow’s superior true positive rate (TPR) and
lower false positive rate (FPR) compared to baselines, reinforcing its practical value for
developers seeking to integrate security into the software development lifecycle.

Despite these strengths, VeriFlow faces several limitations inherent to its formal and
static approach. First, the current policy model is limited to role-based access control
(RBAC) with a single “view” action. Consequently, VeriFlow is designed to detect naviga-
tional access control flaws (like Forced Browsing and client-side privilege escalation) but
does not address several other important classes of BAC. These include: (1) server-side en-
forcement flaws, where the Ul is correct but the APl is vulnerable; (2) attribute-based access
control (ABAC) logic that depends on dynamic user or environmental attributes (e.g., time
of day, IP location); and (3) complex business logic flaws where access depends on a se-
quence of prior actions or the state of backend data objects. This simplification restricts the
scope of detectable vulnerabilities to navigational flaws, though this is a significant class of
risk. The navigational graph Gg abstracts web application behavior, potentially omitting
server-side dynamics such as session-based access controls, dynamic redirects, or business
logic enforced outside URL structures. Crucially, VeriFlow operates under the assumption
that the client-side navigational structure is the primary gatekeeper for Ul access, and it
does not analyze server-side code. This means that if an application’s Ul incorrectly ex-
poses a link to a sensitive area, VeriFlow will flag it, even if a secondary server-side check
would ultimately deny access. Conversely, it cannot detect vulnerabilities that only mani-
fest through server-side logic (e.g., an API endpoint without any client-side linkage). This
creates a model-reality gap where VeriFlow can produce false positives (if the server pro-
vides protection) or false negatives (if the vulnerability is purely server-side). This high-
lights an important distinction between navigation safety and data access safety. VeriFlow
verifies navigation safety: it ensures the UI does not provide paths to unauthorized views.
A violation reported by VeriFlow indicates a definite flaw in the client-side logic. Even if a
subsequent server-side check returns a 403 Forbidden error and prevents data disclosure,
the client-side flaw is still a vulnerability. It leaks information about the application’s struc-
ture (e.g., the existence of an ‘/admin’ endpoint) and represents a poor security posture that
relies on layered defenses to compensate for a broken front end.

6.2. Future Work

VeriFlow is designed to be interpretable by providing detailed counterexamples for
each detected vulnerability. When a violation of the Path-Permission Safety property is
found, the framework does not simply report a boolean failure but instead provides a con-
crete counterexample path—a sequence of user actions (e.g., clicks or URL manipulations)
that leads from a legitimate state to an unauthorized one. For instance, a counterexample
might demonstrate that a user with the “guest” role can access an administrative page,
such as /admin/dashboard, by navigating through a series of redirects originating from a
publicly accessible page. This path, presented as a sequence of vertices and edges in the
navigational graph, gives developers a clear and actionable narrative of the vulnerability,
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allowing them to trace the flaw to a specific component or routing misconfiguration. This

focus on actionable insights ensures that the output of VeriFlow is not a “black box,” but a

practical tool for debugging and improving application security.

To address the limitations identified in Section 6.1 and enhance VeriFlow’s applica-

bility, we propose several research directions that leverage emerging technologies and

methodologies to advance web application security verification.

Automated Policy Inference: The manual specification of the access control policy P is
a significant bottleneck in VeriFlow’s adoption, particularly for legacy systems with
incomplete documentation. Future work could develop automated policy inference
techniques by analyzing server-side code (e.g., Spring Security configurations in Java
or Django permission decorators in Python) or mining access logs and user sessions
using machine learning [56]. For instance, clustering algorithms could be used to
mine roles from existing user permission data, which could then be used to generate
a baseline policy for VeriFlow to verify. This would reduce the dependency on man-
ual input, improve scalability, and align with the growing trend of policy-as-code in
DevSecOps. Such an approach could also validate inferred policies against developer
annotations to minimize errors, enhancing the reliability of verification outcomes [57].
Continuous Verification in CI/CD Pipelines: Integrating VeriFlow into Continuous
Integration/Continuous Deployment (CI/CD) pipelines would enable real-time ac-
cess control verification during development, embodying the “shift-left security”
paradigm. By developing plugins for tools, VeriFlow could automatically analyze
code commits, extract Gg, and verify P against it, generating alerts for detected vi-
olations. Future research could focus on optimizing performance for incremental
updates to handle large-scale, distributed development environments, ensuring min-
imal overhead in fast-paced workflows. This integration would make VeriFlow a
practical tool for developers, bridging the gap between formal verification and ag-
ile development practices [58]. A proof-of-concept implementation could involve a
GitHub Action that triggers on a pull request. This action would run VeriFlow on the
changed codebase, compare the set of detected violations against the main branch,
and fail the check if any new access control violations are introduced. This provides
immediate feedback to developers, preventing insecure code from being merged and
making security a proactive part of the development workflow.

Support for Advanced Policy Models and Vulnerabilities: To address the limita-
tions of role-based access control (RBAC) in capturing dynamic permissions, Ver-
iFlow could be extended to support Attribute-Based Access Control (ABAC) [59],
incorporating attributes like user location, time, or device type into the policy P.
This would require extending the formalism to include attribute constraints, such as
P: RxV xA — {allow,deny}, where A represents attribute sets. Additionally,
incorporating data-flow analysis could detect subtler vulnerabilities, such as Inse-
cure Direct Object References (IDOR) or cross-site scripting (XSS) interactions with ac-
cess controls. Future work could explore integration with theorem provers (e.g., Coq
or Isabelle) for stronger formal guarantees or hybrid analysis with dynamic fuzzing
to mitigate the model-reality gap. Extending VeriFlow to emerging paradigms like
WebAssembly or microservices’ architectures could further broaden its applicability.
Furthermore, combining VeriFlow’s static guarantees with advanced runtime moni-
toring, potentially enhanced by Al and statistical learning [60], could provide a pow-
erful defense-in-depth security posture.

Integration with Other Technologies: To provide a more holistic security analysis,
VeriFlow could be integrated with other security tools. For example, its navigational
graph could be correlated with outputs from container security scanners to ensure
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that the application runtime environment is secure. Additionally, VeriFlow could be
combined with Infrastructure-as-Code (IaC) validation tools like Terraform or Ansi-
ble to verify that the deployed infrastructure aligns with the access control policies
defined in the application, creating a seamless security narrative from code to cloud.

These directions not only address VeriFlow’s current limitations but also position it as
a foundational platform for next-generation web application security tools. By leveraging
automation, integration, and advanced formal methods, future enhancements can ensure
robust protection against evolving threats in modern web ecosystems.

7. Conclusions

In the modern digital infrastructure, the security of web applications is paramount,
yet Broken Access Control (BAC) remains a dominant and costly threat—a risk made es-
pecially critical by the proliferation of web-based management interfaces for Industrial
Edge-Cloud Platforms. This paper has introduced VeriFlow, a comprehensive framework
designed to address this problem at its root through formal static verification. By re-
framing access control verification as a policy structure consistency problem, VeriFlow
systematically closes the gap between security intent and actual implementation, which
is the origin of many critical vulnerabilities in both enterprise systems and industrial
control environments.

The core of our approach is the verification of the Path-Permission Safety property,
which ensures that users cannot navigate into unauthorized states within the application’s
UL Our innovative static analysis technique for extracting comprehensive navigational
models from complex Single-Page Applications (SPAs) represents a significant advance-
ment over traditional dynamic testing methods, which often suffer from incomplete cov-
erage. The empirical evaluation on real-world applications, including Casdoor and iTrust,
demonstrated VeriFlow’s remarkable effectiveness, not only in identifying known vulner-
abilities but also in uncovering previously unknown logical flaws—such as hidden privi-
lege escalation paths and Broken Object Level Authorization (BOLA) vulnerabilities—that
were missed by traditional dynamic scanning tools.

While VeriFlow shows great promise, we acknowledge its limitations, such as the de-
pendency on the accuracy of policy specifications and the challenges in modeling server-
side logic. Future work will focus on automated policy inference to reduce manual effort
and integrating VeriFlow into CI/CD pipelines for continuous, automated security assur-
ance. Furthermore, we plan to extend the framework to support more complex access
control models, such as Attribute-Based Access Control (ABAC), and to address a broader
class of vulnerabilities.

In summary, VeriFlow paves the way toward provably secure web applications.
By combining the rigor of formal methods with a deep understanding of modern web ar-
chitectures, VeriFlow offers a powerful tool for building more resilient systems. Its ability
to formally verify access control is particularly crucial for securing the next generation of
digital infrastructure, including the industrial edge intelligence cloud platforms that will
underpin Industry 4.0. By providing strong, verifiable guarantees against access control
flaws, this work contributes directly to creating a more trustworthy and secure foundation
for our increasingly interconnected physical and digital worlds.
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