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Abstract

Internet of Things (IoT)-based solar insecticidal lamps (SIL-IoTs) offer an eco-friendly
alternative by merging solar energy harvesting with intelligent sensing, advancing sustain-
able smart agriculture. However, SIL-IoTs encounter practical challenges, e.g., hardware
aging, electromagnetic interference, and abnormal data patterns. Therefore, developing
an effective fault detection and diagnosis (FDD) system is essential. In this survey, we
systematically identify and address the core challenges of implementing FDD of SIL-IoTs.
Firstly, the fuzzy boundaries of sample features lead to complex feature interactions that in-
crease the difficulty of accurate FDD. Secondly, the category imbalance in the fault samples
limits the generalizability of the FDD models. Thirdly, models trained on single scenarios
struggle to adapt to diverse and dynamic field conditions. To overcome these challenges,
we propose a multi-level solution by discussing and merging existing FDD methods:
(1) a data augmentation strategy can be adopted to improve model performance on
small-sample datasets; (2) federated learning (FL) can be employed to enhance adapt-
ability to heterogeneous environments, while transfer learning (TL) addresses data scarcity;
and (3) deep learning techniques can be used to reduce dependence on labeled data;
these methods provide a robust framework for intelligent and adaptive FDD of SIL-IoTs,
supporting long-term reliability of IoT devices in smart agriculture.

Keywords: agricultural pest control; Internet of Things-based solar insecticidal lamps; fault
detection and diagnosis; data augmentation; knowledge transfer

1. Introduction
The global population is increasing steadily, while the area of arable land is shrinking,

making food security a critical issue that cannot be overlooked [1]. Currently, agricul-
tural pests and diseases are one of the primary factors that damage plant growth and
then threaten food-production security [2,3], leading to a yearly crop yield reduction of
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20–40% [4]. Insecticides can effectively protect crops from agricultural pests and diseases.
However, the overuse of insecticides poses significant risks to human health and damages
the natural environment [5].

Solar insecticidal lamps (SIL) are an environmentally friendly pest-control technology
that reduces pollution and effectively manages pest populations [6]. As shown in the
Figure 1, the integration of SILs with Internet of Things (IoT) technology has led to the
development of agricultural IoT devices, namely IoT-based solar insecticidal lamps (SIL-
IoTs). These systems utilize smart sensors to acquire data related to agricultural pests,
including species, population, and activity patterns, while attracting and eliminating
agricultural pests. These data can be transmitted to the back-end or edge systems for
analysis and processing, enabling farmers to monitor and manage agricultural pests [7].
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Figure 1. SIL-IoTs typical application scenarios: (1) livestock, (2) farmland, and (3) aquaculture.
In addition, SIL-IoTs nodes are widely used in different terrains, e.g., mountains, hills and plains.

Additional sensing modules can be incorporated into SIL-IoTs to monitor agricultural
parameters, e.g., weather conditions, soil moisture, and crop growth. Although agricultural
weather networks already cover large regions, SIL-IoTs can be deployed in the field as
nodes, providing micro-scale environmental monitoring and enhancing the multi-scale
monitoring capabilities of existing agricultural weather networks [8]. Furthermore, SIL-IoTs
can track soil moisture and acquire data on crop conditions, allowing for more accurate
yield predictions [9]. Table 1 describes Acronyms.

To adapt diverse agricultural environments such as livestock, farmland, and aquacul-
ture, the data collected by SIL-IoTs can also be transmitted to the cloud, allowing farmers
to easily monitor and manage their operations remotely [10]. The extended functionalities
of SIL-IoTs play a crucial role in advancing agricultural pest and disease management,
contributing to increased agricultural productivity [11–14].



Electronics 2025, 14, 3113 3 of 24

Table 1. Acronyms and descriptions.

Acronym Description Acronym Description

IoT Internet of Things SIL Solar insecticidal lamp
FDD Fault detection and diagnosis BSW Binary sliding window-based
1DCNN 1D convolutional neural network TL Transfer learning
DA Domain adaptation GAN Generative adversarial networks
VAE Variational autoencoder FEMA Failure mode and effects analysis
FL Federated learning VFL Vertical federated learning
FTL Federated transfer learning WSNs Wireless sensor networks
SSL Self-supervised learning UL Unsupervised learning
CWRU Case western reserve university LSTM Long short-term memory network
AE Auto-encoder ML Machine learning
RPN Risk priority number CSM-SSL Cross-sensor multidimensional SSL
SLDDA SSL classification adaptive mode DGMM Dual Gaussian mixture Model

Since SIL-IoTs are deployed in outdoor environments for extended periods, they are
highly susceptible to environmental factors and prone to failure. Therefore, a robust fault
detection and diagnosis (FDD) system is essential for timely fault detection and repair. SIL-
IoTs use high-voltage metal mesh to eliminate pests. However, pest corpses often adhere to
the metal mesh, which reduces the effectiveness of pest control [15]. In addition, SIL-IoTs
are typically installed in elevated positions, leading to difficulties in maintenance and
cleaning. Consequently, since most traditional SIL lack FDD capabilities, maintenance pro-
cesses must manually detect faults. This significantly increases overall maintenance costs.
By integrating FDD functionality, SIL-IoTs can autonomously detect and analyze faults in
real time, thereby improving system reliability and extending its operational lifespan.

Based on this, we survey FDD methods for SIL-IoT. The results reveal that existing
FDD methods primarily depend on manual inspections and empirical judgments, which
not only delay FDD but also exhibit low accuracy. According to a review of intelligent FDD
systems for SIL-IoTs [16], these systems offer real-time monitoring of SIL-IoTs operation,
facilitating timely FDD through data analysis. Although current FDD methods for SIL-IoTs
can accurately and timely detect faults to a certain extent, they still present limitations:

• Since SIL-IoTs are deployed in the wild for a long time and work in a harsh environ-
ment, devices are more prone to failure. Multiple faults occurring simultaneously can
evolve into compound faults, affecting the accuracy of FDD. Therefore, the accuracy
and precision of FDD methods need to be improved.

• SIL-IoTs mainly relies on solar energy for energy supply. Insufficient residual en-
ergy during continuous bad weather influences the normal operation of the device.
Therefore, a lightweight design is required for FDD methods to save energy.

• Since changes in the device deployment environment will lead to a decrease in the
generalization of the FDD method, updating the model will increase the cost of labeling
the data. Therefore, data augmentation is needed to reduce the cost of labeling data.

Based on these, we conduct a review on FDD of SIL-IoTs methods, and the main
contributions are:

• To investigate the potential issues of FDD of SIL-IoTs, we analyze and categorize the
reasons and categories of fault generation.

• To address the current limitations of FDD of SIL-IoTs in practice, we analyze the
following issues and point out the corresponding challenges, i.e., compound faults,
sample labeling imbalance, single scenarios, computational and energy constraints.

• According to the challenges of FDD of SIL-IoTs, we identify the corresponding coun-
termeasures including data augmentation and TL.
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This paper is structured as follows: Section 2 provides an overview of the hardware
and software components of SIL-IoTs and analyzes their fault characteristics based on
recent relevant literature. Section 3 reviews the current methods used for FDD in SIL-
IoTs and summarizes the limitations encountered in these scenarios. Section 4 outlines
potential future research directions to address these limitations. Finally, Section 5 concludes
the paper.

2. Characterization of SIL-IoTs
In this section, we introduce the hardware and software of SIL-IoTs and analyze their

fault characteristics. We begin by presenting the hardware and software components along
with their operational flow. Subsequently, we delve into the limitations and characteristics
of SIL-IoTs related to faults.

2.1. Hardware and Software Introduction of SIL-IoTs

This section focuses on analyzing the hardware architecture of SIL-IoTs and their
fault-generation mechanisms. Traditional SILs are generally classified into two types:
light-trapping SIL, which uses high-voltage metal mesh to kill pest [17], and fan suction-
based SIL, which relies on negative pressure airflow to capture and eliminate pests [18].
By comparing both SILs shown in Figure 2, it is evident that light-trapping SILs are more
effective at killing larger pests, such as beetles and locusts, through the discharge of high-
voltage arcs from the metal mesh. On the other hand, fan-suction SIL targets smaller
pests, e.g., flies and mosquitoes, by inhaling them into the system [18]. Light-trapping SIL
is susceptible to hardware degradation due to its reliance on high-frequency discharges.
Sustained arcing can cause carbonization damage to the metal mesh, reducing insecticidal
performance. The electromagnetic noise produced also distorts sensor signals, reducing
the reliability of the data acquisition system [19,20].

Traditional SILs typically lack IoT modules however, SIL-IoTs integrate various com-
ponents based on the Arduino platform, including modules for clock synchronization,
sensors, and data transmission. This configuration enables the remote FDD, e.g., abnormal
switching times, temperature mismatches between the interior and exterior of the electrical
box, and sensor data anomalies [21]. Based on recent literature, the selection of components
for FDD methods is summarized. Table 2 provides a detailed description of the component
selection strategy, offering valuable references for subsequent FDD [22,23].

Lure lamp

Hardware
Solar panels

Battery

Lura lamp
... ...  

Hardware

Working 

model

High voltage 

metal mesh
Fan suction 

component

Data trans-

mission

Pest

Working 

model

Data trans-

mission

Pest

LoRa

ZigBee WiFi

Mosquito Housefly Beetle 

Solar panel

High-voltage

 metal mesh

Lure lamp

Insect bucket

Antenna
Wireless 

device

Battery

Stainless steel 

bracket

Solar panel

Antenna

Wireless 

device & 

battery

Fan suction 

component

Stainless steel 

bracketLocust

A

B

Figure 2. Difference between light-trapping and fan suction-based SIL. (A) Working mechanism
comparison. (B) Targeted pest species comparison.
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Table 2. Hardware components and their descriptions. According to the selection in the relevant
literature, we describe the microcontroller, sensors, and working components.

Hardware Description

Arduino (ATMEGA328PB) Arduino can carry multiple sensor modules and read the data from the sensors. It has the advantage
of high speed, low energy consumption, and cheap price [24].

Sensor module

1. DHT11 is a humidity and temperature sensor with NTC for the measurement of temperature
and an 8-bit microcontroller for serial data output [25].

2. MAX44009 is a light-intensity sensor that installs on solar panels and detects the intensity of
sunlight radiation [26].

3. DS18B20 is a waterproof temperature sensor; the temperature measurement range is −55 to
+125 °C, and the operating voltage is 3 to 5.5 V [27].

High-voltage metal mesh High-voltage metal mesh discharge 6 kV pulse to eliminate pests by electrical discharge [28].
Lure lamp 15 W LED lure lamp can effectively lure leaf borer, stem borer, and other types of rice lice [29].

The software structure and workflow of the SIL-IoTs system are illustrated in Figure 3.
Firstly, the system harvests energy via solar panels and stores it in batteries. Next, pests are
attracted by the lure lamps, and data related to the pests, e.g., species and activity patterns,
are collected by smart sensors. Finally, the pests are eliminated through the high-voltage
metal mesh, and the number of pests is recorded.

SIL operating 

procedure

Solar panels 

absorb energy

Lure lamp 

attracting pests at 

night

Metal mesh 

generating high 

voltage pulse to 

kill attracted pests

Pests fall into 

bucket

Figure 3. Working process of SIL-IoTs.

2.2. Characterization of SIL-IoTs

The accuracy and efficiency of FDD methods can only be ensured through a thorough
analysis and classification of fault characteristics. Therefore, this section analyzes the
deployment, data, and fault-label characteristics in detail.

• Harsh deployment environment: SIL-IoTs are usually deployed outdoors, where
they operate in harsh environments and components are easy to be damaged and
aged, resulting in frequent hardware and software failures. Hard faults are defined
as faults where a component breaks down and causes the device to fail to work
properly. For example, if the lure lamp is broken, SIL-IoTs cannot lure pests. Soft
faults are defined as faults where the device is affected by an abnormal state of a
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component, but is able to maintain operation. For example, sensor misalignment
leading to data anomalies.

• Low-quality data: Data quality is a common challenge in IoT applications. As an IoT
application scenario, SIL-IoTs requires high-quality data to ensure the accuracy of
the FDD model [30]. However, due to the complexity of the environments in which
these devices operate, the data often fails to meet expectations or becomes anomalous
during transmission. Therefore, the data must be both informative and selective [31].

• Few labeled samples: In FDD, the number of labeled samples is usually limited,
and samples often contain a large amount of data that does not match expectations [32].
This will lead to a decrease in the accuracy and generalization ability of the FDD model,
and even trigger model overfitting or underfitting problems [33]. To solve this problem,
data augmentation methods are widely used. Through data augmentation, not only
can the number of samples be increased, but various fault characteristics can also be
covered, thus ensuring that the FDD model can identify different types of faults.

• Imbalance data category: The FDD of SIL-IoTs needs to identify and analyze the
causes of faults to ensure the normal operation of the devices. Thus, constructing
effective FDD models requires a sufficient amount of labeled data for both training
and evaluation [34]. In addition, to enhance the generalization capability of FDD of
SIL-IoTs, it is necessary to label the newly generated data during device operation in
different scenarios, allowing the models to adapt to various conditions.Therefore, SSL
or TL can effectively solve the problem of labeled data imbalance.

2.3. Summaries

Based on the above analysis, it is necessary to consider the characteristics of SIL-IoTs
when designing FDD methods for SIL-IoTs. Firstly, the quality of data plays a crucial
role, with poor data quality significantly reducing the accuracy of FDD models. Secondly,
the limited training samples hinder the knowledge transfer of these models to real-world
scenarios. Finally, imbalanced data labeling complicates the model training process, leading
to a decrease in the accuracy of the FDD model.

3. Related Method
This section summarizes methods applied to the FDD of SIL-IoTs based on relevant

studies. Then, it analyzes the limitations of knowledge transfer-based FDD approaches for
SIL-IoTs and presents solutions for similar scenarios.

3.1. FDD Methods Targeted to SIL-IoTs

Based on the classification and analysis of SIL-IoT fault characteristics shown in
Figure 4, this section summarizes the current FDD of SIL-IoTs. Figure 4 shows an overview
of various fault characteristics, such as label imbalance, device heterogeneity, and low data
quality. These challenges will affect the performance of FDD models. Hardware and soft-
ware failures, component differences, and environmental variations, among other factors,
will lead sample feature bias, thereby worsening the aforementioned fault characteristics.
This section discusses existing FDD methods, their limitations, and potential improvements.
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Figure 4. Fault characteristics appear in different conditions and cause different impacts. The left
side is presented for the sample, while the right side is presented for the environment.

Binary sliding-window-based fault self-detection scheme (BSW) [35]: BSW is a
lightweight, low false-detection rate, and low energy consumption self-detection method.
The BSW method works as follows. Firstly, BSW constructs fault rules (e.g., fault code,
fault importance) and associated fault phenomena (e.g., sensor data offset, data mismatch)
using a fault dictionary. Then, it applies the binary sliding-window technique using eight
binary digits to determine whether the current data aligns with the corresponding rules in
the fault dictionary. Experimental results show that the BSW method achieves an average
accuracy of 99.15% and reduces energy consumption by 71% during data transmission. The
BSW method utilizes accuracy as the evaluation metric, as shown in the following formula:

Acc =
TP + TN

TP + TN + FP + FN
(1)

where TP represents true positive (actual fault, predicted as fault); TN represents true
negative (actual normal, predicted as normal); FP represents false positive (actual normal,
predicted as fault); and FN represents false negative (actual fault, predicted as normal).
However, some limitations persist regarding accuracy: (1) Due to its inherent storage
limitations, the Arduino chip can only match fault information to entries within a prede-
fined fault dictionary, thereby hindering its ability to precisely pinpoint the specific faulty
module. Consequently, information from neighboring nodes becomes essential for refined
FDD. (2) When constructing the FDD model using the fault dictionary, the fault rules are
predefined. As a result, these original rules may not be applicable in different scenarios.

Based on the above issues, scholars have proposed a sensor-level lightweight fault-
detection scheme [22]. This scheme handles faults undetectable by the BSW method,
e.g., mismatches between solar panel current and light intensity, differences between
air temperature and internal box temperature, and failures within the clock chip. This
scheme diagnoses these faults by analyzing: (1) interval number residuals, which refer to
the differences in interval numbers obtained by dividing the distribution of feature values
(based on historical data) into intervals and then numbering them, and comparing the
faulty node’s interval number with its neighbors’. (2) Work anomaly differences, meaning
the differences in features between nodes operating in different states. (3) Characteristic
residuals, calculated by finding the difference in eigenvalues between the faulty node and
its neighbors, and then determining the fault by accumulating the residuals. Experimental
results demonstrate that this method achieves an F1-score of 92.42% and 95.59% for one-
hop and two-hop nodes, respectively, while reducing data energy consumption for node
information exchange by 25%. The sensor-level lightweight fault-detection scheme uses ac-
curacy, F1-score, and Pearson correlation coefficient (r) as evaluation metrics. The formulas
for F1-score and Pearson correlation coefficient (r) are given as follows:
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F1-score = 2 × Precision × Recall
Precision + Recall

(2)

where Precision is TP
TP+FP , Recall is TP

TP+FN .

r =
∑n

k=1
(
xi,k − Xi

)
·
(

xj,k − Xj

)
σi · σj

(3)

In this case, Xi and X j are variable means. σi and σj are standard deviations. It is
important to note that this method’s accuracy is not absolute, as it can be affected by signal
interference (e.g., sensor failures caused by high-voltage electromagnetic pulses).

The above methods are only suitable for situations where fault characteristics are more
apparent. In cases where the sensor data characteristics are less obvious, particularly in
sensor data drift, these methods may not be effective. To address this, related researchers
have proposed a lightweight separable 1D convolutional neural network (SA1D-CNN)
that can be implemented in SIL-IoTs nodes to identify sensor faults, reduce detection
delay, and minimize data transmission [36]. The SA1D-CNN utilizes accuracy, F1-score,
and FLOPs as evaluation metrics. The formula for FLOPs is given as follows:

FLOPssep = k × 1 × C × W × 1 + C × C′ × W × 1 (4)

where k is kernel size, C is number of input channels, C′ is number of output channels,
W is input feature size. Experimental results show that this method achieves an accuracy
of 99.9%, with an average F1-score of 97.6%, while consuming only 4.33 W of energy and
351 KB of memory. However, a limitation of this method is that it struggles to prioritize
faults, making it difficult to detect severe faults in the early stages. Since there are limited
FDD methods for SIL-IoTs, we investigates FDD methods for similar scenarios.

Figure 5 provides an overview of the current FDD methods in SIL-IoTs scenarios. The
figure mainly organizes three approaches along several critical dimensions:

• The BSW method is suitable for addressing critical faults, such as operation unit
failures and energy system malfunctions. Sensor-level schemes are typically used to
diagnose routine faults, such as equipment operating in abnormal states, whereas
SA1DCNN is commonly employed to identify subtle faults, including sensor data
inconsistencies.

• Lightweight self-diagnostic techniques such as BSW and SA1DCNN eliminate the
need for data from neighboring nodes. In contrast, sensor-level schemes typically
involve analyzing the data weights of neighboring nodes to perform fault diagnosis.

• BSW relies on fault dictionaries and binary pattern matching. A sensor-level scheme
analyzes working states and calculates feature residuals. The SA1DCNN, a deep learn-
ing method, utilizes depthwise separable convolutions and attention mechanisms.
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Figure 5. Current FDD methods described. Key points are (1) whether neighbor node information is
required and (2) what type of faults can be identified.

3.2. Data Augmentation-Based FDD Schemes

Fault labels are crucial for FDD model training, yet compound faults are challenging
to acquire and label, limiting their practical use [30]. SIL-IoTs face diverse faults influenced
by environmental factors, whereas regular faults can be labeled for supervised learning,
compound faults often evade accurate labeling, hindering conventional FDD analysis. Data
quality, affected by sensor performance and acquisition methods, critically impacts FDD
accuracy and efficiency. Poor data may reduce model performance or prolong training,
necessitating preprocessing or augmentation techniques.

Scholars have utilized data augmentation methods to significantly improve data
sensitivity and specificity across various domains including image recognition, acoustic
features, and text data [37,38]. For high-dimensional signals like acoustic waves, data
augmentation improves model robustness by enhancing time and frequency-domain signals
through noise injection or adversarial networks. For text data, it reduces labeling costs
by randomly inserting and deleting elements. Studies show augmented data can boost
model accuracy by up to 20% versus original datasets [39,40]. Figure 6 shows different
data augmentation strategies, such as SMOTE, generative model-based methods, and data
transformation based methods. Generative models like GANs and VAEs, for instance,
can prove beneficial in tasks involving few-shot learning or zero-shot learning [41]. These
techniques are particularly valuable for SIL-IoTs applications, addressing challenges like
data quality and compound faults. Data augmentation enhances domain robustness and
generates higher-quality data across source and target domains [42]. Data augmentation
also helps mitigate sample labeling imbalance, a prevalent challenge in FDD stemming
from (1) insufficient fault-type diversity and (2) feature distortion due to transmission
issues. These imbalances pose a risk of majority-class overfitting and compromised FDD
sensitivity. Such issues, however, can be effectively addressed through self-supervised
learning (SSL) and unsupervised learning (UL) approaches.
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Figure 6. Classifications of data augmentation methods.

To address the aforementioned issues, we explored solutions from similar scenarios,
e.g., rotating machinery, IoT devices, and other industrial equipment. SSL enhances the
ability of model to recognize minority-class samples by leveraging latent information
in unlabeled data. It can efficiently train features from large-scale unlabeled datasets
using context-based training [43]. Scholars have applied SSL for FDD in various scenarios
through contrastive [44–48] and generative [49–53] approaches, exceeding an accuracy
of 90%. These SSL methods not only effectively identify multiple fault types but also
reduce the reliance on labeled data. This feature makes SSL highly flexible and adaptable,
especially in SIL-IoTs, where diverse compound faults and uneven sample labeling are
common. However, SSL requires a large number of unlabeled samples for training, while
SIL-IoTs typically involve small-sample FDD. To overcome this limitation, UL approaches
can be adopted to leverage existing domain knowledge and a small number of labeled
samples, thereby enhancing the performance of FDD models.

To deal with high-dimensional data and reduce noise interference and feature distor-
tion, researchers in this field have adopted unsupervised learning (UL) to address noise
and distortion problems in datasets by analyzing data features and relationships across
both time and frequency domains [54]. In deeper applications, these methods are able
to significantly reduce the dimensionality while still retaining important information in
the data, thus enhancing the robustness and recognition ability of the model [55]. It is
shown that UL models are able to effectively use patterns and information in unlabeled
data to provide accurate FDD even without relying on labeled samples [56]. Studies on
rotating-machinery fault diagnosis have demonstrated that features extracted from dif-
ferent dimensions (time domain, frequency domainm and time–frequency domain) can
significantly reduce the interference of dissimilar features. These UL-based approaches
are equally applicable to FDD of SIL-IoTs. Due to challenges in SIL-IoTs such as sample
label imbalance, low model-generalization capability, and difficulties in knowledge-transfer
processes, filtering the feature data becomes particularly important as it helps to reduce
model training time while maintaining accuracy. Research shows that models can achieve
90% accuracy even when trained with only 40 fault-sample labels [57]. Given that distortion
often present in SIL-IoT fault data can easily lead to model training overfitting, the UL
strategy demonstrates high feasibility for such applications. However, UL may introduce
model bias towards majority classes during training. Therefore, it needs to be combined
with knowledge transfer techniques to ensure the stability and accuracy of the model in
dealing with complex scenarios.

3.3. Knowledge Transfer-Based FDD Schemes

FDD models for SIL-IoTs often suffer from limited generalizability due to single-
scenario training. Transfer learning addresses this by enabling cross-domain knowledge
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transfer [58]. Variations in environmental factors such as light intensity, electromagnetic
interference, or device heterogeneity between deployment and training scenarios can cause
shifts in sensor data distribution. This misalignment often leads to a significant decline
in FDD accuracy and, in extreme cases, can result in complete functional failure. Thus,
data augmentation enhances model generalization by increasing data samples, particularly
beneficial when deal with low-quality target domain data [58].

To address sensor data drift from device heterogeneity, researchers employ transfer
learning (TL) and domain adaptation (DA) techniques to optimize FDD models. TL ef-
fectively overcomes domain generalization challenges by transferring knowledge from
source to target domains, accelerating training while mitigating data drift and reducing re-
source consumption. As illustrated in the Figure 7, TL methods typically involve extracting
features from the source domain and then leveraging dimensional differences to identify
and separate fault features, thus capturing the distinction between the source and target
domains [59,60].

To address data bias and class imbalance in multi-modal or cross-sensor fusion sce-
narios, Dai et al. [61] demonstrated that utilizing a multi-modal cross-sensor transformer
can substantially enhance the generalization capabilities across different sensors in various
FDD tasks. Lin et al. [62] addressed the sensor sample imbalance problem by optimizing
the FDD model through a multi-sensor cross-fusion strategy. By employing a multidimen-
sional modeling strategy for sensor signals, Zhu et al. [63] were able to both capture the
correlated features of different sensors and narrow the feature gap between individual
channels. Li et al. [64] studied the distribution bias in sensor data through domain adaptive
techniques and thereby achieved differentiated transfer of FDD models between distinct
domains. To address the issue of inconsistent labels across sensor data, Xu et al. [65]
employed time–frequency analysis to identify similar data within time–frequency signals,
ultimately achieving cross-domain knowledge transfer.

For example, in wind-turbine FDD, fault accuracy using dimensionally extracted
fault data has achieved up to 99% [66]. Addressing the limited adaptability of traditional
FDD models in diverse deployment scenarios, DA improves their performance in novel
scenarios by utilizing feature difference analysis for model transfer [67]. By optimizing
classification loss, central judgment loss, and alignment loss between domains, DA ensures
intra-class compactness and inter-class separability while maintaining feature consistency,
demonstrating 94.8% accuracy on the CWRU bearing dataset [68]. Together, TL and DA
address complementary aspects of cross-domain FDD optimization.
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Data A

Arduino

TL server

Generates
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WSNs

Data 

transmission

Arduino

Generates

Improve

Do not 

improve Trains

Improve

Trains ＆
transfer

Knowledge transfer through 

data and algorithms

Algorithm B

Algorithm A-B

Algorithm A

Data B

Figure 7. In the process of TL in FDD, a model trained on fault data from domain A can be applied
to domain B, as there are some shared characteristics between the two domains. As a result, a new
model (A–B) can be generated by integrating data from domain B through TL.
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As shown in the Figure 8, firstly, we discuss the current categorization of federated
learning (FL). Specifically, it can be divided into vertical federated learning, horizontal
federated learning, and federated transfer learning. Then, we analyze the heterogeneity
in terms of samples and features, e.g., same features but different sample, same sample
but different features, and different sample and different features. Finally, data privacy
and data security issues of different FL methods are considered. Furthermore, appropriate
WSN components should be selected based on practical needs. For challenges like data
silos and sensitivity, FL enables collaborative analysis while operating locally on data,
minimizing leakage risks and addressing privacy concerns [68]. Researchers have explored
FL in FDD for rotating machinery [69–71] and IoT devices [72–74], These studies show that
FL effectively addresses privacy and security concerns while maintaining 99% accuracy and
improving model robustness. In IoT applications, FL reduces edge-cloud gradient disparity,
significantly lowering computational costs for SIL-IoTs FDD implementations. Moreover,
FL enables collaborative learning across nodes to enhance overall model capability [75].

FL server

HFL server VFL server FTL server

Feature
Sample

Feature
Sample

Feature
Sample

Feature
Sample

Feature
Sample

Feature
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Model update

Global update

Model update

Global update

Local 
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Local 

training
Local 

training

Local 

training

Local 

training

Same feature but 

different sample

Same sample but 

different feature

Different sample and 

different feature

Encryption Encryption

Figure 8. Categorization of FL, and the judgment of whether encryption is needed based on models
trained on different samples and features.

3.4. Failure Mode and Effects Analysis-Based FDD Schemes

Failure mode and effects analysis (FEMA) can assess the importance of fault data
to improve model performance, such as by evaluating data availability, optimizing data
augmentation strategies, and enhancing the model’s reliability under actual operating
conditions [76]. In addition, FEMA analyzes fault modes to determine which knowledge
are worth transfer while conducting a comprehensive risk assessment [77]. For example,
fault data is generated in the spatial and temporal dimensions (e.g., frequency, duration,
and location of failures) that may not be apparent through static analysis alone. By using
this dynamic information, FEMA can prioritize fault modes that pose the highest risk
to system performance, safety, or reliability. This allows for more targeted and effective
transfer strategies and ensures that resources are allocated to address the most critical
vulnerabilities in the system [78].

FMEA serves as a critical risk assessment tool across industries, systematically iden-
tifying failure modes and their system impacts [79]. For SIL-IoTs in harsh environments,
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FMEA enables accurate failure classification along three dimensions: behavioral (interfering
and non-interfering), temporal (transient, intermittent and permanent), and spatial (global
and node-specific) [16]. This dimensional approach dynamically prioritizes faults while
reducing FDD computational complexity through optimal resource allocation. Research
demonstrates FMEA’s effectiveness in embedded systems, where it reduces decision tree
operations and sensor communication overhead [80]. The method evaluates fault severity,
incidence, detectability, and diagnostic priority using weighting factors [80,81], achieving
notable diagnostic accuracy for industrial faults: 82.97% (temperature), 79.78% (voltage),
and 77% (current) [82].

FMEA is also well-suited for SIL-IoTs, as these systems rely on Arduino microcon-
trollers with limited computational resources. This strategy helps to effectively minimize
the waste of computing resources and enables earlier detection of component faults in
harsh operating conditions. Moreover, it allows for a deep analysis of the fault modes, facil-
itating accurate identification of the root causes. Additionally, by prioritizing faults based
on importance assessment and screening those with a more sufficient sample size, this
approach helps balance sample labels, thereby improving both model training efficiency
and accuracy. Based on the FDD approach for SIL-IoTs discussed in the previous section
and the associated fault characteristics, this section presents FDD schemes for similar
scenarios, tailored to the corresponding characteristics. The advantages and limitations of
these approaches are summarized in Table 3.

3.5. The Limitations of the Above Methods

The above methods have some challenges when adopted in SIL-IoTs:

• Data augmentation and low label dependency related FDD methods require large
amounts of high-quality data. However, the datasets for FDD of SIL-IoTs suffer
from significant interference and distortion, necessitating the use of appropriate data-
preprocessing techniques.

• Although FEMA can effectively evaluate the importance of faults, it usually does
not consider differences in deployment environments and does not adjust for data
heterogeneity, making it difficult to respond accurately to complex fault information.

• Due to the deployment of SIL-IoTs in various scenarios, there can be differences in
terrain, crop types, and target pests. The components of SIL-IoTs in different sce-
narios will also be different, thus the data between SIL-IoTs nodes varies. For these
reasons, applying FL and TL to SIL-IoTs presents challenges, as the data heterogene-
ity and varying system configurations can affect the accuracy and effectiveness of
these methods.
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Table 3. Related studies and their characteristics.

Method Author Application Scenarios F1-Score Accuracy Advantage Disadvantage

Data
Augmentation

Zeng et al. [39] • Smart agriculture N/A 92.6% • Improve generalizability • High computing cost
Abayomi-Alli et al. [40] • Industrial IoTs 96.76% 97.7% • Increases sample size • Ineffective sample augment
Kim et al. [83] • Geographic information systems 99% 100% • Suitable for different tasks • Data inconsistency
Stivaktakis et al. [84] 77.7% 85.7%

Self-
Supervised
Learning

Wang et al. [50] • Gearbox N/A 97.32% • Reduces label dependency • High computing cost
Wan et al. [52] • Bearings 97.85% 98.41% • Enhances adaptability • Low generalization
Wei et al. [53] • Industrial IoTs N/A 93.4% • Improves robustness • Data sensitivity
Yang et al. [69] 87.21% 99.98% • Improve feature learning • Requires unlabeled data

Unsupervised
Learning

Brito et al. [54] • Railway systems 92.78% N/A • Reduces labeling cost • No clear objectives
Guo et al. [55] • Gearbox 96.67% 99% • Handles insufficient data • High complexity
Wang et al. [56] • Industry IoTs N/A 99.5% • Extensive applications • Lack of evaluation

Federated
Learning

Yang et al. [46] • Industrial IoTs N/A 100% • Reduces annotation dependency • High data quality needs
Shen et al. [70] • Bearings N/A 98.47% • Reduces training time • Negative transfer
Geng et al. [71] • Power system 87.76% 95.56% • Enhances generalization • High computing cost

Transfer
Learning

Qian et al. [66] • Power system N/A 98% • Reduces computation • High-quality data needed
He et al. [85] • Geographic systems 99% 100% • Reduces data needs • Model negative transfer
Shao et al. [86] • Rotating machinery N/A 98.8% • Enhances generalization • Domain mismatch

RPNmin RPNmax

Failure Mode
and Effects
Analysis

Kadena et al. [81] • Economic field 24.3 300 • Risk assessment • Experience dependent
Tarcsay et al. [82] • Industrial IoTs 0 120 • Process improvement • Incomplete risk coverage
Ma et al. [87] 2.584 22.128

In risk analysis, RPN is utilized to quantify risk levels; RPNmin represents the lowest risk priority, while RPNmax indicates the highest. The effectiveness of models or systems can be
evaluated through measures like accuracy (the ratio of correct predictions) and the F1-score (the harmonic mean of precision and recall).
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4. Challenges and Future Directions
This section scrutinizes the challenges confronting existing FDD methods within SIL-

IoT scenarios and investigates prospective solutions. We begin by analyzing the limitations
of current approaches, considering the unique characteristics and constraints of SIL-IoTs
datasets. Subsequently, optimization strategies are explored through a comparative analysis
with datasets and solutions from other domains. Concluding, we outline future research
directions, guided by current research progress, to foster advancements in SIL-IoT FDD.

4.1. Analysis the Challenges of Similar Datasets

The correlation FDD methods are confronted with multiple challenges when applied
to SIL-IoTs, mainly in four aspects, i.e., low data quality, scarcity of compound fault
samples, lack of model generalization, and limited resources at the edge end. These
challenges not only affect the effectiveness and applicability of FDD methods, but also limit
its generalization in practical applications. To gain a deep understanding of these issues,
the reasons for the emergence of these challenges and their impact on the effectiveness of
the methods are analyzed in the context of specific dataset characteristics.

Through an investigation into the existing FDD of SIL-IoTs, several key issues have
been identified. For instance, current approaches often focus solely on sensor data ab-
normalities or hardware circuit faults, with limited attention given to compound faults.
Additionally, there is a scarcity of fault samples involving compound faults. The fault
data often contains a high level of noise and low quality, traditional data augmentation
techniques struggle to effectively capture fault features. Over-augmentation can even lead
to the loss of crucial features. Furthermore, data augmentation tends to increase energy
consumption, which further limits the scalability of the FDD model.

Another challenge is that SIL-IoTs are easy to occur novel fault types based on their
deployment environment. These new faults can fall outside the scope of predefined fault
rules. For example, the existing BSW method [35] is heavily reliant on a fault dictionary,
making it difficult to dynamically adapt to complex fault combinations. In comparison,
datasets from similar scenarios, such as the CWRU bearing dataset [88], exhibit high FDD
accuracy with rich fault signals and controlled experimental setups. These datasets are
typically well-structured and feature distinct fault signatures, making them suitable for
training FDD models under ideal conditions. However, they lack a simulation of dynamic
environmental disturbances, such as variations in temperature, humidity, or interference,
which are common in real-world applications, e.g., SIL-IoTs. For example, while the FDD
model trained on the CWRU dataset can achieve accuracy greater than 96%, it struggles
with handling issues such as sensor data drift caused by sudden weather changes in
SIL-IoTs [89].

In the context of FDD of SIL-IoTs, the scarcity of compound fault-sample labels has
been identified as a major constraint on model generalization performance [22,35,36]. This
issue is particularly pronounced due to the disproportionate number of normal samples
compared to faulty ones, with certain fault classes being underrepresented. An additional
challenge arises from feature distortion, which is aggravated by packet loss in WSNs,
leading to model bias towards multi-class overfitting and diminishing the ability to ac-
curately detect critical faults. Although UL and SSL techniques can mitigate the reliance
on labeled data, UL struggles to distinguish between normal and abnormal states when
fault data is absent. Meanwhile, SSL requires substantial volumes of unlabeled data for
effective training in small-sample scenarios, e.g., SIL-IoTs. Notably, datasets such as the
Intel Lab Data dataset [90], which collects multidimensional environmental data (e.g., light,
temperature, and humidity) from 54 sensors, offer a valuable source of training samples for
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both UL and SSL approaches. Furthermore, its structured feature-extraction methodology
provides useful insights for advancing cross-domain FDD strategies in SIL-IoTs.

Table 4 lists typical datasets for smart agriculture, e.g., Smart Farming Data 2024
(SF24) [91] and Agriculture and Farming Dataset [92]. SIL-IoTs are susceptible to cross-
scene distribution bias in their sensor data, as they are typically deployed as nodes in
agricultural fields. Indeed, models trained in a single scene often experience a signifi-
cant drop in accuracy when transferred to new environments due to domain shift. This
phenomenon occurs because the model has learned patterns specific to the training envi-
ronment, which may not hold in different scenarios with varying environmental conditions,
sensor characteristics, or fault patterns. While TL and DA can mitigate some of the domain
differences, device heterogeneity, e.g., hardware batch variations and aging of components
will result in negative migration, necessitating the design of more robust feature-alignment
strategies. The problem is further exacerbated in agricultural IoT deployments, where the
spatio-temporal variability of the environment amplifies data heterogeneity. This leads to
gradient conflicts and convergence stability challenges during global model aggregation in
traditional FL. Moreover, while FL offers performance improvements through distributed
collaboration, its deployment at the edge faces several bottlenecks. Firstly, narrow-band
communication protocols, e.g., ZigBee, with latencies between 0.1–0.3 s [93], hinder high-
frequency gradient synchronization, potentially increasing fault leakage rates by up to
41% [91]. Moreover, the latency associated with inference of complex FDD model makes it
challenging to meet real-time demands. Additionally, the long-term field deployment of
equipment, subject to hardware wear and tear, e.g., pest adhesion on metal mesh [16] further
hampers the efficiency of the pest-control function and leads to high maintenance costs [91],
underscoring the limitations of the related FDD methods in adapting to these challenges.

Table 4. Comparison of agricultural IoT datasets and their recorded parameters.

Dataset Name Group/
Sample Size

Temperature
& Humidity

Soil
Moisture

Sunlight
Exposure

Wind Speed
& Direction

Component
Voltage

Component
Current

FDD of SIL-IoTs dataset
(https://ieee-dataport.org/
documents/silf-dataset-
faultdataset-solar-
insecticidal-lamp-internet-
things-node) [94]
Accessed on 27 July 2025

16/469,916 ✓ × ✓ ✓ ✓ ✓

SIL-IoTs insecticidal count
dataset
(https://ieee-dataport.org/
documents/insecticidal-
counting-dataset-based-
one-solar-insecticidal-lamp-
and-two-cameras) [95]
Accessed on 27 June 2025

6/708,480 × × ✓ ✓ ✓ ✓

Smart Farming Data 2024
(SF24) (https://www.kaggle.
com/datasets/
datasetengineer/smart-
farming-data-2024-sf24) [91]
Accessed on 18 April 2025

19/2200 ✓ ✓ ✓ ✓ × ×

Agriculture and Farming
Dataset (https://www.
kaggle.com/datasets/
bhadramohit/agriculture-
and-farming-dataset) [92]
Accessed on 18 April 2025

9/50 ✓ ✓ ✓ × × ×

https://ieee-dataport.org/documents/silf-dataset-faultdataset-solar-insecticidal-lamp-internet-things-node
https://ieee-dataport.org/documents/silf-dataset-faultdataset-solar-insecticidal-lamp-internet-things-node
https://ieee-dataport.org/documents/silf-dataset-faultdataset-solar-insecticidal-lamp-internet-things-node
https://ieee-dataport.org/documents/silf-dataset-faultdataset-solar-insecticidal-lamp-internet-things-node
https://ieee-dataport.org/documents/silf-dataset-faultdataset-solar-insecticidal-lamp-internet-things-node
https://ieee-dataport.org/documents/insecticidal-counting-dataset-based-one-solar-insecticidal-lamp-and-two-cameras
https://ieee-dataport.org/documents/insecticidal-counting-dataset-based-one-solar-insecticidal-lamp-and-two-cameras
https://ieee-dataport.org/documents/insecticidal-counting-dataset-based-one-solar-insecticidal-lamp-and-two-cameras
https://ieee-dataport.org/documents/insecticidal-counting-dataset-based-one-solar-insecticidal-lamp-and-two-cameras
https://ieee-dataport.org/documents/insecticidal-counting-dataset-based-one-solar-insecticidal-lamp-and-two-cameras
https://www.kaggle.com/datasets/datasetengineer/smart-farming-data-2024-sf24
https://www.kaggle.com/datasets/datasetengineer/smart-farming-data-2024-sf24
https://www.kaggle.com/datasets/datasetengineer/smart-farming-data-2024-sf24
https://www.kaggle.com/datasets/datasetengineer/smart-farming-data-2024-sf24
https://www.kaggle.com/datasets/bhadramohit/agriculture-and-farming-dataset
https://www.kaggle.com/datasets/bhadramohit/agriculture-and-farming-dataset
https://www.kaggle.com/datasets/bhadramohit/agriculture-and-farming-dataset
https://www.kaggle.com/datasets/bhadramohit/agriculture-and-farming-dataset
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Table 4. Cont.

Dataset Name Group/
Sample Size

Temperature
& Humidity

Soil
Moisture

Sunlight
Exposure

Wind Speed
& Direction

Component
Voltage

Component
Current

Irrigation machine dataset
(https://www.kaggle.com/
datasets/
mahmoudshaheen1134/
irrigation-machine-
dataset) [96]
Accessed on 18 April 2025

22/2000 ✓ ✓ ✓ × ✓ ✓

Intrusion detection systems
dataset [97]

9/2,540,044 ✓ × × × ✓ ✓

4.2. Analysis the Challenges of Relevant Methods

When faced with compound fault features, traditional data augmentation methods
often result in only a modest 20% increase in training data [38]. Excessive transformations,
e.g., flipping, scaling, and shifting, may not only fail to capture essential fault characteris-
tics but also generate invalid synthetic data, leading to the unnecessary consumption of
computational resources [38]. To address this issue, recent research has proposed a joint
architecture combining Long Short-Term Memory Networks (LSTMs) and Auto-Encoder
(AE) algorithms. By leveraging the time-series modeling capability of LSTM to capture
fault evolution patterns and the sparse feature characterization of AE for decoupling, this
approach has demonstrated an improvement in the F1-score of bearing FDD, reaching up
to 97.3% [83]. However, compound faults are prevalent in practical applications. Models
trained on historical single faults often experience a higher false-alarm rate when exposed
to novel compound faults, primarily due to imbalanced sample distribution. To overcome
this issue, recent studies have utilized weighted oversampling techniques, such as SMOTE-
Tomek, to balance small classes of samples, along with feature space adaptation for domain
alignment. Experimental results indicate that this method achieves an accuracy of over
93% [98].

FMEA effectively assesses the importance of faults. However, traditional FMEA faces
significant limitations in practical applications, e.g., human subjective bias, challenges
in modeling compound faults, and sensitivity to data variations [32]. To address these
shortcomings, recent studies have proposed integrating machine learning (ML) techniques,
e.g., decision trees and random forests, into the FMEA framework. These integrations opti-
mize the computational logic of the Risk Priority Number (RPN) by incorporating feature
importance ranking. Experimental results demonstrate that this approach enhances the
accuracy of compound fault identification to 91.4% [99]. Additionally, Bayesian networks,
through probabilistic reasoning, can dynamically assess the impact of feature changes
on the model, leading to a 52% reduction in fault under-reporting rates [100]. Notably,
the potential of FMEA extends beyond risk assessment. It can also be leveraged to simulate
assumptions and evaluate how changes in system characteristics during the FDD process
influence model accuracy [101,102]. Moreover, the application of FMEA span data-driven
decision-making and the development of FDD modeling frameworks [103].

ML approaches, e.g., SSL, UL, and FL, have been widely used in FD of industrial
and IoT devices. However, large amounts of data are required, and category imbalance
sensitivity and high-dimensional feature redundancy are still the main challenges for SSL.
Relevant scholars have tried to solve the overfitting problem caused by category imbalance.
A FDD method is proposed to extract features from a large number of unlabeled samples
and construct FDD models [104]. For FDD of rotating machinery, it is found that the
category imbalance will lead to the problem of model bias to the number of multi-classes.
To solve this problem, a self-supervised learning classification adaptive model (SLDDA) is

https://www.kaggle.com/datasets/mahmoudshaheen1134/irrigation-machine-dataset
https://www.kaggle.com/datasets/mahmoudshaheen1134/irrigation-machine-dataset
https://www.kaggle.com/datasets/mahmoudshaheen1134/irrigation-machine-dataset
https://www.kaggle.com/datasets/mahmoudshaheen1134/irrigation-machine-dataset
https://www.kaggle.com/datasets/mahmoudshaheen1134/irrigation-machine-dataset
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presented, and the experimental results show that F1-score of SLDDA reaches 93.7% [105].
However, the features extracted from sensors are limited, and fault features usually need
to be extracted from multiple sensors when compound faults occur. To balance such
fault features, related scholars proposed a cross-sensor multidimensional self-supervised
learning approach (CSM-SSL). The compound FDD accuracy is achieved 89.4% by fusing
multi-signal time–frequency features and introducing an attention mechanism to optimize
the feature weight allocation [106]. When dealing with deployment scenario differences
and compound faults, UL can learn from some unlabeled data. However, when optimizing
the sample features, due to the lack of normal data points around the faulty data points,
making it difficult for the model to learn the difference between the normal state and the
faulty state. Moreover, the lack of fault data in the model can lead to recognize faults
incorrectly. Therefore, we compare the two approaches in Figure 9. Relevant scholars
extracted fault features through the time dimension and then used a Dual Gaussian Mixture
Model (DGMM) for FDD, and the experimental results showed that the FDD accuracy
could reach 81.3% under the no-labeling condition [107]. In addition, the problem of
model generalization decay due to data heterogeneity of agricultural IoT nodes can be
effectively reduced by a FTL framework. As shown in Figure 9, we can clearly see the
differences between SSL and UL in terms of label usage, model-generation methods,
and downstream tasks.

Source domain
Supervised models 

generation
Output

Initialization

Self-supervised learning

Downstream task

TransferDecode TransferTransfer

Unsupervised learning

Source domain

Automatic label 

generation (rotation, 

color, etc.)

TransferEncode

(convolutional 

neural network, 

transformer)

Computer vision,

natural language 

processing
……

Initialization

Unlabeled data

Unsupervised 

models generation

Encode

(K-mean, 
autoencoder)

…

TransferDecode

Output

Transfer

Downstream task

Data analysis,

computer vision

……

Label use

Model generation 

method

Output accuracy

Application

Figure 9. SSL and UL have some differences in label use, model generation, and downstream
applications. Moreover, it can easily lead to model overfitting since UL does not need to use
sample labels.

Although FL and TL have great application prospects in distributed FDD, they still
face challenges, e.g., data heterogeneity, communication bottlenecks and aggregation con-
flicts. To cope with the above challenges, scholars have recently proposed a combination of
FL and TL based on aligning the feature space of source and target domains by domain-
invariant knowledge distillation, which has been shown to reduce the model generalization
error in heterogeneous data scenarios to 8.3% [108]. In terms of communication overhead,
some studies have used techniques, e.g., compression modeling and gradient sparsifica-
tion, to reduce the amount of data transferred between the edge device and the cloud
aggregator, resulting in a 78% reduced amount of communication data [38]. Relevant
scholars determine the aggregation weights of the model on the basis of the similarity and
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importance of the features. Then, the operations of feature extraction and transformation
are performed on the model data from different IoT nodes, which improves the model
convergence stability by 62% [109].

5. Conclusions
SIL-IoTs play a crucial role in green prevention and control of plant diseases and pests.

FDD of SIL-IoTs is an important means to ensure that SIL-IoTs work reliably. We introduce
the components and fault characteristics of SIL-IoTs, identifies the limitations of current
FDD methods, and discusses FDD approaches (e.g., data augmentation, and knowledge
transfer) in similar scenarios to enhance FDD efficiency of SIL-IoTs. While existing methods
struggle with issues (e.g., low data quality, sample imbalance, and environmental vari-
ability), deep learning techniques (e.g., TL, SSL, and FL) offer promising solutions. These
methods enable more adaptive, data-efficient, and resource-aware FDD solutions, especially
in edge computing scenarios. By focusing on data augmentation and knowledge transfer,
this research provides a comprehensive foundation for enhancing the FDD performance of
SIL-IoTs and offers valuable insights for broader applications in smart agriculture.
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