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Abstract: Cybersecurity researchers and security analysts rely heavily on data to train
and test network threat detection models, and to conduct post-breach forensic analyses.
Comprehensive data-including network traces, host telemetry, and contextual information-
are crucial for these tasks. However, widely used public datasets often suffer from outdated
network traffic and features, statistical anomalies, and simulation artifacts. Furthermore,
existing data collection systems frequently face architectural and computational limitations,
necessitating workarounds that result in incomplete or disconnected data. Currently, no
framework provides comprehensive data collection from all network segments without
requiring specialized or proprietary hardware or software agents. This paper introduces
InDepth, a scalable system employing a distributed, data-link layer architecture that enables
comprehensive data acquisition across entire networks. We also present a model cyber
range capable of dynamically generating datasets for evaluation. We demonstrate the
effectiveness of InDepth using real-world network data.

Keywords: cybersecurity; data collection; cyber range; incident response; network telemetry

1. Introduction
Cybersecurity researchers developing machine learning models for threat detection

and security analysts conducting forensic investigations both rely heavily on high-quality
data. The effectiveness of predictive models and the precision of post-breach analyzes
depend on data sets that accurately reflect real-world network traffic scenarios and provide
sufficient context to understand security incidents.

Widely used benchmark datasets, such as DARPA’98 [1], KDD’99 [2], and NSL-
KDD [3], are outdated and do not represent modern network traffic [4]. These datasets often
contain simulation artifacts and statistical anomalies, which can cause machine learning
models to achieve artificially high accuracy scores that cannot be replicated in real world
data [5]. Furthermore, they typically lack crucial contextual information about the data
collection environment, including network topology, subnet functions, firewall rules, host
operating systems, service versions, and specific attack details. Validation of the accuracy of
the represented traffic types is also often missing. Another significant limitation is the prac-
tice of labeling individual flow records as simply benign or malicious [6]. This approach
encourages models to classify threats based on single flows, which is insufficient because
individual flows rarely constitute a complete attack. Effective forensic analysis, in con-
trast, requires examining the broader context, including victim vulnerabilities, attacker
motivations, and the sequence of actions leading to a compromise.

Consequently, there is a clear need for accurate and comprehensive datasets that
capture the dynamics of contemporary threats within modern networks [7]. Creating
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such datasets is challenging because current data collection systems (DCSs) often rely on
workarounds for architectural or computational limitations. These workarounds can result
in incomplete or disconnected host and network activity data, potentially missing crucial
information needed to detect and analyze sophisticated attacks such as reconnaissance and
lateral movement [8]. Relying solely on flow records is also inadequate, as the data within
them can be misleading; for instance, source addresses might be spoofed, or traffic could be
relayed through unsuspecting hosts. Therefore, a robust DCS is required that is capable of
capturing all network interactions, including intra- and inter-VLAN traffic, and is open to
deployment in diverse real-world networks, physical or virtual [7]. In addition to network
traces, such a system must collect host telemetry and contextual information, ensuring
that the data are reproducible across a variety of network configurations and for different
traffic conditions.

This paper presents InDepth, a scalable DCS that leverages a distributed architecture
at the data-link layer to facilitate the needed data collection. In addition, a model cyber
range capable of dynamically generating datasets is introduced. The motivation for the
work stems from analysis of data from the Western Regional Collegiate Cyber Defense
Competition (WRCCDC) 2020 competition [9]. Said data are also used to evaluate effec-
tiveness of the approach. A companion paper that describes an endpoint detection system
called InMesh provides a showcase application [10].

The literature divides intrusion detection systems into two main categories, namely,
host-based (HIDS) and network-based (NIDS). Installed on individual hosts, HIDS mon-
itors log files and user activity. In contrast, NIDS passively monitors network traffic to
identify known threat signatures or anomalous behavior. HIDS is intrusive as a result
of running on the devices but provides access to a wide range of information about the
hosts. The approach may not be feasible in certain situations depending on the security
policies of the network, the host operating systems, and the privacy concerns of the user.
Although InDepth is NIDS-like, we show that host attributes can be collected without the
use of software agents. These attributes can be used to observe host behavior over time.

The remainder of the paper is organized as follows. Section 2 summarizes benchmark
datasets and network data collection systems. Section 3 develops the InDepth system
architecture along with the cyber range mentioned. Section 4 provides experimental
results based on the WRCCDC 2020 data for three different scenarios. Section 5 provides
closing remarks.

2. Background
2.1. Benchmark Datasets

Several benchmark datasets have been developed, notably three from the MIT Lincoln
Lab, DARPA’98, which contains seven weeks of synthetic tcpdump data with injected
attacks, and its derivatives, KDD’99 and NSL-KDD [11]. KDD’99 remains widely used,
in part due to its availability through platforms such as TensorFlow to develop and test
machine learning-based intrusion detection algorithms [12].

KDD’99 has many shortcomings. McHugh pointed out that the data do not represent
commodity network traffic and noted a lack of documentation even for benign activity [4].
Kayacik et al. reported extreme class imbalance, with 98% of training data belonging to only
three classes (Normal, Neptune DoS, Smurf DoS), leading to inflated performance metrics
for these common types [13]. Tavallaee et al. discovered substantial record duplication (78%
in training, 76% in testing), which biases detection algorithms towards frequent records
and potentially causes them to miss less common, but potentially harmful attacks [3]. They
also found that easily detectable DoS attacks constitute more than 71% of the attack data.
The high accuracy often reported for KDD’99 is largely attributed to simulation artifacts
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and statistical anomalies rather than realistic detection capabilities [3,5]. With respect to
how the data were generated, use of the single-threaded ‘tcpdump’ tool raises concerns
about potential packet drops, an aspect not thoroughly investigated. Additionally, some
of the features included were derived from cleartext packet content (e.g., login attempts,
privilege escalation), which cannot be performed in modern networks due to widespread
encryption (e.g., SSH). Although host agents could potentially collect such data, many
associated attacks (such as Smurf, which is now obsolete) are often preventable by standard
firewalls and system configurations without requiring complex detection algorithms. On a
final note, the labeling scheme is problematic. Records are simply tagged as ‘normal’ or
one of four attack types, lacking crucial context like victim OS/service versions or attacker
tools and parameters. Moreover, labeling individual flows as attacks is insufficient; a
single malicious packet (e.g., causing a buffer overflow) or network probe is often just one
component or precursor of a larger attack campaign, not an isolated incident.

Subsequent datasets have aimed to address the limitations of KDD’99. CAIDA offers
anonymized backbone network traces, but their lack of labels limits their use for supervised
learning [14]. UNSW-NB15 features more contemporary network scenarios, though gener-
ated artificially using a proprietary tool; studies suggest its attributes yield more realistic
model accuracies compared to KDD’99 [15]. ISCX 2012 provides seven days of activity
(2 million records), with 2% labeled as attacks like brute-force SSH, infiltration, HTTP
DoS, and DDoS [16]. CIC-IDS2017 offers five days of simulated traffic and endpoint data
(including network flows, memory dumps and system calls collected via host agents) for
several common protocols and attacks [17]. Specialized datasets include ADFA-LD and
ADFA-WD for evaluating Linux and Windows HIDS [8], and Bot-IoT, which concentrates
on botnet activity within Internet of Things (IoT) environments [18].

Publicly available PCAP dumps, which are complete packet captures collected at
some point on the network, might be used instead of a benchmark dataset. However, the
usefulness of packet content in modern networks can be limited except in specific cases such
as malware analysis. Even so, malware increasingly utilizes encryption and conceals attacks
inside unsuspecting protocols such as Domain Name Service (DNS). Intrusion detection
systems (IDSs) cannot read encrypted packet content and therefore cannot match encrypted
traffic to known signatures. Workarounds include breaking the encrypted connection at the
IDS and re-encrypting it using its own certificate. This process introduces vulnerabilities
as the network devices become reliant on a single certificate authority for their encrypted
communication. In addition, privacy concerns are introduced since the IDS can now see
encrypted data. Modern DCS and IDSs consequently tend to rely on statistical network
flow features to identify malicious activity instead of analyzing packet content.

2.2. Data Collection Systems

Security Information and Event Management Systems (SIEMs) are foundational tools
for aggregating, normalizing, correlating, and storing security-related data from diverse
sources across an organization’s IT infrastructure. Their correlation capabilities are often
enhanced by mapping detected events to frameworks like MITRE ATT&CK [19], which
catalogs adversary tactics, techniques, and procedures based on real-world observations,
thereby providing context for alerts. While often managing network flow data and various
system logs, their effectiveness hinges on the breadth and depth of the data they ingest.
Sources can include firewalls, intrusion detection / prevention systems (IDS / IPS) like
Suricata [20], antivirus systems, routers, servers, databases, and endpoint security solutions.
For instance, platforms like Wazuh [21] utilize agents installed on monitored systems to
collect detailed host-level information, including operating system and application logs,
configuration changes, and file system modifications, forwarding this securely to a central
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server for analysis. However, without such dedicated agents or specific integrations, SIEMs
might gather limited information about the network devices and endpoints themselves.
Network flow data, which summarize traffic patterns, offer a network-level view and can
be generated either directly by network equipment or by dedicated probes. Tools such as
Zeek [22] provide another crucial layer by passively analyzing network traffic to produce
rich metadata logs detailing protocol-specific activities (HTTP, DNS, SSL, etc.), invaluable
for forensic investigations, though typically without active blocking capabilities.

Modern switches and routers often utilize specialized Application-Specific Integrated
Circuits (ASICs) for high-speed packet forwarding. Generating flow data directly on these
devices, as illustrated in Figure 1, consumes valuable CPU and RAM resources. Caching
flow records requires memory proportional to network throughput, and the CPU must
actively process packets to create flows and manage their expiration. Network hardware
possesses finite processing capacity and can become overloaded in high-throughput en-
vironments, especially since these resources are often shared with other critical functions
such as firewalling, Quality of Service (QoS) enforcement, and VPN termination. This
resource contention can negatively impact overall network performance.

Figure 1. Switch processing of network traffic.

Several standards exist for exporting flow data. NetFlow v5, developed by Cisco,
defines a basic flow record using a five-tuple: source and destination IP address, source and
destination port, and protocol. To mitigate performance impacts and potential packet drops
on busy devices, flow generation can employ sampling techniques. For example, a NetFlow
exporter might be configured to sample only one of many packets, creating flow records just
for the sampled traffic. Alternatively, sFlow is a standard specifically designed for packet
sampling. Both sampling approaches introduce a trade-off between performance and data
fidelity. The reduced accuracy can be problematic for detecting stealthy, low-and-slow
attacks that generate minimal network traffic over extended periods.

More advanced standards include NetFlow v9, which is a proprietary Cisco protocol
that offers richer flow information, and Juniper’s similar and also proprietary jFlow. The In-
ternet Engineering Task Force (IETF) developed the IP Flow Information Export (IPFIX)
protocol as an open standard comparable to NetFlow v9. Both NetFlow and IPFIX generate
unidirectional flow records; accurately accounting for bidirectional traffic often requires
careful configuration (e.g., collecting flows on ingress, egress, or both) and potentially
deduplication logic at the collector. Although the NetFlow standard originated with Cisco,
it is now implemented by many major network vendors. However, support is less common
in white-box switches and open-source solutions such as Open vSwitch. Generating flow
records using dedicated hardware probes offers greater compatibility across diverse net-
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work equipment and ensures data uniformity. It also provides the flexibility to enrich flow
records with host data or other contextual information within a single integrated process.

In typical network environments, SIEMs operate alongside various data collection
systems. Their primary role involves managing vendor-specific formats and correlating
events across disparate sources to facilitate threat detection, often operationalized using
frameworks like MITRE ATT&CK to understand adversary behavior. The data aggregated
and analyzed by these systems are also crucial for informing the broader risk management
processes and compliance requirements outlined in standards such as ISO/IEC 27001 [23],
which provides a systematic approach to managing an organization’s overall information
security posture. Similarly, approaches such as SCOUT highlight the importance of mul-
tilayered security, particularly for critical infrastructure, by addressing both cyber and
physical attack vectors while incorporating post-incident recovery strategies to balance
protection with practical considerations such as cost and privacy [24]. As mentioned, this
often includes endpoint data (e.g., from Wazuh agents), network metadata (e.g., from Zeek
sensors), and threat alerts (e.g., from Suricata IDS/IPS). InDepth complements these sys-
tems by providing detailed and context-enriched flow information while simultaneously
offloading the resource-intensive task of flow generation from network infrastructure
devices, freeing them for core switching and routing tasks.

Data collection strategies vary significantly. Network monitoring can occur outside
the firewall (feeding traditional IDS/IPS like Suricata or network analyzers like Zeek),
directly on the firewall (leveraging integrated security features), or on individual hosts via
software agents (typical for Host-based IDS like Wazuh). To our knowledge, no existing
system simultaneously collects both network flow data and agentless host information,
enriching records with VLAN-specific context, without requiring software installation on
monitored endpoints—a gap InDepth aims to fill.

Centralized data collection, using one or more aggregation points, presents challenges.
Depending on the network topology and location of the collection point, certain traffic
flows can generate duplicate records, while others can be completely missed. While some
modern routers, e.g., newer Cisco models, can generate deduplicated flow records, they
often retain the original, non-deduplicated records, increasing storage requirements.

Furthermore, traditional single-threaded packet capture libraries such as libpcap and
PFRING are prone to significant packet loss at high data rates [25]. While CPU core counts
have increased, single-core clock speeds face practical limits, leading to diminishing returns
in performance scaling. Recognizing this bottleneck, modern network security tools increas-
ingly adopt parallel processing; for example, Suricata employs a multi-threaded architecture
to handle high traffic volumes efficiently, similar in principle to multi-threaded capture
solutions like DiCAP [26]. This issue of packet loss is particularly acute in centralized
collection architectures, such as monitoring at the network backbone, which handle large
volumes of traffic and require substantial CPU, memory, and bandwidth resources. In con-
trast, a distributed data collection system operating at the subnet level can significantly
reduce the load on individual collection points, potentially allowing the use of lower-cost
commodity hardware or even low-power IoT devices instead of high-end servers.

We propose InDepth as a system that can overcome these limitations. The approach
utilizes a multi-threaded, distributed, and node-based architecture that combines passive
network flow generation with active host data collection to provide comprehensive and
context-aware network visibility.
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3. InDepth System Architecture and Cyber Range
InDepth employs a hierarchical system architecture with distinct tiers of components

that work together to provide comprehensive network monitoring. At the lowest level, mul-
tiple sensor nodes are strategically deployed across different network segments (VLANs),
forming the data collection tier. Each sensor node independently monitors its assigned
VLAN by receiving mirrored packets from switch ingress ports. Above this collection tier
sits the aggregation tier, consisting of a core node that serves as the central integration
point for all distributed data. Sensor nodes connect to the core node through encrypted
channels, creating a secure data transport layer between the tiers. This hierarchical structure
maintains the separation of concerns while ensuring comprehensive coverage. Functionally,
the system takes a multi-stage approach. Sensor nodes passively capture network packets
through port mirroring, then transform these packets into network flows using parallel
processing threads. Simultaneously, separate threads within each sensor node actively
probe hosts to gather device characteristics. These two data streams (passive network
flows and active host information) are enriched with contextual data before being trans-
mitted to the core node via secure WireGuard VPN channels. The core node, running
Elasticsearch, indexes and stores this aggregated data, making it available for analysis and
correlation studies. This architecture distributes the computational load while maintaining
centralized analysis capabilities, allowing the system to scale effectively across networks
of varying sizes and complexities without sacrificing visibility into critical network activi-
ties, particularly those that might indicate security threats like lateral movement or data
exfiltration attempts.

3.1. Motivation

Generating network flow data with a dedicated external device requires access to raw
network packets. Two primary methods provide this access: Network Test Access Points
(TAPs) and port mirroring configured on capable switches. TAPs offer the advantage of
capturing all traffic on the wire, including physical layer errors that port mirroring might
discard, without consuming switch processing resources. However, deploying TAPs on
every relevant switch port can be prohibitively expensive. Port mirroring, in contrast,
leverages existing network hardware by configuring specific ingress or egress ports to
duplicate traffic. This makes it a more cost-effective and feasible solution in many environ-
ments. For InDepth, we employ port mirroring on switch ingress ports. To mitigate the
risk of packet drops under heavy load, a known potential issue with port mirroring, sensor
nodes use multi-threaded data processing to allow computational resources to be scaled
for network segments experiencing high throughput.

Port mirroring exists in two main forms: simple and encapsulated. Simple port
mirroring creates an identical copy of the traffic observed on the mirrored ports and
enjoys broad support across network hardware, including Software-Defined Networking
(SDN) environments. Encapsulated port mirroring, such as Remote Switched Port Analyzer
(RSPAN) or Encapsulated RSPAN (ERSPAN), wraps the mirrored traffic in specific protocols
(e.g., GRE) and can forward it to a remote IP address, potentially outside the local subnet.
Although this facilitates centralized data collection, the support for encapsulated mirroring
varies among manufacturers. InDepth utilizes simple port mirroring, integrating it with
our distributed sensor node architecture to aggregate the collected data centrally at the
core node.

Collecting data directly at the subnet level using a distributed approach offers signifi-
cant advantages compared to centralized collection, particularly at the network backbone.
Distributed sensors capture data-link layer (Layer 2) information, including crucial host
details like MAC addresses and VLAN IDs, which are often lost in traffic traversing routers
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towards a central point. This localized visibility enables the detection of early-stage attack
activities, such as internal vulnerability scanning and lateral movement within a subnet.
Centralized systems, monitoring traffic further upstream, might only observe the final
stage of an attack, such as data exfiltration to an external command and control (C2) server.
Furthermore, active host probing, used to gather device characteristics, becomes more
reliable and efficient when target hosts are only a single network hop away from the sensor.
While the network performance impact of the active probing is negligible, we acknowledge
that battery-powered devices might experience additional wake-ups to respond; however,
modern mobile operating systems are often optimized to preserve battery life in noisy
network environments, which can sometimes delay probe responses. The subnet-centric
strategy of combining network activity monitoring, host characteristic gathering, and con-
textual enrichment effectively distributes the computational load across multiple sensor
nodes. This reduces the processing and memory demands on any single point in the system
and conserves network bandwidth by transmitting compact metadata records instead of
full packet captures.

Modern network traffic patterns increasingly involve communication with the Internet
and cloud-based services rather than solely internal resources. Centralized data collection
systems located at the network edge or backbone are well positioned to monitor and
mitigate threats originating from or targeting the external network, as they observe all
traffic entering and leaving the local environment. However, these systems are challenged
when processing the extremely high data volumes typical at the backbone, potentially
leading to data loss or incomplete analysis. Critically, they often lack visibility into intra-
subnet activity. Important phases of sophisticated attacks, such as lateral movement
between compromised hosts within the same network segment, may never traverse the
backbone and would thus remain undetected by purely centralized monitoring.

Contemporary network infrastructures increasingly rely on software-based implemen-
tations, utilizing technologies such as Software-Defined Networking (SDN) and virtualiza-
tion platforms (e.g., VMware ESXi). These technologies enable network administrators to
dynamically allocate compute, memory and bandwidth resources to network functions and
virtual servers on demand, often without service interruption. Consequently, modern and
future networks demand a data collection framework that operates effectively in both phys-
ical hardware and virtualized software environments, scaling seamlessly to accommodate
fluctuating network throughput and evolving infrastructure paradigms.

3.2. Data Generation and Storage

As illustrated in Figure 2, each sensor node receives mirrored packets from all ingress
ports of its designated VLAN switch. The simple port mirroring produces duplicates
of packets seen (barring certain manufacturer-specific error messages) and is compatible
with modern switch hardware and virtual networking devices. Crucially, this avoids
encapsulation, eliminating the need for additional processing at the sensor. Multi-threading
allows the conversion of network packets into network flows to scale with the number of
CPU cores available. A separate thread actively probes hosts to gather device data, which
are buffered. The flow records are enriched with this and other contextual data. Completed
data records are transmitted to the core node for the network segment through a secure
WireGuard VPN channel. Each core node aggregates data from all sensor nodes in its
VLAN. Core nodes can communicate with each other using a secure tunnel.
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Figure 2. InDepth network flow generation and enrichment.

Our implementation favors open-source software where possible, supplemented by
readily available industry-standard tools. For example, we use Argus [27] for flow data
generation, nmap [28] for active host probing, Elasticsearch [29] for storage and indexing,
and WireGuard [30] to securely transmit sensor node data to the core. Although the virtual
network was constructed using Cisco VIRL [31], SDN tools such as Open vSwitch [32]
or ONOS [33] could be substituted for a completely open-source stack. This modularity
underscores that InDepth is a flexible framework: alternative tools can be used, such
as NetFlow v9 instead of Argus for flow generation or ZMap [34] instead of nmap for
probing, depending on specific needs. The host devices run a mixture of proprietary and
open-source operating systems with various services, as discussed further in Section 3.4.

3.3. Modern Network Stack

Modern networks employ multiple security solutions operating at different layers
of the network stack, including network firewalls, web application firewalls (WAF), next-
generation firewalls (NGFW), antivirus software, IDS/IPS systems, network situational
awareness tools, SIEM platforms, VPNs, and various specialized security tools for wireless,
email, and endpoints. Each serves a specific purpose within the security architecture:
classic firewalls enforce rule-based connection policies at the backbone router; WAFs
function as reverse proxies protecting web applications by examining HTTP/S connections;
NGFWs act as forward proxies implementing user-based policies through URL filtering
and malware scanning; IDS/IPS systems detect and respond to known attack signatures
across multiple protocols (Layers 2–7); situational awareness systems like InSight2 [35]
visualize Layer 3 traffic in real-time; and SIEMs aggregate log data from diverse sources
throughout the network.

Rather than replacing any of these technologies, InDepth complements the security
ecosystem. Operating primarily at Layer 2, InDepth focuses on comprehensive interaction
capture and archival by collecting flow data and host information enriched with contextual
details. This distributed collection approach provides unique visibility into subnet-level
activities that backbone-focused systems might miss, making it particularly valuable for
detecting early attack stages such as vulnerability scanning and lateral movement.
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3.4. InDepth Cyber Range

The InDepth cyber range simulates a modern network environment for security
research, featuring various types of devices and applications. With reference to Figure 3,
its hierarchical topology comprises four primary VLANs, namely, Clearnet, Management,
Site-to-Site, and DMZ, interconnected via a managed Layer 3 switch, plus a dedicated
VLAN for the InDepth system itself. This structure serves as a flexible reference architecture
that can be adapted to various network configurations.

Figure 3. InDepth cyber range.

Traffic from the VLANs converges at the Layer 3 switch, which functions as the default
gateway. An edge router then directs traffic to a simulated Internet Service Provider
(ISP). The IEEE 802.1Q standard [36] facilitates VLAN tagging. For simplicity in this
demonstration, each subnet utilizes a /24 CIDR block, providing 254 usable IP addresses.
However, the architecture can readily scale to larger networks through smaller subnet
masks (for example, /16, /8) or supernetting. To enable data collection, ingress traffic for
each VLAN is mirrored to a dedicated port connected to its corresponding InDepth sensor
node. In high-throughput scenarios, Link Aggregation Control Protocol (LACP) can be
used to bundle ports, increasing the available bandwidth to the sensor.

The specific roles and configurations of the VLANs are as follows:

• Clearnet (192.168.1.0/24, untagged): Contains standard user devices without special
VPN or firewall rules.

• Management (192.168.10.0/24, tag 10): Includes devices used by management person-
nel, isolated from other subnets via firewall policies.

• Site-to-Site (192.168.20.0/24, tag 20): Establishes an encrypted, isolated connection to
a simulated off-site network.

• DMZ (192.168.30.0/24, tag 30): Hosts critical services such as web, email, and database
servers in a demilitarized zone. Although such services typically use public IP ad-
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dresses, this range employs private IPs for demonstration purposes, as it is not con-
nected to the live Internet, thus avoiding potential conflicts. The installed services
run their latest versions but can be replaced with older, vulnerable counterparts (e.g.,
using OWASP tools [37] or Metasploitable [38]) to facilitate specific security testing
and threat signature generation.

• InDepth (192.168.40.0/24, tag 40): An isolated network segment dedicated solely to
the InDepth core node, which aggregates data collected from all sensor nodes across
the cyber range.

The Clearnet, Management, and Site-to-Site VLANs all host devices that run a mix
of operating systems, including Windows, macOS, Ubuntu, and Kali Linux. We note that
the Kali Linux host is specifically included to serve as a platform for launching simulated
attacks within the range. The DMZ VLAN contains only Ubuntu devices.

Figure 4 lists the network features and the host features collected by the passive
monitoring and active probing within this environment.

Figure 4. Features collected by InDepth.

4. Experimental Results
4.1. WRCCDC 2020

The WRCCDC 2020 cyber competition was a red team–blue team attack–defend
exercise [9]. In previous work, we analyzed the data to identify attacks and compromised
machines in the network [35]. When attacking, the red team periodically changed their
source IP addresses to prevent being blocked by the blue team’s defenses. This practice
made it difficult to aggregate their actions and attribute them to the correct source host.
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At the gateway router (a Layer 3 switch), only tcpdump data of network packets crossing the
gateway were logged, with no additional host information. Contextual host characteristics
were not made available for either team. Competition rules gave the blue defending teams
an hour to familiarize themselves with the services they were defending and update them to
improve resilience against attack. Service versions at the time of compromise are therefore
unknown. Most network traffic was collected on the network backbone. The reliance on IP
addresses made it challenging to track individual hosts and model their behavior, especially
when IP address changes occurred to evade block-listing. In such scenarios, collecting
and analyzing all traffic belonging to hosts under scrutiny becomes particularly difficult.
The lack of ground truth hindered the completeness of our analysis, despite having some
prior information that is typically unavailable in real-world forensic investigations.

The analysis was somewhat simplified by the network topology, which separated red
and blue teams into distinct subnets. The red team operated across a large network range
of 10.128.0.0/9 when attacking blue team servers. Eight blue teams operated on subnets
10.47.x.0/24, where x represented the team number. A service check engine ran at 10.0.0.111,
as shown in Figure 5. However, in real-world environments, attacker and legitimate host
IP addresses often intermingle within the same subnet, significantly complicating analysis
tasks. This reality underscores the need for more robust and comprehensive data collection
mechanisms for continuous network monitoring.

Figure 5. WRCCDC 2020 network topology.

We simulated portions of the WRCCDC 2020 network by creating a red team subnet
and a blue team subnet. We first collected network data using the same method as applied in
the competition, namely, through the Layer 3 routing device at the backbone connecting the
two subnets. Then, we configured InDepth to simultaneously collect both host and network
data as shown in Figure 6, where R is the red team host, B1 is a blue team host located in
the same subnet as R, and B2 is a blue team host in a different subnet. To maximize data
resolution for these experiments, active host probing was configured to run back-to-back,
initiating subsequent probes as soon as responses from the previous ones were received.

We performed three experiments that compared the distributed data collection per-
formed by InDepth against standard backbone data collection. It is worth noting that
the attack types tested typically represent steps within a larger attack chain rather than
standalone events. The results consistently demonstrated that InDepth collected more
complete and actionable data across all three scenarios.
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Figure 6. InDepth network topology.

4.2. Experiment 1: Aggregation and Attribution

This experiment evaluated InDepth’s ability to aggregate and attribute traffic from
a red team device notwithstanding the periodic IP address changes, while providing
comprehensive visibility into intra-network activities. Unlike traditional IP spoofing in DoS
attacks where responses are ignored, reply packets were required to maintain the attack
chains. The red team typically used Metasploit to deliver payloads and establish reverse
shells for persistent access, which we successfully replicated in our test environment. When
this traffic intermingled with legitimate network activity, traditional backbone monitoring
systems struggled to detect the IP address changes, making attacks appear to originate
from multiple distinct devices. Using InDepth, on the other hand, we were able to trace all
traffic to its true source by leveraging the host-side features and network data collected at
the data-link layer.

InDepth’s distributed sensor architecture provides comprehensive visibility into intra-
network activities by capturing all peer-to-peer communications within LANs, including
those that never traverse the network backbone. During security investigations, analysts
traditionally face the time-consuming and error-prone task of manually correlating network
activity with host attributes, particularly when data-link layer information is unavailable.
InDepth addresses this challenge by collecting Layer 2 information (MAC addresses)
alongside rich contextual data including operating system details, running services, open
ports, host keys, device types, and kernel versions. This comprehensive approach enables
real-time tracking of attack hosts throughout the network, regardless of IP address changes
or VLAN boundaries.

Traditional security operations rely on reactive attribution techniques such as packet
marking, ICMP traceback messaging, hop-by-hop tracing, IPsec authentication logs,
and traffic pattern matching. These approaches often depend on specialized network
packet crafting, router firmware modifications, manual tracing, configuration access, rout-
ing table comparisons, and IPsec security association log analysis. Such processes demand
significant time and expertise, typically requiring a team of security specialists and be-
coming feasible only after detecting large-scale breaches. InDepth’s proactive monitoring
approach eliminates the need for these reactive measures by maintaining continuous visi-
bility into all network activities, including intra-VLAN communications that traditional
systems miss.
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4.3. Experiment 2: Lateral Movement

This experiment examined lateral movement, where an attacker used a compromised
device to establish connections with other unsuspecting devices across the network. We
used InDepth’s ability to capture peer-to-peer traffic both within the same VLAN and
between different VLANs. In the first scenario (A1 attack), host R connected to host B1
within the same subnet, simulating the delivery of an exploit payload targeting a known
vulnerability. In the second scenario (A2 attack), we repeated this procedure with host R
targeting host B2 located on a different subnet.

Traditional backbone data collection systems failed to detect A1 attack connections,
completely missing evidence of lateral movement within the subnet. In contrast, InDepth
successfully identified the A1 attack by correlating network traffic with host characteristics,
including the operating system and device type of host R. Both data collection mechanisms
detected the A2 attack since it traversed the network backbone.

This scenario highlights a common attack pattern where adversaries first compromise
a low-priority device (like B1 in our experiment) to establish an initial foothold before
moving laterally through the network. According to CrowdStrike research [39], the average
“breakout time”, which is the interval between initial compromise and lateral movement,
is less than two hours. Detecting and responding to attacks within this critical window is
essential to prevent widespread damage.

Although network administrators typically rely on Endpoint Detection and Response
(EDR) tools to identify such attacks, these tools often lack comprehensive visibility through-
out the network. Meanwhile, InDepth’s real-time collection of both network traffic and host
information provided the integrated visibility necessary for timely detection and response
to the lateral movement attacks.

4.4. Experiment 3: IP Address Spoofing

This experiment examined the detection of spoofed source IP addresses by lever-
aging InDepth’s ability to capture network flows at both source and destination points.
When denial-of-service (DoS) attacks are executed, attackers typically randomize source
addresses because they do not require return packets, making attribution difficult through
conventional means.

Buffer overflow attacks represent one of the most prevalent DoS techniques in real-
world scenarios. In these attacks, servers become overwhelmed with traffic volumes
exceeding their processing capacity, rendering systems unavailable to legitimate users.
To evade firewall blocks, attackers frequently randomize source IP addresses, attempting
to blend their malicious traffic with legitimate communications.

Flood attacks commonly manifest in two primary forms. ICMP flood attacks trans-
mit spoofed packets that ping multiple network devices simultaneously. When net-
work misconfigurations exist, these packets can be amplified throughout the infrastruc-
ture, effectively disabling network services. Alternatively, SYN floods initiate but never
complete TCP handshakes, exhausting available server ports and preventing legitimate
connection establishments.

Although large-scale DoS attacks often originate from numerous compromised devices
on the Internet, similar attacks can also emerge from within internal networks. InDepth’s
comprehensive monitoring approach provided a significant advantage in these scenarios.
By capturing connections at both the origin and destination points while tracking the
characteristics of the physical device, InDepth successfully identified attack flows even
when IP addresses were spoofed, maintaining attribution capabilities that traditional
collection systems lack.
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4.5. Discussion

Our experimental evaluation demonstrates the significant advantages of InDepth’s
comprehensive data collection approach over traditional backbone-based collection systems.
The experimental setup, which recreated portions of the WRCCDC 2020 network environ-
ment, allowed us to systematically compare both approaches under controlled conditions.
By implementing one red team subnet and one blue team subnet with varying connection
patterns, we established a realistic testbed to evaluate security monitoring capabilities.

The experiments, which focused on aggregation and attribution, lateral movement,
and IP address spoofing, represent common challenges in network security monitoring
that traditional systems struggle to address effectively. In the first experiment, InDepth
successfully tracked attacking hosts despite IP address changes by collecting Layer 2
information alongside contextual host data. This capability dramatically reduces the time-
consuming manual correlation typically required in security investigations. The second
experiment revealed a critical blind spot in backbone collection systems, which completely
missed lateral movement within the same subnet (A1 attack), while InDepth maintained
full visibility across both intra-subnet and inter-subnet movements. Finally, the third
experiment demonstrated InDepth’s ability to maintain attribution capabilities even when
facing IP spoofing attempts during DoS attacks by capturing flows at both source and
destination points.

These results highlight how InDepth’s distributed collection architecture provides se-
curity analysts with more complete and actionable data compared to traditional approaches.
By capturing both network traffic and host information in real-time, InDepth enables more
efficient detection and analysis of sophisticated attack patterns. This advantage becomes
particularly crucial when considering the increasingly short timeframes within which secu-
rity teams must identify and respond to threats before attackers can establish persistent
access or move laterally through networks. The comprehensive data collection approach of
InDepth represents a significant advancement in network monitoring capabilities, address-
ing many of the limitations that have historically hampered effective security analysis and
incident response.

5. Conclusions
We have presented InDepth, a data collection system capable of collecting network

and host information from real-world networks, be they physical or virtual. The system
consists of a distributed network of sensor nodes that enrich the Layer 2 data by contextual
information and a core node where the data are aggregated. InDepth supports total
interaction capture from all hosts in the network including peer-to-peer communication at
each subnet. The collected data can be used to develop and train machine learning models,
but can also be used by security analysts for training purposes as well as for conducting
forensic studies following a breach incident. We also introduced a model cyber range which
can be used to generate new datasets that can replace the outdated ones still widely used for
analysis and algorithm development. We used this cyber range to compare InDepth against
standard backbone data collection capabilities for three attack scenarios. We found the data
collected by InDepth to be more complete and provide more useful information. Future
work includes the deployment of InDepth on select networks to build said replacement
benchmark datasets.
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