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Abstract: The rapid development of the internet has resulted in rapid e-business growth, with online
malls attracting many shoppers due to the privacy and convenience they offer. Like traditional
malls, online malls can provide photos, specifications, prices, etc. However, consumers cannot touch
the products in reality, which creates risks for the purchase. To date, there has been no research
focusing on topic-specific search engines for 3C product reviews based on the trustworthiness of
the reviews. This study is the first to sort the reviews of electronic products according to the degree
of trust, by analyzing the characteristics of the reviews and the reviewers. This study proposes the
criteria for features of the reviews and reviewers to consider to evaluate the trustworthiness of the
reviews; builds a search engine to collect the product reviews scattered in opinion websites; and
sorts the results by trustworthiness to provide a reliable e-commerce experience. To demonstrate
the effectiveness of the proposed method, we conducted a set of experiments, and we adopted the
Spearman’s rank correlation coefficient to evaluate the similarity between our method and experts’
opinions. The experimental results showed a high correlation coefficient with the opinions of experts,
demonstrating that our method is effective at finding trustworthy reviews on the internet.
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1. Introduction

Due to the rapid development of the ability to easily search e-businesses, many large
e-malls have emerged, such as eBay, Yahoo, Amazon, and YouTube. E-malls attract many
people to shop on the internet due to their convenience, low price, and privacy [1,2].
Compared with traditional malls, e-malls can only provide photos, specifications, prices,
and other visualizations. Consumers cannot touch the products before ordering them,
which forces consumers to bear risks in purchasing the items [3,4]. Thus, some consumers
pursue professional opinions or the usage experience of other consumers before they
make a decision about purchasing. With the development of the internet, more and more
consumers are accustomed to sharing their experience and reviews of products, forming
numerous online opinion-sharing communities. According to the literature [5,6], the users
of e-commerce online opinion-sharing communities significantly affect product sales. The
current well-known online communities, such as Amazon, eBay, and Taobao, provide users’
comments on a product at the bottom of the product page. There are also communities that
focus entirely on product reviews and opinion-sharing services [6,7], such as epinions.com,
which categorizes discussion topics to facilitate the querying and sharing of comments
according to the user’s interests and needs.

To easily provide product reviews, some websites, or even the e-malls themselves,
provide a platform or a board where the consumers can share their usage experience,
including an evaluation of the product and/or comparisons with other products. For
example, the Epinions and Amazon websites provide reviews and information about
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their products to help potential consumers understand the function of the product and
decide whether the product meets their requirements [8]. Since these reviews and those in
opinion-sharing websites are written based on consumers’ own experiences of using the
product, they have a greater influence on potential consumers than advertisements. Since
these platforms or boards are open to the public, some business managers may disguise
themselves as consumers to advocate for their own products or criticize their opponent’s
products; even worse, some managers may hire, bribe, or give benefits to reviewers to
promote their products or demote their opponents’ products. This results in the problem of
not all reviews being reliable [8]. To avoid spam or malicious reviews, some mechanisms,
such as voting or comments attached to the reviews, have been adopted by Epinions and
Amazon to provide methods through which consumers can judge the trustworthiness of
the reviews [9]. However, the logic behind these mechanisms is too naive, and the reviews’
votes and comments can also be manipulated by a group of collusive users [10,11]. Thus,
consumers still need to decide the trustworthiness of reviews for themselves. In the case
where consumers are not sensitive to potential deception, they may be misguided and
make an inappropriate decision. In addition, there may be many reviews for a popular
product on the same or different opinion websites. To obtain all the available information,
consumers must take the time to collect and browse the reviews for the product (called
target reviews) on all opinion websites. Clearly, a search engine that can collect all the
opinions about a product and rank them according to their trustworthiness could help
consumers make an efficient and appropriate decision. To this end, this study developed
a search engine that collects the opinions on a product from the internet and ranks them
according to proposed criteria for trustworthiness.

Previous studies proposed some mechanisms for detecting spam reviews and for
predicting and ranking helpful reviews [12,13] on various opinion websites. Research [14]
on spam detection has incorporated the technique of natural language processing (NLP)
to process reviews. Since it is difficult to perform sentiment analysis, it is difficult to
distinguish between spam and genuine reviews through natural language processing, and
the accuracy of spam detection is not as high as expected. Some research on ranking helpful
reviews proposed a machine learning-based approach for ranking comments [15,16]. Their
approaches considered several factors that reflect the trustworthiness of reviews, which
can be divided into three categories. The first set of factors is the content-based features
of the reviews, such as their length and the complexity of the comments. The second
category contains features related to the reviewer’s reputation and characteristics, such as
the reviewer’s registration time and the number of reviews written by the reviewer. The
factors in the third category are related to review visibility, such as the posting time of the
review. Prior research evaluated the helpfulness of the reviews on an opinion website, but
it did not consider some other important factors, such as the number of approvals of a
review against that of other reviews and the reputation of the reviewers, each of which can
significantly reflect the trustworthiness of the review. This study considers more factors
than previous works to evaluate the trustworthiness of reviews and proposes a set of
criteria (i.e., factors) for evaluating the trustworthiness of reviews, constructing a search
engine to collect the target reviews scattered among different opinion websites. Finally,
the collected target reviews are ranked using the proposed criteria. To demonstrate the
effectiveness of the proposed search engine, it was used to collect more 80,000 reviews
for mobile phones from the three main opinion websites (Epinions, CNET, and Amazon)
and to rank them with the proposed “Trustworthy Review Ranking System” (TRRS). We
invited several experts who are familiar with the functions of these mobile phones to
evaluate whether the ranking of opinions by the proposed search engine was appropriate.
We utilized the Spearman’s correlation coefficient to compare the rankings between our
method and the experts” opinions. We use three sets of weights to measure the effectiveness
of our method, and the results showed a positive Spearman’s rank correlation coefficient
between our method and the experts’ opinions, indicating that our method is effective in
searching and ranking reviews based on trustworthiness. By analyzing the behavior of the
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reviewers and the review characteristics and then sorting the reviews according to the level
of trustworthiness, the users or potential customers can easily understand the reputation
of the electronic product and reduce the screening time for the product. The results of
this paper can be adopted by web-based commerce companies to calculate the impact of
online reviews on their commercial online community and to help them to quickly detect
fraudulent, biased, collusive, or exaggerated reviews.

2. Literature Review
2.1. Concept of Trust

Trust is a subjective concept in which an individual believes that another person can
reliably bring benefits and /or give satisfaction [17,18]. Although trust is an abstract concept,
some scholars have devoted themselves to quantifying trust [3]. The trustworthiness
of someone is defined as the probability that their behavior can meet another person’s
expectation. A higher trustworthiness of an individual indicates a higher possibility
that this individual can satisfy the expectations of others. In traditional society, people
establish trust between each other based on face-to-face interactions. However, due to the
convenience of the internet, people have fewer face-to-face interactions. Relational trust
is not applicable for calculating the trustworthiness of an individual in a network society,
since most people interact with each other through email, telephone, or blogs, without
face-to-face interactions. For example, in an online shopping scenario, consumers purchase
merchandise through an online platform. They do not have any physical interaction
with the sellers during the whole purchasing process. The trustworthiness of the seller
is calculated based on the reputation of the seller and/or feedback on transactions from
other consumers before trading with them. The calculation of the trustworthiness of
the participating persons in an auction website is another example. An auction website
can calculate the trustworthiness of a participant from feedback on the participant’s past
transactions [19]. The public can use this information to help them judge whether to trust
the person they are considering dealing with. There are also no face-to-face interactions
between users on opinion websites. We adopted calculative trust in this study to evaluate
and rank the trustworthiness of reviewers and the collected reviews through the reviewer’s
reputation and the content of the reviews. With this ranking, consumers can efficiently and
effectively access trustworthy reviews.

2.2. Spam Detection

Previous studies have shown that consumers’ purchasing intentions are significantly
influenced by online reviews [20]; clearly, whether the reviews are genuine is important
for the readers of the reviews. Due to the low cost of spreading information through
the internet, unsolicited messages (often called spam) permeate the internet, including
in emails, blogs, forums, online communities, and video streaming websites. Spam is
often spread without permission from the receivers, and the content of the spam is often
unhelpful to the receivers. There are several reasons for the spread of spam, such as
disseminating pornography, phishing, and spreading advertisements and viruses. Spam
not only occupies the network but also wastes the user’s time filtering it out. Automatically
detecting or filtering spam is an important task to prevent users from being exposed to
high volumes of information that is essentially useless. The spam detection methods used
in previous studies included machine learning methods used to build a model such as a
neural network that is trained using the appropriate data. The model can learn the features
of the training data and is then used to classify new input data. Machine learning methods
can be further divided into two subtypes: supervised learning and unsupervised learning.
The supervised learning method feeds spam and non-spam data into the model to train an
inferred model, with classifier and regression functions, for spam prediction.

Unlike the supervised learning methods, unsupervised learning methods do not
require pre-labeled data to establish an inferred model. Since the training data given to the
method are unlabeled, there are no feedback rewards from the training data to the method
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when establishing the inferred model. The unsupervised learning method is more suitable
for problems where the characteristics of the problem continuously evolve or change. For
example, owing to the different types of email spam, spam cannot be easily labeled as a
specific class. The classifiers of supervised learning for email spam often suffer from low
discriminant rates. Some researchers [14] proposed an incremental cluster-based method
to address this problem. This method extracts characteristics from each group as criteria
to classify the email. The cluster-based method then uses these criteria to classify the
emails and spam. Compared to the supervised learning method, the execution time of
unsupervised learning methods is relatively large. Since the training data are unlabeled,
the unsupervised learning method has to classify the training data by itself.

In general, machine learning methods can quickly detect spam. However, nowadays,
many spam reviews can disguise themselves as genuine reviews with different appearances
to avoid being detected [21]. A review is considered spam if there are many duplicates
across different opinion websites. This type of spam review often disguises itself by
replacing the title or contents with synonymous or similar words to avoid detection. Other
prejudiced spam reviews may have overly enthusiastic or negative attitudes towards the
product. These two types of spam reviews cannot be identified by means of machine
learning methods, since these methods do not consider semantics. Natural language
processing, like sentiment analysis, has been proposed as a solution to this problem [15,22].
Natural language processing can explore the structure and meaning of a text, transforming
the semantics or sentiments, which can be analyzed by the system to better understand
the sentiment and attitude of the reviewer and to detect extraordinary attitudes for the
purpose of spam detection. The natural language processing method can find more hidden
spam on the internet than machine learning methods, but the execution time of natural
language processing methods is very long since it is difficult to retrieve the semantics
of a review. This study adopted the NLP technique to determine the attitudes of both
the reviews and the comments on the reviews to consider whether the reviews met with
approval in comments from others and whether any reviews were outliers compared to
other reviews for the same product.

2.3. Topic-Specific Search Engines

Search engines are the most commonly used tool on the internet. Traditional search
engines are general-purpose tools that can find a variety of results for a query. However,
for a user who is only interested in a specific category of results, the wide array of results
from general-purpose search engines will slow the user in browsing through the results.
Therefore, topic-specific search engines that primarily focus on specific content have been
proposed to meet the demands for information on a specific topic [23]. The concept of
topic-specific search engines is widely applied in different domains to provide a convenient
way to search for information on the web. For example, Pricewatch is a price comparison
search engine [24]. Consumers can use it to find the cheaper and cheapest products on
the internet. Compared to general-purpose search engines that equip a program (called
a crawler or spider) to retrieve all the information on the internet, topic-specific search
engines equip a similar spider (called a focus crawler) to only retrieve information related
to the specific topic. Although the goal and collected information of the general-purpose
and topic-specific search engines are different, the topic-specific search engines, like general-
purpose search engines, also rank the results with similar popularity metrics. However,
these topic-specific search engines rarely take into consideration the possibility that the
content of a webpage may be fake. The concept of trust is not considered as a factor in
ranking the search results. Therefore, users cannot judge whether the ranked search results
can be trusted or not. The amount of information on the internet is huge, and the demand
for searching for specific topics has increased. Some studies in the literature have used
new computer architectures, such as Spark architecture, to efficiently analyze the huge
amounts of data generated by mobile devices [25]. However, to date, there has been no
research focusing on topic-specific search engines for product reviews. This paper proposes
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a topic-specific search engine for product reviews with its ranking criterion being the
trustworthiness of the review. Since the product reviews may be fake, the ranking of these
reviews by the proposed topic-specific search engine plays an important role in reducing
the risk of consumers buying inappropriate products.

3. Proposed Calculation of Trustworthiness

The proposed topic-specific search engine, focusing on reviews, collects most of the
product reviews published on the internet. The search engine first retrieves all the product
reviews on the internet through its focus crawler and stores them in a database. Then, the
TRRS analyzes the characteristics of the reviews and calculates the trustworthiness of these
reviews. When a user enters a query about a specific product, the TRRS returns the pre-
ranked reviews to the user. The structure of the TRRS can be divided into three modules:
the crawler module, the processing module, and the user interface module (Figure 1).

Original
Database

. ’ Process module
User Interface module .
Index
TRRS Database
Interface

Figure 1. Operation process of TRRS.

In the crawler module, a focus crawler is used to retrieve the product reviews from
the internet. The focus crawler periodically searches for product reviews on major opinion
websites such as Amazon, CNET, etc. The specified products whose reviews can be
retrieved are given in advance; the crawler will only retrieve the reviews whose context
contains the keywords related to the specified product. Then, the crawler divides the
related reviews into several fields, such as title, content, date, author name, etc., and stores
the divided data in a database, which is processed by the next module. In the processing
module, there are two functional operators, namely, a parser and a calculator. The parser
analyzes the content of the reviews in the database and analyzes the attitude of the reviews
through natural language processing (discussed later), then stores the categorization of the
attitude in the index database. The attitude category is used to filter out outliers whose
attitude is opposite to the attitude of most of the other reviews for the same products.
The method for identifying outliers is discussed in the next subsection. The calculator
filters out certain factors, such as the length of the review and the number of visitors to
the review, which are used to calculate the trustworthiness of the review (also discussed
later). Then, the calculator sorts the reviews by trustworthiness; the ranked reviews are
used by the user interface module. In the user interface module, users only need to type
their keywords into the interface of the TRRS, and then the interface returns results ranked
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based on trustworthiness. Compare to traditional search engines, this topic-specific ranking
allows users to browse reviews with ease and confidence. Thus, users can access more
trustworthy reviews through the TRRS.

The processing module containing the parser and calculator ranks the reviews accord-
ing to the trust factors that affect the trustworthiness of the reviews. In this study, these
trust factors were grouped into two categories, namely, reviewer authority and review
authority, as depicted in Figure 2. Since the influence of these trust factors varies, the TRRS
gives individual factors different weights to balance the inherent bias in developing the
criteria for the trustworthiness of reviews.

Title length

Content length

Vote through
Revfew\

|
Comment number Authorit!/

Url number

Write number

Visitor number

Reviewer
Authority

Life time

Vote reviewer

[
[
[
[
[
| Review attitude
[
[
[
[
[

Savvy degree

Figure 2. Classification of the trust factors.

The review authority contains the following factors: the title length and content length
of the review, the number of comments and the vote through for the review, and the URL
number and the attitude of the review, which are related to the characteristics of a review.

The factor of the title length of a review is denoted by Cr;. Jindal and Liu [26] indicated
that the longer the review’s title, the more comments and feedback the review will receive,
and that if a review attracts users to give feedback, the review has a lower possibility of
being a spam review. Thus, we can reason that if a review has a longer title, the review has
a lower possibility of being spam; in other words, the review has a higher possibility of
being trustworthy. Let |Crp(c)| denote the length of the title of review c. The lengths of
the titles of reviews may vary significantly. Thus, this study used the natural logarithm to
reduce the variation in the lengths. Therefore, the measurement of the factor of the title
length of a review is defined as the value of log(|CrL(c)|). Note that for the other factors
discussed later, if their values varied significantly, we also used the natural logarithm to
reduce their variation to a smaller range.

Similarly, the factor of a review’s content length is denoted by C¢;. Hsu, Khabiri, and
Caverlee [27] indicated that the length of a review’s content can be a criterion to measure
the usefulness of the review. The longer the content of a review, the more useful the review
is. In general, a useful review has a lower possibility of being spam. Thus, we can also
reason that if a review has a longer content, the review’s content has a lower possibility of
being spam; in other words, the review has a higher possibility of being trustworthy. Let
|Ccr(c)| denote the length of the content of review c. Then, the measurement of the factor
of the content length of a review is defined as the value of log(|Ccr(c)|).

After a review is posted on the internet, some readers may browse the review for
reference. These readers may agree or disagree with the viewpoint of the review, and they
can vote for or against the review or provide feedback through comments. Most opinion
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websites provide a mechanism that allows readers to vote for the review. Thus, other
readers can judge the reliability of the review from the voting ratio. If the review is a spam
review, the voting ratio will be low. Jindal and Liu [26] also indicated that the voting ratio
can be a criterion to measure whether a review is a spam review. Let the factor of the voting
ratio of a review be denoted as Cyr; then, the measurement of the factor of the voting ratio
for review c is defined as the value of log(Cyr(c)).

In addition to voting for a review, most opinion websites also provide other mechanism
like commenting to compliment or criticize the review. Generally, the more comments a
review receives, the more attractiveness it has. In most cases, if a review is a spam review, it
will not attract people’s attention and receive feedback. Thus, we can infer that if a review
obtains many comments, the review has a lower possibility of being a spam review; in
other words, the review has a higher possibility of being trustworthy. Let the factor of the
number of comments for review ¢ be denoted as Ccy(c); then, the measurement of the
factor of the number of comments for review c is defined as the value of log(Ccn (¢)).

The number of the hyperlinks contained in a review can be a clue for identifying
advertisement reviews. Benevenuto et al. [28] indicated that spam reviews usually contain
hyperlinks in their content. Thus, we can reason that if a review has more hyperlinks in its
content, the review has a higher possibility of being spam; in other words, the review has a
lower probability of being trustworthy. Let the factor of the number of URLs for review c
be denoted as Cyyn(c); then, the measurement of the factor of the number of URLs in the
review is defined as the value of log(Cyn/(c)).

The above factors implicitly influence the trustworthiness of a review. The content of
a review contains more clues to identify spam reviews. In general, a review for a product
always reveals a positive or negative attitude towards the product. Yoo and Gretzel [29]
indicated that some spam reviews have extraordinary attitudes among all the reviews for
the same product. That is, if an attitude of a review is against that of most of the other
reviews, the review has a higher probability of being a spam review. In this study, we
adopted the technique of natural language processing [30] to preprocess the reviews and
determine the attitudes of the reviews. In detail, the content of a review is first parsed into
tokens, and then the neutral tokens are filtered, such as nouns, pronouns, “be” or similar
verbs, articles, etc. The remaining tokens are used to search the WordNet to obtain the
attitude of these tokens, and the numbers of positive and negative words are summed. The
attitude score is defined as the number of positive words minus the number of negative
words. The same calculation for attitude is applied to all the other reviews for the same
product. The mean and the standard deviation of the attitude score for the same product
can then be derived. A review is judged as an extraordinary one if its attitude score falls
three standard deviations away from the mean of the attitude scores for the product.

Another obvious clue in the content of a review is the attitude of the comments from
other users. Let Py denote the kth product in the opinion website, CZP" denote the ith

review for the kth product, and AP(CZP") denote the attitude score of review i for the kth
product. The mean, py, of a review’s attitude for product k is defined as the expression

) ll»\ﬁl (AP (Cip") / Nk) , where Nj denotes the number of reviews on the website for product
Pg. The standard deviation, oy, of a review’s attitude score for product k is defined as

2
the expression \/ 1 / N Z fi‘l (AP(Cip" ) — M) . In summary, for a review C that discusses

the kth product, the standard score (i.e., its Z-value) of the review’s attitude is denoted
as Z(CPr). Using the definition of Z-values, Z(C) equals (AP(CP*) — py)/0y. Note that
if the attitude of a review is significantly different from the average attitudes of all the
reviews, that review may be biased, faulty, and unreliable. Thus, the trustworthiness of a
review is inversely proportional to the absolute Z-value, denoted as |Z(c)|, of the attitudes
of the review.

In addition to the characteristics of a review, this study also considered the characteris-
tics of the reviewer to measure the trustworthiness of a review. In general, a trustworthy
reviewer often writes trustworthy reviews; thus, we can use reviewer authority to measure
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the trustworthiness of reviews. Relational trust is not applicable in a network society, so
calculative trust is the main way to measure the trustworthiness of an individual in an
online community. In this study, we considered the reviewer’s reputation and past behavior
to measure the trustworthiness of a review. By analyzing reviewers’ behaviors, we can
obtain the number of reviews, number of visitors, and registration time (or life time). The
factor of the number of reviews written by a reviewer is denoted by Ryyn. Hsu, Khabiri, and
Caverlee [27] indicated that the number of reviews can be a criterion to measure a review’s
usefulness. The more reviews a reviewer writes, the more experience the reviewer has. In
general, an experienced reviewer writes more useful reviews than novice reviewers. Thus,
we can reason that if a reviewer writes more reviews, the reviewer has a lower possibility
of being a spam reviewer; in other words, the reviewer has a higher possibility of being
trustworthy. Let Ryyn(7) denote the number of reviews written by reviewer r. Then, the
measurement of the factor of number of reviews of the reviewer is defined as the value of
log(Ry (r)).

Similarly, the factor of the number of visitors of a reviewer, denoted as Ryy, is the
number of people to ever visit the reviewer’s profile in this social community. Generally,
the more visitors the reviewers have, the more attractiveness they have. If a reviewer is
a spam reviewer, they cannot attract people to visit them, and the visitors are fewer than
those for genuine reviewers. Thus, we can reason that if more people visit the reviewer,
the reviewer will have a lower possibility of being a spam reviewer, in other words, the
reviewer has a higher possibility of being trustworthy. Let Ry (7) denote the number of
people who have ever visited the reviewer r. Then, the measurement of the factor of the
number of visitors of the reviewer is defined as the value of log(Ryn(7)).

The factor of the registration time (denoted as life time) of a reviewer, denoted as R;,
is the period of time for which the reviewer has been registered in this social community.
Benevenuto et al. [28] indicated that the accounts of spam reviewers are usually live for
shorter periods compared to genuine reviewers, and the life time of spam reviewers usually
does not exceed one year. Thus, we can reason that if the reviewer has a longer life time,
the reviewer has a lower probability of being a spam reviewer; in other words, the reviewer
has a higher probability of being trustworthy. Let Ryr(r) denote the period of time that
the reviewer r has been registered in this social community. Then, the measurement of the
factor of the reviewer’s registration time is defined as the value of log(R;7(r)). In addition
to the reviewer’s behavior, the reputation of the reviewer is another important factor for
measuring the trustworthiness of a reviewer. In this paper, the reviewer’s reputation was
based on the voting ratio and the degree of savviness of the reviewer.

Generally, if the voting ratio for a reviewer is high, it means that the reviewer is a
reliable reviewer. In turn, a reliable reviewer can write more trustworthy reviews than
a novice reviewer. Thus, we can reason that if a reviewer has a higher voting ratio,
the reviewer has a higher reputation, and their reviews have a higher probability of
being trustworthy. Let the voting ratio for reviewer r be denoted by Ryg(r). Then, the
measurement of the factor of the voting ratio is defined as the value of log(Ryg(r)).

Josang et al. [3] indicated that reputation systems, such as auction websites, forums,
and opinion websites, are trustworthy. The ranking result of opinion websites can also
be trusted. Thus, we can reason that if a reviewer has a higher rank, the reviewer has a
lower probability of being a spam reviewer; in other words, the reviewer will have a higher
probability of being trustworthy. The factor of the degree of savviness of reviewer r is
denoted by Rsp(r) for this opinion website. Then, the factor of the degree of savviness of
the reviewer is defined as the inverse value of Rgp(7), i.e., 1/Rgp(r).

Since the above two authorities in Figure 2 affect the trustworthiness of reviews, we
can take each factor into consideration to represent their influence in the trustworthiness
evaluation. For simplicity, we used the linear combination of each factor with a weight.
Then, the above factors can be summed up into a measurement. The trustworthiness of
a review can be formulated as below. In detail, let TDR(c) denote the trustworthiness of
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review ¢ written by reviewer r. The weights in the formula associated with the factors are
aligned in the same order as in Figure 2. Then,

TDR(c) = Wr x log(|Crr(c)|) + Wer x log(|Ccr(c)|) + Wyt x log(Ryr(r))+
Wen x log(Cen(c)) + Wun x log(Cun(c)) — Wra x |Z(c)|+
Wwn x log(Rwn (7)) + Wyn x log(Ryn(r)) + Wit x log(Rpr(r))+
Wyr x log(Ryg(r)) +Wsp x (I{s%(”))

where the total weight is 1, namely, W,;;; =1
= WrL + Wer + Wyt + Wen + Wun + Wra + Wwn + Wyn + Wir + Wyr + Wep.

Since the content, comments on the review, and (limited) information on the reviewer
can be obtained from online reviews, this information was considered the easiest to obtain
from websites. We surveyed nearly all the recent papers that investigated the characteristics
of reviews and reviewers, and we proposed potential factors that influence the trustworthi-
ness of reviews, which are summarized in Figure 2. Referring to the literature, this study
considered the trustworthiness of reviews from their intrinsic characteristics, like their
content length, title length, number of URLs contained, comments on the review (voting
ratio), and the number of comments. In addition, the reviewer’s characteristics were also
considered, since they can also reflect the trustworthiness of the review; these included the
number of reviews, number of visitors, life time, and degree of savviness.

Note that each factor in the review authority (i.e., the title length, content length,
number of comments, voting ratio, review attitude, and number of URLSs) can be considered
to be independent from the others. For example, the title length has no relationship
with the content length, number of URLs, voting ratio, comment attributes, and number
of comments in most cases, and the title length has no relationship with all the other
considered factors (shown in Figure 2) of the reviewer authority. Regarding the other
considered factors of the reviewer authority (i.e., the number of reviews, number of visitors,
life time, voting ratio for reviewers, and degree of savviness), the first three factors (namely,
the number of reviews, number of visitors, and life time) in some situations may have
positive relationships with each other. For example, if the reviewer has a longer life
time, they may write more reviews and have a higher number of visitors, and vice versa.
However, in most cases, their relationships are too vague to evaluate. The influences of
the first three factors are summed in the formula, thus influencing the trustworthiness of
the review. Similarly, in some websites, the last two factors of the reviewer authority, i.e.,
the voting ratio and the degree of savviness of the reviewer, are also summed up to show
their influences.

4. Results and Discussion
4.1. Experiments and Results

To demonstrate the effectiveness of the proposed search engine for trustworthy reviews
for 3C products, we constructed a search engine in the PHP language. Since there are too
many product reviews on the internet to be completely crawled in a limited amount of
time, we selected three well-known opinion websites, i.e., Epinions, Amazon, and CNET,
to retrieve the reviews for mobile phones. We used a focus crawler to retrieve product
reviews from November 2021 to February 2022 from these three websites, resulting in more
than 80,000 product reviews being added to our database. Note that the Epinions website
is a paid review website. We obtained reviews from the website https:/ /paperswithcode.
com/dataset/epinions (accessed on 29 March 2023). In this study, three experiments were
performed, since the influence of the selected trust factors may vary. The TRRS gives each
factor a weight to balance the inherent bias in developing criteria for the trustworthiness
of reviews. To ensure generalizability, in our experiments, we used three different sets of
weights for each experiment. The first set of weights assumes that all trust factors have
the same influence on the measurement of trustworthiness. The second set of weights
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assumes that the reviewer authority has more influence than the review authority, since
many online websites use calculative trust to evaluate the trustworthiness of consumers and
suppliers; thus, the reviewer’s reputation and past behavior are important in measuring
trustworthiness on the internet. The third set of weights was decided by general rules
of thumb.

In our experiments, we compared our results with the opinions of experts who have
used the specific mobile phones. Seven experts participated, five of them male and two of
them female. All of them have a great deal of experience in e-shopping for 3C commodities;
two of them come from the faculties of business departments of universities, another two
are colleagues in our laboratory, and the remaining three were invited experts from the
internet. We applied the Spearman’s rank correlation coefficient to evaluate the similarity
between our results and the experts’ opinions. A high correlation coefficient indicates that
our method is effective in finding trustworthy reviews on the internet. We analyzed the
reviews for three mobile phone models: Apple iPhone, Samsung Galaxy, and Google Pixel.

In our experiment, we selected the top 10 reviews using the TRRS for the three
products, and we then compared the result with the experts’ ranking (Figure 3). The blue
lines in each sub-figure of Figure 3 denote the review results from the experts for the three
products, which were the baseline for comparing the review results obtained using the
TRRS. The red lines in Figure 3 denote the ranking of the reviews for the three products.
The Spearman’s rank coefficient, p, which was used to measure the correlation between the
experts’ opinions and the TRRS results, is shown in each sub-figure. The smaller the value
of p, the higher the correlation.
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Figure 3. Cont.
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Figure 3. Ranking of reviews by experts and the TRRS using three different weight sets: (a) First
product with the first weight set; (b) second product with the first weight set; (c) third product with
the first weight set; (d) first product with the second weight set; (e) second product with the second
weight set; (f) third product with the second weight set; (g) first product with the third weight set;
(h) second product with the third weight set; and (i) third product with the third weight set.

Since this study focused on the trustworthiness of reviews, metrics such as precision,
the recall rates, and others, which are used for evaluating the performance of classifiers,
were not suitable for this problem since the evaluation results of the trustworthiness of a
review fall on a spectrum ranging from untrustworthy to trustworthy, rather than binary
results. Thus, we did not use these metrics. Instead, we adopted the Spearman’s correlation
coefficient to compare our ranking results with those from the experts.

In the above three experiments with different sets of weights, it was evident that
the influences of the selected trust factors were different, and we could achieve a better
performance by adjusting the weights. According to the results of the experiment, we can
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see that the results with the second set of weights were worse than those with the other
sets. Thus, we can reason that consumers may not significantly consider the reviewer’s
reputation and past behavior, and they only focus on information about the characteristics
of the review in judging the trustworthiness of reviews. Despite the sets of weights being
different, the proposed method still produced a positive result for all experiments, thus
demonstrating the effectiveness of the proposed ranking mechanism.

4.2. Discussion

The weight of each factor is crucial to the final ranking. Generally, it is easy to
precisely gauge the weights for factors for tangible materials/phenomena, such as the
weather, earthquakes, nutrition, etc. However, the weights of the factors influencing the
trustworthiness of a review are complex, since trustworthiness is an intangible concept. In
this study, we attempted an Analytic Hierarchical Process (AHP) [31], where we invited
experts to try to weight the factors through pairwise comparisons of the factors. However,
the experts could not finish the comparisons of the factors; for example, they could not give
a weight for ‘number of comments” against the ‘title length’, ‘content length’, etc., since
these factors are related to cognition and are hard to gauge numerically.

For such intangible concepts, trial-and-error or rule-of-thumb may be a possible way
to weight the factors. A Principal Component Analysis (PCA) is a linear dimensionality
reduction technique that is used to identify the principal components. Some redundant
components can be removed if they consist of a set of other orthogonal components. We
weighted each factor but did not use a solid analytic technique to determine the correlation
between the considered factors. The reason for this is that the review data were written and
responded to by humans; thus, some of the above considered factors, such as the voting
ratio and number of comments for the review and the number of visitors and number of
votes for the reviewer, may be null. In addition, the correlations among the factors are
vague as there have been no studies in the literature quantifying these correlations. We
finally used three different sets of weights for each factor (Tables 1-3) to determine which
set of weights was more suitable by comparing the results with the experts’ rankings. This
is a feasible way to obtain suitable weights for factors for such an intangible concept after
several trials.

Table 1. The first set of weights.

Weight WrL Wcr Wyr Wen Wun WRa Wwn Wyn Wit Wyr Wsp
Value 0.09 0.09 0.09 0.09 0.09 0.09 0.09 0.09 0.09 0.09 0.09
Table 2. The second set of weights.
Weight Wrr Wer Wyr Wen Wun Wga Wwn Wyn Wrr Wy Wsp
Value 0.033 0.033 0.033 0.033 0.033 0.033 0.16 0.16 0.16 0.16 0.16
Table 3. The third set of weights.
Weight  Wyp Wer Wyt Wen Wun Wra Wwn Wyn Wrr Wyg Wsp
Value 0.1 0.3 0.1 0.1 0.05 0.05 0.1 0.05 0.05 0.05 0.05

Clearly, trial-and-error can also be applied to product types or categories other than
3C products since the characteristics of reviews and reviewers for the different categories of
products are similar. A possible difference between 3C and products of other categories is
the terms used in the review and the evaluation method for the degree of savviness of the
reviewers. The weights of the considered factors in this paper for 3C commodities may be
different to those for different categories of products, such as travel and restaurant evalua-
tions [13], since reviews for different products will have different focuses and attitudes and
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a different reviewer group. Thus, our method needs to be modified accordingly to adapt to
different categories of products.

This paper investigated the factors of reviews posted on 3C commercial websites.
The proposed trustworthiness equation is based on the reviews and information of the
reviewers obtained via crawling from the websites. Clearly, the disclosed information
about the characteristics of the reviews, the characteristics of the reviewers, and linguistic
considerations, such as the compatibility of the language, the judgment of sentiments, etc.,
significantly influenced the effectiveness and completeness of the data when evaluating
the trustworthiness of reviews. A confidentiality and protection policy for the reviewers is
respected by each e-commercial website. In cases where the unveiled data are de-identified
or even when the reviews are converted into statistical data, the proposed method cannot
work well. Clearly, the degree of data disclosed to the public is a limitation to this method.

5. Conclusions

In this paper, a search engine to find trustworthy reviews was designed using an
innovative method of ranking reviews for users. The method included many trust factors
used to evaluate the trustworthiness of reviews. Since product reviews are scattered across
many opinion websites and the number of product reviews is huge, users have to take
the time to collect product reviews. However, there has been no prior research focusing
on topic-specific search engines for product reviews. Our proposed search engine collects
reviews and ranks them based on trustworthiness, reducing a user’s risk of buying an inap-
propriate product. Biased, fraudulent, or exaggerated opinions may influence or mislead
customers to make the wrong decision. If their shopping experience is negative, consumers
may not refer to the review mechanism provided by the website in the future. Thus, a
trustworthiness evaluation and ranking of reviews is important and needed in e-commerce.
Our experiments showed the effectiveness of the proposed ranking mechanism. The Spear-
man'’s rank coefficient showed a positive correlation between the experts’ opinions and our
results. Thus, our method can allow users to browse reviews with ease and confidence.
In addition, the results of this paper can be used in industry and academia to calculate
the impact of opinions on the online community and to help to quickly detect fraudulent,
biased, collusive, or exaggerated opinions.
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