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Abstract: Network coding is a potent technique extensively utilized in decentralized Internet of
Things (IoT) systems, including the Internet of Medical Things (IoMT). Nevertheless, the inherent
packet-mixing characteristics of network coding expose data transmission to pollution attacks, poten-
tially compromising the integrity of original files. The homomorphic signature scheme serves as a
robust cryptographic tool that can bolster network coding’s resilience against such attacks. However,
current schemes are computationally intensive for signature verification, making them impractical
for IoMT environments. In this study, we propose a lightweight identity-based network coding
scheme (IBNS) that minimizes computational overhead during the signing and verification processes.
This scheme has been demonstrated to be secure against adaptive chosen-message attacks and is
well-suited for IoMT applications. Furthermore, we assess the performance of our IBNS through both
theoretical and experimental analyses. Simulation outcomes confirm that our scheme outperforms
previous ones in terms of practicality and efficiency.

Keywords: network coding; pollution attacks; identity-based cryptography; homomorphic signature

1. Introduction

The Internet of Medical Things (IoMT), as current popular technology, connects doc-
tors, patients, and wearable devices, thus achieving more convenient and accurate disease
management for patients [1–3]. Since the patient’s medical detection device can collect data
and transmit it in real time to a medical cloud server via the network, the medical staff can
access patients’ data without going offline.

Network coding introduces a novel mechanism where intermediate nodes combine in-
coming packets before forwarding, enhancing throughput, robustness, and reducing power
consumption [4]. Its application within the Internet of Medical Things (IoMT) is particularly
significant. It should be noted that the IoMT and network coding technology is also gaining
popularity. For example, Peng et al. proposed an efficient network coding-based fault-
tolerant mechanism in WBAN for smart healthcare monitoring systems [5]. In addition,
Takabayash proposed a network coding scheme [6] in the IoMT environment based on the
IEEE 802.15.6 ultra-wideband physical layer. Finally, Ar-Reyouchi et al. proposed a health
data coding scheme [7] in the wireless medical sensor network environment.

At present, the network coding scheme in the IoMT environment needs to solve
three problems: well-documented pollution attack [8,9], adaptive chosen-message attacks,
and how to reduce the communication cost of network coding as much as possible [10].

Firstly, the well-documented pollution attack poses a critical security threat to network
coding due to the potential for packet mixing, which can rapidly propagate pollution
throughout the network [11]. As a result, even with sufficient packets, the destination node
may fail to recover the original data, squandering network resources. Existing counter-
measures against pollution attacks generally fall into two categories: information-theoretic
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methods [12–14] and cryptographic methods [15–17]. Information-theoretic methods in-
troduce redundancy to recover from malicious faults but merely tolerate pollution attacks
passively at the destination. In contrast, cryptographic methods empower intermediate
nodes to detect and filter polluted packets during transmission, effectively mitigating
pollution attacks at their source. Cryptographic methods can be further classified into
symmetric key [18–21] and public key approaches [22,23], with the latter gaining promi-
nence due to their solution to the key distribution problem, making them particularly
suitable for network coding scenarios involving multiple source and destination nodes.
This paper focuses on homomorphic signatures within public key methods, characterized
by the ability of intermediate nodes to detect and filter polluted packets by combining all
received signatures into a unified signature that must correspond to the combined data
packet, allowing intermediate and destination nodes to identify potential errors.

Moreover, how to prevent adaptive election-message attacks is also a problem that
needs to be solved. Under adaptive chosen-message attacks, attackers can select the
messages they want to attack based on previously received information [24,25]. In an
adaptive selective message attack, the attacker can use the signer as an oracle throughout
the attack [26,27]. They can select messages based on the signer’s public key and previous
messages or signatures obtained during the attack. At present, there are two ways to
prevent it. One is to use encryption or coding schemes that limit the plasticity of ciphertext
and the proof of system security [28]. The second is to use digital signatures [29].

Finally, how to effectively reduce the communication overhead of coding schemes is
also a problem that needs to be solved. Currently, the Public Key Infrastructure (PKI) is a
prevalent mechanism for certificate management, enabling the hierarchical transmission of
trusted messages among users. However, PKI deployment can be prohibitively expensive,
and certificate management is onerous, particularly within the context of the Internet
of Medical Things (IoMT). To circumvent the use of certificates, Shamir introduced the
concept of identity-based public key cryptography (IBC) [30], which employs a user’s
identifying information—such as an ID card, email address, or telephone number—as their
public key. A trusted authority, such as a Key Generation Center (KGC), then derives the
private key. This innovative approach significantly streamlines certificate management,
prompting scholars to develop numerous identity-based network coding schemes [31–33].
Nonetheless, existing schemes are challenged by their high computational requirements
for signature verification, a process that intermediate nodes with limited computational
resources may struggle to perform without introducing network latency. Consequently, few
existing schemes are suitable for the IoMT. To address this, we have designed a lightweight
identity-based linearly homomorphic signature scheme tailored for network coding.

Our Contributions: In this study, we introduce a novel, lightweight identity-based
network coding scheme (IBNS). The uniqueness of our scheme stems from the development
of innovative signing and verification algorithms, which can prevent well-documented
pollution attacks. In addition, we provide evidence that our IBNS is resilient to adaptive
chosen-message attacks under the k-CAA assumption. Both theoretical and experimental
analyses indicate that our scheme surpasses related schemes regarding computational effi-
ciency during the signature generation and signature verification phases. Our contributions
are threefold:

(1) IBNS adopts the homomorphic signature method in the public key method. This
method makes a one-to-one correspondence between the signature combination
and the packet. Through this correspondence, both the intermediate node and the
destination node can identify potential errors. This is why IBNS can prevent well-
documented pollution attacks.

(2) In the related discussion of security analysis, we prove the security of the IBNS
signature and authentication algorithm. Our proof process is based on the k-CAA
assumption. Compared with the security proof of other schemes, based on the k-CAA
hypothesis, it can be shown that this scheme can fully demonstrate that IBNS can
effectively prevent adaptive chosen-message attacks.
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(3) To reduce the overhead in the IoMT environment, we design a lightweight identity-
based linear homomorphic signature scheme for network coding. The experimental
results show that our scheme performed well.

Organization: This paper is structured as follows. Section 2 introduces the related
works of IBNS. The system and security models of IBNS are described in Section 3. Section 4
provides details on the components of IBNS. An analysis of the correctness and security of
IBNS is provided in Section 5. In Section 6, a performance analysis of IBNS is conducted.
Moreover, In Section 7, we discuss the meaning of IBNS in IoMT. Finally, Section 8 concludes
the paper and provides a summary of the findings on IBNS.

2. Related Works
2.1. Internet of Medical Things (IoMT)

The Internet of Things (IoT) concept was first introduced by Ashton et al. in 2009 [34].
As life expectancy increases and the population ages, healthcare services encounter signifi-
cant challenges.

The development of smart sensors, smart devices, and advanced lightweight com-
munication protocols created the possibility of interconnecting medical things to monitor
biomedical signals and diagnose the diseases of patients without human intervention,
termed the Internet of Medical Things (IoMT) [35]. IoMT has a variety of application
forms; the two most mainstream forms are (1) implantable medical devices (IMDs) and
(2) Internet of Wearable Devices (IoWDs) [36,37]. IoMT has been fully integrated into our
lives. In addition, with the application of deep learning and blockchain technology [38],
IoMT will become more intelligent and versatile. Moreover, relevant studies show that the
output value of IoMT is expected to be USD 13.5 billion by 2025 [39]. Therefore, IoMT has a
great future.

However, IoMT still faces several security challenges [40,41]. For example, dur-
ing health data collection, malicious users can attack related hardware and software
devices [42]. In data storage, storage services may be subject to DDoS attacks [43]. Most
importantly, security risks in transmitting medical data must be addressed urgently [44].
For example, transmitting data between sensors can be easily eavesdropped. In addition,
data transmission is prone to pollution attacks and adaptive chosen-message attacks [45].
Finally, the relevant coding scheme needs to be improved, and the digital signature function
needs to be added to the coding scheme [46]. Because there are many security risks in the
data transmission process, we propose IBNS to solve the security problems in the data
transmission process.

2.2. Homomorphic Signatures

In order to better prevent pollution attacks and adaptive election-message attacks,
homomorphic signatures are adopted in our scheme. The notion of homomorphic signa-
tures was initially introduced by Johnson et al. [47]. Following this, Lin et al. proposed
an identity-based homomorphic signature scheme suitable for network coding based on
the Computational Diffie–Hellman (CDH) assumption [32]. In contrast, the related key
attack on this scheme was considered by Chang et al. [33]. Additionally, a network coding
scheme with privacy-preserving features was introduced by Liu et al. [48], and a certificates
network coding scheme for IoT applications was proposed by Wu et al. [49].

In addition, homomorphic signatures have made significant progress in recent years.
First of all, authorized function homomorphic signature (AFHS) is a new primitive intro-
duced to address the problem of data owners lacking control of an agency’s behavior in
homomorphic signature [50–52]. In AFHS, the agency has to obtain a confidence key from
data owners to evaluate a function on the data and obtain a signature. This restricts the
agency’s ability to sign. Second, fully homomorphic signatures from standard lattices pro-
vide a new identity-based homomorphic trapdoor function (IBHTDF), which is claw-free
and collision-resistant [53–55]. Moreover, a homomorphic algorithm for the new IBHTDF
was found where the noise level of the multiplication gate is the same as that of the addition
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gate. This reduces the noise level of IBHTDF when evaluating a circuit of depth. Moreover,
finally, key-homomorphic signatures focus on key-homomorphic signature schemes and
show that this concept turns out to be an exciting and versatile tool [56,57].

3. System Model and Security Model

This topic describes the IBNS System Model and Security Model. First of all, in order
to better conduct the subsequent discussion, we introduce the relevant basic knowledge
of IBNS in Preliminaries. Secondly, we introduce the System Model of the Identity-based
Network Coding. Finally, we introduce the Security Model of the IBNS.

3.1. Preliminaries

Before introducing the preliminaries, we introduce some fundamental concepts used
in this study. Specifically, 1λ represents the security parameter, and PPT is an abbreviation
for “Probabilistic Polynomial Time”. For an algorithm A, the notation α

r←− Q signifies that
α is randomly selected from a set Q. Subsequently, y ← A(x1, · · · , xm) indicates that it
takes x1, · · · , xm as inputs and produces y as output. The symbols and their corresponding
definitions are detailed in Table A1 (Appendix A).

3.1.1. Bilinear Map

We introduce the concepts related to bilinear map. The properties of bilinear map
are bilinearity, non-degeneracy, and computability. We adopt G1,G2, and GT as three
multiplicative cyclic groups. And the generators of G1,G2 are g1 and g2. The order of the
three multiplicative cyclic groups is p. The properties of the bilinar map e : G1 ×G2 → GT
are as follows.

(1) Bilinearity. ∀a ∈ G1, ∀b ∈ G2, and ∀x, y ∈ Zp, e(ax, by) = e(a, b)xy.
(2) Non-degeneracy. For g1 and g2, e(g1, g2) ̸= 1.
(3) Computability. ∀P, Q ∈ G1. There is a polynomial-time algorithm to compute e(P, Q)

efficiently.

3.1.2. Complexity Assumption

Definition 1 (k-CAA problem). Given a cyclic group G1 with a prime order q, and there
are k + 1 elements x, a1, · · · , ak ∈ Z∗q , then suppose two elements g, gx ∈ G1 and k pairs(

a1, g(x+a1)
−1
)

,· · · ,
(

ak, g(x+ak)
−1
)

. For some a∗ /∈ {a1, · · · , ak}, it outputs a new pair
(

a∗, g(x+a∗)−1
)

.

Definition 2 (k-CAA assumption). If for any PPT algorithmA, its advantage to solve the k-CAA
problem is negligible, which can be denoted as:

AdvA = Pr
[
A
(

g, gx, g
1

(x+a1) , · · · , g
1

1/(x+ak)

)
= g

1
(x+a∗)

]
,

then we say that the k-CAA assumption holds on G1.

3.2. System Model of the Identity-Based Network Coding

In linearly identity-based network coding, three types of nodes need to be considered,
and these are source nodes (i.e., signers), intermediate nodes (i.e., repeaters and routers),
and destination nodes (i.e., receivers), respectively. In Figure 1, we give the schematic
diagram, including two source nodes.

• Source nodes want to send some data files to destination nodes. For the single source
node (S), which will transmit a data file V, it first splits the file into m blocks v̄1, · · · , v̄m,
and each block can be viewed as the n-dimensional vector v̄i = (vi,1, · · · , vi,n). Next,
Si augments each vector as vi = (v̄i, ei), where ei denotes the m-dimensional unit
vector and its i-th element equals 1. These augmented vectors v1, · · · , vm are also
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called packets. Now, S needs to generate a tag ti as the signature for each packet vi,
then it sends all packet–tag pairs {(vi, ti)}m

i=1 into the network.
• Intermediate nodes consist of abundant repeaters and routers in the network; they

process received pairs as follows. After receiving lots of pairs (v1, t1), · · · , (vl , tl) for
1 ≤ l ≤ m, each intermediate node (N) first checks the validity of each pair, and it
chooses l coefficients {ci}l

i=1 ∈ Zq randomly. Then, N computes a combined packet
and a combined tag as

v̂ =
l

∑
i=1

civi, t̂ =
l

∏
i=1

tci
i . (1)

The combined pair
(
v̂, t̂
)

will continue to transmit in the network.
• Destination nodes are receivers who want to obtain the whole data file during trans-

mission. Upon collecting m linearly independent packets (v̂1, · · · , v̂m), the destination
node (R) checks the validity of all pairs

(
v̂1, t̂1

)
, · · · ,

(
v̂m, t̂m

)
. If all of them are unpol-

luted, R can leverage the method of solving linear equations to recover the original
vectors (blocks) v̄1, v̄2, · · · , v̄m, that is, R obtains the data file V.

Figure 1. The system model of the identity-based network coding.

Definition 3 (IBNS). An identity-based network coding scheme IBNS consists of six PPT algo-
rithms and specific details are depicted as follows:

• Setup
(
1λ
)
→(msk, params): TA executes this algorithm. Upon receiving a security parame-

ter, denoted as 1λ, the TA generates a master secret key, represented as msk, and system public
parameters, symbolized as params.

• Extract-Private-Key (params, msk, ID)→SKID: Extract-Private-Key is executed by TA,
which is responsible for generating the private key SKID, for the source node. Specifically,
when provided with an identity, ID, associated with a user, the TA generates and delivers the
corresponding private key, SKID, to that user.

• TagGen (params, ID, SKID, vid)→τ: In this algorithm, the source node, given the public
parameters params, the identity ID, the private key SKID, and the identifier vid of a subspace
V, generates a file tag τ.

• Sign (params, ID, SKID, τ, v)→t: The signer executes this algorithm to generate the tag t as
the signature. Particularly, this algorithm takes the public parameters params, the identity
ID, the private key SKID, the file tag τ and a packet v ∈ V as input, and outputs a signature
t. Note that the signer should sign all packets v1, · · · , vm ∈ V, then any packets and tags can
continue to combine in the network.
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• Combine
(

params, ID, vid, τ, {ci, vi, ti}l
i=1

)
→
(
v̂, t̂
)
: This algorithm is executed by inter-

mediate nodes. It accepts as input the system parameters params, the user’s identity ID,
the identifier vid along with the tag τ of subspace V, and packet-tag pairs {ci, vi, ti}l

i=1,
and subsequently generates a combined packet–tag pair

(
v̂, t̂
)
.

• Verify
(

params, ID, vid, τ, v̂, t̂
)
→0/1: This algorithm can be executed by either the interme-

diate node or the destination node. It accepts as input the system parameters params, the user’s
identity ID, the identifier vid with the tag τ of subspace V and a combined packet v̂ with
signature tag t̂, and subsequently produces an output of 1 (accept) or 0 (reject).

Correctness. The correctness of secure IBNS requires that, for each output (params, msk)
generated from Setup, the following holds:

(1) For all user’s identity ID, all file identifier vid and all vectors v ∈ V, if τ←TagGen(par-
ams, ID, SKID, vid) and t←Sign(params, ID, SKID, τ, v), then

Verify(params, ID, vid, τ, v, t)→ 1.

(2) For all user’s identity ID, any file tag τ and all tuples
{
(ci, vi, ti)

m
i=1
}

, if

t̂← Combine
(

params, ID, vid, τ, {ci, vi, ti}l
i=1

)
,

and it equals Sign(params, ID, SKID, τ, ∑m
i=1 civi), then

Verify

(
params, ID, vid, τ,

m

∑
i=1

civi, t̂

)
→ 1.

3.3. Security Model of the IBNS

Consider a probabilistic polynomial-time (PPT) adversary capable of executing an
adaptive chosen-message attack on identity-based network coding schemes, with the
ultimate goal of producing a valid forged signature. Notably, this adversary can request
the private key corresponding to any user’s identity and has the ability to sign any packets
for any given identities. If the adversary fails to generate a valid forgery with a significant
probability, the identity-based network signature (IBNS) is deemed secure. The security
model of the IBNS can be characterized by a game in which the adversary interacts with
a challenger.

Game-IBNS: In this game, the adversary A interacts with the challenger C as follows:

• Initialization: Input the security parameter 1λ, the challenger C runs the algorithm

(msk, params)← Setup
(

1λ
)

,

then, it keeps msk secret and returns params to A.
• Queries: A is able to make a series of queries as follows adaptively.

– Extract-Private-Key-Queries: The private key associated with the user’s ID is
queried by A. The Extract-Private-Key operation is executed by C, which results
in the output of SKID. This is then returned to A.

– TagGen-Queries: The identity ID, the private key SKID, and a chosen file identifier
vid are submitted by A. Following this, the algorithm TagGen is executed by C,
which results in the generation of the file tag τ. This tag is then returned to A.

– Signing-Queries: The identity ID, the private key SKID, the file tag τ, and a
vector v ∈ V are provided by A. Subsequently, the algorithm Sign is executed
by C, which generates the signature tags t1, · · · , tm that correspond to packets
v1, · · · , vm. The packet–tag pairs {(vi, ti)}m

i=1 are then returned to A.
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• Output: Finally, the adversary A produces an identity ID∗, a file identifier vid∗ from
V, a file tag τ∗ from V, a packet v∗ ∈ V, and a tag t∗. The game is won by A if the
following conditions are met.

(1) Verify(params, ID∗, vid∗, τ∗, v∗, t∗)→ 1.
(2) The identity ID∗ does not appear in Extract-Private-Key-Queries.
(3) For all τk queried in TagGen-Queries, the file tag τ∗ ̸= τk and v∗ ̸=0.
(4) The file tag τ∗ = τk for some τk queried in TagGen-Queries, but v /∈ Vk. Here, Vk

is the subspace spanned by all packets {vi}m
i=1 with the same queried file tag τk,

where 1 ≤ k ≤ m.

We denote εA = Pr[Awins] as the advantage of the adversary A wins the game
Game-IBNS.

Definition 4 (Security against A). For any PPT adversaries A, if their advantages εA are
negligible, then we say that the scheme IBNS is secure under chosen-identity and chosen-subspace
attacks. In short, IBNS is a secure identity-based network coding scheme.

4. A Concrete Scheme in the IoMT

In this section, according to the bilinear map and the IBNS, we propose a concrete
identity-based network coding scheme applicable to the IoMT environment, then carry out
the correctness analysis and security analysis.

4.1. An Overview

In the IoMT environment, the IBNS consists of three entities, namely the trusted
authority, the data owner, and the medical cloud server. They can be defined as follows.

• TA (trusted authority): This entity functions as the center for key generation. Its
responsibilities include the creation of the private key in accordance with the identity
of the DO and the dissemination of the system’s public parameters.

• DO (data owner): Consider a patient equipped with medical detection devices as the
DO. They have the ability to send encrypted data files to medical cloud servers by
gathering and encrypting health data. Notably in IBNS, the identity of the patient
could be represented by their name or medical number. To alleviate the computational
load on patients, a security mediator can assist in processing data files and creating
packet–tag pairs for transmission.

• MCS (medical cloud server): The MCS consists of several cloud servers that store
data files from patients. Their goal is to gather sufficient uncontaminated packets to
restore the original data file. Once the data file is acquired, healthcare professionals
like doctors and nurses have the ability to download these data files from the MCS,
allowing them to stay informed about the patients’ conditions.

Figure 2 illustrates the process of communication between the above three entities.
Note that intermediate nodes are undertaking the verify-and-forward tasks in the network.

Figure 2. The system model of our proposed IBNS in an IoMT environment.
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4.2. Our Proposed Scheme

In this subsection, we give a concrete construction of our proposed IBNS, which can
be described as follows.

• Setup
(
1λ
)
→(msk, params): This algorithm is executed by TA. When given a security

parameter 1λ, it produces system parameters params and TA’s master key msk. Initially,
it selects two cyclic groups G1, G2 of identical prime order q and a bilinear map
e : G1 × G1 → G2. Subsequently, TA opts for a generator g ∈ G1, assigns msk = s,
and then calculates P = gs, which serves as a master public key. Define three hash
functions as

H1 : {0, 1}∗ × G1 × G1 → Z∗q , (2)

H2 : {0, 1}∗ × {0, 1}∗ × G1 → Z∗q , (3)

H3 : {0, 1}∗ × Zn × G1 → Z∗q . (4)

Then, TA keeps msk secret, sets w = e(g, g) and publishes the system parameters

params = (q, G1, G2, g, e, P, H1, H2, H3, w). (5)

• Extract-Private-Key(params, msk, ID)→SKID: The Teaching Assistant (TA) also exe-
cutes this algorithm. Specifically, it accepts the system parameters params, the master
key msk, and a unique identifier ID for the Data Owner (DO). Following this, the TA
makes a random selection of xID

r← Z∗q and proceeds with the computation

RID = gxID , zID = xID + sH1(ID||P||RID). (6)

Then, TA returns the private key SKID = (xID, zID) and RID to the DO through a
secure channel.

• TagGen(params, ID, SKID, vid)→τ: The DO executes this algorithm. Concretely, it
inputs the system parameters params, the identity ID, the private key SKID and a
subspace identifier vid, then it verifies

gzID ?
= RID · PH1(ID||P||RID). (7)

Hereafter, the DO randomly chooses x r← Z∗q , sets E = wx and computes

h = H2(ID||vid||E), τ =
RID

gzID+hxID
. (8)

Finally, the DO outputs a file (subspace) tag τ.
• Sign(params, ID, SKID, τ, v)→t: The DO is responsible for executing this algorithm.

Initially, it partitions the file F with tag τ into m vectors, denoted as v̄1, · · · , v̄m.
Each vector can be interpreted as an n-dimensional vector v̄i = (vi,1, · · · , vi,n) ∈ Zn

q .
Following this, the DO extends each v̄i to

vi = (v̄i, vi,n+1, vi,n+2, · · · , vi,n+m) ∈ Zn+m
q , (9)

where 1 ≤ i ≤ m. Subsequently, it defines V = span{v1, · · · , vm} as the subspace
spanned by the m packets. It then generates signature tags ti = (ti,1, ti,2) for each
packet vi ∈ V as

ti,1 = w
x·xID

x+xID
·
(

∑n
j=1 vi,j H3(ID||j||τ)

)
, (10)

ti,2 = w
x2

x+xID
·
(

∑n+m
j=n+1 vi,j H3(ID||j||τ)

)
. (11)
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Finally, the DO sends the subspace tag τ, the two public parameters RID and E,
the packets v1, · · · , vm and their corresponding tags t1, · · · , tm to all neighboring nodes.
When designing the signature, we first divide the file F into m vectors. The function of
the partition vector is to facilitate the node in checking the data. In the implementation
and development process, we used Python 3.8 and numpy for vector partitioning. It
should be noted that the vector’s size depends on the file size and does not have a
fixed value. We use bilinear mapping to generate signature tags. We use pypbc in
Ubuntu 20.04 LTS 64-bit operating system to achieve bilinear mapping. The operation
of bilinear mapping can be easily realized by using pypbc. In the process of imple-
mentation, we first initialize the bilinear map, generating g and w. Then, we generate
signature tags ti through bilinear mapping using the way of large integer operation.

• Combine
(

params, ID, vid, τ, {ci, vi, ti}l
i=1

)
→
(
v̂, t̂
)
: This algorithm is performed by

intermediate nodes. It first checks the validity of received packet–tag pairs {(vi, ti)}l
i=1.

If the check passes, the intermediate node randomly selects l combination coefficients
c1, · · · , cl

r← Zq and computes the combined packet–tag pairs

v̂ =
l

∑
i=1

civi ∈ V, (12)

t̂1 =
l

∏
i=1

tci
i,1, t̂2 =

l

∏
i=1

tci
i,2. (13)

Then, the intermediate node forwards
(
v̂, t̂
)
=
(
v̂,
(
t̂1, t̂2

))
to adjacent nodes in the network.

• Verify
(

params, ID, vid, τ, v̂, t̂
)
→0/1: This algorithm is executed by either intermediate

nodes or MCSs, and two situations need to be taken into account.

e
(

τ, Rh
ID · PH1(ID||P||RID)

)
= w, (14)

t
1

∑n
j=1 vi,j H3(ID||j||τ)

i,1 · t
1

∑n+m
j=n+1 vi,j H3(ID||j||τ)

i,2 = E. (15)

Upon receiving the combined packet–tag pairs, the intermediate node initially sepa-
rates

(
v̂, t̂
)

into
(
v̂,
(
t̂1, t̂2

))
, then it checks if Equations (14) and (15) are valid. If they

are, it outputs 1, and the intermediate node merges all clean packets into the combined
one and computes its signature tag. At the same time, it discards contaminated packets
and forwards the new mixed packet–tag pairs to neighboring nodes. Once the MCS
obtains the combined packet–tag pairs, it first inspects the subspace V’s tag τ, then
it checks if Equations (14) and (15) are valid. As soon as it gathers sufficient clean
data packets, it can restore the original file. Concurrently, it discards the contaminated
data packets.
And in the design and implementation of the signature verification process. We still
use Pypbc in the Ubuntu 20.04 LTS 64-bit operating system. The characteristics of
digital signatures determine that the verification results that need to be satisfied in
the design process of the verification algorithm are e(g, g) and E. In implementing the
verification algorithm, we still use the large integer operation. Large integer operation
and bilinear mapping are the main techniques used to implement the algorithm.
In addition, our validation algorithm only needs to use signature tags ti. In addition, F
is not used directly in the signature process, but tau is signed. An essential feature of
homomorphic signatures is that they are signed without using encrypted data directly.
Our scheme using bilinear mapping also ensures that our homomorphic signature can
satisfy the multiplicative homomorphism.
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5. Correctness Analysis and Security Analysis
5.1. Correctness Analysis

In the correctness proof, we first explain the correctness of the verification algorithm.
To verify the correctness of the algorithm, we only need to prove e

(
τ, Rh

ID · PH1(ID∥P∥RID)
)
= w

and t
1

∑n
j=1 vi,j H3(ID∥j||τ)

i,1 · t
1

∑n+m
j=n+1 vi,j H3(ID∥j||τ)

i,2 = E is established. Since the signature algorithm
needs to ensure that the calculation process of signature and verification is reciprocal,
according to this feature, we need to explain the correctness of the signature algorithm(
t̂1, t̂2

)
⇔ Sign le f t(params, ID, SKID, tau, hat textb f n right).

The security of our proposed IBNS is mainly analyzed from the following aspects:

(1) Given the file tag τ of the subspace V, then

e
(

τ, Rh
ID · PH1(ID||P||RID)

)
= e
(

gxID−(zID+hxID), ghxID+sH1(ID||P||RID)
)

= e
(

g−hxID−sH1(ID||P||RID), ghxID+sH1(ID||P||RID)
)

(16)

= e(g, g) = w.

(2) If the packet signature is output from the algorithm Sign, then

t
1

∑n
j=1 vi,j H3(ID||j||τ)

i,1 · t
1

∑n+m
j=n+1 vi,j H3(ID||j||τ)

i,2 = e(g, g)
x2+x·xID

x+xID = e(g, g)x = E. (17)

(3) If the packet signature is output from the algorithm Combine, then
(
t̂1, t̂2

)
⇔ Sign

(params, ID, SKID, τ, v̂), that is

t̂1 =
m

∏
s=1

tcs
i,1 =

m

∏
s=1

e(g, g)
x·xID

x+xID
·
(

cs ∑n
j=1 vs,j H3(ID||j||τ)

)

= e(g, g)
x·xID

x+xID
·∑m

s=1

(
cs ∑n

j=1 vs,j H3(ID||j||τ)
)
= e(g, g)

x·xID
x+xID

·
(

∑n
j=1 v̂j H3(ID||j||τ)

)
. (18)

t̂2 =
m

∏
s=1

tcs
i,2 =

m

∏
s=1

e(g, g)
x2

x+xID
·
(

cs ∑n+m
j=n+1 vs,j H3(ID||j||τ)

)

= e(g, g)
x2

x+xID
·∑m

s=1

(
cs ∑n+m

j=n+1 vs,j H3(ID||j||τ)
)
= e(g, g)

x2
x+xID

·
(

∑n+m
j=n+1 v̂j H3(ID||j||τ)

)
. (19)

5.2. Security Analysis

During the security proof process, we performed a security analysis based on the
“Game-IBNS” mentioned in the “Security Model” section. According to the setting of
“Game-IBNS”, the security proof needs to be expressed in terms of “Queries” and “Output”.
Moreover, in the process of security proof, we introduce the mimic B; the mimic will
reference the behavior of the adversary A. During the process of “Queries”, we assume the
result that the mimic B might give. In “Output”, we give all the possibilities for A to win
in “Game-IBNS”. Finally, we pass on whether A can win in “Game-IBNS”.

Now, we provide proof that our proposed IBNS is secure in the random oracle model.

Theorem 1. Suppose A is the adversary who can break our proposed IBNS; his advantage is at
most εA and running time is at most η. If the k-CAA problem is (εA, η)-hard, then the IBNS is(
η, qke, qH1 , qη , εA

)
-secure. In other words, for any εA and η satisfying

ε′A ≥
(

1− 1
qH1

)qke
(

1− 1
qη + 1

)qη 1(
qη + 1

)
qH1

εA, (20)
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where qH1 , qke, qη indicate the number of queries respecting to H1-Queries, Extract-Key-Queries
and TagGen-Queries.

Proof. Consider params = (q, e, G1, G2, g) as the public parameters of the system. If A is a
PPT adversary, we designate another PPT adversary B as a simulator.

Let k + 1 = qH2 , and given the k-CAA problem generator g, W = ga and k pairs(
b1, g(a+b1)

−1
)

, · · · ,
(

bk, g(a+bk)
−1
)

as input, the simulator B produces a new pair(
b∗, g(a+b∗)−1

)
, where b∗ is not in b1, b2, · · · , bk. Then, B selects the master public key

P = W and provides params = (q, e, G1, G2, g, W, w, H3) to A, where w = e(g, g) and
H3 : {0, 1}∗ × Zn × G1 → Z∗q is a hash function. In addition, the hash functions H1 and H2
are treated as random oracles. A can make the following queries adaptively.

• H1-Queries. Given the i-th identity IDi as the identity of A, and it guesses the
challenge identity in η-th H1 queries, where η ∈

{
1, · · · , qH1

}
, B maintains a list

LH1 including the tuple
(

IDi, RIDi , bi
)

and initializes LH1 empty. For a H1 query on(
IDi, RIDi

)
, B checks if

(
IDi, RIDi

)
exists in LH1 . If it is, B returns bi to A. Otherwise,

B randomly chooses a value bi
r← Z∗q , returns it to A and adds

(
IDi, RIDi , bi

)
to LH1 .

• Extract-Private-Key-Queries. B maintains a list L1 including the tuple
(

IDi, xIDi

)
and

initializes L1 empty. For an identity IDi query from A, B first checks if
(

IDi, xIDi

)
exists in L1. If it is, B returns xIDi to A. Otherwise, B randomly chooses xIDi

r← Z∗q ,
returns it to A, and adds

(
IDi, xIDi

)
to L1.

• H2-Queries. B holds a list LH2 consisting of (IDi, vidi, Ei, βi, ci) and initializes LH2

empty. For a query on the tuple (IDi, vidi, Ei), B checks if the tuple exists in LH2 . If it
is, B returns βi to A. Otherwise, B answers as follows.

– If i ̸= η, B randomly selects βi
r← Z∗q and sends βi to A. Finally, it adds

(IDi, vidi, Ei, βi,⊥) into LH2 .
– If i = η, B randomly selects ci

r← {0, 1} and sets ξ equal to the probability when
ci = 1. Similarly, 1− ξ equals the probability when ci = 0.

(1) If ci = 1, B randomly chooses a b′i
r← Z∗q , where b′i /∈ {b1, b2, · · · , bk}. Then,

it continues to compute βi = bib′i/xIDi and returns H2(IDi||vid||Ei) = βi to
A. Finally, it adds the tuple (IDi, vidi, ci, βi, Ei) into LH2 .

(2) If ci = 0, B randomly picks b′i ∈ {b1, b2, · · · , bk} which has not been chosen.
Then, it computes βi = bib′i/xIDi and assigns H2(IDi||vid||Ei) = βi. Lastly,
it returns b′i to A and adds the tuple (IDi, vidi, ci, βi, Ei) to LH2 .

• TagGen-Queries. A holds a list L3 including a tuple (IDi, vidi, V, xi, τi) and initializes
L3 empty. A can adaptively select an identity IDi, an identifier vidi of the subspace
V and a user’s private key xIDi . If there exists the tuple (IDi, vidi, V) in L3, then B
returns τi to A. Else, B answers as follows.

– If t = η, it implies that B does not possess the private key. Later, B iterates the list
LH2 .

(1) If cη = 1, then B aborts the simulation and outputs ⊥.

(2) If cη = 0, then B randomly selects xi
r← Z∗q and calculates Ei = wxi . There-

after, it verifies if the tuple (IDi, vidi, Ei) is present in LH2 . If it is, it rese-
lects xi

r← Z∗q at random, imitates A to perform a H2 query of the tuple
(IDi, vidi, Ei) and extracts the βi from LH2 . Ultimately, B computes the sub-
space V’s tag

τi =

(
g

1

(a+b′i)

) 1
bi

. (21)

The correctness of τi can be confirmed from
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e
(

τi, Rβi
IDi
· Pbi

)
= e

(
g

1

(a+b′i)bi , gβixIDi
+abi

)
= w. (22)

• Signing-Queries. A adaptively selects an identity IDi, an idenfifier of the subspace V,
an subspace V’s output tag τ of TagGen-Queries and the private key xIDi .

– If i ̸= η, B extracts xi and τi from L3 and performs as follows.

(1) Given the packets v1, · · · , vm ∈ V, B computes their signature tags
ti,j =

(
ti,j1, ti,j2

)
, where

ti,j1 = e(g, g)
xi ·xIDi

xi+xIDi
·(∑n

k=1 vj,k H3(IDi ||k||τi))
, (23)

ti,j2 = e(g, g)
xi

2

xi+xIDi
·(∑n+m

k=n+1 vj,k H3(IDi ||k||τi))
. (24)

(2) B returns ti,1, · · · , ti,m to A.

The correctness of ti can be verified from

t
1

∑n
k=1 vj,k H3(IDi ||k||τi)

i,j1 · t
1

∑n+m
j=n+1 vj,k H3(IDi ||k||τi)

i,j2 = Ei. (25)

– If i = η, it means B does not know the private key. B extracts xi and τi from L3
and answers as follows.

(1) Given the packets v1, · · · , vm ∈ V, B computes their signature tags
ti,j =

(
ti,j1, ti,j2

)
, where

ti,j1 = e(g, g)
xi ·xIDi

xi+xIDi
·(∑n

k=1 vj,k H3(IDi ||k||τi))
, (26)

ti,j2 = e(g, g)
xi

2

xi+xIDi
·(∑n+m

k=n+1 vj,k H3(IDi ||k||τi))
. (27)

(2) B sends ti,1, · · · , ti,m back to A.

The correctness of ti can be verified from

t
1

∑n
k=1 vj,k H3(IDi ||k||τi)

i,j1 · t
1

∑n+m
j=n+1 vj,k H3(IDi ||k||τi)

i,j2 = Ei. (28)

• Output. At last, A outputs (ID∗, vid∗, τ∗, v∗, t∗), and it wins the game if only if the
following conditions are established.

(1) The identity ID∗ has never been queried in Extract-Private-Key-Queries.

(2) The adversary never queried (ID∗, xID∗ , vid∗, V∗) in TagGen-Queries.

(3) The adversary has queried (ID∗, xID∗ , vid∗, V∗) in TagGen-Queries, but τ ̸= τ∗.

(4) Verify(params, ID∗, vid∗, τ∗, v∗, t∗)→ 1.

τ∗ = g
1

zID∗+β∗xID∗−x∗ID = g
1

(a+b∗)b∗ ⇒ τ∗b
∗
= g

1
(a+b∗) . (29)

– If ID∗ ̸= IDη , then B cancels the simulation and outputs ⊥.

– If ID∗ = IDη , then B iterates LH2 . If c∗ = 0, it cancels the simulation and outputs

⊥. Otherwise, if c∗ = 1 and b∗ /∈ {b1, b2, · · · , bk}, then it outputs
(

b∗, τ∗b
∗
)

as the
solution of the k-CAA problem.

• Probability-Analysis. If the adversary B obtains the solution of the k-CAA prob-
lem, then the following events should be satisfied: (1) Ω1: B has never output ⊥.
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(2) Ω2: The adversary wins the game. (3) Ω3: ID∗ = IDη and c∗ = 1. In this way,
the probability of B succeeding can be indicated as

εA = Pr[Ω1 ∧Ω2 ∧Ω3]

= Pr[Ω1] · Pr[Ω2|Ω1] · Pr[Ω3|Ω1 ∧Ω2].
(30)

– If the event Ω1 occurs, then we consider the following situations.

(1) The adversary B never outputs ⊥ in Extract-Private-Key-Queries, and the
probability of terminating the simulation equals

(
1− 1/qH1

)qke .

(2) The adversary B never outputs ⊥ in TagGen-Queries, and the probability of
terminating the simulation is

(
1−

(
1/qH1

)
· ξ
)qη .

Hence, we have

Pr[Ω1] =

(
1− 1

qH1

)qke
(

1− 1
qH1

ξ

)qη

≥
(

1− 1
qH1

)qke

(1− ξ)qη . (31)

– If Ω2 occurs, then Pr[Ω2|Ω1] = εA.
– If Ω3 occurs, then Pr[Ω3|Ω1 ∧Ω2] =

ξ
qH1

.

To sum up, we have

εA′ ≥
(

1− 1
qH1

)qke

(1− ξ)qη
ξ

qH1

εA. (32)

Specifically, when ξ = 1
qη+1 , the function (1− ξ)qη ξ obtains the maximum value.

Consequently, we can obtain that

ε′A ≥
(

1− 1
qH1

)qke
(

1− 1
qη + 1

)qη 1(
qη + 1

)
qH1

εA. (33)

The proof of Theorem 1 ends here, and our proposed scheme IBNS is secure.

The above proof shows that the probability of the opponent A winning IBNS-Gaming
in PPT is negligible. The security analysis results show that our scheme is secure under the
k-CAA assumption. On the one hand, the IBNS introduces intermediate nodes, whose role
is to examine medical data. The IBNS can prevent pollution attacks through inspection by
intermediate nodes. On the other hand, through A security analysis based on the k-CAA
assumption, we conclude that the probability of the opponent A winning IBNS-Gaming
in PPT is negligible. k-CAA assumes that the security analysis can prevent adaptive
chosen-message attacks to a certain extent. Therefore, our scheme has strong security.

6. Performance Analysis

We divide the performance analysis into two parts: “Theoretical Analysis” and “Exper-
imental Analysis”. In “Theoretical Analysis”, we present an analysis of the time overhead
required for relevant operations. “Theoretical Analysis” of “time overhead” includes the
execution cost of a hash operation, bilinear pairing, exponential operation, and multiplica-
tive operation. In addition, we compared IBNS with [31,32] schemes. In order to verify
our correlation analysis for “Theoretical Analysis”, we conducted simulation tests for the
relevant steps in “Experimental Analysis”. The simulation test experiments include the
Extract-Private-Key, TagGen, and Signature phases. The relevant results of the experiment
are presented in the form of time overhead. We also compare the results of our experiments
with the relevant schemes and prove that IBNS has better efficiency than other schemes.
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6.1. Theoretical Analysis

In IBNS design requirements, in addition to security, the most important purpose is to
meet the current IoMT running performance requirements, and one of the most important
indicators to measure computing performance is the running time of related operations.
Therefore, we analyze the time taken for each operation. We believe that the computing time
of IBNS is mainly distributed in hash operation, bilinear pairing, exponential operation,
and multiplicative operation.

We use Th, Tp, Te, and Tm to denote the execution cost of a hash operation, a bilinear
pairing, an exponential operation, and a multiplicative operation, respectively. In addition,
we omit the execution cost of hash operation to Zq, additive operation on Zq, and inverse
operation on Z∗q , because their cost is negligible compared with other operations. For conve-
nience, we assume the file F will be split into m vectors, and each of them will be augmented
as a (m + n)-dimensional vector. For convenience, we define N = m + n.

In our IBNS, the computational cost of the signature generation phase can be computed
by the algorithm TagGen and the algorithm Sign. For a source node, the computational
cost for signing equals (2m + 1) · Te. For a destination node or intermediate node, we need
to evaluate the algorithms Combine and Verify, which constitute the signature verification
phase. According to our calculations, the computational cost of the signature verification
phase is 2l · Tm + (4l + 2) · Te + Tp. In the same way, we estimate the computational cost of
schemes in [31,32].

The evaluation results are listed in Table 1. Obviously, our proposed IBNS is compara-
ble to the other schemes in terms of computational cost. Hence, our IBNS can improve the
efficiency of data transmission.

Table 1. Comparison of computation cost.

Scheme Signature Generation Phase Signature Verification Phase

[31] NTe (N + 2l)Te + Th + 2(2l − 1)Tm + 2Tp
[32] m(N + 3)Te + (N + 1)Th + m(N + 1)Tm (N + l + 2)Te + (N + 1)Th + (N + l)Tm + 2Tp

Our CLNS (2m + 1)Te (4l + 2)Te + 2Th + 2lTm + Tp

6.2. Experimental Analysis

In this subsection, we conduct experiments on the processes of the above signature
generation phase and signature verification phase. Based on the “Charm” [58,59] frame-
work, all experiments are implemented on a Lenovo laptop with Intel Core i5-8300H
CPU @2.30 GHz, 8 GB RAM, Ubuntu 20.04 LTS 64-bit and Python 3.8. (The equipment
manufacturer is Lenovo and the procurement place is Xi’an, China.)

6.2.1. Extract-Private-Key Phase

The Extract-Private-Key Phase is the basis for subsequent signature and Tag Generation
steps. We believe that generating Extract-Private-Key is needed to meet the requirements
of efficiency. If it takes a long time for the user to generate Extract-Private-Key, the uptime
overhead of the system will increase significantly. Because of this, we need to test the
generation time of Extract-Private-Key here. To test the performance of generating Extract-
Private-Keys, we tested the time required to generate extract-private-keys of different
lengths. The experimental results are shown in Figure 3. The experimental results show
that the time required for generating a key of 128 bits, 192 bits, 256 bits, and 320 bits
5.1954 ms, 5.4758 ms, 5.7013 ms, and 5.9954 ms, respectively. Therefore, the generation time
of Extract-Private-Key is acceptable.

In addition, we compare the performance differences between different schemes in
the Extract-Private-Key Phase. We select the private key generation schemes of Li’s [53]
and Qiu’s [56] schemes and compare the time cost. Our default key length is 256 bits.
Relevant experimental results are shown in Figure 4. From the figure, we can see that
the time cost of Li’s scheme is 7.593 milliseconds, and the time cost of Qiu’s scheme is
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6.429 milliseconds. The key generation time for IBNS is 5.701 milliseconds. Therefore, IBNS
has a significant performance advantage in key generation.

Figure 3. Time consumption of the Extract-Private-Key phase.

Figure 4. The time cost comparison of Private Key Generation.

6.2.2. TagGen Phase

The TagGen Phase is also the basis for subsequent signature and verification algo-
rithms. For the same reason as testing the Extract-Private-Key Phase, we test the TagGen
Phase to ensure that the steps before signing do not take too much time, thus keeping
the system efficient. To test the performance of generating a tag, we tested the average
tag generation time. We conducted 50 groups of experiments; each group of experiments
needs to record 100 instances of tag generation time, and they take the average value as the
tag generation time of each group of experiments. Figure 5 shows that the average time
consumed in 50 groups of experiments is 10.6664 ms. It can be seen that the tag generation
time of our scheme does not significantly increase the running time cost of the system.

In addition, we compare the performance differences between different schemes in
the TagGen Phase. We choose the label generation scheme of Tan’s [60] and Yang’s [61]
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and compare the time cost. Relevant experimental results are shown in Figure 6. From the
figure, we can see that the label generation time of Tan’s scheme is 12.5749 milliseconds,
and the label generation time of Yang’s scheme is 13.6136 milliseconds. The IBNS label
generation time is 10.6664 ms. From the above experimental results, it can be seen that
IBNS can show good performance in the TagGen Phase.

Figure 5. The average time of the TagGen phase. (the points indicate all the experimental results, and
the lines reflect the average of all the experimental results.)

Figure 6. The time cost comparison of TagGen Phase.

6.2.3. Combine Phase

Combine requires the combination of many packet–tag pairs, which is an indispens-
able operation before transmission. As one of the important steps of network coding,
the efficiency of Combine directly determines whether the encoding scheme is efficient
in the transmission process. That is why we need to test the time it takes to combine.
To test the performance of Combination, we tested the change in time after the number of
packet–tag pairs was increased during combination. The experimental results are shown in
Figure 7. Figure 7 shows that even in the case of the largest 50 packet–tag pairs, the time
cost of the Combination is only 17.3947 ms. Therefore, Combination has no significant
impact on the overall efficiency of IBNS.
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Figure 7. The average time of the Combine phase.

In addition, we compare the performance differences between different schemes in
the combined phase. We choose the combined scheme of Jin’s [62] and Li’s [63] and
compare the time cost. Let us assume that the number of packet–tag pairs is 50. Relevant
experimental results are shown in Figure 8. From the figure, we can see that the combined
time of Jin’s scheme is 19.7198 milliseconds, and the combined time of Li’s scheme is
20.3885 milliseconds. The IBNS combined time is 17.3947 ms. From the above experimental
results, IBNS performed well in the combine phase.

Figure 8. The time cost comparison of Combine Phase.

6.2.4. Signature Phase

As the core step of IBNS, the efficiency of the IBNS solution must be guaranteed.
In order to test the efficiency of the IBNS signature algorithm, we need to compare it with
similar schemes. We selected Jiang et al.’s [31] scheme and Lin et al.’s [32] scheme. To make
the experiment more manageable, we equate the number of vectors to the dimension of
each vector, i.e., m = n. We also opt for the 512-bit SS elliptic curve from the PBC library [59].
Simultaneously, we adjust the parameter m or (n) to simulate the signature generation
phase and the signature verification phase. Specifically, we partition a 1 MB data file into
blocks ranging from 10 to 70 in increments of 10. We then conduct 50 experiments on the
same packet and compute the average time consumption for both phases. As illustrated
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in Figure 9, our proposed IBNS shows a slight efficiency advantage over the other two
schemes in the signature generation phase. Regarding the signature verification phase,
our IBNS significantly enhances its efficiency, as depicted in Figure 10. In comparison, our
IBNS is more practical and suitable for IoMT applications.

Figure 9. Time consumption of the signature generation phase. (The two schemes are [31] and [32].)

Figure 10. Time consumption of the signature verification phase. (The two schemes are [31] and [32].)

According to the results of Figure 9 and 10, the IBNS signature algorithm performs well.
As the number of dimensions increases, the generation and verification time of the signature
algorithm increases. However, IBNS has the lowest time overhead of the three scenarios,
with a signature generation of only 462 milliseconds, even at 70 dimensions. Moreover, even
at 70 dimensions, the signature verification is only 228 milliseconds. Therefore, the IBNS
signature scheme has good performance.

Through theoretical analysis and experimental analysis, it can be seen that IBNS has
good performance. In the performance analysis, we analyze the computation operation time
of similar schemes, and through the analysis, we can see that IBNS has good performance
in the signature algorithm. In order to prove the results of the theoretical analysis and
the time required to detect other operating steps, we conducted a simulation experiment.
In the simulation experiments, the results of various experiments show that IBNS has good
performance. The conclusion above shows that IBNS can complete signature and coding
in a short time under an IoMT environment. It should be noted that as IoMT continues to
evolve, more medical data need to be encoded and transmitted quickly. Therefore, taking
care of both security and performance is also a contribution of IBNS.
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7. Discussion

In this section, we discuss the benifits of the IBNS, its meanings, and its limits.

7.1. Benefits

IBNS’s strength lies in its ability to balance the need for security and efficiency.
Firstly, we design a lightweight identity-based network coding scheme. The high-

light of IBNS is the signature algorithm and the verification algorithm. In the signature
algorithm, we use homomorphic signatures. Moreover, intermediate nodes are set in the
IBNS. Intermediate nodes can detect and filter polluted packets by combining all received
signatures into a unified signature corresponding to the combined data packet. In the
security analysis, we prove the scheme’s security based on the k-CAA hypothesis, which
shows that our scheme can prevent pollution attacks and adaptive chosen-message attacks.
Because of these, IBNS can effectively prevent attacks.

Secondly, we give proof based on the k-CAA problem in the security analysis. In the
proof process, we give the conditions the opponent A needs to meet during the IBNS
game. At the same time, we also show the behavior of the mimic B in this process and the
conditions that need to be met to solve the k-CAA problem. In Probability Analysis, we
analyze whether B can solve the k-CAA problem in PPT. The relevant results indicate that
IBNS is secure against the adaptive chosen-message attacks under the k-CAA assumption.

Finally, we analyzed the time overhead in the performance analysis section. Firstly,
the time cost of the IBNS signature algorithm is analyzed theoretically, and the time cost of
IBNS is compared with [31,32]. After that, we conducted simulation experiments on the
Extract-Private-Key Phase, TagGen Phase, and Combine Phase of IBNS, and the experi-
mental results showed that our scheme was efficient. In order to ensure that the signature
algorithm is still effective in the multi-dimensional case, we tested the time overhead of the
signature algorithm in the case of increased dimension, and the experimental results show
that the signature algorithm of IBNS has higher efficiency.

7.2. The Meaning of IBNS

IBNS can be applied to IoMT. The main application scenario of IBNS is to meet the secu-
rity and efficient transmission of IoMT. On the one hand, the security performance of IBNS
can ensure the security of data transmission. In the IoMT environment, the transmission
process is vulnerable to attacks [64,65], and IBNS can effectively prevent pollution attacks
and adaptive chosen-message attacks. On the other hand, IBNS has good performance,
and the relevant experimental data show the computational overhead of IBNS. In IoMT,
data need to be transferred quickly [66,67]. IBNS has high signature and coding efficiency,
which can effectively reduce communication time and ensure efficient data transmission.

IBNS also has challenges in practical application; the biggest problem is ensuring the
fast transmission of data. To solve the problem of fast data transmission, we choose to
segment medical data packets into several matrices. The IBNS combines the packets after
delivery. This method can quickly complete the data transmission. In addition, ensuring
the security of the key is also a challenge that needs to be considered. After investigation,
handing the keys to the data owner can effectively avoid the security problems caused by
centralized storage compared with the traditional centralized storage of keys.

7.3. Limits

Although the IBNS solves the security problem of data transmission in the IoMT
environment, some points still need improvement. In data storage, the IBNS uses MCS,
which are subject to potential attacks such as DDoS attacks, and dishonest MCS may also
lead to data leakage. In addition, IBNS also needs to explore the area of protection against
other attacks further. For example, we need to explore how IBNS can prevent MIMT,
impersonation, and other attacks in future studies.



Electronics 2024, 13, 1316 20 of 23

8. Conclusions

In IBNS, we propose a homomorphic signature and authentication algorithm for IoMT.
Furthermore, based on the signature and verification algorithm, intermediate nodes are
introduced to detect polluted packets by combining all received signatures into a unified
signature that must correspond to the combined data packet. Secondly, in the process of
security proof, we conduct security proof based on the k-CAA hypothesis. The security
proof showed that the opponent could not solve IBNS-Gaming in PPT. Because of this,
our scheme also protects against adaptive chosen-message attacks. Finally, we analyze
the performance of IBNS, starting from theoretical analysis and experimental results. Both
results indicate that IBNS performs well under the premise of ensuring security. IBNS is
suitable for scenarios where efficient and secure transmission of medical data is required in
an IoMT environment.

In the future work, we will continue to improve IBNS. On the one hand, we need to
improve the data storage scheme of IBNS. We see blockchain technology as a technology
that can be applied to data storage. On the other hand, we will continue improving the
security mechanism of IBNS to cope with more security challenges.
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Appendix A. Symbols and Definitions

Table A1. Symbols and definitions.

Symbols Definitions

IoMT Internet of Medical Things
TA Trusted Authority
DO Data Owner

MCS Medical Cloud Server
IBHS Identity-based Homomorphic Signature
PPT Probabilistic Polynomial Time

k-CAA Collusion Attack Algorithm with k-traitor
vid the identifier of a subspace
vi the i-th packet
vi,j the j-th component of the i-th packet
ti the i-th signature of vi
1λ the security parameter
q the sizeable prime number

G1, G2 cyclic groups
g the generator of G1

Zq the finite field [0, 1, · · · , q− 1]
e the bilinear map from G1 × G1 to G2
w e(g, g) in G2
Z∗q the finite field [1, 2, · · · , q− 1]
A, C the adversary and the challenger
msk the master secret key

params the system public parameters
ID the user’s identity

SKID ID’s private key
⊥ the termination symbol
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