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Abstract: The Internet of Things (IoT) is a rapidly growing network that shares information over the
Internet via interconnected devices. In addition, this network has led to new security challenges in
recent years. One of the biggest challenges is the impact of denial-of-service (DoS) attacks on the IoT.
The Information-Centric Network (ICN) infrastructure is a critical component of the IoT. The ICN
has gained recognition as a promising networking solution for the IoT by supporting IoT devices
to be able to communicate and exchange data with each other over the Internet. Moreover, the ICN
provides easy access and straightforward security to IoT content. However, the integration of IoT
devices into the ICN introduces new security challenges, particularly in the form of DoS attacks.
These attacks aim to disrupt or disable the normal operation of the ICN, potentially leading to severe
consequences for IoT applications. Machine learning (ML) is a powerful technology. This paper
proposes a new approach for developing a robust and efficient solution for detecting DoS attacks in
ICN-IoT networks using ML technology. ML is a subset of artificial intelligence (AI) that focuses on
the development of algorithms. While several ML algorithms have been explored in the literature,
including neural networks, decision trees (DTs), clustering algorithms, XGBoost, J48, multilayer
perceptron (MLP) with backpropagation (BP), deep neural networks (DNNs), MLP-BP, RBF-PSO,
RBF-JAYA, and RBF-TLBO, researchers compare these detection approaches using classification
metrics such as accuracy. This classification metric indicates that SVM, RF, and KNN demonstrate
superior performance compared to other alternatives. The proposed approach was carried out on the
NDN architecture because, based on our findings, it is the most used one and has a high percentage of
various types of cyberattacks. The proposed approach can be evaluated using an ndnSIM simulation
and a synthetic dataset for detecting DoS attacks in ICN-IoT networks using ML algorithms.

Keywords: Internet of Things; denial-of-service attack; Information-Centric Network; machine
learning

1. Introduction

With the rapid development of new technologies, the Internet environment is chang-
ing accordingly. The Internet of Things (IoT) is one of those technologies. It creates new
challenges including content, service, and device-naming challenges that aim to connect
a massive number of heterogeneous devices. Consequently, there is a need for an infras-
tructure in which the content is the main element [1]. The IoT is an ecosystem, and most
of its applications follow content-oriented usage patterns. The IoT is a vast network of
interconnected devices that collect and exchange data. Most IoT applications follow content-
oriented usage patterns, meaning that users are primarily interested in obtaining specific
data items, rather than communicating with specific devices. The Information-Centric
Network (ICN) is a new networking paradigm that can improve the performance and
security of IoT applications. The ICN replaces the traditional host-centric networking
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approach with a content-centric approach, meaning that users request specific data items,
rather than communicating with specific devices. The ICN offers a number of benefits
for IoT applications, including content-based security, reduced network traffic, improved
performance, retrieval of the content fast, multi-casting, and in-network caching [2,3].

IoT technology plays a key role in our daily lives as the IoT has opened new doors
for better communication and better ways to deal with the massive data obtained through
these heterogeneous devices [1]. Based on the application domain, IoT sensors can be
utilized for monitoring medical services, smart homes, smart environments, smart cities,
and smart enterprises, as shown in Figure 1. Consequently, these applications have led to an
increase in interconnected devices, including smart and sensing devices. With technology
development, IoT applications surround us from every side. For example, in healthcare,
there is a huge interest in using IoT as it reflects good services for patients and hospitals in
general. Wireless sensor networks (WSNs) and wireless body area network (WBANs) are
essential components used in healthcare environments [4]. The implementation of the IoT
has led to many security and privacy challenges [5]. Therefore, nowadays the IoT is one of
the main focuses of research across the world.

Figure 1. IoT applications.

The goal is to make IoT resources accessible anytime, anywhere, and by anything in a
secure manner. The old Transmission Control Protocol-/Internet Protocol-based networks
(TCP/IP) appear to have serious problems in the IoT field, so to overcome these problems
we need a network with a big capacity to address these issues. In light of this, the ICN
architecture is an alternative solution to the oldest TCP/IP networks. The ICN secures
content itself instead of the communication channel, so it replaces the host-centric model
with the content-centric model [6]. In the traditional TCP/IP protocol, it is not possible to
connect a massive number of devices to the system. In contrast, the ICN can accommodate
a vast number of devices. Therefore, network routing, stability, scalability, and mobility
management have been enhanced for various IoT applications through the ICN [3].

Moreover, ICN architectures consist of Named-Data Networking (NDN), Content-
Centric Networking (CCN), the Publish–Subscribe Internet Routing Paradigm (PSIRP),
Data-Oriented Network Architecture (DONA), and Network of Information (NetInf) [7].
The ICN enhances the user experience with security, privacy, and access controls. However,
it also introduces new challenges. Therefore, the challenge of this paper is to define and
present all possible issues, attacks, and cybersecurity problems that take place in the ICN
architectures of the IoT. Another challenge is to give potential solutions, using techniques
to defend against defined cybersecurity problems.
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There are several techniques to detect and mitigate DoS attacks. Some of the miti-
gation techniques have been suggested by [8], including artificial intelligence technology,
probabilistic and statistical methods, and miscellaneous approaches. These methods are
significant methods to detect and mitigate DoS attacks such as the interest flooding attack
(IFA). Other methods are recommended by [9], including the statistical approach, heuristic
approach, machine learning (ML), and deep learning (DL). Consequently, there are various
anomaly-based attack detection techniques to use. Table 1 shows a comparison between
ML, DL, and statistical approaches based on their features and limitations.

Table 1. Comparison between mitigation techniques.

Techniques Features Limitations

Statistical approach

• These statistical rests are used to prove that the
observed pattern and expected pattern is different
based on historical data

• Real-time detection
• Low false positive rate

• Misclassification
• Very complex
• Accuracy depends on the

mathematical model

ML

• Can learn complex traffic patterns quickly
• Can automatically extract relevant features from

network traffic data
• High detection accuracy
• Real-time detection

• Long training time
• Need large dataset for better results

DL
• Can extract features of supervised and unsupervised

learning
• Can directly process raw data

• Data dependency
• May leads to overfitting
• Very complex
• Computational overhead
• Need large dataset for better results

Detecting cyberattacks is challenging, especially in ICN networks, as it is a new
concept, and based on recent research there are various types of attacks, including DoS
attacks, that successfully breach the network. Therefore, it is critical to detect these attacks
and develop better methods to minimize the likelihood of a system being compromised.
According to the papers that we have reviewed, ML technology is considered an efficient
way to address ICN-IoT challenges. However, none of these papers applied ML to detecting
DoS attacks in the ICN-IoT network. Therefore, our proposed paper combines these
technologies to enhance security.

1.1. Problem Statement

In the contemporary IP-based network infrastructure, DDoS attacks represent a per-
vasive threat, inflicting substantial harm upon the network’s functionality and integrity.
However, the ICN exhibits promising capabilities in thwarting numerous prevalent DoS
attack vectors. Common DoS attacks afflicting IP-based networks include reflection attacks,
bandwidth depletion, and black-holing via prefix hijacking [10]. Initially, there was a pre-
vailing belief that the IoT realm could withstand DDoS attacks due to the inherent design
of NDN. This belief was challenged upon the discovery of specific DoS attack vectors, such
as IFAs and state-based attacks. Additionally, the proliferation of content requests and
user-generated names has led to the overloading of forwarding information base (FIB) and
pending interest table (PIT) structures [11]. Consequently, the integration of the IoT with
the ICN has emerged as a focal point for researchers, necessitating a deeper exploration of
the associated challenges and vulnerabilities.

DoS represents a significant security concern within the ICN-IoT paradigm, where
attackers exploit vulnerabilities to deplete network resources by flooding malicious content
over the infrastructure. For example, IFAs involve a large volume of diverse or identical
interest packets, often containing non-existent data. The aim of those packets is to over-
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whelm the resources of the data producer or the entire network infrastructure [10], thus
causing significant disruption and damage within the ICN-IoT environment.

To mitigate the impact of such attacks, various methods have been proposed. The token
bucket with per-interface-fairness approach, for instance, restricts the number of outgo-
ing interest packets by limiting tokens associated with the outgoing interface. Similarly,
the satisfaction-based interest acceptance method allocates tokens to incoming interfaces
based on their interest–satisfaction ratio. Another strategy involves disabling PIT ex-
haustion. However, these mitigation methods exhibit certain limitations and may not be
sufficiently effective in practice [10]. Consequently, there is a pressing need for more robust
and efficient solutions to bolster the resilience of IoT-ICN integration against DoS attacks.
The proposed detection system, leveraging ML technology, aims to provide a more effective
solution. By harnessing ML algorithms and advanced analytics, our proposed approach
endeavors to enhance the security posture of ICN-integrated IoT environments, offering
proactive threat detection and mitigation capabilities.

1.2. Why ICN for IoT?

The IoT deals with numerous and diverse networked devices and complex traffic
patterns that issue unique challenges. Applying ICN principles in this context creates new
opportunities [12]. Recently, the ICN has gained recognition as a promising networking
solution for the IoT. In the context of the IoT, the data generated by smart devices are treated
as content. This means that network users can request IoT data without needing to know
their specific sources, like sensors or actuators. The ICN approach focuses on content names
rather than network addresses, eliminating the need for end-to-end session requirements.

The ICN offers several advantages to the IoT, including improved data retrieval, re-
duced latency, an efficient receiver-driven design, request aggregation, and support for
mobility and multicast at the network layer. One additional feature is in-network caching,
which enhances data availability by caching the requested contents near users. This tech-
nique reduces traffic near the IoT data publisher and leads to lower energy requirements [2].
Consequently, the ICN is often considered more suitable for IoT applications than tradi-
tional IP-based networking. Moreover, the ICN provides robust content-based security and
encryption, ensuring data integrity and authenticity [13]. The ICN also addresses issues in
the IoT by using content-based naming and a name-resolution system (NRS). In addition,
within the application layer, there are various trust models implemented to serve multiple
purposes, such as content encryption and security [13].

The remainder of this paper is organized as follows. In Section 2, we discuss IoT
three-layer architectures, ICN architectures, related attacks in the ICN and the IoT, and the
importance of integrating the ICN with the IoT. Section 3 discusses machine learning
techniques in the ICN-IoT environments. Section 4 conducts a comprehensive analysis of
related studies. Section 5 presents results and discussions based on the ICN and the IoT.
Section 6 includes the recommendation and future research directions. Section 7 concludes
the paper.

2. Background
2.1. Internet of Things (IoT)

The IoT refers to the “Internet of things”. The IoT is a technological paradigm that
revolves around the seamless integration of computational devices and physical objects.
These objects are equipped with unique identifiers, sensors, and the capability to collect,
process, and share data. Regarded as one of the most groundbreaking technological
advancements in recent years, the IoT has far-reaching implications in various domains.
IoT systems encompass a wide range of applications. They find their place in automated
vehicles, where they enhance safety and efficiency, in the energy sector, optimizing the
supply transmission, distribution and consumption of energy and in surveillance systems,
and exemplified by the deployment of drones for enhanced monitoring and security.
However, the influence of the IoT extends far beyond these sectors. It has infiltrated
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academic institutions, industries, factories, agricultural settings, healthcare organizations,
and more [14]. Nowadays, IoT security is a big concern and the security vulnerabilities of
IoT are unique because they are complex and heterogeneous in technology and data.

2.1.1. IoT Applications

The IoT comprises a wide range of applications that have increased very rapidly. These
applications require additional security support from various new technologies. Below,
some of the security applications in the IoT are discussed:

• Smart medical services: This includes monitoring respiration, drug delivery systems,
body position, quality of sleep, and early detection of illness [4].

• Smart homes: For example, a smart camera captures an image around the door and
then sends it to the owner when someone acts in unusual behavior near the door [4].

• Smart environments: This includes anything that is connected to and affected by
humans, animals, and plants. These include air quality and water quality monitoring,
natural disaster monitoring, and smart farming [4]. Moreover, smart environments
include monitoring the level of snow in high-altitude regions, pollution monitoring,
early detection of earthquakes, fire detection, and landslides prevention [15].

• Smart cities: This involves emerging computation and communication resources.
Although, the goal is to increase the quality of life of people, it comes with a lot of
challenges. For example, Air Tag from Apple could be used to enable parents to track
their children; this feature will become risky if it is hacked because it breaches the
privacy of citizens [15].

• Smart enterprises: These organizations can maintain real-time shipment tracking in
transportation and logistics areas and smart farming under energy and production
and resource management [4].

2.1.2. IoT Layers

Various architectures have been proposed by researchers, the most fundamental
architecture developed is the three-layer model (Figure 2). Every layer has many security
issues and attacks that can target each layer.

Figure 2. The three layers of the IoT.

Denial-of service attacks in the IoT layer: The IoT is a rapidly growing network of
physical devices that are connected to the Internet and can collect and exchange data.
While the IoT has the potential to revolutionize many industries and aspects of our lives,
it also introduces new security challenges. One of the most significant challenges is DoS
attacks. DoS attacks aim to overwhelm the target system with too much traffic, rendering
it unavailable to legitimate users. These attacks can be particularly effective against IoT
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devices due to their often poor security and limited resources. IoT systems are structured
into three layers: the perception layer, the network layer, and the application layer. Ac-
cording to a recent report by Cloudflare, in 2023, the number of DoS attacks targeting
the network layer increased by 85% compared to 2022 [16]. The most targeted industries
were the telecommunications industry, gaming and gambling companies, and then the
information technology and services industry. Consequently, DoS attacks against the IoT
are a serious concern and may have a significant impact on both businesses and individuals,
potentially resulting in financial losses and reputational damage [17]. DoS attacks target
IoT layers, including:

• Perception layer DoS attacks: In this layer, DoS attacks target sensors and other devices,
aiming to send invalid data or overwhelm traffic within IoT devices [18].

• Network layer DoS attacks: In this layer, the routers, switches, and other networking
devices are targeted by DoS attacks in order to disrupt the communication between
the perception layer and the application layer.

• Application layer DoS attacks: In this layer, applications are targeted. DoS attacks aim
to overwhelm the applications with traffic or to send them invalid data [18].

2.2. Information-Centric Network (ICN)

The ICN has been proposed as a future internet architecture. Unlike IP-based net-
works, which rely on host addresses for communication, the ICN adopts a content-centric
communication model. In this model, the focus is on the content itself, instead of host
addresses. The ICN’s objective is to separate content from its hosting locations, allowing
ICN forwarders to cache content within the network and fulfill subsequent client requests
without the need to forward them to the original producer [7].

In the ICN, content discovery and delivery operate in a receiver-driven manner,
as shown in Figure 3. It all begins when a consumer initiates a content request, referred to
as an interest packet, which contains the name of the desired content. This interest packet
is routed hop-by-hop, based on the content name, until it reaches the content producer.
The producer can be either the original data source or an intermediate node that stores the
requested content. Moreover, the data packet is sent back as a response along the reverse
path of the interest to fulfill the request. Unlike host-based networks, on which securing the
communication channel between hosts is paramount, the ICN employs a content-centric
security model. This model directly secures the content itself instead of the communication
channel [6].

Implementing the ICN in wireless environments can cause various security concerns
caused by the inherent characteristics of wireless communication and the content-centric
communication model of the ICN. These issues include content name attacks, which
can impact user privacy, the management of access control rules tied to content names,
the establishment of trust in wireless settings, and the authentication of data originating
from content stores [6].

2.2.1. ICN Architectures

As shown in Figure 4, which illustrates the timeline of ICN projects, throughout the
years, different countries have supported different ICN projects. The United States sup-
ported the following projects: Content-Centric Networking (CCN), Named-Data Network-
ing (NDN), MobilityFirst, and ICE-AR. In contrast, the European Union funded different
ICN projects, such as the Publish–Subscribe Internet Technology (PURSUIT), Scalable and
Adaptive Internet Solutions (SAIL), Content Mediator Architecture for Content-Aware
Networks (COMET), CONVERGENCE, and ANR Connect. Multiple countries collaborated
to fund the following ICN projects: GreenICN and ICN-2020. The architectures of some of
the above projects are discussed below.
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Figure 3. ICN process.

Figure 4. Timeline of ICN projects [6].

Data-Oriented Network Architecture (DONA): DONA was marked as the first project
in the development of the ICN, as it became the first ICN architecture to reach completion.
DONA was an evolution of TRIAD’s foundational design principles, particularly trans-
forming from hierarchical URLs to a flat naming scheme, which makes DONA no longer
reliant on a single host to serve content [19]. In the DONA scheme, content names are
comprised of a cryptographic hash of the publisher’s key and an object ID assigned by the
publisher. This naming scheme ensures uniqueness within the publisher’s domain [18].

Publish–Subscribe Internet Technology (PURSUIT): PURSUIT is an initiative within the
European Union. This project follows the Publish–Subscribe Internet Routing architecture
like its predecessor. This architecture features a comprehensive publish–subscribe protocol
stack, instead of the conventional IP protocol stack. In the context of PURSUIT, its core
functions encompass three key aspects: rendezvous, topology management, and forward-
ing. In 2008, PSIRP was introduced, and around the same time, another promising project
known as Architecture and Design for the Future Internet (4WARD) also emerged [18].

The Network of Information (NetInf): This network was started in the 4WARD archi-
tecture. NetInf uses a publish–subscribe scheme as well as flat naming, which maps names
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to locators. Content is retrieved by having the publisher first publish its data objects to the
network, and NRS stores the name and locator mapping. Data can be stored in cache in
many places, and hence, can be available to many locators. When a subscriber requests the
content, the routing forwarders deliver the data [18].

Content-Centric Networking (CCN): CCN and NDN exhibit similarities in their ar-
chitectural design, encompassing elements such as a hierarchical naming scheme, content
caching, and named content routing.

Named-Data Networking (NDN): CCN was introduced in 2009 by researchers at the
Palo Alto Research Center. In CCN, known as a data-named communication architecture,
the packet is addressed with content names instead of locations. This procedure was also
applied to other objects, with NDN being the most famous one. They are similar, a client
requests content by sending an interest packet into the network with the content’s name.
In the NDN network, the subscribers send the interest packet to request data objects. This
interest packet goes to the content router (CR) then it will be forwarded hop-by-hop across
CRs. A CR contains three data structures: content store (CS), FIB, and PIT. The CR stores
the content that travels around the interface. FIB storage also stores pairs of names and then
forwards them to the target address. Consistently, interest packets are forwarded to the
destination based on the requested content. Moreover, the PIT, as well as FIB, stores pairs
of names in the interface that request the content. It will then be used to propagate data
objects to the subscriber. NDN is the chosen architecture for the project’s implementation
within the field of the ICN. Content storage has consistently created challenges, including
managing large-scale network caches, determining what content to discard when new
content arrives, and efficiently storing content in the cache [18]. Figure 5 illustrates the
components of NDN’s interest packet and data packet.

Figure 5. NDN’s interest packets and data packets.

2.2.2. Taxonomy of DoS Attacks in the ICN

The ICN poses numerous security challenges that require attention. It introduces new
types of attacks that did not occur previously. Moreover, ICN environments may also be
susceptible to attacks commonly observed in other networking environments. The ICN
is considered a new architecture in terms of naming, routing, and caching. DoS attacks
aim to disrupt or disable the normal operation of a network or service. DoS attacks can
be launched against a variety of targets, including servers, websites, and routers. In ICNs,
DoS attacks can be particularly disruptive due to the reliance of the ICN on secure and
reliable communication between network entities. Figure 6 illustrates the list of attacks that
can target the ICN.
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Figure 6. Taxonomy of ICN attacks in the ICN.

Naming-Related Attacks

In the naming domain, the biggest concern is that the ICN will face a threat with
respect to privacy, such as a sniffing attack, in which attackers try to monitor Internet usage.
In naming-related attacks, the watchlist attack occurs when attackers attempt to prevent the
distribution of particular content. This is achieved by blocking the delivery of the content
and potentially identifying who is requesting it [20].

Routing-Related Attacks

Attacks that belong to routing include DoS attacks, spoofing, timing, and jamming
attacks. The attackers’ goal is to cause unwanted traffic flows and DoS. Other attacks,
including infrastructure and flooding attacks, try to exhaust the resources such as memory
and processing power, that are used to support, maintain, and exchange content states.

Flooding is a special type of attack that only happens in the ICN environment. There
are four types of IFAs: basic IFA (BIFA), collusive IFA (CIFA), smart collaborative attack
in NDN (SCAN) and BIFA+CIFA [20]. These types of attacks aim to disrupt the network
functionality of the ICN by flooding it with a large number of illegitimate interest messages
to overwhelm the network’s infrastructure. These attacks may cause network congestion,
resource depletion, DoS, and increased energy consumption in IoT devices [21].

Caching-Related Attacks

Caching plays a crucial role in the ICN by improving infrastructure performance
through receiver-driven caching. The goal of this approach is to offer users the nearest
available copy. Consequently, the ICN is vulnerable to any actions that pollute or corrupt
the caching system. Notably, cache pollution attacks and interest poisoning attacks pose
substantial threats to the effectiveness of ICN caching [20].

3. Machine Learning Techniques in the ICN-IoT

The ICN is a new networking paradigm that only focuses on the information instead of
the location of the information, so it is well-suited to the IoT. However, ICN-IoT networks
are vulnerable to various attacks, including DoS, malware, and data breaches. ML is
an optimal solution for detecting anomalies in ICN-IoT networks in order to mitigate
these attacks. ML algorithms can be trained on historical data to learn normal network
behavior. Then, they can monitor network traffic against anomalies. ML-based anomaly
detection systems are very helpful in the detection of a variety of attacks, such as DoS
attacks, malware attacks, and data breaches [22]. There are various ML techniques; each
of them has its advantages and limitations, so we should choose between them based on
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the specific requirements of the ICN-IoT network. The most common techniques include
the following:

• Unsupervised learning: In unsupervised learning algorithms, labeled data for training
is not required. Instead, this type focuses on analyzing unlabeled data to identify
patterns and anomalies. This approach is particularly useful in ICN-IoT networks.

• Supervised learning: In supervised learning algorithms, labeled data for training is
required. Therefore, categorizing labeled data as either normal or abnormal, and iden-
tifying real-time network traffic as either normal or abnormal. This approach can be
beneficial in detecting anomalies in ICN-IoT networks.

• Semi-supervised learning: In semi-supervised learning techniques, ML algorithms
can be trained using a small amount of labeled data along with a large amount of
unlabeled data. Since labeled data may be scarce, this approach is useful in ICN-IoT
networks [22].

3.1. Supervised Learning Algorithms

There are two fundamental types of machine learning algorithms: supervised and
unsupervised. Supervised algorithms employ pre-labeled (classified) objects to predict the
class of objects. In contrast, unsupervised algorithms aim to discover the natural grouping
or patterns within unlabeled, new, and unseen objects. Supervised learning algorithms
can be adapted to the unique characteristics of NDN-IoT environments. By tailoring the
features and labels to capture relevant aspects of the network traffic, these algorithms can
be customized for specific IoT scenarios. There are three types of classifier algorithms.

3.1.1. K-Nearest Neighbor (KNN)

KNN is valuable for classification as it does not assume underlying data distributions,
making it a non-parametric and lazy learning algorithm. Non-parametric statistics operate
under the assumption that there is no predefined data distribution [23]. In addition,
the KNN algorithm takes as input the k-nearest training samples in the feature space.
The accuracy of this algorithm can be significantly enhanced by normalizing the training
data [24]. Furthermore, in KNN, the critical factor is the number of nearest neighbors [23].

3.1.2. Support Vector Machine (SVM)

The SVM framework serves as an intersection between machine learning and em-
bedded systems. SVM functions as both a linear and nonlinear classifier, acting as a
mathematical function capable of distinguishing between two types of objects, categorized
as classes [23]. The reason for utilizing the SVM algorithm is its efficient capability to differ-
entiate between the characteristics of traffic flow in normal and abnormal scenarios [24].

3.1.3. Random Forest (RF)

RF is a supervised classification algorithm that constructs a random forest. The ac-
curacy of the results improves with an increase in the number of trees in the forest [23].
In addition, during the training phase, RF builds numerous decision trees and provides
an output based on the mode of classes (for classification) or the mean prediction (for
regression) of the individual trees [24].

Several ML algorithms are used for attack detection in ICN-IoT. Related studies
indicate that KNN, SVM, and RF yield optimal results and are popularly used. Kumar
et al. [25] evaluated various shallow ML algorithms including SVM and KNN, showing
their effectiveness in attack detection. In [8], the authors highlighted SVM as the primary
method, using Jensen–Shannon (JS) divergence, for detecting IFA attacks. Consistently,
the parameters utilized include the number of incoming and outgoing data packets and
interest packets, alongside the size of the PIT entries. Furthermore, classification metrics
such as accuracy = TP+TN

TP+TN+FP+FN , precision = TP
TP+FP , recall (sensitivity) = TP

TP+FN , and
F-measure are commonly employed for evaluation purposes [8,25].
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ML is a subset of AI that focuses on the development of algorithms. In the context of
IFA over the NDN platform, three popular ML algorithms, which are SVM, RF, and KNN,
have been highlighted in the papers that either reviewed or tested IFA. The literature has
explored several ML algorithms, including neural networks, decision trees (DTs), clustering
algorithms, XGBoost, J48, multilayer perceptron (MLP) with backpropagation (BP), deep
neural networks (DNNs), MLP-BP, RBF-PSO, RBF-JAYA, and RBF-TLBO. Researchers
compare these detection approaches using classification metrics such as accuracy.

The reviewed studies indicate that SVM, RF, and KNN demonstrated superior perfor-
mance in IFA detection. In the KNN method, attacks were localized with 98.35% accuracy.
As for the SVM, it achieved a detection accuracy of 99.4%. Moreover, RF had the best
performance in terms of accuracy, precision, and recall. Overall, the results highlight
the effectiveness of the KNN, SVM, and RF models compared to other alternatives [25].
Consistently, the reviewed studies considered several parameters, including the number
of incoming and outgoing data packets and interest packets, alongside the size of the PIT
entries [8].

In addition, to deploy a proposed project using ML several key stages are essential,
as shown in Figure 7. These start with the processing phase, which includes ndnSIM
to train the system and dataset preprocessing to clean and transform data. Also, there
is a need to check and remove any unnecessary or null values because ML algorithms
have a difficult time handling them, which can lead to incorrect results. The next stage is
feature selection, which also includes feature preprocessing. In this stage, the initial dataset
should be built. After the features are selected, the dataset is divided into two subsets:
the training subset and the testing subset. By selecting the right testing and training data,
classification accuracy can be improved [26]. The training data are the set of instances
trained on the model, while the test data are used to determine the model’s ability or
execution. Classification determines whether the information belongs to a normal class or
a DoS attack. To achieve the best classification approach, a variety of algorithms, such as
KNN, SVM, and RF, should be compared.

Figure 7. System architecture.

4. Related Work

In this section, we review several research papers related to security threats associated
with IoT and ICN technologies. The research addresses its aims by undertaking a systematic
review of the literature, following the PRISMA 2020 protocol. The procedures involve
collecting, reading, selecting, and analyzing various papers’ results using Google Scholar
and the Saudi Digital Library databases.
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4.1. Threats on the IoT

Samundra et al. [27] presented security and privacy challenges related to the IoT in
general and then described each layer of the IoT architecture, with its related security issues.
These IoT layers are the perception layer, network layer, middleware layer, and application
layer. The paper suggested several solutions to address the challenges in the IoT.

Azzam et al. [28] reviewed threats and attacks that are related to IoT and classified them
according to the three layers of the IoT: perception or the physical, network, and application.
In addition, the paper explained mitigation techniques that could be applied to IoT threats
and attacks. Some of these countermeasure techniques are encryption, access control, AI,
and blockchain technology.

Waseem et al. [29] presented the threats to the IoT, as well as the challenges, risks,
and security requirements for the IoT in general and each of its layers. They also highlighted
most of the well-known and generic attacks on all types of IoT layers, such as DoS attacks
in the network layer, SQL injection in the application layer, and battery drainage attacks in
the physical layer. In addition, the paper reviewed and analyzed SDN as a network that
can deploy an IoT architecture. The paper suggested solving security issues through ML.

Pintu et al. [5] reviewed the challenges, risks, and issues of the IoT from different
perspectives. The authors also discussed the four layers of the IoT that have been described
in detail, along with the main attacks against each of them. Moreover, the paper presented
relevant countermeasures and solutions. The proposed solutions include PUF-based,
blockchain, ML, and others. Finally, the paper discussed the pros and cons of these security
solutions to facilitate the process of presenting future recommendations.

Thalawattha et al. [30] reviewed and analyzed security issues and requirements in the IoT
to defend against IoT attacks and identified current vulnerabilities. Moreover, the paper speci-
fied attacks for each layer of the IoT and discussed the challenges in the healthcare and education
fields and more. The current security techniques and their challenges were also discussed.

Dhuha et al. [31] provided a literature review to clarify related works and discuss IoT
security and privacy issues. The paper then presented security attacks as layer-wise attacks
and attack taxonomy perspectives and analyzed them based on the IoT layers. In addition,
the paper suggested solutions and stated strategies against these attacks.

Muhammed et al. [32] proposed a comprehensive survey of security issues in the IoT.
This paper presented an overview of different layers in the IoT and classified the attacks on
each layer. Furthermore, mitigation techniques for these attacks were reviewed. The paper
suggested new IoT architecture layers to overcome these issues, the security mechanisms
used are authentication, encryption, decryption, and encrypted hash.

Garima et al. [33] discussed a comprehensive study and undertook a literature review
to determine threats and security aspects for all IoT layer types. They also explained the
various parameters of IoT protocols, including common characteristics, limitations, advice,
and countermeasures. In addition, this paper focused on exploring all related IoT security
issues concerning various layers.

Muath et al. [15] reviewed IoT applications, limitations, and security issues related to
each domain. In addition, it provided a survey on IoT security, its threats and vulnerabilities,
its privacy challenges, and corresponding countermeasures. The paper presented the
Internet of Vulnerabilities (IoV) as the growth of the IoT in our daily lives has increased.
Furthermore, it discussed various cybersecurity attacks, threats, and vulnerabilities based
on confidentiality, integrity, and availability. Finally, mitigation and countermeasures to
these security concerns were also discussed in the paper.

Shantanu et al. [34] analyzed security issues of different layers in the Industrial Internet
of Things (IIoT) architecture. In addition, they presented a list of IIoT security requirements;
then, the paper looked at future research directions and countermeasures against IIoT issues.
Table 2, below, presents a summary of the addressed threats for every layer of the IoT.
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Table 2. Summary of addressed threats for every layer of IoT.

Author Publication Year Application Layer Threats Network Layer Threats Perception Layer Threats

Samundra et al. [27] 2022

Data access control issues,
authentications issues, data
protection and recovery issues,
phishing attacks problems,
vulnerabilities, clone attack

Cluster security issues, DoS,
spoofed and replayed
routing information or
altered them

Fake or node capture, mass
node authentication, key
management mechanism,
cryptographic algorithm

Azzam et al. [28] 2022
Jamming physical attack,
injection attacks, cloning attacks,
eavesdropping and tampering

DoS attacks, DDoS attacks,
MITM attacks, sinkhole
attack, traffic analysis

Phishing attacks, malware
attacks, DoS/DDoS, buffer
overflow attacks,
spyware attacks

Waseem et al. [29] 2020

Malicious code, weak
application security cross-site
scripting, eavesdropping
and MITM

DoS attacks (collision attack
and channel congestion),
escalating frame counter
value, spoofing like battery
exhaustion attack, message
alteration attacks, replication
of nodes and storage attack

Eavesdropping, battery
drainage attack, hardware
malfunctioning, malign data
injection, node cloning,
gaining unauthorized access to
the device

Pintu et al. [5] 2022

Spyware and adware, Trojan
horse, Botnet attack, DoS,
brute-force password attack,
firmware hijacking, malicious
scripts, phishing attacks,
worms, virus

Traffic analysis attacks, RFID
spoofing, RFID cloning,
RFID unauthorized access,
MITM, DoS, sinkhole attack,
routing information attack,
Sybil attack, replay attack,
hello flood attack, blackmail
attack, blackhole attack,
wormhole attack,
grayhole attack

Node jamming, physical
damage, node tampering,
social engineering, malicious
node injection, sleep
deprivation attack, RF
interference, tag cloning,
eavesdropping, tag tampering
outage attack, object
replication, hardware Trojan

Thalawattha et al. [30] 2021 DoS attacks DoS attacks

Leakage of privacy, sniffing
service information
manipulation, lack of
encryption, weak default
password, the rise of Botnets

Dhuha et al. [31] 2020

Malicious code injection, DoS
attack, spear-phishing attack,
sniffing attack, overwhelm,
reprogram

Sybil attack, sinkhole attack,
sleep deprivation attack,
DoS attack, malicious code
injection, MITM attack,
traffic analysis, passive
monitoring, eavesdropping

Unauthorized access to tags,
tag cloning, eavesdropping,
spoofing, RF jamming, timing
attack, replay attack, node
capture attack, malicious node
injection attack, brute-force
attack, radio interference,
tampering

Muhammed et al. [32] 2018

Cross-site scripting attack,
malicious code injection attacks,
the ability to deal with mass data
spear-phishing, social
engineering

DoS attacks, MITM attacks,
storage attacks,
exploit attacks

Eavesdropping, node capture,
fake node injection, replay
attack, timing attack

Garima et al. [33] 2021 DoS attack, data leakage, data
transit attacks

Routing attacks, data transit
attacks

Node tempering,
impersonation

Muath et al. [15] 2020

DoS attacks, software
vulnerabilities, malicious
virus/worm/Trojan horse, code
injection, buffer overflow,
phishing attack, spyware,
malicious scripts, sensitive data
manipulation, data leakage

Spoofing attacks, selective
forwarding, DoS attacks,
MITM attacks, sinkhole
attacks, packet replication
attacks, wormhole attacks,
Sybil attacks, traffic analysis,
sniffing attacks, routing
information attacks

False data injection attacks,
eavesdropping, interference,
social engineering, node
jamming attack, malicious
node injection, sleep
deprivation, tag cloning

Shantanu et al. [34] 2021 Injecting malicious codes, MITM
attacks, DoS/DDoS attacks

Session hijacking, blackhole
attack, wormhole attack,
DNS spoofing, DoS/DDoS
attacks, MITM attacks

Jamming attack,
eavesdropping
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4.2. Threats to the ICN

Bengt et al. [35] observed and compared ICN architectures, including CCN, PSIRP,
NetInf, and DONA. Under these approaches, some challenges and issues for the ICN were
discussed. One of the main issues is security; mobility, privacy, and scalability are also
concerns. The implantation challenges for implementing the generic building blocks of
these four approaches were introduced in the paper, and deployment issues were also
discussed. Finally, the remaining challenges were discussed.

Boubakr et al. [6] presented all related security issues of deployed ICNs in wireless
environments, especially for NDN architecture. The paper discussed attacks that may take
place on the ICN network and its applications. A variety of issues and attacks were focused
on in the paper, including security risks with attacks on content names, a list of attacks in
the ICN, issues that relate to the design of NDN, such as unclear interest aggregation and
illegal content caching, as well as some other attacks, such as DoS, content poisoning, and
more. In addition, the paper provided solutions and countermeasures to present issues
and attacks.

Reza et al. [7] provided an overview survey of related works about security and
privacy issues in the ICN. This paper focused on three areas of security threats that review
DoS, content poisoning, and cache pollution attacks. Then, it discussed privacy risks that
concern user privacy and anonymity, content privacy, and name and signature privacy.
At the end, the paper reviewed all available access control mechanisms.

Muhammed et al. [36] presented a new scheme called the secure distribution of
protected content (SDPC) to ensure that only authenticated consumers can access the
content. Furthermore, the paper presented all relevant security issues in the ICN by
performing a formal analysis using BAN logic Scyther implementation.

Rao et al. [37] observed that the CCN is the extraction of the ICN so it analyzes the
basic CCN principles and proprieties of three areas: caching, mobility, and security. This
paper presented a quantitative comparison and discussion of related studies. In addition,
the analysis of CCN security schemes and relevant risks was included in the paper. Last,
DoS attacks were discussed in detail.

Yong et al. [38] presented an architecture, and then, examined content security to
classify the security concerns of NDN content, including naming, caching, and routing-
related attacks, as the paper gives all possible solutions to these problems. Moreover,
the paper suggested some digital signature schemes, such as network coding signatures.
Table 3, below, presents a summary of ICN-related work.

Table 3. Summary of classification of ICN architectures based on related attacks.

Author Publication Year Classification of ICN Architectures Related Attacks for Each
Architecture

Bengt et al. [35] 2012

NetInf Human friendly issues, data
integrity issues

CCN security issues

PSIRP Human readable names
issues (DoS attacks)

DONA Multiple
names issues

Boubakr et al. [6] 2021 NDN
Passive attack, cache pollu-

tion attack, DoS attack, content
poisoning attack
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Table 3. Cont.

Author Publication Year Classification of ICN Architectures Related Attacks for Each
Architecture

Reza et al. [7] 2018

Applicable to all ICN
architectures DoS attack

Applicable to all ICN
architectures

Content poisoning
attack

Applicable to all ICN
architectures

Cache pollution
attack

Feasible for all ICN
architectures that employ

caching, so the PSIRP
and PURSUIT architectures are excepted

Timing attack

Only applicable to CCN and NDN
architectures Discovery and protocol attacks

Muhammed et al. [36] 2020 NDN

Named based attacks (watch-
list, sniffing attack), DDoS,
time analysis attack, unau-

thorized access, traffic mon-
itoring attack

Rao et al. [37] 2020 CCN DoS attacks

Yong et al. [38] 2018 NDN

Watchlist, sniffing attacks,
DoS, time analysis, caching
pollution, bogus announce-
ments attacks, jamming at-

tack, time attack, flood-
ing attack

4.3. Related Work on ICN-Based IoT with Machine Learning Technologies

Various research studies are reviewed concerning the ICN and the IoT with the classi-
fication of ML techniques and others. Next, the Results and Discussion are presented.

Gang et al. [39] proposed an enhanced distributed low-rate attack mitigating (eDLAM)
mechanism that works on resisting new DoS attack types existing in the IoT. The paper
established a game model as the first stage. This model analyzes the attack and helps to
explain the benefit behind this attack between the attacker and the defender. Furthermore,
the evaluation criteria of eDLAM’s performance are in terms of the false negative rate and
false positive rate. The paper mentioned that SDN is useful for separating control and
forward functions to be applied to various IoT scenarios. In addition, this mechanism is
implemented in the NDN architecture by NDN-Cxx and ndnSIM simulators.

Michael et al. [11] described a robust, efficient, and secure IoT network by analyzing
the potential of the ICN. Then, they compared IP-based approaches with the ICN. They
suggested using NDN to deploy the content-centric security model to resist DoS and
enhance IoT industrial security. Furthermore, they suggested using the RIOT operating
system for content security to deploy scenarios.

Tehseen et al. [40] reviewed IoT security issues, threats, and cyberattacks and pre-
sented an innovative method to protect all IoT devices by using ML and DL techniques.
Moreover, this paper examined how ML and DL can be used to enhance attack detection
and mitigation.

Kazeem et al. [9] reviewed methods used to detect and mitigate DDoS attacks on many
Internet-enabled networks, including NDN, SDN, and IoT. In addition, it presented attack
scenarios in some domains, such as the Internet of Drones, routing protocol-based IoT,
and named-data networking. Furthermore, the paper observed that DDoS attacks are the
most prevalent attack in the IoT, SDN, RPL-IoT, and NDN.

Haoyue et al. [10] presented a new mechanism to detect and mitigate one of the DoS
attacks, called an IFA, by using ndnSIM simulation that realizes NDN and runs on an
SDN-based platform.
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A new app design called NDN4IoT was presented by [41], where the authors focused
their design specifically on enhancing security and efficient analysis for the effectiveness of
NDN-IoT devices. The FIWARE IoT platform is integrated with this app for some purposes,
such as storing information about NDN-IoT devices and then making an analysis to decide
whether the system or device fails. FIWARE is an open-source platform that provides APIs,
a set of standards, and tools to develop IoT applications and enhance their security.

Azana et al. [42] presented the ICN as a solution for the IoT environment to enhance
mobility and security. The network performance was evaluated based on general metrics,
including service recovery time and packet loss cost.

Ravindran et al. [43] discussed ICN for the IoT in detail, including what the IoT
requirements are, how ICN features will enhance the IoT environment, and what the
challenges of an ICN-based IoT are.

Akhila et al. [44] proposed a strategy called UTS-LRU cache replacement that helps in
evaluating the performance implications of one of the IoT network scenarios in the ICN.
Then, the paper discussed the result that was defined by using the CCNx 1.0 protocol.

Sarika et al. [45] presented a network intrusion detection system (IDS) to be applied
to the IoT. This paper focused on some attacks such as DoS and DDoS attacks using ML
algorithms to detect all possible intrusions, such as deep neural network (DNN) and SVM.
Finally, this paper only focused on the IoT.

Abdelhak et al. [8] introduced detection and mitigation mechanisms to identify mali-
cious attacks in the NDN architecture by using an IDS. The paper discussed several attacks,
such as DoS/DDoS, cache pollution attacks (CPAs), cache privacy attacks, cache poisoning
attacks, and IFA. These attacks affect NDN operations. Furthermore, this paper presented
the challenges and issues of NDN IDS in detail. Moreover, in one of the suggested models,
the two main phases are the pre-attack phase and the main attack phase. In the pre-attack
phase, the minimum re-transmission wait time, the minimum interest frequency, the topol-
ogy characteristics, and the minimum number of pieces of content stored by malicious
producers are identified. Accordingly, in the main attack phase, collecting the prefixes
that are stored by the malicious producers is an important step, and then these malicious
consumers set the interest frequency. The paper describes each attack mentioned in depth
and how to mitigate them using IDS, but how to integrate NDN with the IoT and what
potential issues and challenges there are were not mentioned.

Raneem et al. [46] proposed an approach that contains a multi-stage process for
distinguishing intrusion activities from normal activities by using some techniques based
on ML, such as k-means clustering that used the SLFN-SVM-SMOTE algorithm, and many
others. The paper mentioned that the datasets CICIDS2017, UNSWNB15, and ISCX2012
are the most beneficial and well-known datasets. The NSL-KDD dataset is utilized to
detect DoS attacks in the IoT environment. Furthermore, the most recent databases are
LITNET-2020 and IoTD20; also, the BoT-IoT dataset is used in IoT environments. The paper
discussed all these techniques and technologies for its proposed approach to mitigate
attacks that pose a threat to the IoT system.

Sobia et al. [47] introduced the famous ICN architectures such as NDN that fit the
requirements of IoT architectures with respect to their suitability in terms of caching,
security, naming, and mobility handling schemes. In addition, they provided a classification
of the ICN-based security scheme for IoT and mentioned that DoS may rise when the
producer or intermediate routers set the freshness value for the required content. The paper
reviewed ICN-IoT simulators and OSs, then discussed them; it identified the ndnSIM
simulator as the most explored tool that goes well with implementing the IoT over the ICN.
Then, issues, challenges, and future directions for the ICN in the IoT were discussed.

Ridha et al. [48] simply provided a review of ML algorithms and caching methods to
integrate them with future network architectures such as SDN, ICN, NDN, 5G-ICN cellular
networks, and edge computing.

Sedat et al. [21] provided a practical implementation of NDN-based IoT using the
IfNoT mechanism to mitigate IFA. However, the paper mentions that in addition to their
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study, only one other study presents how to mitigate IFA in ICN-IoT. This proposed project
was conducted using the ndnSIM simulator and the Contiki NG OS, which comes with the
Cooja Network Simulator. The paper also reviewed other mitigation techniques and cate-
gorized them as statistical-based, collusive statistical-based, ML-based, and cryptography-
based solutions. Regarding ML, the authors recommended several algorithms as the most
effective ones in detecting and preventing IFA, including graph neural networks, RF, isola-
tion forest, long short-term memory, and SVM. This is because ML algorithms differ from
other traditional statistical approaches as they are adaptive and have a large capacity to
detect attack patterns and prevent IFA from exposing the NDN-IoT networks. Table 4,
presents a summary of ICN-based IoT threats and mitigation techniques.

Table 4. Summary of ICN-based IoT threats and mitigation techniques.

Author Publication Year Methodology Technology Threats and
Challenges

Simulators
and Datasets

Methods and
Techniques Limitations

Gang et al. [39] 2019 Quantitative
NDN-IoT
integrated by
SDN

DoS attacks
NDN-Cxx and
ndnSIM
simulations

eDLAM
mechanism

ML technology is
not mentioned

Michael et al. [11] 2018 Qualitative NDN-IoT DoS attack CCN-Lite
simulator RIOT OS ML technology is

not mentioned

Tehseen et al. [40] 2023 Qualitative IoT

Spoofing
attacks, DoS,
malicious code
usage, data
injection,
MITM

Datasets such
as NSL-KDD,
UNSW-NB15,
DARPA,
CAIDA

DL,
ML includes
SVM, logistic
regression,
intrude tree,
and behave DT

ICN including
NDN is
not mentioned

Kazeem et al. [9] 2023 Mixed
IoT
NDN SDN
RPL-IoT

DDoS attacks

Datasets such
as NSL-KDD,
DARPA’09 and
KKD, drone
data
simulations

ML includes
RF, DT, KNN,
XGBoost, DT,
J48, MLP + BP,
SVM, and RF
algorithms

No discussion of
integrating IoT
with NDN

Haoyue et al. [10] 2017 Mixed
NDN
integrated with
SDN

IFA ndnSIM
simulation -

IoT technology
and ML
technology are
not mentioned

Mohamed [41] 2023 Qualitative NDN-IoT - NDN4IoT app FIWARE
platform

ML technology is
not mentioned
and no attack
type is explored

Azana et al. [42] 2019 Qualitative ICN-IoT DoS

Simulators
(NS-3, OMNeT,
OPNET, GNS3,
QualNet)

Wireshark
ML technology is
not mentioned

Ravindran
et al. [43] 2019 Qualitative ICN-IoT

DoS, name
spoofing
attack,
message
manipulation
attack,
information
modification
attack

- -

ML technology is
not mentioned
and no suggested
simulator
or dataset

Akhila et al. [44] 2016 Qualitative ICN(CCN)-IoT - CCN-lite
simulator -

ML technology is
not mentioned
and no attack
type is explored
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Table 4. Cont.

Author Publication Year Methodology Technology Threats and
Challenges

Simulators
and Datasets

Methods and
Techniques Limitations

Sarika et al. [45] 2021 Qualitative IoT
DoS, DDoS,
replay attack,
routing attacks

IDS KDD-Cup
dataset

DNN, SVM,
KNN, neural
network, and
random forest
ML algorithms

ICN including
NDN is
not mentioned

Abdelhak
et al. [8] 2022 Qualitative NDN SDN

DoS, DDoS,
cache pollution
attacks, cache
privacy attacks,
cache
poisoning
attacks, and
IFA

IDS

DNN, SVM,
KNN, neural
network, and
random forest
ML algorithms

IoT technology is
not mentioned

Raneem et al. [46] 2021 Mixed IoT DoS, DDoS,
and MITM

IDS datasets
(CICID2017,
UNSWNB15,
ISCX2012,
BoT-IoT,
LITNET-2020,
IoTD20)

SVM, SLFN-
SVM-SMOTE,
LR

ICN including
NDN is
not mentioned

Sobia et al. [47] 2018 Qualitative ICN
(NDN)-IoT DoS

Simulations
(CCN-lite,
ndnSIM, NS-3,
and Cooja) IoT
OS (RRIOT OS,
Contiki OS,
FreeRTOS,
OpenWSN,
TinyOS)

-
ML technology is
not mentioned

Ridha et al. [48] 2020 Qualitative

ICN-IoT
SDN-NDN
NDN
ICN

- -

ML type DQL
(deep
Q-learning),
ILP (integer
linear
programming)
ANN
Deep RNN,
RL, SNN

No attack type is
explored and no
suggested
simulator or
dataset

Sedat et al. [21] 2024 Mixed NDN-IoT IFA

ndnSIM
simulation
Contiki NG OS,
Cooja

IfNoT
mechanism

ML technology is
mentioned as
one of the
solutions, but the
proposed
solution is built
by the
IfNoT mecha-
nism

5. Results and Discussion

In the previous section, we reviewed comprehensive research papers about common
cyberattacks in each ICN architecture: NetInf, NDN, DONA, CCN, PSIRP, and PURSUIT.
The results showed that DoS attacks were the most executed attacks in all these archi-
tectures. On the NDN platform, while DoS attacks are prevalent, other attacks are also
frequent, including watchlist sniffing, time analysis, caching pollution, bogus announce-
ments, jamming, flooding, traffic monitoring, and passive and content poisoning. Some
attacks do not happen traditionally; they are only applicable to ICN architectures. The other
main architecture is CNN, which has features similar to NDN since they use the same
hierarchical naming scheme. On the other hand, DONA, PSIRP, and PURSUIT use a flat
naming scheme. DONA is the least prevalent and PSIRP faces attacks directly and indirectly
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because of hash content and hash from the publisher key. Moreover, NetInf is vulnerable to
DoS/DDoS attacks. As a result, CCN and NDN are more frequently exposed and serve as
rich platforms for DoS/DDoS attacks.

The most common cyberattacks are DoS, content poisoning, and cache pollution,
which can be carried out on almost all architectures. According to our findings, as shown
in Figure 8, first, NDN, the most common type, suffers 35% of the total attacks, such as
DoS/DDoS attacks, watchlist sniffing attacks, and time analysis attacks. Second, CCN has
25% of the total attacks and DoS attacks are dominant. Third, DONA is the oldest platform,
so many researchers avoid using it because more effective and secure architectures have
been developed. Its percentage is only 15%. Finally, the results of PSIRP and PURSUIT, both
posed attacks with only 10%. However, NetInf is in last place, with only 5%. According to
recommendations, the architecture that should be used is NDN, which fits very well with
the IoT because both are concerned with content.

Figure 8. Cyberattacks on ICN architectures.

IoT three-layer architectures are a common way to structure IoT systems. The results
of these IoT-related studies showed that there are common threats at each layer of IoT
architecture. In the application layer, cloning attacks, eavesdropping, phishing attacks,
malicious code injection, DoS attack, malicious viruses/worms/Trojan horses, and MITM
attacks are considered the greatest threats because they pose a threat to the whole network.

Moreover, the main threats in the network layer include DoS/DDoS attacks, spoofing
attacks, malicious code injection attacks, eavesdropping, sniffing attacks, and routing
information attacks. Most of the analyzed studies focused on DoS/DDoS attacks and
presented them as a major threat in this layer. DoS/DDoS attacks are easy to target and the
first attack type that comes to the mind of attackers. They are attacks that aim to prevent
authentic users from accessing devices or other network resources.

In the perception layer, some common threats are phishing attacks, malware attacks,
DoS/DDoS, malicious script attacks, eavesdropping, node cloning, malicious code injection
attacks, sniffing, spoofing, timing attacks, malicious node injection attacks, jamming attacks,
and tag cloning. DoS/DDoS, malicious node injection attacks, and sniffing attacks are the
major threats to the perception layer based on the analyses performed in these studies.
Usually, attackers choose the easiest ways to gain access through devices and networks
and attack the desired component. Figure 9 shows the most common threats based on
application, network, and perception layers.

As a result, we deduce that the most dangerous cyberattacks are DoS/DDoS attacks,
spoofing attacks, routing information attacks, and malicious code injection posing on the
network layer. This is the reason why we worked on the network layer. Additionally, all
layers share the following attacks: DoS/DDoS, malicious code injection, eavesdropping,
and cloning attacks. As a result, these types of IoT-layer attacks were compared with the
ICN architecture threats and the statistical results are shown in Figure 10.
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Figure 9. The most common IoT threats based on three layers.

Figure 10. Common cyberattacks related to the ICN and the IoT.

According to the analyzed studies, the most common cyberattacks that have targeted
ICN and IoT architectures are DoS and DDoS attacks. It was observed that DoS attacks
pose significant challenges in both domains, emphasizing the necessity for finding effective
solutions. Figure 10 categorizes these attacks based on the frequency of their mentions in
the literature. For instance, the jamming attack is mentioned less frequently in ICN-related
papers compared to IoT-related papers. However, DoS and DDoS attacks emerge as the
most prevalent attack types in both the ICN and IoT domains.

As a result, the most common threats are DoS/DDoS attacks, and to detect and
mitigate these types of attacks on ICN-based IoT, we must use one of the technologies
such as artificial intelligence (AI), including DL and ML, edge computing, fog computing,
and blockchain. There are also conventional solutions, but these are not recommended by
researchers as technologies become very innovative. There are many algorithms that can be
used with ML, such as RF, DT, KNN, XGBoost, DT, J48, MLP + BP, SVM, and RF. Using ML
algorithms can be useful for anomaly detection in ICN-IoT networks. We select the SVM,
RF, and KNN methods, as they go well with the ndnSIM simulator that we work with.
Table 5 clarifies the purpose, advantages, and disadvantages of the selected ML methods,
along with providing accuracy percentages to offer insights into the effectiveness of these
methods. According to our findings, we work on the NDN architecture to enhance IoT
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networks by detecting and mitigating DoS attacks using ML technology. In addition, we
recommend that researchers in this area focus on ML technologies.

Overall, ICN-IoT could be beneficial not only to the technical domain but also in
various fields such as healthcare and smart homes. For safeguarding sensitive information
in IoT applications, the ICN can be an effective solution due to its inherent data-centric
approach, which provides better privacy protection. ICN networks can enhance security in
various other domains such as supply chain management, finance, government, transporta-
tion, and utilities services fields. Furthermore, network administrators and policymakers
should learn more about the benefits and challenges of adopting ICN-IoT technology to
create appropriate strategies. For network administrators, this involves adapting to the
specific characteristics of ICN-IoT networks, including understanding routing and caching
mechanisms and how to analyze this type of network. However, policymakers may need
to establish new guidelines for data privacy and security when using ICN-IoT.

Table 5. Comparison between SVM, KNN, and RF ML algorithms.

ML Technique Purpose Advantages Disadvantages Accuracy Percentage

SVM

• To classify various
attack types

• Features selection
and intrusion
detection

• Robust in
high-dimensional
spaces

• Powerful algorithm

• May require significant memory
resources, particularly in
scenarios with a high number of
features

• Ineffective for datasets with a
large number of rows

• 99.4%

KNN
• Network IDS
• To reduce the false

alarm rate

• Simple
implementation • Long prediction time • 98.35%

RF • To build network IDS
• More robust and

accurate predictions
• Complexity may affect the

training time of the model
• 99.98% better than

SVM and KNN

6. Recommendations and Future Research Directions

The previous papers contained most of the information we needed to present our
paper. The most used ICN architecture, known as NDN, is suitable for integrating with
the IoT. NDN can easily operate above the network layer as many simulators allow us to
experiment with an NDN-based IoT immediately. In addition, there are many DoS attack
types that were included and discussed in the previous papers and some of them take place
only when the two architectures are integrated, such as in the IFA.

The reviewed literature showed that high numbers of ML algorithms have been
experimented with on either IoT, one of the ICN architectures, or in SDN. However, in the
case of integrated NDN with the IoT, there are few studies and no implementation of
ML algorithms. On the other hand, no article explains or applies how can we mitigate
and prevent DoS attacks by using ML technology for ICN-IoT networks. Accordingly,
no dataset is right for us, and most of the papers that worked with the ICN deal with
simulators. We summarize the following future directions of ICN-IoT security:

• We recommend more future research investigations to enhance ICN-IoT security.
• We recommend more future research investigations concerning ICN-IoT implementa-

tion in the security field.
• We recommend more future research investigations into the use of ML technology to

improve the security of ICN-IoT.
• We recommend more future research investigations to test and train a variety of ML

classifiers to identify the most effective option used to improve the security of the
ICN-IoT network.

• We recommend more future research investigations to explore other attack types and
threats on the ICN-IoT.

• We recommend more future research investigations to expand the implementation
process by using DL technology after the initial results of ML classifiers by training
various DL classifier types to increase the security level of ICN-based IoT.
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• We recommend more future research investigations using other technologies such as
DL, fog computing, and blockchain to compare the results between them and identify
which one provides the most effective results to improve the security of ICN-IoT
against cybersecurity attacks.

7. Conclusions

In conclusion, this paper discusses ICN architectures and how the ICN integrates
with the IoT. The paper provides a comprehensive literature review, including common
cybersecurity threats, with particular emphasis on DoS attacks. The analysis highlights
that DoS attacks pose a significant challenge to both the ICN and IoT, so we present some
detecting and mitigating techniques through integrated ML technologies, such as SVM, RF,
and KNN to enhance security measures against these attacks. Further investigations are
discussed and emphasize ML-based approaches for ICN-IoT security. The new proposed
approach is based on the NDN architecture that relies on the ndnSIM simulator, which
is considered an IDS, to prevent DoS attacks from exposing IoT devices. Overall, future
studies should expand their research, explore additional attack types and threats on the
ICN-IoT, and enhance security using ML technology by advancing innovative solutions for
robust and resilient network architectures.
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Abbreviations
The following abbreviations are used in this manuscript:

IoT Internet of Things
ICN Information center network
IFA Interest flooding attack
ML Machine learning
DoS Denial-of-service attack
DDoS Distributed denial-of-service
IP Internet Protocol
TCP Transmission Control Protocol
AI Artificial intelligence
NDN Named-Data Networking
CCN Content-Centric Networking
PSIRP Publish–Subscribe Internet Routing Paradigm
DONA Data-Oriented Network Architecture
NetInf Network of information
SVM Support vector machine
KNN K-nearest neighbor
RF Random forest
MITM Man-in-the-middle
PURSUIT Publish–Subscribe Internet Technology
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SAIL Scalable & Adaptive Internet Solutions
COMET Content Mediator Architecture for Content-Aware Networks
4WARD Architecture and Design for the Future Internet
CR Content router
CS Content store
FIB Forwarding information base
PIT Pending interest table
IFA Interest flooding attack
BIFA Basic IFA
CIFA Collusive IFA
SCAN Smart collaborative attack in NDN
NRS Name-resolution system
IoV Internet of Vulnerabilities
IIoT Industrial Internet of Things
SDPC Secure distribution of protected content
eDLAM Enhanced distributed low-rate attack mitigating
DL Deep learning
IDS Intrusion detection system
DNN Deep neural network
CPA Cache pollution attacks
WSN Wireless sensor network
WBAN Wireless body area network
JS Jensen–Shannon
DT Decision tree
MLP Multilayer perceptron
BP Backpropagation
SDPC Secure distribution of protected content
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