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Abstract: Deep-learning-based malware-detection models are threatened by adversarial attacks. This
paper designs a robust and secure convolutional neural network (CNN) for malware classification.
First, three CNNs with different pooling layers, including global average pooling (GAP), global max
pooling (GMP), and spatial pyramid pooling (SPP), are proposed. Second, we designed an executable
adversarial attack to construct adversarial malware by changing the meaningless and unimportant
segments within the Portable Executable (PE) header file. Finally, to consolidate the GMP-based CNN,
a header-aware loss algorithm based on the attention mechanism is proposed to defend the executive
adversarial attack. The experiments showed that the GMP-based CNN achieved better performance
in malware detection than other CNNs with around 98.61% accuracy. However, all CNNs were
vulnerable to the executable adversarial attack and a fast gradient-based attack with a 46.34% and 34.65%
accuracy decline on average, respectively. Meanwhile, the improved header-aware CNN achieved
the best performance with an evasion ratio of less than 5.0%.

Keywords: malware detection; adversarial machine learning; malware images; Windows malware

1. Introduction

The detection of malware is critical to many applications and networks as the number
of malware incidents has increased dramatically due to the wide use of networks. It
is necessary to design an automatic and intelligent malware-detection system to secure
applications and users. With the rapid development of artificial intelligence, deep-learning-
based malware classification has gained popularity due to its higher performance while
avoiding laborious feature extraction [1,2]. Meanwhile, deep neural networks (DNNs)
are vulnerable to adversarial attacks that apply minor perturbations to clean samples [3].
An adversarial attack tries to mislead the target deep learning models by creating input
data (e.g., images, text) that have been slightly altered in a way that is often imperceptible
to humans [3]. Adversarial attacks against malware-detection models try to modify the
malware samples to mislead machine-learning-based detection systems while maintaining
the malware’s functionality. Thus, it is necessary to test whether existing deep-learning-
based malware-classification models are robust against adversarial attacks.

It is still a challenging concern to generate effective adversarial malware [4,5]. In
general, the attacker tries to generate adversarial samples with clean samples in the training
data set. The target DNN produces a wrong prediction of the adversarial samples, either
targeted or non-targeted. However, generating adversarial malware while preserving its
original functionalities is still a nontrivial task. The authors in [6] generated adversarial
malware by adding a new section in a precisely computed location within the original
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file, usually at the end of the program and perturbed this section. Chen et al. [7] created
adversarial malware in Windows by inserting non-functional codes in Smali codes. Mean-
while, most of the existing works assumed that the perturbations are applied on feature
vectors while ignoring their mappings back to the original programs [8]. Furthermore, the
research on adversarial malware contributes much to the development of a secure and
robust malware-detection system. Aiming to design a robust neural network architecture
for malware classification, this paper makes the following contributions:

e  This study proposes a robust GMP-based CNN for detecting and classifying Win-
dows malware. The designed model shares a similar network architecture with
other neural networks except that the last pooling layer is global max pooling, which
handles various sizes of malware images while preserving useful feature maps. Com-
pared with other models, our model is characterized by its high efficiency and easy
network configuration.

e This study designs an executable adversarial attack targeting the PE header files in the
Windows operating systems while the maximum amount of distortions is predefined.
The experiments showed that the executable adversarial attack gained a 64.7% attack
success rate. The kernel size of around [5,7] is the most-appropriate, and a bigger
kernel size for the first several convolutional layers is critical.

¢ This study further proposes a header-aware CNN to improve the robustness of the
trained malware classifier. This model is an attention-mechanism-based model by
adding a Euclidean-distance-based normalizer into its loss function. Through exper-
iments, we show that the proposed header-aware CNN succeeds in decreasing the
success rate from adversarial attackers to nearly 0, which means it is more robust than
existing defensive mechanisms.

This paper is organized as follows: The background and main contributions are
introduced in Section 1. We review the related works and recent advances for both robust
machine learning and adversarial attacks in Section 2. Section 3 presents the structure of PE
files, together with three deep-learning-based malware classification models. We show the
implementation of the DeepFool-based adversarial attack targeting our trained classifier
and the header-aware loss-based defensive strategy in Section 4. The experimental results
and analyses are presented in Section 5. We conclude our work in the Section 6.

2. Related Works
2.1. Malware Classification and Detection

Based on whether program files are executed or not while collecting features, malware
classification methods are grouped into two categories: dynamic and static classification [9].

Dynamic classification : By running program files, dynamic features are collected,
including API call sequences, network communications, memory, and CPU states. Based
on those dynamically extracted features, malware classification is performed by training
different deep learning models. Athiwaratkun and Stokes [10] proposed a language model
for API call sequence data using Long Short-Term Memory and the Gated Recurrent Unit.
They also observed that a character-level CNN performed worse than their language model.
Hou et al. [11,12] and Pektas et al. [13] recently converted API call sequences into a graph
or a network topology.

Static classification: Signature matching, as an efficient method for malware classifi-
cation, is incapable of detecting morphed or obfuscated malware. In contrast, machine-
learning-based malware classification provides an effective way to detect or classify mal-
ware, especially when applied to malware gray-scale images. Nataraj et al. [14] first
proposed a method for converting the malware binary program into a gray-scale image. By
applying a feature extraction algorithm on the images, both the k-nearest neighbor (KNN)
and CNN models were trained [15]. Other static features include bit sequences of the raw
program [16] and code heterogeneity [17].
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As dynamic classification needs a virtual machine (such as a sandbox) to collect
dynamic features, some advanced attacks are capable of detecting their running in a virtual
environment and, then, change their behaviors to evade detection.

2.2. Adversarial Attacks on DNNs

Szegedy et al. [18] demonstrated that conventional machine learning algorithms and
neural networks are vulnerable to adversarial attacks. Many attack methods have been
proposed under either white-box (attackers have accessibility to all models, parameters,
classification results, and data sets) or black-box (where attackers know nothing about
the models and data sets, except the output labels queried with an input sample) attacks.
We have witnessed some well-known white-box attacks, including the fast gradient sign
method [19], DeepFool [20], and the Jacobian-based Saliency Map Attack [21]. However,
white-box attacks are hard to launch because attackers in real applications often have little
information on the target models and training data samples. Some distinguished black-box
attacks, including the momentum iterative fast gradient sign method [22] and zeroth-order
optimization [23], are effective and highly transferable.

As far as malware is concerned, the adversarial malware should maintain its original
malicious functionalities while misleading the target models. The mapping from computed
perturbations to the original malware program varies greatly, as shown below:

. For API call sequences, feature addition is allowed while deletion is forbidden to
maintain functionalities [24,25]. Chen et al. [7] proposed two strategies for mapping
perturbations to the original files, including simple manipulation of the API and
sophisticated manipulation of caller—callee relationships. In contrast, sophisticated
manipulation changes non-functional code segments in Smali codes.

e  For malware gray-scale images, both global and local perturbations are possible [26].
An adversarial attack on a few bytes at the end of each malware sample was designed
and tested [6]. It only aims at achieving higher false negative rate (wrongly classify
malware as benign). By analyzing malware images, an obfuscation-based adversarial-
malware-generation method was proposed in [27].

Our proposed attacking method is closely related to [6], where perturbations are
applied on a few specific bytes at the end of each program. Instead, we restricted our
modification within the header part of a PE file by replacing specific bytes to avoid enlarging
the file size.

2.3. Defense against Adversarial Attacks

Some defensive methods against both white-box and black-box attacks have been
proposed, but a state-of-the-art solution is missing. Adversarial training [19], as one of the
most-adopted defensive strategies, is robust to white-box attacks. Defensive distillation [28]
made gradient calculation more difficult for attackers to generate adversarial samples.
Recently, generative adversarial networks have proven to be the most-effective solution to
defend against both white-box and black-box attacks [29].

As perturbations applied on malware gray-scale images are usually restricted within
certain local sections, this paper aims to design a secure and robust defense to those attacks.
The proposed attention-based defensive method targets an optimized loss function with a
weighted normalizer computed based on the deviation between the perturbed image and
the original image.

3. Methodology

As many malware programs target Windows systems, this paper aims at building a
robust and secure deep learning model for malware detection and classification. A brief
description of the structure of the PE format for Windows files is described first. Then, the
procedure for generating a gray-scale image from the raw program is presented. Three
CNNs with different pooling layers are designed and introduced for malware classification
with gray-scale images as inputs.
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3.1. PE Format

The PE format is an organized structure for executable files in Windows. The PE
format contains the following three parts.

Header: The header part is used to store basic information, including the entry point,
the file size, and a pointer to the next section. The header is further divided into four parts:

1. DOS headers, the beginning bytes of a PE executable, are essential and represent
whether it is a basic DOS file.

2. DOS stub is used to show a message indicating whether the program can be run in
DOS mode or not through the console.

3. PE header or NT header, the first byte of a PE executable representing whether it is a
basic PE file or not.

4. The optional header, which contains descriptive information about a PE file, includes
the entry point of the code, the number of sections, and the imported system APlIs.

Tables: This section represents the characteristics of each file section and serves two
major purposes: to map the file section into memory and to describe whether the file section
is read-only or writable.

Sections: Both the data and code are stored in the sections. Even if different assemblers
may generate these sections differently, the sections generally contain five parts:

.text, which contains the global and static variables.
.data, which contains the code instructions.

.pdata, which contains the debugging information.
.rsrc, which contains the resource information.

.bss, which contains the uninitialized variables.

AR

The header part has contributed the most when classifying malware and has been a
frequently attacked area by adversarial attacks. Therefore, this paper launches adversarial
perturbation attacks on the header part.

Based on our observations of Windows PE files, this study proposes a robust deep
learning model tailored to Windows malware classification. Illustrated in Figure 1, the
system encompasses two sequential modules: the generation of an adversarial attack and
the enhancement of malware classification robustness. The first module implements the
executable adversarial attack devised in our research, generating adversarial malware images
that can elude the classifiers effectively. Subsequently, the second module, known as robust
malware classification, seeks to improve the model’s robustness by incorporating both
adversarial and clean samples during retraining. The operational principles of each module
are described below.

Adversarial attack
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image
| £ > Executable
o, _
. - - A - E adversarial
””””” 8 & Je-——--| attack

| [ ] DI
I
} : Robust Malware Classification
1 Adversarial Hoader §
1 Malware 4’{ aware o —* Malware
" _loss 2 e
. _.-—
"Cross- §
4’{ entropy a — " Benign
loss y

Figure 1. The overall system architecture for a robust malware classification CNN.
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3.2. Malware Gray-Scale Image Construction

As deep-learning-based image-processing techniques gain momentum and achieve
remarkable performance, it is common to convert malware programs into gray-scale images
and, then, apply image-classification models. For each malware program, a gray-scale
image is constructed by the following steps [14] as shown in Figure 2. First, each program
is converted into a binary vector with every 8th bit representing an unsigned integer in
the range of [0,255]. Second, given the pre-defined image width (such as 128 bytes in this
paper), each program is arranged in a row-by-row manner. As programs vary in size, their
corresponding images also differ in length. Finally, we save the constructed gray-scale
images in a lossless compression format, such as .PNG.

Portable executable file
E

Equalto | 010100010 -

Qutput

Binary to 8 bit Wector to
vector gray-scale

image
Width=128

Figure 2. Major steps for constructing malware image from raw .exe file.

3.3. GMP-Based CNN for Malware Classification

When performing image classification, most neural networks take fixed-size images
(e.g., 224 x 224) as the inputs. When inputting various sizes of images into neural networks,
either the images are resized or the neural network architecture should be revised. However,
changing the neural network architecture is more challenging than resizing the images.
Consequently, various sizes of images are either cropped [30] or wrapped [31] into a
fixed rectangular size (such as 224 x 224 or 128 x 128). It is shown that the performances
under the cropping or warping methods are poor due to texture feature loss or global
pattern distortion [32]. Therefore, proposing an end-to-end malware classifier by inputting
malware images directly is urgently needed.

While the CNN is widely adopted for image classification, the conventional CNN only
takes fixed-size images as the inputs. He et al. [32] proved that it is the last fully connected
layer that requires fixed-size feature maps for classification. Therefore, this paper proposes
three models for malware image classification with different pooling layers, GAP-based,
GMP-based, and SPP-based CNNs, as shown in Figure 3.

3.3.1. GAP-Based and GMP-Based CNNs

Firstly, we designed a GAP-based and a GMP-based CNN, which both share the same
network architecture, but with different pooling layers, as shown in Figure 3a. The last
convolutional layer outputs 96 feature maps, which are averaged or maximized in the
pooling layer. The averaged or maximized outputs are then forwarded to a fully connected
layer for classification. The idea of applying GMP on the last pooling layer of a CNN to
enable the CNN to take various sizes of images as the inputs is inspired by the “network in
network” structure [33]. Compared with the GAP-based CNN, the GMP-based model is
designed to convert the irregular image size into a fixed-length feature vector. As shown in
Figure 3a, the last global max pooling layer takes feature maps derived from the former
layer and outputs a b x 96 x 1 x 1 fixed-length feature vector, where b means the batch
size (b = 4 in this paper), which is adjustable under different running environments. In
the GMP-based network, the cross-entropy is used as the loss function. Then, the malware
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classification problem is modeled as an optimization problem minimizing the following
objective function:

z

Argmin ](0) = 1 ~(vilog(z) + (1= y)og(1—py) )

1

Il
-

where N means the total number of output labels and y; is a one-hot vector representing
the label of the current malware sample with only one position set as 1. p; is the probability
that the sample belongs to the current malware family.
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Figure 3. Network architecture of three models for malware classification. (a) Global average-/max-
pooling-based CNN. (b) Spatial-pyramid-pooling-based CNN.

3.3.2. SPP-Based CNN

As shown in Figure 3b, the SPP-based CNN differs from the above two models in its
spatial pyramid pooling layer. The parameters used in the SPP-based model are shown
in Table 1. It is important to note that both the GAP-based model and GMP-based model
share similar network parameter settings in Table 1, except for the last pooling layer. Our
proposed SPP-based CNN is configured as follows:

*  Theneurons in the SPP-based network are in three dimensions: width x height x depth.
All feature maps generated by each layer are also three-dimensional.

e  Feature maps derived from the last convolutional layer are pooled N times (N is the
number of pyramid layers and was set as N = 3). The parameters are optimized based
on both the input image size and the position information where the current layer is
located in the whole network architecture.

¢ Inspired by the design in [32], we used a 3-level pyramid with4 x 4,2 x 2,and 1 x 1
(in total, 21 bins) in our SPP-CNN.

e The outputs of the spatial pyramid pooling are k X M-dimensional vectors, where
M =21 is the number of bins, while k is the number of filters in the last
convolutional layer.
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*  The parameters used in Table 1 are computed and optimized by training the CNN
100 times when the network converges.

Table 1. The network architecture and parameters in SPP-based CNN.

Number of .
Layers Input Shape Output Shape Output Features Kernel Size
Convolutional 302 x 256 x 1 151 x 128 x 6 6 3x3
layer 1
Convolutional 151 x 128 % 6 76 X 64 x 12 12 3x3
layer 2
Convolutional 76 x 64 x 12 76 X 64 x 24 24 3x3
layer 3
Convolutional 76 X 64 x 24 76 X 64 x 48 48 3x3
layer 4
Convolutional 76 % 64 x 48 38 x 32 x 64 96 3x3
layer 5
Spatial pyramld 38 x 32 x 64 21 % 9% 2016 Pyramid height
pooling =3
Fully connected 21 % 96 2 2 NULL

layer

4. Adversarial Attacks and Defensive Strategy

As deep learning models are trained and widely deployed in real applications for
malware classification, the attacks targeting them are flourishing. As far as malware images
are concerned, the adversarial attacks aim at generating a crafted image that is visually
imperceptible to the human eye, but is wrongly classified by a deep learning model. While
the majority of the existing adversarial attacks only work on malware gray-scale images,
the mapping from those perturbed images to malware programs while maintaining their
malicious functionalities is rarely considered. Therefore, how to bridge the gap between
executable adversarial malware and the adversarial sample is worth researching.

Definition 1 (Adversarial sample [19]). Given a sample x' generated by applying conven-
tional adversarial attacks on the original clean sample x, an adversarial sample is defined as x’,
which can cause a victim machine learning model to produce an incorrect output (either targeted
or non-targeted).

Generating adversarial samples in the malware domain is a nontrivial task. Adversar-
ial malware not only targets evading the classifiers, but also requires being executable after
successful evasion. Therefore, we define the executable adversarial malware as follows.

Definition 2 (Executable adversarial malware). An executable adversarial malware is a
malware that not only succeeds in evading the target detection models’ detection or misleading the
target model’s with the wrong classification labels, but also preserves its malicious functionalities
and/or file size.

4.1. Synthesizing Executable Adversarial Malware

The DOS header of a Windows PE file is usually 120 bytes, while only 22 bytes are
essential to determine whether the program is executable or not. By analyzing the PE file,
we made the following observations:

e The contents within the addresses in the range of both [2,60] and [78, 120], named as
redundant header parts, are editable. Applying perturbations to them will not disrupt
the program’s run-time behavior.

e For malware classification models, the DOS header part is useless because they provide
no malware-specific features for classification.
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e The header part provides larger perturbation space (roughly about 10°% kinds of
possible perturbation patterns are applicable) for attackers on the premise that there is
no limitation on the distortion scale.

Based on the above observations, an executable adversarial attack is proposed. Inspired
by DeepFool [20], the proposed executable adversarial attack works by applying DeepFool
on the redundant header parts while perturbations are limited within a certain extent
(such as 45 or £«). The designed attack method on the Windows PE program is shown in
Algorithm 1. The perturbed areas are restricted to the range of [2,60] and [78,120] in a PE
header file. Therefore, both the semantic meaning and file size are preserved.

Algorithm 1 Executable DeepFool attack.

1: input: image x,
classifier f.
: output: perturbation 7.
: region <— zero — vector — like(x),
. region[2 : 60,78 : 120] < 1,
: while sign(f(x;)) = sign(f(xo))

ri 41— %Vﬂxi)/

Ti < 1 * region
Xiy1 < X+ 14,
i+ i+1

: return 7 =) ;7.

—_
(=)

As shown in Algorithm 1, the algorithm firstly receives an image x and reads it into
a vector region, as shown in line 3. Then, an iterative perturbation process is applied in
a while statement. The perturbations added are computed based on the gradient, which

flx
perturbations are applied on the region outside region[2 : 60,78 : 120], they are masked by

setting r; * region. Then, the left perturbations are added to the former x;. The whole process
stops either when the attack succeeds, where f(x;) # f(xp), or no more perturbations are
applicable when x; 1 = x;.

leads to the fast approach to the nearest decision boundary by Mv f(x;). When
i)ll2

4.2. Robust Header-Aware CNN against Attack

As adversarial attacks have prevailed, a secure and robust malware classification
model is in high demand. The defensive method proposed in this paper is based on the
following observations:

1.  To better defend against the PE header-oriented adversarial attacks, we redesigned
the loss function and the optimized objective function in the GMP-based CNN by
analyzing defensive distillation [34].

2. The perturbation area is critical. Because most malware images are expected not
to have salient global features [35], existing adversarial malware is generated by
applying perturbations locally instead of globally. Therefore, the proposed defensive
mechanism should focus on those local regions.

3. By introducing the attention mechanism [36], our method makes a trade-off between
classification accuracy and robust defensive capability. The size of the region indicated
by the attention mechanism is compact and restricted in certain regions.
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Based on the above observations and the loss function defined in Equation (1), the
proposed models are optimized with a header-aware loss function as:

—(yilog(zi) + (1 —yi)log(1—p;i))

(f (i) —f (x:0))’

z|=
™=z

Il
_

J(x,;0) <

1

(2)
+A

z|=
=

Il
MR

where f(-) denotes the inference stage, f '(+) is the feature extraction stage, 0 is the weights
of the model, and z; represents the inference output. During each round, the distortions are
computed and adjusted by a normalizer )\% YN, ( f l (x;;0)— f/ (x; ; 9) ) 2. This normalizer
is computed by a weighted average derivation among two classification results between
f(x;;0) and f’(x;;e), where x; and x; represent the original image and the perturbed
image, respectively.

The details of our defensive strategy are shown in Algorithm 2. In Algorithm 2, in
line 7, the cross-entropy-based loss function is computed. Then, the added normalizer is
computed based on the Euclidean distance between the original x; and the perturbed x;
by our executable adversarial attack, as shown in line 8. Based on the normalizer, the loss
function is updated in line 10, while parameter 0 is also updated in line 11 with a proper
learning rate « on a newly updated gradient.

Algorithm 2 Header-aware CNN for robust malware classification.

1: input: images X,
labels Y,
classifier f which output the logit z and feature &,
learning rate «,
ignore rate A.
: output: weight of classifier 6.
: for x,y in XY
region < one — vector — like(x),
region|0 : 120] 0,
z,h + f(x;0)
J(x,y30) < § Bty (1= yi)log(1 — pi) — yilog(z:)
/ / / 2
8 dist — AL LN, (f (x;;0) — f (xi,‘9>>
9 2,k « f(x-region;0)
1. J(x,y;0) < J(x,y;0) + dist
11: 0+ 0—aVy](x,y;0)
12: return 0.

A

5. Experiments and Analyses
5.1. Data Sets and Experimental Environment Setup

First, both malware and benign programs were collected from Malekal (https://www.
virustotal.com/gui/user/Malekal_morte (accessed on 20 January 2024)) and VirusTotal
(https:/ /www.virustotal.com/gui/home /upload (accessed on 20 January 2024)) to ensure
that all samples were executable files. More than 2000 malware and 2000 benign programs
were chosen for our experiments. We used 70% of the samples for training and the remain-
ing 30% for validation. Second, all samples downloaded are standalone .exe programs.
Third, all samples were preprocessed and converted into gray-scale images.

All models proposed were tested under the same environment. The running operating
systems were configured with an Intel(R) Xeon(R) CPU E5-2640 v4 @ 2.40 GHz and GeForce
RTX 2080TI (GPU) and run on the Ubuntu 16.04 operating system. The experiments are
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performed by using the Adam [37] optimizer with a learning rate of 1 x 10~* and with
30 epochs to train all models for malware classification.

5.2. Malware Classification

We designed two five-layer neural networks, including GAP-based CNN (GAP-CNN)
and SPP-based CNN (SPP-CNN) [32], to test and compare their relative performance
against our proposed GMP-based CNN. To be intuitive and persuasive, the three models
were designed and evaluated in the same environment. Each model was trained by running
the algorithm 10 times while using different combinations of training samples (known as
the 10-fold cross-validation method). All performance metrics, including accuracy, recall,
precision, specificity, F1, receiver operating characteristic curve (ROC), and area under
ROC curve (AUC), were tested multiple times and averaged. The classification results
are summarized in Table 2, where the values in boldface indicate the best value for each
measure among the classifiers. Based on the results shown in Table 2, the following
observations and analyses were made.

Table 2. Performance under three models.

Metrics GMP-CNN GAP-CNN SPP-CNN
Accuracy 98.61% 93.75% 97.22%
Recall 97.65% 95.29% 90.59%
Precision 95.40% 87.10% 96.25%
Specificity 97.64% 90.90% 94.11%
F1 95.66% 92.08% 93.55%
AUC 0.99 0.95 0.95

First, it is clear that the GMP-based model outperformed the GAP-based and SPP-
based ones on accuracy. It is shown that most classifiers, either conventional machine-
learning-based or deep-learning-based, had an accuracy of [90.0-98.0%]. The reasons why
the GMP-based CNN was superior to existing classifiers are three-fold:

*  As conventional machine learning classifiers are seriously dependent on an isolated
feature-extraction program, the features extracted are mostly numerical and suitable
for gradient-based neural networks. However, those gradient-based networks are
seriously attacked by adversarial attacks.

¢ Asglobal pooling decreases the dimensionality of the feature maps and computational
complexity, GAP requires that the number of feature maps in the last pooling layer
equals the number of output classification labels. For new malware variants, the
network architecture should be re-configured. Consequently, the GAP-based model is
observed to have low scalability.

*  GAP preserves more background information, while the GMP maintains more texture
information. Thus, the GMP is more suitable for malware gray-scale images than
GAP as malware images are characterized by their texture features with almost no
distinctive objects (such as animal heads, human faces, etc.).

Second, besides accuracy, the GMP-based CNN also outperformed other networks on
both recall and specificity. For malware detection, which is a typical binary classification
problem, recall is more valuable than specificity. As shown in Table 2, the GMP-based CNN
achieved the best recall and was 4.71% better on average than the other two classifiers.
Unfortunately, the GMP-based model achieved a little less precision than the SPP-based one
with 0.85%. However, a little sacrifice with respect to the false positive rate is worthwhile
for malware classification because any false negative prediction may cause great damage
to network security.
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Third, integrated metrics such as the F1 or AUC are better for performance comparison.
Thus, we compared the F1 under two networks, and it is shown that the GMP-based CNN
was the best. If the number of malware and benign programs varied remarkably, it was
necessary to test each classifier’s performance under specificity. As shown in Table 2, the
GMP-based CNN achieved better specificity than the SPP-based and GAP-based ones with
3.53% and 6.74% improvements, respectively.

Fourth, ROC under three CNNSs is shown in Figure 4. As shown, GMP-based CNN
achieves better performance on solving overfitting problem in malware detection because
it shows the smoothest curve. Meanwhile, the curve under SPP-based CNN is smoother
than that of GAP-based CNN.
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5.3. Performance under Different Adversarial Attacks

In this section, our proposed executable adversarial attack was compared with the
attack proposed in [6]. The attack proposed in [6] is similar to the fast gradient method
(FGM) [18], but the gradient is transformed by embedding weights. However, to maintain
the program’s original functionalities and semantic meanings, Kolosnjaji et al. [6] added a
padded section at the end of the malware program for perturbation attacks. In contrast,
this study improved the FGM and set the perturbed area to 128 x 128, while the iteration
was set as 1000. To evaluate the effectiveness of each adversarial attack, the classification
accuracy after running attacks against previously trained malware classification models is
summarized in Table 3. We set the three five-layer neural networks with almost the same
architecture, but different kernel sizes, where Netl, Net2, and Net3 had kernel sizes of
(3,3,3,3,3),(5,3,3,3,3),and (5,5, 3, 3, 3), respectively.

The results in Table 3 show that the proposed executable adversarial attack is more
effective than the FGM-based attack proposed in [6]. The detailed analyses and comparisons
are summarized as follows:

* In general, Net3 showed the worst performance on the whole when compared with
the other two networks with smaller kernel sizes. This means that a GMP-based model
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with a bigger kernel size is more vulnerable when attacked by either an executable
adversarial attack of an FGM-based attack.

e The attack in [6], with 12,800 bytes in total to apply perturbation, has more attacking
space than our proposed executable adversarial attack. When attacked by the FGM-based
method, the accuracy was stable at around 60.0-65.0%, which means that changing
the kernel size had little effect on accuracy. While our attack has less attack space, it
was more effective and efficient, with an 11.67% improvement on the accuracy decline
on average compared to the FGM-based attack. However, the accuracy under our
attack was influenced by the kernel size.

*  FGM-based attack achieved the best results on recall, precision, and the F1 under Net3.
When computing the degree of perturbations for an adversarial attack, the perturbed
samples are supposed to approach the decision boundary for final classification. The
whole attack process is highly sensitive to multiple factors, including the original
samples, whether the gradients are computational or easy to compute based on the
given samples due to gradient vanishing or explosion, etc. It is, thus, a common
practice to compare different attacks under accuracy. All in all, the FGM-based attack
performed better than our executable adversarial attack under some metrics. Thus, our
attack won with the most-remarkable accuracy degradation.

While iterative attacks have already been observed to be more effective than single-
step attacks, it is important to notice that the total number of distortions should be limited.
As both the executable adversarial attack and FGM-based attack are applied on restricted areas
of a malware image, the attacks should quickly converge. If more areas were allowed to be
perturbed, the success rate would be improved, which means the accuracy under attack
would drop accordingly. However, perturbations applied on other parts of a malware
image have a higher probability to crack the original program. Therefore, we leave the
perturbations applied on the whole image as our future works.

Table 3. Performance of the GMP-based CNN under two attacks, including executable adversarial
attack and FGM-based attack.

5 Executable Adversarial Attack (Ours) FGM-Based Attack [6]
Networ
Accuracy  Recall  Precision Specificity F1 Accuracy  Recall  Precision Specificity F1
Netl 51.69% 22.44% 36.66% 72.46% 27.84% 65.00% 29.82% 65.38% 89.15% 40.96%
Net2 62.80% 42.55% 52.63% 75.67% 47.05% 60.74% 11.53% 66.66% 96.00% 19.67%
Net3 42.33% 64.91% 38.54% 26.25% 50.47% 66.14% 10.52% 30.76% 89.88% 15.68%

5.4. Performance Analyses of Robustness against Executable Adversarial Attack
5.4.1. Performance Analyses of Header-Aware CNNs

Adversarial training [19] is the benchmark technique for securing deep learning mod-
els against adversarial attacks. Adversarial training aims to extract highly representative
features from adversarial samples. On the basis of the executable adversarial attack, it is
essential for adversarial training to ignore the header part of the Windows PE file, which
is frequently perturbed with a higher probability. Since the robustness of the malware
classifier is a nontrivial task, this study further evaluated three models retrained with
adversarial samples: adversarial training [19], Header-CNN2EAA (CNN retrained with
adversarial samples generated by an executable adversarial attack), and Header-CNN2FGM
(CNN retrained with adversarial samples generated by the FGM [18]). The ignore rate A
was set as 1.5 x 10® in the GMP-based CNN. As the file size increased, the ignore rate in-
creased to 2 x 10° to defend against the attack proposed in [6]. The results are summarized
in Table 4, where the values in the boldface indicate the best value for the evasion ratio
among the three defensive mechanisms.
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Table 4. Evasion ratio under different defensive models.
Adversarial
Network . . Header-CNN2EAA Header-CNN2FGM

Training [19]

Netl 11.2% 2.1% 22.4%

Net2 14.5% 4.8% 9.8%

Net3 10.2% 0.0% 1.4%

As can be seen, Header-CNN2EA A was the best and achieved the lowest evasion ratio
with different kernel sizes. We then made the following observations:

*  Based on the results of the three adversarial-training-based models, adversarial train-
ing was effective at enhancing the robustness of all models. The reason is that these
adversarial-training-based models succeed in extracting typical features of adver-
sarial samples. Header-CNN2EAA was the best with the lowest evasion rate be-
cause of its ability to extract representative adversarial features applied by executable
adversarial attacks.

e  For both adversarial training and Header-CNN2EAA, the evasion ratio increased first
and, then, dropped when increasing the kernel size. A smaller kernel size means fine
granular attention to the perturbation areas. Therefore, Header-CNN2EAA achieved
almost a 100% detection rate for Net3.

*  While both adversarial training and the Header-CNN2FGM attack performed almost
the same on average, the performance under Header-CNN2FGM varied sharply, while
the performance under the adversarial training was stable.

* Header-CNN2EAA performed four-times better than the other models on average.
Our header-aware CNN is also applicable to other malware collected under different
operating systems, but should be improved based on detailed analyses to find which
part of the code is redundant and, thus, suitable for attacks.

5.4.2. Performance under Different CNNs with Various Kernel Sizes

Given the image width (such as width = 128), the header section of a program
may only have one or two rows of a gray-scale image. The texture feature patterns in
those header parts are, thus, likely to be ignored by classification models. However, the
feature maps can cover a larger perceptive field by increasing the kernel size. With a
larger perceptive field, the kernel size was set in the range of [3,7] in each layer, as shown
in Table 5. The first column represents the kernel size in each convolutional layer with
five network layers in our designed models. If the kernel size was set to be 3 in each
convolutional layer; this is represented as (3, 3, 3,3, 3). Constrained by the GPU memory,
experiments with a kernel size greater than 9 are not included here, but the conclusions we
derived should still hold.

As mentioned above in Algorithm 2, the kernel size determines the attention area
when comparing the perturbed image with the original one. To evaluate how the kernel
size impacts the performance of the models, the accuracy under the original GMP-based
CNN and its accuracy under the executable adversarial attack, together with the evasion ratio
under our header-aware defensive CNN, were compared.

First, we set a bigger kernel size for the former convolutional layers, as shown in
Table 5. According to the results shown in the second column in Table 5, the classification
accuracy increased by setting a larger kernel size for each layer. When increasing the
kernel size, the accuracy fluctuated, but was always above 97.22% and was better than the
state-of-the-art malware classifiers with the accuracy around 95.0%.
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Table 5. Accuracy under both GMP-based CNN (Accuracygpyp) and GMP-based CNN under exe-
cutable adversarial attack (Accumcy"c‘i]@I p), together with evasion ratio under header-aware defensive

model (Evasion — Ratiog,f).

Kernel Size Accuracygmp Accurucy”c‘}l\zp Evasion — Ratiog,f
(3,3,3,3,3) 97.22% 51.69% 2.1%
(5,3,3,3,3) 98.61% 62.80% 10.5%
(5,5,3,3,3) 98.61% 42.33% 4.8%
(5,5,5,3,3) 97.22% 73.60% 0.0%
(7,5,5,5,5) 98.61% 62.20% 0.8%
(7,5,5,3,3) 97.92% 72.40% 0.07%

Second, each network was compared against the executable adversarial attack under the
same settings. The accuracy under the executable adversarial attack is shown in the third
column in Table 5. It is, thus, observed that, with a bigger kernel size, the accuracy against
our executable adversarial attack fluctuated and stabilized around 70.0%. When compared
with the accuracy of the GMP-based CNN with no attack, there was a 37.20% performance
decline on average.

Third, the last column in Table 5 shows the defensive ability under our header-aware
CNN against the executable adversarial attack. With a bigger kernel size, the evasion ratio
dropped to nearly 0, which means that our defensive mechanism was effective. The evasion
ratio converged and stabilized when kernel size was around [5,7] in the former three
convolutional layers of the CNN.

5.5. Limitations and Secure Design Principles

Internal validity: To avoid the side-effect of intentional sample selection on experimen-
tal outcomes, this study collects a substantial number of Windows malware and constructs
the used dataset through random sampling. Furthermore, this study solves the overfitting
issue from two aspects. On the one hand, this study employs cross-validation techniques
and utilizes regularization methods during the training process. On the other hand, the
dropout layer in the CNN helps mitigate the overfitting. However, the designed methods
apply to only Windows malware, and the design of the same method for Android malware
is our future work.

Construct validity: We conducted experiments on a variety of model structures com-
monly used in malware-detection tasks to avoid structural biases that may arise from
relying on a single model.

Conclusion validity: To ensure the statistical significance of the results, this study not
only compares the accuracy of the models, but also conducts various statistical tests to
determine the significance of the performance differences between the models.

Secure design principles: Since this study focuses on the feasibility of the executable
adversarial attack and retraining a robust deep learning model against these attacks, the
implementation of these models should comply with the application-level secure design
principles [38]. Due to the limited effect, we leave this part for our future work.

6. Conclusions

Both black-box and white-box adversarial attacks are common in many machine-
learning-based applications. Malware classification models are threatened within the
context of the escalating arms race between hackers and security professionals. While
existing adversarial attacks focus on the features used to train a classifier, it is critical
to map those perturbations back into the original malware programs while preserving
their functionalities. We designed a GMP-based CNN with malware gray-scale images
as the inputs. This study then proposes the executable adversarial attack, which results in
a sharp accuracy decline of the target classifiers. This attack is effective among different
neural networks, while the perturbations computed are applied to the original program.
A deep understanding of the adversarial attack is helpful when designing a robust and
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secure machine learning model. Therefore, a secure and robust defensive-strategy-based
attention mechanism is proposed against the executable adversarial attack, which applies to
a PE file in Windows. Through detailed experiments, we showed that both the proposed
executable adversarial attack and header-aware defense mechanisms are effective. However, it
is important to note that our methods are specifically designed for Windows PE files. Given
the widespread use of Android, iOS, and Linux/UNIX, developing a robust classifier for
these operating systems becomes imperative. Since file formats differ across these systems
from Windows, devising attacks tailored to the unique file formats of these operating
systems remains a goal for our future research. The concepts and methodologies employed
in this study lay the foundation for such future endeavors.

Furthermore, there is a pressing need for in-depth research to develop a state-of-the-
art robust malware classifier. As the dynamics of adversarial attacks (from the attacker’s
perspective) and robust machine learning (from the security manager’s standpoint) have
both intensified recently, the conflict has escalated, becoming increasingly severe and
challenging. Therefore, our future research will focus on designing a more-secure and
-robust classifier against both white-box and black-box attacks. Instead of perturbing the
header section of a PE file, generating adversarial malware while preserving their functions
and semantic meanings is a possible direction.
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