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Abstract: The federated learning on large-scale mobile terminals and Internet of Things (IoT) devices
faces the issues of privacy leakage, resource limitation, and frequent user dropouts. This paper
proposes an efficient secure aggregation method based on multi-homomorphic attributes to realize
the privacy-preserving aggregation of local models while ensuring low overhead and tolerating user
dropouts. First, based on EC-ElGamal, the homomorphic pseudorandom generator, and the Chinese
remainder theorem, an efficient random mask secure aggregation method is proposed, which can
efficiently aggregate random masks and protect the privacy of the masks while introducing secret
sharing to achieve tolerance of user dropout. Then, an efficient federated learning secure aggregation
method is proposed, which guarantees that the computation and communication overheads of
users are only O(L); also, the method only performs two rounds of communication to complete the
aggregation and allows user dropout, and the aggregation time does not increase with the dropout
rate, so it is suitable for resource-limited devices. Finally, the correctness, security, and performance
of the proposed method are analyzed and evaluated. The experimental results indicate that the
aggregation time of the proposed method is linearly related to the number of users and the model
size, and it decreases as the number of dropped out users increases. Compared to other schemes,
the proposed method significantly improves the aggregation efficiency and has stronger dropout
tolerance, and it improves the efficiency by about 24 times when the number of users is 500 and the
dropout rate is 30%.

Keywords: secure aggregation; privacy protection; federated learning; tolerate dropouts; homomorphic

1. Introduction

Federated learning (FL) [1] is a distributed machine learning framework proposed by
Google, which enables multiple distributed clients to train models using local private data,
and then the global model is established by aggregating the local models from the clients
through a central server to achieve distributed collaborative training. FL, which ensures
that user data are kept local and allows for the training of high-quality models using user
data, has been extensively investigated in various fields [2,3] in recent years. With the
development of the mobile Internet of Things (IoT), an increasing amount of devices access
the network, such as mobile terminals, IoT devices [4], etc., which are huge in scale and
contain a large amount of valuable data. This makes it possible for enterprises to train
high-quality models by utilizing these data for FL to provide a better user experience and
enhance the competitiveness of the industry [5].

Compared with traditional model training approaches that collect raw client data, FL
can significantly reduce the risk of user data privacy leakage by sharing models. However,
existing studies have shown that sensitive information in the user’s local dataset can still
be obtained by implementing privacy attacks on the local model, such as membership
inference attacks [6,7], attribute inference attacks [8], etc. To solve the above problems, many
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studies [9-12] have proposed privacy-preserving mechanisms based on techniques such as
secure multi-party computation (MPC), homomorphic encryption (HE), and differential
privacy (DP) [13] to protect local model parameters of FL users. Specifically, DP [14,15]
involves the user perturbing the local model by carefully adding constructed artificial
noise to the model parameters before uploading the local model to the aggregation server,
to prevent the server from accessing the original local model parameters. Although DP-
based protection is efficient, it requires an effective trade-off between the level of privacy
protection and model utility: more noise leads to a better protection effect but significantly
affects the accuracy of the global model. Based on the secret sharing technique in MPC,
works from the literature [16-18] allowed users to share model parameters with multiple
users or servers, and a single or a small number of users and servers cannot reconstruct the
user’s local model. In contrast, other studies found in the literature [10,19,20] designed HE-
based schemes, where the user encrypts the model parameters to protect the model, then
sends the ciphertext of the parameters to the server for aggregation, and finally the server
returns the aggregated results to the user for decryption; in this process, the homomorphic
encryption property ensures the correctness of the aggregated results. HE and MPC
basically do not affect the quality of the global model, but they are not suitable for large-scale
FL where the encryption of model parameters or secret sharing will result in huge additional
computational and communication overheads for users. In particular, in cross-device FL,
the participants are usually numerous mobile terminals with limited computation and
communication resources, [oT devices [12,21], etc., and the device performance may not
meet the training requirements. Some studies [22,23] use a three-tier structure of IoT device-
fog node-cloud, where the IoT device adds noise to the data and sends them to the fog
node, which trains the local model, and noise addition to the raw data reduces the quality
of the data, which in turn affects the local model. In addition, the use of HE or DP to
achieve model privacy aggregation still results in either efficiency or model performance
decrease. Additionally, the use of HE may require additional security assumptions, such as
no collusion between servers and users.

The paper [24] proposed SecAgg, a more practical security aggregation scheme that
protects the model by masking it with a random mask. Users 1 and v share a seed s,
with each other, and then a pairwise masking mechanism enables the masks to cancel each
other after aggregation to obtain the global model. However, to negotiate pairwise masks,
users need to communicate with the server in multiple rounds and perform a large number
of key agreements, causing the aggregation overhead to have a quadratic complexity
relationship to the number of users. Additionally, to remove the effect of dropped out
users, the aggregation time increases significantly with the number of dropped out users,
and when d users drop out, the server needs to add (n — d)d key reconfigurations to ensure
correct aggregation, so the scheme may not be applicable to the FL training scenarios with
large-scale user participation and frequent dropouts. Drawing on this, some studies [25-29]
proposed more efficient secure aggregation schemes, but they either lose some privacy
guarantees or dropout tolerance, or require additional security assumptions, etc.

To address the above problems, in order to achieve local model privacy-preserving
aggregation while avoiding the efficiency or model performance degradation caused by HE,
DP, and secret sharing, this paper proposes an efficient privacy aggregation method for FL
models based on multi-homomorphic attributes. Our method can guarantee low overhead
and high accuracy without introducing additional assumptions. Specifically, the proposed
method adopts independent masks to protect local models, thus avoiding the drawbacks
brought by encrypting model parameters, sharing them secretly, or adding noise, and it
also avoids the bottleneck brought by using pairwise masks in SecAgg. Then, a multi-key
privacy aggregation algorithm is proposed based on EC-ElGamal, where the user encrypts
the inputs with a public key to enable the server to decrypt the sum of the user’s inputs
using its own private key without knowing the individual inputs. Based on this algorithm,
model privacy-preserving aggregation can be achieved without losing model quality while
tolerating the collusion between n — 2 users and the server. Additionally, to reduce the
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user overhead and improve the aggregation efficiency, an efficient random mask privacy
aggregation method is proposed based on the homomorphic pseudorandom generator
(HPRG) and the Chinese remainder theorem (CRT), which can avoid the computation and
communication overhead caused by users’ encryption of high-dimensional masks and
thus improve the overall aggregation efficiency. Finally, the tolerance of user dropouts is
achieved by integrating secret sharing.

The main contributions of this paper are as follows:

*  An FL secure aggregation method is proposed, which protects model privacy through
independent random masks while ensuring efficiency and accuracy, with client com-
putation and communication overheads of only O(L) and without relying on trusted
third parties.

¢ Without considering user dropouts, the proposed method can complete aggregation
in only two rounds of communication and can tolerate n — 2 users colluding with the
server. Also, the method supports user dropouts, and the aggregation time decreases
as the number of dropped out users increases.

*  The correctness and security of the proposed method are analyzed, and its performance
is evaluated through experimentation and comparison, and the results indicate that
the proposed method is efficient and has stronger dropout tolerance.

The rest of the paper is organized as follows. Section 2 reviews the related work;
Section 3 introduces the preliminaries; Section 4 details the scheme proposed in this paper;
Section 5 analyzes the correctness and security of the scheme; Section 6 evaluates the
performance of the scheme; and Section 7 concludes this paper.

2. Related Work

This paper focuses on the issue of secure aggregation in FL, i.e., securing a user’s local
model and preventing potential adversaries from obtaining sensitive information about the
user’s local dataset through privacy attacks on the local model. Also, this paper considers
the issue of possible frequent dropouts of resource-limited clients in cross-device FL.

Several studies [10,19,20] implemented secure aggregation via HE techniques, such as
Paillier. Homomorphic encryption allows the server to perform aggregation over cipher-
texts. Although it can enhance the privacy of FL, it requires the sharing of private keys
among all users, which is not resistant to user—server collusion. Some schemes [30,31] use
multi-key homomorphic encryption to solve the key management problem, but encrypt-
ing model parameters via homomorphic encryption usually incurs a huge computational
overhead, and parameter ciphertext transmission also increases the communication over-
head of the client, so this scheme is generally not applicable in cross-device FL. Some
other studies [16,18,32] achieve secure aggregation by using the secret share technique in
MCP, where users share their local model parameters secretly to multiple servers or users,
and based on the property of the secret share technique, a single or a small number of
users cannot reconstruct the user’s local model, and finally, by exploiting the homomor-
phism of the secret share, the users or servers work together to complete the aggregation.
However, the secret sharing of model parameters and transmission of secret shares will
lead to problems such as large computational and communication overheads. Moreover,
the security of this scheme relies on the number of non-colluding participants, and this
can only be guaranteed if there is no collusion among the participants or if most of them
are trustworthy, while the reliability of FL relies on the reliability of the servers and the
users, who are usually required to always be online. DP reduces the risk of privacy leakage
mainly by adding artificial noise to the model parameters [14,33,34], but this requires a
trade-off between the level of privacy protection and the quality of the model; a higher
level of privacy protection requires adding more noise, which inevitably decreases the
quality of the model.

A study [24] proposed the first mask-based secure aggregation scheme in FL called
SecAgg, which masks the model with random masks. To improve security and tolerate
user dropouts at any time, SecAgg implements a pairwise masking mechanism through
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key agreement and secret sharing. However, this approach requires multiple rounds of
communication between users and servers in a single aggregation. Also, negotiating
pairwise masks requires secondary communication and computational complexity that
increases with the number of users. When removing masks, the computational time needed
to reconstruct these masks increases substantially with the number of dropouts, which
makes SecAgg not suitable for applications in FL where a large number of users participate
in training and users drop out frequently.

To achieve more efficient and secure aggregation, several studies have proposed that
FL users communicate with only a subset of users rather than with all users. A study [25]
aggregated n FL users by dividing them into n/log n groups and following a multi-group
round-robin structure; each FL user in a group communicates with the user in the next
group, which requires additional rounds of communication between the groups. The
studies of [35,36] also use a group aggregation structure, where users in the same group
perform intra-group aggregation through model secret sharing, and then perform inter-
group aggregation with the next group. This group structure results in the need for users to
increase the number of additional communications and also reduces user dropout tolerance.
The study [37] reduced per-user overhead by using fast Fourier transform multi-secret
sharing. However, these two approaches have poor privacy guarantees and user dropout
tolerance. The works [26,27] reduced the aggregation overhead by replacing fully connected
graph communication with non-fully connected graph communication so that each user
only needs to perform key agreement and secret sharing with some users, compared
to SecAgg, which improves the communication efficiency but reduces a certain privacy
guarantee. Meanwhile, due to the retention of the double-masking mechanism, once a
large number of users drop out, the server still needs to consume a large amount of time
to eliminate the impact caused by the dropped out users. The studies [28,29,38] improved
the efficiency of key agreements by replacing the mask negotiation algorithm. Particularly,
the authors of [29] improved the efficiency of key agreements by introducing two key service
providers and by designing an interaction-free key negotiation protocol. The authors of [28]
designed a lightweight masking approach with additive homomorphism to eliminate the
key agreement part while guaranteeing that the mask can be eliminated after aggregation.
While both approaches rely on the security assumption of non-collusion, the work [38]
utilized a key derivation function to generate pairwise masks for the masking model.
For the user dropout training problem, the researchers eliminated the effect of the dropped
out user at once by having the surviving user submit the mask of the dropped out user,
which requires the surviving user to submit the entire random mask of the dropped out user
to help the server complete the aggregation, thus increasing the communication overhead
of the user. Meanwhile, this approach relies on the assumption that no more users drop out
from training during the mask removal process, which cannot be guaranteed in cross-device
FL learning. The research papers [39,40] adopted the idea of a one-time reconfiguration
of aggregated masks by introducing a third-party trusted server to either aggregate the
masks or distribute them, which avoids the additional computational and communication
overheads associated with mask negotiation, but the security of this approach relies on the
assumption of non-collusion between the third-party trusted server and the aggregation
server. The study [41] removed the trusted third party by combining secret sharing and
HPRG and using secret sharing additive homomorphism to complete mask aggregation
jointly by users. However, in this approach, users are required to secret share the seed and
encrypt the secret share in each round and then send it to every other user; meanwhile, users
are required to encrypt model parameters, and computing each global model parameter is
required to solve the discrete logarithm problem, which leads to a performance bottleneck.
The work [42] developed a single mask-based chained aggregation structure, where the
head node user masks the model using an initial random mask sent by the aggregation
server and then sends the masked model as a random mask to the next user, and finally,
the server removes the initial mask to aggregate the global model. However, the efficiency
of this structure relies on the performance and stability of each user, and when users drop
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out of the network or when the latency is too high, the approach may fail to aggregate a
valid global model.

In this paper, an efficient random mask privacy aggregation method is proposed
based on EC-ElGamal, HRPG, and CRT, which can aggregate random masks efficiently and
protect mask privacy without adding trusted third parties and communication between
users, and the method handles dropped out users without introducing huge computational
and communication overheads. In the case of no user dropout, the aggregation is completed
with only two rounds of communication.

3. Preliminaries
3.1. EC-ElGamal Homomorphic Encryption

EC-ElGamal [43] is an implementation of the ElGamal encryption algorithm [44] on the
elliptic curve (EC) with additive homomorphism. The security of EC-ElGamal relies on the
elliptic curve discrete logarithm problem (ECDLP) on EC, and it is IND-CPA secure under
the decisional Diffie-Hellman (DDH) assumption. Its encryption scheme with additive
homomorphism is described below:

Initialization. Choose a large prime p and then choose 4, b in GF(p) to determine an
elliptic curve E,(a, b). Choose a point G(x,y) on E,(a, b) as the base point, and the order
of the point G(x, y) is n. n is required to be a large prime.

Keygen. Randomly choose an integer d(0 < d < n) as the private key sk, and then the
public key is:

pk = skG (1)

Encryption. (Cy1,Cp) < ECE.Enc(Ppy, ki, pk). Assuming Py, is the plaintext, randomly
select k € Z, and compute the ciphertext (Cy,Cp):

C1 = k,‘G, C2 = P,G+ klpk (2)
Decryption. P, <— ECE.Dec(Cy, Cy, sk). To decrypt (C1, Cy), compute m = Cp — skCy:
PG = PyG + kipk — skk;G 3)

By addressing the ECDLP, the plaintext P, can be decrypted eventually.

Additive homomorphism. EC-ElGamal encryption has additive homomorphism.
Suppose that the ciphertexts of plaintext Py,,, Py, are (k;G, Py, G + kipk),(kiG, P, G + kipk),
respectively. The ciphertexts are added together:

When using sk decryption to obtain (P, + Py,)G and the plaintext Py, + Py,, it is
also required to address the ECDLP. The research papers [45,46] proposed to improve
computational efficiency by converting an intractable ECDLP (i.e., a large integer) into
several smaller ECDLP by utilizing the CRT and proved that this approach does not
compromise security.

3.2. Homomorphic Pseudorandom Generator

A pseudorandom function (PRF) is a keyed function F : K x X — ). For a random
key k € K, the output of the function F(k, -) is indistinguishable from the output of a
uniformly random function when given black-box access. Homomorphic pseudorandom
function (HPRF) [47] is a pseudorandom number function with homomorphic properties.
For any key k,k € K and any input x € X, there is f(ky +kp, x) = f(k1,x) & F(kp, x).
A pseudorandom generator (PRG) is an efficiently computable function G : & — R.
The distribution of G(s) is computationally indistinguishable from the distribution of r for
a uniform s in § and a uniform r in R. Similarly, for any G(s1, x) and G(s, x) that satisfy
G(s1 +s2,x) = G(s1,x) ® G(s2, x), the PRG function G : S — R is called a seeded HPRG.
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A simple secure-key homomorphic PRF can be constructed in the Random Oracle
Model (ROM). Suppose that G is a finite cyclic group of prime order q. H: X — Gisa
hash function modeled as a random oracle, and F : Z; X X’ — G is constructed as:

F(k,x) =k-H(x) )
F(k, x) satisfies additive homomorphism:
F(ky,x) + F(ky, x) = F(k1 + kp, x) (6)

This construction was first proposed and proved in the work [48]. In the ROM, it is
assumed that DDH holds in G and that F is a secure PRE. The paper [49] uses this HPRF in
key rotation for authenticated encryption.

Based on the above HPRF, an HPRG can be constructed as HPRG(s,x) = s - H(x),
which satisfies:

HPRG(s1 + s2,x) = HPRG(s1,x) + HPRG(sy, x) )

3.3. Secret Sharing

(t,n)-secret sharing was proposed by Shamir and Blakey in 1979 [50]. Secret s is
divided into n sub-secrets, each of which is held by a user; more than or equal to ¢ users can
reconstruct secret s, while less than ¢ users cannot reconstruct the secret and do not obtain
any information on s. For a secret s, (t, n)-secret sharing is performed in the following steps:

Initialization. Secret holder us randomly selects ¢t — 1 positive integers aq,...,a4;_1
from Zp while making ay = s. Based on the above values, construct a polynomial with the
highest order of t — 1:f(x), = ag + ax + axx> + azx> + ...+ a;_1x'“tmod P.

Secret Sharing. The secret holder randomly selects n points xq,x,..., X, on the
polynomial f(x), then computes the function values f(x1), f(x2),..., f(x) corresponding
to each point, and finally share (x1, f(x1)), (x2, f(x2)),..., (xn, f(xn)) as a sub-secret to the
other users. The formal representation is (x;, f(x;));c, < ASS.share(s, t,n).

Secret Reconstruction. Given any no less than t sub-secrets (x;, f(x;),), the poly-
nomial f(x), can be determined by Lagrange interpolation. When x = 0, the con-
stant term ap can be computed as the secret s, and the formal representation is s <
ASS.recon ((xi, f(Xi)g)jenr t)-

Homomorphism. Shamir secret sharing has additive homomorphism. Given sy, 55
and secret sharing (t,n) and distributing the secret share to other users, the holders of

the sub-secrets can locally compute (xi, fxi)s, + f(xi) ) .. Since the highest order of
n

52

the result of adding two t — 1th polynomials is still  — 1, given any (no less than t) sub-

secretions (f(x,v)s1 +f(xi)52)l ,we have f(x) = f(x), + f(x),,; and when x = 0, we
en

have sy +s2 = f(0),, + f(0),,-

4. Proposed Scheme
4.1. Threat Model and Goals

In this paper, participants are divided into two types: users and aggregation servers.
The basic structure and the aggregation process are illustrated in Figure 1. The aggregation
server S is responsible for aggregating local models. Each user u; € U has a local private
dataset, representing a client, which obtains the local model m; by training on the local
dataset and uploading it to the aggregation server. Other notations used in this paper are
listed in Table 1.

Threat model: This paper considers semi-honest threat models commonly used in
FL, where aggregation servers and users may be semi-honest, i.e., they follow the rules
for training but are curious about the local models of honest users, intending to infer the
honest user’s private information by observing their local models. It should be noted that
malicious servers forging aggregation results and malicious users implementing poisoning
attacks are not considered in this paper. This requires additional techniques to implement
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security when participants are malicious, such as integrity verification techniques and how
to compute model similarity when models are protected.

Server

m,, < aggregate(m,,...,

Model aggregation

Distribute m,;

!

Secure
aggregation

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 1. FL model aggregation.

Table 1. Symbols and description.

Symbols Description
U; user i
S aggregation server S
m; local model of user u;
mg global model
L user input vector size
S random seed of user u;
ri/R random mask of user u;/sum of random mask
d number of dropout users
U,Uy, - collection of users in different stages
n number of users
t threshold
aa, aé, s congruent coefficient of user u;
pk/sk EC-ElGamal public-private key

In addition to the semi-honest setting, this paper also considers the collusion between
the server and the users, where the server and the colluding users attempt to increase the
success rate of stealing the honest user’s private information by sharing the internal state,
and the received and the sent messages. For collusion scenarios, the scheme proposed in
this paper aims to guarantee the privacy of the honest user’s model, i.e., in cases where
less than t users and servers collude, they do not learn any information about the honest
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user’s local model. Note that this paper does not consider the case t = |U/| — 1, where
the collusion users and the server can compute the honest user’s model information from
the aggregated results by making a difference. Furthermore, for the setting of the value
of ¢, in cross-silo FL, i.e., without considering the user dropout, the maximum number of
collusions our scheme can tolerate is t = |U/| — 2. In cross-device FL, users may drop out
from the training at any time, and our scheme supports this; in this case, the maximum
number of colluding users our scheme can tolerate depends on the threshold for secret
sharing . Reducing the tolerance in a cross-device FL setting is justified because the
probability of large-scale user collusion is greatly reduced with a large number of users
and a wide geographic distribution.

Design goals: Based on the above threat model and considering the requirements of
the FL application scenario, the design goals of this paper are:

Privacy: Ensure that semi-honest servers and users cannot obtain any private informa-
tion about the local models of honest users.

Efficiency: The protection of the model does not incur excessive computational and
communication overheads to the user, and the overall aggregation scheme is efficient.

Dropout Tolerance: The ability to tolerate user dropouts during the training process.

4.2. Scheme Ouverview
4.2.1. Model Mask

Many studies have proposed using techniques such as DP and HE to protect local mod-
els, but these techniques either incur huge computational and communication overheads
on users or require considering the trade-off between privacy level and model quality. This
paper achieves model protection based on a simple and efficient One-time Pad [51] (OTP).
A random mask is taken as a one-time key to mask the model, and due to the randomness of
the mask, the distribution of the model parameters will be disrupted. Based on this, privacy
attacks against the local model can be effectively prevented, and the adversary cannot
recover the model parameters when the random mask is not leaked. Meanwhile, only
one additive operation is involved in protecting the model, which guarantees both high
efficiency and no compromise of security. In SecAgg, a pairwise mask protection model is
used to ensure that the masks of all users can cancel each other after aggregation, but this
requires much communication to negotiate the pairwise masks, and the aggregation time
increases substantially with the number of dropped out users.

To avoid problems such as computational and communication overheads associated
with pairwise masks, this paper uses independent masks to protect the model. User u;
randomly selects a seed s;, then uses a random mask generated by PRG for r;, and finally,
masks the local model with #;:

m; =m; + v (8)

Then, user u; sends ; to the server for aggregation.

4.2.2. Model Aggregation

Assuming that the server knows the sum R =}, ¢, r; of the user’s random mask,
after receiving the user’s model #1;,7 € U, the server can aggregate the global model:

mg = Zrﬁi—R: Zﬁai—Zri: Zmi (9)

uieU u; €U u; €U u; €U

Since the random mask is completely canceled, the global model is almost unaffected
by the mask, and the server cannot obtain the local model of a single user during the
aggregation process, which guarantees the local model privacy.

In the above process, this paper assumes that the server knows R. The most direct
way is that user u; sends the mask 7; to the server, but the server is semi-honest and can
compute the user’s local model when it knows m; and r;, which leads to privacy risks.
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Therefore, it is necessary to guarantee that the server computes R without knowing
the individual user r;. The research works [39,40] introduced a third party to aggregate
the masks, which requires that the third party is trusted and does not collude with the
aggregation server. The study [41] combined HRPG and secret sharing to aggregate the
masks, which requires the user to communicate with all the other users once to share the
secret share. Aiming at resolving the above issues, this paper proposes an efficient random
mask secure aggregation (ERMSA) method that can tolerate user dropouts.

4.3. ERMSA
4.3.1. Multi-Key Privacy Aggregation

To correctly compute R without exposing r; to the server, this paper proposes a multi-
key privacy aggregation algorithm based on EC-ElGamal’s homomorphism and ciphertext
correlation. The algorithm allows the user to encrypt the input using a public key and
a temporary random key k; and then implements the key transformation through one
interaction with the server. Finally, the server can decrypt the sum of the user’s input using
its own private key. In this algorithm, the k; is generated temporarily and randomly by
each user and does not need to be shared among users, thereby avoiding possible security
risks associated with key sharing.

Specifically, before the aggregation process begins, users u;, u; € U locally generate
a pair of public—private keys sk;, pk;, the server generates the public—private keys sk, pks,
and then each user sends the public key to the server, which computes the global public
key PK:

PK =Y pk; (10)
u;eld

The server sends PK and pk; to each user.

As shown in Algorithm 1, after obtaining the global public key PK, the user u; ran-
domly generates a large integer k; as a temporary key and then encrypts the input v; using
PK and k; according to Equation (2):

Cru; = kiG,Co,; = v;G + k;PK (11)

Then, the user sends the ciphertext (Cy,,, Ca,,;) to the server, which computes the
ciphertext based on the additive homomorphism of EC-ElGamal:

Cis = 2 k;G
uiel
(12)
CZ,S = Z ?Jl'G+ 2 klPK
uieU u; €U
The server sends C; 5, Co 5 to each user, and user u; computes it locally:
Céz”i = _Cl,SSki + kipks (13)
Then, each user sends (Ci’ui,Cé/ui) to the server, where C{’ui = Cy,;- The server
receives all users’ (C; , , C; , ) and calculates:
Cos=Cos+ ) Cou (14)

u; €U

The result is Cé,s = Yu;eu 0iG + Kpks, where K =}, ¢/ ki, and the detailed derivation

is shown in Appendix A. The server uses sk; to decrypt (CLS, Cé,s) to obtain ¥, ¢y v;G,

where C ; = C s = KG. To obtain V = }_,, ¢, v;, the ECDLP needs to be solved, and it is
possible to compute V when the values of the elements in v; are small and the dimension of
v; is low; however, when the values of the elements in v; are large and the dimension of v;
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is high, it will greatly reduce the efficiency of Algorithm 1, and this issue will be addressed
in Section 4.3.2.

Algorithm 1 ensures that the server can compute the sum V of the user inputs without
exposing the user input v;. Even in the case of N — 2 users colluding with the server,
the algorithm still ensures the privacy of the honest user’s inputs.

Algorithm 1 Multi-Key Privacy Aggregation Algorithm.

Input:
Each user u; public—private key, sk;, pk;, v;, PK, Server S public—private key, sks, pks;
Output:
The sum of all user inputs V;
1: Phasel
2: User u; generates random temporary key k;, encrypts input v; with PK: (Cl,uir CZ,ui) —
ECE.Enc(vj, ki, PK).
3: User u; sends result (Cy,,,, C24;) to the server.
4: Server S receives (Clllli’ C2,ui) sent by user u; and calculates: (Cys Cos)
(Zuiei/ﬁ Cl,u,»l Zu,EUl CZ,u,-)-
5. Server S send the result of the calculation (Cy 5, Cs) to each user;
6: Phase II
7: User u; receives the server calculation (Cy 5, C25) and then calculates: Cé/ui = —Cq¢5k; +
kipks.
8: User u; send the results of the calculation to the server.
9: Server receives (Ci,ui’ Cé,u,-) from user u; and calculates: Cy ¢ = Cos + Lyt Cp -

10: Server decrypts (C{rs,Cérs) using private key sks to obtain: V=
ECE.Dec(Cj,,.,Ch .5k );

4.3.2. Random Mask Efficient Aggregation

By taking the mask r; as input to Algorithm 1, the user can allow the server to
compute R and correctly aggregate the global model without exposing r;. However, this
will lead to two problems: (1) Since the dimension of r; is the same as that of the model,
the user encrypts the mask r; directly, which requires large computation and communication
overheads when dealing with high-dimensional deep FL models, and under cross-silo
FL, where most of the clients are mobile devices, the hardware may not meet the training
requirements. (2) When the server decrypts the ciphertext to obtain R, the ECDLP needs
to be solved. When the dimension of v; is too high and the values of the elements are too
large, the decryption time increases significantly.

To address the above issues and achieve efficient FL secure aggregation, this paper in-
troduces HRPG and CTR to achieve efficient random mask privacy aggregation. Specifically,
for Problem 1, considering that r; is a random number, this paper modifies the random mask
generation method to avoid the huge computation and communication overheads incurred
by users encrypting each element of the high-dimensional mask. The user employs HRPG
introduced in Section 3.2 to generate the random mask, and through HRPG, the aggregation
of the mask r; is converted to the aggregation of the seed s;, where 1 = |s;| < |r;|. Thus,
the user only needs to encrypt the seed s; once without introducing too much computation
and communication overheads. Meanwhile, the number of times the server needs to solve
the ECDLP is reduced to one. For Problem 2, this paper improves the aggregation efficiency
by converting a difficult ECDLP into several simple ECDLPs via CRT for solving.

As shown in Equation (3), when all users share an x, additive homomorphism is
satisfied for any s € K. Considering that HRPG(s, x) is fixed when x and s are fixed; in this
case, all model parameters are masked using the same random mask, and the adversary
can reconstruct the original model parameters easily through enumeration attacks with the
range of model parameters determined. To address this issue, this paper transforms x to
generate different masks for different model parameters with s determined; to avoid the
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extra communication overhead caused by negotiating x between users, this paper adopts
training rounds and model parameter index splicing to construct a shared sequence x and
then uses HPRG to generate the mask r; based on the x and s.

Firstly, user u; € U locally selects a seed s; € K at random and calculates:

ri = HPRG(Si) (15)

Specifically, HPRG(s;) = [F(s;, b||1)],0 < b < L, b is the index of each model parame-
ter, L denotes the number of model parameters, T denotes the number of current training
rounds, and F is:

F(si, bl|T) = s; - H(b[[7) (16)

H is the hash function. According to the properties of HPRG, we have:

R = HPRG( Y. si> = ) HPRG(s)) = ) _ ri (17)

u el u;eU uieU

By using Algorithm 1 to aggregate seed s;, the server, after calculating ), < s; using
HRPG, can calculate R. In the whole process, the user needs to perform encryption only
once and a single ciphertext transmission, and the server needs to perform decryption
only once.

To further reduce the server decryption time and improve the overall aggregation
efficiency, this paper converts a difficult ECDLP into several simple ECDLP via CRT
encoding s; for solving.

Firstly, the user represents the seed s; by its several congruencies a;:

s; = ay mod pp
s; = ap mod py (18)
s; = ay mod py

where a; < s;, p2, ..., pn are mutually prime and shared by all participants. According to
the CRT, when a4, ay, . . ., a, are known, the unique solution to the above equation, s;, can
be obtained as:

n
S; =

N|/N\! ”
a; X — () (mod N),N =] [ pn (19)
i=1 pi | \Pi _ i=1

pi

The CRT has additive homomorphism, with a list of congruent cosets ai, aé, eeey ail

and ajl, ajz, eeny a{q when the two seeds s; and sj are known:

si+sj= ia}; X N [(N>1] (mod N)

k=1 pi pi v
noo. -1
+) a{c X I;[ l(IF;]) ] (mod N) (20)
k=1 ! ! pi
n , -1
= <Z a};—l—a;{) «N [(N> ] (mod N)
k=1 pi pi

pi

Based on the above properties, each user u; CRT encodes the seed s;:

CRT[s;] = ai,...,a, (21)
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Each user u; takes the congruent residues a’i, ..., al as inputs to Algorithm 1, then the
server computes ), </ a7, - - -, Yy, cu Oy, Tespectively, and finally, based on the homomor-
phisms of the CRT, the server decodes to obtain }_,, </ S;.

In the above process, the user encrypts each congruent cosine number, which incurs
some computation and communication overhead compared to encrypting only s;. When
using NIST P-256 elliptic curves, a single EC-ElGamal encryption takes about 1.5-2 ms
and the ciphertext size is about 0.125 kb. Assuming that the number of congruencies is 10,
the computation time consumed by the user encryption is approximately 15-20 ms, and the
communication overhead is approximately 1.25 kb. It can be seen that the user’s added
overhead is not significant, but this improves server decryption efficiency and reduces
overall aggregation time greatly.

Additionally, to further reduce the computation overhead during training, the masks

-1
ti, %, and [(%) } can be computed offline.
Pi

4.3.3. Tolerate User Dropouts

Section 4.3.2 has introduced the implementation of efficient random mask privacy
aggregation that enables efficient FL security aggregation, but it cannot tolerate user

dropouts. Since random mask privacy aggregation relies on Algorithm 1, if a user drops

!
1,Ll,"

complete the key conversion and decryption correctly.

Thus, the above random mask efficient privacy aggregation scheme can only be used
in cross-silo FL. In cross-device FL, clients may drop out at any time during the training
process due to network state, energy constraints, and other issues. To solve this problem,
this paper introduces secret sharing to enable the approach to tolerate user dropouts at
any time, and the FL training can be performed normally when a certain number of users
drop out.

Specifically, before the training process begins, user u; shares sk; secretly after gener-
ating sk;: (j, Ski/j)ujel/{ < SS.share(sk;, t,|U|), where t denotes the threshold and (j, sk; ;)

out, the server cannot receive the (C Cé,u,») computed by that user, and it will fail to

denotes the secret share shared by u; to u;. To share the secret share securely, user u; obtains
the public key pk; of other users via the server, then performs key agreement, and finally,
encrypts the secret share using the agreement key and the AES algorithm and sends the
ciphertext to the aggregation server. After receiving the secret share, the aggregation server
forwards it to other users. The user decrypts the secret share ciphertext shared by other
users using the key agreement and keeps the secret share locally.

In this paper, it is assumed that the user may be dropped at any time during the
training process. As shown in Algorithm 1, the surviving user u;, u; € U in the first phase
successfully sent Cy .., C 4, to the server. The user u;, u; € U who survived the second

phase successfully sent C} e Cé/ui to the server, where Uy C Uy C U. At this time, the server

calculates (Cy4,Cp5) and ( L7 Cé,s), respectively:

( Y kG, Y vwG+ Y kiPK>

u; €Uy u; €Uy u; €Uy (22)

( Z C{,uif CZ,S+ Z Cé,lt,‘)

u;elly u; €U

Since user uj, u; € Uy \ U drops out, the server does not receive Céru], computed by
the dropped out user, and thus, it cannot perform the key conversion and then decryption
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through calculation, following Equation (14) (the detailed derivation process is provided in
Appendix B). At this point, the server calculates C} ;, C; ; using the following equation:

Ci,s = Z kG
u; el (23)
Che=Cos+ Y, Cp\+Cis Y. —sk
u; €Uy u; €U\Uy

The server needs to calculate ), <\, —ski. Users share the secret sk; with other
users before training, and if user uj, u; € U\U, drops out during training, the other
user u; will sum up all the secret shares shared by all the users who drop out and

send them to the server: (i, Yicl\ly skj,l-> " Then, the server can recover ), c;\y, 5kj:

ujety
Yu;cu\u, Skj <= SS.recon < (i, Yicu\t sk]-,i) I t) . The above process leverages the secret

sharing additive homomorphism, and the server only needs to perform one reconstruction
to recover the sum of the dropped out users’ private keys.

Additionally, when only one user drops out, the server ends up reconstructing this
user’s private key, but this does not compromise the privacy of that user’s local model.
The user’s seed is encrypted using PK instead of his private key unless the server knows
all the other users’ sk; and then computes the private key corresponding to PK. Since
our scheme achieves tolerance for user dropouts through secret sharing, the number of
tolerable users that can conspire with the server is reduced to a threshold ¢ — 1. This is
because when more than t users collude, they can recover the private keys of all users,
and by colluding with the server, they can compute the local model of the honest user.

4.4. ERMSA-Based Secure Aggregation

Our aggregation approach runs between a server S and n users, where the set of
users is denoted as U, and different phases of the set are distinguished by numerical
subscripts, e.g., U1. For the convenience of representation, this paper sets unique identifiers,
eg.,1,2,...,n, for each client, and distinguishes the user parameter by subscripts. Each
user has a local model m; of length L with each element ranging in Z;. Furthermore,
the subscript s is used to denote the server parameters, and the server is responsible
for message forwarding between clients and the necessary computational services.The
aggregation server communicates directly with the users to transfer data. The user—server
interaction process is illustrated in Figure 2, where solid lines represent required interactions
and dashed lines represent the presence of interactions that require additional interactions
when the user drops out.

Users Server

Generate 7, mask m,, Send m;, Cl ;0 Czju,
encrypt all a,

Wait for Return C, ;,C, to all users in U,
s Compute G,.C..

Wait for enough users
Ueld

Send C|, ,C, :
Compute C,, ,C, Ly > 2.0 Wait for enough users
PRAC U el
S Return U, to all user in U, Jamp if n0 user dropped.
server response otherwise return U,
Send(i, z Sk) §Wait forenoié‘ghb{iellz,

s i reconstruct 2, ., sk,
C ’ Z " 1 jeU\U, i e
QETpe 4 ,:" . Compute C’, (", and decrypt,
compute R and m,,

Figure 2. Interaction process.

The interaction between the user and the server is synchronized; in each round,
the server waits for the user to send a message for a limited time, and the user is considered
to have dropped out if he does not send a message beyond the limited time. Users can
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drop out at any time, and the server can aggregate correctly if it receives messages sent by
more than f users in each round and aborts aggregation immediately if fewer than t users
survive in a certain round; moreover, it is assumed that the server stays online all the time
and that the users and the server communicate using a secure channel.

The details of the proposed scheme are presented in Table 2, which shows the nego-

tiation between the server and the user during the setup phase before the training starts,
involving PK, threshold t, and mutual prime numbers py, ..., py, etc. The underlined parts
in Table 2 indicate the operations that need to be performed by the user and the server in
cross-device FL. Even in cross-device FL, the Unmask Model phase is not required to be
executed without user dropout, and the server can complete the aggregation in the key
conversion phase.

Table 2. ERMSA-based secure aggregation in FL.

ERMSA-based secure aggregation in FL

Setup:

Each user u; generates the public—private key sk;,pk;, and the server S generates the public—private key sks,pks; each user

sends the pk; to the aggregation server S; the server computes the public public key PK = Y, </ pk;, and then it sends the PK,

the pks, the threshold t, py, ..., pu,n > 2, and the pk; to each user u;.

Each user u; secret-shares sk;, ( j.ski, /-) w© SS.share(sk;, t, [{|), then generates a negotiation key ssk(; ;) using pk; of sk; and
uj

every other user u;, encrypts the secret share by the AES algorithm, and finally sends the ciphertext to the server. The server

forwards the secret share ciphertext to other users.

All users u; decrypt using ssk(; ;) to obtain (i,sk,i), (iskai), - (i, 5ky,)-

Round 0 (Collecting masked model):

User u;:

Randomly select a seed s; and a temporary key k; to generate a random mask via HPRG: r; = HPRG(s;).
Mask m; using r;: m; = m; +t;

CRT-encode the seed s;: CRT|[s;] = a’i, b

Encrypt 4}, using k; and PK: (Cy,, Cay,) ¢ ECE.Enc(al, k;, PK)(encrypt all congruent ciphertexts identically using
(C1,u;, o) to represent all congruent ciphertexts)

Send m1; and (Cl,uz' Czl”,) to the server, and then wait.

Server:

Receive (CLU‘ , CZ,uL) from at least t users (denote the set of users by Uy, U; C U); otherwise abort.

Sum the received seed ciphertexts (Cy,y,, Cou, ), #i € Un: (Ci,5,Cos) < (Zuser Cruis Tugery Co;)-

Send (Cj5,Cys) to each user in Uy, and then wait.

Round 1 (Key Conversion):

User u;:

Receive (Cy 4, Ca5) and then compute Cé,u, = Cy,s5k; + kipks.

Send (Cé o Cé,u,) to the server, (C , = C1,,), and then wait.

Server:

Receive (C{lu’, Cé,m) from at least t users (denote the set of users by U, and U, C U;); otherwise abort.

If U = U, no dropped users:

- Compute Cy : Cy s = Cos + Ly,cts Cp ., and then use sks to decrypt: ¥y, e, al, + ECE.Dec (Cé,s/ Cé/s,sks), Ci s =Cugs
- Recover the sum of the seeds Y,/ 5; = CRT [Zu‘eu al,...,Cycy | and calculate the mask R: R = HPRG(L,,c10, Si)-
- Aggregate local models and remove masks: mg = Y, ¢4, M; — R.

Otherwise, send list U to each user in U, and then wait.

Round 2 (Unmask Model):

User u;:

Receive the list of online users Uy, and if Uy C Uy, [Up| > t send (i, Zu, U\ sk]-,,-) to server.

Server:

Receive (i, ZIIIEM\Uz sk]vri) from at least t users (denote the set of users by U3 and U3 € U,); otherwise abort.

Recover the sum of the dropped user’s private key Zu, U\l skj: Z,‘]Eu\uz skj < SS.recon < (i, E,A] U\t Sk]',,‘) e t) .
Compute C},Cy 0 Cio = LyankiG Cys = Cos + Luet, oy, + Cus Lucunis, (—ki), and then use sk; to decrypt:
Euet, @ < ECEDec(Cl, Ch ks ).

Recover the sum of the seeds: ), ¢y, si = CRT {Zu@% ai, .. e a,| and calculate the mask R: R = HPRG (Cueth 5i)-

Aggregate local models and remove masks: mg = )}, ¢4, ;i — R.
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5. Correctness and Security Analysis
5.1. Correctness

Theorem 1. (Correctness) If the user follows the aggregation rule and |Us| > t,Us C Uy C Uy C
U,U" = U\U, denotes the dropped out user, the server S can correctly calculate the sum of the
user’s inputs ), cyy, M.

Proof of Theorem 1. When |U3| > t, the server receives no less than t sub-secret shares,
and based on the homomorphism of secret sharing, the server can reconstruct },, ;4 sk;.
The server, knowing that ), ¢/ sk, according to Equation (23), can calculate C{,s = Yueu, KiG,
Cos = Lueuy ai,G + You;eu, kipks, decrypt by sk to obtain }-,, <14, a,..., Yol ai,, and calcu-
late from the homomorphism of CRT to obtain },, <, Si-

Since users use HPRG to generate random masks, we have:

HPRG( ) si> = ) HPRG(s)) (24)

u; €Uy u; el

The server can calculate:

meg =), 171,-—HPRG< Y si>
u; €Uy u; €Uy
= Y (m;— HPRG(s;))
u; el (25)
= Y (m;+HPRG(s;) — HPRG(s;))

u; €Uy
u; €Uy
O

5.2. Security

This section will show that our proposed scheme is secure in a semi-honest and curious
setting. When aggregating using a threshold ¢, regardless of when the user dropout occurs,
the server who colludes with any less than ¢ users cannot infer anything about the inputs of
the honest users except that they know the outputs, the seeds’ sums, and their own inputs.
The scheme involves an aggregation server S and n users. Specifically, the set of users is
denoted by U, the underlying cryptographic primitive is instantiated with the security
parameter «, and the users have a local model m;, a seed s;, and a mask r;. Furthermore,
the set of m; users in any subset of users U is denoted as 1.

Let the set of semi-honest users and semi-honest servers be C C U/ U S. In the case of
|C\S| < t, for any set C, REALgux (1, U1, Up, Uz) is a random variable representing the
user in C in the combined view when the above scheme is executed, and its randomness
exceeds the internal randomness of all participants and the randomness of the initializa-
tion phase.

For the collusion issue, this paper considers two cases: (1) only semi-honest users
collude and the server does not collude with the users, and (2) semi-honest users and
servers collude. In the following, security statements and proofs are provided for each of
the two cases.

Theorem 2. (Security against the collusion of only half-honest users) There exists a probabilistic
polynomial time (PPT) simulator SIM for all U, t, k, my, Uy, Us, Uz, whereUd D C,|C| < t,U D
Uy 2 Uy 2 Us. The output of SIM is computationally indistinguishable from that of REAL putx:

REALcl,{,t,K (ml/[/ Z/[lr Z/{Z/ u3)

(26)
= SIMCZ/{,t,K (xC/ Z/{l, Z/lZI u3)
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where = indicates that the distribution is the same.

Proof of Theorem 2. Since the server is honest, the combined view of the users in C is
independent of the inputs of the users not in C. SIM can simulate the views of the users in
C perfectly by letting the users in C use real inputs and the others use fake inputs; e.g., the
honest user chooses uniform and appropriately sized random values as inputs. Thus,
the combined view of the users in C in SIM is the same as that in REALux. O

Theorem 3. (Security against semi-honest user—server collusion) There exists a PPT simulator
SIM for all U, t, k, my, Uy, Uy, Us, where Y US D C,|C\S| < t,U D Uy D Uy O Us. The output
of SIM is computationally indistinguishable from that of REALpu,tx:

REALcl,{,f,K (ml,{/ Z/{], uZ/ Z/[3)

(27)
= SIMcl,{,t,K (mCr ul/ UZI u3)

where = indicates that the distribution is the same.

Proof of Theorem 3. A standard hybrid argument is used to prove the above theorem.
The simulator SIM is constructed by performing a series of sequential modifications on the
random variable REAL, and according to the transitivity of indistinguishability, if any two
subsequent random variables are computationally indistinguishable, the output distribu-
tions of the simulators SIM and REAL are also computationally indistinguishable.

Hp: In this hybrid, the distribution of the combined views of the parties in SIM in C is
the same as that in REAL.

Hj: In this hybrid, SIM replaces the ciphertext sent by the honest user to the other
parties with a ciphertext that encrypts a uniformly random value (e.g., an equal-length
ciphertext padded with zeros) rather than the ciphertext obtained by encrypting s; ;. Since
only the ciphertext is changed, the IND-CPA security of the symmetric encryption algorithm
guarantees that the hybrid is indistinguishable from the previous hybrid.

Hj: In this hybrid, SIM lets the honest user u; in U, \C replace the secret share of
sk; with a random value of uniformly suited size and then send it to the other users.
The number of secret shares about the honest user sk; in the combined view of the parties in
C will not exceed |C\S| < t. According to the security properties of Shamir’s secret sharing
scheme, the adversary cannot learn each user’s sk;, which guarantees that the hybrid is
indistinguishable from the previous hybrid.

Hj: In this hybrid, SIM lets each honest user #; encrypt a random value of a uniformly
suitable size instead of 4/, and then send the ciphertext to the server. Since only the
content of the ciphertext is changed, the IND-CPA security of the EC-ElGamal encryption
guarantees that the hybrid is indistinguishable from the previous one.

Hy: In this hybrid, instead of using HPRG to generate the mask r;, SIM randomly
selects a random value #; of a uniformly suited size to replace r;. Based on DDH security
assumptions, HPRG guarantees that this hybrid is indistinguishable from the previous one.

Hs: In this hybrid, SIM lets each honest user replace the masked model m7; with
a random value of a uniformly suited size. Since in the previous hybrid, r; is chosen
uniformly randomly and used as a one-time key to mask m;, m; is also uniformly randomly
chosen. SIM simulates REAL without knowing anything about m;, so this hybrid has the
same distribution as the previous one.

Hg: In this hybrid, SIM lets each honest user u; in U;\C choose a random value
of uniformly suited size to replace Cf , , Cé,ui, and ECDLP guarantees that the hybrid is
indistinguishable from the previous one.

Hy: In this hybrid, SIM lets each honest user u; in U, \C send m;’ + r;’ to the server
instead of m; + r;, where m;’ is selected by uniformly random sampling, subject to:
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The distribution of m; + r; is the same as that of m;’ + r;/, which is subject to the
above equation.

This paper defines a PPT simulator SIM based on the last hybrid. The combined view
of the parties in C in SIM is computationally indistinguishable from the real execution of
REAL; thus, the proof is completed. [J

6. Performance Evaluation
6.1. Complexity Analysis
In this section, the performance of the proposed scheme is analyzed from computa-

tional complexity, communication complexity, and user dropout, and it is compared with
other schemes. The results are shown in Table 3.

Table 3. Comparison of communication and computational complexity with other schemes.

SecAgg TurboAgg SecAgg++ FastSecAgg  Paper [41] Ours
computation User O(Ln+n?) O(Llognlog?logn)  O(Llogn + log?n) O(Llogn) O(n?+1L) O(L)
complexity Server  O(Ln?)  O(Llognlog*logn) O(Lnlogn + nlog?n)  O(Llogn) Oo(n) O(n+1L)
communication  User O(L+n) O(Llogn) O(L + logn) O(L+n) 0(L+mn) O(L)
complexity Server O(nL+n?) O(Lnlogn) O(nL + nlogn) O(nL+n?) O(mL+mn?) O(nL+n?)
communication rounds 4 n/logn 3 3 3 2-3

Computation complexity: User computation overhead comes mainly from masking
the local model using masks after training is completed, and the computational complexity
is O(L), where L denotes the size of the local model m;. Compared to the studies [24,41],
which utilized secret sharing to share seeds, our scheme reduces the total complexity
from O(n2 + L) to O(L). The computational overhead of the server mainly comes from:
(1) computing C; 5, Cy s after receiving n pairs of seed ciphertexts, with a computational
complexity of O(n); (2) computing Ci’s and Cj,, with a computational complexity of
O(n); (3) reconstructing the sum of sk; of the dropped out user using n secret shares, with a
computational complexity of O(n) (here, this paper adopts the method in [24] to reconstruct
the secret, so the computational complexity is O(n), instead of O (n?) in Shamir’s scheme);
and (4) calculating R according to HPRG, the computational complexity of which is O(L).
Thus, the total complexity is O(L + n).

Communication complexity: User communication overhead comes mainly from:
(1) sending the masked model 77; containing L elements with a communication complexity
of O(L); (2) sending the seed ciphertexts Cy ,,;, Ca,u;, Ci,u,-' Cé,ui and receiving C; 5, C 5, with a
communication complexity of O(1); and (3) sending the sum of secret shares, with a
total communication complexity of O(L). Compared to SecAgg, our scheme reduces the
overhead of 2n key agreements and 2n secret shares. The communication overhead of the
server mainly comes from: (1) receiving the masked local models submitted by n users,
with a communication complexity of O(nL); and(2) receiving the (Cy,,, Ca,,) submitted
by n users and forwarding the computation results to n users, with a communication
complexity of O(n?). Therefore, the total communication complexity is O (nL + n?).

User dropout: In Section 4.3.3, to make the aggregation scheme applicable to cross-
device FL, this paper increases the tolerance to user dropouts by introducing secret sharing
before the training begins, and by exploiting the additive homomorphism of secret sharing,
the server only requires a single reconfiguration to eliminate the impact of the dropped
out user, and the aggregation time does not increase with the number of dropped out
users. When no user drops out, the user and the server can complete the aggregation with
only two rounds of communication, and once a user drops out, an additional round of
communication is needed to assist the server in eliminating the impact of the dropped out
user. Appendices A and B demonstrate that this is because the PK used in this aggregation
contains the public key of the dropped out user. Therefore, to avoid the influence of the
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dropped out user on the subsequent aggregation, the server recalculates the PK at the end
of the previous round of aggregation using the public key of the surviving user.

6.2. Experimental Setup

The prototype is implemented using Python 3.7.11 and some of its standard libraries
such as Gmpy2, Cryptography, etc., and it executes on a computer equipped with Intel(R)
Xeon(R) Gold 5218 CPU @ 2.30 GHz and 256 GB of RAM while running on Ubuntu 18.04
operating system. Sockets are used for the communication between the user and the server.
EC-ElGamal is implemented using NIST P-256 elliptic curves; elliptic curve Diffie-Hellman
and SHA-256 are used for key agreement; AES-GCM encrypts the secret share using 256-bit
keys; standard Shamir secret share is used for secret sharing using; HPRGs are constructed
based on SHA-256; seed size is 98-bit; and the number of congruent cosets in CRT is 10.

6.3. Experimental Results

Theorem 1 proves that the global model is equal to the sum of all user’s local mod-
els; therefore, without considering the loss of accuracy of local models converted from
floating-point to integer, the scheme proposed in this paper basically does not compro-
mise the performance of the global model. The experiments will mainly focus on the
privacy-preserving aggregation of local models. In cross-device FL, the clients are mostly
resource-limited devices, and the computation and communication overheads of the aggre-
gation scheme are very critical. Furthermore, due to the network state and energy issues,
it is common for users to drop out during the training process, so the computation and
communication overheads associated with dealing with dropped out users are also impor-
tant to focus on. This paper skips the user’s local training process, uses vectors of different
sizes to replace the user’s local model, considers the server sending the global model to the
user as the beginning of the aggregation and the server aggregating a new global model
as the end, and then evaluates the efficiency of our scheme based on the computation
and communication overheads during the aggregation process. In addition, we further
evaluate the performance of the scheme by comparing it with the SecAgg scheme. We
did not consider other aggregation schemes [25,35,38] because they would either reduce
security guarantees or dropout tolerance while improving aggregation efficiency.

First, this paper evaluates the effect of the number of users and the vector size on the
total server runtime (including wait time) and the communication overhead of the users
when there are no user dropouts through experimentation.

The results are illustrated in Figures 3 and 4, and it can be observed that the server
runtime increases almost linearly with the number of users and the vector size. Particularly,
compared to the vector size, the number of users has slightly more effect on the server
runtime. Meanwhile, the change in the number of users has almost no effect on the
communication overhead of users, which is mainly affected by the input vector size,
and this is consistent with our theoretical analysis. When the number of users is 500 and
the vector size is 100 K, the whole aggregation process can be completed in about 55 s,
and the communication cost of each user is only about 1.2 MB, which proves the efficiency
of the scheme proposed in this paper.

Next, this paper considers the effect of user dropouts on aggregation efficiency. First,
the impact brought by the change in the number of users on the server running time
and user communication overhead under different dropout rates is investigated, and the
experimental results are shown in Figure 5a,b. It can be seen that the total server runtime
in SecAgg grows exponentially with the number of users under different dropout rates,
and the scheme proposed in this paper grows almost linearly. The advantages of our
schemes gradually come to the fore as the number of users and the dropout rate increase.
When the dropout rate is 0.3 and there are 500 users, the server runtime in SecAgg is about
24 times longer than that of our scheme. For communication overhead, as the number of
users increases, the communication overhead of users in SecAgg grows linearly, and the
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larger the dropout rate is, the faster it grows, while the communication overhead of users
in our scheme is almost unaffected by the number of users and the dropout rate.
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Figure 3. Server runtime and user communication overhead with different numbers of users. No
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Figure 5. Server runtime and user communication overhead with different numbers of users. Dropout
rate constant.

Then, this paper compares the effect of different dropout rates on the total server
runtime and the user communication overhead under a fixed number of users, and the
experimental results are presented in Figure 6a,b. It can be seen that as the dropout rate
increases, the server runtime in SecAgg increases significantly, while the server runtime
in our scheme decreases. This is because when a user drops out, the integer space that
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the server needs to search when decrypting the same coset ciphertext is smaller, and the
computation time decreases. Meanwhile, the communication overhead of users in SecAgg
increases linearly with the increase in the dropout rate because they need to send more secret
shares to eliminate the effect of the dropped out users. In contrast, the user communication
overhead in our scheme is almost independent of the dropout rate, and owing to the
homomorphism of the secret share, the user only needs to send one secret share in the
Unmask Model phase. Experimental results indicate that our scheme has a stronger dropout
tolerance and is more applicable in cross-device FL.

800 —=— Our's Number of User 200 0.754 —=— Qur's Number of User 200

700

600

-

Our's Number of User 500
Sechgg Number of User 200
Sechgg Number of User 300
SecAgg Number of User 500

—*— Our’s Number of User 300 el __ —* Our’s Number of User 300

—— Our's Number of User 500
-~ SecAgg Number of User 200
-+~ SecAgg Number of User 300
- SecAgg Number of User 500

500

o
IS
3

400

300 AT 2 e

Server Total Run Time (s)

200 e

Communication Cost Of Per User (Mb)

0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.00 0.05 0.10 0.15 0.20 0.25 0.30
Drop Rate Drop Rate
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Figure 6. Server runtime and user communication overhead with different dropout rates. Number of
users is constant.

Table 4 lists the running time of users and servers in different phases of aggregation
under different dropout rates and the total time. It can be observed that most of the time
in the aggregation process is consumed in the final mask removal phase. This is because
the server needs to solve the ECDLP, and the search space gradually increases with the
number of users, and the computation time will increase gradually. The computation time
can be reduced by reasonably increasing the number of congruent coefficients. As shown
in Figure 7, adding a few congruent coefficients significantly reduces the decryption time
and thus significantly improves the aggregation efficiency. The increased encryption time
for the user is very slight. In addition, CTR and baby-step giant-step (BSGS) algorithms can
be combined to further improve decryption efficiency [46], and in practical applications, ag-
gregation efficiency can also be enhanced by high-performance servers and multi-threaded
parallel computing.

Table 4. Runtime and total time for different phases of users and servers with different dropout rates.
Vector size: 50 K.

Number of User Dropout Rate  Collecting Masked Model Key Conversion (Unmask Model) Unmask Model Total Time
User 500 0% 8.62s 0.18s 0s 8.8s
User 500 10% 779s 242s 0.05s 10.26 s
User 500 20% 7.05s 226s 0.08 s 9.39s
User 500 30% 5.96 s 2.16s 0.10s 8.22s
Server 500 0% 9.89s 35.46s 0s 45.35s
Server 500 10% 8.00's 236s 32.11s 4247 s
Server 500 20% 6.83s 222s 29.41s 38.46s
Server 500 30% 6.03s 2.10s 2523s 33.36s
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Figure 7. Encryption and decryption times with different numbers of congruent coefficient.

7. Conclusions

In this paper, an efficient FL secure aggregation method is proposed based on multi-
homomorphic attributes. The proposed method allows users to protect the privacy of the
local model with O(L) computational and communication overheads, without affecting the
server aggregating the global model while tolerating user dropouts at any time. The correct-
ness, security, and performance of our scheme are analyzed and evaluated experimentally.
The experimental evaluation results indicate that our scheme has high practicality and
efficiency, and it significantly improves aggregation efficiency and has a stronger tolerance
to user dropouts compared to other secure aggregation schemes. In future work, we will
consider how to achieve the secure aggregation of models when participants are malicious.
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Appendix A
Based on Ci/ui, Cé/ui sent by each user, the server computes:
Cle= ). kG (A1)
u; el

Cé,s = C2,S + Z Cé,ui

MiGZ/{
= Y 0v,G+ Y kiPK+ Y (—Cygski+kpks)
w; el u;eld u;eld (AZ)
= Z ;G + Z kiPK — Z Z Cl,sskl-—ﬁ— Z kipks
u; el u; el u; €U u;eld w; el

= Z ;G + Z k;PK — Z Z k;G Z sk; + Z kipks

w; el u;eld u;eld u;eld u;eld u;eld
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According to Equation (1), pk; = Gsk;:

Cé,s: Z v;G+ Z ki PK — Z Z k;G Z sk; + Zkipks
u=0

u;eld u; el w; el u;eld u; el

(A3)
= Z ;G + Z k;PK — Z 2 kipk; + Z kipks
u;eld uiel wiel u;eld uiel
According to PK =}, ¢y pk;:
Coo= 2, 0iG+ Y ki), pki— ), ), kipk
u; el u;eld  u;eld u; el u;eld (A4)
+ Y kipks = Y v,G+ Y kipks
u; el u;eld w; el
In summary:
L= ). kG
u; el (AS)
Cé,s = Z Z)iG—l- Z kl'pks
u; el u;eld
Appendix B
Due to the existence of dropout users, the server computes C; ; according to Equation (14):
Cle= ) kG
8 = i (A6)

/ !
CZ,s = CZ,S + 2 C2,ui
ui€ly

= Z ;G + Z k;PK + Z (—Ci,ssk; + kipks)

u; el u; €Uy u; €Uy

= Z ;G + Z k;PK

u; el u; el

—Cis Y ski+ Y kipks

u; €Uy u; €Uy

= )Y vG+ ) ki), pki

u; €Uy u; el u; el

— 2 k;G 2 sk; + 2 kipks

u; €Uy u; €Uy u; €Uy

= Z v;G + Z k; Z sk;G (A7)

u; €Uy u; el u;eld

= Y kY skiG+ Y kipks

wiely  ui€Uy u; €Uy

= Y 06+ Y k()Y skG— Y skG)+ Y kipks

u; Uy u; €Uy u; el u; €Uy u; €Uy

= Z ;G + Z ki(G Z sk; — Z sk;) + Z kipks

u; €Uy u; el u; el u; €Uy u; €Uy

= Y oG+ Y k(G Y sk)+ Y kipks

u; €l u; ey u;eU\Us u; €y

= Y vG+ Y kG( Y sk)+ Y kipks

u; €Uy u; €Uy w; €U\Up u; €y

= Z 0,G+Cy Z sk; + Z kipks
u; €Uy u; eU\Uy u; €Uy

As we can see, due to the dropped out user, Cé,s is not of the form P,,G + KQ, where
Q = pks, K = Yy,cu, ki, and therefore cannot be decrypted using sks and C; .. To com-
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plete the key conversion, Cy 5 ), 1\, Ski needs to be removed. Therefore, we define the
following equation:

Cé,s = CZ,S + Z Cé,u,v =+ Cl,s Z (_Ski) (A8)
u; €U uiEU\MQ

Then, the key conversion is achieved by reconstructing the sk;, u; € U\Uy of the
dropped user.
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