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Abstract: In an era marked by rapid advancements in information technology, the task of risk assess-
ment for data security within the complex infrastructure of the power grid has become increasingly
vital. This paper introduces a novel methodology for dynamic, scenario-adaptive risk assessment,
specifically designed to address the entire lifecycle of power data. Integrating hierarchical analysis
with fuzzy comprehensive evaluation, our approach provides a flexible and robust framework for
assessing and managing risks in various scenarios. This method enables the generation of adaptive
weight matrices and precise risk level determinations, ensuring a detailed and responsive analysis
of data security at each lifecycle stage. In our study, we applied predictive analytics and anomaly
detection to conduct a thorough examination of diverse data scenarios within the power grid, aiming
to proactively identify and mitigate potential security threats. The results of this research demonstrate
a significant enhancement in the effectiveness of risk detection and management, leading to improved
data protection and operational efficiency. This study contributes a scalable, adaptable model for
data security risk assessment, meeting the challenges of big data and complex information systems in
the power sector.

Keywords: data security protection; full data lifecycle; scenario-based requirements analysis; risk
assessment; analytic hierarchy process

1. Introduction

In the dynamic landscape of information technology and the data-driven ethos of
modern business, the role of commercial data in strategic decision-making has become
indispensable. The State Grid Corporation, a pivotal player in China’s energy sector,
has amassed an extensive array of valuable data through diverse operational activities.
These data, which include insights into customer power purchasing behaviours, usage pat-
terns, and comprehensive user profiles, hold immense potential for optimising marketing
strategies and improving service quality.

The challenge for the power grid, however, lies in harnessing the full value of these
data while safeguarding their security during the data openness process. The transition
towards greater data openness exposes the power grid to a plethora of new security
risks and threats [1]. It is imperative, therefore, to develop a robust and scenario-specific
approach to data security that covers the entire lifecycle of the data.

To this end, various enterprises and organisations have been proactive in establish-
ing effective data security frameworks. Microsoft, for instance, with its “DGPC Frame-
work”, emphasises the critical aspects of privacy, confidentiality, and compliance in data
security [2]. The “Data Security Governance White Paper” by China’s Data Security Gover-
nance Committee, published in 2018, lays down foundational principles and a framework
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for data security, underscoring the importance of hierarchical classification and scenario-
based security measures [3]. Huawei’s “Cloud Data Security White Paper” from 2021 fur-
ther explores the future trajectory of data security, highlighting the need for strengthening
basic industry capabilities and the enforcement of legal frameworks for data protection [4].

In parallel, the advancements in artificial intelligence (AI) have revolutionised various
sectors, with particularly impactful strides in machine learning and its application to data
security. This intersection of Al and security has birthed sophisticated methodologies
capable of pre-empting and neutralising threats in increasingly complex data environments.
Research in this domain has extensively utilised deep learning algorithms, a subset of
machine learning, for their unparalleled proficiency in pattern recognition and anomaly
detection. These algorithms have shown remarkable effectiveness in identifying subtle
and complex anomalous patterns within network traffic, significantly enhancing threat
detection capabilities [5,6]. By analysing vast datasets and learning from them, deep
learning systems can detect deviations from normal behaviour, flagging potential security
breaches with higher accuracy and speed than traditional methods.

Moreover, other studies in the field have shifted focus towards the intelligent gener-
alisation of data, a critical aspect in maintaining privacy and confidentiality. Techniques
such as data anonymisation, which involves the alteration of personal data so that individ-
uals cannot be readily identified, are at the forefront of these efforts [7]. These techniques
employ sophisticated algorithms that balance the need for data utility with privacy re-
quirements. For instance, machine learning algorithms can be trained to selectively blur or
modify specific data elements, ensuring that the data remain useful for analysis while sig-
nificantly reducing the risk of exposing sensitive information. This approach is particularly
vital in scenarios where data are shared across different departments within an organisation
or with external partners. The lifecycle of open data, stretching from its collection to even-
tual destruction, is fraught with distinct security risks at each stage [8]. In the collection
phase, the power grid faces the challenges of ensuring data authenticity and protecting
against malicious data injections. During transmission, the focus shifts to securing data
against theft or tampering through robust encryption and authentication protocols [9].
The storage phase requires rigorous access controls and encryption techniques to prevent
unauthorised data breaches. In the data processing and sharing phase, desensitisation and
anonymisation become critical for maintaining user privacy. Finally, the destruction phase
mandates secure deletion practices to guarantee the irreversible elimination of data [10].

In previous research in the field of data security, scholars have focused on specific as-
pects of data so as to improve the security of data in these aspects. The use of cryptography,
especially in data transmission, provides a strong guarantee to ensure the confidentiality
of data in network dissemination [11]. The design and implementation of access control
mechanisms enable data to be effectively protected during the storage and processing
stages [12]. In addition, encryption methods in data storage also mitigate the security risks
in the storage process to a certain extent. However, although these studies have made sig-
nificant progress in data security in specific segments, the comprehensive protection of the
data lifecycle still faces a series of challenges. For example, in the process of data delivery,
especially when crossing different platforms and organisational boundaries, data may be
affected by unknown threats, resulting in a non-negligible risk of information leakage. At
the same time, with the widespread application of cloud computing, edge computing, and
other emerging technologies, the security requirements for the data processing stage are
becoming increasingly complex.

This paper aims to fill this research gap by proposing a comprehensive full data
lifecycle protection framework to cope with increasingly complex and diverse security
threats. By deeply analysing the process of data collection, storage, processing, and sharing,
we aim to develop a comprehensive set of security policies and techniques to ensure the
security and privacy of data throughout its lifecycle. The approach proposed in this paper
not only bridges the gap between existing research, but also focuses on the security needs
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of future data applications and provides new ideas for solving the data security problem
on a global scale.
In addressing these multifaceted challenges, this paper seeks to achieve the following;:

1.  Thoroughly investigate the spectrum of security needs throughout the entire lifecycle
of data within the power grid, especially focusing on scenario-specific disclosures and
their inherent security challenges.

2. Develop a comprehensive framework for data lifecycle security protection, meticu-
lously analysing security requirements at each stage of data openness and usage.

3. Introduce an innovative, holistic approach to data security risk assessment, blending
hierarchical analysis with fuzzy comprehensive evaluation. This methodology is
designed to dynamically adapt to different scenarios, thereby enhancing the precision
and effectiveness of security level assessments.

2. Data Lifecycle Protection Requirements

Data openness is a process that involves multiple phases and activities, from data col-
lection to data destruction, each with different objectives, activities, and security needs [13].
In this section, this paper provides an overview of the typical lifecycle stages of data open-
ness and the scenarios designed to better understand the full lifecycle security requirements
of scenario-based data openness.

The full data lifecycle protection scenarios and requirements are shown in Figure 1.
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Figure 1. Data lifecycle protection scenarios and requirements.

2.1. Data Acquisition Phase

The data collection phase is the beginning of the open data lifecycle in which data are
collected and captured from different sources. In smart grid rollout scenarios, data collec-
tion is the collection of user electricity consumption data and related information through
devices such as smart meters and sensors. These data contain important information about
the user’s electricity consumption, energy demand, and other important information. In
this phase, key activities and processes include the following:

Data source identification and validation: identify reliable data sources and verify
their legitimacy and credibility.

Data filtering and cleaning: cleaning and pre-processing of collected data to remove
invalid or redundant data and ensure data quality.
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It is important to protect the integrity and accuracy of data during the data collection
phase to avoid malicious data injection and quality issues.

2.2. Data Transmission Phase

The data transmission phase involves the process of transferring the collected data
from the data source to the target system or platform. In the power grid business scenario,
data transmission involves transmitting the collected electricity consumption data to the
smart grid system or data centre through encrypted protocols and secure transmission
channels to ensure the confidentiality and integrity of the data during transmission [14].
Key activities and processes in this phase include the following:

Data encryption and transmission security: using encryption protocols and secure
transmission channels to ensure the confidentiality and integrity of data during
transmission.

Data validation and verification: ensuring the integrity and correctness of the trans-
mitted data in the target system and preventing data tampering or loss.

Secure transmission of data and integrity verification are key measures to protect data
from unauthorised access and tampering during the data transmission phase.

2.3. Data Storage Phase

The data storage phase involves storing the data in the storage device or database
of the target system or platform. The power grid stores electricity consumption data and
related information collected from smart meters, sensors, and other devices in a secure
data centre or cloud platform to ensure the confidentiality and reliability of the data. The
following key activities and processes need to be considered at this stage:

Data encryption and access control: encrypt and protect the stored data and use
appropriate access control mechanisms to restrict access to the data.

Data Backup and Disaster Tolerance: develop a data backup strategy to ensure the
reliability and recoverability of the data, as well as the ability to recover the data in the
event of a disaster.

Security measures at the data storage stage are designed to prevent unauthorised
access, data leakage, and data loss.

2.4. Data Processing Phase

The data processing stage involves analysing, handling, and processing the stored
data to extract valuable information and insights. In power demand forecasting and optimi-
sation scenarios, the power grid may use data mining and machine learning techniques to
process historical power consumption data to forecast future power demand and formulate
optimisation plans accordingly. In smart grid rollout scenarios, the power grid may use
real-time data processing techniques to monitor the operating status of the power system
and make quick responses and adjustments. Key activities and processes include the
following:

Data desensitisation and anonymisation: desensitising sensitive information to protect
user privacy.

Data analysis and mining: applying data analysis techniques and algorithms to extract
knowledge and insights from data.

During the data processing phase, privacy protection and data anonymisation are key
elements to ensure data security and compliance with regulatory requirements.

2.5. Data Sharing Phase

The data sharing phase involves sharing the processed data with partners, stakehold-
ers, or the public. In an electricity supply contracting scenario, the national grid may share
electricity consumption data with companies to provide customised electricity consumption
plans and energy saving advice. Key activities and processes include the following;:
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Data sharing agreements and permission controls: developing appropriate data shar-
ing agreements and ensuring that partners or stakeholders only have access to the data
they need.

Data monitoring and compliance: the data sharing process is monitored and audited
to ensure data compliance and security.

Security measures at the data sharing stage are designed to prevent unauthorised
access and misuse of data and ensure data compliance.

2.6. Data Destruction Phase

The data destruction phase involves the secure deletion of data that are no longer
needed and the secure destruction of storage media [15]. At the end of the data development
lifecycle, when the data are no longer needed, the power grid needs to perform data
destruction to ensure that sensitive information is not misused or leaked. Under compliance
requirements, StateNet may establish a data retention period and securely destroy or
permanently delete the data after they have expired. Key activities and processes include
the following:

Data deletion and destruction: secure data deletion methods are adopted to ensure
that data is not recoverable.

Storage media destruction: secure destruction of storage media to prevent data
leakage.

Security measures during the data destruction phase are designed to ensure that data
cannot be accessed or misused in a malicious manner.

3. Analysis of Data Lifecycle Protection Processes

In the electric power industry, data security is an important issue, because the data
involve the privacy of customers, the operating status of power equipment, and the trans-
action information of the power market. Through the study of the needs and scenarios of
the whole lifecycle of data openness, the security risks in the process of data openness to
the public are challenging, and in order to cope with this series of problems, it is necessary
to protect the overall process, and that products and services businesses carry out security
reviews and security protections to protect the security and privacy of data openness to the
public [16].

3.1. Owverall Process of Data Lifecycle Protection

In order to protect the security and integrity of data, a series of protection processes
need to be carried out, and the following will introduce the specific contents and steps of
the electric power data security protection process [17].

As depicted in Figure 2, the protective process initiates by meticulously planning and
designing data, followed by classifying and grading them in accordance with relevant
state regulations. Subsequently, the data classified based on their grading are collected, en-
compassing both customer authorisation information and power equipment data acquired
through collection devices. To safeguard the collected power equipment data against theft
or tampering during transmission, encryption technology is employed.

Concurrently, a credit assessment is conducted on customers who access the service,
and a dedicated customer database is established to house customer information along with
the respective data classifications. Advancing to the data processing stage, the procedure
encompasses compliance checks, the identification of sensitive information, data desensiti-
sation, and the application of digital watermarks, ensuring standardised processing and
secure protection of sensitive and private data.

In the event of a security incident during data processing, the system transitions into
the security incident processing stage, implementing tailored countermeasures based on
the specific incident. Special attention is given to securing data exchanges according to
specific categories. Any abnormal security events during data exchange trigger the data
variance tracking and processing stage, where corresponding countermeasures are enacted
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to address specific abnormal behaviours. Once anomalies are resolved, an appropriate
approach is chosen for data application.
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Figure 2. Data lifecycle protection flowchart.

Upon completion of the data application, adherence to designated protocols guides the
decisions on data migration, archiving, and destruction. Subsequently, customer follow-up
visits are conducted to gather insights and address any issues arising from the product
application process, thereby facilitating updates to the customer database.

3.2. Data Services Workflow

Securing data is a crucial measure for upholding the quality and value of data, serving
as a fundamental requirement to protect the legitimate rights and interests of both data
owners and users. To achieve robust data security, specific processes must be meticu-
lously followed to ensure effective management and protection throughout the entire data
lifecycle.

As illustrated in Figure 3, the product planning stage marks the inception of determin-
ing data requirements and solutions. During this phase, the demand initiator engages in
market research, formulates a comprehensive business plan/technical specification, and
standardises all facets of the data. Multiple departments within the power grid scrutinise
these documents to ascertain alignment with the organisation’s data security policies and
standards. Upon successful review, a contract is signed between the demand initiator
and relevant departments, clearly outlining the rights, obligations, and measures for data
security protection.

The product construction stage signifies the realisation of identified data requirements
and solutions. Here, the demand contractor initiates the account application process
and implements data traceability, meticulously recording a variety of information related
to the data. Concurrently, the demand initiator seeks approval for data usage, applies
for data access from relevant departments, and provides detailed information about the
data. Power grid departments evaluate the data usage application, conducting a thorough
review and authorisation in adherence with data security policies and standards. Only
after successful review can the demand initiator access the provided data and proceed
with product construction as outlined in the contractual agreement. Throughout the
product construction, security testing and operation and maintenance audits are conducted
by the department to verify and uphold product security. Prior to product delivery, a
confidentiality agreement is signed between the demand initiator and the department,
outlining the confidentiality obligations and responsibilities of both parties regarding the
data and the product.
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Figure 3. Open data services workflow diagram.

4. Risk Detection Programme for Full Lifecycle Protection of Data

In order to more accurately assess the security level of the whole lifecycle of data, this
topic proposes a security risk assessment method based on the hierarchical analysis method
and the fuzzy comprehensive evaluation method [18]. The hierarchical analysis method
is used to dynamically generate the weight matrix, and then the fuzzy comprehensive
evaluation method is used to determine the risk level results.

4.1. Hierarchical Modelling Constructs for Full Lifecycle Data Security Risks

The Analytic Hierarchy Process (AHP) is an assessment method that combines quan-
titative and qualitative methods. Its premise is to provide a systematic, hierarchical,
structured analysis method and thinking mode, which is widely used in the analysis of
complex problems that are not easy to quantify as variables [19]. The main algorithmic
idea is to continuously decompose and refine a complex problem to form a hierarchical
structure. The main steps are the following:

(1) Establishing a hierarchical structural model to stratify and refine the various factors
of a complex problem

Generally speaking, the hierarchical analysis method is divided into three layers:
the objective layer, the guideline layer, and the programme layer. The upper and lower
elements are the guidelines needed to accomplish the goal, and the bottom programme
layer is the programme needed for the goal of the upper layer, which can also be understood
as the lower layer serving the upper layer [20].
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Combined with the risk calculation model proposed in this paper, the factor set of the
risk value of the target layer is divided into two layers, and the specific model is shown in
Figure 4.
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Figure 4. Structural modelling of value-at-risk hierarchical factors.
The first tier of factors is

U= {Uy, Uy, ..., Us} = {Data acquisition, Data trans fer, Data storage,
Data processing, Data sharing, Data destruction}

The second tier of factors is U = {U;1, U;»}, where U;; and U, are the requirements
corresponding to each phase.
(2) Constructing a comparative judgement matrix
Each layer is associated with the layer above it, and the matrix is constructed using the
relative importance of the elements in the layer before they are associated with the layer
above. Suppose that the bottom level of the hierarchical model is level B, and the level
above level B is level C. The judgement matrix of the factors By, By, . .., B, in level B with
upper layer Cj is
air o
D=|: - )
an1 - Onn

where g;; indicates the importance of B; in relation to B; in relation to Cy. The value of 4;; in
the hierarchical analysis has been determined by experts on the basis of information and
mathematical algorithms.

Firstly, a decision-making expert group composed of experts in relevant fields assigns
values to each risk factor of the security risk of distribution in the IoT. The judgement
matrix is constructed based on the given judgement criteria starting from level 2 of the
hierarchy diagram according to the results of the two-by-two comparison of the experts’
scores on the importance of the indicators at each level [21].

1 wy wWn aip 4 - A
w wr
o o G ayy axp v A2
A= =1 .. . 2
[
07’]1 (:T; e 1 Al G2 - Aun

The judgement matrix A is an n X n square matrix with diagonal value of 1. It satisfies
ajj X ajj = 1,i#j, i,j=1,2,3,.. ., n,a;; > 0,and ajj is the ratio of the relative weights of
the two factors i and j.

For the n-order judgement matrix, only n(n-1)/2 elements need to give the value; there
will be estimation error in the judgement of the factors of complex things, so it is necessary
to carry out a consistency test in order to avoid a large error.
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(3) Mathematically derive the relative weights of the factors to determine the impact
of the bottom element on the top and the severity of the risk present.
First, calculate the product M; of the elements of each row of the matrix A

n
M; = [ aj ©)
k=1
wherek=1,2,...,1m,j=1,2,...,n.
Square M; to obtain W,/ = ny/M;, where i =1, 2, ..., n. Normalise the vector

W/ W, = wherei=1,2, ..., n. Obtain the eigenvector W = (w1, wp, w3, . .. ,wn)T

w;’
?:1 I/Vj/ 7
w/
. . R L
the element being compared with respect to the criterion layer.

corresponding to the largest eigenvalue A4y, where W; = is the relative weight of

Calculate the maximum eigenvalue A;qx as AW = Ay W sowehave Aygy = Y14 %

wherek=1,2,..., n.
Calculation of the consistency indicator CI:

Am—n
Cl= 4
p— (4)
(4) Testing consistency indicators
Calculation of the consistency ratio:
CI
CR= - 5

In Equation (4), n represents the order of the judgement matrix A. The larger the value
of Cl is, the worse the consistency of the judgement matrix A is. At this time, it is necessary
to adjust the value of the judgement matrix elements. Equation (5) defines the consistency
ratio CR, and RI represents the average random consistency index, whose value has been
calculated and analysed by the proposer of the hierarchical analysis method to provide
reference for users.

4.2. Weight-Based Fuzzy Comprehensive Evaluation Analysis

After calculating the weights of the factors involved in the risk using the hierarchical
analysis method, the fuzzy comprehensive evaluation method can be used to calculate
the risk value [22]. The fuzzy evaluation method is a method of making predictions and
evaluations based on the theory of fuzzy mathematics, and its algorithms are similar to
people’s thought patterns, describing objects in terms of the degree.

The principles of the fuzzy evaluation method are as follows:

(1) Establish a rubric set

This is a subset of the possible levels of safety for each factor. This is generally
categorised into five levels, i.e., V = {Vy, V;, V3, V4, V5], which denote {very safe, safe,
relatively safe, relatively dangerous, and dangerous}, respectively [23]. A number of experts
(typically 20 to 40) are then asked to evaluate and assign values to each factor separately.
Suppose, V ={V1, Vy, V3, V4, V5} = {10, 5, 5, 5, 10, 0}, which means that, for a certain factor,
10 out of a total of 30 experts consider it to be “very safe”, 5 out of 30 consider it to be
“safe”, 5 think it is “relatively safe”, 10 think it is “relatively dangerous”, and 0 think it is
“dangerous”. Then, we can obtain that the degree of affiliation of this factor in the level of
“very safe” is 1/3, in the level of “safe” is 1/6, in the level of “relatively safe” is 1/6, in the
level of “relatively dangerous” is 1/3, and 0 for “dangerous”.

When experts make assignments, they only need to assign values to the elements
represented by the leaf nodes (nodes with no children) in the hierarchical model, and then
calculate the values of the nodes in the previous level [24]. This is repeated until the value
at the top level is obtained, i.e., the final evaluation value.

(2) Fuzzy comprehensive evaluation
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The affiliation matrix R; for each sublevel factor U;; of U; can be obtained by
first evaluating each factor with no subfactors (analogous to a leaf node in a tree) starting
from the bottom level, and finding the affiliation vector ;; = (rjj1, 7j2, - . ., 7jj5) of the factor
Uj; with respect to all the ratings in its set of ratings.

i1
Ti2
i= (6)
Tim
According to the fuzzy evaluation model formula
B=WoR (7)

“_ 1
@]

where W is the weights of the factors, and denotes the fuzzy operator, matrix multipli-
cation is used here. R denotes the affiliation matrix.

Then, starting from the bottom layer, the fuzzy evaluation B; of the layer is obtained
according to the weights of the factors W; and the corresponding affiliation matrix R;. After
normalising B;, the fuzzy evaluation of the layer above it is calculated using the obtained
value until the fuzzy evaluation B of the top layer is obtained [25].

(3) Calculate the value at risk

The formula for calculating the value at risk in the algorithm is the following:

5
F= 2 b; X U; (8)
i=1

where F is the value at risk; v; denotes the expert’s comment; and bl’- denotes the final
evaluation value obtained in the fuzzy evaluation.

This project is dedicated to proposing an innovative approach to the security risk
assessment of the full lifecycle of data, which combines the hierarchical analysis method
and the fuzzy comprehensive evaluation method. First, the weight matrix is dynamically
generated by the hierarchical analysis method to more accurately assess the importance
and influencing factors of each stage in the full data lifecycle. Subsequently, the fuzzy
comprehensive evaluation method is used to comprehensively assess the risks in order to
determine the final security risk level. This comprehensive approach not only considers the
dimensions of data security, but also fully draws on the flexibility of fuzzy comprehensive
evaluation to provide a more comprehensive and accurate means of analysing security
assessment over the full lifecycle.

We must recognise some limitations, including subjectivity and dependency, consis-
tency issues, and challenges to real-time performance. Firstly, subjectivity and dependency
are significant limitations of this approach. The subjective judgment of decision-makers
may lead to inconsistent evaluation results, especially in risk assessments involving pro-
fessional knowledge and experience. Differences in subjective perceptions of risk factors
among decision-makers may lead to biases in evaluation results, thereby affecting the
reliability of decision-making. In addition, the challenge of real-time performance is also
an aspect that we need to pay attention to. AHP and fuzzy comprehensive evaluation
methods may require considerable computational time, which may become impractical in
situations where immediate decision-making is required. In some emergency situations,
ensuring fast and accurate risk assessment may become more important. However, this
method still has potential for application and can be considered for fields such as project
management decision-making, supply chain management, and environmental risk assess-
ment in order to more comprehensively solve multi-criteria decision-making problems. In
practical applications, methods can be flexibly adjusted according to specific situations to
better meet the decision-making needs of different fields.
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5. Simulation Experiment

In order to verify the effectiveness of the method in this paper, a simulated experimen-
tal environment was built to carry out experimental tests. The experimental environment
simulates a unit’s computer network, which includes an intranet and an extranet. The
intranet faces the co-operative units and connects to the backbone network, which is used
for marketing, financial statements, administrative business, and resource sharing; the
extranet provides services to the users.

In the simulation experiments, the attacking host installs some brute force attack tools,
including Nmap, SSH, and tfn2k DDoS. By scanning the -O parameter on the network, it
achieves access to the internal information of the enterprise network. The SSH brute force
attack tool is used to find out the SSH vulnerabilities present in the system and launch a
malicious attack in order to obtain user information inside the system. The data generated
during the attack are captured by the Snort Intrusion Detection System. The experiment
was conducted a total of 10 times, the whole attack time lasted for 1 h, and the performance
of the method of this paper was tested with constantly changing numbers of attacks.

We divided risk events into five levels based on their probability of occurrence:

(1) Level I (85~100%);

(2) Level Il (70~84%);

(3) Level III (60~69%);

(4) Level IV (50~59%);

(5) Level V (Less than 50%).

As shown in Table 1, we conducted 10 experiments, and the test data covered
four different risk levels. Through experimental testing of our proposed method, we
observed that the risk values obtained in these 10 experiments were consistent with the
actual results. This consistent observation further confirms the significant effectiveness of
our proposed method in risk assessment. It is worth emphasising that our method performs
well in handling different risk levels, demonstrating its universality and robustness in risk
prediction and assessment. This series of experimental results clearly reveals the reliability
and accuracy of our method, providing sufficient support for its potential value in practical
applications. Overall, our method successfully meets the challenge of risk level diversity
and provides a robust and reliable solution for risk management in practical scenarios.

Table 1. The performance of this paper’s methodological security risk assessment.

Probability of Occurrence of

Number of Experiments/Session Real Risk/% True Risk Level Assessing Risk Level
1 77 II II
2 67 I i
3 90 I I
4 55 v v
5 78 II II
6 89 I I
7 64 11T III
8 51 v 1Y
9 95 I I
10 75 II II

The experimental results show that this paper’s method achieves accurate results
in the risk assessment of full-lifecycle security protection of data, this paper’s method
successfully identifies and responds to potential security threats, and all attack scenarios
show good results, providing a reliable means of protection for data security. This further
validates the effectiveness of this paper’s method in practical applications and provides
strong support for full-lifecycle data security management.
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6. Conclusions

This paper presents a comprehensive examination of scenario-based protection anal-
ysis throughout the entire lifecycle of data. It delves into the security requirements and
corresponding protection solutions for each phase of the data’s lifecycle. In the section
addressing the protection requirements across the data lifecycle, the paper meticulously
analyses the data collection, transmission, storage, processing, sharing, and destruction
stages. This scrutiny unveils the challenges in meeting scenario-specific requirements for
ensuring data security.

The section focusing on the analysis of the full data lifecycle openness process in-
troduces an overarching security protection process and the workflow of data services.
This strategic approach aims to address and overcome security challenges effectively. Fur-
thermore, this paper proposes a comprehensive risk detection scheme for protecting the
complete lifecycle of data openness. The suggested method involves a hierarchical analysis
and fuzzy comprehensive evaluation approach, providing a more accurate assessment
of data security levels. Experimental results demonstrate an enhanced security detection
efficacy.

Through this research, it becomes evident that data security is an ongoing evolutionary
process, necessitating diverse technical means for support. Recognising that data security
involves not only technical considerations but also regulatory compliance and business
requirements, this paper advocates for a holistic protection system. The scenario-based
protection analysis framework proposed in this paper serves as a valuable exploration and
practical guide for data security protection. Its significance lies in ensuring data security
and privacy protection, aligning with regulatory compliance and business needs.
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