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Abstract: This study presents a novel driver authentication system utilizing electrocardiogram (ECG)
signals collected through dry electrodes embedded in the steering wheel. Traditional biometric
authentication methods are sensitive to environmental changes and vulnerable to replication, but
this study addresses these issues by leveraging the unique characteristics and forgery resistance
of ECG signals. The proposed system is designed using autocorrelation profiles (ACPs) and a
convolutional neural network and is optimized for real-time processing even in constrained hardware
environments. Additionally, advanced signal processing algorithms were applied to refine the ECG
data and minimize noise in driving environments. The system’s performance was evaluated using a
public dataset of 154 participants and a real-world dataset of 10 participants, achieving F1-Scores
of 96.8% and 96.02%, respectively. Furthermore, an ablation study was conducted to analyze the
importance of components such as ACPs, normalization, and filtering. When all components were
removed, the F1-Score decreased to 60.1%, demonstrating the critical role of each component. These
findings highlight the potential of the proposed system to deliver high accuracy and efficiency not
only in vehicle environments but also in various security applications.

Keywords: individual authentication; biometric; electrocardiogram; autocorrelation template

1. Introduction

In the era of intelligent electronics, various smart infotainment systems are being
implemented in automobiles to enhance driver-centric convenience and safety [1,2]. These
technologies range from vehicle control using autonomous driving technologies to provid-
ing personalized services for drivers based on biometric information. Biometric information
enables the optimization of seat, mirror, and steering wheel positions; the adjustment of
interior temperature and comfort settings; and the delivery of personalized entertainment
depending on the driver’s emotional state and health condition [3].

Driver authentication is the first requirement for providing such personalized services.
It serves as a critical tool for preventing identity theft and protecting against data breaches
by allowing users to verify their identities. Traditional authentication methods are broadly
classified into “knowledge-based” (e.g., passwords), “possession-based” (e.g., cards and
keys), and “biometric-based” (e.g., physiological characteristics) categories [4]. However,
authentication factors such as passwords and cards are susceptible to loss, theft, and du-
plication, and the reuse of the same password across multiple systems increases security
risks [5]. For these reasons, biometric authentication methods based on unique physiologi-
cal traits have garnered increasing attention [6]. Biometric information, such as fingerprints,
facial features, iris patterns [7], and vein patterns [8], offers high security as it is unique to
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each user. However, image-based methods, such as fingerprint and facial recognition, are
vulnerable to replication and environmental factors (e.g., lighting and hand conditions) [9].

In response to these limitations, researchers have explored the use of electrocardio-
gram (ECG) signals for biometric authentication [10,11]. ECG signals, derived from the
electrical activity of the heart, possess unique individual characteristics and are difficult to
forge [12,13]. Unlike static physiological traits, ECG signals also reflect dynamic cardiac
activities, providing high reliability against environmental changes [14]. However, ECG
signals are highly variable depending on measurement conditions and individual behav-
iors, and in vehicular environments, noise generated by driver actions often contaminates
the signal [15]. Therefore, research is needed to improve the accuracy and reduce the error
rates in such settings.

As a solution to these problems, this study proposes a driver authentication system
that combines autocorrelation profiles (ACPs) with a convolutional neural network (CNN)
model. ACPs highlight the dynamic features of ECG signals, while the CNN model learns
from these data to deliver highly accurate authentication results. The proposed system
collects ECG signals through electrodes embedded in the steering wheel of a vehicle
and uses signal processing algorithms to minimize environmental noise and artifacts.
Subsequently, ACPs and CNN are employed to extract the driver’s unique features and
perform authentication. The system was validated using a public dataset of 154 participants
and a real-world dataset of 10 participants. The results, evaluated through F1-Score
metrics, demonstrate that the proposed system is a reliable solution even in challenging
environments, such as vehicles.

2. Related Works

Various feature extraction methods are available for ECG-based individual authenti-
cation, which can generally be classified into fiducial and non-fiducial methods. Fiducial
methods analyze ECG signals by utilizing specific reference points to divide the signals
and extract features. The main reference points are the P wave, QRS complex, and T wave,
and features such as the onset of waves, peak amplitudes, and intervals between points are
extracted [16-21]. This method relies on the accurate detection of reference points, which
can achieve high accuracy in some approaches. However, if the reference point detection is
inaccurate or the ECG waveform is distorted by noise, the accuracy of the measurements
can decrease. Additionally, due to the lack of a clear definition for distinguishing ECG wave
boundaries, there can be differences in the methods of specifying the locations of various
reference points. Therefore, fiducial methods require robust heart rate segmentation and
reference point detection techniques, as well as significant manual feature engineering
efforts, which may limit generalization. To improve generalization and reduce manual
feature engineering efforts, some studies have introduced non-fiducial strategies. These
methods use Fast Fourier Transform (FFT) or wavelet transforms to find features of ECG
signals in the frequency domain rather than the time domain [22-26]. Non-fiducial ECG
biometric authentication techniques are useful in stable environments as they do not rely
on reference points, are simple, and have strong resistance to external interference. Re-
cently, user recognition methods utilizing deep learning have shown excellent performance
across various technical fields. In particular, CNN is gaining attention because they can
automatically learn inherent patterns from data, preventing the need for manual feature
engineering and capturing more hidden patterns. Features of ECG signals are extracted
or frequency transformations are performed, and these are then applied to various deep
learning models, such as CNN and RNN, for individual identification [9,27-32]. Although
existing CNN-based ECG biometric authentication studies have achieved high accuracy,
they include complex model structures and a large number of parameters, requiring signifi-
cant computational resources and large datasets. These models often involve complex data
preprocessing and feature extraction processes to prevent overfitting, which may not be
suitable for real-time applications or embedded environments.
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In this study, we propose a lightweight learning model structure that efficiently pro-
cesses ECG data for individual authentication within a vehicle, suitable for embedded
environments. The proposed model maintains a high performance with fewer parameters
and layers, requiring less training data. Performance validation confirmed the high effi-
ciency and performance of the proposed model compared to existing models in terms of
size and F1-Score. Additionally, the model demonstrated reliable individual authentication
in real-time embedded systems.

3. Methods

This section outlines the key methodologies employed in developing the individual
authentication system based on ECG signals collected using dry electrodes embedded in
the steering wheel. The study is structured into three main stages, as shown in Figure 1:
(1) ECG signal acquisition, (2) signal preprocessing and feature extraction, and (3) model
training and authentication. Each stage is designed to achieve the research objectives of
high accuracy and real-time authentication while ensuring stable operation in constrained
hardware environments. This section provides a detailed explanation of the data processing,
analytical procedures, and technologies applied at each stage.
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Figure 1. Flowchart of the proposed individual authentication system.

3.1. ECG Measurement

In this study, an individual authentication system was constructed to continuously
monitor the driver’s health status by collecting ECG data while driving. The proposed
system consists of a signal acquisition and analog filtering module, an analog-to-digital
converter (ADC), and a Graphics Processing Unit (GPU), as shown in Figure 2.

First, in the ECG Signal Acquisition module, conductive electrodes are attached
to acquire the user’s biosignals (Figure 2). In the case of conductive electrodes, silver
chloride (AgCl) electrodes were selected due to their low skin electrode impedance and
high conductivity and stable electrochemical properties. To acquire biological signals, the
electrodes are manufactured in a flexible and thin form factor, arranged two on the left and
one on the right of the steering wheel, positioned to fit the driver’s hands, and continuously
acquire ECG data without interfering with driving. The ECG Signal Acquisition module
is used to detect the electrical activity of the heart and change it into an electrical signal,
and this sensor is designed to precisely measure ECG signals. This module consists of
a 0.05~40 Hz bandpass filter (BPF) to effectively separate ECG signals [33,34]. Indeed,
0.05 Hz helps remove DC offset and low-frequency noise, and 40 Hz is applied to minimize
frequency noise interference. In addition, a 60 Hz notch filter was added at the rear to
remove electrical noise commonly caused by power lines and other electronic devices [35].
Without using a noise removal filter, it can mimic or distort important components of the
ECG such as the P or T waves; so, using a notch filter only removes a specific range around
60 Hz and leaves the rest of the ECG signal largely unaffected.
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Figure 2. Individual authentication system configuration for steering wheel-based driver identification.

Analog ECG data obtained from the module undergoes analog signal processing and
are then converted to digital format through an ADC converter. The ADC used in this
system quantifies the analog ECG signal into 1024 individual digital levels with 10-bit
resolution. The sampling rate is 100 Hz, and 100 digital data pointers are transmitted
per second to the GPU device. GPU devices utilize the PanTompkins algorithm, which is
used to detect the QRS complex, which represents the ventricular depolarization phase
of the cardiac cycle [36,37]. This algorithm is critical to accurately extracting ECG data by
accurately analyzing heart rate patterns and enabling reliable individual authentication.

In the next step, characteristic points such as waveform, periodicity, amplitude, and
interval between QRS complexes are extracted from the ECG data to construct a unique
ECG profile [38,39]. This profile is stored in the system’s database and serves as a biometric
template for authentication based on the individual’s unique physiological characteris-
tics [16,40]. If a matching profile is identified based on the profiles stored in the database,
the system allows access; otherwise, it denies access, enhancing security measures.

3.2. ECG Signal Processing

To measure ECG signals, both analog and digital filters have been implemented to
remove noise or unwanted signals that exceed the input signal range. Initially, an analog
filter was designed with a cutoff frequency of 0.5 Hz as a second-order high-pass filter to
eliminate low-frequency noise. Simultaneously, a second-order low-pass filter with a 40 Hz
cutoff frequency was applied to remove noise from the ECG signal.

After processing through the analog filter, the ECG signals converted by the ADC
were further refined using a digital filter designed to eliminate noise and filter only the
ECG signals. This digital filter comprises a third-order high-pass filter with a 0.5 Hz
cutoff frequency and a third-order low-pass filter with a 30 Hz cutoff frequency, which are
determined based on the frequency range of the ECG signals.

Additionally, a notch filter was applied to remove the sinusoidal noise occurring at the
power line frequencies of 50 Hz or 60 Hz. Both bandpass and notch filters were utilized to
enhance the accuracy of the ECG signals and to facilitate easier analysis (Figure 3) [41,42].
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Figure 3. Comparison of ECG signals before and after filtering: (a) raw ECG (b) filtered ECG.

3.3. Feature Extraction

Feature extraction in ECG signal analysis proceeds in the order of Segmentation,
Normalization, and Autocorrelation.

First, Segmentation involves dividing large datasets into smaller, more manageable
segments to enable efficient data processing and analysis. For ECG signal feature extraction,
it is advisable to segment the data into short durations, but each segment must contain at least
one RRI to ensure high authentication accuracy. Typically, the duration to input numbers on
a numeric keypad, averaging 5 s, is used as a basis for setting segmentation to 5 s.

Normalization is the process of adjusting data within a specific range or converting it
to a standard form. The power values of signals can vary depending on which part of the
hand is touched or the humidity of the day. Additionally, the baseline can be affected by
motion artifacts. Thus, normalization is performed to reduce the impact of outliers and
enable consistent interpretation.

The ACP is a technique used to calculate the self-correlation of time series data,
measuring the similarity according to time delays. It is utilized to identify repetitive
patterns or the fundamental rhythm in ECG signals by analyzing their auto-correlation
properties (Figure 4) [43-45].
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Figure 4. Results of ACPs for ECG signals from four different individuals: (a) person 1, (b) person 2,
(c) person 3, and (d) person 4. Red line: ACP; Blue line: Average ACP.

3.4. Deep Learning

For individual authentication purposes, we developed a deep learning architecture
utilizing CNN specifically tailored to process the ACPs of ECG signals. Inspired by the
efficient model architecture of TinySleepNet, which leverages minimalistic yet effective
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CNN designs for processing single-channel EEG data [46], our CNN architecture was
meticulously crafted to extract distinctive features from the ECG data, crucial for accurately
identifying individual identities. We assessed the effectiveness of our model using both
publicly available and proprietary datasets specifically collected in our laboratory settings.
These datasets enabled us to fine-tune the model across different stages of training, focusing
on improving its accuracy during both enrollment and verification phases. The final model
was rigorously tested with ECG data obtained from multiple individuals to demonstrate
its practical applicability and robustness in real-world individual authentication scenarios
(Figure 5).
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Figure 5. ECG learning network architecture for individual authentication.

3.4.1. Training Data Description

Open Data Validation:

The first dataset used to validate our learning architecture was sourced from the
publicly available Haaglanden Medisch Centrum Sleep Staging Database v1.0.1, hosted
by Physionet [47]. This dataset features ECG signals that were sampled at a frequency of
256 Hz using SOMNOscreen PSG, PSG+, and EEG 10-20 recording systems (SOMNOmedics,
Randersacker, Germany) equipped with AgAgCl electrodes. The raw polysomnography
(PSG) signals were digitalized in the EDF format, adhering to the basic analog pre-filter
settings as per the device specifications. The scoring of sleep stages was manually executed
by experienced sleep technicians based on the 2.4 version of the AASM guidelines [48].
This dataset helped confirm the efficacy of our model under varied conditions and with
diverse ECG signal profiles.

Laboratory-Collected ECG Data for System Verification

The second dataset consists of ECG features derived from 10 individuals, collected in
a controlled laboratory setting as described in Section 3.1 (ECG Measurement). This dataset
was meticulously gathered to ensure high fidelity in signal acquisition, thus providing clear
and consistent ACPs. These profiles are essential for training our model to recognize and
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differentiate the unique ECG signatures of enrolled individuals, serving as the primary
source for validating the model’s capabilities in the enrollment and verification phases.

Together, these datasets not only enhance the diversity of our training data but also
ensure that the model is robust and adaptable to different operational conditions and
populations. This dual-dataset strategy effectively tests and hones the model’s ability to
function accurately in real-world authentication scenarios.

3.4.2. Network Architecture

The proposed CNN comprises several layers, each meticulously configured to optimize
feature extraction and classification efficacy:

e Normalization and Activation Functions: Initial layers include batch normalization,
which stabilizes learning by normalizing the input layers” activations. This ensures
the mean activation is close to zero and the standard deviation near one, significantly
enhancing the training process’s stability. Non-linear activation functions, specifically
rectified linear units (ReLUs) [49], follow these normalization layers to introduce
necessary non-linear properties into the network, allowing for the learning of complex
patterns within the data.

e  Convolutional Layers: The core of the network consists of three convolutional layers,
each equipped with 128 filters of size 8 and a stride of 1. These layers are pivotal in
detecting intricate patterns and features in the ECG signal, providing a rich feature set
for subsequent identification tasks.

e Pooling Layers: Spatial pooling (max-pooling) is employed twice within the network;
initially with a kernel of 8 and stride of 8, followed by a second pooling stage with a
kernel of 4 and stride of 4. These pooling operations reduce feature dimensionality,
mitigate the risk of overfitting, and decrease computational demands by summarizing
the features retained from prior convolutional layers.

e  Dropout Regularization: To further guard against overfitting, dropout layers with
a dropout rate of 0.5 are interspersed post-pooling. This probabilistic layer deacti-
vates a random selection of neurons during training, which helps to eliminate minor
dependencies in training data that might not generalize well to unseen data.

e  Output Classification: The architecture culminates in a SoftMax classification layer.
This layer categorizes the input ECG profiles into distinct classes, representing ‘Regis-
tered Person’ and ‘Unknown Person’, among others, by outputting probabilities that
indicate the most likely class membership.

3.4.3. Training Parameters

The network was trained under the following specifications to ensure robust conver-
gence and optimal performance:

e  Epochs: Set to 300 to allow sufficient iterations over the training data for the network
weights to converge towards effective discriminators;

e Learning Rate: A learning rate of 0.0001 was chosen, facilitated by the Adam optimiza-
tion algorithm, renowned for its efficiency in handling sparse gradients and adaptive
learning rate capabilities;

e  Optimizer Configuration: Adam was configured with first and second moment es-
timates (betal of 0.9 and beta2 of 0.999, respectively), alongside a stability constant
(epsilon of 1 x 1078) to prevent division by zero during updates [50];

e  Gradient Clipping: Gradient values were clipped at 5 to prevent exploding gradients,
a common issue in deep networks with deep architectures or large datasets;

e  Regularization Strategy: An L2 regularization approach with a weight decay factor
of 0.001 was implemented to penalize large weights, promoting simpler models less
prone to overfitting.

This deep learning framework was devised to harness the unique characteristics of
ECG signals, leveraging advanced machine learning techniques for effective and secure
individual authentication. Incorporating these diverse datasets into our training regimen
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enables the deep learning model to learn comprehensive feature representations, essential
for achieving high accuracy in individual authentication based on ECG signals. The detailed
architecture and learning parameters, as described in Sections 3.4.2 and 3.4.3, respectively,
leverage the intricacies and the quality of the data provided in these datasets, ensuring
optimal learning outcomes.

4. Results
4.1. Validation with Public Dataset

To validate the proposed individual authentication algorithm, two experiments were
conducted. The first experiment utilized the publicly available HMC dataset [51,52] from
the PhysioNet website, which comprises polysomnographic data from 154 individuals.
This dataset includes various physiological signals such as electroencephalography, elec-
trocardiography, electromyography, and electrooculography. In this study, we focused on
electrocardiography data to evaluate the authentication efficiency of 154 individuals.

The data were acquired using wet electrodes with a sampling rate of 256 Hz through
Somno-medics devices [51] and was downsampled to 100 Hz for the experiment. Ap-
proximately 8 h of sleep data were recorded daily, of which 6 h were used for training
(enrollment) and the remaining 2 h for testing (verification). To further ensure robust
validation, the 2 h test data were divided into 100 segments, and each segment was tested
individually (Figure 6). Accuracy and F1-Scores were computed for each segment, allowing
for a detailed evaluation of the algorithm’s performance under varied conditions.
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Figure 6. An example of a confusion matrix for calculating individual authentication efficiency
is shown, where higher scores are represented in yellow and lower scores in green. Through a
detailed evaluation of the 2 h test data divided into 100 segments, the proposed algorithm achieved
an F1-Score of 96.8%.

The efficiency was assessed using a Confusion Matrix, achieving an F1-Score of 96.8%,
as presented in Table 1. This score surpasses those reported in the comparative study [10],
validating the effectiveness of the algorithm with a larger experimental group.

4.2. Validation with Steering Wheel Dataset

This study first validated the model’s performance using the HMC dataset and sub-
sequently ensured its reliability by utilizing an additional dataset collected from 10 par-
ticipants. This approach enhanced the generalizability of the dataset through diverse
applications and demonstrated that the model maintained high performance even in
real-world scenarios [53]. This experiment involved acquiring ECG signals for individ-
ual authentication using dry electrodes attached to a vehicle’s steering wheel. Figure 7a
illustrates the configuration of the steering wheel, and Figure 7b shows an example of
data acquisition. A total of 10 participants were involved, with ECG data collected for
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30 min daily over 20 days. Out of these data, 8 h were used for training and 2 h for testing.
Employing the 10-fold cross validation method, the average F1-Score obtained was 96.02%,
as indicated in Table 2. Each validation process involved data segments of 5 s.

(a) Steering Wheel AD8232 Arduino UNO NVIDIA Jetson Nano
(Driver Data Acquisition) (ECG Signal) (Analog to Digital ) and Ve

Figure 7. Individual authentication using a steering wheel: (a) steering wheel configuration and
(b) example of steering wheel data acquisition.

Table 1. Comparison of individual authentication efficiencies.

Metric HMC Open DB Steering Wheel DB Ref. [10] Ref. [54]
(Proposed) (Proposed)
93.8%
it 00 . 00 0 00
F1-Score 96.80% 96.02% 96.40% (Accuracy Rate)
Subject 154 10 100 10
Verification time (s) 5s 5s 10s 10s
Enroll Time
(Total) 6h 8h 10~50 s 60 s
Test Time
(Total) 2h 2h 10~30s 60 s
Electrod Wet electrode Dry electrode Wet electrode Wet electrode
ectrode (SOMNO screen PSG equipment) (ad8232) -) )

Table 2. Individual authentication using a steering wheel (10-fold cross validation).

Subject F1-Score Subject F1-Score
1 97.10% 6 95.70%
2 95.54% 7 95.93%
3 95.64% 8 96.94%
4 95.40% 9 96.51%
5 96.67% 10 95.78%

Average 96.02%
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5. Ablation Study
5.1. Effect of Component Removal on F1-Score

To evaluate the performance of the individual authentication system, an analysis was
conducted by removing individual components and examining the resulting F1-Scores. The
removal of ACPs led to a reduction in the F1-Score to 68.2%, demonstrating its critical role
in capturing unique patterns from ECG signals. When the normalization step was removed,
the F1-Score decreased to 85.4%, highlighting the importance of scaling data to a consistent
range for reliable authentication results. Similarly, removing the BPF resulted in a drop in
the F1-Score to 89.5%, underscoring the necessity of filtering to minimize noise and enhance
signal clarity. Removing all components led to the lowest F1-Score of 60.1%, validating
the cumulative importance of each component in the system. These results emphasize
that each component plays a vital role in maintaining the system’s overall accuracy. The
ACPs and normalization are particularly crucial for achieving high accuracy, while the
bandpass filter is essential for minimizing noise and enhancing signal clarity. This analysis
underscores the necessity of each component within the ECG-based driver authentication
system, highlighting that the integration of all components is essential for optimizing the
system’s performance and reliability in real-world scenarios.

5.2. Effect of Enrollment Time on F1-Score

Figure 8 presents the F1-Score of the individual authentication system based on
different enrollment times using both the HMC dataset and an internally collected steering
wheel dataset. The results in Figure 8 show a clear trend: longer enrollment times generally
lead to higher authentication F1-Scores. For the HMC dataset, the F1-Score improves from
75.0% with a 1 min enrollment to 97.0% with an 8 h enrollment. Similarly, for the steering
wheel dataset, the F1-Score increases from 61.0% to 96.0% over the same period.

110
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L e A -
90.4 _a--" - 3===== *
88.2 - - .- 95.3 96.0
-~ 9 P .-
é f85.7 P 88.7
2 803 7 840
s 8 IF .
7] 5. 78.9
:' 4 %5.4
7 f 70.1
I
$ = & =FI-Score (HMC Open DB)
60 ¥ 61.0
— & ~FI-Score (Steering Wheel DB)
50 T r T T T T v v
0 1 2 3 4 5 6 7 8 9

Enrollment Time(h)

Figure 8. Effect of enrollment time on F1-Score for HMC open DB and steering wheel DB.

Notably, as the enrollment time increases, the system’s efficiency gradually improves,
but the improvement starts to plateau once the enrollment time exceeds 6 h. This suggests
that, beyond 6 h, the additional enrollment time has diminishing returns on the system
performance, indicating a convergence trend. Therefore, at least 6 h of data are required to
ensure high performance, as further improvements in the F1-Score become marginal.

Longer enrollment periods allow the system to better adapt to individual variations
and environmental factors, thereby enhancing the robustness of the individual authen-
tication system. These findings highlight that, while longer enrollment times improve
efficiency, the performance gains converge after 6 h, emphasizing the importance of setting
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an optimal enrollment period. Future research should focus on identifying the minimum
effective enrollment time that balances system performance and user convenience.

5.3. Effect of Model Size on F1-Score

To investigate the effect of model size on individual authentication systems, we
evaluated various models in terms of accuracy and inference time. Our proposed 2D
CNN model was compared against EECGNet, BiometricNet, BiIGRU-ECG, AlexNet-ECG,
GoogLeNet-ECG, and ResNet-34-ECG, focusing on model size (MB) and F1-Score (%). All
these models are designed for ECG-based individual authentication [29-32,55-57].

The dataset was obtained from the HMC dataset, which includes ECG data from
154 participants. Models were trained and tested using 10-fold cross-validation. The results,
shown in Figure 9, indicate that, as the model size increases, the F1-Score also improves.
The proposed model’s F1-Scores at different sizes are as follows: 11.8 MB (96.8%), 14.5 MB
(97.3%), 18.2 MB (97.7%), 22.8 MB (98.1%), and 35.6 MB (98.5%).

100
99 - 35.6MB N
228MB ___.+ ® ReNAEHECG
08 | 18.2}15»"" BIGRUECG
—_ 14.5\4}3,«’
S »
=~ 974
2 ¢ Proposed model
S 11.8MB
@296 - .
— EECGNet GoogLeNtECG
3
95 B :Nﬁ
94 1 AlexNetECG
93 - . —_—
10 100
Model Size(MB)

Figure 9. Impact of model size on F1-Score: comparison of different models using the HMC
open database.

The computational cost of a convolution layer is proportional to the kernel size, the
number of input channels, output channels, and the output length. Batch normalization
and activation layers are also proportional to the output size and the number of output
channels. In the case of max-pooling, the computational cost is proportional to the input
length divided by the stride and the number of output channels. For dense layers, the
computational cost is proportional to the input size and output size. Based on these
calculations, the proposed learning model in this study has an estimated computational
cost of approximately 3.85M FLOPs, with a corresponding model size of around 11.8 MB.

As shown in Figure 9, when the number of convolution layers in the middle layer
(Layer 2) increases from 3 to 6, the model size approximately doubles to 22.8 MB, and the
accuracy improves from 96.8% to 98.1%, an increase of about 1.3%. When the number of
convolution layers increases from 3 to 9, the model size triples to approximately 35.6 MB,
with an accuracy improvement of about 1.7%. In this study, the system is designed using
a low-cost Al edge board, Jetson Nano. To minimize latency and ensure the user does not
perceive delays, the number of convolution layers in the middle layer was set to 3.

Our model demonstrated clear advantages over other models in both accuracy and
size. EECGNet (45 MB) achieved 96.06%, BiometricNet (120 MB) reached 95.10%, BiGRU-
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ECG (60 MB) showed 98.55%, AlexNet-ECG (238 MB) achieved 93.50%, GoogLeNet-ECG
(89 MB) reached 96.00%, and ResNet-34-ECG (83 MB) achieved 98.80%.

Figure 9 shows that our proposed model is significantly lighter than other models
while maintaining high accuracy. Despite its smaller size, our model performs exceptionally
well in classifying 154 participants based on the HMC dataset. The proposed model’s
compactness and high performance make it highly suitable for real-time applications
in automotive environments, where computational efficiency and quick response times
are critical.

These findings highlight the importance of optimizing model size without compro-
mising accuracy. The lightweight nature of our model, combined with its high F1-Score,
underscores its potential for practical deployment in ECG-based driver authentication
systems. This analysis supports the proposed model’s effectiveness in real-world scenarios.

6. Conclusions

This paper proposes a steering wheel system that can be used for individual authenti-
cation and bio-signal measurement, designed for integration within vehicles. The system
enables the individual authentication algorithm to extract individual features through a
fiducial-independent ACP, which eliminates the need for waveform identification, consid-
ering real-world application. After feature extraction, a lightweight CNN with a size of
11.8 M was used for training. This methodology successfully reduced the verification time
to 5 s without significantly reducing the accuracy.

To test this algorithm, two datasets were utilized. The first experiment employed
the publicly available HMC dataset, demonstrating superior F1-Score results compared to
other studies using the same 5 s verification timeframe. In the second experiment, ECG
data acquired from dry electrodes attached to a custom-built steering wheel were used.
Despite dry electrodes being more susceptible to noise than wet electrodes, the combination
of ACPs and CNN effectively prevented a reduction in the accuracy.

However, the individual authentication system proposed in this paper still requires
a 5 s verification time and utilizes expensive Edge-Al boards for processing, which are
substantial barriers to practical implementation. Future research will focus on network
lightening and further reducing the verification time, enhancing the system’s applicability
and efficiency.
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