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Abstract: The influence of Artificial Intelligence in our society is becoming important due to the possi-
bility of carrying out analysis of the large amount of data that the increasing number of interconnected
devices capture and send as well as making autonomous and instant decisions from the information
that machines are now able to extract, saving time and efforts in some determined tasks, specially
in the cyberspace. One of the key issues concerns security of this cyberspace that is controlled by
machines, so the system can run properly. A particular situation, given the heterogeneous and special
nature of the environment, is the case of IoT. The limited resources of some components in such a
network and the distributed nature of the topology make these types of environments vulnerable to
many different attacks and information leakages. The capability of Generative Artificial Intelligence
to generate contents and to autonomously learn and predict situations can be very useful for making
decisions automatically and instantly, significantly enhancing the security of IoT systems. Our aim in
this work is to provide an overview of Generative Artificial Intelligence-based existing solutions for
the very diverse set of security issues in IoT environments and to try to anticipate future research
lines in the field to delve deeper.

Keywords: Artificial Intelligence; Cybersecurity; Internet of Things; AloT; cyberattack

1. Introduction

Undoubtedly the Internet is one of the most important tools for humanity since its
appearance and it has contributed to the digitalization of societies, bringing connectivity,
efficiency and comfort to our lives among many other advantages, but resulting in many
other challenges with respect to providing security when we make use of any online tool or
communication system. The amount of data circulating through the Internet is increasing
exponentially, especially since the birth of the Internet of Things (IoT), which is considered
to have appeared sometime between 2008 and 2009 [1] and represents the first evolution
of the Internet. IoT refers to a network of physical devices, vehicles, appliances and
other physical objects that are embedded with sensors, software and network connectivity,
allowing them to collect and share data [2]. The appearance of IoT played a fundamental
roll in the so-called datafication of our society, i.e., we are experiencing a phenomenon
that quantifies human life through digital information, very often due to economic values
and with major consequences in many aspects of our lives [3]. This has led international
institutions and governments to strongly consider the necessity of efficient and effective
methods to protect data, not only those connected to companies and organizations, but
also to individuals [4].

According to [5], in 2023, the total number of IoT connections, including wide-area
IoT, cellular IoT and short-range IoT reached 15.7 billion and it is estimated to become
38.8 billion by 2029. Thus, protecting data arising and circulating from all these devices
becomes a real challenge as well as a presenting opportunities to those aiming to take advan-
tage of the information provided by these data [6]. Most of the IoT architecture models are
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composed of a number of functional components ranging from 3 to 7, from the perception to
application layers passing through the transport layer in a basic model architecture [7] and
every functional component is susceptible to an information leakage, so security is a crucial
issue. IoT is basically the interconnection of a huge heterogenous network of frameworks
and systems that use different patterns of communications, including human to human or
human to thing as in traditional communications, but also thing-to-thing patterns [8]. Thus,
conventional security architecture does not address all security issues appearing in this
paradigm given that it does not take into account patterns where machines communicate
directly to machines and new approaches have to be considered [9]. Then, the first task
is to determine the security challenges and attacks that such heterogenous networks face.
In [10-23], it is possible to find different attack taxonomies, as well as detection methods
and challenges. Among these works, the most recent, i.e., [21-23], cite Artificial Intelligence-
based methods for attack detection.

The use of Artificial Intelligence (AI) helps to understand, learn, reason and interact,
increasing efficiency. Al technology such as Machine Learning allows extracting knowledge
from large amounts of structured and unstructured data provided by multiple sources,
to make decisions and to take appropriate actions [24]. One of the application fields is
IoT, which is being increasingly incorporated into organizations and is an Al-based asset-
management systems that can solve many challenges that arise by feeding new levels of
intelligence to a human team across use cases [25].

Generative Adversarial Networks (GANSs) were first introduced by Goodfellow et al.
in [26] as a model that connects supervised and unsupervised learning, becoming the most
inspirational work in Al and revolutionizing the approaches to finding Al-based solutions
to the increasing number of challenges in communication networks and particularly in
IoT environments. GANs have promoted many emerging data-driven applications related
to Big Data given that these models can help to improve and to innovate in technical
applications due to their capability to learn from huge amounts of data, as well as working
with multiple modal outputs obtained from a single input and where more than one of
these outputs can be correct.

In Figure 1, we can observe the functioning of a Generative Adversarial Network.
This consists of two neural networks, named generator and discriminator, respectively,
trained simultaneously in a competitive framework. The generator learns to produce
realistic data samples by transforming random noise into data, while the discriminator
evaluates whether a given sample is real (from the original dataset) or fake (produced by the
generator). The generator aims to fool the discriminator by creating increasingly realistic
samples, while the discriminator improves its ability to distinguish real from fake. This
adversarial process drives both networks to improve iteratively, resulting in the generator
producing high-quality, realistic samples over time.

- l
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Figure 1. Flowchart of a Generative Adversarial Network model.
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This inspirational idea has led to a new field in AI focused in models capable of
generating original content known as Generative Al, imitating human intelligence. Figure 2
depicts a diagram flow of a Generative Al (GenAl) model. This starts with input data,
which are then processed to create embeddings, a structured representation of these data.
Next, the embeddings are fed into the GenAl model, which generates the desired output,
completing the transformation from raw input to a meaningful result.

Input Formatinput data
» (embeddings) GenAl Model » Output

Figure 2. A general Generative Al model.

The other models that are currently widely spread are the Variational Autoencoder
model, the Transformer-based model and the Diffusion model.

Variational Autoencoders (VAEs) (see Figure 3) are generative models that transform
input data into a compressed representation within a probabilistic latent space. They use an
encoder to compute two parameters, the mean and variance, which define a probabilistic
distribution in the latent space, where data are represented in lower dimensions using a
reparameterization technique. A decoder takes the values contained in the latent space and
generates a reconstruction that approximates the original data, optimizing a loss function
composed of a term measuring the difference between the encoder inputs and the informa-
tion that can be retrieved from the decoder outputs and a regularization term to ensure a
well-distributed latent space. This enables the VAE to learn useful data representations and
generate new samples similar to the original dataset.

K- EN- - KB

Output

On the other hand, Transformer-based models (see Figure 4) are highly versatile archi-
tectures designed to handle sequential and contextual data, such as text, code or temporal
sequences. They leverage attention mechanisms to model relationships between sequence
elements. The process begins with discrete input data (e.g., words or tokens) that are
converted into dense vectors through embeddings, incorporating positional information.
A Transformer layer uses multihead attention to capture relationships between elements
regardless of their relative position, followed by a feedforward network to refine the repre-
sentations. The output provides contextualized representations of each sequence element,
which are then used for tasks like classification, translation or token-by-token generation.
Transformers underpin models like GPT (for text generation) and BERT (for contextual
representation), revolutionizing fields such as NLP, computer vision and bioinformatics by
effectively handling long dependencies and learning complex patterns.

. Transformer

Figure 4. Flowchart of a Transformer-based model.

Figure 3. Flowchart of a Variational Autoencoder.
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Finally, Diffusion models (see Figure 5) are a type of generative model that transform
structured data into Gaussian noise and then learn to reverse this process to generate
new data. This approach involves two main steps: a forward process, where progressive
noise is added to the original data over several iterations until it becomes a completely
random representation, typically a standard normal distribution; and a reverse process,
where the model learns to step-by-step denoise the random representation (noised data)
using a trained network (commonly a denoising model) to reconstruct the original data or
generate new, similar samples. At the end of this process, the generated data mimic the
statistical properties of the original dataset. Diffusion models are particularly effective for
image-generation tasks, excelling at producing highly detailed and realistic samples.

‘ - Noisy i »

The aim of this work is to study how Generative Al is motivating nowadays the
development of solutions to the great amount of IoT security challenges. We provide a
review of recent works on Generative Al and classify them with respect to their application
in several areas of IoT security, discerning the way they are improving the security of the
huge amount of managed and transmitted data, as well as the devices, networks and users
that compose an IoT environment.

The main contributions of this work are the following;:

Figure 5. Flowchart of a Diffusion model.

*  We provide a study of previous review works on Generative Al applied on IoT Cybersecurity;

*  We study the use of different Generative Al models in different areas of IoT Cybersecurity;

¢ We classify recent works in Generative Al by their application field in IoT Cybersecu-
rity and identify those less explored.

Thus, we can summarize the content of this review work in the following way. In
Section 2, we cite some works collecting applications of Al in Cybersecurity. In some
cases, the survey collects applications of Machine Learning or Deep Learning in specific
fields of Cybersecurity such as anomalous traffic detection, intrusion detection or specific
attacks, whereas some others are focused in IoT environments. Here, we review the
most recent trends in Al that are applied in Cybersecurity of IoT networks. Section 3 is
devoted to enumerating the fields of IoT Cybersecurity and for each one we cite novel
approaches and applications based on Generative Artificial Intelligence that are having
an impact. We divided this section into subsections to categorize the works concerning
these application fields. The first subsection concerns Access Control models, an essential
part of Cybersecurity to preserve privacy and availability of the IoT network data and
resources. Authentication, a process that plays a central role in any Access Control model,
and proposals in this direction are collected at the end of this subsection. A very recent
technique that allows authentication of the information is Blockchain, which is the objective
of the second subsection of Section 3. Blockchain turns out to be very convenient in
distributed environments and with a deep Generative AI model impact. Another research
field directly related to this is discussed in the next subsection and this is Cyber Threat
Detection, a crucial issue in environments with an absence of central trust authorities and
where detection methods have received a considerable boost with the use of Generative AL
The development of techniques that allow an efficient use of a network drive applications of
generative models in IoT software security tools. This field is treated in Section 3.4. Privacy
is directly related by definition with encryption algorithms, so we dedicate Section 3.5 to
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reviewing how generative Al models can help to reinforce encryption. In the section, we
observe that every generative model needs datasets for training and thus Section 3.6 is
devoted to applications in IoT data traffic generation. Concerning the application fields,
we end the discussion of them by addressing applications to Penetration Testing, dealt
with in Section 3.7. Penetration Testing is a group of techniques that allow one to audit
a network system. We will see how we can automate these processes using generative
models. Finally, Section 3.8 is devoted to the very recent application of Large Language
Models (LLM) in some of the aforementioned Cybersecurity methods. The reason for this
is to emphasize the novelty of the application of LLM, included in the Transformer-based
model mentioned above. In Section 4, we include a discussion of the impact of Generative
Al models in IoT Cybersecurity, identifying those fields that are less explored and that
could represent promising research lines. The paper ends with the conclusions that we
can extract from our wide collection of works and that show that generative models are
already established as a main research trend in some Cybersecurity applications and the
huge possibilities that these offer with respect to enhancing the Cybersecurity and Quality
of Service of IoT networks.

2. Materials and Methods

In the recent years, much attention has been paid to recent developments and new
applications of Al in IoT as shown by the explosive growth of publications in the field.
A good proof of this is the existence of many surveys that collect this huge number of
papers appearing in multiple journals and conference proceedings, some of them focused in
specialized technologies such as Deep Learning (DL) or more generally Machine Learning
(ML), some others gathering publications related to some specific type of attacks. In this
section, we would like to list some of them that motivated us to make our own collection
with a specific purpose.

2.1. Some Non-Generative ML/DL Review Works

One of the main characteristics of IoT environments is the open nature of the commu-
nication channel given that the vast majority of the communications used to be wireless.
Therefore, conventional methods to monitor the traffic and appearing anomalies cannot
be applied. These anomalies can be the result of illegal access or intrusions and some
ML methods can be very useful for detecting them. In [27], the authors provide a com-
prehensive survey of outlier-detection approaches based on ML for IoT, analyzing the
corresponding advantages and drawbacks, providing some open issues to be solved and
motivating future research.

The purpose of [28] is twofold: on the one hand, the authors select and classify some
security issues depending on the different IoT layers they consider, which correspond to an
IoT architecture given by the perception, the network, the middleware and the application
layers and then they provide a study of papers based on ML and DL techniques that can
address these issues.

In other cases, the survey papers also collect ML techniques applied to specific attacks
such as Denial of Service (DoS) or Distributed Denial of Service (DDoS), as in the case
of [29]. In this work, the authors compile different approaches to detect DDoS attacks in
IoT-based networks using ML models as well as to study their limitations and thus try to
derive appropriate research directions for improving this type of attack detection in IoT
networks using these models.

This is also the case of [30], where the authors study the layered architecture of IoT
networks and an array of security challenges, heightening the vulnerability of IoT devices
to potential DDoS attacks as well as the life cycle and the launch mechanism of IoT Botnet
and the corresponding variants responsible for much of this malicious activity. Then, they
provide a collection of papers on Al techniques that can detect these attacks, both ML- and
DL-based.



Electronics 2024, 13, 4965

6 of 36

In a more general context, other review works try to assess Al algorithms for classifying
or/and detecting intrusions and attacks as in [31], which appears as a work with a very
general purpose, given that it gives a relationship between Cybersecurity in IoT and Al, by
introducing different cyberattacks against IoT devices, and it recommends some existing
Al based methods for their protection.

In [32], the author develops work similar to the previous one and describes the
security requirements and challenges encountered in Industrial Internet of Things (I1loT)
environments. Then, there is an exploration of solutions based on Al to these security
challenges, introducing a study of appropriate Al-based alternatives to prevent or detect
different attacks. To do so, the author classifies the attacks concerning the corresponding
layer where the attack takes place: perception, network or application layers and then
solutions based on different technologies studied in the literature are provided.

2.2. Surveys on Access Control

Anomaly detection is one of the first application fields that researchers identify to have
benefited from the use of ML techniques, which constitutes the aim of [33]. In this work,
the authors describe the state-of-the-art on ML techniques that detect anomalies in a system
that could be the result of an intrusion or an attack based on a zero-day vulnerability. They
also analyze the use of ML techniques for IoT anomaly detection and specially focus on the
Federated Learning technique that could help in a collaboratively effective training of ML
models to this end by making use of Blockchain. Some of the cited works make use of the
VAE model.

Deep Learning (DL) techniques are particularly useful with large amounts of data, such
as those provided by IoT systems. Thus, the use of this special case of ML techiques is also
widely studied by many researchers and this is reflected as well in some existing surveys
on this Al technique applied in IoT Cybersecurity. The survey presented in [34] offers a
collection of papers where ML and DL techniques are used again for intrusion detection.
They examine some of the IoT challenges and analyze the feasibility of technologies such
as multi-access edge computing with respect to designing security applications for the
IoT, revising the placement strategies used in multi-access edge computing to develop
Intrusion-Detection Systems for the IoT. They also review various datasets and metrics used
to develop these Intrusion-Detection Systems, some of them based on GANs and VAEs,
and propose a security framework for the resource-constrained IoT systems by utilizing
multi-access edge computing.

In [35], the authors try to obtain an answer to the problem of performing data transfor-
mation/preprocessing analysis of IoT datasets to perform anomaly detection. They conduct
a literature review on papers that use DL to detect anomalies that could be the result of an
intrusion in the IoT system. Generative Al methods used in some of these works include
the GAN model.

The author of [36] classifies and characterizes the intrusion-detection methodologies
that use ML applied to IoT security, focusing specially on recent advancements in intrusion
detection across several IoT domains such as medical, industrial, farming IoT, etc. The
Generative AI models cited include GANs, VAEs and Diffusion-based models. The author
provides a classification of the Intrusion-Detection Systems concerning certain attacks. He
also addresses the requirement for new datasets to assess ML models for this intrusion-
detection task.

Another significant work that gathers ML and DL techniques applied to intrusion
detection in IoT systems, including GAN-based models, is [37]. Here, the authors pick out
those works that use bio-inspired methodologies integrated with ML and DL techniques.
They classify the algorithms with respect to three different categories: evolutionary, swarm-
based and ecology. They name evolutionary those algorithms that treat dataset features as
chromosomes, gauging feature importance through fitness evaluation. The chosen features
are subsequently integrated into the classification module, where diverse attack patterns
drive effective classification. In the case of the swarm-based category, the algorithms start
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with a phase that configures parameter values and persistently operates until specified
termination conditions are met or a stop criterion is triggered. The fitness function is
evaluated for each solution, leading to mathematical adjustments guided by the results.
Assessing fitness functions for individual solutions or search agents in the swarm aids
in proposing a taxonomy and identifying the most suitable solution for the problem.
Finally, they consider ecology-based systems that can be presented in homogeneous or
heterogeneous forms. In the first case, all populations evolve using the same optimization
strategy and identical parameters, whereas in the heterogeneous model, strategies or
parameters may vary among populations.

On a more practical side, the work presented in [38] provides again a collection of ML
and DL algorithms, including case studies with GAN and VAE models. They implemented
some of these algorithms with various adjustments to detect botnet attacks on several IoT
devices, showing the great utility of some of them.

The objective of [39] goes further than the preceding works. This review paper
compares the performance assessment of Al algorithms, including GAN-based schemes,
for classifying or/and detecting intrusions and attacks in order to improve security in the
IoT domain. The attacks are classified with respect to four layers: physical, the one where
perception is developed; network, which is the one in charge of transmitting these from the
sensors; middleware, in charge of processing and analyzing IoT data, decision making and
removing anomalies; and finally, the application layer. The authors aim to give a general
vision of the classification methods.

Another detachable work is [40], where the authors make a comparative analysis
of state-of-the-art ML-based Intrusion-Detection Systems (IDSs) in the landscape of IoT
security. This work does not include more references than the previous works, but they
discern some unresolved issues and challenges within this field and provide a future vision
with Generative Al and Large Language Models to enhance IoT security.

In [41], the authors review the Federated Learning-based security and privacy sys-
tems for several types of IoT applications, including application to the construction of an
Intrusion-Detection System (IDS). They also list some vulnerabilities that can be exploited
in Federated Learning and show how GANSs can help not only to enhance efficiency in the
training process, but also to avoid such vulnerabilities.

2.3. Surveys on Cyber Threat Detection

Privacy is a major concern in Cybersecurity and particularly in IoT environments
given the limited capabilities of the devices and the increasingly sophisticated attacks. This
has lead researchers to consider the use of ML techniques for a better detection of novel
cyberattacks and their accuracy. In [42], the authors identify the challenges for successful
application of ML to privacy protection in these environments and provide a complete
review of research work that applies ML techniques for privacy protection in IoT. AboulEla
et al’s review ([43]) is a more recent work in the same direction, but focusing on privacy
protection focused in healthcare environments. Both studies include works that make use
of the GAN model.

In this context, ref. [44] addresses several approaches including cryptographic tech-
nologies, perturbation schemes and adversarial training that help to solve challenges, such
as security attacks and privacy-leakage problems of Federated Learning in the edge IoT.
The authors enumerate a series of security attacks based on GAN training that can affect
the system producing a privacy leakage of the transmitted data.

The review paper [45] provides a revision of adversarial attacks against ML-based
Intrusion-Detection Systems, Malware-Detection Systems and Device-Detection Systems.
providing classifications for both adversarial attack-generation methods and adversarial
defense mechanisms, including generative methods.

The very recent survey [46] analyzes methods, some of them based on GAN and/or
VAE models, to detect cyber threats, including different types of attacks and compare them.
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They focus on and compare works based on DL and ML approaches, evaluate the available
IoT datasets and provide a detailed analysis, including their issues and advantages.

2.4. Surveys on IoT Traffic Data Generation

The use of data training sets for enhancing the behavior of different applications for
Cybersecurity is essential. Thus, the larger the datasets are, the more effective the training
will be, and therefore generation of traffic data that simulate real situations that include
malicious traffic data turns out to be very important. In this sense, the papers [47-49]
contain reviews on applications of GANs in Cybersecurity, citing some works related to
IoT that concern, respectively, the use of GANSs to generate adversarial data which can
then serve as training data for other Machine Learning models in order to detect attacks or
data that can fool a security system, privacy preserving speech of voice assistant or space-
temporal data in IoT systems and applications of synthetic data for privacy preserving.

Table 1 summarizes the aforementioned review papers citing, among their references,
works that make use of Generative Al models to be applied for some IoT Cybersecurity
applications. As can be observed, despite the fact of the big number of existing surveys,
there are no review papers that collect the works that make use of the distinct Generative
Al models and list all possible applications for IoT Cybersecurity.

Table 1. Al Cybersecurity surveys citing generative models .

Reference Application GenAl Model

[33] Access Control VAE

[34] Access Control GAN, VAE

[35] Access Control GAN

[36] Access Control GAN, VAE, Diffusion
[37] Access Control GAN

[38] Access Control GAN, VAE

[39] Access Control GAN

[40] Access Control, Software Security LLM

[41] Access Control GAN

[42] Cyber Threat Detection GAN, VAE, Diffusion
[43] Cyber Threat Detection GAN

[44] Cyber Threat Detection GAN

[45] Cyber Threat Detection GAN

[46] Cyber Threat Detection GAN, VAE

[47] IoT Data Traffic Generation GAN

[48] IoT Data Traffic Generation GAN

[49] IoT Data Traffic Generation GAN

Thus, our aim in this paper is to conduct systematic research on Generative Artificial
Intelligence methods specifically used in different areas of IoT in order to improve security
as has been done in more traditional communication networks. To this end, we conducted
intensive research on several databases, including Scopus, IEEE Xplore and Google Scholar.
The works that were selected to appear in this review are basically those appearing in
scientific journals and proceedings of international conferences referenced in Scopus and
IEEE Xplore. We also included some works that are not cited in these scientific databases,
but that are publicly available in renowned repositories such as arXiV and that have a
considerable number of citations.

3. Results

In this section, we present the review resulting from our research on the different
situations where we find applications of Generative Artificial Intelligence concerning
privacy and security issues. We classified the works according to use case although some
of them could appear in more than a single item in this classification.
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In Figure 6, we can observe a graphical representation of the distinct subsections we
have considered in order to classify the collected works that use Generative Al models in
different AI Cybersecurity fields. At this point, we point out that we have considered an
extra subsection devoted to the application of Large Language Models in IoT Cybersecurity
that is not included in the figure. This is due to the fact that its use is diverse and not very
extended yet, although the possibilities are promising.

IoT Software Access Authentication
Security Control
Blockchain

g

Generative Al ‘ IoT Cybersecurity - Cy;etr Tt:.reats
etection

Reinforced
Encryption

Penetration
Testing

‘.’

loT Data Traffic
Generation

Figure 6. Generative Al applied in IoT Cybersecurity.

3.1. Access Control

Access Control is a data security process that enables organizations authorization for
accessing corporate data and resources. Unauthorized access to the system could result
not only in corresponding information leakage and subsequent loss of privacy, but also
in the possibility that a malicious party could inject false information that might cause a
potential risk for the system itself. Thus, a highly recommended option is to include an
Intrusion-Detection System (IDS) that could detect suspicious network connections or data
traffic. This is the case of [50], where the authors implement a GAN given by a deep neural
network that defines the discriminator and a generator consisting of a convolutional neural
network (CNN), which are used to generate the images in order to train the system to
detect possible fake information submitted to the Controller Area Network in charge of
providing information on a vehicle network.

Another example of the use of GANs in vehicles is [51]. Here, the authors introduce
a Risk-Prediction-Based Access Control model, which assigns the access rights to a node
by predicting the risk level of vehicles. Data are used to predict vehicle behavior, trying
to improve traffic safety. The GAN increases the items of training sets to train the neural
network, which is used to predict the risk level. They use the Wasserstein distance to
deal with the pattern collapse and gradient disappearance. They show how the datasets
generated with this GAN converge faster and have a higher similarity with real datasets
and how the neural network that is trained with real datasets and those produced by the
GAN has a higher prediction accuracy and the training is performed faster.

In a heterogenous loT network with different types of IoT devices, it is vital to identify
the type before applying fine-graded security policies. This can enable global management
for security purposes at a large-scale level in order to permit or prohibit IoT devices’ specific
behavior. However, due to the security breaches existing in these environments, it is
important to avoid sending information that identifies the devices and usually, alternative
methods based, for instance, on the network traffic are used to this end. In this way,
Machine Learning-based methods turn out to be very successful, but there exist attacks
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that can undermine Machine Learning-based IoT device identification. In [52], the authors
introduce an attack based on GAN that allows an IoT device to manipulate its traffic to
camouflage itself and avoid being identified. They add a manipulative model to the usual
architecture of GANs formed by a discriminative and a generative model. The manipulative
model works as the generative model in GAN to manipulate the traffic of IoT devices by
adding perturbations.

The authors in [53] develop a multi- stage multi-class classifier based on semi-
supervised GAN that performs automatic feature extraction with minimal labeled data. The
classifier identifies ID and type devices and uses an approach where data are preprocessed
and treated as image matrices.

A novel training method for GANSs is introduced in [54], where a Federated Learning
framework is used following different federation strategies. This approach is later applied
by other researchers to introduce different IDSs. For instance, [55] introduces a Federated
Learning architecture for intrusion detection in medical cyber-physical system networks
using a GAN. The models are trained on two distinct data categories, namely, patient
medical data and network traffic data, using publicly available datasets, to simulate a
medical cyber-physical system data ecosystem.

In [56], the authors propose a parallel learning and detection model for routing attack
detection in IIoT. They reduce the training time by means of a parallel GAN classifier model
to detect attacks and classify them into the corresponding classes involved in the routing
protocol in Low-Power and Lossy Networks and that affect the network communication
performance. Motivated by the fact that detecting attacks near the source and point of effect
can reduce loss and latency, they distribute the processing tasks across the edge nodes,
leading to a distributed Cybersecurity architecture.

Ref. [57] provides a strategy based on the use of conditional GANs for anomaly
detection in IoT. The authors define what they call a one-class conditional GAN model.
This model works with one data class and generates the synthetic instances of the class
in the binary class dataset. In typical conditions, the dataset is unbalanced since most
network traffic is normal, while malicious data are always in the minority. Thus, this model
is used to create synthetic data of the minority class to balance the dataset. The data part
corresponding to the minority class is used to train the GAN and later synthetic data of
this class are created by using a second GAN.

Another case of use of Federated Learning using GANSs is [58], where a GAN network
in a federated setting is introduced. Here, local generators and discriminators are synchro-
nized periodically by a central generator and discriminator with continuous improvement
by exchanging gradients and model upgrades. Each device trains its single model on
its own data and synthetic local data generated by the local GAN. Then, it transfers the
model parameters to the global model and the local data and generated data of each device
are not shared. Thus, the IDS model is trained individually although every smart device
contributes to a global detection model. The aim of [59] is analogous. Here, the authors
introduce a distributed IDS using Federated Learning. The IDS has two layers: an IDS at
the gateway and a second IDS located at the edge layer. They also develop two GAN-based
poisoning attacks using Federated Learning based IoT sensor data aggregation and imple-
ment an attribute GAN-based defense mechanism at the gateway using GANs to mitigate
these attacks.

An autoencoder (AE) is a neural network that learns to reconstruct its input as output
by compressing input data to lower dimensions and then uses these to recreate the original
input. In [60], the authors use an AE combined with a GAN model in the Message Queuing
Telemetry Transport (MQTT) protocol. This is a protocol that has become a standard for
IoT data transmission due to among other reasons its efficiency, light weight and scalability.
Most of the existing IDS models in MQTT networks are supervised, which make them
vulnerable to attacks they are not trained for. In this paper, the authors propose a GAN-
based AE architecture, combining the power of the AE and the adversarial training used
in GANSs to build an unsupervised intrusion-detection model called GAN-AE to detect
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anomalous traffic in MQTT networks. In the AE-based method, parameters are updated
not only based on the reconstruction loss, but also including GAN-based adversarial loss.
Training of GAN-AE involves two phases. During the first one, the model parameters
of the AE are updated by back-propagating on only reconstruction loss. Then, in the
second one, the AE is made to compete with another model that acts as a discriminator;
i.e., the AE acts as a generator. The objective of the discriminator model is to successfully
differentiate between input traffic flows and samples reconstructed by the AE. The objective
of the AE (generator) is to fool the discriminator by reconstructing the input traffic flows
similar to the actual input. The proposed GAN-AE model trained with the generated
dataset can be used to extract malicious (anomalous) traffic and in that case, the captured
packet data in the current interval are saved to the database as evidence of the attack and
further analysis.

The work presented in [61] studies the problem of intrusion detection for IoT based on
edge computing. The authors propose an IDS implemented by big data mining based on a
fuzzy rough set, a GAN and a CNN. They first propose a fuzzy rough set-based algorithm
to perform feature selection for big data via IoT. Then, based on selected features, they use
the CNN to implement an intrusion-detection method and finally, the combination of the
CNN with the GAN allows them to implement an intrusion-detection model adequate for
different types of cyber attacks.

In Table 2, we list the datasets used in every reference and the corresponding accuracy
obtained for the proposed model. In some of the accuracy values, we have given an average
value, which is denoted by (avg) and this is due to the fact that the authors provide different
accuracy values corresponding to different classes of the used datasets.

Table 2. Access control accuracies.

Ref. Datasets Accuracy (%)
[50] Own dataset 97.5% (avg)
[51] Own dataset 87%
[52] UNSW IoT Trace Data 90%
[53] Not provided 92%
] MNIST: 99.5% (avg),
[54] MNIST, CIFAR-10 (IID data) CIFAR-10: 42.9% (avg)
[54] CIFAR-10p =0.7, CIFAR-10p = 0.9 CIFAR-10 p = 0.7: 99.5% (avg),
(Non-IID data) CIFAR-10 p = 0.9: 42.9% (avg)
CHARIS: 91.51%, FL. CHARIS: 92.98%,
[55] CHARIS, UNSW-NB UNSW-NB: 76.74%,
FL UNSW-NB: 78.37%

[56] IRAD 93%

KDD99, NSIKDD, BoT-IoT, IoT-NI, 1
(571 10T-23, MQTT, MQTTset Check reference

KDD99: 99.1%, NSL-KDD: 99.29%,
[58] KDD99, NSL-KDD, UNSW-NB15 UNSW-NB15 99 56%
[59] CICIDS 2017, IoT-23, NBAIoT Check reference !
Own dataset: 89.8% (avg),

[60] Own dataset, MQTT-IOT-IDS2020 MQTT-IOT-IDS2020): 71.55%(avg)
[61] CSE-CIC-IDS2018, CIC-DD0S2019 Check reference !

! In these cases, the reference includes several results obtained for different datasets, models and attack types.

Authentication

Access Control relies on two basic processes, identification and authorization, and
authentication plays a central role in both of them. The articles [62—64] are examples of
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works of how GANs can generate biometrical data that can fool a biometrical authentication
system. The same idea can be also applied to technology. For instance, some approaches to
physical layer wireless security are able to authenticate the device wireless transmitters
through specific imperfections that appear in their transmitted signals. In [65], the authors
show how a GAN can be trained to produce signals with the same data content, but with
imperfections so classifiers trained only on datasets corresponding to transmissions of real
devices are vulnerable and training the classifier with the outputs of a different GAN can
contribute to strengthening security by enhancing the classifier action.

The authors of [66] use the same fingerprint of an IoT device for identification. The
work proposes starting with a differential constellation trace figure generation process
to transform radio frequency fingerprint features from time-domain waveforms to two-
dimensional figures and then, by means of a GAN model, it is possible to discriminate
rogue devices without any prior information. An analogous approach led the authors
of [67] to introduce an authentication method. Their method is based on GAN and CNN,
which provide spoofing detection and authentication, respectively.

Another example of a malicious application of Generative Al in IoT authentication
is password guessing. Based on [68], a tool that uses a GAN to autonomously learn the
distribution of real passwords from actual password leaks and to generate high-quality
password guesses, in [69] the authors modify the structure of the original model to obtain
new models of password guessing that are applied for IoT password guessing.

In [70], the authors show how to use generative Al to obtain a new version of a well-
known active attack in Cryptography. This paper presents a Man-in-the-Middle attack
on IoT devices that utilize the MQTT protocol for communications. The attack basically
consists of an MQTT Parser that dissects and alters MQTT messages and an adversarial
model based on a GAN that produces malicious messages.

The authors of [71] propose a secure message multi-factor authentication scheme based
on steganographic secret sharing for building trust in IoT systems, where messages are
protected through personal keys, source images and morphing parameters.They introduce
a method that splits messages into two participants that receive a share in the form of a
human face image via a GAN. A CNN is trained at the side of each participant in order to
extract the corresponding received share from the shadow image that is generated with the
participant’s key. To avoid cheating, each participant’s shadow image is morphed with that
for the other and then morphed further with the given source image.

The aim of [72] is face recognition in IoT systems. The authors propose a GAN
framework where constraint of local consistency is added in order to force the encoder to
mine consistent features. The GAN provides a method with the robust encoding ability
for defending against adversarial attacks. The GAN also has a refinement stage with the
expert network that allows one to extract clear features on non-salient areas, enhancing the
identity preservation.

In [73], the authors make use of physical layer authentication and ML for authenti-
cation. They use a generative model that makes use of an AE and a variational AE. The
architecture can extract features of high-dimensional Channel Impulse Response that are
used for authentication without prior channel information on attackers. The loss function
that they propose depends on both the reconstruction error and the quality of represen-
tation of the Channel Impulse Response, which allows one to improve the authentication
performance. Wireless physical layer authentication is the aim of [74] as well. The au-
thors use the channel impulse response data for classification. The GAN model is used to
augment the channel impulse response data that will allow one to later train the classifier
model given by a CNN.

Another application of GANs in biometrical identification is given in [75]. Here, the
authors propose a mobile continuous authentication system, i.e., authenticating users based
on the level of risk and contextual information about the user, which includes role, location
or device type, They use a Transformer-based GAN for data augmentation, leveraging
the accelerometer, gyroscope and magnetometer sensors on smartphones. In the same
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line, we find [76], where the authors introduce an autoencoder GAN model for continuous
authentication in mobile devices that uses a conditional variational autoencoder GAN for
data augmentation. Sensors like the accelerometer and the gyroscope in the mobile are
used during the enrollment stage to collect behavioral patterns. Then, these are used jointly
with user’s data selected by the first autoencoder GAN to train the conditional variational
autoencoder GAN for data augmentation and so train again the autoencoder GAN for user
data reconstruction. Authentication is carried out taking into account a reconstruction error
from the data reconstruction at the moment a user operates the mobile and a predetermined
authentication threshold for user authentication.

The GAN proposal included in [77] refers to a system that allows communication
between an autonomous vehicle and its digital representative in the system. The GAN
provides augmentation of raw data captured by vehicle sensors. The aim is to achieve
continuous authentication as in the previous cited works related to mobile devices. The
authors train a CNN using the raw augmented data and by means of the features extracted
using the CNN and analysis of the principal components. They train a support vector
machine that will provide the desired authentication.

3.2. Blockchain

Blockchain technology is a recent technology that is seeing increasing experimental
use in Cybersecurity and that allows one to authenticate transactions between a group of
users without the existence of a central trust authority, making it very attractive for its use
in distributed environments as in the case of an IoT network. In preceding sections, we
observed that Generative Al has applications in authentication. In this section, we review
applications of Generative Al to Blockchain in IoT environments.

In [78], the authors provide a solution to the security and privacy challenges in IoT
networks due to their complexity and massive data generation. They propose combining
Blockchain and Machine Learning to create decentralized, secure and efficient network-
management systems. The article focuses on using Generative Adversarial Networks to
tackle the class imbalance issue in Intrusion-Detection Systems (IDSs), where abnormal
data are significantly less frequent than normal data. A novel Imbalance GAN (IGAN)
model is proposed to generate samples for minority classes, improving IDS performance.
A smart house scenario is used to illustrate the approach.

The authors of [79] introduce a key secret-sharing scheme based on Generative Ad-
versarial Networks to address key issues in Blockchain: low security, difficulty recovering
lost keys and low communication efficiency. The scheme converts private keys from text to
images, segments these images and encodes them using DNA coding for enhanced secu-
rity. GANSs treat the secret-sharing process as a classification task, distinguishing between
qualified and unqualified participants. The system provides efficient secure recovery of
keys while reducing the risk of key cracking. Simulation results demonstrate the method’s
high performance, security and communication efficiency.

Ref. [80] focuses on the challenges of implementing energy-efficient, secure and
Quality of Service (QoS)-aware network slicing in the 6G environment using Software-
Defined Networking (SDN) and Network Function Virtualization (NFV). It presents a deep
network slicing model that employs Generative Adversarial Networks to optimize slice
management based on capacity and QoS requirements. The authors utilize Directed Acyclic
Graph (DAG)-based Blockchain technology, incorporating the Proof of Space algorithm to
enhance scalability and reduce resource consumption. The study also introduces context-
based authentication and secure handover techniques using Markov decision-making and
a weighted product model. Additionally, it addresses load-balancing issues through hybrid
neural decision trees and the Soft Actor-Critic algorithm for accurate load prediction. The
proposed SliceBlock model is evaluated for its effectiveness in improving security and
resource management in 6G networks.

Some security challenges in IoT networks within Smart Cities, such as centralism, data
privacy and intrusion threats are studied in [81]. To tackle these issues, the authors propose
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a Machine Learning-based Blockchain framework called Cycle-Consistent Generative
Adversarial Network (CCGAN) for intrusion detection. The framework employs a three-
level privacy model: the first level uses Blockchain for data authentication, the second one
employs CCGAN for feature mapping and the third one focuses on classifying normal
and attack instances. The proposed method utilizes the ToN-IoT and BoT-IoT datasets to
enhance detection accuracy, achieving performance improvements over existing methods
like XGBoost and DGRNN by 18.67% to 29.57% in recall and accuracy metrics. Overall,
the study emphasizes the necessity for robust security measures in the evolving smart
city infrastructure.

The work presented in [82] discusses the use of Federated Learning in decentralized
applications for collaborative training, where each client device acts as a local Al model using
Machine Learning. This approach reduces latency and enhances privacy by keeping data
on the device. Applying Federated Learning in decentralized trading bots using Blockchain
shows promise and the process is improved by using a fuzzy GAN environment to assist
training. A Python bot interacts with the Binance API to place buy or sell orders for the
BTC-USD pair, using historical data and Machine Learning for predictive analysis in trading.

In [83], the authors explore a privacy-preserving framework for integrating the Inter-
net of Medical Things with Federated Learning to enhance intelligent medical services.
Despite Federated Learning reducing privacy risks by avoiding data centralization, it
remains vulnerable to inference attacks and single-point server failures. The proposed
framework, called BFG, combines Blockchain, Differential Privacy and Generative Adver-
sarial Networks to mitigate these issues. It addresses server failures, limits the success rate
of poisoning attacks and improves security by adding noise to data and auditing model
updates. Simulation experiments demonstrate the framework’s effectiveness in balancing
privacy, accuracy and robustness.

Privacy and security challenges in IoT-based healthcare is again the aim of [84]. Here,
the authors propose a Blockchain solution enhanced with homomorphic encryption. The
approach allows encrypted data to be processed without decryption, ensuring privacy
throughout computations. Smart contracts within the Blockchain regulate data access
and sharing, granting permissions only to authorized entities, while also creating audit
trails for accountability. The proposed system improves both privacy and data-processing
efficiency in healthcare. Through comparative analysis, it shows reduced communication
costs and enhanced security, presenting a resilient and privacy-preserving model for IoT
healthcare applications.

IoT devices usually do not posses a strong security mechanism, exposing them to mul-
tiple privacy risks, which include automatic data exchange or sharing of indirect identifiers
through connected devices. Interest in their protection has increased, perhaps motivated
by data-mining assaults on photographs. Ref. [85] discusses a novel privacy-preserving
framework for facial recognition using GANs, clustering algorithms and Blockchain tech-
nology. It introduces the Privacy-Preserving Self-Attention GAN (PPSA-GAN) to generate
realistic synthetic facial images while ensuring privacy. Mini-batch K-means clustering
anonymizes these images by grouping them into distinct clusters and Blockchain is used to
secure data storage and auditing through decentralized ledgers. The system is tested on the
CelebA dataset, achieving high performance and accuracy in privacy preservation. This
approach is designed for applications like identity verification, surveillance and medical
image repositories, aiming to balance technological progress with data privacy.

In the same line as the preceding study, ref. [86] presents a Blockchain-based decen-
tralized facial recognition system designed to address privacy and data security concerns
in facial recognition technology. It segments facial traits into clusters managed by nodes,
ensuring privacy and security. Generative Adversarial Networks are used for data ob-
fuscation and facial data are securely encoded and stored in the Blockchain. The system
demonstrated high accuracy (99.80%) on the CelebA dataset, highlighting its effectiveness
for privacy-focused applications like biometrics. This approach combines advanced facial
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recognition techniques with Blockchain for secure, decentralized data management and
privacy protection.

Proof of work is used in some public Blockchains to show that a program realized the
required work in order to propose a new block for the chain and it is known as a consensus
mechanism as well. This requires a lot of computational efforts, so the authors of [87]
propose an alternative consensus mechanism for Blockchain networks, particularly suitable
for resource-constrained IoT environments, by replacing the computationally intensive
proof of work with a Machine Learning-based decision-making system. The approach
uses a GAN, specifically Vector GAN (VecGAN), to predict fraudulent transactions, thus
reducing computation that is needed. VecGAN enhances fraud detection by augmenting
imbalanced Blockchain data during classifier training and improves transaction verification
accuracy by 3% compared to other methods. Additionally, it reduces resource consumption
while improving block throughput by 50%.

In [88], the authors explore the integration of Blockchain and IoT, focusing on the
potential security vulnerabilities and anomalies within Blockchain-based IoT networks.
While Blockchain offers encryption, decentralization and secure ledger functions, experi-
ments revealed its susceptibility to Distributed Denial of Service attacks, leading to network
latency, bandwidth issues and hardware failures due to overheating. The study demon-
strates that during DDoS attacks, IoT devices can overheat and block transaction rates
drop significantly, with block loss rates reaching up to 81.3%. The findings highlight
how temperature, latency and transaction anomalies can help identify cyber threats in
Blockchain-IoT systems.

3.3. Cyber Threat Detection

There exists a strong relationship between efficiency and security: the more efficient
we want a communication system to be, the more we usually find security breaches in it.
Thus, IoT devices, which undoubtedly improve the quality of life, task automation and
productivity by allowing access to data anytime and anywhere, produce, at the same time,
an increase in the threat level in the systems that make use of them. Therefore, Cyber Threat
Detection methods have become nowadays a crucial issue in the development and use of
IoT networks. When we review works related to this field, we can consider works related
to Intrusion-Detection Systems previously cited [50,55,58-61].

In the case of [50], the authors test successfully the introduced IDS with four attack
types: Denial of Service (DoS) attack, i.e., injecting high priority message in a short cycle in
order to produce a system collapse; Fuzzy attack, i.e., injecting messages of spoofed random
ID and data values; and finally, injecting fake messages related to parameters included in
the data transmitted. In the case of [55], the authors provide results with limited success on
different attacks provided by public datasets containing several types of attacks including
malware and DoS. In [58], the authors obtain satisfactory accuracy levels with different
datasets when analyzing anomalous traffic and are able to detect information concerning
different types of attacks contained in the datasets used, such as DoS and some types of
malware. Gupta et al. in [59] offer different experiments to test the accuracy with different
datasets and obtaining satisfactory results when applying the proposal to analyze traffic
included in CICIDS 2017 Dataset, corresponding to different protocols such as HTTPS or
SSH to detect DoS attacks, whereas detecting XSS and Brute Force attacks presents a poor
performance. In the case of IoT-23 Dataset and NBAIoT Dataset, the accuracy also decreases
when introducing attacks. Boppana et al’s paper, [60], offers an analysis using a custom
dataset and public flow-based MQTT traffic data. Due to its adversarial training strategy,
the GAN with AE outperformed other models and attained a high detection accuracy
score. In [61], the authors obtain a high accuracy rate for different types of DoS and BOT
attacks, whereas the rate significantly decreases in some cases for Brute Force attacks and
SQL injection.

In [89], the authors show that Adversarial AEs and Bidirectional GANSs can be used to
detect intruders based on an analysis of the network data. They use the IoT-23 dataset to
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train the generative Deep Learning models to detect DDoS attacks and various botnets like
Mirai, Okiruk and Torii. Their results show that GAN-based models overcome those based
on Adversarial AEs when identifying and classifying the attacks.

Artificial Immune Networks are part of the family of algorithms known as Artificial
Immune Systems, inspired by the work [90]. The authors of [91] propose a theoretical
model that uses a Generative Adversarial Artificial Inmune Network model for intrusion
detection in IIoT systems. This model aims to improve the quality of an Artificial Inmune
Network-based classifier by introducing a generator AIN responsible for generating fake
intrusion samples from a latent space against a discriminator, expecting that their proposal
improves the training results obtained in a traditional GAN system that uses datasets.

One of the most common cyberattacks is DDoS, especially in IoT networks and those
that are usually developed by a botnet, i.e., a network of compromised devices called bots
and which are managed by a command and control server [92]. The aim of [93] is to apply
a GAN for feature generation and classification of botnets. The authors work with the
IoT-23 dataset and propose a GAN model with a feature-preserving generator with proper
residual network and an effective loss model with a compact perception network. The
data-perception network is specially designed for analysis and proposes a second model of
scale fused bidirectional Long Short-Term Memory attention to discriminate between an
attack and benign traffic for the classification process, improving the generator’s efficiency
with respect to generating fake data.

Another very common attack in IoT networks is replay attacks. In [94], the authors
introduce REPLIOT, an ML-based tool for automatic testing replay attacks in a smart
home environment. Amonyg its references we find [95], where the authors propose a novel
framework for detection methods relying on deep embeddings, either discriminative or
generative based on GANSs.

The aim of [96] is to study the problem of intrusion detection in Social Internet of
Things based on collaborative edge computing. The authors propose an algorithm for
intrusion detection based on a GAN, which is composed of three stages. Firstly, they use the
feature-selection module to process the collaborative edge network traffic and then a GAN
is used for intrusion detection in a single attack. Finally, they propose an intrusion-detection
collaborative model that combines several intrusion-detection models as the preceding one
at a single attack.

The work that is introduced in [97] combines distributional Reinforcement Learning
with a GAN architecture to overcome trying to take advantage of these two approaches.
The authors show how the GAN agent can be efficiently used to help the IDS, which is
designed based on distributional Reinforcement Learning and improves IDS detection of
some attacks. The process includes designing distributional Reinforcement Learning as
a random process to find all possible returns from the immediate rewards and stochastic
dynamics policy. Then, the GAN model is provided for data balancing and data augmen-
tation for the minor profiles and building an algorithm that contains the outputs of the
distributional Reinforcement Learning using the synthetic data generated by the GAN to
empower anomaly detection, obtaining an IDS model that is tested satisfactorily with the
DS20S dataset.

The IDS model for [oT systems introduced in [98] classifies the multi-class with Normal
and Generic, Exploits, Fuzzers and DoS as attack types. To do so, the authors design their
IDS based on GAN s to generate the synthetic data for minority attacks and balances the
class load in the dataset UNSW-NB15. They reduce the number of features using a filter-
based method. One of each two highly correlated features is dropped from the dataset,
reducing the training time complexity of the model. They also modify the model with
the use of various parameters, hyperparameters and regularization techniques in order to
improve the model performance.

Ref. [99] proposes training a GAN model using Federated Learning. The authors use
multiple local discriminators with multiple local datasets in the phase of generator learning.
The IDS they proposed uses the multilevel discriminator model to distinguish the attack
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traffic by continuously improving the quality of the generator to produce attacks similar to
the original network traffic. The multilevel distributed GAN setup for anomaly detection is
done with the KDD dataset and SWAT dataset.

In [100], the authors study the possibility of using uniquely synthetic data generated
by a GAN for training Machine Learning models in Network IDS. Their results exhibit a
high performance obtaining results similar to real-world IDS data and thus show the utility
of this approach.

The work presented in [101] introduces a framework for detecting and generating
new malware samples based on the raw byte code at the edge layer of the Internet of
Things networks. The authors implement an automated representation learning model for
extracting a conceptual space of the raw data. They use algorithms that are based on Deep
Learning to generate new malware samples by utilizing the file header information and
use a CNN to learn the conceptual and high-level features from the header’s raw bytes.
Then, they use a GAN to generate the signatures of previously unseen malware samples.

A collaborative intrusion detection for IoT networks is introduced in [102]. The authors
analyze attacks targeting local models within edge nodes considering both threats, insider
and external. They adopt a Federated Learning model with a collaborative generator—
discriminator training and enhance the privacy preservation of the framework; Differential
Privacy noise and dynamic threshold secret sharing are added to the uploaded model
information and downloaded data.

Malware detection in an IoT smart agriculture environment is the aim of [103]. The
proposal is divided intro three phases and uses jointly a malware-detection framework
and image visualization strategies by means of the Discrete Wavelet Transform and GAN
techniques. First, there is a feature extraction and data preprocessing, that is, extracting
features from raw data and converting these extracted features into a grayscale image of a
standard size that is later colorized to enhance classification accuracy.Then, the Discrete
Wavelet Transform is applied to extract different coefficients from images and fuse them
with the GAN model. Finally, a CNN is used for malware classification.

The aim of [104] is to search for a solution to detect the use of compromised IoT devices
in an IoT environment. This paper presents a GAN-based solution that uses benign IoT
traffic as well as global darknet data for training. The working assumption in this work is
that the dataset used will help the system to identify anomalous IoT traffic as belonging to
the same malicious distribution data used.

The motivation of [105] is to use GANSs to increase the quantity of malicious code
samples and convert the malicious code intro a binary format so a grayscale map is
obtained and used to complete the malicious code visualization. The authors use a GAN to
generate new malicious code images based on the image features in the original database;
adding noises is also simulated. According to the results obtained, the data-enhancement
method adds more usable features to the database than the approaches cited that used an
analogous strategy.

IoT is increasingly adopting Android applications, so detecting malicious Android
apps is a crucial issue and this is the authors” aim in [106]. They use graph-based classifi-
cation using a graph neural network-based classifier to generate API graph embedding,
reaching a high accuracy level in the Drebin dataset. However, adding fake relationships
can make the graph-based learning not detect malicious software. Then, they use a GAN-
based algorithm to attack the graph-based neural network Android malware classifier
generating adversarial malware API graphs.

Another study that uses code images for malware identification is [107]. The authors
use a technique that previously appeared in this survey and that combines a GAN with an
AE. This acts as a generator that transfers learning to a discriminator in order to identify
several types of malware threats that exploit the IoT network by means of RGB images that
are obtained from malware samples. The original part of the work relies on AEs to learn
underlying behavior patterns of benign and malicious software, enabling the generation of
anomalous network traffic data to enhance detection effectiveness. Several architectures for
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the AE are considered as convolutional and variational AEs. Moreover they allow image
rotation and shuffling in order to increase the variation in the training data.

In [108], the authors collect benign and malware data to train a GAN-based system
for threat detection. They focus on certain types of malware having both standard and
metamorphic behavior. Machine Learning approaches often encounter difficulties in dis-
tinguishing between benign and malware behavior due to the benign activity continuing
even under the malware action. Although a typical neural network classifier trained on
a conventional advanced permanent threat with metamorphic behavior achieves a high
level of accuracy, the false positive rate is also very high. The authors manage to reduce
this rate by training a GAN to artificially synthesize malware data in order to make up the
difference between the amount of benign and malware training data.

All the preceding citations concern the use of GANSs to detect threats. In [109], the
authors use a GAN to generate and store the dataset required to participate in the training
process at each round of the Federated Learning, so the attacker can obtain a complete
dataset containing the features of private data of the other participants. To break the model,
the attacker simply has to distinguish itself as a regular participant during the training
stage, so the attacker uses a GAN to generate samples that could forge the others’.

Table 3 depicts the datasets and the corresponding accuracy obtained for the proposed
model to detect cyber threats in the works cited. In some of the accuracy values, we gave
an average value, which is denoted by (avg) and this is due to the fact that the authors
provide different accuracy values corresponding to different classes of the used datasets.

Table 3. Cyber Threat Detection accuracies.

Ref Datasets Accuracy (%)

[89] [0T-23 dataset Check reference !

[91] IoT-Bot dataset 98.73%

[92] Not provided Not provided

[93] IoT-23 Check reference !

[95] Own dataset Not provided

[9] CSE-CIC-IDS2018, CIC-DD0S2019 A ‘ZS‘S)'

[97] DS20S dataset 98.95% (avg)

[98] UNSW-NB15 91%

[99] KDD dataset SWAT dataset KDD: 89.13% (avg), SWAT: 99%
[100] UNSW-NB15, NSL-KDD, BoTIoT UNSW'NBESO:T%?)?’ ggoL/O'KDD: 84%,
[101] Collected dataset, VX-Heaven dataset, Collected dataset: 97.56%, VX-Heaven

IoT dataset, Packed dataset dataset: 99.03%, IoT dataset: 99.96%
[102] CIDIoT CIDIoT (IID, Non-IID): 99%, 86.36%
[103] Malimg, IoT-Malware Malimg: 99.99%, IoT-Malware: 99.99%
[104] IoT testbed Not provided
[106] CICMalDroid 2020, Drebin CICMaDerL‘;S Sgioéz 8.33%
[107] RGB 81.9%
[108] Own dataset Not provided
[109] IoT Network Traffic Dataset, MNIST Not provided

I In these cases, the reference includes several results obtained for different datasets and models.
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3.4. IoT Software Security

The increasing use of smart devices in the setting of Smart Cities produced a con-
siderable interest in Software-Defined Networking (SDN), a set of techniques that enable
configuring a heterogenous large-scale network in a dynamic and efficient way in order
to create grouping and segmentation that allow improving network monitoring and per-
formance by means of software tools. One of the proposals to protect SDNs is given by
IDSs, although identifying every attacking technique that could target SDNs is a difficult
problem to handle given that most IDSs rely on classification algorithms and it is nec-
essary to create new examples that can evade or deceive these IDSs to train them and
enhance their efficiency. The aim of [110] is to create synthetic attack samples using a
GAN and synthesize adversarial examples against the GAN, motivating the design of new
defensive mechanisms.

In [111], the authors implement a GAN-based framework able to deceive an IDS
by generating adversarial malicious traffic and use this to increase the retraining of the
ML-IDS, enhancing its robustness against evasion attacks. Then, the authors deploy the
IDS in an emulated SDN system to test the results by selecting a single instance of an IDS
detecting a DOS attack. The objective in [112] is analogous using Wasserstein GAN.

The goal of [113] is to obtain an efficient solution of an IDS for an SDN network in
terms of classification accuracy and interference time. To do so, the authors introduce a
solution based on a Deep Sparse AE for unsupervised feature learning, a conditional GAN
and Ensemble Learning to improve classification accuracies. They also design an FPGA-
based packet-processing method using a high-speed networking platform to accelerate the
pre-processing and post-processing phases of their proposal.

The aim of [114] is to research attacks against the forwarding nodes from multiple
perspectives in software-defined IIoT. Concerning the difficulty in making a previous
deployment of defense methods against various attacks, the authors’ proposal consists of a
system based on a deep reinforcement learning general attack-tolerance scheme to guide
the benign traffic flow to bypass the attacked forwarded nodes. Moreover, they use a GAN
to flexibly generate network traffic for training the attack-tolerance scheme.

IoT is an important part of the Metaverse, a future virtual reality technology, and its
security is a major concern. In [115], the authors propose a Metaverse network intrusion-
detection model in a 5G network based on GAN and using a deep autoencoder and a
random forest strategy, whose purposes are, respectively, data optimization and imbalance
processing; data feature extraction; and representation and classification. Another similar
approach that uses a GAN combined with an AE that detects anomalies in imbalance data
in a SDN network of smart devices is [116].

DDoS attacks are the challenge that [117] tries to face. Here, the authors propose an
adversarial method for detection and defense against DDoS attacks in SDN environments.
They use a GAN model to obtain an adversarial dataset with DDoS samples to train the
IDS. The SDN controller collects flow records and then these are preprocesed to be used
by a model based on an adversarial Deep Belief Network and a Long Short-Term Memory
model for anomaly detection that produce sample timing features to detect IP records and
identify adversarial DDoS attacks. This allows designing an abnormal defending strategy
to provide the SDN controllers.

Segmentation produced by the use of SDN in IoT reduces the ramification of security
breaches. The aim of the authors in [118] is to introduce an adaptive variational AE-based
modified archery to enhance the security of IoT devices.

In [119], the authors try to address the problem of detecting two of the main attacks
for an IoT device as DoS and botnet attacks. This paper proposes a Hybrid DoS Attack
Intrusion-Detection System combining signature-based detection and anomaly-based de-
tection The model to detect anomalies is based on a convolutional neural network with a
GAN to establish a baseline for distinguishing between benign and malicious traffic.

The system introduced in [120] uses unsupervised learning to detect unknown attacks
in an interval of 1 s using a GAN for anomaly detection in two different datasets. The
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authors propose a mitigation algorithm in order to stop distributed DoS attacks from
harming the network’s operation. This algorithm decides which flows should be blocked
by the controller. At the moment of anomaly detection, the mitigation modules check the
IP that receives most flows and creates a suspect list, ensuring that only traffic towards the
victim is blocked and, if there are multiple targets, when the traffic towards one diminishes,
the mitigation algorithm will change the victim accordingly. The purpose of [121] is
analogous, although the authors implement three different versions of the GAN model,
using a traditional one, a deep convolutional GAN and a Wasserstein, whose behavior
are compared.

Maddu and Rao in [122] introduce a system containing several steps, starting with
a data-augmentation method based on a deep convolutional GAN. After extracting the
features from the input data using a CenterNet-based approach as well as effective charac-
teristics, ResNet152V2 with Slime Mold Algorithm (SMA)-based Deep Learning is imple-
mented to classify the attacks in INSDN and Edge IIoT datasets. Once the network intrusion
is detected, the proposed defense module is activated and then the SDN controller discards
the related packets.

The authors of [123] propose a method to detect different attacks in SDN using im-
proved Auxiliary Classifier Generative Adversarial Networks to solve the problem of data
imbalance and an IDS, named TIBS, based on a Transformer and Inception-BiGRU-SA
network. First, the encoder part is used to capture the connection globally and perform
preliminary feature extraction on the input data. The datasets used in this study are CIC-
IDS-2017 and CIC-DDoS-2019; both have features of different types of attacks. The results
show a good level of accuracy, identifying various types of attack behaviors very efficiently.

The Distributed Network Protocol 3 (DNP3) is an industrial protocol for commu-
nication among intelligent devices and Industrial Control Systems (ICSs). The absence,
in the version studied by the authors in [124], of authentication in the protocol made it
vulnerable to several types of attacks as Man-in-the-Middle, spoofing, DoS or replay attacks.
Therefore, it is essential to obtain a real-time, accurate and consistent IDS. In this paper,
the authors introduce an anomaly-detection model capable of detecting anomalies and
classify them into particular cyberattack types that combines an AE and a GAN with a high
performance in terms of accuracy and can detect 13 Modbus/TCP cyberattacks, 5 DNP3
cyberattacks and potential anomalies related to operational data (i.e., time-series electricity
measurements). The authors validate this in several Smart Grid evaluation environments
showing the scalability and efficiency.

According to [125], one way to determine vulnerabilities in the DNP3 protocol is to
cause device communication errors in fuzzing. The authors introduce a GAN that allows
improving the passing rate and code coverage. Then, they propose a fuzzing framework
to improve the fuzzing automation of DNP3. The authors simulate the DNP3 protocol
and compare the fuzzer with other previous proposals, obtaining results that show a
better performance.

3.5. Reinforced Encryption

Adversarial networks for encryption were first proposed in [126] as a game between
three computers: the first’s aim is encryption, the second one has decryption as its objective
and the third one is the attacker that tries to obtain the plaintext exchanged between the
first two. If these computers are neural networks, what we have is an adversarial training
process that results in neural networks that can learn how to obtain confidentiality in
their communications. Nowadays, we are continually using hybrid cryptography that
uses two different types of cryptography, namely, symmetric cryptography and public key
cryptography, where the second is used to encapsulate and protect the key that the first one
uses to obtain confidentiality. The most widely used symmetric cryptosystem is AES, which
is the standard recommended by NiST and it is very extended in IoT communications.

The authors of [127] explore enhancing the security of AES encryption by integrating a
GAN and thus using a hybrid encryption with this cryptosystem and adversarial network
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encryption. While AES uses fixed keys, making it vulnerable to attacks once keys are
exposed, incorporating GAN offers added security since its encryption is not rule-based
but learned through training. This prevents attackers from easily reversing the encryption.
The proposed hybrid approach uses GAN to encrypt AES encrypted text further, ensuring,
even if AES keys are compromised, attackers cannot decode the data.

A Deep Learning-based encryption and decryption network for safeguarding sensitive
medical images in the Internet of Medical Things is presented in [128]. This proposal uses
a Cycle-GAN framework to transform medical images into encrypted forms, protecting
patient privacy. The decryption process is implemented as image reconstruction, while
an ROI-mining network can extract key areas of interest (e.g., organs) from encrypted
images without decryption, further enhancing privacy. Extensive experiments on chest
X-ray datasets show that this method ensures efficiency and resists various attacks even
when key-generation processes are known.

In [129], the authors try to address the security and energy efficiency of IoT devices,
particularly in banking applications. They propose using Base + XOR encoding and Chaotic
XOR Encryption (CXE) to optimize energy use and strengthen security. By applying these
techniques, data transmission consumes less energy and time while maintaining security.
Deep Learning, specifically Conditional Generative Adversarial Networks, is used to train
the system for secure data generation and transmission. The CGAN-based model enhances
security by encoding data during transmission, making it robust against attacks.

Providing methods that allow exchange information in a secure way, which includes
confidentiality and authentication, in zero-trust environments as it is an IoT network is the
problem that the authors of [130] try to address. Their proposal is a Blockchain-enabled
zero-trust information-sharing protocol that is able to filter synthetic information and
preserve privacy by using neural networks. They propose using neural networks for
digital signature generation and verification. Their main contribution is the design of
asymmetric cryptographic functions based on GANSs for IoT environments. Their method
can enable fuzzy encryption and signatures in low rate and loss transmission channels.
A theoretical proof in specific adversary models of their design is included as well as a
performance evaluation.

Homomorphic encryption is a type of encryption that allows one to make computa-
tions directly with the encrypted data without revealing any information on the confidential
data. Thus, it has become very popular in IoT systems. Ref. [131] focuses on enhancing
IoT security by utilizing a Conditional Generative Adversarial Network (CGAN) and Fully
Homomorphic Encryption. It also proposes the use of an Algebraic Matrix-based CGAN
to address time complexity issues in encryption and decryption processes, as traditional
cryptographic techniques take longer to decrypt data. The combination of CGAN and Fully
Homomorphic Encryption ensures the protection of IoT data with minimized encryption
time and complexity compared to other existing algorithms. This article emphasizes the
use of CGAN and Fully Homomorphic Encryption for IoT security, but also focuses on
comparing time complexities of various cryptographic algorithms, including the Chaotic
Algorithm and RSA and solving the decryption delay with mathematical optimizations.

In [132], the authors discuss how to enhance Cybersecurity in IoT systems by using
Deep Learning techniques, specifically Conditional Generative Adversarial Networks.
CGAN:Ss allow data encryption and decryption based on conditions set by generator and
discriminator models. To address the time complexity in cryptography, the paper proposes
using an Algebraic Matrix in CGAN (AMCGAN) combined with Fully Homomorphic
Encryption. This approach reduces computational time by enabling simultaneous addition
and multiplication of encrypted data; it is faster compared to traditional methods like RSA.
The method aims to improve data security in IoT systems with minimal time complexity.

The authors of [133] aim to address the challenge of secure data transmission in the
IoT using Deep Learning techniques, focusing on Generative Adversarial Networks. To
overcome GAN limitations like mode collapse, the study proposes an enhanced Condi-
tional GAN model with two generators and two discriminators. This model, combined
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with cryptographic techniques like Algebraic Matrix Encryption and Fully Homomorphic
Encryption, ensures secure data transmission. The Jaro-Winkler similarity measure eval-
uates the diversity of generated fake samples. The authors provide results in this work
showing that the improved CGAN model outperforms existing methods in security and
efficiency for IoT systems.

The growing use of the Industrial Internet of Things in manufacturing highlights
concerns over data privacy. In [134], the authors try to give a solution by means of ML
techniques for tasks like predictive maintenance. Sharing IIoT data with third parties can
expose sensitive information. To address this, the authors propose a hybrid approach
using Generative Adversarial Networks and Differential Privacy to protect sensitive IloT
data while maintaining the accuracy of ML tasks. Their method is tested on several IloT
datasets, showing it effectively preserves privacy without significant computational costs
or accuracy loss. The article evaluates the model’s efficiency using privacy metrics and
demonstrates its practical application in an industrial setting.

Ref. [135] focuses on addressing privacy and security risks in the Industrial Inter-
net of Things, emphasizing the growing importance of data protection in this context. It
introduces a novel method based on Generative Adversarial Imitation Learning (GAIL)
to identify security vulnerabilities in IIoT systems. By training privacy-protection agents
using large datasets, this approach helps mitigate privacy data-leakage risks. The paper
discusses key privacy concerns within IIoT, such as data-capture, encryption and homomor-
phism techniques. Simulation experiments validate the proposed method, showcasing its
generalizability and effectiveness in enhancing privacy and security in IloT environments.

In [136], the authors introduce a transmission system for large-scale images in order
to avoid the high computational requirements of traditional cryptographic schemes. They
generate a lossy encrypted dataset for the proposed low-noise encryption scheme and then
they train the model using massive data transferred to the recognition network for the
encrypted image by generating high-quality images from the halftoning decrypted images.
To decrypt the image, it is necessary to eliminate the interference signal in the decrypted
image, for which they use a high-quality image-generation model.

Ciphertext attribute-based encryption (CP-ABE) is a cryptographic method that allows
encrypting data in such a form that only those entities that fit the access policies established
at the encryption moment can recover the original data. The aim of [137] is the use of
CP-ABE jointly with Generative Al to design and implement a method in fog computing
settings. Generative Al is used in the encryption process by introducing flexibility incorpo-
rating in a dynamic way attributes into this process, so that encrypted texts are generated
based on contextual attributes, which allows an adaptable Access Control to the changing
requirements of secure data access.

3.6. 10T Data Traffic Generation

As we have already seen through this paper, accessing IoT traffic data plays a fun-
damental role in designing strategies that allow enhancing network security. However,
this access is very rare for multiple reasons, mainly privacy issues. Thus, the strategy
followed by many researchers is to generate synthetic IoT traffic. In [138], the authors
use an autoencoder and a GAN to generate sequences of packet sizes that correspond
to bidirectional flows. The autoencoder is trained to learn a latent representation of real
sequences of packet sizes and then the GAN is trained to learn to generate latent vectors
that can be decoded into realistic sequences.

The aim in [139] is also to generate synthetic IoT data traffic but including additional
knowledge. The authors make use of a GAN model to produce this, introducing semantic
knowledge over location and environment information as well as network structure knowl-
edge. The proposal is able to generate such synthetic data from small real datasets with
knowledge enhanced.
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Another work aiming to obtain large amounts of IoT network traffic data is [140],
where the author proposes an ML pipeline using the Conditional Generative Adversarial
Network model to generate a synthetic dataset to be used later for security purposes.

The work presented in [141] proposes the use of Face Swapping-GAN (FS-GAN), a
federated self-supervised learning model to support automatic traffic analysis and synthesis
over a large number of heterogeneous datasets. FS-GAN is a model with multiple GANSs,
with a set of generators; each one is designed to generate synthesized data samples from the
distribution of a single service traffic and, at the same time, every discriminator is trained
to differentiate the created data samples and the real data samples of a local dataset. Then,
Federated Learning is used to coordinate the local processes.

The object of study in [142] is the traffic data in Intelligent Transportation Systems,
for which the lack of datasets large enough represents a challenge. This work presents a
data-augmentation solution using GANSs. The authors collect sensor-based traffic speed
data with contextual labels and train a GAN-based model to generate realistic traffic data
for specific days and times.The synthetic data obtained are used to augment the training
data for multiple traffic-prediction models.

There exists a plethora of works that create datasets for training generative models
with different purposes and that have been cited previously in the above sections. However
the aim of [143] is to create datasets of malicious traffic that can be used later in other
applications. Thus, the authors propose GothX, a flexible traffic generator to create both
datasets of legitimate and malicious IoT traffic. The requirements for this are the following:
an easy configuration of network topology; customization of traffic parameters; automatic
execution of legitimate and attack scenarios; IoT network heterogeneity; and automatic
labeling of generated datasets.

A singular application of Generative Al is provided in [144]. The huge amount of
image collection in Smart City control that are transmitted from multiple sources include
face images of individuals who even could not be aware of how their identity may be
compromised. To preserve identity privacy of image data from a database, the authors in-
troduce a Sensitivity Map Noise-Adding model based on Generative Adversarial Networks.
The models work as a black-box model that does not require any architectural information
or the parameters of the target model.

The purpose of [145] is precisely the opposite, i.e, mitigating noisy data. The data that
IoT sensors collect are usually disturbed by noisy data, called out-of-distribution (OOD).
Existing alternatives to remove noisy data have a huge storage and computational overload.
Thus, the authors” aim in this work is introduce a way to remove the negative influence
of OOD data in smart IoT from neural networks in an effective and efficient way. To do
s0, the authors propose a machine unlearning model based on a GAN that can restore the
degraded model performance caused by these.

3.7. Penetration Testing

Identifying security breaches is an effective way to avoid attacks against a network
environment before they occur, mainly in IoT environments where the characteristics of the
network and the devices make them particularly susceptible to many types of attacks. Thus,
Penetration Testing or Pentesting tries to identify such vulnerabilities by making controlled
attacks against network services and devices. Nowadays the use of Al in Pentesting
techniques is significantly increasing. The work presented in [146] tries to address security
challenges in IoT security. There exist multiple concerns in this environment that have
attracted significant research, but few studies assess security from an attacker’s perspective.
Penetration Testing is a common method to evaluate traditional Internet security, but it’s
costly and time-consuming. This paper proposes a Penetration Testing approach for IoT,
using the belief-desire-intention (BDI) model to automate the process, improving testing
efficiency. The methodology aims to simulate attacks to identify vulnerabilities and enhance
IoT security.
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In [147], the authors discuss the use of GANSs for automating Penetration Testing in
web applications, particularly in the context of Wireless Sensor Networks (WSNs) and the
Internet of Things. Current methods, such as manual testing and signature-based Web
Application Firewalls (WAFs), are often insufficient against sophisticated attacks like Cross-
Site Scripting (XSS) and SQL Injection. The proposed framework employs conditional
sequence generation to create realistic attack payloads that bypass WAFs by leveraging
attack labels and features identified through semantic tokenization. This automated ap-
proach significantly reduces the effort involved in manual Penetration Testing, scaling well
to large web platforms, and improves WAF rulesets by testing against ModSecurity and
Amazon Web Services WAFs.

Ref. [148] explores the use of Artificial Intelligence, specifically Reinforcement Learn-
ing (RL), in automating Penetration Testing. It introduces Shennina, an Al-powered
framework that simulates cyberattacks in a realistic test environment and validates its
effectiveness in replicating advanced attack scenarios. The research focuses on generating
datasets from these simulations, providing insights for improving attack-detection and
-mitigation strategies. The study emphasizes the importance of Al in both offensive and
defensive Cybersecurity measures, offering a practical methodology for analyzing and
improving Al-powered Penetration Testing techniques.

Although we introduce the use of Large Language Models (LLMs) in the next section
to several applications in IoT Cybersecurity, we finish this section by mentioning precisely
an application of such LLMs in Penetration Testing. In [149], the authors explore the
use of LLMs, such as GPT-3.5, to augment Penetration Testing by acting as Al sparring
partners for human testers. The paper presents two main use cases: high-level planning of
security tests and low-level vulnerability hunting. In the latter, the LLM was integrated
with a vulnerable virtual machine, allowing it to analyze vulnerabilities and suggest
attack vectors, which were executed automatically. The paper discusses initial promising
results, possible improvements and ethical concerns regarding Al’s role in Penetration
Testing. It also suggests potential future uses of Al, like phishing simulation or automated
report generation.

3.8. LLM

Language Representation Models or Large Language Models are Deep Learning
models that are trained without supervision. The main difference with Recurring Neu-
ral Networks is that instead of processing inputs sequentially, LLMs process complete
sequences in parallel, reducing significantly the training time. In [150], the authors ex-
plore the applications of Generative Al, including LLMs such as ChatGPT or DALL-E, in
Cybersecurity, including highlighting its potential to enhance automated threat detection
and response. GenAl can handle general security threats, allowing professionals to focus
on critical issues requiring human intervention. It excels at detecting novel malware and
improving system robustness. Tech companies like Google and Microsoft are integrating
GenAl into Cybersecurity tools such as Security AI Workbench and Security Copilot. De-
spite its promise, GenAl faces challenges, including occasional inaccuracies, high training
costs and potential misuse by cybercriminals.

BERT (Bidirectional Encoder Representations from Transformers) [151] is an LLM de-
signed to pre-train deep bidirectional representations from unlabeled text. Unlike previous
models, BERT captures both left and right context in all layers, enabling it to perform well
on various Natural Language Processing (NLP) tasks like question answering and language
inference without extensive task-specific modifications. Using a “masked language model”
and “next sentence prediction” during pre-training, BERT achieves state-of-the-art results
across eleven NLP tasks. Its fine-tuning approach allows for significant improvements in
performance over prior models like ELMo and OpenAl GPT. In [152], the authors introduce
SecurityBERT, a novel architecture leveraging BERT for Cyber Threat Detection in IoT net-
works. The model uses a privacy-preserving encoding technique called Privacy-Preserving
Fixed-Length Encoding (PPFLE), combined with a Byte-Pair Encoder (BBPE) Tokenizer,
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to effectively represent network traffic data. Experimental results using the Edge-IloTset
dataset show that SecurityBERT achieves 98.2% accuracy in identifying 14 attack types,
outperforming traditional Machine Learning and hybrid models like CNN and Transformer-
based architectures. With a small model size (16.7 MB) and rapid inference time (0.15 s),
SecurityBERT is suitable for real-time analysis on resource-constrained IoT devices.

Ref. [153] is an example of the new LLM perspectives. The paper explores the trans-
formative potential of Large Language Models in the telecom industry, detailing their
capabilities and limitations. LLMs, such as GPT and BERT, can streamline telecom opera-
tions by enhancing tasks like anomaly resolution, technical specification comprehension
and optimization in network technologies like Radio Access Networks (RANs). Companies
like Huawei and Qualcomm are already integrating LLMs into their telecom products,
offering solutions for mobile networks and customer service. The article highlights key
challenges, such as adapting LLMs to domain-specific telecom data and outlines research
directions to fully harness their potential.

In the same line as the preceding cited work, ref. [154] discusses the integration of
LLMs, edge networks and multi-agent systems to enable intelligent decision-making at the
network’s edge. This approach envisions on-device LLMs collaborating to achieve network
goals through collective intelligence, allowing for efficient task planning and problem-
solving. It critiques cloud-based LLMs for their limitations and explores a game-theoretic
approach for multi-agent collaboration. The article also outlines the design of wireless
multi-agent generative Al systems, highlighting their potential in intent-based networking
and emphasizing their advantages in handling complex, multi-modal tasks.

LLaMA (Large Language Model Meta Al) [155] is a collection of foundational language
models with parameter sizes ranging from 7 B to 65 B, trained on trillions of tokens from
publicly available datasets. The 13B model outperforms GPT-3 (175B) on most benchmarks
despite being much smaller, while the 65B model is competitive with the best models like
Chinchilla-70B and PaLM-540B. LLaMA's efficient performance on inference tasks makes it
more accessible and cost-effective, potentially democratizing access to large LLMs. Unlike
other models, LLaMA avoids proprietary datasets, supporting open-sourcing and broader
research use. The Falcon series [156] introduces three causal decoder-only models Falcon-7B,
40B and 180B, trained on a vast dataset predominantly sourced from web data. The largest,
Falcon-180B, trained on 3.5 trillion tokens, is the largest openly documented pretraining
run. It outperforms models like PaLM and Chinchilla and rivals newer models like LLaMA
2 and Inflection-1, approaching the performance of PaLM-2-Large at lower pretraining and
inference costs. The paper details the methods and custom tools used for efficient large-scale
pretraining, including the use of 4096 A100 GPUs. The models and datasets are released
under an open license to foster collaboration and open research. Falcon-180B is positioned
among the top three language models globally. Ref. [157] introduces SecureFalcon, a
Machine Learning model designed to detect software vulnerabilities efficiently. Built
on the Falcon-40B model, SecureFalcon has 121 million parameters and is fine-tuned on
specialized datasets like FormAI and FalconVulnDB. These datasets cover critical software
weaknesses such as buffer overflows and memory errors. SecureFalcon achieves 94%
accuracy in binary classification and 92% in multi-classification, outperforming models
like BERT and traditional ML algorithms. Its ability to detect vulnerabilities with fast
inference times makes it promising for integration into real-time code-completion tools,
offering a faster alternative to resource-intensive formal verification methods like Bounded
Model Checking.

As we have already shown, datasets are essential for Al method training and assess-
ments. Ref. [158] introduces TeleQnA, the first benchmark dataset designed to assess Large
Language Models’ knowledge in telecommunications. It comprises 10,000 telecom-related
questions, generated using an automated framework and enhanced by human input. The
dataset is used to evaluate models like GPT-3.5 and GPT-4, revealing that while LLMs
perform well on general telecom questions, they struggle with complex, standards-related
queries. However, incorporating telecom-specific context improves their performance.
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The study also compares LLMs with active telecom professionals, showing that LLMs can
rival human expertise, underscoring their potential in the telecom industry. The dataset is
publicly available on GitHub.

The authors of [159] introduce a novel approach to detecting IoT malware using code
gadgets and GPT language models. By extracting code gadgets from IoT network traffic
data, tokenizing them and vectorizing them using GPT’s embedding layer, the model
identifies malware with high accuracy. Evaluated on the I0T-23 and Malvis datasets, the
approach achieved impressive F1-scores of 0.997 and 0.986, respectively. The results demon-
strate GPT’s ability to detect previously unseen malware variants, although challenges
remain, such as model interpretability and the need for larger and more diverse datasets.
The method offers promise for enhancing IoT device security.

Ref. [160] explores how generative Al models can transform wireless networks, partic-
ularly in the context of self-evolving networks. It envisions large GenAl models, trained
on multimodal Telecom data, playing a central role in enabling autonomous networks
by performing multiple tasks without needing dedicated Al models for each one. These
models could enhance network operations like localization, spectrum management and
resource optimization. The integration of GenAl in future 6G networks could foster collec-
tive intelligence among devices, boosting efficiency and reducing resource consumption,
ultimately paving the way for self-driven, Al-powered wireless networks.

Dataset generation is the issue that [161] presents. Here, the authors introduce FormAlI,
a large dataset of 112,000 Al-generated C programs, created using GPT-3.5-turbo, with
vulnerability classification. The dataset includes programs ranging from simple tasks to
complex ones like encryption and network management. Each program is labeled with
identified vulnerabilities using formal verification via the Efficient SMT-based Bounded
Model Checker (ESBMC), which ensures accurate detection without false positives. The
vulnerabilities are classified with Common Weakness Enumeration (CWE) numbers, mak-
ing this dataset useful for training Al models. The study found that 51.24% of the generated
programs contained vulnerabilities, highlighting the security risks in Al-generated code.

4. Discussion

The best defense strategy against a potential cyberattack is, apart from training users,
to establish a solution that includes continuous monitoring, an adequate actualization and
patching of the systems, effective incident management and the integration of Artificial
Intelligence in such systems. This has proven to be very efficient and this is shown by
the huge number of published works both in scientific journals and communications
in international conferences (cf. the surveys referred to and their references). Artificial
Intelligence is basically a system that has been trained to develop specific tasks without a
previous programming. But perhaps, the introduction of Generative Artificial Intelligence
is the greatest evolution of these autonomous methods and it is revolutionizing all the
fields where this is applied and Cybersecurity is one of these.

Cybersecurity in IoT environments shows a high level of complexity and special
challenges due to several factors, such as the heterogeneity and distributed character of
IoT networks or the restrictions of computing resources, storage or energy consumption of
the devices, among other factors. Generative Artificial Intelligence is a type of technology
able to create original content for Deep Learning models that are previously trained with
large datasets. Thus, the main difference between Generative Artificial Intelligence and the
previous models, also known as Discriminative Artificial Intelligence, is that the first one
can create content, whereas the second model basically is used for data classification.

4.1. GenAl Applied in IoT Cybersecurity

Among the content that a Generative Artificial Intelligence is able to create, we find
image, music, speech and video generations that have possible applications in IoT Cyberse-
curity, for instance in Access Control or more precisely in authentication. Sensor capability
might be affected for noise or illumination and these models can recreate the patterns they
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have obtained from a large amount of training data and then use the acquired knowledge
to create new data that could help to authenticate users’ identity in changing conditions or
help an Intrusion Detection Service to identify a menace, as we have seen throughout the
paper in several cited applications.

Image generation has many applications in Cybersecurity given that a very usual
technique is to encode data bytes as a matrix image, so data can be treated as images
and thus we can benefit from the image-generation capacity to create realistic images,
i.e., images non-necessarily identifiable by humans, but with the same features as the
models included in the dataset. Thus, a classifier model can be trained to identify a much
larger set of instances and provide Cybersecurity applications such as malware detection,
allowing one to detect malicious software that usually has polymorphic and metamorphic
characteristics. This is a key issue in [oT systems given that, on many occasions, the absence
of authentication central entities can allow attackers to execute software in hardware that
can cause fatal consequences.

Another important application is data synthetic creation. We have seen through most
of the applications of this technology cited in the paper that the models usually include a
data training stage, where huge amounts of data that fit with all the characteristics of the
original data provided to the model are needed to achieve effectiveness in the task. This
data augmentation is particularly useful when data origin or characteristics are special,
such as health data or because they contain personal information. Sometimes, the dataset
is not large enough to carry out an appropriate training process. A particular case is IoT
traffic data, where this data traffic can contain benign or anomalous data that may help the
IDS to detect possible intrusions that can affect data privacy or develop some kind of attack.
This is specially useful for detecting some types of very common attacks in IoT devices
such as DoS or DDoS attacks, usually developed by bots, whose presence in the network
can be detected through data traffic analysis using this technique and thus prevent the
attack before this takes place.

Table 4 collects the number of works that appear in all of the IoT Cybersecurity
applications considered in this review. As we can observe, almost half of them are related to
detecting anomalies in the IoT traffic, i.e., Access Control, which includes authorization and
Cyber Threat Detection. Thus, we can derive, as it is in the essence of GenAl, that training
is essential for the effectiveness of the several GenAl models applied in IoT Cybersecurity.
However, works related to IoT Data Traffic Generation represent less than a 10% of the total
number of collected works.

Table 4. Number of articles in every IoT Cybersecurity category.

Section Number of Articles Total Percentage (%)
Access Control 12 12.12%
AC—Authorization 16 16.16%
Blockchain 11 11.11%
Cyber Threat Detection 20 20.20%
IoT Software Security 16 16.16%
Reinforced Encryption 12 12.12%
IoT Data Traffic Generation 8 8.08%
Penetration Testing 4 4.04%

4.2. Growing Applications

Cryptographic applications appear among the possible case of use in IoT Cybersecurity
for Generative Artificial Intelligence as well and as can be observed in Table 4 prove to be
a growing case of study. Encryption reinforced with what is known as neural encryption
is starting to be considered a useful possibility to achieve confidentiality in IoT networks.
The result is a hybrid system that uses traditional cryptosystems to produce encrypted
information that is later encrypted using a system of generative neural networks that
produce encrypted messages and that correspond essentially to the same original data,
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being apparently very difficult to break without knowledge of the methodology supporting
the system. Key exchange is also another explored application of particular interest in
distributed environments as is the case of IoT, where session keys are usually constructed
in a collaborative way.

Blockchain is a cryptographic authentication technology that is becoming very popular
in IoT networks because of its distributed nature as well. Blockchain does not need central
authorities that provide certification for authentication, but the authentication process is
provided by the members of the network themselves. Blockchain in collaboration with other
techniques such as key exchange with Generative Artificial Intelligence models or Federated
Learning is giving rise to several applications in Cybersecurity in IoT environments as
member authentication or IDSs for Cyber Threat Detection.

Other possible applications are not as exploited as the preceding. Some Genera-
tive Artificial Intelligence tools allow one to generate code. This is not only a sup-
port for software developers, but also to help in software security, avoiding possible
software vulnerabilities.

Another Cybersecurity technique that is starting to adopt Generative Artificial In-
telligence methods is Penetration Testing. The special nature of IoT networks requires
continuous monitoring and vulnerability analysis to avoid Cybersecurity attacks. Pen-
etration Testing is a technique that consists in attacking the network in order to find
vulnerabilities before they could be exploited by malicious parties. These methods can be
very diverse and are closely related with the objective that is pursued, but always making
use of the data-generation capabilities of these generative models. These may include data
injection or simulating attacks and it is a promising and inspiring branch for future uses of
Generative Artificial Intelligence.

To end this part, we find Large Language Models that make use of Deep Learning
and that are trained in an unsupervised way with large datasets in a parallel approach.
Very recent papers published in public repositories show their applicability in most of the
preceding mentioned research lines in Cybersecurity.

4.3. Ethical Concerns

Let us finish this part with a brief reference to the ethical concerns involved in the
use of GenAl in Cybersecurity. A maxim that any Cybersecurity specialist knows is that
everything that is used to strengthen the defense of any system can also be used against
it. A clear example of this is Penetration Testing, which is one of the application fields
considered in this review. Thus, every ethical concern in this area should be considered.
As instances of the possible malicious use of GenAl to create very sophisticated attacks,
we can find the works [52,62-64,68-70,106], cited among the references. Here, the authors
make use of the same techniques to design dangerous attacks that avoid every traditional
Cybersecurity measure.

Another important aspect to take into account is that Generative Al can potentially
amplify existing biases. As a consequence, a dataset that is used to train a GenAl model
and that could be somehow biased might be derived from training datasets whose bias is
increased and therefore the resulting model could be effective against this, but useless in
another case, with harmful consequences.

5. Conclusions

In this paper, we conducted a review of the possibilities that Generative Artificial
Intelligence offers for Cybersecurity applications in IoT networks. The intrinsic distributed
and complex nature of these networks with devices that very often are very limited make
them susceptible to multiple security challenges. The capability that Generative Artificial
Intelligence methods offer to generate original content has shown its applicability in many
diverse fields and due to the content features these methods show a direct application in
determined Cybersecurity practices such as Access Control or threat detection. However,
some recent inspiring proposals have shown a larger application field, which include
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encryption to achieve confidentiality and privacy, Blockchain or Cybersecurity Forensic
Techniques such as Secure Software or Pentesting. Concerning future research, a lot of
works in the cited widespread research lines are being produced, but at the same time it is
important to find solutions to unsolved problems related to new Cybersecurity applications.
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Abbreviations

The following abbreviations are used in this manuscript:

AE Autoencoder

AES Advanced Encryption Standard

Al Artificial Intelligence

AMCGAN  Algebraic Matrix Conditional Generative Adversarial Network
API Application Programming Interface

BBPE Byte-Pair Encoder

BDI Belief-Desire-Intention

BERT Bidirectional Encoder Representations from Transformers
CCCGAN  Cycle-Consistent Generative Adversarial Network
CGAN Conditional Generative Adversarial Network
ChatGPT Chat Generative Pre-trained Transformer

CNN Convolutional Neural Network

CP-ABE Ciphertext Attribute-Based Encryption

CWE Common Weakness Enumeration

CXE Chaotic Exclusive OR Encryption

DAG Directed Acyclic Graph

DDoS Distributed Denial of Service

DGRNN Deep Generalized Recurrent Neural Network

DL Deep Learning

DNP3 Distributed Network Protocol

DoS Denial of Service

ESBMC Efficient SMT-based Bounded Model Checker
FS-GAN Face Swapping-Generative Adversarial Network

FPGA Field-Programmable Gate Array

GAIL Generative Adversarial Imitation Learning
GAN Generative Adversarial Network

GenAlI Generative Artificial Intelligence

ICS Industrial Control System

IDS Intrusion-Detection System

IGAN Imbalance Generative Adversarial Network
IIoT Industrial Internet of Things

GAN Generative Adversarial Network

IoT Internet of Things

HTTPS Hypertext Transfer Protocol Secure

LLaMA Large Language Model Meta Al
LLMs Large Language Model
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ML Machine Learning
MQTT Message Queuing Telemetry Transport
NFV Network Function Virtualization
NLP Natural Language Processing
OOD Out-of-Distribution
PPFLE Privacy-Preserving Fixed-Length Encoding
PPSA-GAN  Privacy-Preserving Self-Attention Generative Adversarial Network
QoS Quality of Service
RAN Radio Access Network
RGB Red Green Blue
SDN Software Defined Network
SSH Secure Shell
VAE Variational Autoencoder
VecGAN Vector Generative Adversarial Network
WAF Web Application Firewalls
XGBoost Extreme Gradient Boosting
XOR Exclusive OR
XSS Cross Site Scripting
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