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Abstract: Today, agriculture faces many challenges, such as the use of inefficient methods that affect
crop quality. Precision agriculture (PA), combined with advanced technologies, improves monitoring,
while the integration of wireless communication optimizes processes and resources. This work
presents the design of a communication prototype applied in precision agriculture, which allows the
acquisition, processing, and wireless transmission of information extracted from the Cotonet pest
to The Things Network (TTN) cloud server. This prototype integrates technologies and protocols
such as LoRaWAN, Message Queuing Telemetry Transport (MQTT), Internet of Things (IoT) sensors,
and Computer Vision. This prototype employs a robust processing and segmentation algorithm,
which allows the recognition of pests in citrus plants based on color. The results show that lighting
conditions, weather, and time of day influence the quality of the captured images. The relationship
between image resolution, brightness, and processing time shows that higher-resolution images
(1920 × 1080 pixels per image) provide better detection of pest pixels (greater than 50% of the pest
index) but require longer processing time (28.415 ms on average). Furthermore, the developed
system effectively detects an index of affection of Planococcus citri (Cotonet) in agricultural plantations
through an end-to-end technological implementation that integrates image processing, wireless
communication, and IoT technologies.

Keywords: LoRa; LoRaWAN; image processing; precision agriculture; communication network

1. Introduction

In recent years, the inclusion of modern technologies in agriculture, particularly
precision agriculture (PA), has revolutionized crop monitoring and management, as de-
scribed [1,2]. Although traditional farming methods have historically been influential, they
often fall short in terms of resource efficiency, pest control, crop monitoring, and product
quality [3]. These constraints have driven the adoption of cutting-edge technologies such
as the Internet of Things (IoT), Artificial Intelligence (AI), and Data Analytics, advancing
the Digital Transformation (DT) of agriculture [4]. These advances have the potential
to significantly boost agricultural productivity and sustainability, heralding a promising
future for the industry.

Pest control remains a crucial issue in agriculture, as pest invasions cause significant
damage to crops and reduce farm profitability, as described in [5]. Effective pest man-
agement through the use of technology is essential to maintain crop health and optimize
pesticide use, helping to minimize environmental damage while ensuring consumer safety,
as described in [4]. Traditional pest detection methods, such as manual inspections, are
time-consuming and labor-intensive. Sial et al. [6] described that these methods often do not
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allow for timely intervention, resulting in significant crop damage before the problem can
be addressed.

To overcome these challenges, IoT and fog computing have emerged as essential tools,
giving farmers immediate access to data on field conditions, including pest activity [7].
The real-time data collection and processing capabilities of IoT technologies give farmers
the speed and efficiency needed to make timely and informed decisions. Moreover, given
that many agricultural areas are located far from data processing centers, the ability of
IoT and fog computing to transmit data over long distances with low power consumption
is transformative [8,9]. These technologies address power and connectivity limitations,
making them ideal for large agricultural fields and paving the way for a more connected
and efficient future in agriculture [10,11].

This paper presents the development and implementation of a prototype AP system
based on an IoT sensor network and image processing for citrus pest monitoring. Therefore,
this work’s main objective is designing a communication prototype for AP, which allows
the acquisition, processing, and wireless transmission of data for detecting the Cotonet pest
(Planococcus citri) in citrus plants. The system also integrates LoRaWAN technology, which
allows for the transmission of data captured by the camera sensors and their subsequent
processing for pest detection. The main contributions of this work are as follows:

• Development of a robust and low-cost communication prototype for remote detection
of Cotonet pests in citrus crops using LoRaWAN for long-range, energy-efficient data
transmission in agricultural environments.

• Implementation of a color-based image processing technique that improves the accu-
racy of pest recognition by focusing on specific shades associated with Cotonet pests,
improving detection reliability under variable illumination.

• Optimization of resource consumption based on performing initial image processing at
the node level, reducing the need for extensive data transmission and extending device
battery life and communication reliability for sustained agricultural monitoring.

In this article, we apply IoT network concepts and image processing techniques
to formulate a prototype solution for the detection of citrus pests. The LoRaWAN IoT
network is used in the prototype to gather data from citrus crop monitoring and transmit
it to a server for storage and analysis. The LoRaWAN IoT network is a branch of the
Low-Power Wide-Area Network (LPWAN) protocol, such as SigFox and NB-IoT, enabling
long-range data transmission with minimal energy use [12]. However, LoRaWAN versus
NB-IoT and Sigfox prove to be suitable for remote farming environments, and while
NB-IoT supports higher data rates and larger payloads, it has a higher cost due to their
licensed spectrum, while Sigfox is more restrictive concerning data rate and payload
size. LoRaWAN operating in unlicensed frequency bands is ideal for IoT applications
such as smart cities [13,14], smart agriculture [15,16], and industrial monitoring [17,18],
offering extended battery life for connected devices [17]. Moreover, in this article, color
image processing techniques are utilized to detect citrus pests. Specifically, digital image
processing utilizes computer algorithms to analyze, enhance, or manipulate images through
a range of techniques, addressing issues such as noise and signal distortion that occur
during the processing stages, as highlighted in [19] . Additionally, our work addresses key
challenges and unresolved issues in crop monitoring research [20,21], positioning it within
a contemporary research trend. This aligns with several of the studies discussed in the
following subsection:

Related Work

Many works represent PA as a paradigm shift in modern agricultural practices, fo-
cusing on optimizing resource management and improving crop yields through advanced
technologies [2]. In this sense, the literature highlights several PA-focused studies using
IoT and image processing technologies for crop monitoring [22,23]. Several studies ex-
plore the impact of technologies in various scenarios aimed at improving both agricultural
productivity and overall farm management. For instance, in the context of PA, in [24],
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information technologies (ITs) are crucial for effective decision making by integrating
technical, economic, and environmental management perspectives. These technologies,
which rely on site-specific data collected from sensors that transmit real-time information
through communication networks, enable farmers to apply management practices tailored
to the unique requirements of each field [25]. The study by the authors in [26] examines the
impact of implementing PA techniques in Central Europe, revealing a 15% increase in crop
yields as a result of these advancements. In [27], the authors explore the fundamental goal
of PA, which is to increase the efficiency of agricultural inputs such as water, fertilizers, and
pesticides while minimizing the environmental impact. This approach is enhanced by the
application of machine learning techniques [28].

In the field of sensors and IoT networks, several studies have described IoT implemen-
tations in various agricultural scenarios designed specifically for farmers. The critical role
of PA in real-time monitoring of physical and chemical soil parameters such as moisture,
pH, and temperature through wireless sensor networks is analyzed in [29]. Specifically,
digital image processing utilizes computer algorithms to analyze, enhance, or manipulate
images through a range of techniques, addressing issues such as noise and signal distortion
that occur during the processing stages, as highlighted in [19]. Specifically, the authors in [2]
indicate that LoRaWAN has enabled the transformation of precision agriculture by pro-
viding long-range, low-power communication that covers vast agricultural areas in a way.
Similarly, the authors in [30] present an evaluation of LoRaWAN’s performance in tropical
agricultural environments, highlighting the impact of dense vegetation on signal propaga-
tion, including range, spreading factor, and coding rate. The findings indicate that while
LoRa supports real-time agricultural monitoring, its performance is significantly influenced
by obstacles and environmental conditions. Additionally, Singh et al. [31] implemented a
LoRaWAN-based system for monitoring greenhouses, emphasizing precision agriculture.
Their contributions include an airflow-optimized sensor box for improved accuracy, a
low-power wireless network for continuous crop monitoring, and a customized dashboard
for data visualization and decision making. This work highlights the effective integration
of IoT technologies to optimize agricultural management in controlled environments.

LoRaWAN ensures low data rates, which reduces power consumption, making it ideal
for field sensors that rely on minimal battery usage, as described in [32,33]. The LoRaWAN
architecture also supports bidirectional communication and secure data transmission, as de-
tailed in [34]. In this context, the authors of [34] present an innovative system that integrates
UAVs with technologies such as LoRa and ZigBee to address challenges related to coverage
and energy consumption. The experimental results validate the system’s effectiveness in
both static and dynamic operations, while evolutionary algorithms enhance UAV trajectory
planning to achieve optimal efficiency. Finally, LoRaWAN, as a cloud-based protocol,
efficiently manages connections across regional, national, or global networks, addressing
key IoT needs such as bidirectional communication, mobility, and data security [35]. Its
architecture enables long-distance data transmission while optimizing network parameters
like data rate and transmission power. This ensures continuous, reliable data collection,
ultimately enhancing resource management and crop monitoring, as described in [36].

Within the field of image processing, it has been gaining ground by integrating ad-
vanced technologies such as machine vision, deep learning, and artificial intelligence [37].
Several studies have explored the use of remote sensing, drones, and IoT-based sensors for
real-time data acquisition and crop monitoring, as described in [22]. For example, in [38], a
system is presented that combines Wireless Underground Sensor Networks (WUSNs) and
UAVs to collect data in areas without network coverage. Using LoRa for efficient under-
ground communication and ZigBee for data transfer, experiments validate its feasibility,
while algorithms optimize UAV trajectories for efficiency. In the same sense, in [39], the
authors describe how image processing in PA, combined with AI and machine learning, is
used to monitor crop growth, detect diseases, and estimate yields. High-resolution images
are captured by drones or IoT platforms and then analyzed to provide actionable insights.
These insights help optimize irrigation, nutrient delivery, and overall crop management.
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In [40], the authors discuss the application of image processing techniques in agriculture to
analyze plant cover, biomass, and leaf area index, aiming to enhance irrigation practices,
nutrient application, and overall crop management. Finally, in [41], the authors use an
image processing and machine learning approach with the objective of reviewing and
examining various IoT-based image processing and machine learning techniques for the
monitoring of agricultural cocoa crops.

The studies mentioned above describe the use of IoT and image processing in various
PA applications separately. In contrast, our article presents the development of an end-to-
end integration prototype, from sensors to the implementation of the LoRaWAN network
and image processing for citrus pest detection. In addition, the prototype employs a robust
algorithm for processing and segmentation, allowing for the recognition of pests on citrus
plants based on color.

The remainder of this article is organized as outlined in the following paragraph, and
a summary of the related work is provided below. In Section 2.1, we describe the system
model proposed and its analysis, which includes the details of the brightness conditions,
the image detection and processing process, The Things Network (TTN) infrastructure,
and an overview of the LoRaWAN communication processes. In Section 3, we present and
discuss the results obtained. In Section 4, we present this research study’s conclusions.
Finally, in Section 5, we suggest future directions.

2. Materials and Methods
2.1. System Model

We propose a system model based on Long-Range (LoRa) technology and computer
vision with low cost, low power consumption, and long-range capabilities for detecting
an affection index of Planococcus citri (Cotonet) in agricultural plantations. The network
infrastructure of the proposed system model is based on several components, such as
an image sensor, a computer that performs the image processing, a microcontroller for
communication and LoRaWAN connection, a gateway to link the LoRa networks and
IoT, and a connection to a TTN cloud storage server based on IoT devices to which the
end user can connect, so that the end user can review the data log sent by the proposed
prototype. Figure 1 shows the network architecture of the system model, as well as
the distribution of the network components and the technologies used in certain parts
of the architecture. In addition, one of the applications of LoRaWAN includes the use
of IoT for remote environmental monitoring [42]. The image registration of the system
model is based on algorithms that allow a level of efficiency and fidelity depending on
the application.

The system model is comprehensively described in four subsubsections. The first
subsubsection details the brightness conditions; the second focuses on the image detec-
tion and processing process, and the third explains the TTN network infrastructure, its
configuration, and the location and interaction of the different devices associated with
transmission over the LoRaWAN network. Finally, the fourth subsubsection provides a
detailed overview of the LoRaWAN communication processes.

On the other hand, the Turia Garden, in the city of Valencia, Spain, serves as a work-
ing space for image detection. This location has the specific characteristics necessary to
recognize the object of interest (pest). It is an environment of citrus trees in which a high
level of heat and humidity can be appreciated and in which the pest is present. This pest
has a white color and differs from the other elements of the trees (see Figure 2).
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Figure 1. The network architecture of the system model.

(a) (b)

Figure 2. Planococcus citri (Cotonet). (a) The adult Cotonet pest. This image was captured with a
digital camera as a microscopic-scale view. (b) Panoramic view of the experimental tree, where a
concentration of the white Cotonet pest can be seen in the center of the image, specifically on the
tree’s stems. This pest represents our object of detection.

2.1.1. Brightness Conditioning

This subsubsection details the brightness conditioning of our working scenario.
The influence of lighting on image capture presents several challenges [43], from

prolonged bursts to noise, which is observed in the working scenario, where lighting
conditions are highly variable. In addition, weather, wind, temperature, and the presence
of animals influence the efficiency and limitations of the image recording and processing
system. For instance, Figure 3a shows the poorly captured image due to low illumination,
and Figure 3b shows the poorly captured image due to high illumination during its capture.
In both cases, the presence of winds and the instability of the proposed prototype are
presented, so the image does not correspond to the area of interest.
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(a) (b)
Figure 3. Poorly captured images. (a) Capture in low light. (b) Capture in high light.

Therefore, image collection is carried out during the summer, using a Raspberry Pi to
analyze multiple samples. Images are captured at different times, i.e., morning, afternoon,
and evening. However, low and excessive illumination causes physical saturation of the
camera sensor, significantly reducing the captured images’ quality and creating complica-
tions in the developed processing algorithms. Consequently, the algorithms used are not
efficient in finding the object of interest (Cotonet pest) or mixing the object of interest with
false positives. Thus, these difficulties in pest identification lead to false positives in the
mixture of unwanted elements. Therefore, the solution to this problem is to identify the
right conditions for capturing the images. These conditions are clear, windless days with
sufficient sunlight. Therefore, image acquisition is carried out at specific times, namely
between 19:00 and 21:00 h, as the position of the sun provides stable and controlled illumi-
nation. Thus, images acquired outside the 19:00 to 21:00 h interval are discarded for further
analysis. This conditioning reduces adverse effects on the vision system, a key component
in image capture and processing.

Figure 4 shows a test of several well-captured images under the conditions mentioned above.

Figure 4. Well-captured image within luminance conditions.

These images are saved and processed; finally, the representative value is extracted to
move on to the communication part.

2.1.2. Detection Process

This subsubsection describes the pest detection process, addressing aspects such as
image acquisition, image processing, segmentation, and feature extraction.

Figure 5 shows the system flow diagram. This diagram describes the operation of the
code designed for image sensing and processing, and the transport of the information to the
cloud. This system consists of two blocks of procedures for image processing. Both blocks
focus on applying computer vision and fog computing techniques with the Raspberry
Pi and applying LoRaWAN [42] technologies in the Lopy and MQTT (Message Queuing
Telemetry Transport) over Wi-Fi and IP (Internet Protocol) networks for IoT communication.
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The Lopy and Raspberry Pi devices are in charge of sending the information, while the
MQTT protocol is an ISO standard based on a publish/subscribe mechanism [44,45].

The detection process is divided into three phases: the first is image acquisition, the
second is image processing and segmentation, and the third is feature extraction. These
phases are described below.

Star

Connecting
the LoRaWAN network

Broker
Waiting for Messages
and send to the server

Is there
a LoRa

gateway?

MQTT Partnership
Subscriber/Broker
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HSV filter
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Binarization
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Pixel count

Display of results
in windows

Publisher / Broker
Receive message

Send by LoRa

Text

Server

Figure 5. System flow diagram.

Phase 1: Image Acquisition

This phase describes the acquisition of images as part of the machine vision process
using a Logitech C920 webcam (Logitech International S.A., Lausanne, Switzerland), with
a configuration of frontal shooting conditions and short distances of 0.3 to 0.5 m. In
addition, the thresholding parameters corresponding to the image processing filters within
the developed algorithm are set. Likewise, the sharpness, contrast, brightness, saturation,
exposure, and gain parameters are adjusted by means of the Raspberry Pi, where the
video4linux device driver is installed [46]. The system works with the Python OS module,
which determines the validity of the image based on its average luminance, Y, where Y is
the component of luminance in Euclidean space [47,48]. Luminance analysis is necessary
because excessive illumination in computer vision can saturate the Charge-Coupled Device
(CCD) sensor, reducing image quality and generating false positives. Thus, an adjustment
of the iris integrated into the optical system or an adjustment of the exposure time is
required if the camera allows it. Therefore, the acquisition of the appropriate parameters in
the digital camera is based on the strategy proposed in [49], which consists of determining
whether a given image is valid for the identification of green plants (crops and weeds)
based on their high-intensity levels produced by excess illumination. Therefore, the mean
luminance is required, and its Y value is modeled by converting the captured Red Green
Blue (RGB) image to grayscale using Equation (1).

Y = 0.30R + 0.59G + 0.11B (1)
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where R is red, G is green, and B is blue. The image is defined in the Y plane as a two-
dimensional function f (x), where x = (x1, x2) are the spatial coordinates, and f is the
luminance value of the image at any x. In addition, the image is swept, and the weighted

mean is determined by x̄ =
1
n

n

∑
i=1

xi for n numbers, the result of which gives a value

between [0, 255] due to working with 8-bit data.

Phase 2: Processing and Segmentation

This phase describes the filtering and highlighting the region of interest (ROI) by
recognizing the color reflected on the tree. The size and shape part is discarded because this
pest is not correlated with its expansion and deployment on the plant. In addition, image
smoothing is performed to reduce noise and increase the algorithm’s accuracy. Addition-
ally, the HSV (Hue Saturation Vue) filter is applied, and then thresholding is performed,
followed by the AND operator filter to eliminate the remains of pixels considered as noise,
then an RGB color separation is performed so that the Open Source Computer Vision
Library (OpenCV) can distinguish the pest and, finally, the image is binarized to work
on the extraction. The development of the algorithm consists of six stages, as shown in
Figure 6.

Adequate
lighting?

Capture images of the
plant

Gaussian Blur

Morphological filter
Dilation

HSV filter

AND operator filter

Binarization

BGR filter

Figure 6. Processing and segmentation.

The algorithm starts with the morphological filter, which allows the best features to be
highlighted using a type of mathematical morphology called dilation. This filter enables
the enlargement of one pixel around the circumference of each region [50]. Furthermore,
the function used is predetermined in the OpenCV library, and the dilation is given by
Equations (2) and (3). These equations describe that all possible vectors are the sum of
pairs of elements, one belonging to A and one to B.

A ⊕ B = { a + b : a ∈ A y b ∈ B } (2)

X ∈ A ⊕ B ⇔ x = a + b, a ∈ A y b ∈ B (3)

where A and B are geometric structures of continuous or discrete space.
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Then, it continues with the Gaussian filter, which allows smoothing of the image
through the filtering process to reduce the intensity of the whites coming from the sunlight,
which is considered noise, and other noises generated by the morphological filter. For this
part, Gaussian blur and the linear filter defined in Equation (4) are used, where the value of
an output pixel, g(i, j), is determined as a weighted sum of the values of the input pixels,
f (i + k, j + l).

g(i, j) = ∑
k,l

f (i + k, j + l) h(k, l) (4)

where h(k, l) is called the kernel and are the filter coefficients [51].
Then, it continues with an HSV filter [52], which allows for obtaining only the stem

and the pest, eliminating unwanted objects from the plant, such as leaves and light. Based
on this, the percentage of pest infestation on the stem is calculated. Default values are used
for the filter, ranging from [0, 255] as 8-bit data; these values are adjusted to the values of
the analyzed images with an HSV value selector paper.

Then, stem and pest segmentation is performed using the filtering method on the RGB
channels. However, as the range of HSV values has already been normalized, a return
function is applied to the original RGB image, subtracting the uninteresting elements previ-
ously removed with the previous filters. For this purpose, the bit-by-bit AND mathematical
operator [53] is used.

Finally, color segmentation in RGB space is applied since OpenCV is applied first to
the blue channel, which is not commonly used in RGB. The range of values to be filtered is
completed using the Paint image viewer (version 11.2408.30.0), indicating the position of
the pixels to be found; based on that position, RGB value query commands are executed
in the Python framework inside the Raspberry Pi to find the set of unwanted values.
From these values, a coherent range of values is selected, where minimum and maximum
values are assigned to the filter values in the code, which represent the values in the RGB
space of the stem; in this way, the pest is binarized (black and white) and processed as a
two-dimensional array.

Phase 3: Feature Extraction

Finally, in this phase, the image is passed to a two-dimensional matrix to search for
the white pixels representing the pest and calculate the crop’s pest affection factor. This
factor is determined by scanning the image data matrix processed in the previous phase.
The white pixel count indicates that approximately 2000 white pixels are 100% of the pest
infestation on the plant, and 0% are the 0 pixels found. For example, Figure 7 shows a
console printout of the data representing the processed images.

Figure 7. Representation of the image processed by computer vision.
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2.1.3. TTN Infrastructure

The TTN network is the IoT platform on which this work is developed. This TTN
network defines the IoT cloud platform for the LoRa protocol. It allows low-power devices
to use long-range gateways to connect to a decentralized network to exchange data with
applications [54]. The communication architecture in the TTN platform is shown in Figure 8.
In this architecture, Raspberry Pi and Lopy devices are networked using Wi-Fi technology,
which enables the MQTT layer, and both are end nodes. Meanwhile, in the LoRaWAN
protocol, the node sends a message to the base stations via the LoRa radio protocol. One or
more gateways receive the messages from the node and transmit them to the application
through a network server. The gateways are also connected to a router responsible for
setting their status and scheduling transmissions. Thus, each router is connected to one
or more Brokers, which identify the sender node and send the message to the correct
application, and vice versa, i.e., they choose the gateway to which they should send the
application download messages. On the other hand, a Handler manages the application
data, which is encrypted and decrypted in the Handler. On the other hand, the network
server takes care of the LoRaWAN-specific functions [42]. In other words, the node joins
the network through Over-The-Air Activation (OTAA) [54] and sends data to the created
application. The gateway receives LoRa messages, converts them into information packets,
and sends them to the router. The router receives the messages from the gateways and looks
for a Broker to send them to. The Broker identifies the node, de-duplicates the traffic, and
sends the packet to the Handler, who will register the application. The Handler encrypts
and decrypts the payloads and publishes messages for the applications to the Brokers.
Finally, the application collects and interprets the data.

GATEWAY

END NODES

APLICATION

Figure 8. System communications architecture on the TTN platform.

2.1.4. LoRaWAN Link Processes

The working procedure of the system communications block can be seen in Figure 9.
The code starts with the search and connects to a LoRaWAN network by the end node until
it finds a LoRaWAN gateway that registers it. It then links Machine-to-Machine (M2M)
communication [55,56] from the subscriber to the Broker over Wi-Fi. The Broker goes to a
state of waiting for messages from the Publisher, then goes to image analysis and extraction
of important information that represents the whole process to finally send this information
to the Broker, which was waiting. This, in turn, transmits it through the LoRaWAN to a
server in the cloud. So the user can see the data in the application.

The creation of the node, gateway, and application is described below.
The application is created in the TTN console to register the system node, for which

it is registered with a user, and the application is selected. This application generates the
Application Identifier (AppEUI), End-device Identifier (DevEUI), and Application Key
(AppKey), which are added to the code inserted in Lopy. These keys are required to activate
the node using OTAA [57], and the node attempts to join to send its data. Figure 10 shows
the node activation scheme in OTAA mode. This OTAA mode is based on identifying the
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end node and the target application by EUI (DevEUI and AppEUI) plus an encryption key
used during negotiation (Appkey). In the join acceptance response, the server provides
a device address (DevAddr), and both the end node and the server derive the network
session key (NwkSKey) and the application session key (AppSKey) so that they never pass
over the air.

Star

Connecting
the LoRaWAN network

Broker
Waiting for Messages
and send to the server

Is there
a LoRa

gateway?

MQTT Partnership
Subscriber/Broker

Image processing
Send Pest index (%)

Publisher / Broker
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Send by LoRa
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Server

Borker: Intermediary device that
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Figure 9. System transmission block flow diagram.
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Figure 10. OTAA mode node activation schematic.

The Gateway device communicates the proposed LoRa-based system, and the applica-
tion is created on the TTN platform.

The final node integration is a key part of the system’s complexity and involves two
key devices. The first is the Raspberry Pi, a versatile device that serves as an image analyzer
and functions as an MQTT Broker/Publisher. The second device is the Pycom Lopy module,
which acts as an MQTT client and is responsible for sending LoRaWAN messages via the
LoRa radio module. This integration is a key part of the complexity of the system.



Electronics 2024, 13, 4863 12 of 23

Working on the LoRa radio module of the microcontroller requires loading specific
libraries such as MQTTclient, LoRa, and Pycom, and incorporating GitHub files [58]. These
steps are key to configuring the LoRaWAN mode as a parameter for radio access and
sending packets using LoRa modulation on the Europa 868 Mhz frequency. Also, the
keys that the application generates are added to establish the OTAA connection, as shown
in Figure 11.

Figure 11. Configuration parameters in LoRa radio module.

On the other hand, the MQTT Client parameters are added to the LoPy to subscribe to
it, and these are the IP address of the MQTT Broker that, by default, the LoPy assigns the
first IP to the Raspberry, 192.168.4.2. Then, an MQTT identifier and an MQTT Topic are
created, so that the LoPy enters standby mode for MQTT messages.

Furthermore, the Paho-MMQT libraries, a significant tool, are used to configure the
Raspberry Pi as a Publisher. After image processing, the messages can be published to
the subscriber, which transmits them over the LoRa network. Figure 11 shows the use of
functions and configuration parameters, highlighting the importance of these tools in our
system. A key step in assigning the MQTT Broker function to the Raspberry Pi system is
the installation and configuration of the Mosquitto software (version 1.4.10). This software
is installed and configured to start automatically when the Raspberry Pi is powered on or
rebooted, ensuring the system’s smooth operation.

3. Results and Discussion

This section presents the main results obtained with the previous models. We present
the results of the connection to the LoRaWAN network, the processing of the images
containing the pest, and the data transmission times. On the other hand, for the image
processing stage, 80 images had to be taken by the system, of which 40 images were chosen
for the final analysis of the system due to the presence of several irregularities in the images
that affected their processing. These irregularities were the poor capture of some images
due to the presence of winds and instability of the prototype, capturing images that do not
correspond to the area of interest, as shown in Figure 3a,b, which show a poorly captured
image due to low illumination and a poorly captured image due to high illumination
during capture. Numerous tests were carried out to obtain the results. However, ten tests
(10 points on the x-axis) were taken to present the results.

Finally, the hardware, software, and tools used to design the proposed system model
are as follows. We have used a Raspberry Pi 3 model B (Raspberry Pi Foundation,
Cambridge, United Kingdom), which has a Broadcom BCM2387 chipset and an ARM
Cortex-A53 processor with four cores as hardware. The RAM is 1 GB, and the graphics
processor is VideoCore IV. A LoPy microcontroller (Pycom, Newcastle, Australia), whose
size is 55 mm × 20 mm × 3.5 mm, also with a dual-core Espressif ESP32 chipset, 512 KB
RAM, 4 MB external Flash memory, 802.1 b/g/n 16 mbps, Bluetooth Low Energy. In
addition, regarding LoRa specifications, such as the Semtech LoRa SX1272 transceiver,
power consumption with WiFi is 12 mA in active mode and 5 µA in standby mode, with
LoRa being 15 mA in active mode and 1 µA in standby mode. A board for conditioning
and operation. In addition, the pigtail, UFL connector, and SMA connector are used to
connect to the LoRa antenna. A Logitech C920 Full HD webcam for capturing and analyz-
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ing images. We have used MicroPython (version 1.9.6), a complete Python compiler that
executes commands, as software to develop the system model; Open Source Computer
Vision Library (OpenCV) for image processing; and Message Queuing Telemetry Transport
(MQTT) libraries for compatibility with Pycom and Raspberry Pi for creating IoT-based
projects. The final prototype is shown in Section 3.4.

3.1. Network Connection

In Figure 12, we can observe the behavior of the OTAA and MQTT times and the
TOTAL time as a function of each test performed. Figure 12b shows that the OTAA time
values remain at 6034 ms, indicating that the connection time to the LoRaWAN network
takes 6034 s on average, which represents an advantage of the LoRaWAN protocol, while the
MQTT time values remain at approximately 88 ms, indicating that the average connection
time from the Lopy to the Raspberry Pi takes 88 ms. Finally, the TOTAL connection time to
the node is the sum of the OTAA and MQTT times, so the TOTAL time is 6120 ms, as seen
in Figure 12b.
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Figure 12. Connection time in each test. (a) TOTAL, OTAA and MQTT times. (b) TOTAL and
OTAA times.
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3.2. Image Processing
3.2.1. Luminance and Cutting Time

The results of the image acquisition tests are divided into two parts. The first cor-
responds to high-resolution images (R = High), and the second to low-resolution im-
ages (R = Low), i.e., the first corresponds to 1920 × 1080 pixel images, and the second to
800 × 600 pixel images for each image accordingly.

Figure 13 presents a clear relationship between resolution and luminance, a measure of
the brightness of an image. The average luminance of high-resolution images systematically
exceeds that of low-resolution images, indicating that high-resolution images are brighter.
This relationship underlines the impact of resolution on image quality. Furthermore, this
luminance result is within the luminance range set by the system and maintains agreement
for both types of images.

Figure 14 shows the capture time of the high and low-resolution images. We can
observe that the capture time of a high-resolution image is longer than that of a low-
resolution image. This result makes sense, as higher resolution equates to more data
being captured and processed, which increases the capture time of this image compared
to low-resolution images. However, it is important to note that the capture time for
low-resolution images is not constant. This variability can lead to repeated requests for
capturing images, which can be inefficient. Therefore, the most appropriate option is to
capture higher-resolution images despite the longer capture time.
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Figure 13. Luminance on each test.

3.2.2. Image Processing Steps

The captured images are subjected to RGB to HSV channel changes, dilation and
smoothing, and morphological feature modifications such as segmentation and threshold-
ing processes using the Raspberry Pi. The Raspberry Pi is a key component in our system,
providing the necessary computational power for these image processing tasks. These
processes isolate objects unrelated to the pest and the plant region of interest from the
original image. The specific changes made by the Raspberry Pi are described below.
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Figure 14. Cutting time depending on each test.

Figure 15a shows the original captured image of the plant and the pest. Figure 15b
shows the transformation of the overall image after applying the dilation filter and high-
lighting the pest. Figure 15c shows the application of the Gaussian blur filter to the resulting
image after applying the dilation. Figure 15d shows the application of the HSV filter to the
resulting image after applying the Gaussian blur filter, resulting in the segmentation of the
image using the HSV color space. The use of the HSV color space is particularly effective in
this context as it separates the color information from the intensity information, making it
easier to identify the pest. Figure 15e shows the application of the AND Filter Operator
to the resulting image after applying the HSV filter. The result is an image highlighting
the segmentation of the stem and the embedded pest. Figure 15f shows the separation
of the pest, the removal of the brown range, and the binarization of the resulting image.
Therefore, for the segmentation of the image, all the pixels that make up the objects be-
longing to the stem and the pest are obtained using the HSV color filter and thresholding.
This method is the most suitable for the treatment of plants, as it allows the elimination of
daylight, avoiding false positives. Since these false positives are interpreted as pests in the
captured image.

On the other hand, the values of the RGB channels are adopted as selection criteria
for both plants and pests. Although there are similarities in color between the stem and
some leaves, the color of the pest can be identified and differentiated so that there are no
restrictions on differences in size, volume, dominance, and shape, but only in phase, as
this pest is initially white and changes to a yellow color as an adult. This color change
represents greater reliability and preservation of the characteristics of the pest in our work,
thus allowing the extraction of the referential percentage index of the pest found, which
subsequently sends this information through the communications system.

3.2.3. Percentage Index of Pest Brightness and Image Processing Time

The percentage pest brightness index and image processing time results are obtained
from the ten tests chosen from the total number of tests analyzed, varying the resolution of
the acquired image. However, as the mean value of the resolution in the analyzed images
was 5084 pixels in high quality, 5100 pixels were set as 100 percent. In addition, the time
required in image processing has a higher capacity in recognizing the pest pixels. On the
other hand, the percentage rates of pest brightness and their processing times for a variation
of image resolution are as follows. L1 represents the percentage pest brightness index for an
image with a resolution of 1920 × 1080 pixels per image, and T1 represents the time needed
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to process this image. Based on the above, L2 and T2 represent the percentage index of pest
brightness and the processing time for an image with a resolution of 1280 × 720 pixels, L3
and T3 represent the percentage index of pest brightness and the processing time for an
image with a resolution of 1024 × 768, and L4 and T4 represent the percentage index of
pest brightness and the processing time for an image with a resolution of 800 × 600 pixels.

(a) Original image (b) Dilated image

(c) Smoothed image (d) Segmented image

(e) Segmented image of pest and stem (f) Pest extraction

Figure 15. System image processing.

Figure 16 shows L1, L2, L3, and L4 as a function of each test. We can see that
L1 > L2 > L3 > L4. This result shows that images captured at a higher resolution detect
more pest pixels. Although the values of L4 vary throughout the tests, they show the
highest percentage. In contrast, L2, L3, and L4 do not differ much in their values, but show
percentages below 50% depending on the image resolution. We can also observe that L4 is
below 50% in two tests. However, this is due to the winds that generate instability of the
physical system, capturing an erroneous image position. In addition, it complies with the
brightness conditions during the image capture process.

Figure 17 shows T1, T2, T3, and T4 as a function of each test. It can be seen that
T1 is much higher than T2, T2 > T3 > T4. Furthermore, T1, T2, T3, and T4 maintain an
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almost stable value for each test. This result shows that the processing time decreases
when the image quality is reduced. However, this reduction in image resolution results
in a loss of recognition of the pest pixels. Although T2, T3, and T4 are lower than T1,
their corresponding L2, L3, and L4 do not exceed 50% and are considered unacceptable for
transmitting information.

This result shows that images captured at a higher resolution detect more pest pixels.
Although the values of L4 vary throughout the tests, they show the highest percentage,
while L2, L3, and L4 do not vary in their values, showing lower percentages depending on
the image resolution.
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Figure 16. Percentage index of pest brightness in each test.
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Figure 17. Image processing time in each test.

3.3. Message Transmission

Figure 18 shows the time taken to send messages to the LoRaWAN network in each
test. It can be observed that the sending time presents a slight variation for each test
performed, giving an average of 14.57 ms, which is within the acceptable range. This result
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is due to the restrictions of using the LoRaWAN protocol infrastructure, such as the size of
the packets to be sent not exceeding 255 bytes and the fact that messages cannot be sent
at every instant. Therefore, the processing of the images is resolved at the node, and a
representative value is extracted, such as the pest percentage index in the plant, which is
approximately 17 bytes. On the other hand, in the transmission of messages by LoRaWAN,
data are sent every 5 min for 2 h from the different images stored in the Raspberry Pi, and
the message sending time is observed, which is 14.57 ms, as mentioned above.
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Figure 18. LoRaWAN message sending time.

3.4. Final Prototype

The final prototype developed and implemented for this study is shown in Figure 19.

Figure 19. The final prototype integrates a Raspberry Pi small-board computer, LoPy microcontroller
from Pycom and a Logitech C920 Full HD Webcam.

Based on all the results, we conclude that the average luminance condition for image
acquisition is set to a value within the range of 36 to 42, with 38 being the most suitable, as
the acquisition of images with high luminance produces false positives. Furthermore, the
acquisition of images with low luminance allows computer vision techniques for image
processing to be used appropriately. On the other hand, the results on image acquisition
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time show that the better the quality of the captured image, the more pest pixels are
detected. However, a lot of time is lost in image processing. Finally, for transporting
messages based on the LoRaWAN protocol over the TTN platform, the transmission of
messages prior to a connection is very short: 14 ms on average. However, the request and
identification procedure increases the connection time.

4. Conclusions

This work has developed and evaluated the design of a communication prototype
applied in precision agriculture. This design detects and monitors the Cotonet pest in crops
by integrating advanced image processing technologies, wireless communication, and IoT
platforms. This study was structured in four stages, each addressing a different aspect of
the proposed system.

The first stage establishes the system model, combining tools such as Raspberry Pi and
the Lopy microcontroller, as well as image processing and LoRa communication techniques.
The choice of these tools and techniques makes it possible to address the specific challenges
of precision agriculture, such as the need for real-time pest detection and monitoring in
large agricultural fields. In the second stage, the lighting conditioning is optimized for
image capture in varying outdoor conditions. The results show that lighting conditions,
weather, and time of day influence the quality of the images captured. We identified clear
days with sunlight and the period from 19:00 to 21:00 h of the day as the optimal conditions
for image acquisition. These conditions improve image quality and processing accuracy.
In the third phase, the communication infrastructure, namely the LoRaWAN and MQTT
protocols, is analyzed in the context of the TTN network architecture. The implementation
of these technologies facilitates efficient data transmission between the system nodes and
the cloud application, despite the limitations of the LoRa protocol in terms of packet size and
transmission frequency. Finally, the fourth step evaluates the performance of the detection
system, including image registration, processing, and data communication. Analysis of
the relationship between image resolution, brightness, and processing time shows that
higher-resolution images (1920 × 1080 pixels per image) provide better detection of pest
pixels (greater than 50% of the pest index) but require longer processing time (28.415 ms
on average). This result emphasizes the need to balance image resolution with system
operational requirements to optimize pest detection efficiency.

In conclusion, the developed system has proven effective pest detection and moni-
toring through a multidisciplinary approach that integrates image processing, wireless
communication, and IoT technologies. However, the system faced several limitations,
including image processing, where the tests were carried out under a particular scheme,
i.e., this research was performed during the summer in a specific schedule where the
behavior of luminosity was studied to achieve optimal results. Similarly, it includes the
transmission of information since the LoRaWAN protocol has limitations regarding the
size of the information frame sent over the channel, as our test bed was limited to sending
packets smaller than 20 bytes, for which we did not analyze distances, bandwidth or energy
consumption. Also, its current application is limited to the detection of a specific pest
(Cotonet), and the extension of the system to other agricultural contexts requires further
development. In summary, limitations include dependence on optimal lighting conditions,
restrictions on communication protocols, measurement of power consumption, in-depth
analysis of transmission parameters, and trade-offs between image resolution and process-
ing time. Concretely, the results provide a solid basis for future research and improvements
in the field of precision agriculture and in optimizing image capture technology and data
transmission efficiency.

5. Future Work

This research opens new lines of study to implement more advanced and adaptive
systems to overcome the current limitations in managing agricultural pest detection, i.e., to
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improve the detection of pest pixels for higher-resolution images without requiring very
long image processing times.

One of these new lines of study is detecting and monitoring pests using more ad-
vanced and adaptive technologies different from those used in this article. On the one
hand, advanced techniques such as convolutional neural networks can be implemented
to improve the accuracy of pest identification and image processing quality. On the other
hand, adaptive systems can be developed that automatically adjust image capture accord-
ing to variations in lighting and environmental conditions. In addition, future work could
consider scalability and real-time application, such as developing adaptive algorithms that
can adjust to dynamic changes in relation to lighting or incorporating multiple pest types
into the detection model for wider agricultural environments. Finally, the system can be
scaled for application in various crops and agricultural contexts, assessing its versatility
and effectiveness. For example, the system can be adapted to identify aphids in vegetable
crops or leaf spot diseases in cereals. For this, the system must be trained based on detecting
specific images with these pests.

These lines of research have the potential to transform precision agriculture through
the integration of technologies and multidisciplinary approaches. The continuation of this
work will provide opportunities to address current constraints, such as limited accuracy in
pest detection, contributing to more efficient and sustainable agriculture in the future.
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