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Abstract: In modern database systems, efficient log management is crucial for ensuring data integrity
and facilitating swift recovery from potential data corruption or system failures. Traditional log
structures, which store operations sequentially as they occur, often lead to significant delays in ac-
cessing and recovering specific data objects due to their scattered nature across the log. ClusteredLog
addresses the limitations of traditional logging methods by implementing a novel logical organization
of log entries. Instead of simply storing operations sequentially, it groups related operations for
each data item into clusters. As a result, ClusteredLog enables faster identification and recovery
of damaged data items and thus reduces the need for extensive log scanning, improving overall
efficiency in database recovery processes. We introduce data structures and algorithms that facili-
tate the creation of these clustered logs, which also track dependencies and update operations on
data items. Simulation studies demonstrate that our clustered log method significantly accelerates
damage assessment and recovery times compared to traditional sequential logs, particularly as
the number of transactions and data items increases. This optimization is pivotal for maintaining
data integrity and operational efficiency in databases, especially in scenarios involving potential
malicious modifications.

Keywords: cluster; database management; log optimization

1. Introduction

In modern database systems, efficient log management is crucial for ensuring data
integrity and facilitating swift recovery from system failures or malicious attacks. Tradi-
tional log structures, which store operations sequentially, often lead to significant delays
in accessing and recovering specific data objects due to their scattered nature across the
log. This paper introduces ClusteredLog, a novel logical organization of log structures that
clusters related operations for each data item, thereby enhancing the speed and efficiency
of data recovery processes.

The importance of efficient damage assessment and recovery in database systems
cannot be overstated, particularly in critical environments such as financial institutions,
healthcare facilities, or air traffic control systems. In these scenarios, quickly identifying and
isolating damaged data is paramount, as prolonged downtime or full system shutdowns are
often not viable options. Traditional methods of addressing data integrity issues frequently
involve scanning entire log files. This approach becomes increasingly time-intensive and
resource-demanding as databases scale and complexity escalates [1–3]

ClusteredLog addresses these challenges by introducing an innovative logical organi-
zation that groups related operations for each data item, creating virtual clusters within the
log structure. This method reduces the need for extensive log scanning and enables quicker
identification and recovery of damaged data items. By grouping related operations to-
gether, our approach addresses the limitations of traditional sequential logs. This approach
proves particularly effective in scenarios involving potential malicious modifications or
system failures.
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Furthermore, ClusteredLog’s design takes into account the realities of modern database
systems, where multiple processes responsible for various tasks append information to logs
concurrently. Our approach maintains the physical sequential nature of log writing while
providing a logical structure that facilitates rapid access to related operations. This balance
ensures that the benefits of clustered organization are achieved without compromising the
fundamental principles of log management in database systems.

The key contributions of this paper include the following:

1. A detailed description of the ClusteredLog data structure and its implementation.
2. Algorithms for creating clustered log structures and performing efficient damage as-

sessment.
3. A comprehensive simulation study demonstrating the performance benefits of Clus-

teredLog compared to traditional sequential logs.

Our results show that ClusteredLog significantly accelerates damage assessment and
recovery times, especially as the number of transactions and data items increases. This
optimization is crucial for ensuring data integrity and efficiency in modern databases,
where quick recovery from failures or attacks is vital. ClusteredLog enables targeted
recovery without full system shutdowns, making it especially valuable in environments
that require continuous operation.

In the following sections, we present the literature review, detail the ClusteredLog
method, explain the damage assessment process, and provide an in-depth analysis of our
simulation results. We conclude by discussing the implications of our findings and potential
future directions for research in this area. This includes considerations for implementation
in various database environments and potential optimizations for specific use cases.

2. Literature Review

The use of logs as a primary data source for anomaly detection in large-scale dis-
tributed systems has been extensively researched. This approach is particularly valuable
because logs provide a rich source of real-time data about system operations, making them
ideal for analysis and anomaly detection. Logs capture detailed runtime information, which
can be processed and analyzed using machine learning techniques to detect anomalies and
reduce manual inspection [4]. For instance, metaheuristic optimization algorithms like Gray
Wolf Optimization and Glowworm Optimization have been employed for clustering log
data, efficiently identifying patterns and anomalies in database queries [5]. Furthermore,
the DIMAQS (Dynamic Identification of Malicious Query Sequences) system employs
real-time monitoring of query sequences to detect ransomware attacks, using Colored Petri
Nets and deep neural networks to model and detect malicious activities [6].

Transaction-level and inter-transaction-level detection methods are vital for enhancing
database security. These methods help identify malicious activities that traditional methods
may overlook. Transaction-level detection employs specification-based approaches to flag
deviations from predefined transaction rules, while inter-transaction-level detection uncov-
ers unusual patterns across multiple transactions through anomaly detection techniques.
This hybrid system reduces false positives and negatives, offering comprehensive protec-
tion [7]. Similar hybrid methods employing role- and behavior-based risk assessments
have been demonstrated to improve database security [8].

Log-based anomaly detection has also been improved through techniques such as
source code analysis and pattern mining. Drill, for example, enhances anomaly detection
in large-scale storage systems by using source code analysis to extract context from log
statements and applying pattern mining to detect deviations from normal behavior [9].
Another study utilizes expectation maximization clustering and sequential pattern mining
to detect intrusive transactions in databases, uncovering recurring patterns that help
differentiate between normal and malicious behavior [10].

Transformer models have shown promise in log anomaly detection for large-scale
storage systems by leveraging pre-trained models on large-scale unlabeled data. These
models improve anomaly detection accuracy by effectively identifying abnormal behaviors
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in complex systems [11]. Additionally, LogGPT uses natural language models like GPT
to model normal log behavior and capture complex patterns and dependencies for more
accurate anomaly detection [12]. In a related development, automated log labeling and
root cause analysis have been advanced through techniques like tokenization, template
extraction, and embedding, enabling systems to process logs more efficiently [13].

Real-time log analysis systems such as LogLens and LogCluster employ clustering
techniques to discover patterns and facilitate efficient log-to-pattern mappings. These
systems cluster similar logs and generate representative log sequences to enhance log
parsing and anomaly detection [14]. Moreover, techniques such as LSTM models have been
used to capture contextual features in log sequences, further improving anomaly detection
accuracy by modeling both sequential and quantitative relationships within logs [15,16].

Several other systems have advanced log analysis for cybersecurity and cloud en-
vironments. For example, CLP (Compressed Log Processor) uses pattern mining and
two-level variable dictionaries to enhance log compression and search efficiency [17]. Sys-
tems like Log2Graphs use graph-based approaches for unsupervised anomaly detection,
representing log sequences’ events as nodes in a graph and capturing temporal and causal
dependencies as edges between events [18]. Another study models web application vul-
nerabilities using graph-based techniques, integrating log analysis with attack pattern
detection through subgraph matching [19]. This graph-based methodology has also been
extended to tasks like template recognition using large log datasets [20].

Tools such as LogAnomaly and LogAssist have contributed to improving log analysis
by employing sophisticated models and pattern extraction techniques. LogAnomaly uses
LSTM networks and Transformer models for both sequential and quantitative anomaly de-
tection, while LogAssist applies log summarization and workflow compression techniques
to reduce the volume of logs and enable efficient analysis [16,21]. The Iterative Structure
Extraction (ISE) algorithm, used in Logzip, enhances log compression by clustering and
discovering hidden log patterns, providing efficient processing of large log datasets [22].

User behavior risk assessment in Zero Trust environments has also emerged as a
critical area for anomaly detection. One study [23] uses log analysis and pattern mining
to detect outliers in user behaviors, grouping similar activities to identify security risks.
Similarly, duplicate logging statements and their relationship to code clones have been
studied to improve logging practices.This research identifies anti-patterns in log design
that can impact maintainability and security [24].

Graph-based incident aggregation for large-scale online service systems focuses on
tracking failure impacts across interconnected services. Dependency tracking is used to
capture relationships between services to identify cascading effects of system failures [25].
In cloud systems, tools like Prism employ clustering strategies to reveal hidden functional
clusters. This enhances observability by processing large volumes of cloud instance data
and uncovering hidden relationships [26].

Multi-source log clustering methods have also been applied to distributed systems,
enabling the clustering of related log statements from different sources. These methods
compare log variables and static elements to cluster logs across distributed systems. This
process identifies common patterns, independent of log format or source [27].

Clustering-based methods like LogMine continue to push the boundaries of log analy-
sis by extracting templates and patterns from large datasets using hierarchical clustering,
tokenization, and type detection [28]. This enables faster and more scalable pattern recogni-
tion, which is crucial for real-time anomaly detection in distributed environments. Other
clustering approaches focus on cybersecurity applications, grouping log sequences to detect
outliers that may indicate security risks. For example, a survey on log clustering methods
highlighted various techniques for detecting anomalies in cybersecurity environments,
providing insight into handling evolving log patterns [29].

Several hybrid methods have emerged to address the challenge of log signature gener-
ation and anomaly detection. A hybrid approach using density-based spatial clustering and
Named Entity Recognition (NER) efficiently extracts log signatures from heterogeneous
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log data [30]. Other methods, like CloudRAID, focus on detecting concurrency bugs in
distributed systems by mining logs to identify problematic message orderings, demon-
strating the versatility of log mining techniques for identifying complex system issues [31].
Another method is TRACEMESH, which uses streaming sampling techniques to cluster
distributed traces in real time [32]. These systems focus on detecting bugs and performance
bottlenecks in large-scale environments, where traditional methods fall short.

Logs play a vital role in damage assessment and recovery, as they provide a detailed
record of transactions that allows for the precise identification of compromised data. A
log-based damage assessment model for fog computing systems is presented in [33] that
utilizes transaction logs to trace the lineage of data affected by blind writes. By analyzing
logs, the model constructs a Blind Write Set (BWSi) and Children Data Set (CDSi) to identify
compromised data items efficiently, enabling rapid recovery. Further exploration of this log-
centric approach is presented in [34], where the blind write lineage model is tested through
a simulation that analyzes transaction logs under various parameters, such as the number
of transactions and blind writes. The study demonstrates the model’s effectiveness in using
logs to quickly assess damage and initiate recovery, outperforming traditional methods.

In [35], two models are presented for preventing insider threats: a log-based model
and a dependency graph-based model. The log-based model tracks all operations on data
items and employs a threshold mechanism to limit modifications. If changes exceed these
thresholds, the model triggers a verification process to examine the transactions. And
this enables real-time detection of suspicious activities. Together, these models enhance
security by mitigating risks from malicious updates and improving accountability within
the database system.

Additionally, ref. [36] utilizes multiple agents for parallel damage assessment and
recovery using versioned data items based on timestamps. By linking update expressions
to specific data item versions, the approach minimizes log access and focuses on identifying
only damaged versions for recovery. This targeted method avoids unnecessary operations
on unaffected transactions, enhancing efficiency and precision in damage assessment and
recovery while reducing system downtime and maintaining data integrity.

Furthermore, ref. [37] involves creating three graph representations of the system
(Possible Paths Graph, Active Paths Graph, and Damage Spread Graph), using adjacency
and time–frequency matrices to model data dependencies and update frequencies. The
approach employs algorithms to estimate damage spread based on minimum update
frequencies, assess actual damage, and prioritize data object repairs using criticality, repair
time, and centrality metrics. This model allows for quick damage assessment, efficient
recovery scheduling, and the ability to make unaffected parts of the system accessible
during the recovery process.

Recent research has explored novel approaches to optimize damage assessment and
recovery processes in large-scale cloud databases. Ref. [38] proposes a model that acceler-
ates damage assessment and recovery of large, interdependent datasets in cloud systems
by quickly categorizing data items into three zones: damaged, undamaged, and gray
(uncertain). This is achieved through a directed graph representation of data dependencies,
analysis of update timestamps, and a zoning procedure. The model first identifies and
releases undamaged data for immediate use, then determines damaged items, and finally
subjects items in the gray zone to detailed assessment. This approach allows for faster
resumption of critical operations while damage assessment and recovery continue, optimiz-
ing the process compared to traditional methods that require comprehensive assessment of
all data items from the start.

Ref. [39] provides a high-performance transition-dependency-based damage assess-
ment technique that saves the dependencies between transactions using a matrix. They
simply used one matrix; therefore, no additional data structures were required. According
to the experimental data, the transaction dependence strategy using a matrix performs well.
In order to reduce time, they sacrifice a small amount of memory in their algorithm. The
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attacker’s purpose is usually denial of service. As a result, they concentrate on shortening
the recuperation procedure.

Additionally, the authors of [40] proposed a hash-based assessment and recovery
model for healthcare management systems, offering a novel approach to minimizing service
disruption caused by malicious transactions or data corruption. By utilizing a hash table as
the primary data structure, the model achieves fast access and search times, significantly
improving the efficiency of damage assessment and recovery processes. The damage
assessment algorithm employs a transaction dependency paradigm to categorize affected
transactions, while the recovery algorithm strategically undoes malicious transactions and
re-executes affected ones.

On the other hand, ARIES (Algorithm for Recovery and Isolation Exploiting Seman-
tics) [41] is a pioneering transaction recovery method using write-ahead logging, fine-
grained locking, and partial rollbacks. It employs LSNs to track page states and logged
updates, enabling a “repeating history” recovery approach. Unlike ARIES, our approach
optimizes log structures specifically for faster data recovery and integrity management in
database systems, utilizing advanced clustering and pattern mining techniques to improve
efficiency and reduce recovery time.

In summary, advancements in log analysis techniques, such as clustering, deep learn-
ing, and graph-based modeling, have significantly improved the detection of anomalies,
malicious transactions, system vulnerabilities, and damage assessment and recovery. These
methods form the backbone of modern database intrusion detection systems, offering
scalable, accurate, and efficient solutions for ensuring database security.

3. ClusteredLog Method

The model we intend to develop focuses on organizing logs to facilitate swift access to
operations performed on data objects. Without an effective logging mechanism, it becomes
exceedingly difficult to determine precisely what occurred and how to recover from any
issues. Therefore, it is imperative to store detailed information about the program logic to
ensure accurate recovery of affected systems.

However, logs are typically sequential files, and multiple processes responsible for
various tasks append information to them. As a result, details regarding operations on
specific data objects tend to be scattered throughout the log. Consequently, retrieving a
particular set of (potentially damaged) data objects requires accessing different parts of the
log, leading to significant delays.

To address this challenge, we plan to implement a logical organization of the log. This
approach involves logically structuring the log so that all related information is stored
together. The log is physically stored on a disk, with information about a specific object
possibly fragmented across the log. Our goal is to create a logical structure that allows
related operations to be collected and stored sequentially. This optimization will facilitate
faster access to relevant information when needed.

Figure 1a,b illustrate the concept. Figure 1a displays the original physical structure of
a log, indicating the locations of operations on three objects: x, y and z. It is worth noting
that operations on a particular data object are not conducted in a single transaction but
rather by multiple transactions at different points in time.

Our plan involves designing a logical structure like the one depicted in Figure 1b,
which organizes all related operations sequentially. Importantly, our objective is not to
duplicate the log structure, which would require additional space and time. Instead, we
aim to devise the necessary data structures and algorithms to establish the logical structure,
thereby facilitating a faster recovery process.

In an operating system, finding information and starting to write wherever space is
available does not guarantee an increasing or sequential order of data storage. When a page
becomes full, the system searches for an available page to write data, but these available
pages may not be in increasing order. For instance, if a file is deleted from page number 6,
that page becomes available for use. When new data need to be written, the system looks
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for available pages wherever they may be and jumps there. Availability of pages is not in a
particular sequence because users delete files in various orders. For example, a user might
delete a file created a month ago, then one created today, and later one created 10 days
ago. However, it is important to note that the page numbers mentioned here are logical
identifiers, not physical page addresses. Therefore, mapping is necessary to determine
the exact physical page addresses corresponding to logical page numbers. This mapping
ensures that the system can locate the appropriate physical page for data storage based on
its logical identifier. Fortunately, creating this mapping is relatively straightforward.

X Y Z Y Z Y Z X
(a)

X X Y Y Y Z Z Z
(b)

Figure 1. (a) Physical log structure showing locations of related operations on various objects
(b) Logical log structure showing related operations on various objects.

So let us consider the following log structure based on the operations that occurred in
the graph.

The graph in Figure 2a shows that transaction T1 wrote x at time t1. Then, T4 read x at
time t4, wrote a at time t5, and so on. In the log structure below, the write operation on
data item x in T1 is represented as W1[x]. Similarly, the read operation on x and the write
operation on a in T4 are represented as R4[x]W4[a], and so on.

x
T1

t1

ct7 at5

y
T2

t2

xt9

bt12

b

T1

t6

t3T3 t4 T4 t8 T5

t10
T6t11T6

(a)

Transactions’ operations W1[x] W2[y] R3[x] R4[x] W4[a] W1[b] W3[c] R5[y] W5[x] R6[x] R6[a] W6[b]
page P1 P2 P3

(b)

Figure 2. (a) Transactions in a graph structure. (b) Transactions in traditional log structure.

The log structure operates such that each transaction is sequentially recorded as they
are executed, irrespective of their sequence. For instance, in T1, data object x is written
blindly, meaning it updates x without reading any other data item. Similarly, transaction
T2 executes a blind write operation on data object y. These and subsequent operations
are all recorded within the first page of the log structure. Conversely, after page 1 is filled
up, on page 2, transaction T4 involves reading data object x to update a, and then, again
transaction T1 occurs to blind write b, demonstrating a sequential flow of operations in the
log which are logged in sequential ordered logical pages. These operations can be better
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understood by using the graph structure in Figure 2a. These sequential logical pages are
mapped to a physical page address.

Clustered data in the context of databases refers to the way data are physically orga-
nized and stored on disk to enhance performance for certain types of queries and operations.
This paper employs a similar approach, where our primary focus is to create a cluster for
each written data item. As transactions progress, this cluster details every update operation
on the item, including the data items read to make each update on the clustered data item
and when they were read. Additionally, it records the other data items that were updated
based on those versions, along with the timestamp when those versions were read. For
example, as shown in Figure 2a, the cluster of data item x will include all the reading
operations that have been used to update x. For instance, data item x was written at time t9
and appears on page 3 of the log. Since a transaction wrote x after reading y, x is a function
of y, that is, x = f (y), which means the value of y was used to update x. However, this
version of x was used to update data item b after reading x at time t10. All this information
is included in this data structure.

This clustering technique is pivotal for tracking the updates and dependencies of data
items, especially in scenarios involving potential malicious modifications. By organizing
data in clusters, we can efficiently monitor and manage the integrity and recovery of data
items within the database.

We will also include the page number where the cluster data item was written. The
page number will be useful in understanding the formula used for the update. This is
important because, while we record that a data item was written after reading data item x,
the specific formula used for the update will be found in the log. Thus, having the page
number will allow us to directly locate and verify the formula, enabling us to recalculate
with the newly recovered values. It must be noted that there would be multiple cluster
structures for each written data item.

Before it is explained with an example, let us check the cluster structure.

Read data: data items which
are used to update cluster data
item (could be multiple)

Cluster data: data items that
have been written

Written data: data items read-
ing the cluster data item (could
be multiple)

Time when they were read Time when it was written Time when the cluster data
was read

Ps. If cluster data item is
blindly written then this part
will be empty

Page number where it is writ-
ten

Keeping this in mind, in the previous example, if we consider x as the cluster data
item then for x, the cluster structure will be as follows:

Read data Cluster data Written data

x time: t1 page: 1 c time: t3 a time: t4

y time: t8 x time: t9 page: 3 b time: t10

This list is created in real time as transactions occur. When a transaction reads a data
item to write another data item, it is added to the table in the above format. Here, in the
above example, it is seen that x was written at time t1 and appears on page 1 since it was a
blind written data item, so nothing was read to modify x. But that version of x was used to
update c after reading x at time t3, and for data item a, the reading time of x is t4.

The cluster data structure can be persisted to non-volatile storage at regular intervals,
e.g., hourly, to facilitate efficient recovery in case of system failure. In the event of data loss,
the cluster state can be reconstructed using two approaches:

1. Restoration from the most recent persistent snapshot;
2. Complete regeneration from the initial state.
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The periodic persistence of data clusters to non-volatile storage represents a criti-
cal strategy for ensuring data resilience and facilitating efficient recovery in distributed
database systems. This approach implements a hybrid recovery mechanism that combines
snapshot-based restoration with incremental log replay. At predefined intervals, typically
hourly, the system captures and persists the current state of data clusters to disk storage,
creating recovery points. In the event of a system failure, the recovery process initiates by
restoring the most recent persisted cluster state, which serves as a baseline. Subsequently,
the system applies an incremental replay of log entries generated since the last persistence
point, effectively reconstructing the delta of changes.

For instance, if cluster snapshots are saved hourly and a failure occurs at 3:30, the
system can restore the cluster state from the 3:00 snapshot. Subsequently, it can replay and
recluster and regenerate the log entries generated between 3:00 and 3:30 to reconstruct
the lost 30 min of cluster data. This approach balances recovery speed with data recency,
allowing for rapid restoration of the bulk of the cluster state while ensuring minimal data
loss through incremental reconstruction of the most recent time period.

This method optimizes the trade-off between recovery time and data loss by leveraging
both bulk state restoration and fine-grained log replay. The frequency of cluster persistence
can be tuned based on system requirements, balancing storage overhead against potential
data loss. Furthermore, this approach enables parallel processing during recovery, as the
bulk of the data can be quickly restored from the persisted state while the incremental
changes are reconstructed concurrently. The technique also facilitates point-in-time recovery
capabilities, allowing administrators to restore the system to any state between persistence
points by selectively applying log entries. Overall, this hybrid persistence and recovery
strategy enhances system resilience, minimizes downtime, and provides flexible recovery
options in large-scale distributed database environments.

For creating those clustered data structures, Algorithm 1 will now be explored.

Notations used in Algorithm 1

• i-th transaction (Ti): A specific transaction that occurred at the i-th position in the
sequence of transactions.

• Tj: A specific transaction that occurred at the j-th position where j ̸= i.
• Cluster (Cx): A data structure (likely a hash table or key-value store) that stores data

items and their associated metadata. So, for each data item x, Cx = {(x, wtx)|x is the
clustered data and wt[x] is the timestamp of the write operation on x}.

• Ri[x]: Reading operation on data item x in transaction Ti.
• Wi[y]: Writing operation on data item y in transaction Ti.
• ReadingList (RLTi ): A list (or similar data structure) associated with each transac-

tion to store read data items and their timestamps. That is, the i-th transaction Ti,
RLTi = {(x, rt[x])|x is the data item that is read to update another data item y and
rt[x] is the timestamp of Ri[x]}.

• WritingList (WLTi ): A list (or similar data structure) associated with each transaction
to store written data items and their timestamps. That is, for the i-th transaction Ti,
WLTi = {(y, wt[y], p)|y is the data item that is modified, wt[y] is the timestamp of
Wi[y], and p is the page number of the log where the modification happened}.

• Cluster structure:

– Read Data Column (RD)
– Cluster Data Column (CD)
– Written Data Column (WD)
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Algorithm 1 Creating Clustered Data Structures

1: Initialize Cluster as an empty dictionary
2: Initialize ReadingList (RLTi ) for each transaction
3: Initialize WritingList (WLTi ) for each transaction
4: for each page in log do
5: for each operation do
6: if the operation is Ri[x] then
7: if RLTi does not exist then
8: Create RLTi
9: Append [x, rt[x]] to the RLTi

10: else
11: Append [x, rt[x]] to the RLTi
12: end if
13: end if
14: if operation is Wi[y] then
15: if WLTi exists then
16: Go to step 20
17: else
18: Create WLTi
19: end if
20: Append [y, wt[y]] to WLTi
21: if cluster Cy exists then
22: Go to step 26
23: else
24: Create Cy in Cluster
25: end if
26: Append RLTi to RD
27: Append WLTi to CD
28: for each data item in RLTi do
29: if cluster Cx exists then
30: if tCD < rt[x] < wt[y] then
31: Append [y, rt[x]] to WD
32: end if
33: end if
34: end for
35: RLTi = ∅
36: WLTi = ∅
37: end if
38: if operation is a commit operation then
39: Delete RLTi and WLTi for committed Ti
40: Finalize and store clusters for the transaction
41: end if
42: end for
43: end for
44: Return Cluster

Comment: From the example in Figure 2a,b, it can be observed that the clustering
process begins by processing Page 1 (P1) transactions sequentially. For the initial writing
operation in Transaction 1, a W LT1 is created and populated with [x, t1] according to step
14. Then, the Algorithm 1 , according to step 21, checks for the existence of Cx. Since Cx
does not exist, it is created (step 24), and RLT1 (step 26) is appended which is an empty
list since x was blindly written here; W LT1 is checked, resulting in [x, t1] being added
to the Cluster Data (CD) column. Subsequently, for W2[y], another Writing List W LT2 is
established, and [y, t2] is appended. The next transaction prompts the creation of Reading
List RLT3 according to step 7, which includes [x, t3]. Moving to Page 2 (P2), Transaction 4 is
processed by creating both RLT4 and W LT4 , incorporating [x, t4] and [a, t5], respectively.
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This systematic process continues for each subsequent transaction, gradually forming
the desired clusters based on the read and write operations performed on various data
items across different transactions.

In step 30, the timestamp of the existing Clustered Data (CD) is compared with
two other time values: the read time of data item x, denoted as rt[x], and the update
time of another data item y that occurred after reading x, denoted as wt[y]. The most
recent CD timestamp that is still earlier than both rt[x] and wt[y] is selected. And then,
the pair [y, rt[x]] is added in the corresponding Write Dependency (WD) column of the
clustered data.

This process ensures that the correct sequence of events is captured, as a data item can
only be read and subsequently used to update another item after the clustered item has
been updated. Consequently, the most recent clustered data item will have a timestamp
that precedes both its read time and the update time of any data item that depends on it.

4. Damage Assessment

Definition 1. (Damaged data item list): Whenever we encounter a new data item that has been
written using a damaged data item, we will add it to our damaged data item list. For example,
in the cluster structure of Figure 2a, if we find that x in transaction T1 is malicious, a and c are
consequently affected. And in sequence, when we jump to both a and c cluster, we see b is dependent
on a. So, in turn, b is also affected. Thus, the damaged data item list would be {x, c, a, b}.

It is important to note that we are not including the later updated x in T5. As from the
cluster structure, we see that the later x was recovered by being updated using y which
was not damaged. Let us check all the cluster structures for all the cluster data items. And
for visual representation, we color damaged data items grey.

x Cluster structure:

Read data Cluster data Written data

x time: t1 page: 1 c time: t3 a time: t4

y time: t8 x time: t9 page: 3 b time: t10

y Cluster structure:

Read data Cluster data Written data
y time: t2 page: 1 c time: t3

a Cluster structure:

Read data Cluster data Written data
x time: t4 a time: t5 page: 2 b time: t11

b Cluster structure:

Read data Cluster data Written data
b time: t6 page: 2

x time: t10 a time: t11 b time: t12 page: 3

c Cluster structure:

Read data Cluster data Written data
x time: t3 c time: t7 page: 2 b time: t11

Graph representation is used here to understand this better. A graph has been shown
to understand and build the table for cluster structure. But the graph representation is not
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used for various reasons. Firstly, because the graph representation is not available, only
the log is accessible. The question arises as to why the graph should not be constructed
from the log instead of building this cluster structure. This is because although graphs
are easier to understand, implementing graphs is harder and finding the exact location
of a damaged data item is more time-consuming than our method. And from the new
structure, finding the summary of information is much easier. For instance, it allows us
to quickly determine the number of different versions of data item x that were affected,
along with the specific time intervals during which the damage occurred. Additionally,
we can readily identify when x was recovered, when it was initially compromised, and
the duration of its damaged state. All this critical information is easily accessible within
our proposed structure, enhancing the overall efficiency of data integrity management and
recovery processes.

Now, we delve into the next Algorithm 2 which is for the damage assessment.

Notations used in Algorithm 2

• DDL (DamagedDataList): List to store damaged data items and their timestamps. So,

DDL = {[u, wt[u]] | u is the damaged data item and wt[u] is the write time stamp}

• PDL (PropagatedDamagedList): List to store propagated damaged data items and related
information. So,

PDL = {[v, rt[u]] | v is the propagated damaged data item and rt[u] is the time stamp when data itemu was read to update data item v}

• Cluster (Cx): A data structure (likely a hash table or key-value store) that stores data
items and their associated metadata. So, for each data item x,

Cx = {(x, wt[x]) | x is the clustered data and wt[x] is the time stamp of the write operation of x}

• Tm: malicious transaction identified by IDS.
• Cluster structure:

– Read Data Column (RD)
– Cluster Data Column (CD)
– Written Data Column (WD)
– p = page number

Algorithm 2 Damage Assessment

1: Find the Wm[x] in the transaction Tm
2: Append the [x, wt[x]] in the DDL
3: if cluster Cx exists then
4: Find [x, wt[x]] in CD
5: if WD exists then
6: Append [v, rt[x]] in the PDL
7: if cluster Cv exists then
8: Check RD for [x, rt[x]]
9: if matched then

10: From column CD find [v, wt[v]]
11: Append [v, wt[v]] in the DDL
12: if WD exists for [v, wt[v]] then
13: Go to step 6
14: end if
15: end if
16: end if
17: end if
18: end if
19: Return DDL
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Comment: In Figure 2a,b, if the malicious transaction is T1, identified by the intrusion
detection system (IDS), the process begins by reviewing the log to locate data items x and b
that were written in T1 (step 1). According to step 2, [x, t1] and [b, t6] are added to the DDL.
These items are then traversed one by one, starting with [x, t1]. The cluster Cx is checked,
and [x, t1] is searched within the Cluster Data (CD). The Written Data (WD) for [x, t1] are
also reviewed, which reveal that data items c and a were written after reading x. As a
result, [c, t3] and [a, t4] are added to the Propagated Damage List (PDL) according to step 6.
Next, cluster Cc is checked in Step 8, and the Reading Data (RD) of cluster Cc is searched
for [x, t3]. Upon finding this in RD, the CD is checked and cluster data [c, t7] is found,
which is then added to the DDL. For data item c, step 6 through step 13 is not repeated
because the WD of [c, t7] is empty. This process tracks how the malicious transaction’s
effects propagate through the cluster dependencies, identifying the impacted data items
along the way.

5. Simulations Results

In our simulation study, we considered three variables, which are as follows:

1. Number of Transactions: This represents the quantity of transactions executed per experiment.
2. Number of Data Items: This denotes the total count of data items utilized per experiment.
3. Maximum Number of Operations per Transaction: This parameter defines the highest

number of individual operations (such as read or write) that can be performed within
a single transaction.

For consistency, we maintained the following base values throughout the experiments:

• Number of Transactions = 2000
• Number of Data Items = 500
• Maximum Number of Operations per Transaction = 5

In each scenario, one variable was manipulated while the others were kept constant.
The program was run 25 times for each scenario, and the average number of operations
was determined from the log. This calculation was performed for both the clustered log
method and the traditional log method after the identification of the malicious data item.

In a typical database scenario, operations are stored in a log file. However, the
sequential nature of the log file introduces a bottleneck, which significantly slows down
operations. This slowdown occurs because files and logs are stored on secondary disks,
and as the log is sequential, disk access is required for reading operations, resulting in a
slower process. The objective is to minimize the number of such readings, as reducing
these operations leads to quicker recovery times. To demonstrate that the clustered log
accelerates damage assessment compared to the normal sequential log, a comparison is
made between the average number of data items checked and the average number of pages
examined in both the clustered log and the traditional log.

In our analysis, a logarithmic scale has been applied to the Y-axis of the chart. This
chart plots the average number of data items to be read and the average number of pages
to check in both clustered and traditional logs. The analysis considers varying numbers of
transactions, varying numbers of data items, and varying maximum numbers of operations
per transaction. The use of a logarithmic scale, where each increment represents a tenfold
increase, allows for a clearer visualization of the proportional differences and growth
patterns between the two logging methods since the differences might not be as evident on
a linear scale.

5.1. Varying the Number of Transactions

In this scenario, the number of transactions is varied, ranging from 500 to 4000, while
keeping the other variables (number of data items and maximum number of operations
per transaction) constant for both cases of average number of data items to be read and
average number of pages to be accessed.
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5.1.1. Average Number of Data Items to Check

The comparison highlights the efficiency of the clustered log approach in managing
dependencies between data items (Figure 3). While the traditional log method shows a
gradual increase in the amount of data items read as the number of transactions increases,
the clustered log method needs to read a much lower number of data items. This trend
is attributed to the rising number of transactions, which results in a greater number of
dependencies among data items. Consequently, this leads to increasing number of data
items in each cluster. This efficiency is due to the ability of the clustered log to quickly
identify dependencies, avoiding the need to sift through the entire log, which is a limitation
of the traditional approach.

Figure 3. Numberof data items to check when the number of transactions increase.

5.1.2. Average Number of Pages to Check

Similar to the pattern observed with the average number of data items, the average
number of pages examined follows a similar trend in Figure 4. In the clustered log method,
data items are grouped together, and each cluster includes the page number where the items
are recorded. This is the reason why our method allows for direct access to specific pages
identified in the clustered log, eliminating the need to scan each page to find dependent
data items. This targeted approach greatly accelerates the damage assessment process, as
the traditional method of navigating through multiple pages is time-consuming.

Figure 4. Number of pages to access as number of transactions increase.



Electronics 2024, 13, 4723 14 of 19

5.2. Varying the Number of Data Items

In this scenario, the number of data items is adjusted, ranging from 200 to 1000, while
the other variables (Number of transactions and Maximum number of operations per
transaction) are kept constant.

5.2.1. Average Number of Data Items to Check

As the number of data items increases, the data-item-to-transaction ratio becomes
higher. Consequently, interdependencies among data items decrease, which is reflected in
the downward trend observed in the graph in Figure 5 for our clustered method. In contrast,
in the traditional method, the trend remains constant, but the time taken is significantly
longer due to the greater number of data items that need to be checked compared to
our method.

Figure 5. Number of data items to check as the number of data items in the database increases.

5.2.2. Average Number of Pages to Check

Similar to the previous case, a downward trend is observed in Figure 6 as well. As
the number of data items increases, interdependencies among them decrease, leading to a
reduction in the number of affected data items. Consequently, this results in fewer pages
needing to be traversed.

Figure 6. Number of pages to access as number of data items in database increases.
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5.3. Varying the Maximum Number of Operations per Transaction

In this scenario, the maximum number of operations per transaction are adjusted,
ranging from 2 to 12, while keeping the other variables (number of transactions and number
of data items) constant.

5.3.1. Average Number of Data Items to Check

Increased dependencies result in larger clusters, which means more data items are
included within each cluster. Consequently, a greater number of data items are affected
by the damaged items, leading to the observed upward trend in the graph in Figure 7.
In traditional logs, the increase is much less pronounced compared to our log structure.
This is because, in traditional logs, one must scan through the entire log, resulting in less
variation in the number of data items processed. In contrast, our method shows a more
noticeable upward trend due to its efficient handling of dependencies, which leads to a
more pronounced increase in the number of affected data items.

Figure 7. Number of data items to check as number of max operations per transaction increases.

5.3.2. Average Number of Pages to Check

The average number of pages to check shows a similar trend (Figure 8) to the previous
case. As the maximum number of operations increases, more dependencies are created,
necessitating the traversal of additional pages. This is because a higher number of data
items and dependencies often means that these items are spread across different pages,
requiring more pages to be checked. In traditional logs, the number of pages checked
remains relatively stable due to the constant number of data items, but it is still significantly
higher compared to the clustered log structure.

Figure 8. Number of pages to access as number of max operations per transaction increases.
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6. Discussion

The ClusteredLog approach introduced in this paper represents a significant advance-
ment in log management for database systems, particularly in scenarios requiring fast
efficient data recovery and integrity management. Our research demonstrates several key
findings and implications.

6.1. Efficiency in Data Recovery

ClusteredLog’s logical organization of log structures significantly reduces the time
required for damage assessment and recovery. By clustering related operations for each
data item, our method enables quicker identification and recovery of damaged data items
compared to traditional sequential logging methods.

6.2. Scalability

The simulation results show that ClusteredLog’s performance advantage becomes
more pronounced as the number of transactions and data items increases. This scalability
is crucial for modern database systems that handle large volumes of data and transactions.

6.3. Dependency Management

ClusteredLog’s ability to track dependencies between data items proves particularly
effective in scenarios involving complex transaction structures. This feature allows for more
accurate and efficient propagation of damage assessment, which is critical in maintaining
data integrity.

6.4. Trade-Offs and Considerations

While ClusteredLog offers significant improvements in recovery time and efficiency, it
is important to note potential trade-offs:

• Implementation Complexity: The logical clustering approach may require more
complex implementation compared to traditional sequential logging.

• Storage Overhead: Although not explicitly measured in our study, the clustered
structure might introduce some storage overhead, which should be evaluated in
future work.

7. Conclusions

The ClusteredLog approach introduced in this paper represents a significant advance-
ment in log management for database systems, particularly in scenarios requiring efficient
data recovery and integrity management. Our research demonstrates that by implementing
a logical organization that clusters related operations for each data item, we can significantly
reduce the time required for damage assessment and recovery. This efficiency is crucial in
modern, mission-critical database environments where system downtime or data integrity
issues can have severe consequences. The simulation results show that ClusteredLog’s
performance advantage becomes more pronounced as the number of transactions and data
items increases, highlighting its scalability for modern database systems handling large
volumes of data and transactions. The method’s ability to track dependencies between data
items proves particularly effective in scenarios involving complex transaction structures,
allowing for more accurate and efficient propagation of damage assessment. While Clus-
teredLog offers significant improvements in recovery time and efficiency, it is important to
note potential trade-offs, such as implementation complexity and possible storage overhead,
which should be evaluated in future work. Overall, ClusteredLog represents a promising
solution to the challenges of efficient log management in modern database systems, paving
the way for more robust and responsive data recovery mechanisms. In this study, we em-
ployed simulation-based evaluation methods, necessitated by constraints in computational
resources and time. However, we acknowledge the significant advantages that could be
gained from leveraging standardized benchmark datasets to enhance the robustness and
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generalizability of our findings. Although integrating such datasets lies beyond the scope
of this work, it represents a promising direction for future research initiatives.
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