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Abstract: A key aspect in evaluating the performance of a UAV or its swarm is reliability. The
reliability is calculated based on various mathematical models. Traditionally, Binary-State System
(BSS) models, which assess two states—operational and faulty—are employed. However, some
studies suggest using a Multi-State System (MSS) model, which allows for a detailed analysis by
considering multiple states beyond just operational and faulty. Both mathematical models allow for
the evaluation of Unmanned Aerial Vehicle (UAV) swarms based on availability, which is considered
as a probability of swarm mission implementation. There is one more similar assessment computed
based on MSS, which is named the probabilities of the performance level. There are not any recom-
mendations for applications of these mathematical models and assessments for reliability analyses
of UAV swarms. This paper introduces a comparative study on the availability of UAV swarms
using both BSS and MSS models and the probability of performance levels of UAV swarms. This
study provides quantitative and qualitative recommendations to exploit these mathematical models
and assessments for UAV swarms according to computational complexity and informativeness. The
comparative analysis shows that the evaluation of UAV swarm failure should be based on BSS, and
the analysis of operation states should be implemented based on probabilities’ performance levels
instead of swarm availability. These results are confirmed by quantitative and statistical examinations
of UAV swarms of different types based on both BSS and MSS. The number of UAVs is changed from
2 to 20 in these examinations.

Keywords: availability; structure function; k-out-of-n system; series system; binary-state system;
multi-state system; UAV swarm

1. Introduction

The efficiency of UAV and UAV swarm exploitation depends on various aspects and
properties. One of them is the reliability of the UAV swarm. The reliability of a UAV swarm
or any other object is computed based on a mathematical model [1,2]. The elaboration of a
mathematical model is caused by the analysis goals, information about an object, initial
data, and resources for its elaboration and evaluation.

All mathematical models, and for UAV swarms too, can be divided into two types:
a Binary-State System (BSS) and Multi-State System (MSS) [3]. BSS allows us to consider
two states in the performance of UAV swarms and states of its components (UAVs): failure
and action. MSS is a mathematical model that can involve considering several performance
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levels of a swarm and its UAVs. The reliability analysis of a system (in this study, a UAV
swarm) based on MSS provides a detailed evaluation. However, this analysis’s compu-
tational complexity is higher than the reliability analysis based on BSS [3,4]. Therefore,
the first step of a mathematical model for reliability analysis development is to have some
recommendations for the choice between MSS and BSS. The choice between BSS and MDD
depends on evaluated system specifics [1–3]. There are studies of UAV swarm reliability
analyses based on BSS [5–7] and MSS [8–10]. However, the recommendations for the choice
between these mathematical models are absent. These studies consider the problems of
UAV swarm reliability in monitoring [5,8], reliability of different structures and topologies
of a UAV swarm [7,9], reliability analyses of sensors of a UAV swarm [6,8], and reliability
of intelligent UAV [10]. In these studies, the comparison, and reasonableness, of using one
or another model was not carried out. Only in the conclusion of paper [9] it was mentioned
that the effectiveness of using the availability assessment for MSS is debatable since the
result is equivalent to the result of the availability analysis of a UAV swarm based on the
BSS. At the same time, the computational complexity of a reliability analysis based on MSS
is significantly higher than in the case of BSS use. The decision of this problem is possible
by the comparison of reliability assessments computed based on both mathematical models
BSS and MSS, these assessments’ informativeness and usefulness, and their calculation’s
computational complexity.

This study compares MSS- and BSS-based mathematical models for a reliability analy-
sis of UAV swarms. This comparison is implemented for the mathematical representation of
a UAV swarm by a structure function. The structure function maps all components’ states
to the system performance levels [3,4]. The number of performance levels for BSS is two
and for MSS, it is n (n > 2). So, a structure function indicates a UAV swarm’s performance
level depending on UAV states and other components of a swarm (for example, control unit,
mobile platform, and others [11]). Indices and measures for swarm reliability evaluation
can be computed based on a structure function, and they are availability, reliability, failure
rate, and importance measures [4,12]. The availability is a basic evaluation of systems;
therefore, it is considered for the UAV swarm analysis in this paper.

The availability of BSS is defined unambiguously for the system as a whole [12,13].
According to studies [3,4], this assessment has several interpretations for MSS: availability
of a performance level and probability of the performance level. Therefore, the availability
and probabilities of the performance level for MSS are considered in this paper for the
comparative analysis instead of availability only. Availability of BSS and availabilities
and probabilities of MSS performance levels are considered and compared for the UAV
swarm. The goal of this comparison is to propose the appropriate recommendations for
the availability analysis of UAV swarms based on mathematical models, both MSS and
BSS. The comparison of these mathematical model efficiencies for the reliability analysis
of a UAV swarm is implemented firstly in this paper. The novelty of this paper should be
considered according to two domains (reliability assessment and UAV swarm analysis):

• The contribution to reliability analyses is the comparison of BSS and MSS for the same
systems, which are UAV swarms of different types. The comparison is implemented
for their availability assessments. Availability of BSS and MSS and the probability of
the performance level of MSS of swarms are taken into consideration. The similarity of
these assessments and the computational complexity of their calculation are analyzed.

• The contribution of this study to the drone exploitation domain is the definition of
recommendations in the mathematical model choice for the evaluation of the failure
and active states of drone UAV swarms. It will allow for the simplification of the
reliability analysis process of the UAV swarm and reduce computing resources for
this analysis.

The work is organized as follows. The analysis of relevant investigations in the
reliability analysis of UAV swarms is considered in Section 2. Section 3 introduces the basic
mathematical models of BSS and MSS in the reliability analysis of UAV swarms. Section 4
presents the results of a comparative analysis of the assessments of availability and the
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probability of the UAV swarm performance level based on experimental studies and a case
study. Section 5 provides recommendations and specifics for using each of the assessments
and mathematical models of BSS and MSS.

2. Reliability Analysis of UAV Swarms: Related Studies

UAV applications are extremely developed at present and the areas of UAV exploita-
tion are expanding permanently [14–17]. It should be noted that not only is the number
of applications expanding for individual UAVs but also that options for using swarms of
UAVs are increasingly being considered [5–7]. Researchers consider various aspects of
UAV and UAV swarm development and use. One important aspect is reliability analyses
of UAVs, their component, and UAV swarms [18–20]. There are studies of UAV swarm
mission implementation [8,21,22]. In study [7], it was shown that the investigation of the
reliability of individual UAVs and their components is dominant and the reliability of
the UAV swarm is considered in 4% of all publications in UAVs’ reliability analysis. The
methods for analyzing the reliability of UAVs and their components differ from those used
for UAV swarms. Typically, when conducting a reliability analysis of a UAV, its structure
and the interrelations of its components are clearly defined. However, when evaluating
a UAV swarm, its structure is not as clearly defined. This leads to the use of different
mathematical models for the reliability analysis of these two objects, and consequently,
different methods for their quantification. The review of methods of a UAV reliability
analysis is in [14,17,18]. Examples of reliability analyses of UAV swarms can be found
in [5–10].

Authors of studies [7,22] introduced taxonomy for UAV swarm reliability analyses.
This taxonomy takes into consideration such factors of a UAV swarm reliability analysis as
topology, heterogeneity, and redundancy.

According to this taxonomy in studies [7,22], eight typical structures of a UAV swarm
have been defined and considered:

• Homogenous irredundant UAV swarm with decentral control (HoID);
• Homogenous irredundant UAV swarm with central control (HoIC);
• Homogenous redundant UAV swarm with decentral control (HoRD);
• Homogenous redundant UAV swarm with central control (HoRC);
• Heterogenous irredundant UAV swarm with decentral control (HeID);
• Heterogenous irredundant UAV swarm with central control (HeIC);
• Heterogenous redundant UAV swarm with decentral control (HeRD);
• Heterogenous redundant UAV swarm with central control (HeRC).

UAV swarms are homogenous if all UAVs have equal parameters from the point
of view of reliability; first of all, it is the frequency of a fault or probabilities of UAV
breakdown [21,23]. UAVs of different types form heterogenous UAV swarms [24,25]. Each
of these types can be irredundant (non-redundant) or redundant swarms [26,27]. The
problem of redundancy is one of the most important in reliability engineering, which is
considered as active redundancy and standby redundancy [27]. Standby redundancy can
be categorized into three types: hot, cold, and warm standby sparing. Hot standby sparing
acts as a failover mechanism to ensure system configuration reliability. It is typically used
in applications where recovery time is critical. The mathematical model for this type of
redundancy is similar to active redundancy, provided that switching delays and failures
are not considered. Cold standby activates when the primary component fails and needs
replacement. This method is often employed in systems where energy consumption is a
critical factor. Warm standby sparing strikes a balance between energy consumption and
recovery time [28]. Here, the spare components are partially powered when the primary
component is operational and fully powered only after the primary component fails. In
study [27], the hot stable and cold stable redundancies were compared. The authors show
that the switching times of these two types of redundancies are comparable. The scenarios
of some drone replacements are investigated in [29]. In the context of redundancy and
homogeneity/heterogeneity of a UAV swarm, types of distribution law can be considered
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for a mathematical mode, flight time, and other parameters of reliability. In this paper,
the type of control of the swarm is taken into consideration, decentral control and central
control, where all UAVs have a connection with the central control unit [30–32].

Unlike other approaches, the taxonomy in [7,22] includes such an important reliability
analysis parameter as the mathematical model used to represent the UAV swarm. BSS is a
mathematical model that indicates and represents two states in a system’s performance
and its components only [21,29,33]. These states are a failure and operating/functioning. It
is the most often used mathematical model in reliability analyses. MSS can be considered
as a generalization of BSS. MSS is a mathematical model, which allows for the evaluation
of several performance levels (more than two) for a system and its components [3,4,34–37].
At the same time, the analysis of the system based on MSS needs higher computational
resources [3,4]. In papers [4,9], authors mentioned that the use of MSS is not always justified.
Complicating the mathematical model for a reliability analysis may not necessarily make it
more informative or effective but needs additional computational resources.

BSS and MSS can have different mathematical interpretations depending on the con-
ditions and purposes of the reliability analysis [37]. This mathematical interpretation
closely correlates with the mathematical method used for reliability evaluation. Markov
models [38], Bayesian networks [39], Monte-Carlo Simulation [40], logical–algebraic mod-
els [7,9], and others can be used for both BSS and MSS. The simplest of all these mathemati-
cal interpretations are logical–algebraic models, which are known as the structure function
of the system [7,9], Reliability-Block Diagram (RBD) [9,41], Binary/Multiple-Valued De-
cision Diagram [21,42], or fault tree [43]. This is the same mathematical model in various
forms of presentation. The main disadvantage of this mathematical model is the exponen-
tial increase in dimensions depending on the increase in the number of system elements
(UAVs in a swarm) [44]. However, in this case, decision diagrams can be used, which
makes it easy to operate with high-dimensional mathematical models.

In this paper, we propose to consider the reliability analysis of UAV swarms based
on their mathematical representation in the form of BSS and MSS structure functions. The
reliability assessment of a UAV swarm based on BSS structure function was considered in
study [7]. In paper [9], the MSS structure function was used for a UAV swarm availability
analysis. This analysis has higher computational complexity. At the same time, as shown
in the fundamental works on the MSS [44,45], such an assessment as availability for BSS,
in the case of the MSS, has several interpretations: availability and probability of the
system performance level. These assessments of MSS, in the case of the BSS, are reduced to
the same assessment availability. When analyzing a system based on the MSS structural
function, these are different assessments. In work [9], when assessing availability based on
the MSS structural function, a result was obtained that showed that using availability to
assess a UAV swarm is not always effective. Moreover, a correlation was observed between
the availability of the first level of UAV swarm performance, calculated based on the MSS,
and the availability calculated based on the BSS. In this paper, we implement the analysis
and comparison of such assessments of a UAV swarm as availability based on the BSS,
UAV swarm availability based on the MSS, and probabilities of UAV swarm performance
levels based on the MSS. The purpose of this comparison is to obtain conditions and
recommendations for using each of the characteristics in a UAV swarm analysis, from the
point of view of informativeness and computational costs.

3. Mathematical Model of UAV Swarm
3.1. Structure Function of UAV Swarm

There are two important types of mathematical models in reliability engineering: MSS
and BSS. The representation of a mathematical model of each type can be based on different
mathematical approaches: structure function-based, a Markov model, a Bayesian network,
and others. The simplest of them is structure function, which defines the correlation
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between all components’ states and system performance levels. Let us consider the MSS
structure for a UAV swarm, which is formed by n UAV [9,44]:

ϕ(x1, . . ., xn) = ϕ(x): {0, . . ., m1 − 1} × . . . × {0, . . ., mn − 1} → {0, . . ., M − 1}, (1)

where the variable xi agrees to the state of the ith UAV (i = 1,. . ., n); x = (x1, . . ., xn) is the
state vector; mi is the number of the states of UAV i; xi = 0 is interpreted as the component
fault and xi = mi − 1 is perfect functioning; and the UAV swarm has M performance
levels, which change from zero (swarm failure) to M − 1 (the perfect performance level of
a swarm).

Note that in this paper the number n is interpreted as the number of UAVs in a swarm,
and the other swarm’s components as the control unit are defined as (n + 1). The BSS
structure function is defined based on (1) for mi = mj = M = 2 for any (i ̸= j, i, j ∈ {1, . . ., n})
and it is a Boolean function:

ϕ(x): {0, 1}n → {0, 1}. (2)

In papers [7,9], the structure functions of redundant and irredundant UAV swarms
were defined based on typical structures. A series system represents an irredundant UAV
swarm and a k-out-of-n system describes a redundant swarm, where n is the number of
UAVs for a swarm with decentral control and, in the case of a swarm with a control unit,
this structure function has (n − 1) variables interpreted as UAVs and variable xn for the
representation of the control unit. A control unit is a series component of a system for a
UAV swarm. Note that a BSS structure function of a UAV swarm is uniquely determined
based on a series or k-out-of-n systems. Several structural functions can be defined for the
same typical structure based on an MSS. For example, let us consider the redundant swarm
with the central control. This swarm is formed by three UAVs and one control unit (n = 4).
In Table 1, the BSS structure function (2) of the redundant swarm of three UAVs with the
central control (n = 4) is shown. The MSS structure functions ϕ1(x) and ϕ2(x) of the similar
UAV swarm are in Table 2 for n = 4, m1 = m2 = m3 = 2, m4 = 3, and M = 4. The structure
functions in Tables 1 and 2 are similar. However, the MSS structure function describes
the UAV swarm in more detail and allows for the reflection of the influence of the control
unit state and number of active UAVs. At the same time, the dimension of this structure
function is larger than the BSS structure function.

Table 1. The BSS structure function of the redundant UAV swarm with the central control (n = 4).

x1 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
x2 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
x3 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
x4 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

ϕ(x) 0 0 0 0 0 0 0 1 0 0 0 1 0 1 0 1

Table 2. The MSS structure functions of the redundant UAV swarms with the central control (n = 4,
m1 = m2 = m3 = 2, m4 = 3, and M = 4).

x1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1
x2 0 0 0 0 0 0 1 1 1 1 1 1 0 0 0 0 0 0 1 1 1 1 1 1
x3 0 0 0 1 1 1 0 0 0 1 1 1 0 0 0 1 1 1 0 0 0 1 1 1
x4 0 1 2 0 1 2 0 1 2 0 1 2 0 1 2 0 1 2 0 1 2 0 1 2

ϕ1(x) 0 0 0 0 0 0 0 0 0 0 1 2 0 0 0 0 1 2 0 1 2 0 3 3
ϕ2(x) 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 0 1 1 0 1 1 0 2 3

Thus, the expressions of structure functions of typical structures for UAV swarm as-
sessments can be defined for a BSS. However, the expression of MSS structure functions for
the same type of UAV swarm is multivariant. It leads to difficulties in defining expressions
for the UAV swarm assessments. For example, in paper [9], the expressions of assessments
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were defined. Still, these expressions can be acceptable for the MSS structure function
definition according to Multiple-Valued Logic functions, which, in this paper, have been
considered. Therefore, in this paper, the definitions of MSS structure functions are not
discussed and the evaluation of the UAV swarm is proposed for the general definition of
MSS function (1).

3.2. Evaluation of UAV Swarm Performance

The evaluation of the system (UAV swarm) performance can be implemented based
on availability [3,44,45]. The availability of a system based on the structure function can be
defined for MSS and BSS. The availability of a BSS A is defined based on (2) as the sum of
the probabilities of system working states:

A = Pr{ ϕ(x) = 1}. (3)

Each component functioning of a BSS is characterized by the probability of the work
pi and the probability of the fault qi (pi + qi = 1), i = 1, . . ., n. The unavailability of a BSS is
defined as

U = Pr{ ϕ(x) = 0} or U = 1 − A. (4)

The analysis of MSS is performed based on its components’ states, and the probability
of state s of component i is denoted as pi,s (i = 1, . . ., n and s = 0, . . ., mi − 1). The evaluation
of an MSS according to [3,4,44,45] can be based on two measures: availability/unavailability
or probabilities of the performance level. Both of them for m = 2 are (3).

The availability of an MSS for performance level j A(j) is defined as the sum of the
probabilities of system working states from j to M − 1:

A(j) = Pr{ϕ(x) ≥ j}. (5)

for j = 1, . . ., M − 1.
The unavailability of an MSS for performance level j U(j) is

U(j) = Pr{ϕ(x) < j} or U(j) = 1 − A(j). (6)

The probability of an MSS for performance level j P(j) is defined as the sum of the
probabilities of system working states j:

P(j) = Pr{ϕ(x) = j}. (7)

for j = 0, . . ., M − 1.
Evaluations (5)–(7) have correlations, but they are different. The differences between

these measures can be illustrated by the evaluation of the redundant UAV swarm with
central control represented by BSS (Table 1) and MSSs (Table 2). The probabilities of
components are introduced in Table 3. The evaluation of this swarm based on (3)–(7) is
shown in Table 4.

Table 3. The probabilities of components of the redundant UAV swarm with central control.

System
Components

BSS MSS

pi qi pi,2 pi,1 pi,0

x1 0.85 0.15 - 0.85 0.15
x2 0.85 0.15 - 0.85 0.15
x3 0.80 0.20 - 0.80 0.20
x4 0.96 0.04 0.46 0.50 0.04
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Table 4. The evaluation of the redundant UAV swarm with central control.

BSS The Swarm
Performance Level

MSS ϕ1(x) MSS ϕ2(x)

A U A(j) U(j) P(j) A(j) U(j) P(j)

0 - - 0.1106 - - 0.1106
0.8894 0.1106 1 0.8894 0.1106 0.3345 0.8894 0.1106 0.1742

2 0.5549 0.4451 0.2890 0.7152 0.2848 0.1603
3 0.2659 0.7341 0.2659 0.5549 0.4451 0.5549

The assessments of the UAV swarm in Table 4 agree with well-known correlations of
availability/unavailability of MSS and probabilities of MSS performance levels:

A(j) = ∑M−1
r=j P(r)andU(j) = ∑0

r=j−1 P(r), j = 1, . . . , M − 1. (8)

This simple example illustrates that the availability A(j) does not always reflect a
system’s specifics: the availabilities A(1) for MSS with the structure function ϕ1(x) and MSS
with the structure function ϕ2(x) are equal (Table 4). At the same time, the probabilities of
the systems’ performance levels for these MSSs are different. And these as assessments P(j)

(j = 0,. . ., M − 1) are more informative for the system reliability analysis, in particular, UAV
swarms.

Here, we would like to draw attention to MSS’s availability/unavailability that is not
often discussed. The first is property A(j) ≤ A(j+1) for any coherent MSS. Therefore, this
assessment does not provide information about the most likely or most possible level of
system performance. At the same time, the probability of a system’s performance level P(j)

defines it exactly. Secondly, BSS availability A (BSS unavailability U) and MSS availability
A(1) (MSS unavailability U(1)) are equal if for each system component pi = ∑mi−1

s=1 pi,s and
qi = pi,0. These two properties of MSS’s availability/unavailability lead to the use in
UAV swarm assessment of a probability of the system performance level instead of system
availability/unavailability, which was used in previous studies of UAV swarms of different
types [7,9].

4. UAV Swarm Assessment

In previous studies [7,9], these structures of UAV swarms were considered and equa-
tions for the calculation of swarm availability were introduced:

• Homogenous irredundant UAV swarm with decentral control (HoID);
• Homogenous irredundant UAV swarm with central control (HoIC);
• Homogenous redundant UAV swarm with decentral control (HoRD);
• Homogenous redundant UAV swarm with central control (HoRC);
• Heterogenous irredundant UAV swarm with decentral control (HeID);
• Heterogenous irredundant UAV swarm with central control (HeIC);
• Heterogenous redundant UAV swarm with decentral control (HeRD);
• Heterogenous redundant UAV swarm with central control (HeRC).

The availabilities based on swarm representation by BSS and MSS were considered
in [7] and [9] accordingly. The representation of the MSS structure function according to the
rules of Multiple-Valued Logic was used in [9]. These rules for an MSS reliability analysis
were considered in [45]. In studies [7] and [9], the different types of UAV swarms were
investigated, focusing particularly on the influence of central versus decentralized control,
and the impact of irredundant versus redundant (hot stable) swarms. The influence of the
number of UAV swarm performance levels on its availability was considered in [9].

The principal goal of this study is to compare assessments in a reliability analysis
based on the UAV swarm representation by both the mathematical models of BSS and
MSS. These assessments are BSS’s availability, availability/unavailability of performance
level j (j = 1, . . ., M − 1), and probability of the performance level j (j = 0, . . ., M − 1) of
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MSS. This comparison is implemented in two ways. The first of them is the comparison
of these assessments for similar UAV swarms (case study). The second is the analysis of
the behavior of these assessments for an averaged UAV swarm, which is obtained for the
multiple repetitions of the calculations of these estimates for randomly generated swarms
of UAVs for given parameters.

4.1. Case Study

Let us consider UAV swarms formed by five UAVs (n = 5). A control unit is added in
the swarm if it is with central control (n = 6). The number of UAV swarms’ performance
levels is three (M = 3). The number of states of UAV/control unit of homogenous swarms
is three too: mi = m = 3 (i = 1, . . ., 5(6)). The probabilities of the UAV states for these swarms
are p0 = 0.08, p1 = 0.49, and p2 = 0.43, and the probabilities of the control unit state are
p0 = 0.03, p1 = 0.24, and p2 = 0.73. The number and probabilities of states of UAVs and
control unit states of heterogenous swarms will be defined below.

The value of a structure function is defined as the minimal value of its variable for an
irredundant UAV swarm: ϕ(x) = MIN(x1, . . ., xn). This means that the worst state of the
UAVs or control units (in a swarm with central control) determines the performance level
of an irredundant UAV swarm.

The structure function of a redundant UAV swarm is defined based on the k-out-of-n
system. A UAV swarm fails if the number of operated UAVs is less than k. The performance
level of a swarm is 2 if minimal k UAVs’ operated states are mi − 1. Other states of a swarm
have performance level 1 (if the number of operated UAVs is equal or more than k and the
number of UAVs of state mi − 1 is less than k). The structure function of a redundant UAV
with the central control is defined as the series system of two components: one is a central
unit and the other is a k-out-of-n system of UAVs, described above.

The evaluation of all types of homogenous UAV swarms by the availability/
unavailability and probabilities of performance levels is in Table 5. The availability A(1) is
larger than the availability A(2) for all swarms. The availability A(1) covers and includes
the availability A(2) (Figure 1). However, these assessments do not reflect what operation
performance level is more probable. Another example, the unavailability of HoID and
HoIC swarms, is U(2) = 0.9853 and U(2) = 0.9893 accordingly. But this value joins the
probabilities of a UAV swarm failure and operating performance level 1. At the same time,
the probabilities of the performance levels indicate the exact influence and impact of each
performance level.

Table 5. The homogenous UAV swarm’s evaluation by availability and probability of the performance
level (probabilities of UAV states are p0 = 0.08, p1 = 0.49, and p2 = 0.43).

Assessment

Swarm with Decentral Control Swarm with Central Control

Irredundant
(HoID)

Redundant (HoRD) Irredundant
(HoIC)

Redundant (HoRC)

2-Out-Of-5 3-Out-Of-5 4-Out-Of-5 2-Out-Of-5 3-Out-Of-5 4-Out-Of-5

A(1) 0.6591 0.9998 0.9955 0.9456 0.6393 0.9698 0.9656 0.9173
A(2) 0.0147 0.7129 0.3705 0.1121 0.0107 0.5204 0.2704 0.0819
U(1) 0.3409 0.0002 0.0045 0.0544 0.3607 0.0302 0.0344 0.0827
U(2) 0.9853 0.2871 0.6295 0.8879 0.9893 0.4796 0.7296 0.9181
P(0) 0.3409 0.0002 0.0045 0.0544 0.3607 0.0302 0.0344 0.0827
P(1) 0.6444 0.2869 0.6250 0.8335 0.6286 0.4494 0.6952 0.8354
P(2) 0.0147 0.7129 0.3705 0.1121 0.0107 0.5204 0.2704 0.0819

Let us consider the introduced homogeneous UAV swarms based on the BSS math-
ematical model. The availability of a swarm based on BSS is computed by (3) and
pi = pi,1 + pi,2 = 0.49 + 0.43 = 0.92 and qi = pi,0 = 0.08. The result of the evaluation is shown
in Table 6. The comparison of the results in Tables 5 and 6 shows that the availability of
UAV swarms of the first performance level is equal to the availability of swarms based
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on BSS: A(1) = A. Therefore, it is questionable to use an MSS for a UAV swarm analysis to
compute the availability A(1).
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Table 6. The homogenous UAV swarm’s evaluation by availability based on BSS.

Assessment

Swarm with Decentral Control Swarm with Central Control

Irredundant
(HoID)

Redundant (HoRD) Irredundant
(HoIC)

Redundant (HoRC)

2-Out-Of-5 3-Out-Of-5 4-Out-Of-5 2-Out-Of-5 3-Out-Of-5 4-Out-Of-5

A 0.6591 0.9998 0.9955 0.9456 0.6393 0.9698 0.9656 0.9173
U 0.3409 0.0002 0.0045 0.0544 0.3607 0.0302 0.0344 0.0827

Another example below illustrates the efficiency of the probability of the performance
level for the UAV swarm reliability. In Table 7, the assessments of homogenous UAV
swarms are shown for the probabilities of the UAVs as p0 = 0.08, p1 = 0.39, and p2 = 0.53. So,
the probabilities of the operating states of UAVs (P(1) and P(2)) are changed. However, the
availability A(1) for all UAV swarms is not changed. Of course, the change can be reflected
and indicated by other availabilities and unavailabilities but it needs an additional analysis
and calculation.

Table 7. The homogenous UAV swarm’s evaluation by availability and probability of the performance
level (probabilities of UAV states are p0 = 0.17, p1 = 0.39, and p2 = 0.53).

Assessment

Swarm with Decentral Control Swarm with Central Control

Irredundant
(HoID)

Redundant (HoRD) Irredundant
(HoIC)

Redundant (HoRC)

2-Out-Of-5 3-Out-Of-5 4-Out-Of-5 2-Out-Of-5 3-Out-Of-5 4-Out-Of-5

A(1) 0.6591 0.9998 0.9955 0.9456 0.6393 0.9698 0.9656 0.9173
A(2) 0.0118 0.7447 0.4065 0.1303 0.0132 0.5437 0.2967 0.0951
U(1) 0.3409 0.0002 0.0045 0.0544 0.3607 0.0302 0.0344 0.0827
U(2) 0.9819 0.2553 0.5935 0.8697 0.9868 0.4563 0.7033 0.9049
P(0) 0.3409 0.0002 0.0045 0.0544 0.3607 0.0302 0.0344 0.0827
P(1) 0.6410 0.2551 0.5890 0.8153 0.6261 0.4261 0.6689 0.8222
P(2) 0.0181 0.7447 0.4065 0.1303 0.0132 0.5437 0.2967 0.0901
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The set of heterogeneous UAV swarms (HeID, HeIC, HeRD, and HeRC) is analyzed
to consider the evaluation based on availability/unavailability of performance levels and
probabilities of performance levels. The probabilities of UAVs and control unit states are in
Table 8. The UAVs numbered as 2 and 5 have two performance levels (m2 = m3 = 2) and
other UAVs have three performance levels (m1 = m4 = m5 = 3). Note that the control unit
has three states (m6 = 3). The rules for defining structure functions are similar to those used
for the homogenous UAV swarm described above.

Table 8. Probabilities of states of UAVs and control unit of heterogeneous swarms.

States
UAVs Control Unit

x1 x2 x3 x4 x5 x6

p0 0.17 0.03 0.11 0.04 0.04 0.03
p1 0.30 0.97 0.89 0.56 0.56 0.24
p2 0.53 0.4 0.4 0.73

The evaluation of the heterogeneous UAV swarms (Table 9) is similar to the evaluation
of homogeneous swarms. In this case, there is also better information about the functioning
of the UAV swarm based on the probabilities of the performance levels than based on avail-
ability/unavailability. Availability for the first performance level A(1) provides information
about the probability of the swarm being in an operating state, which can be obtained
based on a simpler mathematical model (Table 10). Availability of the second performance
level A(2) coincides with the probability of this operational state, P(2).

Table 9. The heterogeneous UAV swarm’s evaluation by availability and probability of the perfor-
mance level.

Assessment

Swarm with Decentral Control Swarm with Central Control

Irredundant
(HoID)

Redundant (HoRD) Irredundant
(HoIC)

Redundant (HoRC)

2-Out-Of-5 3-Out-Of-5 4-Out-Of-5 2-Out-Of-5 3-Out-Of-5 4-Out-Of-5

A(1) 0.6604 0.9999 0.9970 0.9527 0.6406 0.9699 0.9671 0.9241
A(2) 0.0732 0.9755 0.9590 0.1830 0.0534 0.7121 0.5641 0.2694
U(1) 0.3396 0.0001 0.0030 0.0473 0.3594 0.0301 0.0329 0.0759
U(2) 0.9268 0.0245 0.0410 0.8170 0.9466 0.2879 0.4359 0.7306
P(0) 0.3396 0.0001 0.0030 0.0473 0.3594 0.0301 0.0329 0.0759
P(1) 0.5872 0.0244 0.0380 0.7697 0.5871 0.2578 0.4030 0.6547
P(2) 0.0732 0.9755 0.9590 0.1830 0.0534 0.7121 0.5641 0.2694

Table 10. The heterogeneous UAV swarm’s evaluation based on BSS.

Assessment

Swarm with Decentral Control Swarm with Central Control

Irredundant
(HoID)

Redundant (HoRD) Irredundant
(HoIC)

Redundant (HoRC)

2-Out-Of-5 3-Out-Of-5 4-Out-Of-5 2-Out-Of-5 3-Out-Of-5 4-Out-Of-5

A 0.6604 0.9999 0.9970 0.9527 0.6406 0.9699 0.9671 0.9241
U 0.3396 0.0001 0.0030 0.0473 0.3594 0.0301 0.0329 0.0759

The comparison of the different types of UAV swarms confirms the previous study’s [28]
results. The choice of swarm type between homogeneous or heterogeneous has no principal
influence on the operation of a UAV swarm. The structure of a UAV swarm with decentral
control has the best assessments in reliability compared to the structure with the central
control (if the central control is implemented as a series structure). The redundant type of a
swarm is better in the point of view of reliability and the decreasing number of necessarily
operating UAV (k) leads to swarm reliability increasing.



Electronics 2024, 13, 4509 11 of 18

4.2. Comparison of UAV Swarm Assessment Based on BSS and MSS by Availability
(Unavailability) and Probability of Performance Levels

The goal of this comparison is to evaluate the efficiency and computational complexity
of availability/unavailability and probability of performance levels of UAV swarms based
on the MSS mathematical model. These two assessments of UAV swarms are compared
with the availability/unavailability calculated for equal swarms based on BSS.

The evaluation of UAV swarms based on MSS, ranging from 2 to 20 UAVs (n = 2, ...,
20), has been conducted for both homogeneous and heterogeneous fleets. The number of
all swarms’ performance levels is three: for homogeneous swarms, it is m = 3, while for
heterogeneous swarms, it is M = 3. The number of UAV states in homogeneous swarms is
three (m = 3). In heterogeneous swarms, the number of component states is two or three
(mi ≤ 3) and is defined randomly. There is a condition for the number of UAVs with the
two performance levels (mi = 2): the number of these UAVs cannot be larger than a third of
all UAVs in a swarm (nmi=2 < n/3). For heterogeneous fleets, each UAV requires a unique
set of probabilities. The fault probability is randomly selected from the set {0.050, 0.075,
0.100, . . ., 0.200}, the probability for state 1 ranges from 0.200 to 0.800, and the probability
for state 2 is calculated as (pi,2 = 1 − pi,1 − pi,0). The quantification of UAV swarms is
implemented similarly with the use of the mathematical model BSS. The number of the
performance levels of swarms and the number of component states are defined as two. All
components of the heterogeneous swarms have an equal number of states. However, the
probabilities of component states are different for UAVs of these swarms. The analysis
of UAV swarms based on a BSS mathematical model is performed for pi = pi,1 + pi,2 and
qi = pi,0. The evaluation of A(j) and A(j) and A is implemented for each number n of UAVs
in a swarm (n = 2, ..., 20). These assessments are computed for each swarm type and each n,
75 times for homogeneous swarms and 150 times for heterogeneous swarms for randomly
generated probabilities of UAV states, and the average value is used for final evaluation.
These experimental studies allow for the examination of the behavior of the assessments
A(j) and A(j) and A for different types of UAV swarms and depending on the number of
UAVs in each swarm type. The availability and probability of a UAV swarm performance
level are computed by (5) and (7) accordingly. The availability of a UAV swarm based on
BSS is calculated by (3).

According to studies in [7,9], there are no principal differences between the availability
of homogenous and heterogeneous UAV swarms analyzed based on MSS or BSS. The
joining of these studies’ results (Figure 2) shows that the availability of performance level
1 of MSS and the availability of BSS are equal or similar. The behavior of homogeneous
and heterogeneous swarm availabilities has no important difference. There is a significant
difference in the behavior of availabilities of irredundant and redundant swarms.
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The comparison of the availability A(j) and probability P(j) of irredundant UAV swarm
evaluation based on MSS and the availability computed based on BSS is shown in Figure 3.
A similar comparison for redundant UAV swarms is in Figure 4. This comparison confirms
the correlation of availability c computed based on MSS and availability A calculated based
on BSS. In addition, we can see the correlation between assessments of availability and
the probability of the performance levels of UAV swarms, which are calculated based on
the MSS. For the considered structural functions, the probabilities of performance levels
are more informative estimates than availability. It can only be noted that for tasks that
do not require a detailed study of the operational states of a UAV swarm, but only need
to evaluate the operational states of all together, there is no need to use the MSS for the
mathematical description of the swarm; a simpler mathematical model such as BSS can
be used.

Electronics 2024, 13, x FOR PEER REVIEW 12 of 18 
 

 

The comparison of the availability A(j) and probability P(j) of irredundant UAV swarm 
evaluation based on MSS and the availability computed based on BSS is shown in Figure 
3. A similar comparison for redundant UAV swarms is in Figure 4. This comparison con-
firms the correlation of availability c computed based on MSS and availability A calculated 
based on BSS. In addition, we can see the correlation between assessments of availability 
and the probability of the performance levels of UAV swarms, which are calculated based 
on the MSS. For the considered structural functions, the probabilities of performance levels 
are more informative estimates than availability. It can only be noted that for tasks that do 
not require a detailed study of the operational states of a UAV swarm, but only need to 
evaluate the operational states of all together, there is no need to use the MSS for the math-
ematical description of the swarm; a simpler mathematical model such as BSS can be used. 

 
Figure 3. The availabilities/probabilities of homogenous irredundant UAV swarms with the decen-
tral control computed based on MSS and BSS. 

 
Figure 4. The availabilities/probabilities of homogenous redundant UAV swarms with the decentral 
control computed based on MSS and BSS. 

Figure 3. The availabilities/probabilities of homogenous irredundant UAV swarms with the decentral
control computed based on MSS and BSS.

Electronics 2024, 13, x FOR PEER REVIEW 12 of 18 
 

 

The comparison of the availability A(j) and probability P(j) of irredundant UAV swarm 
evaluation based on MSS and the availability computed based on BSS is shown in Figure 
3. A similar comparison for redundant UAV swarms is in Figure 4. This comparison con-
firms the correlation of availability c computed based on MSS and availability A calculated 
based on BSS. In addition, we can see the correlation between assessments of availability 
and the probability of the performance levels of UAV swarms, which are calculated based 
on the MSS. For the considered structural functions, the probabilities of performance levels 
are more informative estimates than availability. It can only be noted that for tasks that do 
not require a detailed study of the operational states of a UAV swarm, but only need to 
evaluate the operational states of all together, there is no need to use the MSS for the math-
ematical description of the swarm; a simpler mathematical model such as BSS can be used. 

 
Figure 3. The availabilities/probabilities of homogenous irredundant UAV swarms with the decen-
tral control computed based on MSS and BSS. 

 
Figure 4. The availabilities/probabilities of homogenous redundant UAV swarms with the decentral 
control computed based on MSS and BSS. 
Figure 4. The availabilities/probabilities of homogenous redundant UAV swarms with the decentral
control computed based on MSS and BSS.



Electronics 2024, 13, 4509 13 of 18

In terms of computational complexity, the calculation of availability increases slightly
in comparison with the calculation of the probability of the performance level (Figure 5). In
this diagram, the availabilities and probabilities were computed for all performance levels.
It means that availabilities A(1) and A(2) and probabilities P(0), P(1), and P(2) were computed.
The experiment was implemented based on a computer with Intel(R) Core(TM) i7-10750H
CPU, 16 GB, and the MS Windows 11 operating system.
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Figure 5. The comparison of time for availabilities and probabilities of UAV swarm performance
level calculation based on MSS.

The computational complexity of availabilities A(j) and availability A is shown in
Figure 6. This comparison does not take into consideration the complexity of the structure
function generation for MSS and BSS (it is obvious that the MSS structure function is a
more time-consuming process and this time is not included in the analysis). The obtained
assessments of an availability analysis based on MSS and BSS show that the time for the
computation of the availability A(j) is larger than availability A based on BSS. But A(1)

is equal to A. The additional availability for performance level 2 (A(2)) is expressively
small in comparison with availability for performance level 1 (A(1)). Therefore, the BSS
mathematical model can be sufficient for the availability analysis of a UAV swarm based
on structure function according to (7).

The comparison of the efficiency of an availability analysis of the UAV swarm based on
MSS for three performance levels (M = 3) shows that no fundamental detail was obtained
for assessing the availability of the UAV swarm. The additional availability for performance
level 2 (A(2)) is expressively small in comparison with availability for performance level 1
(A(1)). Therefore, the BSS mathematical model can be sufficient for the availability analysis
of a UAV swarm based on structure function according to (7).
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5. Discussion and Future Work

In this paper, an analysis of the use of two types of mathematical models for the
analysis of a UAV swarm was performed, which involved MSS and BSS. The evaluation of
UAV swarms, consisting of 2 to 20 UAVs, has been carried out for both homogeneous and
heterogeneous fleets.

For all swarms’ quantification based on MSS, there are three performance levels
(M = 3). Each UAV has three states (m = 3) for the evaluation of homogeneous swarms. In a
heterogeneous swarm, the number of states per component is either two or three (mi ≤ 3)
and is determined randomly. There is a constraint for UAVs with two performance levels
(mi = 2): their number must be less than one-third of the total UAVs in the swarm. Each
UAV in a heterogeneous fleet requires a unique set of probabilities. The fault probability
is randomly chosen from the set {0.050, 0.075, 0.100, . . ., 0.200}, the probability for state 1
ranges from 0.200 to 0.800, and the probability for state 2 is calculated as pi,2 = 1 − pi,1 − pi,0.

The reliability quantification of UAV swarms based on BSS is similar. All components
and swarms of all types have two performance levels. The heterogeneity of a UAV swarm
is caused by a unique set of probabilities for UAVs in a heterogeneous swarm. These
probabilities are defined in a similar way to MSS.

This analysis showed that the choice of a mathematical model is caused by the condi-
tions of the problem for the analysis of the reliability of a UAV swarm. The mathematical
model of the MSS is preferable if an analysis of the operational (working) states of a UAV
swarm is required. If no detail is required when analyzing the functioning of a UAV
swarm, then in this case it is sufficient to use the BSS and perform an analysis based on
availability/unavailability, which is determined by expressions (3) and (4). Therefore, if the
conditions of the problem require an assessment of only the operational state of the UAV
swarm and its failure, then it is sufficient to select the BSS and not use a more complex
mathematical model. However, it should be noted that this remains valid if the probability
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of UAV (and control unit) failure is equal for both mathematical models for UAV swarm
assessment, which seems logical.

The specifics of the structure function definition should be taken into consideration
for using a mathematical model of MSS because the result of evaluation significantly
depends on how the structure function of the UAV swarm is defined. This is demonstrated
by the example of two structure functions for a heterogeneous redundant UAV swarm
(Tables 2 and 4). Any of the typical structures based on the MSS can have several options
for definition and interpretation. In this study, we used two typical structures: serial and
k-out-of-n. The serial structure is defined as the minimum of the states of the components.
In this case, for example, if one of the components has two possible states (mi = 2), and the
second has three states (mr = 3), and they have states 1 and 2, respectively, then the value of
the structure function is 2 (because state 1 is the best for a component with two possible
states). The structure function of a typical k-out-of-n structure is defined as the maximal
value of its minimal cuts. Each minimal cut is interpreted as a series system. Therefore, the
obtained estimates for the availabilities and probabilities of the performance levels of UAV
swarms (Figures 2–5) can be changed with a different definition of the structural function.

In this study, two assessments of UAV swarms based on the mathematical model
of MSS are considered, which are the availability of a swarm performance level (5) and
the probability of a swarm performance level (7). These assessments correlate but have
differences. The probability of the performance level allows for the analysis of UAV
swarm performance levels separately in detail. The availability of performance levels
does not provide information about each level and accumulates information about some
combinations of swarm performance levels. In some applications [28], it can complicate
the analysis of UAV swarm operations. However, the final decision on the use of one or
another assessment should be made depending on the specific task.

Further development of the obtained result will be associated with the improvement
of the mathematical model of the UAV swarm. Future studies should consider the analysis
of UAV swarms with a larger number of performance levels (M), such as four and five. This
will allow for a more detailed comparison of the availability and probability of performance
levels based on the mathematical model of the MSS. To improve the mathematical model of
UAV swarms, it will be necessary to take into account environmental factors such as weather
conditions, the communication interface, use of a platform for recharging and launching,
and others. These elements can be introduced into the structure function as additional
variables. Their values can be obtained based on observations or expert evaluations. It
should be noted that expert evaluations are associated with uncertainty, which can be
represented and interpreted using fuzzy data. We will also explore the reliability analysis
based on fuzzy input data. Representing the input data as fuzzy data allows for a more
realistic representation of the object under study. In particular, the obtained result of using
a BSS or MSS and assessments of the availability and probability of the performance level
for the MSS can be useful in constructing a structural function of a UAV swarm based on
incompletely specified and uncertain data using the methods proposed in [46,47]. The
mentioned research will allow us to bring closer and adapt a mathematical model in the
form of BSS or MSS to the real-world conditions of UAV swarm exploitation.

6. Conclusions

This paper has analyzed and compared two mathematical models, MSS and BSS, for
evaluating the reliability of UAV swarms. The study covered swarms ranging from 2 to 20
UAVs, both homogeneous and heterogeneous. For MSS-based quantification, UAVs were
evaluated with three performance levels, while BSS-based quantification considered two
performance levels for all components and swarms.

The obtained assessments allow us to give qualitative recommendations for choosing
a mathematical model for the reliability analysis of a UAV swarm depending on the
conditions and goals of this analysis. The choice of the mathematical model depends on the
specific requirements of the reliability analysis. MSS is preferable for a detailed analysis of
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operational states, whereas BSS is sufficient for simpler assessments based on availability
and unavailability. The structure function’s definition significantly impacts the evaluation
results, as demonstrated by different structure functions for heterogeneous redundant
UAV swarms.
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