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S TN

Abstract: Federated learning, as an emerging machine-learning method, has received widespread
attention because it allows users to train locally during the training process and uses relevant
cryptographic knowledge to safeguard the privacy of data during model aggregation. However,
existing federated learning is also susceptible to privacy breaches, e.g., label inference attacks against
vertical federated learning scenarios, where an adversary is able to reason about the labels of other
participants based on the trained model, leading to serious privacy breaches. In this paper, we
design a detection method for label inference attacks in vertical federated learning scenarios, which
is able to detect the attacks based on the principles of the attacks. We design a threshold-filtering
detection method based on the principle of attack to determine that the model is under attack when
the threshold value is greater than a set parameter. Furthermore, we have created six threat model
classifications based on different a priori conditions of the adversary to comprehensively analyze the
adversary’s attacks. In addition to the detection method of attacks, the extent of attacks on the model
and the effectiveness of the defense can also be evaluated. The evaluation module will experimentally
measure the changes in the relevant metrics such as the accuracy of the attack, the F1 score, and the
change in the accuracy after the defense method. For example, detection in the full connected neural
network model assesses the attack and defense effectiveness of the model with an attack accuracy of
86.72% in the breast cancer Wisconsin dataset and an F1 score of 0.743, which is reduced to 36.36%
after dispersed training. This ensures that users have an overall grasp of the extent to which the
training model is under attack before deploying the model.

Keywords: federated learning; label inference attacks; detection; security and privacy

1. Introduction

Due to the great results of machine learning and federated learning in the past, a
growing number of people are using machine learning models for predictive analytics data.
The scope of federated learning applications has become broader; taking the medical scene
scenario as an example, the use of federated learning can predict rare case onsets so that
the relevant power units are better able to prepare for the development of the patient’s
condition in advance, ensuring better treatment.

However, if a vulnerable machine-learning model is deployed, it not only leaks
the raw data but also results in privacy breaches for other participating parties [1-4].
Inference attacks are able to exploit intermediate results, such as gradients in the training
process of a model, to cause serious privacy breaches. There are fewer existing tests for
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vertical federated learning label inference attacks; although there are partial studies on both
attacks and defense issues of vertical federated learning, they are all specific to one kind of
research, all in isolation. Thus, there is a lack of a holistic grasp of the security issues of
vertical federated learning, e.g., scenarios they are applied to respectively, such as whether
label inference attacks conflict with other attacks and how to identify the label inference
attacks—they are all needed [5,6].

In this paper, a detection method for label inference attacks in vertical federated
learning is designed that enables the detection of label inference attacks, in addition to
extending the detection functionality to enable the identification of other attacks such as
membership inference attacks (determining whether or not a particular piece of data is
within the training dataset). For models subjected to label inference attacks and membership
inference attacks, they are also evaluated on the basis of the attacks they have been subjected
to, including metrics such as the accuracy of the attacks, F1 scores, etc., which facilitate the
user’s overall understanding of the model. In addition to this, the defense attacks designed
in the previous sections are integrated to this module, which enables a defense against label
inference attacks. The design of such a detection function module fills the gap of overall
risk assessment for label inference attacks.

As depicted in Figure 1, this paper designs a detection module for vertical federated
learning. For the trained vertical federated-learning model, it is able to realize the detection
of label inference attacks and membership inference attacks in vertical federated learning.
For the different conditions possessed by the adversary, six threat models are analyzed and
designed, and the attack effect is evaluated for each threat model. For models that have
been attacked, a thorough evaluation of the attack is performed to assess the extent of the
attack suffered, and a graph of the change in accuracy, F1 score, etc., is output for the effect
of the attack. In addition, in the defense module, a dispersed training implementation is
introduced to mitigate the risk of label inference attacks, and the defense effect is analyzed
experimentally. With the detection model of vertical federated learning, users are able to
use this detection module to make a comprehensive assessment of the potential security
and privacy risks associated with the model prior to its deployment.

Dataset Evaluations
P Data . l]::;teckt Defence —* Attack
reprocessing acks Evaluation
e.g LIA G — ll I
or MIA Dispersed
Detect Lable Training Defenc.e
Inference Attack Evaluation

Well-Trained
model

Figure 1. Framework of the detection method.

Overall, this paper contributes in the following ways:

(1) We design a detection module for label inference attacks in vertical federated learning
and classify threat models based on adversaries possessing different prior knowledge.
Compared to the work of others, we refine the threat model classification to make
the attacks more relevant to real attack scenarios. This refined classification helps us
to understand more about the attack principles of the adversary. For label inference
attacks, we classify based on whether the adversary uses additional labels in training,
and for membership inference attacks, we classify based on the adversary’s use of
additional datasets and use of shaded datasets. The classification of various threat
models facilitates the study of adversaries.

(2) We propose a detection module that can detect label inference attacks in addition to
membership inference attacks in vertical federated learning. In addition, in order to
facilitate users to better understand their model situation, the detection module can
also detect the degree of attack on the attacked model, which facilitates users’ ability



Electronics 2024, 13, 4376

30f12

to have an overall understanding of the trained model. We evaluate the BCW dataset
for attacks on four models, FCNN, Alexnet, RetNet, and DenseNet, and the accuracies
of the label inference attacks are 86.72%, 86.45%, 78.42%, and 77.69%, respectively.

(38) As compared to previous work, we have designed a detection method to combine
attack detection and evaluation for the models under attack to be evaluated for attacks,
in addition to accessing dispersed training methods for defending against attacks
and evaluating the effectiveness of the defense. For example, in the BCW dataset, we
evaluate the effectiveness of the defense after accessing the dispersed training, and
the accuracy of the label inference attack is reduced to 36.36% in the BCW dataset after
defense, and the accuracy of the attack in the other image datasets is also reduced to
about 10% of the random guessing. This detection module allows users to perform
a comprehensive assessment of the potential security and privacy risks of a model
before deploying it.

2. Related Work
2.1. Development Label Inference Attack Models

The label inference attacks on vertical federated learning were presented by Fu et al.
at USENIX 2022 [5], the first paper on the label leakage problem for vertical federated
learning. In fact, the relevant security papers on vertical federated learning go back to the
model-divided federated learning proposed by Vepakomma et al., who found that feder-
ated learning can be segmented into two groups: model-divided federated learning and
federated learning without model-divided federated learning [7]. For federated learning
with model partitioning, the data and labels of the participants are separated, and data
security is ensured with this method, but later research proved that this method is also
open to attack. Later, Zhao et al. proposed iDLG based on the principle of label leakage,
which is a deep leakage of gradients; for data reconstruction attacks in horizontal federated
learning, the first step in performing data reconstruction is to process the symbols of the
gradient, and Fu et al. demonstrated the feasibility of direct label inference attacks based
on this approach [8]. Zhu et al., on the basis of iDLG, discovered the profound leakage
of gradients during the analysis of leaked gradients. This included the revelation that the
notation of the gradient can recover information, and the gradient can also directly restore
data information [9].

2.2. Defense and Detect Label Inference Attacks

Label inference attacks have attracted wide attention since they were put forward.
Wang et al. [6] proposed a method of decentralized training to defend against such attacks
by separating the link between the labels and data, and experiments have proved that this
method is effective.

At present, most of the work is focused on studying the defense of label inference
attacks and how label inference attacks are caused, and there is no research on the detection
method of label inference attacks.

3. Threat Models

Table 1 shows all the threat models of inference attacks against adversaries with
different prior knowledge, and for label inference attacks, the attack principle is that the
adversary exploits the “memorability” of the underlying model to execute the attack. The
only thing to discuss categorically is whether the adversary uses additional labeled data
when fine-tuning the underlying model, and we analyze this condition experimentally as a
control group. The reason for doing so is based on the reasoning attack principle. Common
member reasoning attacks and label reasoning attacks are based on a small amount of prior
knowledge without knowing the original dataset. Therefore, the first distinguishing point
of our threat model design is whether to use a small number of labeled datasets [4]. Based
on the information possessed by the adversary, we classify it into two threat models; the
adversary using a small amount of labeled data is set as Threat Model 1, and the adversary
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not using labeled data is set as Threat Model 2. Labeled data are critical to the adversary,
and by fine-tuning data with labels for the application of semi-supervised learning, the
adversary is able to use this labeled data to more accurately learn more relevant information
about the labels and features, which makes the adversary’s ability to attack stronger [10-13].

Table 1. Classification of threat models.

Threat Model Conditions of the Threat Model

Threat Model 1 use of some additional data and a small amount of labeled data
Threat Model 2 use of some additional data and no use of additional labeled data
Threat Model 3 use of some additional data and has black box access
Threat Model 4 use of some additional data and has black box access
Threat Model 5 uses the shadow dataset and has black box access

Threat Model 6 uses the shadow dataset and has black box access

Regarding attacks aimed at inferring membership, the types of adversary access are
categorized into full access and restricted access. White-box access means that the adversary
possesses complete information regarding the target model, encompassing both the model’s
parameters and its structure. Black-box access means that the adversary does not know any
information, parameters or structure of the target model, and the adversary is only able to
access it tentatively through the API. MIA by exploiting the overfitting of models that have
“memory” of trained data. Because, in the scenario of MIA, the adversary possesses limited
access, it is impossible to obtain information about the model parameters and structure
of the target model. Therefore, the adversary is limited to utilizing an auxiliary dataset
or leveraging known statistical information to generate a surrogate model used to train
the attack model. Hence, when designing the threat model, we should also take this into
consideration [14].

In summary, label inference attacks are categorized into two threat models depending
on the prior conditions possessed by the adversary. Membership inference attacks are
divided into a total of four threat models in two scenarios (black-box scenario and white-box
scenario) depending on the prior conditions of the adversary.

4. Overall Architecture
4.1. Detecting Label Inference Attack Models

Label inference attacks are based on the principle that an adversary utilizes a partic-
ipant’s own model to carry out an attack on other participants. In the vertical federated
learning scenario, labels are held by only one party, which means that the other participants
only have some data features. The attacker employs a scant portion of the labeled data at
their disposal to fine-tune their participating model through semi-supervised learning train-
ing. This enables the adversary’s model to better learn the relationship between the labels
and features, transforming the model into an attack model for targeted label attacks [15-18].
Taking the principle of label inference attack as an example formula (1), we judge whether

the label is leaked according to the symbol of the gradient, because Zj eyfu' € (0,1); so, when
the discriminating label is a real label (i = ¢), ¢f < 0. When the discriminating label is not a
real label, (i # c), g/ > 0 because you can directly attack the label according to the symbol
of ¢f. This feature is used to obtain the gradient correlation information of federation
learning without model partitioning, so as to detect the label inference attack on the model.
Our detection method is to use the different principles of label inference attack symbols to
detect the model.
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4.2. Detecting Membership Inference Attack Models

Membership inference attacks have received extensive research and attention as one
of the most common privacy attacks. Shokri et al. [10] proved that membership inference
attacks are due to overfitting through assumptions such as shadow models, use of multiple
attack models, etc. Using this principle, we can detect and evaluate membership inference
attacks. When data come for training, the attack model makes a judgment about the
behavior of the data in the target model and uses the difference in behavior to ascertain
whether it denotes a member within the model or a non-member. A piece of data that is
used as training for a model will be “remembered” by the ML model, and the posterior
probability of the data will be higher, whereas for a model that has not been trained, the
posterior probability of its output will be lower than the posterior probability of the output
of the trained data. Using this feature, we are able to make judgments based on the posterior
probability of the output [19].

4.3. Experimental Evaluation Module for Attack and Defense

For models that are vulnerable to attacks, the models that are attacked are evaluated
as a whole, in addition to detecting the vulnerability of the models to that type of inference
attack. For models subject to membership inference attacks, experimental data are presented
and analyzed for two threat models (whether the attacker utilizes a limited quantity of
labeled data). For models subjected to membership inference attacks, experiments are
conducted for four threat models, namely, the white-box scenario where the adversary
uses part of the original dataset; the shadow dataset, where the adversary simulates
the real dataset through statistical information; and the black-box scenario, where the
adversary uses part of the original dataset and uses the shadow dataset, and experiments
are performed to assess and analyze the accuracy of the attacks of the four threat models.
In the later experiments, we focus on analyzing the threat model in black-box scenarios,
which are closer to realistic attack scenarios for adversaries [20-22]. Figure 2 shows the
entire process of detecting the framework, starting with determining what attack the
model is under and the member inference or tag inference, and then evaluating each attack

and defense.
‘ Start ’

Determine what
kind of inference
attack

/\\

Label Inference Membership
Attack Inference Attack

Experimental evaluation of attack
and defense

Figure 2. Steps to detect the model.
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5. Experiment
5.1. Dataset Setup

For better validation of the experiments, we chose a common dataset, the same one
used by Fu et al [5]., and added a new dataset, FMNIST, for the overall evaluation of the
model attacks and defenses. Table 2 shows the various Settings for the dataset.

Table 2. Threat model under different conditions of membership inference attacks.

Dataset Number of Training Datasets Number of Test Datasets
BCW 426 143
CIFAR-10 50,000 10,000
CINIC-10 180,000 90,000
Fashion-MNIST 60,000 10,000

For all four datasets, their type was picture type; for the vertical federated learning, it
was possible to divide the pictures according to the quality of participants. For example,
vertical federated learning had two participants for the model’s training, which enabled a
dataset to split the image of a dataset into two parts. Table 3 provides detailed information
on the four datasets.

Table 3. Experimental datasets and corresponding model structures.

Dataset Bottom Model Structure Top Model Structure
BCW FCNN-3 FCNN-3
CIFAR-10 RetNet-18 FCNN-4
CINIC-10 RetNet-18 FCNN-4
Fashion-MNIST RetNet-18 FCNN-4

5.2. Model Structure Setup

To guarantee the comprehensiveness of both the defense and attack, we selected
the federated learning model used in Table 4. For BCW dataset, the top model used
a fully connected neural network with three fully connected layers (FCNN-3), and the
bottom model also used FCNN-3. A FCNN-4 was selected for the CIFAR-10, CINIC-10,
and Fashion-MNIST top-layer models, and a residual neural network with 18 layers was
selected for the bottom layer model.

Table 4. RetNet-18 network parameters.

Residual Block 1 Residual Block 2 Residual Block 3 Residual Block 4

Conv3 x3,64ReLU Conv3 x 3,128ReLU Conv 3 x 3,256 ReLU Conv 3 x 3,512 ReLU
Conv3 x 3,64 ReLU Conv3 x 3,128 ReLU Conv 3 x 3,256 ReLU Conv 3 x 3,512 ReLU

Table 5 illustrates the structural framework diagram of the selected RetNet-18. For
the fully connected neural network, the designed model incorporated a regularization
module to prevent overfitting. For the underlying model of the other three datasets to
be capable of ensuring the proper transmission of the gradient, the RetNet-18 model was
chosen, which allowed for the solution of the gradient problem in neural networks through
residual connectivity. The size of the convolution kernel used by RetNet-18 was 3 x 3.

Table 5. Indicates the output of the detection module.

Label Inference Membership
Output Attacks Inference Attacks Both Attacks
Detection module 1 » 12

output
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5.3. Experimental Evaluation

In the detection function of label inference attacks and membership inference attacks,
the attack accuracy of the model subject to both attacks, alongside the accuracy of the
label inference attacks model after decentralized training, were experimentally verified and
evaluated. The inspection module allows the user to have an overview of the model before
deploying it.

5.3.1. Evaluation of Detection Modules

For vertical federated learning in the detection function, it is necessary that the advance
detection model of the user be easy to deploy in order to perform the risk prediction. For
the detection module of vertical federated learning, we designed our approach to detect
two kinds of attacks: label inference attacks and membership inference attacks.

As shown in Figure 3, the detection model detected both attacks, and the detection
module output 1 for the models that were susceptible to label inference attacks, 2 for
models that were susceptible to membership inference attacks, and 0 for models that were
not susceptible to either attack. Membership inference attacks rely on the principle of
overfitting, and the usual models were susceptible to membership inference attacks; for
models that were susceptible to both attacks, the detection module output 1 and 2.

Detection result:o
Detection result:1
Detection result:2

Detection result:1,2
Figure 3. Detection module output results.

5.3.2. Attack Evaluation

An experimental analysis of the attacks was performed for the threat models subjected
to label inference attacks and membership inference attacks. We analyzed the accuracy of
the attacks for each of the two cases (two threat models) of the label inference attacks for
each of the four datasets, as well as F1 scores of the membership inference attacks for the
different datasets and different threat models.

Figure 4 shows the accuracy of the attacking model formed by the adversary using
a limited quantity of labeled data for pre-training and the attack accuracy of the model
formed by the attack without utilizing a limited quantity of labeled data for fine-tuning in
the two threat model conditions. The experiments here were for the accuracy of the active
label inference attacks, and they showed that the attack performed by the adversary with a
limited quantity of labeled data was better under Threat Model 1, which was the attack
performed by the adversary with a limited quantity of labeled data. The accuracy of the
attack was as high as 89% on the BCW dataset, which was a big threat to the user’s privacy.
Similarly, there was a high accuracy on several other relatively complex datasets, with
86.52%, 84.11%, and 80.82% for attacks on the CIFAR-10, CINIC-10, and FMNIST datasets,
respectively. For Threat Model 2, the attack scenarios were executed by the adversary
using a limited quantity of labeled data. Relative to Threat Model 1, the accuracy of the
attack decreased slightly, with 78% on the BCW dataset and less than 80% on the other
datasets and even 69% on the FMNIST dataset. This is because of the different information
possessed by the enemy; an enemy that has a limited quantity of labeled data acquires
more information about the features and labels when performing semi-supervised learning
to fine-tune the attack model, resulting in a better attack, which is the principle of label
inference attacks.
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Figure 4. Attack accuracy of the two threat models for LIA.

As shown in Figure 5, the accuracy of the membership inference attacks was also
analyzed experimentally. For the RetNet models in machine learning, we focused on two
threat models in black-box scenarios. Because the black-box scenario is more representative
of a realistic attack situation as compared to the white-box, for a realistic scenario, the
adversary typically lacks the specific structure and specific parameters of the model, so the
black-box scenario is more representative of a realistic attack situation; that is, the adversary
utilizes the API to access the model. As Figure 5 shows, two threat models for membership
inference attacks were analyzed experimentally on four datasets.

1.09

B Baseline

R Some Additional Datasets
0.9 B Shadow Datasets
0.8

Accuracy
I
S
1

e
o
1

0.5

0.4

BCW CIFAR-10 CINIC-10 FMNIST

Datasets

Figure 5. MIA accuracy assessment.

As shown in Figure 6, on the BCW dataset, the effectiveness of membership inference
attacks under Threat Model 3 was 87.1% for adversaries using additional datasets, while
the accuracy of attacks under Threat Model 5 was 86.7% for adversaries using shadow
models. However, in the CINIC-10 dataset, the adversary’s attack accuracy using some
of the additional datasets was slightly lower than the attack accuracy using the shadow
dataset, and the reason for this result may be that, when modeling the shadow dataset, the
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adversary may have gained more information about the real dataset, which resulted in a
better-trained shadow dataset. Overall, the adversary’s attack on the model using some of
the extra real datasets was better than the adversary’s use of the shadow datasets, and the
same attack worked for the CIFAR-10 and FMNIST.

BCW

L0

0.9F

0.8

0.6

0.5

0.4

CIFAR-10 CINIC-10 FMNIST BCW CIFAR-10 CINIC-10 FMNIST

(a) (®)

0.9 |-

BCW

0.9

CIFAR-10 CINIC-10 FMNIST BCW CIFAR-10 CINIC-10 FMNIST

© (@

[ Baseline [ Some Additional Datasets [Jl Shadow Datasets
Figure 6. (a—d) Evaluation of the MIA accuracy in the four models.

Figure 7 shows the variation in the accuracy of attacks on the two threat models
under different machine models. Figures 6 and 7a—d represents different threat models.
We chose FCNN, Alexnet, RetNet, and DenseNet as the target models for experimental
analysis. It is observed that, for Threat Model 3, the adversary had a real dataset and
performed the membership inference attacks with a little better accuracy. The F1 scores of
the attacks under the four models were also evaluated experimentally and again compared
to Threat Model 5 (where the adversary utilized a shadow dataset); the accuracy of Threat
Model 3 attacks was a bit better.

5.3.3. Defense Assessment

The analysis of the defense method was also performed experimentally for the defense
method in vertical federated learning, and the defense method was added to the model
using the defense method of label inference attacks based on the decentralized training in
Chapter Four.

As Figure 8 shows, the accuracy of the attack and the accuracy of the defense were
validated experimentally for the four datasets BCW, CIFAR-10, CINIC-10, and FMNIST
trained in vertical federated learning. In the four datasets, the original accuracy of more
than 80% was reduced to about 10% because in the CIFAR-10, CINIC-10, and FMNIST
dataset, a total of ten categories, 10%, represents the results of the guessing, proving
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the efficacy of the designed defense method. At the same time in the detection module,
adding the label inference attack defense function was able to make the detection module

more complete.
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Figure 8. MIA defense assessment.

6. Conclusions

This paper presents the initial thorough analysis of the privacy vulnerabilities posed
by inference attacks targeting machine learning models. In view of the different reasoning
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conditions of the adversary, six threat models are set up to evaluate the experiment as
a whole. We perform a thorough measurement study involving distinct constructions
and datasets, focusing on both the attack and defense strategies. For users who want to
deploy the models, it is possible to detect possible attacks on the models in advance, and
for models that have been attacked, by using the detection module, it is possible to assess
the extent to which the model has been attacked, as well as to assess the effectiveness
of the defense. While the detection functionality is tailored for inference attacks, we
intend to incorporate tools designed to assess risks aimed at compromising the model’s
functionality, e.g., adversarial examples. This detection capability can achieve Al security
and trustworthiness.
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