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Abstract: Recently, various emerging technologies have been introduced to host IoT applications.
Edge computing, utilizing volunteer devices, could be a feasible solution due to the significant and
underutilized resources at the edge. However, cloud providers are still reluctant to offer it as an edge
infrastructure service because of the unpredictable nature of volunteer resources. Volunteer edge
computing introduces challenges such as reliability, trust, and availability. Testing this infrastructure
is prohibitively expensive and not feasible in real-world scenarios. This emerging technology will not
be fully realized until dedicated research and development efforts have substantiated its potential for
running reliable services. Therefore, this paper proposes VonEdgeSim, a simulation of volunteer edge
computing. To the best of our knowledge, it is the first and only simulation capable of mimicking
volunteer behavior at the edge. Researchers and developers can utilize this simulation to test and
develop resource management models. We conduct experiments with various IoT applications,
including Augmented Reality, Infotainment, and Health Monitoring. Our results show that incorpo-
rating volunteer devices at the edge can significantly enhance system performance by reducing total
task delay, and improving task execution time. This emphasizes the potential of volunteers to provide
reliable services in an edge computing environment. The simulation code is publicly available for
further development and testing.

Keywords: volunteer edge computing; edge computing; Internet of Things; simulation; trust
management; fault tolerance

1. Introduction

Cloud computing provides centralized, powerful resources such as storage and net-
working, allowing businesses and individuals to access virtualized resources. However,
sensitive applications might not be well suited to run on these centralized cloud data centers
due to latency issues [1]. Since latency-sensitive applications perform poorly when hosted
in distant data centers, new paradigms have emerged, namely edge and fog computing [2].
These paradigms introduce resources closer to the user, such as edge servers and routers,
positioned between the cloud and the end-user. This allows providers to enable users to
deploy and process their applications and data at nearby endpoints, making these services
ideal for ultra-low latency and real-time responsiveness (https://aws.amazon.com/edge/
(accessed on 17 September 2024)).

On the other hand, dew computing or volunteer edge computing is a paradigm
that leverages unused resources, such as personal computers and devices [3]. Volunteer
edge computing (VEC) can be promising infrastructure for this application if they are
utilized effectively. Volunteer edge computing is a concept that uses edge computing and
volunteer computing to maximize unused computer resources at the edge of the network
for Internet of Things applications. Volunteer devices are highly scalable and close to user
applications [4,5]. However, providers still hesitate to deploy user tools and API on any
nearby volunteer edge device due to the nature of the volunteer devices.

Volunteer infrastructure presents challenges related to reliability, availability, and
trust [3,6-8]. Volunteer infrastructure is not like dedicated physical servers in cloud data
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centers or edge servers. These resources are non-dedicated, as they are personal devices.
Their nature greatly affects the overall system performance and reliability. Volunteer devices
might go offline at any time, which can lead to task failures or delays. Moreover, the trust
score of volunteer devices cannot be assumed. Volunteer devices register their resources
for donation or participation without prior knowledge or history of trustworthiness.

Several successful volunteer computing projects, such as Boinc (https:/ /boinc.berkeley.
edu/ (accessed on 17 September 2024)), and Folding@home (https:/ /foldingathome.org/
(accessed on 17 September 2024)) are built to utilize idle resources to run scientific applica-
tions such as medicine, biology, and astronomy. For example, Boinc consists of 50 projects
established for over two decades. The success of these projects comes from different rea-
sons, such as dedicated research conducted on volunteer computing resource management
and fault tolerance. At the same time, some projects started before the revelation of the
hypervisor layer that the cloud provides. However, unique challenges are introduced
when it comes to volunteer edge computing, such as the quality of service (QoS), and qual-
ity of experience (QoE) [9,10]. Only a few research studies have been conducted in the
direction of resource management of VEC because running and setting volunteer edge
computing is not feasible. Additionally, there is no VEC simulation available to assist the
research community.

Evaluating the proposed framework or hypothesis in a real system gives the best
result. However, setting up a real system requires cost, maintenance, and reconfiguration,
which is unavailable in some research communities and labs [11]. The nature of volunteer
infrastructure brought many challenges to testing methodology on these simulators or a
real system. First, scalability is the main challenge, especially when testing on a large scale
of devices to take full advantage of the concept of volunteer edge. Second, testing any
method or hypothesis requires running the test in multiple rounds, which is challenging
if the system is dynamic [12]. Another crucial additional reason is the trust of volunteers.
Running a real test without a prior trust model might be risky for other entities in the
test [13]. The alternative solution is to evaluate and run the experiment on a simulation that
mimics the system’s complexity, dynamicity, and heterogeneity. Number cloud and edge
computing simulators such as [14,15] exist to mimic the characteristics of cloud and edge
environments. However, VonEdgeSim stands out by simulating failures and incorporating
trust modeling to replicate the non-dedicated environment inherent in volunteer computing
within edge networks.

Our research question is as follows: how can scalability, trust, and resource manage-
ment issues be effectively addressed through the simulation of volunteer edge computing?
The development and assessment of our suggested solution, VonEdgeSim, which attempts
to close a sizable gap in the body of current research, are guided by this question. While
current simulators such as CloudSim and EdgeCloudSim provide useful tools for cloud
and edge computing, they are unable to mimic the main challenges of volunteer edge com-
puting, including non-dedicated resources and dynamicity of trust resource. VonEdgeSim
is the first simulation with such sophisticated features, bridging this gap by offering a
thorough simulation environment that takes these important elements into account.

Therefore, in this paper, we propose VonEdgeSim, a volunteer edge computing simu-
lation. The simulation assists the research community in testing their proposed resource
management approach on simulation before integrating it into the real system. The simula-
tion incorporates the dynamic infrastructure of volunteer edge devices alongside dedicated
resources such as cloud data centers and edge servers. The task assignment considers
important features such as CPU speed, memory size, bandwidth, energy consumption, trust
of volunteer edge, and latency. This simulation is written in Python code, making it easy for
non-experts to deploy their features and task characteristics. By offering a robust platform
for simulating volunteer edge computing scenarios, VonEdgeSim enables researchers to
test and refine their approaches before real-world deployment, potentially leading to more
reliable and efficient edge computing solutions. To the best of our knowledge, this is
the first and only simulation with the above feature, making it suitable for the research
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community to evaluate the proposed work. Several tests are conducted to test the usage
and capabilities of simulation.
The following is a summary of this article’s contributions:

1.  The related simulations in cloud, edge, and volunteer computing are discussed in
detail. This section presents several well-known simulations in related paradigms
such as cloud computing, edge, fog computing, volunteer computing, and desktop
grids. We distinguish the different features that our simulation addresses.

2. The design and implementation of simulation is the core of this work and is presented
in great detail. First, the volunteer edge computing environment is briefly presented.
The simulation design is described in detail, including the network, task, simulation
class, runtime control, random initialization, and the implementation.

3. The design of a benchmark case is discussed, and several experiment tests are con-
ducted, such as delay, task failure, task execution time, and scalability.

The remainder of this paper is organized as follows. We introduce the Section 2.
Section 3 discusses the related work. We briefly define the volunteer edge computing in
Section 4. In Section 5, the design of the simulation is discussed in great detail. The imple-
mentation is presented in Section 6. The experiment are presented in Section 7. Finally we
present the conclusion in Section 8.

2. Motivation

There are a number of simulators designed for cloud, fog, and edge computing.
CloudSim [15] is a well-known toolkit that evaluates the performance of power consump-
tion and scheduling for centralized datacenters. The virtualized layer for virtual machines
is a core feature that makes CloudSim a successful simulator for assessing resource allo-
cation mechanisms before applying them to real datacenters. Additionally, many toolkits
have been built on top of and as extensions to CloudSim to simulate the resource man-
agement needed for IoT environments. The infrastructure and physical servers built on
CloudSim are dedicated and static, which can be used for evaluating resource management
for volunteer computing. Moving to shifted paradigms such as fog computing has gained
attention to address some CloudSim limitations in simulating this shifted environment.
iFogSim [16] is an extension of CloudSim to simulate fog computing. The simulator is
designed to evaluate the constrained latency applications that run on fog networks. Even
though the current version of iFogSim supports mobility, migration, and microservice
orchestration, it lacks features that simulate volunteer device behavior. Similarly, for edge
computing environments, EdgeCloudSim [14] is a popular simulator. EdgeCloudSim con-
sists of different network communications such as WLAN, WAN, and LAN, and has many
great features for edge environments.

On the other hand, volunteer edge computing can complement cloud data centers for
different types of IoT applications. There have been several pieces of research addressing
resource management in volunteer edge computing. However, each of these studies con-
ducted experiments in different environments, making it difficult for the community to
process and make VEC feasible for business network providers. Volunteer edge computing
faces significant challenges that have hindered its adoption in business settings. Network
providers are still hesitant to deploy user tools over volunteer infrastructure due to these
challenges. The theoretical background and research challenges in this field that require
simulation-based solutions have not been adequately addressed by the existing simulations.
The main challenges of volunteer edge computing include availability, reliability, and trust.
The dynamic environment allows volunteers to leave and join in a random and unpre-
dictable manner, which has a significant impact on task performance, often resulting in
failures and delays. The trust model is a crucial component that must be added to resource
management to guarantee system performance.

Moreover, most of the existing simulators are written in Java or C programming lan-
guages, which limits their accessibility to users who are experts in these languages. There-
fore, we introduce a novel Python-based simulator for volunteer edge computing called
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VonEdgeSim. This simulator differs from existing work by addressing more challenges
that help the community evaluate their proposed solutions in volunteer edge computing
before applying them to real environments. The use of Python makes this simulator more
accessible, as it is widely used by communities beyond computer science and engineering.
Additionally, the numerous features and libraries available in Python make this simulator
a strong base for extension and further development. Discussing the above challenges,
capabilities, and limitations of these simulators highlights the need for designing simulators
specifically for volunteer edge computing. We introduce new challenges that are core to
simulating VEC.

3. Related Work

In this section, we discuss approaches that integrate volunteer computing and edge
computing. Second, we discuss related simulations: (a) cloud computing simulators,
(b) edge/fog and IoT simulations, and (c) volunteer computing simulations. Then, we
justify our simulation approach. Finally, we identify the gaps in current simulations.

Because volunteer edge computing can interact with multiple paradigms, a thorough
search across multiple areas is required. Using a variety of academic resources, such
as IEEE Xplore, ACM Digital Library, and Google Scholar, we carried out this thorough
literature search. In addition to “toolkits” related to these paradigms, specific search

a7

strings like “volunteer edge computing”, “IoT simulation”, “cloud computing simulators”,

v

“edge computing simulators”, “resource management in edge computing”, “Desktop Grid
simulators”, “Dew Computing simulators”, “Fog Computing simulation” and “Mobile
Computing simulators” were used. Recent papers, applicability to volunteer edge com-
puting, and characteristics of the toolkit or simulation were among the selection factors.
Works that did not explicitly address the special difficulties associated with volunteer edge
computing were disregarded.

Volunteer edge computing: The integration of volunteer computing and edge com-
puting has recently been gaining attention [5]. These are two different infrastructures.
Volunteer computing, also known as desktop grid computing, has been a very successful
project over the past two decades [17]. Well-known projects such as BOINC [18,19] and
Folding@home [20] were built specifically for scientific applications that require intensive,
large-scale CPU resources. Volunteers donate and register their resources, such as CPU
power, to be utilized for these scientific applications. On the other hand, edge computing is
a new paradigm developed to accommodate latency-sensitive applications that cannot be
efficiently handled by cloud computing alone. These applications can run on edge servers
rather than traveling longer distances to cloud data centers. Both infrastructures have been
widely and successfully used.

However, there is no known project or system currently in operation that effectively
integrates volunteer and edge computing to enhance the concept of edge computing, similar
to how volunteer computing projects are actively running today. There are a number of
earlier and recent research studies discussing resource management in volunteer edge
computing (VEC).

Earlier work on volunteer edge computing: A study by Alsenani et al. [10] is one of the
early works that discusses volunteer edge computing. Alsenani et al. proposed a statistical
approach to estimate the reliability and trust of devices. The method is based on the Beta
distribution, a function that has been widely used in trust modeling. The Beta distribution
is defined by two parameters that shape the distribution. Alsenani’s approach uses the
success and failure of tasks as the criteria to estimate the trustworthiness of volunteer
devices. Pandey et al. [21] propose VECTrust, a trusted framework for resource allocation
in volunteer edge cloud (VEC) computing. VECTrust is based on performance, agility, cost,
and security (PACS) factors. It uses a Dirichlet-based probability distribution to leverage
multiple variables, unlike SaRa [10], which relies on only two variables. VECTrust was
evaluated using bioinformatics workflows on a VEC testbed with KubeEdge and Docker
technologies. The experiments outperformed state-of-the-art reliability-based trust models
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and showed promising results, demonstrating that volunteer resources can be successfully
utilized in edge networks. Mengistu et al. [22] propose integrating volunteer comput-
ing with edge computing. The authors propose a three-layer architecture that includes
the public cloud layer, the mini data center (VCaaS layer), and the front-end edge de-
vices/applications (user layer). The system uses vertical and/or horizontal communication
between layers. The authors present several open challenges in this infrastructure, such as
offloading and partitioning, communication models, business models, quality of service,
and security.

Recent advances in volunteer edge computing: Mounesan et al. [23] propose a Rein-
forcement Learning (RL)-driven approach for scheduling data-intensive scientific work-
flows in volunteer edge cloud (VEC) environments. The problem is formulated using a
Markov Decision Process (MDP) and solved with an Asynchronous Advantage Actor—Critic
(A3C) based RL model. The work demonstrates that better utilization of volunteer resources
can result in reduced task rejection compared to traditional methods. Alarcon et al. propose
VECFlex [24], a flexible resource management framework for VEC. The framework consists
of two key features: resource security policies and efficient resource allocation. VECFlex
uses Reinforcement Learning (RL) to rank resource trust and Particle Swarm Optimization
(PSO) to allocate optimal resources to workflow tasks. VECFlex was evaluated on an
AWS testbed, demonstrating a 2x improvement in workflow execution latency. Kantard-
jian et al. [25] propose the Dynamic Worker Availability Prediction (DWAP) scheme for
extreme edge computing. DWAP uses a continuous-time Markov model to predict the
availability of workers. The scheme is evaluated using real Google cluster traces. DWAP
outperforms state-of-the-art methods in terms of task drop rate.

Existing simulators: There has been a great shift from centralized computing paradigms,
such as cloud computing, to decentralized paradigms like IoT and edge computing. There
are numerous simulators available, each designed for specific purposes and infrastructures,
including cloud computing, edge computing, and volunteer computing. In the following
sections, we discuss each of these simulators in detail.

In cloud computing, CloudSim [15] is an event-derived solution toolkit used to model
the behavior of a cloud computing data center. CloudSim consists of great features that
mimic the behavior of virtualized server hosts, containers, and applications. It also supports
message-passing applications in the federation cloud and is suitable for testing energy-efficient
mechanisms. DCSim [26] is a data centre simulation tool for evaluating dynamic virtualized
resource management. DCSim supports the multi-tier application paradigm, which enables
the use of virtual machine replication as a tool for managing growing workloads. DCSim
allows the ability to simulate dependencies between VMs, and the combination of these
capabilities with a work-saving CPU scheduler. These simulators are designed for simulating
data centers and does not support an edge computing infrastructure.

EdgeCloudSim [14] is a popular simulation edge computing system built on top of
ClousSim. EdgeCloudSim supports both computational and networking resources. WLAN
and WAN device mobility models are available in the simulation. A number of edge
application scenarios are available to test. [oTSim-Edge [12] is an IoT and edge computing
simulation that extends the capability of CloudSim. IoTSim-Edge supports IoT and edge
infrastructure and simulates resource heterogeneity, mobility, communication protocol,
battery features, and application composition. iFogSim2 [16] is a resource management
simulation for IoT, edge, and fog computing. The toolkit supports mobility, migration
management, and microservice orchestration. iFogSim?2 also supports real mobility datasets
and dynamic distributed clustering. Different use cases, such as the crowd-sensing scenario,
studio translation scenario, and healthcare scenario. DISSECT-CF-Fog [27] is a simulator
built for IoT applications, capable of running large-scale fog and cloud nodes. DISSECT-CF-
Fog includes different features such as energy modeling, IoT devices and sensors, mobility,
and cost of service analysis. It consists of five modules: simulator, web application, executor,
predictor Ul, and converter. EdgeSimPy [28] is another Python-based simulator designed
for edge computing. EdgeSimPy includes built-in models such as user mobility, application
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composition, and power consumption. The core layer of EdgeSimPy includes functional
abstractions for data loading, time progression, and entity monitoring. The physical
layer includes base stations, network switches, edge servers, and users. The logical layer
includes applications, services, container registries, container images, and container layers.
The management layer encompasses service placement, service migration, maintenance
operations, and network flow scheduling. RayCloudSim [29] is a modeling analytics
simulator written in Python for cloud, fog, or edge computing. RayCloudSim can be used
for different research purposes, including resource management, scheduling, and task
allocation in distributed computing, such as cost analysis in cloud and edge computing.
RayCloudSim shares some features with our simulator, like having source code that is
simple to read and modify. Additionally, RayCloudSim is easy to integrate with machine
learning frameworks. These simulators suit the edge computing environment and do not
support the volunteer device’s dynamic nature. For volunteer computing simulation, there
are a few simulators.

ComBoS [30] is a comprehensive simulation for volunteer computing and desktop
grids. ComBoS simulation is a complete scenario of the BOINC project as servers, network,
redundant computing, scheduling, and volunteer nodes. ComBos utilizes data from large
projects such as ETI@home, Einstein@home, and LHC@home projects for the validation.
AVOCLOUDY [31] is a simulator of volunteer clouds. AvoCloudy supports heterogeneity
and large scale in highly dynamic systems. The simulation is validated with real data
obtained from PlanetLab project. The simulation DENIS [32], a cardiac electrophysiology
simulator based on the volunteer DENIS, is a volunteer computing simulation for cardiac
electrophysiology tasks. As cardiac electrophysiology is considered a a large task, DENIS
tested the task deadline and batch size on the time to complete a batch. Task completion is
reduced dramatically from years to days compared to a stand-alone computer.

As we discussed earlier, most existing simulations lack the incorporation of the dy-
namic environment that volunteer devices bring to the edge environment. Furthermore,
the majority of the current simulators are coded in Java or C programming languages,
hence restricting their availability to individuals who are skilled in these languages. To
the best of our knowledge, VonEdgeSim uniquely simulates the nature of volunteer edge
computing for IoT application. Different features, such as energy, dynamicity, with the trust
modeling, make it suitable for volunteer edge scenarios. Our solution is Python-based,
offering greater flexibility with libraries and ease of development. In Table 1, we compare
our simulation with other related work.

Table 1. Comparison of distributed computing simulation frameworks.

Ener, Edge Dynamic
Framework Focus Area 8y 8 Resource Trust Modeling  Implementation
Modeling Support s
Availability
SimGrid, AVOCLOUDY Volunteer Computing Limited No Yes Yes C/Java
CloudSim, DCSim Cloud Computing Data Centers Yes No No No Java
EdgeCloudSim, iFogSim IoT and Fog Computing Yes Yes No No Java
RayCloudSim Cloud, Fog, Edge Computing No Yes No No Python
EdgeSimPy, DISSECT-CF-Fog Fog-Edge Computing Yes Yes No No Python
VonEdgeSim Edge and Volunteer Computing Yes Yes Yes Yes Python

4. Volunteer Edge Computing

Volunteer edge computing is a concept that combines the principles of volunteer
computing with edge computing to harness underutilized computing resources at the
network’s edge for IoT applications.

Volunteer computing: A platform that enables individuals or organizations to con-
tribute their spare resources, such as CPU and memory, to intensive computation tasks,
such as scientific projects.
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Edge computing: A paradigm that brings computation closer to the edge of the
network, near the data users, enhancing processing speed and reducing latency.

In the simulation, where the individual device makes decisions about whether to
use its” own resources for the computational task, or to outsource the computations. Our
device receives (or generates) some tasks that it should handle. Those tasks have different
deadlines and priorities. As our device cannot always handle the tasks it has, it needs to
offload some of them. From now on, we will refer to this device as “local device”, In order
to offload the computations, local device can use one of the three types of helpers:

* A cloud server, which is geographically far from the device, hence requires longer
transfer time, but usually has strong computational capability. However, it is worth
noting that in general cloud device devotes only a small fraction of its resources
to the tasks supplied from our device, as it can potentially be serving lots of other
devices simultaneously.

*  Anedge computer, which is specifically put in a better geographical proximity with
the local device for better connection. But it has weaker computational capability
compared to the cloud. It will also be serving several other devices.

* A volunteer device, which is similar to the local device, but is idling for some reason,
and is ready to provide its” computational capability. On the other hand, volunteer is
not always reliable, since at any moment it can go offline, meaning it can stop offering
its services and drop all the tasks assigned to it.

* A local device, where the task journey begins. The local device is the user device
where a user initiates the task. Then, the task undergoes a decision process on whether
to be processed locally or offloaded to the network based on a number of factors, such
as energy and delay.

The task distribution mechanism is detailed as follows:

* A task: A task is represented by computational requirements, such as CPU and
memory usage, deadline, and priority.

* A device: In the simulators, each device can handle tasks based on its capabilities,
computing resources, and proximity to the local device.

¢ Trust and availability model: Tasks are assigned to volunteers who meet trust logic
and score, and are available.

*  Optimization: The simulation builds the optimization goal, such as minimizing latency
or energy consumption, and performs the simulation of tasks arriving one by one and
being assigned to the device, depending on this goal.

There could be various goals that need to be accomplished with respect to the tasks:
minimizing the total computational time, minimizing the total execution time, minimizing
the total consumed energy, and minimizing the number of failed tasks. We will consider
various such setups in the following chapters.

5. VonEdgeSim Design

The simulation is managed by the simulation class. The class constructor takes a
network, a list of tasks, and an optimization goal as the parameters, and builds the environ-
ment to simulate the task assignment. In this section, we describe all the classes that we
developed in the code to set up a proper simulation environment. Figure 1 illustrates the
high-level architecture of VonEdgeSim. Each component in the figure corresponds to the
subsections discussed below, showing how tasks are generated, managed, and processed
within the network system while being monitored by the trust model to ensure system
reliability. In Section 5.1, we first discuss the network management with all devices, which
is represented as the network manager and general unit in the figure. In Section 5.2, we
discuss the simulation class and runtime, which are represented as the simulation engine
and runtime control. Then, we discuss the initialization and generation of resources, repre-
sented by the task generator in the figure. Finally, in Section 5.3, we present the trust model,
which is represented by the trust model in the figure.
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Figure 1. High-level architecture of VonEdgeSim.
5.1. The Network

The network is a set of devices (cloud, edges, volunteers and local device). To construct
an object of this class, we need to pass to the contructor a list for each device type that
constitutes the network. In Table 2, we list the important notation used in simulator.
The general unit serves as the foundation for all the devices within the network. It contains
the characteristics that are shared by all devices.

Table 2. Notation table.

Symbol Description
name A string containing the name of the device.
/ Distance over which the data will have to be transmitted tirelessly to reach this device [m].
f CPU speed [MHz].
c Price for using the device.
B Connection speed the device has with respect to the local device [Mbit/s].
T Latency of the network between the given device and the local device [s].
T Computation time of a task [s].
Crask Number of cycles required for executing the task [Million cycles].
T, Time for the data transfer [s].
Miask Task’s memory size [Mbit].
T Trust score.
w1y, Wy, W3 Weights assigned to each term in the trust formula.
S Success rate.
L Average latency [s].
C Average completion time [s].
Ecomp Computation energy [Wh].
Teomp Computation time [s].
Pcpy CPU energy usage [W].
Eiransfer Data transfer energy [Wh].
Pow Bandwidth energy usage [W].
Tiransfer Data transfer time [s].
Ryvireless Wireless transmission rate [Mbit/s].
Pirans Transmission power [mW].
h Channel fading coefficient (wireless transmission).
path loss Path loss coefficient based on distance and path loss exponent.

5.1.1. Execution Time and Energy Model
The total execution time Ty, is calculated by summing the computation, data transfer,
and wireless transfer times. This is the primary factor used to determine the best device for
task execution.
Ttotal = Tcomp =+ Ttransfer + Twireless

where

C
Tcomp = ?-Sk
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is the computation time, with Ci,q, representing the number of CPU cycles required for the
task and f being the CPU speed.

Miask
Tiranster = 2(% + T)
is the data transfer time, where My, is the memory size of the task, B is the bandwidth,
and 7 is the latency, The factor of 2 accounts for the round-trip time, meaning the time for
sending the data and receiving a response.

Mtask

Rwireless

Twireless = +T
is the wireless transfer time. The wireless transmission rate Ryyireless 15 computed using
the following formula:

P -h
Ryvireless = B - log2 (1 + trans >

noise - path loss

where Pyrans is the transmission power, & is the channel fading coefficient, and path loss is a
function of the distance and path loss exponent.

Energy Consumption

The total energy consumption Ey, for a task is calculated as the sum of computation
energy and data transfer energy. Energy is tracked as part of the task execution process,
allowing insights into the energy requirements for different devices.

Etotal = ECom];) + Etrarlsfer

where
Ecomp = Pcpu - Tcomp

represents the computation energy, and

Etransfer = Pow * Ttransfer
represents the energy consumed during the data transfer.

5.1.2. Device Classes

The device classes in VonEdgeSim are all children of the general unit class, each with
specific characteristics tailored to their roles within the network.

Local device: The local device class is a child of the general unit class. It has the
location and cost rate hardcoded to 0, with the name set to “myDevice”. In the simulation,
a single local device is initialized, representing the source of task generation. The local
device’s processing capabilities, including CPU speed and energy consumption, are defined
within the simulation environment.

Cloud: The cloud class is another child of the general unit, with hard-coded parameters
for wireless transmission.

Edge: Similar to the cloud class, the edge class is a child of the general unit, also
featuring hard-coded parameters for wireless transmission.

Volunteer: The volunteer class, also derived from the general unit class, has hard-coded
parameters for wireless transmission. Additionally, it includes the following parameters:
trust, which is a value between 0 and 1 representing the trustworthiness of the volunteer
based on its previous behavior; availability, which is a Boolean value with 0 indicating
unavailability; last shutdown time, which is the time when the volunteer last went offline;
and the number of executed tasks, representing the number of tasks that the volunteer
completed successfully.
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5.1.3. Tasks Classes

The set of tasks is represented as a list of task class objects. The task class contains the
description of the task, which arises at the local device and needs to be assigned to one of the
units. The variables in the task class include the id, which is a unique identifier for the task;
the type, which is a string used to classify the task into categories; the arrival time, which is
the time when the task appears at the local device. If the task is reassigned, the arrival time
changes to the reassignment time, but the wasted time is tracked. The deadline time is the
time after which the task is considered failed unless it is completed successfully before it.
The CPU cycles refer to the number of cycles required to execute the task, and the memory
size is the size of the input data that must be transmitted to the computing device for task
execution. The start time is when the task’s execution begins, and the end time is when the
execution ends. The wasted time is the duration between the task’s first appearance and
when its execution starts. The assigned unit is the unit that executes the task. The success
flag is a Boolean variable indicating if the task was completed successfully (1) or not (0).
The assignment counter keeps track of the number of times the task was assigned to a unit
(greater than 1 if the task was reassigned due to volunteer shutdown). Finally, the deadline
specifies how much time a task has to be finished.

5.2. The Simulation Class

The simulation class takes the network and tasks as arguments, along with the opti-
mization goal, and performs the simulation of tasks arriving one by one and being assigned
to the appropriate device, depending on the optimization goal. The variables of the sim-
ulation class include the network, which is an object of the network class containing all
the units; the tasks, which are a list of tasks sorted by arrival time, with the sorting per-
formed automatically by the constructor of this class (meaning the user does not need
to worry about sorting the tasks); the not assigned tasks, which is an initially empty list
that will be filled with the tasks that could not be assigned to any unit (most likely due
to an unreachable deadline); and the runtime control, which is an item of a log runtime
control class.

5.2.1. Simulation Framework Variables

In this section, we discuss different variables used within the simulation framework.
The volunteer trust threshold sets the minimum trust level that a volunteer device must
meet to be ready for task. The simulation length represents the total duration of the sim-
ulation in seconds, establishing the temporal context for task generation and processing,
and influencing the simulation’s scope and the volume of data handled. The volunteer time-
out threshold determines the duration after which volunteers are considered unavailable
to accept any coming tasks. The transition coefficient is a parameter used for transforming
energy cost into time cost.

Runtime control: We created this task to keep track of task assignments and provide a
general overview of the simulation. The runtime control includes lists such as assigned
tasks, which are the tasks that have been assigned; units, which are the units to which each
task is assigned; task index, a list of tuples with the task ID as the first element and the
position of the task in the assigned tasks list as the second element, used to find a task and
the related unit by knowing its ID; and not assigned tasks, which are the tasks that could
not be assigned because no device could meet their deadline.

5.2.2. Random Initialization

Although for some debugging purposes, we create some fixed devices or tasks, for the
final simulation, we generate tasks and networks randomly. The task generator is a function
that takes the desired number of tasks as an argument and returns a list of tasks. We also
use the global variable simulation length to control the total duration of the simulation.
Second, the network generator is used to generate a network with a specified number of
clouds and edges. As we want to compare networks without volunteers to those with
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volunteers, we first generate a random network without volunteers, and then separately
implement the function that adds random volunteers to the network. Finally, we generate
volunteers. Unlike previous functions, which were independent and created class objects;
this function is part of the class and expands an existing class object. It is a short function
that calls an individual generator, but we present it here in a unified form.

5.3. Trust Model
Trust Calculation Formula

The trust score (T) is calculated as follows:

1 1

where S represents the success rate, L represents the average latency, and C represents
the average completion time. Here, w1, w,, and w3 are the respective weights assigned to
each term.

The first term in the formula, success rate (S), is defined as follows:

5 successful Tasks
~ successful Tasks + failed Tasks + 1

(2)

This formula calculates the ratio of completed tasks to the total number of tasks, with
an added one to avoid division by zero, inspired by well-known trust models [9,33].
The second term, average latency (L), is calculated as follows:

_ total Latency
- successful Tasks + 1

©)

This represents the average latency for each successfully completed task. The total
latency is calculated as the sum of the latencies of all successfully completed tasks.
The third term, average completion time (C), is given by

_ total Completion Time

C= (4)

successful Tasks + 1

This calculates the average time consumed by the successful tasks. In the simulation,
the trust terms are managed during task assignment with volunteer trust threshold to filter
trusted volunteers that meet the threshold.

The volunteer timeout threshold determines the duration after which a volunteer is
considered inactive. If a volunteer’s trust score drops below the volunteer trust threshold
and they remain inactive for a period exceeding the volunteer timeout threshold, the system
restores the volunteer’s trust, making them ready for task assignment again.

5.4. Diagram

In the Figure 2, we present the UML sequence diagram, which provides a high-level
overview of the simulation’s flow and components. The VonEdgeSim simulation’s work-
flow is illustrated in this figure. The simulation begins with the user creating tasks and
instantiating the network, which includes different types of devices such as volunteers,
cloud, edge, and local devices. The figure shows task generation and assignment. Addi-
tionally, a trust score check is performed on volunteer devices before tasks are assigned.
Tasks are distributed to the appropriate device (cloud, edge, volunteer, or local device) as
the simulation iterates through them. The diagram highlights key components such as the
network, task management, runtime control, and their interactions.
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Figure 2. The diagram simulation’s flow and components.

6. The Implementation

After the network, tasks, and the corresponding simulation object are created, we
can run the simulation. It simulates assigning the tasks according to the criteria that the
user selected. The simulation class not only assigns the tasks to the different devices but
also decides the temporary shutdowns and turn-ons of volunteers. In order to control
the frequency at which those occur, we use the variables shutdown frequency and turn-
on frequency. We will explain their usage later in this section. To avoid the volunteers’
shutdown or turn-on, we can set the corresponding shutdown and turn-on values to 1.
The simulation is run by calling the run with the random shutdowns function, which
oversees the process of randomly shutting down and turning on volunteers, triggering the
re-assignment process as necessary. The get best device, shutdown volunteer, and run with
random shutdowns together ensure that when a volunteer becomes unavailable, tasks are
seamlessly redistributed to edge devices or other volunteers, maintaining the integrity and
efficiency of the distributed system.

Now, we describe step by step what the code does to run the simulation:

e  Start the runtime control object to start collecting printable data (Line 1).
e  For a task in the list of tasks (already sorted by arrival time) (Line 2):

- if the condition on Line 3
(i.e., if the remainder of dividing task IDs by the shutdown frequency) is 1.
We use this to have a frequency for the shutdowns of volunteers. We decide
with this on average after how many tasks should a random volunteer shutdown.
Since tasks IDs are not sequenced (as tasks were sorted by arrival time, their
indexes are not arranged) the shutdowns occur at random times, but on average
after every shutdown task arrives in my device.
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Obtain a list of active volunteers and if this list is not empty, randomly
choose one of them and call the shutdown volunteer function to simulate the
shutdown of the randomly selected volunteer at the current task’s arrival
time (Line 5-7).

In this function, following steps are taken:

o

Collect all tasks that will need to be reassigned, by calling the volunteer
class member function volunteer.shutdown. For the selected volunteer,
conduct the following:

Set the availability to 0.

Set the last shutdown time to the current shutdown time.

For the tasks in the device’s queue, collect all whose end time is after the
shutdown time (in order to send them for reassignment), and then delete
them from the volunteer’s log.

Adjust the trust by

1 1

two is added here to avoid setting the trust to zero when no tasks were
completed before shutdown, and also to balance the penalty when few
tasks were assigned before the shutdown.

Now, back in the original shutdown volunteer function, to handle the
reassignment of tasks from a volunteer that has been shutdown to
another available device, cycle through all the tasks that should be
reassigned and

prepare the task to reassign by calling task.prepare. For reassignment
function (line 8-9)

set wasted time to previously wasted time plus time spent in the queue
of the last volunteer. More precisely

wastedTime = wastedTime + reassignmentTime — arrival Time.

Reset the arrival time to the reassignment time.

Clear the assigned unit, leaving it unassigned.

Initialize the start time to an undefined state.

Initialize the end time to an undefined state.

Find the new device for this task by calling get best device function. This
function handles the distribution of tasks to the most suitable device, be
it a volunteer, edge, or cloud, based on availability and other factors. As
this function is dependent on what we are optimizing for, for now the
only important thing to keep in mind is that it returns the best device key
and a success flag for finding the device that could fulfill the constraints.
If the device is successfully found, call the best device function (Line 10).
Compute execution time of the task on this device by calling compute
execution time function (see this function in the unit class description).
If the device is not doing any tasks

set the task’s end time to the arrival time plus the execution time.
Otherwise, If the device is currently executing another task, set the
device’s end time to device’s end time + execution time.

In other words, if the device already has other tasks, it will start executing
this task only after it is finished with all the previous ones in the queue.
Otherwise, if no device could satisfy the tasks deadline, we add the task
to the list of failed tasks (Line 14).
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After the shutdown happened, or the condition was false and shutdown was
not needed, the function continues to process the current task by finding the
best device for it, using the function get best device (Line 19).

Note that if the shutdown happened during the previous step, then this
volunteer will not be among the devices to choose from, as its availability
would be switched to 0 and it will not pass the availability check.

If finding the best device ended successfully, we call the best device function
again. otherwise we append the task to the list of failed tasks (Line 20-24).
Note that this step is basically the same as what was happening during

the reassignment.
- For the condition in line 25.

(i.e., if the reminder of dividing task IDs by the turn-on frequency is 1, using

the same mechanics as for shutdown) (Line 25-28).

The simulation steps and VonEdgeSim pseudo-code is shown in Algorithm 1.

Algorithm 1 Simulation Steps

1: Initialize runtimeControl object for data collection
2: for each task; in tasks sorted by arrivalTime do

3. if task;.ID mod shutDownFreq == 1 then
4: activeVolunteers < getListOf ActiveVolunteers()
5: if activeVolunteers is not empty then
6: selectedVolunteer < selectRandom/(activeVolunteers)
7: shutDownVolunteer(selected Volunteer, currentTaskArrival Time)
8: for each task in selectedVolunteer.tasks needing reassignment do
9: task.prepareForReassignment(currentTaskArrivalTime)
10: (bestDevice, success) < getBestDevice(task)
11: if success then
12: bestDevice.assignTask(task)
13: else
14: append task to failedTasks list
15: end if
16: end for
17: end if
18:  end if
19:  (bestDevice, success) <— getBestDevice(task;)
20:  if success then
21: bestDevice.assignTask(task;)
22:  else
23: append task; to failedTasks list
24:  end if
25:  if task;.ID mod turnOnFreq == 1 then
26: performTurnOnOperations()
27:  end if
28: end for

7. Experiments

In this section, we discuss the experiment in detail. First, we introduce the benchmark
case and simulator environment. Next, we present the simulation results. Finally, we
summarize the key lessons learned from the simulation experiment. The purpose of the
experiments is to demonstrate how the previously mentioned research issue is effectively
addressed by the proposed simulation framework, particularly in the context of improving
task allocation and execution in volunteer edge computing environments. Our goal is to
provide clear evidence of the framework’s effectiveness by linking the experimental results

to our scientific contributions.
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7.1. Simulators Parameters

We describe the design of a benchmark case. Tables 3 and 4 define the network and
task parameters [14]. In Table 3, we present the network parameter values for all network
units, including the cloud, edge, volunteer, and local device. Parameters such as number,
CPU speed, bandwidth, latency, energy consumption, and bandwidth energy consumption
are provided for each network unit.

Table 3. Network parameters overview.

Network Parameters Overview

Cloud Edges Volunteers Local Device
Number 1 3 0-100 1
CPU Speed (MHz) 3600-3900 2200-3500 1000-2500 1000-2000
Bandwidth (Mbit/s) 50-100 50-100 50-867 10-50
Latency (s) 0.01-0.08 0.001-0.01 0.001-0.1 0.0
Cycle Energy Consumption (Wh) 100-150 75-150 75-125 75-125
Bandwidth Energy Consumption (Wh/Mbyte) 175-225 150-200 100-150 75-125

Table 4 illustrates three different task types: Augmented Reality (AR), Health Moni-
toring (HM), and Infotainment (I). We present parameters such as interarrival time, CPU
cycles, memory size, and deadline. Interarrival time affects the rate at which tasks are
generated, where shorter interarrival times increase system load. CPU cycles (measured
in mega instructions) represent the computational requirements of each task, with higher
cycles demanding more processing time and energy.

Table 4. Task parameters.

Tasks Parameters

Parameter Name Augmented Reality (AR) Health Monitoring (HM) Infotainment (I)
Interarrival Time (s) ~ E(2) ~ E(5) ~ £(10)
CPU Cycles (Mega Instructions) 20,000 7500 2500
Memory Size (kB) 1500 25 1250
Deadline (s) 300-900 180-600 60-300

In Table 5, we present additional parameters and simulation settings such as the
number of simulation repetitions, duration, number of tasks, along with transmission
power, fading, path loss, and noise power.

7.2. Simulators Results

In the current version of the code, we perform five tests to demonstrate the usage
and capabilities of the simulation. These tests include the following: (a) testing the task
distribution among the network units; (b) testing delay, task failure, and execution time
as the number of tasks increases; (c) testing delay, task failure, and execution time as the
number of volunteers increases; (d) analyzing the performance of different task types,
and finally; (e) testing the time and memory complexities of the simulation.

7.3. Task Distribution

Initially, we carry out comparative simulations of network distribution, both with and
without volunteers, as depicted in Figures 3 and 4. A randomly generated network with a
set of randomly generated tasks is tested. The network consists of 1 cloud, 3 edge servers,
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Unit

edge_2

volunteer_1

volunteer_4

volunteer_3

volunteer_0

cloud_o0

myDevice

edge_0

volunteer_2

edge_1

5 volunteers, and 2000 tasks. The second test uses the same parameters but excludes
volunteers. In Figure 3, the task distribution across the network units is as follows: cloud
hosts 476 tasks, edge hosts 804 tasks, volunteers host 664 tasks, and the local device runs
56 tasks. A different distribution is shown in Figure 4, where the cloud hosts 39 tasks,
edge hosts 1724 tasks, and the local device handles 237 tasks. In this small test, we do
not evaluate performance metrics such as delay or task failure; rather, we illustrate how
our simulation distributes the tasks among the network units. Figure 5 compares the
energy consumption for the two scenarios: (1) with volunteers and (2) without volunteers.
It is clear that when volunteers are involved, the energy consumption of the cloud and
local device drops significantly. The energy consumption for each network unit increases
based on the energy required for each task, which includes data transfer and computation.
During the evaluation, total energy consumption increases based on the nature of the tasks.
Additionally, advanced task assignment and load balancing are beyond the scope of the

current version of the simulation.

Table 5. Simulation parameters overview.

Simulation Parameters Overview

Simulation Repeats 5 times
Simulation Duration 21,600 s (6 h)
Number of Tasks 10,000
Shutdown Frequency 10
Turn-On Frequency 100
Volunteer Trust Threshold 0.3

Volunteers Timeout Threshold

Simulation length x 0.1's

Transmission Power

10 dBm (converted to 10 mW)

Fading Coefficient Random value between 0.5 and 0.9
Path Loss Exponent Random value between 2 and 3.5
Noise Power 0.001
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Figure 3. Simulation of a network with 1 cloud, 3 edges, and 5 volunteers. A total of 2000 tasks

were generated.

7.4. Testing Performance Metrics with Increasing Task Numbers

In Figure 6, the second test compares delay, task failure, and execution time as the
number of tasks increases across different scenarios. The network distribution consists of
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unit
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1 cloud, 3 edge servers, and 100 volunteers, with tasks increasing up to 100,000, as shown
in Tables 3 and 5. The first scenario is called TrustTrue, where the model uses the trust
model in the assignment with volunteer resources. The second scenario is called TrustFalse,
where the model does not use the trust model in the assignment with volunteer resources.
In some parts of the discussion, this scenario may also be referred to as untrust for simplicity.
The final scenario, called NoVolunteer, involves no volunteer resources in the assignment.
In the final scenario, only one cloud and three edge servers are available to host the tasks.

500

08:30 09:00 09:30 10:00 10:30

Figure 4. Simulation of a network with 1 cloud, 3 edges, and 0 volunteers. A total of 2000 tasks
were generated.
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Figure 5. Energy consumption with and without volunteers.

In Figure 6a, we compare the execution time between scenarios. It is clear that
as tasks increase, the system load increases, causing the execution time to rise. It is
noticeable that the TrustTrue scenario outperforms the other scenarios in most observations.
The trust model outperforms the TrustFalse model by 5%, and by 9% in comparison to the
NoVolunteer scenario. This shows the promising potential of using volunteers to support
edge and cloud environments, with a 9% improvement, which is significant. The reason
we see faster execution times in the TrustTrue scenario is that the trust model relies on
the history of volunteers’ completion times and prefers those volunteers who have lower
average completion times.

However, there are a few observations of spikes in the TrustTrue scenario, where the
other models show better results. These spikes are related to both the nature of the task types
(specifically the high demands and frequency of AR tasks) and how the trust model handles
those demands. Since AR tasks are frequent and resource-intensive, they can cause resource
contention and fluctuations in trust. Addressing these observations requires an advanced and
scalable task assignment model, where the trust model is further utilized and optimized.
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In Figure 6b, we compare the delay between scenarios. It is evident that as tasks
increase, the system experiences more load, leading to a rise in delay time. It is clear that the
trust model exceeds other scenarios in most cases. The trust model surpasses the TrustFalse
model by 6%, and by 16% compared to scenarios without volunteer involvement. This
shows the promise of utilizing volunteers in an edge environment. The system struggles
more significantly under larger loads without volunteer support. It clearly demonstrates
that the trust model decreases delay compared to the experiment without trust because
the nature of modeling trust prioritizes volunteers with better performance, making them
more likely to be chosen.

Volunteers with a trust score below the volunteer trust threshold (Volunteer Trust
Threshold = 0.3) are considered unreliable and are therefore excluded from task assignment,
which effectively reduces the chances of task failures and consequently decreases latency.
However, further investigation into the anomalies and the behavior of the system in certain
observations would be beneficial to understand and mitigate the observed spikes in delay.

In Figure 6¢, where we compare only between the trust and untrust model in task fail-
ure. The results show that trust model outperform the untrust model with 32%. During the
task assignment, we set the volunteer trust threshold and volunteer timeout threshold to
control whether the volunteer is ready for assignment or if his trust has fallen below the
threshold. The result shows that the result is better with trust enabled, relying on volunteer
history and the dynamicity management of this value during the assignment to improve
the reliability system. The trust model calculates both the number of successful and failed
tasks over time, thus favoring volunteers with a high number of successful tasks.

«10% Comparison of Execution Times 1 108 Delay Comparison for Different Scenarios

—5— TrustTrue -

—&— TrustTrue
16 [ |[—=—TrustFalse

—&— TrustFalse
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®
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(c)
Figure 6. Execution time, task delay, and task failure, as the number of tasks increases. (a) Execu-
tion Time. (b) Task Delay. (c) Task Failure.
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7.5. Testing Performance Metrics with Increasing Volunteer Numbers

In Figure 7, the second test compares the trust and untrust models in terms of delay,
and execution time as the number of volunteers increases. Additionally, the test shows how
volunteer resource involvement can support edge computing. The network distribution
consists of one cloud, three edge servers, task tasks is 100,000, and volunteers increase from
10 to 90.

In Figure 7a, we compare the execution time between scenarios. It is obvious that
as the number of volunteers increases, the availability of more computational resources
leads to a decrease in execution time. It is also noticeable that the trust model outperforms
the untrust model in most observations. The trust model outperforms the untrust model
by 13%, and the execution time improves by 33% as the number of volunteers increases
from 10 to 90. In Figure 7b, we compare the delay time between trust and untrust models.
It is clear that as the number of volunteers increases, the delay decreases because more
computational resources are involved in handling the tasks. The results show that the
trust model outperforms the untrust model by 34%, and the delay time improves by 64%
as the number of volunteers increases from 10 to 90. The main objective of volunteer
edge computing is to support edge computing, the results show promising outcomes in
decreasing delay and execution time. As we discussed previously, the spikes in some
observations, such as when the number of volunteers is 40 and 70, are because we ran the
simulation with different types of tasks within different intervals. For example, the task
type ‘AR’ is more frequent and consumes more delays. Further discussion on evaluating
task types is covered in the next section.

. 10% Execution Time Comparison for Different Scenarios 16 2 10° Delay Comparison for Different Scenarios
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Figure 7. Execution time and task delay as the number of volunteer increases. (a) Execution time.
(b) Task delay.

7.6. Task Type Performance Analysis

In this section, we evaluate the performance of the simulation on task types with
and without volunteers. We compare the results of execution time and delay in both
scenarios. The network setup consists of a single cloud, 3 edge servers, and 100,000 tasks,
with 50 volunteer resources available. In Figure 8, we illustrate the delay and execution
time with and without volunteers. Both execution time and delay decrease when volunteer
resources are involved.

The nature of each task differs, as shown in Table 4. For instance, AR (Augmented
Reality) tasks are more frequent and resource-intensive than other task types. Without vol-
unteers, the cloud and edge servers struggle to meet the demands of these high-resource
tasks. In contrast, HM (Health Monitoring) tasks, which are less computationally de-
manding compared to AR, can be handled by the cloud and edge, but the delay increases
without volunteer support. Lastly, I (Infotainment) tasks show significant improvement
with the addition of volunteers, reducing both delay and execution times. These results
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highlight the substantial benefits of adding volunteers to enhance the performance of edge
computing environments.

Average Execution Time Comparison Average Delay Comparison

[ vithout Volunteers
I With Volunteers:

[ ithout Volunteers
I With Volunteers

Average Execution Time (seconds)
Average Delay (seconds)

AR HM HIM
Task Types Task Types
(a) (b)

Figure 8. Execution time, and task delay (with and without volunteers). (a) Execution time.
(b) Task delay.

7.7. Time and Memory Complexities

Additionally, we analyze the scalability of the simulation in terms of simulation time
and memory usage. We conducted experiments with tasks ranging from 1000 to 5000,
across different numbers of volunteer edges, from 10 to 50. Figure 9a shows that the
tests on simulation time demonstrate that as the load increases, the simulation time is not
dramatically affected. Running 5000 tasks over 50 volunteers is completed in 1.59 s, which
is a very reasonable time, with a difference of only 0.66 s compared to running the test with
10 volunteers.

Regarding memory usage, the results in Figure 9b show consistency across all cases.
The simulation of 5000 tasks with 50 volunteers consumes 198.38 MiB, with only a 0.45 MiB
difference compared to running the test with 10 volunteers.
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Figure 9. Scalability of the simulation. (a) Simulation time. (b) Memory usage.

To sum up, Table 6 is dedicated to presenting the main lessons learned in the work.
The experiment discusses the effectiveness of using volunteer devices in edge computing
environments to improve task execution, and delay reduction. In conclusion, this series
of experiments is conducted to validate the simulation. The result shows that integrat-
ing the volunteer edge resources in edge computing can improve the performance of
edge solutions.
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Table 6. Summary of main lessons learned.

Lesson Learned Key Observations

Volunteers help decrease total task delay by nearly 64%,

Reduction in Task Delay demonstrating the effectiveness of distributed resources.

Volunteers involvement help decrease total task execution by

Reduction in Task Execution . .
eductio Sk Executio nearly 33%, demonstrating the benefit of volunteer resources.

The simulation handles increased numbers of volunteers and
Complexities of the Simulation  tasks efficiently, with minimal impact on execution time and
memory usage.

The trust model reduces latency, improves task completion

Effectiveness of the Trust Model times, and lowers task failure rates.

8. Conclusions and Future Works

The volunteer edge computing infrastructure offers highly scalable capabilities. How-
ever, due to the challenges posed by volunteer resources, users cannot easily deploy their
APIs and tools on this infrastructure. Primary concerns, such as availability and trust,
remain significant issues within volunteer infrastructure. Moreover, testing the proposed
framework or hypothesis in real systems incurs substantial costs. Therefore, this paper
presents a simulation for volunteer edge computing. To the best of our knowledge, this
is the first paper to include volunteer edge devices in a simulation. We have conducted
several tests to demonstrate VEC's ability to advance edge computing. We ran well-known
IoT applications, including Augmented Reality, Infotainment, and Health Monitoring.
The results demonstrate the simulation’s capability to significantly reduce total task delay
and task failures, and improve task execution time. This simulation establishes a foun-
dation for future research to enhance VEC and address the challenges, setting the stage
for the development of more reliable, effective, and scalable solutions in edge computing.
Our future goals include expanding the network models and protocols for a comprehen-
sive analysis of delays and integrating vehicles along with their characteristics into this
simulation. Additionally, our future work will cover URLLC aspects, supporting ultra-
reliable and low-latency communications for 5G applications. Moreover, incorporating
concepts such as context-aware computing and context histories could further enhance
the adaptability and intelligence of volunteer edge computing systems [34,35]. By leverag-
ing context prediction and similarity analysis, future simulations could better anticipate
system states and optimize task management. Finally, the reward functionality is not
implemented in this work and will be included in future development. Code is available at
https:/ /github.com/SimuEnv /VolunteerEdgeSim (accessed on 10 October 2024).
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