
Citation: Zhang, Y.; Shi, Y.; Zhao, X.

Bidirectional Corrective

Model-Contrastive Federated

Adversarial Training. Electronics 2024,

13, 3745. https://doi.org/10.3390/

electronics13183745

Academic Editor: Subir Halder

Received: 30 July 2024

Revised: 2 September 2024

Accepted: 11 September 2024

Published: 20 September 2024

Copyright: © 2024 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

electronics

Article

Bidirectional Corrective Model-Contrastive Federated
Adversarial Training
Yuyue Zhang , Yicong Shi and Xiaoli Zhao *

School of Electronic and Electrical Engineering, Shanghai University of Engineering Science,
Shanghai 201620, China; m320121365@sues.edu.cn (Y.Z.); m320121104@sues.edu.cn (Y.S.)
* Correspondence: zhaoxiaoli@sues.edu.cn; Tel.: +86-1356-403-4656

Abstract: When dealing with non-IID data, federated learning confronts issues such as client drift
and sluggish convergence. Therefore, we propose a Bidirectional Corrective Model-Contrastive
Federated Adversarial Training (BCMCFAT) framework. On the client side, we design a category
information correction module to correct biases caused by imbalanced local data by incorporating
the local client’s data distribution information. Through local adversarial training, more robust local
models are obtained. Secondly, we propose a model-based adaptive correction algorithm in the
server that leverages a self-attention mechanism to handle each client’s data distribution information
and introduces learnable aggregation tokens. Through the self-attention mechanism, model contrast
learning is conducted on each client to obtain aggregation weights of corrected client models, thus
addressing the issues of accuracy degradation and slow convergence caused by client drift. Our
algorithm achieves the best natural accuracy on the CIFAR-10, CIFAR-100, and SVHN datasets and
demonstrates excellent adversarial defense performance against FGSM, BIM, and PGD attacks.

Keywords: federated learning; adversarial attacks; defense models; contrastive learning; robustness

1. Introduction

The development of artificial intelligence technology mainly relies on data-driven
techniques; without a huge number of data, it is hard to train models that match the requisite
requirements. Data, being some of the most essential resources in today’s society, face
the huge dilemma of how to harness their value while respecting data privacy. Federated
learning allows several users (clients) to collectively train a neural network model while
retaining the privacy and security of their data [1–3]. However, training on local clients
also increases the susceptibility of the global model in federated learning to adversarial
attacks [4–6]. For instance, attackers can successfully trick the global model with a high
success rate by adding minor adversarial perturbations to evaluate samples during the
model inference stage. This has generated worries regarding the security and dependability
of federated learning in real-world applications [7].

Non-independent and identically distributed (Non-IID) training data across multiple
clients is a consequence of data scarcity, privacy protection restrictions, and the heterogene-
ity of data sources in federated learning [8–11]. As a result, local client training experiences
optimization bias, which hinders the model’s ability to converge to a stable optimum.
Client drift is the term used to describe the phenomena wherein, as a result of differing
local data distributions, the local models of several clients gradually diverge from one
another. Differences in the local models might cause instability and inconsistencies when
they are aggregated, which can make the aggregated global model function poorly. In fed-
erated learning systems, client drift is a significant issue as it gets worse when non-IID data
are provided.

In classical machine learning, adversarial training (AT) is one of the best methods for
making neural networks more resistant [12,13]. Differences in the local models might cause
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instability and inconsistencies when they are aggregated, which can make the aggregated
global model function poorly. In federated learning systems, client drift is a significant
issue as it gets worse when non-IID data are provided. Adversarial training was added
by Zizzo et al. to the federated learning client-side training procedure, enhancing the
global model’s defense against adversarial attacks [5,6]. Federated adversarial training
(FAT) is a technique that needs more complicated models and a higher quantity of training
data than normal training [14–17]. Federated adversarial training (FAT) shows poorer
natural accuracy and slower convergence than regular federated learning, similar to classic
adversarial training [5]. Furthermore, boosting adversarial robustness frequently results
in a drop in natural accuracy [18], meaning that naturally trained models have far lower
natural accuracy than conventional training [19]. By giving minority class data more weight
during local adversarial training, CalFAT [20] overcomes the instability of adversarial
training; nevertheless, it only addresses the problem of data imbalance inside clients,
ignoring the model drift brought on by data heterogeneity among clients. FedDisco [21]
modifies aggregation weights according to the size of each client’s dataset and the variations
between the local and global class distributions. However, it does not account for more
complex federated learning scenarios, such as adversarial attacks occurring during the
model inference phase.

This article proposes a Bidirectional Corrective Model-Contrastive Federated Ad-
versarial Training (BCMCFAT) framework to address the low accuracy and instability of
adversarial training caused by non-IID data in federated adversarial training. On the server
side, class distributions from each client are leveraged, and a self-attention technique is
applied to record distributional variances. Subsequently, local model-contrastive learning
is used to identify the aggregation weights. On the client side, a bias correction module is
developed to adapt model outputs depending on local data distributions.

Three points best describe our contributions:

• We present a server-side adaptive correction algorithm based on model contrast, which
uses a self-attention mechanism to learn the differences between the distributions of
each client and performs local model-contrastive learning to determine the corrected
aggregation weights.

• We introduce a client-side local adaptive correction model that uses local data distri-
butions to correct model outputs through a bias correction module.

• To evaluate the resilience and efficacy of our model, we check our technique on
numerous datasets.

2. Related Work
2.1. Federated Learning

Federated learning is a decentralized machine learning architecture where numerous
clients work together to build a common global model while keeping their data private [22].
The usual training procedure contains three major steps: (1) Server Initialization: The
central server sets up the initial local models for the clients. (2) Local Training: Each client
trains its model with local data and broadcasts the changed model back to the server.
(3) Server Aggregation: The server aggregates the local models to build an updated global
model, which is subsequently broadcast to the clients. (4) Client Model Update: Clients
utilize the revised global model to revise their local models, setting the scene for the
upcoming training session.

Currently, many studies are exploring ways to improve federated learning’s handling
of non-IID (non-independent and identically distributed) data [23–25]. These studies can be
categorized into two main approaches: improving local training on clients and enhancing
server aggregation.

In terms of improving local training on clients, FedProx [8] introduces a proximal
term based on the distance between the global model and the local models. This term
controls the training of local models during the federated learning process. On the other
hand, SCAFFOLD [26] corrects local model updates by introducing control variates during
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local training and synchronizing these variates across all clients. The gradient in the local
training process is controlled by the difference between local and global control variates.
However, SCAFFOLD has only been tested on a single dataset, lacking generalization tests
on more diverse datasets.

For improving server aggregation, FedMA [27] employs a Bayesian non-parametric
method for layer-wise matching and weighted averaging. FedAvgM [28] uses momentum
to update the global model on the server. Most of these methods primarily allocate weights
based on the size of the datasets. In contrast, FedDisco [21] identifies the difference
between local and global class distributions as a more effective criterion for determining
aggregation weights.

Most of the existing methods focus on classical federated learning scenarios. How-
ever, the complexity of non-IID data significantly increases the difficulty of adversarial
defense. The BCMCFAT approach proposed in this paper addresses the robustness loss
in federated learning caused by non-IID data. By accounting for both intra-client class
distribution differences and inter-client data distribution disparities, BCMCFAT effectively
mitigates challenges such as client drift and slow convergence in federated adversarial
training. However, similar to traditional adversarial training methods, our approach relies
on generating adversarial samples to enhance network robustness, which inevitably in-
creases computational complexity and the resource consumption of clients in the federated
learning process.

2.2. Self-Supervised Learning

Self-supervised learning has gained significant interest due to its capability to learn
useful representations without relying on costly labeled data [29–31]. Specifically, con-
trastive learning has become a well-liked method in the visual domain. The goal of this
approach is to maximize the distance between representations of distinct pictures (negative
pairs) and minimize the similarity between representations of enhanced perspectives of the
same image (positive pairs) within the feature space.

The most classic contrastive learning framework is SimCLR [32]. In SimCLR, each
image from the original dataset generates two augmented samples, xi and xj. Each aug-
mented sample is first transformed into a feature representation through a feature extraction
network f (·) and then projected into a feature space by a projection head g(·). The NT-
Xent contrastive loss is applied to the projection vectors g( f (·)). Specifically, given 2N
augmented samples, the contrastive loss can be defined as follows:

li,j = − log
exp(sim(zi, zj)/τ)

∑2N
k=11[k ̸=i] exp(sim(zi, zk)/τ)

(1)

where sim(·) denotes the cosine similarity function, zi represents the feature of the aug-
mented image, τ is the temperature parameter, and 1[k ̸=i] is an indicator function that
equals 1 when k ̸= i.

To solve the difficulty of effectively storing and exploiting a high number of negative
samples in large-scale datasets, MoCo [33] proposes momentum-updated encoders and a
dynamic negative sample queue. This approach allows for contrastive learning in a larger
context, enabling the model to learn richer representations. BYOL [34] further resolves the
dependency on negative samples in contrastive learning by using an exponential moving
average technique for updating the target net based on the online network, allowing the
self-supervised learning process to track useful signals.

Recent research has explored combining contrastive learning with federated learning.
van Berlo et al. [35] first introduced the concept of federated unsupervised representation
learning based on autoencoders, but their study did not consider the non-IID nature of
federated data. Zhang et al. [36] advocated employing a common dictionary module to
overcome the non-IID problems in federated learning. Zhuang et al. [37] combined the
classic self-supervised framework BYOL with federated learning and introduced adaptive
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updates for local predictors to further improve performance. Zhuang et al. [38] further
studied the essential components of federated self-supervised learning frameworks and
solved the non-IID issue using the Exponential Moving Average for adaptive updates to
local models. Li et al. [39] aggregated online networks from client nodes using FedAVG
and then improved accuracy by applying an incremental moving average update approach
to the target network. This study covers supervised learning settings and presents a model
comparison to learn distinct data distributions among clients with the goal of achieving
optimal aggregation weights, while previous research has concentrated on unsupervised
learning environments.

2.3. Adversarial Training

Adversarial examples are samples constructed by introducing tiny changes to original
samples to deceive machine learning models [40]. Malicious users, hackers, or other
nefarious actors may create adversarial examples to mislead models and achieve illicit
objectives, which significantly affects the practical applications of deep learning networks.

To defend against the potential threats posed by adversarial examples, adversarial
defense has increasingly attracted the attention of researchers. One of the best strategies
for adversarial defense is adversarial training, which works on the basis of introducing
adversarial cases into the model to increase its robustness. Common methods for generating
adversarial examples include FGSM [41], BIM [42], and PGD [43].

For instance, FGSM generates adversarial examples as follows:

xadv = x + ϵ · sign(∇xL(θ, x, y)) (2)

where ϵ is the magnitude of the perturbation, sign is the sign function that returns the sign
of the gradient, L is the loss function, θ denotes the model parameters, x is the clean input
image, and y is the input label. By applying a single-step perturbation proportionate to
the gradient of the loss function with respect to the input image, FGSM creates adversarial
instances. This method is computationally efficient but may not always produce the
most effective adversarial examples. BIM extends FGSM by applying iterative updates to
generate adversarial examples:

x(t+1) = clipx,δ
(
xt + ϵ · sign(∇xL(θ, xt, y))

)
(3)

where δ is the perturbation constraint, ϵ is the magnitude of the pixel update per iteration,
sign is the sign function that returns the sign of the gradient, L is the loss function, θ
denotes the model parameters, xt is the image at iteration t, and y is the input label. BIM
applies FGSM’s perturbation multiple times, with each step clipping the result to ensure
that the adversarial example remains within the allowed perturbation range. This iterative
approach often produces more robust adversarial examples compared to a single-step
FGSM attack.

PGD further generalizes the iterative approach:

x(t+1) = ∏x+δ

(
xt + α · sign(∇xL(θ, xt, y))

)
(4)

where δ represents the perturbation constraint, α is the step size for each iteration, sign
is the sign function that returns the sign of the gradient, L is the loss function, θ denotes
the model parameters, xt is the image at iteration t, and y is the input label. PGD applies
a fixed step size perturbation iteratively and projects the result to ensure that it remains
within the allowed perturbation range. This approach is notable for its ability in producing
strong adversarial cases and is often used for testing the resilience of models.

The model learns to recognize and defend against tiny adjustments that aim to mislead
its assessments by adding these adversarial events to the usual training dataset and training
the model on the augmented dataset. The main training objective of adversarial training
can be summarized by the following formula:
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min
w

E(x,y)∼D[max
∥δ∥≤ε

L(x + δ, y, w)] (5)

where w represents the model parameters, δ denotes the perturbation, ϵ is the perturbation
bound, x is the clean input image, and y is the input label.

Research on enhancing the adversarial robustness of federated learning is currently
quite limited. Directly incorporating adversarial training into federated learning is a
straightforward solution. Zizzo et al. [5] were the first to apply adversarial training meth-
ods in federated learning, developing MixFAT to improve the robustness of the global
model. MixFAT applies adversarial training to only a portion of local data to enhance
the stability and convergence of federated learning. Chen et al. [20] discovered that there
is a significant accuracy gap between MixFAT and centralized adversarial training, espe-
cially when data heterogeneity is strong. They proposed CalFAT, which addresses data
heterogeneity by increasing the weight of minority classes in client data. Hong et al. [6]
introduced an effective robustness propagation method using batch normalization to ad-
dress the imbalance in computational resources among participants. Our BCMCFAT is
designed for scenarios where participants have average computational resources but face
extreme imbalances in data distribution between clients. Compared to existing federated
adversarial training methods, BCMCFAT directly focuses on the distribution of non-IID
data that causes issues such as client drift, by calibrating the biases introduced by non-IID
data at both the client and server levels.

3. Method
3.1. Problem Statement

Robust federated learning intends to cooperatively train a universal robust model
θ with N participants (clients). Each client i holds local data Di, which is not accessible
to the server or anyone else to ensure confidentiality of the information. The data across
clients are typically non-IID, showing significant distributional differences. As a result, no
single client can independently train a well-performing model. The purpose of this work
is to leverage image data from multiple parties to learn a universal model while ensuring
privacy. The global objective function for robust federated learning is defined as follows:

argmin
θ

L(θ) = ∑N
i=1 Li(θ) (6)

where Li(θ) = E(x,y)∼Di

[
max
∥δ∥≤ϵ

L(x + δ, y, θ)

]
denotes the adversarial loss for client i.

From a statistical standpoint, in traditional federated adversarial training, the training
objective for each client i is to compute the local class probability pi(y | x). The local class
probability can be parameterized using θ∗i :

pi(y | x) = p̂(y | x; θ∗i ) = σy( fθ∗i
(x)) (7)

Chen et al. [20] found that if the intra-class distributions among clients are imbal-
anced, let θi be the maximum likelihood estimate of θ∗i for client i given the local data in
Equation (5), and s2 be the sample variance of the local model parameters. Then, s2 almost
surely converges to a non-zero constant:

s2 a.s.−→ (s∗)2 ̸= 0 (8)

where a.s.−→ denotes almost sure convergence. (s∗)2 quantifies the heterogeneity of the true
parameters {θ∗i | i ∈ [m]}, reflecting the differences in class probabilities among clients.
Equation (8) suggests that when the label distributions across clients are skewed, the local
models in previous FAT methods exhibit significant heterogeneity. During aggregation, this
heterogeneity may hinder the global model’s convergence and perhaps cause divergence.
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This research offers a Bidirectional Corrective Model-Contrastive Federated Adversar-
ial Training framework to overcome the instability and low accuracy caused by heteroge-
neous data in federated adversarial training (FAT). The heterogeneity of the data impacts
federated model training in two ways. First, the heterogeneity of clients’ data leads to poor
training performance of local models. Second, the heterogeneous local models trained on
heterogeneous data affect the performance of the global model during aggregation. There-
fore, this paper introduces an adaptive correction algorithm based on model contrast for
aggregating models from various clients on the server. Additionally, a correction module
incorporating data class distribution is proposed to assist in training client models.

3.2. Model-Contrast-Based Adaptive Correction Algorithm

In federated learning, client drift can lead to model aggregation that deviates from the
global optimum when conducted only on the basis of dataset quantity. This work suggests
a model-contrast-based adaptive correction technique on the server side to overcome this
difficulty. The server employs a self-attention mechanism to learn and adjust for data
distribution differences across clients, thereby mitigating client drift. The structure of the
proposed model-contrast-based adaptive correction algorithm is illustrated in Figure 1.

...Agg_token

Linear projection

Muti-Head   Self-Attention

Feed Forward Neural Network

...

...

...

Pre Global model Global model
 

Client Data DistributionLearnable Vector

Loss

Figure 1. Overall structure of the Bidirectional Corrective Model-Contrastive Federated Adversar-
ial Training.

Client i uses its local data Di to train a local model in each round of federated learning,
after which it uploads the model to the server. The server does not have access to the clients’
data in order to protect data privacy. This study uses model contrast for global model
aggregation on the server, inspired by contrastive learning. The following is the definition
of the model contrast loss on the server:

lcon = − log
exp(sim(θg, θp)/τ)

∑N
i=1 1[k ̸=i] exp(sim(θi, θk)/τ)

(9)

where τ is the temperature constant, θg represents the global model aggregated in the cur-
rent round using the learnable aggregation vector Aggtoken with output weights wagg, θp is
the global model aggregated in the previous round, and θi denotes the global model aggre-
gated with the output weights wi from the data distribution information of client i. Specifi-
cally, the process for generating the aggregation weight matrix W = {wagg, w1, w2, . . . , wN}
can be expressed as follows:

W = fθα
(Agg_token, P1, P2, . . . , PN) (10)

where θα is the self-attention network shown in Figure 1, Aggtoken is the learnable aggrega-
tion vector, and Pi represents the data distribution of client i.

To ensure fairness in federated learning, this work suggests utilizing the output of the
learnable aggregation vector (Agg_token), denoted by wagg, as the aggregation weights
for global model aggregation. Specifically, the aggregation vector is linearly mapped with
each client’s data distribution information Pi. Adaptive corrected aggregation weights are
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obtained by learning the differences between client data distributions through a multi-head
self-attention technique. The global model θg is then aggregated using the output wagg of
the aggregation vector.

The specific algorithmic process for the model-contrast-based adaptive correction
algorithm is shown in Algorithm 1.

Algorithm 1 Model-Contrast-Based Adaptive Correction Algorithm

Require: Federated training rounds R; number of clients N; server training iterations
E; client data distribution information {Pi}N

i=1; server aggregation weight calculation
model θa

Ensure: Global model θg

1: Initialize θ0
g; θp ← None

2: for round r = 0, 1, . . . , R− 1 do
3: for client i = 0, 1, . . . , N − 1 do
4: Update local model θr

i ← θr
g

5: Train local model θr
i

6: Upload local model θr
i to server

7: end for
8: end for
9: if θp = None then

10: θ
(r+1)
g ← 1

N ∑N
i=1 θr

i
11: Continue
12: end if
13: for iteration e = 0, 1, . . . , E− 1 do
14: Compute aggregation weight matrix W = {wagg, w1, w2, . . . , wN} by Equation (10)
15: Compute global model {θg, θ1, . . . , θN} ·W
16: Compute global model θg using output weight of aggregation vector
17: Calculate model contrast loss lcon using Equation (9)
18: Backpropagate and update aggregation model θa
19: end for
20: Return Global model θg

3.3. Local Adaptive Correction Model

The data distribution of local clients is a fundamental cause of local training drift.
Inspired by this observation, this paper designs a local adaptive correction model that
corrects the network output through an inter-class difference-aware module, as shown in
Figure 2.

DNN

M
LP

Inter-Class Difference-
Aware Module

ou
tp

ut

Data Distribution

Figure 2. Overall structure of the local adaptive correction model.
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For each client i, we can obtain q̂i(y | x; θi) by optimizing the following objective:

min
θi

1
ni

ni

∑
j=1

lce( fθi (x̃ij); yij) (11)

where θi represents the model parameters for client i, ni is the number of samples in client
i’s dataset, lce(·; ·) is the loss function (cross-entropy), and x̃ij is the adversarial example of
xij. The standard cross-entropy loss is defined as follows:

lce( fθi (x̃ij)) = − log σyij( fθi (x̃ij)) (12)

To leverage inter-class difference information for correcting model drift, this paper
designs an inter-class difference-aware module to adjust the model outputs. The correction
is represented by the following formula:

fθi (x̃ij; βi) = fdi
(x̃ij) + fci (βi) (13)

where fdi
represents the deep neural network of client i, and fci denotes the inter-class

difference-aware module of client i. The function fci is defined as follows:

fci (βi) = fli (log(βi + µ)) (14)

where fli represents the linear network of client i, and µ > 0 is a small constant added for
the stability of the logarithm function, set to 1× 10−7.

Algorithm 2 describes the training process of the local adaptive correction model
proposed in this section.

Algorithm 2 Client-Based Model Contrast Adaptive Correction Algorithm

Require: Global model at round r, θr
g; Number of clients N; Number of client training

epochs E; Client data distribution information βi;
Ensure: Client local model θE−1

i ;
1: Download local model θr

i ← θr
g

2: for e = 0, 1, . . . , E− 1 do
3: Generate adversarial samples x̃
4: Forward propagate adversarial sample x̃ to obtain pre-correction output z̃
5: Obtain corrected output z by Equation (14)
6: Compute gradient and update local model θe+1

i ← θe
i + η∇lce(z; y)

7: end for
8: Return Local model θE−1

i

4. Results
4.1. Datasets and Models

In this experiment, a CNN with two convolutional layers and one fully connected
layer is utilized as the classification model. The experiments utilize the following datasets:

• CIFAR-10 [44] With 60,000 32× 32 color pictures divided into ten categories, CIFAR-10
is a popular image classification dataset. Ten thousand test photos and fifty thousand
training images make up the dataset.

• CIFAR-100 [44] With 60,000 32 × 32 color pictures divided into 100 categories, CIFAR-
100 expands on CIFAR-10. Ten thousand test photographs and fifty thousand training
images are also included.

• SVHN [45] Digits taken from Google Street View pictures make up the Street View
House Numbers (SVHNs) image categorization collection. There are 26,032 photos in
the test set and 73,257 images in the training set out of the total of 32× 32 color images.
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The hyperparameters are shown in Table 1. To guarantee quick convergence, the learn-
ing rate is first set to 0.1 and is progressively lowered during training to optimize the
model’s parameters. The batch size is set to 128 to balance computational efficiency and
the amount of information from model updates. The local training epochs are set to 5 to
prevent excessive local models’ deviation from the global model while reducing the com-
munication frequency. The number of global communication rounds is set to 100, with the
final number determined based on performance on the validation set to ensure convergence.
The cross-entropy loss function is utilized for classification tasks, while the SGD optimizer
is used to minimize computing cost. The weight decay is set to 10−4 to prevent overfitting
without overly restricting model complexity. The ReLU activation function is chosen to
avoid the vanishing gradient problem. Communication is performed after every round of
training to ensure timely and consistent model parameter updates.We have implemented
BCMCFAT using the PyTorch deep learning framework in Python. To simulate federated
learning, we have trained each client on an NVIDIA RTX 3090 GPU.

Table 1. Neural network hyperparameters for federated learning.

Hyperparameter Description Value

Learning Rate Step size for local optimization 0.1
Batch Size Number of samples per client batch 128
Local Epochs Number of local training epochs per round 5
Global Rounds Number of communication rounds 100
Optimizer Optimization algorithm for local updates SGD
Loss Function Function to compute loss Cross-Entropy
Weight Decay Regularization term for local models 10−4

Activation Function Non-linear function used in the network ReLU
Communication Frequency Frequency of model updates aggregation Every 1 round

4.2. Experimental Setup

We compare the proposed Bidirectional Corrective Model-Contrastive Federated Ad-
versarial Training framework with a number of cutting-edge federated adversarial training
algorithms, such as FedPGD [43], FedTRADES [12], FedMART [13], FedGAIRAT [17], Fe-
dRBN [6], and CalFAT [20], in order to assess its performance under data heterogeneity.
The results are discussed in Section 4.3.

We simulate non-IID data distributions with label skew across distinct clients using a
Dirichlet distribution to emulate real-world federated learning settings. The Dirichlet [10]
distribution’s probability density function is provided by

f (x; α) =
Γ
(

∑K
i=1 αi

)
∏K

i=1 Γ(αi)

K

∏
i=1

xαi−1
i (15)

where x = {x1, x2, . . . , xk} is a probability vector such that 0 ≤ xi ≤ 1 and ∑K
i=1 xi = 1.

The Γ function, also known as the Gamma function, is expressed as follows:

Γ(αi) =
∫ ∞

0
tαi−1e−t dt (16)

In a federated learning environment, sampling from a Dirichlet distribution on IID data
can generate non-IID data. Given an original IID dataset with N classes, the heterogeneous
local training datasets for each client can be obtained by sampling the original dataset
with a probability parameter vector q = (qi ≥ 0, i ∈ [1, N]) to create non-IID datasets.
The non-IID datasets can be generated for each local client using the formula:

q ∼ Dir(αp) (17)
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where α is a hyperparameter that regulates the level of data heterogeneity for each client,
and p is a probability vector that represents the prior probability distribution of N classes.

By adjusting the hyperparameter α, datasets with varying degrees of heterogeneity
can be generated. As α → 0, the data distribution becomes more skewed, with samples
drawn predominantly from a single class. Conversely, the data distribution becomes more
uniform as α→ ∞, with samples distributed more uniformly throughout all classes. For the
CIFAR-10 and CIFAR-100 datasets, non-IID data are created using α = 0.1 and given at
random to each client in this study. For example, the data distributions for each client
under various α settings in the CIFAR-10 dataset are shown in Figure 3.

Figure 3. Diagram illustrating data distributions under different α parameters for the CIFAR-10 dataset.

4.3. Comparative Experiments

In this part, we test the model’s performance under natural settings (natural accuracy)
and its resilience under various adversarial attacks (robustness accuracy). The comparative
experiments use datasets sampled from the Dirichlet distribution to simulate federated
learning with non-IID data, distributed across 5 clients, with 100 communication rounds.
Two convolutional layers and one fully linked layer make up the models. The choice of
FGSM, BIM, and PGD for evaluating adversarial defense algorithms is primarily motivated
by the need to cover a range of attack complexities and strengths. FGSM is used for
baseline testing and initial evaluation, assessing the defense algorithm’s resistance to
simple adversarial attacks due to its simplicity and efficiency. BIM is employed to test
the defense algorithm’s robustness against iterative attacks, examining its performance
under continuous optimization. Its iterative nature and increased attack strength make it
valuable for evaluating defenses against more sophisticated adversarial samples. PGD is
selected to evaluate the defense algorithm’s effectiveness against the strongest adversarial
attacks, as it represents one of the most challenging and advanced adversarial attack
methods. By using these three attack models, a comprehensive evaluation of the defense
algorithm’s performance is achieved, ensuring its robustness across different types of
adversarial attacks. The adversarial attacks are configured as follows: FGSM (Fast Gradient
Sign Method) with a perturbation limit of ϵ = 8/255; BIM (Basic Iterative Method) with a
perturbation limit of ϵ = 8/255, attack step size of 8/255, and attack steps of 20; PGD20
(Projected Gradient Descent) with a perturbation limit of ϵ = 8/255, attack step size of
2/255, and attack steps of 20.

Tables 2–4 show a comparison of the natural and robust accuracy of our proposed
technique with previous federated learning adversarial defensive systems on the non-IID
CIFAR-10, CIFAR-100, and SVHN datasets.

The approach we propose beats most current algorithms on clean data. On the
CIFAR-10 and CIFAR-100 datasets, our method achieved accuracies of 64.75% and 45.12%,
respectively, which are comparable to or slightly better than the best-performing methods.
On the SVHN dataset, our method achieved an accuracy of 84.27%, surpassing all other
methods. These results indicate that local adaptive correction model effectively mitigates
the bias caused by data imbalance in federated learning environments, enabling the model
to better exploit clean data for learning.

Under numerous adversarial attacks (such as PGD20, FGSM, and BIM), our method
remains competitive across different datasets. For instance, our method achieved 31.52%
accuracy under the PGD20 attack and 40.61% accuracy under the FGSM attack on the
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CIFAR-10 dataset, which are comparable to or slightly better than other methods. On the
CIFAR-100 dataset, our method achieved 15.46% accuracy under PGD20 and 21.02% accu-
racy under FGSM, also demonstrating relatively good performance. On the SVHN dataset,
our method achieved 44.02% accuracy under PGD20 and 57.62% accuracy under FGSM,
showing stronger robustness. This indicates that the server-side calibration strategy plays a
crucial role in mitigating the negative impact of adversarial samples on model performance,
effectively enhancing the defense capabilities of the global model.

In a few cases, the robust accuracy of our method shows minor differences compared
to other methods and even performs slightly worse on some metrics. The observed results
may be related to several factors. Firstly, our proposed bidirectional correction mechanism
is specifically built to address the non-IID characteristics of federated data, which inherently
increases complexity. While this approach is effective in certain scenarios, its reliance on
local client correction strategies may not fully address various adversarial threats, especially
when facing complex attacks like PGD20 or BIM. Additionally, the server-side adaptive
calibration algorithm based on self-attention mechanisms might introduce a more subtle
trade-off between robustness and generalization, leading to varying performance under
different types of attacks.

Table 2. Accuracy of different defense methods on the CIFAR-10 dataset.

Defense Method Clean Accuracy PGD20 FGSM BIM

MixFAT 53.35 26.27 29.14 26.31
FedPGD 46.96 26.74 29.14 26.59

FedTRADES 46.06 26.31 27.75 26.32
FedMART 25.67 18.10 18.50 18.21

FedGAIRAT 48.42 27.20 29.30 26.55
FedRBN 48.42 26.30 26.87 26.25
CalFAT 64.69 31.12 35.03 31.50

Ours (CNN) 64.75 31.52 40.61 31.52

Table 3. Accuracy of different defense methods on the CIFAR-100 dataset.

Defense Method Clean Accuracy PGD20 FGSM BIM

MixFAT 34.43 14.36 15.69 14.60
FedPGD 33.96 14.67 16.07 14.68

FedTRADES 29.55 14.30 15.01 14.11
FedMART 19.96 12.83 13.00 12.91

FedGAIRAT 34.92 14.90 16.18 15.37
FedRBN 28.55 14.15 14.69 13.41
CalFAT 44.57 15.21 17.63 15.60

Ours 45.12 15.46 21.02 15.32

Table 4. Accuracy of different defense methods on the SVHN dataset.

Defense Method Clean Accuracy PGD20 FGSM BIM

MixFAT 19.57 19.75 19.61 19.66
FedPGD 19.55 19.52 19.33 19.37

FedTRADES 56.96 34.90 36.92 35.15
FedMART 19.85 19.79 19.94 19.71

FedGAIRAT 58.41 36.69 38.30 36.52
FedRBN 53.88 32.32 34.48 32.52
CalFAT 84.15 41.68 48.38 42.40

Ours 84.27 44.02 57.62 44.03
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4.4. Ablation Study
4.4.1. Impact of Non-IID Data on Adversarial Training

In this section, the non-IID CIFAR-10 data distribution in federated learning is repli-
cated using the Dirichlet function with two possibilities of α (α = 0.1 and α = 50), as illus-
trated in Figure 3. Figure 4 illustrates the effect of non-IID data on federated adversarial
training with different α settings on the CIFAR-10 dataset.

According to the experimental results, the data distribution approaches independent
and identical distribution (IID) at α = 50. This leads to more stable federated adversarial
training and improved accuracy of the model. Conversely, when α = 0.1, the data distri-
bution becomes more non-IID. In this case, the severe heterogeneity of the data leads to
lower final accuracy and instability during federated adversarial training. Therefore, it may
be concluded that the level of heterogeneity in non-IID data in federated learning has a
direct impact on model training stability and final accuracy. The stronger the heterogeneity
(i.e., the lower the α), the more pronounced the impact. The proposed Bidirectional Correc-
tive Model-Contrastive Federated Adversarial Training framework intends to reduce the
negative effects of non-IID data on federated adversarial training.

Figure 4. Federated adversarial training under different α parameters on the CIFAR-10 dataset.

4.4.2. Ablation Study on Client- and Server-Side Correction Models

The Bidirectional Corrective Model-Contrastive Federated Adversarial Training frame-
work consists of two main components: (1) the Client-side Adaptive Correction Module
(Local Correction, LC); and (2) the Server-side Model-Contrastive Adaptive Correction
Algorithm (MC). Utilizing the CIFAR-10 dataset, an ablation research was carried out to
confirm the efficacy of these two components. The ablation study used Dirichlet function
sampled datasets to simulate non-IID data in federated learning, distributed to 5 clients,
with 100 communication rounds. The models used consisted of two simple convolutional
layers and one linear layer. Considering that PGD is a strong iterative attack, the results
from ablation tests under PGD are representative. Therefore, we used PGD attack results
as the key indicator of robustness.

Table 5 displays the ablation study’s findings. “FedPGD” denotes the standard feder-
ated PGD adversarial training, which does not include the server-side Model-Contrastive
Adaptive Correction (MC) module or the client-side adaptive correction (LC) module.
“FedPGD+MC” indicates the standard federated PGD adversarial training with the addition
of the server-side Model-Contrastive Adaptive Correction (MC) module. “FedPGD+LC”
represents the standard federated PGD adversarial training with the inclusion of the client-
side adaptive correction (LC) module. “BCMCFAT” refers to the proposed Bidirectional
Corrective Model-Contrastive Federated Adversarial Training framework.

Table 5 shows that comparing “FedPGD+MC” with “FedPGD” reveals that using the
model-contrastive adaptive correction module (MC) on the server improves the aggregation
of heterogeneous robustness models, thus enhancing performance compared to standard
FedPGD. Comparing “FedPGD+LC” to “FedPGD”, it is clear that the client-side adap-
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tive correction module (LC) enhances local model training. The textcolorred“BCMCFAT”
method outperforms both “FedPGD+MC” and “FedPGD+LC”, demonstrating that the
combination of both modules is effective in federated adversarial training.

Figure 5 demonstrates the training stages of the studies stated previously. It can be
observed that both “FedPGD+MC” and “FedPGD+LC” show better stability compared
to “FedPGD.” Among these, the curve for “BCMCFAT” is the best, demonstrating both
superior stability and the highest final accuracy. Therefore, the inclusion of both MC and
LC modules contributes to the stability of federated adversarial training and achieves
better performance.

Table 5. Module ablation experiments on the CIFAR-10 dataset.

Defense Method Clean Accuracy PGD20

FedPGD 47.26 22.31
FedPGD+LC 48.46 23.90
FedPGD+MC 60.61 29.87

Ours 62.28 31.23

Figure 5. Training process for ablation experiments on the CIFAR-10 dataset.

5. Conclusions

We provide a unique strategy for adversarial defense in federated learning under
non-IID scenarios, based on a server-side model-contrastive correction framework and a
client-side adaptive correction module. On the server side, model contrast is performed by
leveraging differences in data distributions among clients to correct aggregation weights
and prevent model drift. Simultaneously, on the client side, model outputs are corrected
by utilizing inter-class differences in client data distributions, addressing instability issues
in adversarial training caused by non-IID data. Comparative experiments across vari-
ous datasets and baseline methods demonstrate that this approach significantly enhances
adversarial training performance in non-IID settings. This method effectively addresses
adversarial security challenges posed by heterogeneous client data in real-world scenarios,
making it broadly applicable to multi-client collaborative adversarial training environments.
Specifically, our method is applicable to collaborative scenarios in intelligent driving sys-
tems. In such cases, federated adversarial training can prevent malicious attackers from
deliberately designing image perturbations to interfere with vehicle perception systems,
which could otherwise misinterpret dangerous situations (such as pedestrians crossing the
road) as safe, leading to potential safety risks. Although our method performs exception-
ally well on image data, the techniques for generating adversarial examples (such as PGD,
FGSM, and BIM) are specifically designed for image data, limiting the current application of
our approach to this domain. Further research is needed to adapt these techniques for other
types of data, such as tabular data. Additionally, addressing the challenge of providing
robust and stable algorithms in environments with a large number of clients and heteroge-
neous computational capabilities is an important direction for future work. We also plan to
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further refine the federated adversarial training framework in future research, including
integrating privacy protection technologies and improving communication efficiency to
tackle additional real-world challenges.
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