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Abstract: Software-defined networking (SDN) is an emerging networking technology with a central
point, called the controller, on the control plane. This controller communicates with the application
and data planes. In fifth-generation (5G) mobile wireless networks and beyond, specific levels of
service quality are defined for different traffic types. Ultra-reliable low-latency communication
(URLLC) is one of the key services in 5G. This paper presents a fuzzy logic (FL)-based dynamic
routing (FLDR) mechanism with congestion avoidance for URLLC on SDN-based 5G networks. By
periodically monitoring the network status and making forwarding decisions on the basis of fuzzy
inference rules, the FLDR mechanism not only can reroute in real time, but also can cope with network
status uncertainty owing to FL's fault tolerance capabilities. Three input parameters, normalized
throughput, packet delay, and link utilization, were employed as crisp inputs to the FL control system
because they had a more accurate correlation with the network performance measures we studied.
The crisp output of the FL control system, i.e., path weight, and a predefined threshold of packet
loss ratio on a path were applied to make routing decisions. We evaluated the performance of the
proposed FLDR mechanism on the Mininet simulator by installing three additional modules, topology
discovery, monitoring, and rerouting with FL, on the traditional control plane of SDN. The superiority
of the proposed FLDR over the other existing FL-based routing schemes was demonstrated using
three performance measures, system throughput, packet loss rate, and packet delay versus traffic
load in the system.

Keywords: software-defined networking; URLLC; fuzzy logic; dynamic routing; monitoring period

1. Introduction

According to “Global Software-Defined Networking Market—Industry Trends and
Forecast to 2028” that was published by Data Bridge Market Research in 2021 [1], the
software-defined networking (SDN) market is expected to be valued at USD 112.95 billion
by 2028 and to grow sustainably by a compound rate of approximately 20% from 2021 to
2028. SDN technology has become popular as an investment target for communication
service providers because of its ability to flexibly and automatically manage internet infras-
tructure. It gives corporations more flexible network control capabilities. Furthermore, it
has been used in various fields, such as healthcare, education, banking, and government.
The adoption of network automation and virtualization is playing a key role in the growth
of the SDN market. This growth is being boosted by declines in capital and operation
expenditure, an increasing demand for cloud services, data-centre integration and server
virtualization, and enterprise demand for mobility to increase their field service productiv-
ity. The rising profit being created by SDN is another major reason for the growth of the
SDN market.

Electronics 2024, 13, 3694. https://doi.org/10.3390/ electronics13183694

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics13183694
https://doi.org/10.3390/electronics13183694
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-4050-7127
https://orcid.org/0000-0001-7569-7330
https://doi.org/10.3390/electronics13183694
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics13183694?type=check_update&version=1

Electronics 2024, 13, 3694

20f17

On the other hand, telecommunication operators worldwide have begun to deploy
fifth-generation (5G) and beyond communication systems, which are revolutionary for mo-
bile communications. Compared with fourth-generation (4G) communication technology;,
5G and beyond systems are expected to enable communications with greater bandwidth,
lower end-to-end latency, and more flexible and reliable internet connectivity [2]. For exam-
ple, an ultra-reliable low-latency communication (URLLC) service is being implemented in
industrial and Internet of Things applications, which require extremely low latency and
high reliability. Such applications include autopilot systems, smart grids, virtual reality,
and factory automation [3]. The development of 5G and beyond has resulted in an expo-
nential increase in the volume of data flows due to network users employing numerous
applications and various service features, and a higher volume of data flows means that
network management and orchestration tasks are more complex. The automation of 5G
network management can be supported by SDN, which provides operational intelligence
through the separation of network control functions from data-plane devices. SDN and
network function virtualization [4] are the concepts of network software and virtualization,
which focus on solving and reconfiguring network complexity and enabling the efficient
sharing of resources.

As shown in Figure 1, the SDN architecture consists of an application plane, a control
plane, and a data plane. SDN is a new example of decoupling network management
and forwarding. Developers can write various applications and specify certain rules on
the application plane. For instance, the application plane can perform load balancing
and monitoring while passing the load balance information to the control plane via the
northbound application programming interface (API), and allows the controller to issue
instructions. The control plane is the core of the SDN architecture. On the control plane,
the controller provides centralized control by managing all forwarding rules and the
network infrastructure is responsible only for forwarding. Through protocols such as
OpenFlow [5], NetConf [6], and OVSDB [7], developers can communicate with the data
plane via the southbound APIL One of the challenges in SDN is traffic status and routing
updates on the data plane. Because of changes in data flows, the diversion of traffic
load, and node and link malfunctions, as well as other issues, the forwarding rules must
be repeatedly amended on the data plane. How the routing update procedure can be
improved remains an open research issue. Generally, a routing update can be divided
into two stages: flow selection and flow table update. The aim of the flow selection stage
is to select a group of flows that need to be rerouted. Then, in the flow table update
stage, the selected flows are forwarded to the update path. Because the time required to
make a routing update influences the scalability and flexibility of network control, it is
considered a crucial factor affecting network performance. Conventionally, in SDN, the
routing mechanism employed is Dijkstra’s algorithm [8], which decides the shortest path
on the basis of link cost. Routing mechanisms can be classified into static and dynamic
mechanisms. The main difference between them is that when congestion or quality of
service (QoS) degradation occurs, the paths are reconfigured in dynamic routing but not in
static routing mechanisms. However, both types of mechanism have difficulty meeting the
low-latency and low-error-rate demands of URLLC. When the paths cannot be reconfigured
and link congestion occurs, packet loss or delay may occur. Static routing is clearly unable
to satisfy the URLLC quality requirement of low latency and low error rate. Regarding
dynamic routing, its suitability is more complicated because an optimal setting value for
the monitoring period has not been defined. High-frequency monitoring means that the
controller communicates extensively with the data plane. Although the network status can
be obtained rapidly and managed, extensive communication results in a massive burden
for the control channel. Conversely, when monitoring cycles are long, flow tables cannot
adapt to a rapidly changing network status. After receiving the status information, the
controller must analyze and reconfigure the paths and return new forwarding rules to the
data plane if necessary. However, congestion still occurs before the controller completes
these tasks. Although the degree of packet loss and packet delay is better in dynamic
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routing than in static routing, the abilities of dynamic routing to satisfy the high-reliability
and low-latency demands of URLLC remain questionable.
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Figure 1. SDN architecture.

Many dynamic routing mechanisms with emphasis on network flexibility and intel-
ligence have been proposed [9]. The evolution of network-related technologies has been
aided by the maturity of machine learning (ML), which has ushered in many revolutionary
changes. The application of ML has provided new possibilities for improving routing
mechanisms. Favourable routing strategies have been developed by using ML algorithms
to learn from network conditions and changes in SDN. ML-based algorithms need to train a
large volume of network status data [10-16], while fuzzy logic (FL) does not require a large
amount of advance data training and labelling and is better at coping with uncertainty and
ambiguity in network status. Several researchers have employed FL to design dynamic
routing schemes for SDN [17-20]. FL can take various network performance measures
(e.g., throughput, delay, packet loss rate, and link usage) into account, and it enables the
development of real-time routing strategies based on fuzzy inference rules. Therefore, FL
has been widely used in dynamic routing optimization. This paper proposes an FL-based
dynamic routing (FLDR) mechanism for URLLC with congestion avoidance in SDN-based
5G networks. The proposed FLDR mechanism uses the network status data that the control
plane regularly receives from the data plane and employs an FL control system to select a
path on the basis of fuzzy inference rules and a predefined threshold of packet loss ratio
for URLLC flows. Three input parameters, normalized throughput, packet delay, and link
utilization are employed as crisp inputs to the FL control system because they have a more
accurate correlation with the network performance measures we are interested in. The crisp
output of the FL control system, i.e., path weight, and a predefined threshold of packet loss
ratio on a path are applied to make routing decisions. It is demonstrated via simulations
that FLDR can update flow tables in a timely manner, effectively enhance the forwarding
efficiency of SDN switches, and improve the overall system throughput, packet delay, and
packet loss rate.

The remainder of this paper is organized as follows. Section 2 explores the related
literature. Section 3 describes the framework and operating procedure of the proposed
FLDR scheme. Section 4 analyzes the simulation results. Finally, the concluding remarks
are presented in Section 5.

2. Related Works

As summarized in Table 1, static routing is compared with dynamic routing that in-
cludes ML-based and FL-based algorithms in terms of algorithm complexity, computational
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cost, and response to variation. Although static routing is unable to adapt to a changing
network status given various network conditions, load variation, and quality requirements,
both the complexity and computational cost are relatively low. Because ML-based algo-
rithms need to train a large volume of network status data, the uncertainty in accuracy and
the high cost of computing equipment accompany a large amount of labelled data and a
consistent training process in ML. Compared with ML-based routing, using FL is less costly
to implement and has more intuitive design rules.

Table 1. Comparison of routing mechanisms.

Characteristics Static Routing Dyntqr}\;f;;KSSSting Dynla:rl;\-i]ialif)i ting
Algorithm complexity Low High Moderate
Computational cost Low High Moderate
Response to variation Slow Moderate Fast

In the most recent decade, several dynamic routing mechanisms for SDN have been
proposed. Generally, the architecture of SDN with dynamic routing resembles that proposed
by Kao et. al. in [21], which comprises a topology detection module, a monitor module,
and a reroute module. Through the topology detection module, the controller uses the link
layer discovery protocol (LLDP) to explore the topological environment of the data plane
and visualize the underlying network topology. The reroute module then uses Dijkstra’s
algorithm to configure the initial path and employs a dynamic routing algorithm to perform
a timely reroute. Finally, the controller uses the monitor module to periodically monitor
the status of each switch on the data plane. According to the research, the length of the
monitoring period has a significant effect on the overall network performance. A three-
second monitoring period is considered sufficient to achieve a relatively favourable balance
between control overload and network adaptation. Furthermore, in order to support the
QoS demands of high reliability and low latency, when the link utilization of a certain path
is greater than 80%, the reroute module is triggered to reconfigure the path. Recently, FL has
been used in many fields such as automotive systems, domestic goods, environment control,
decision-making support systems, etc. Specifically, FL has been successfully applied at the
reroute module for dynamic routing because it can provide relatively reliable outcomes at
lower computational cost and greater speeds compared with ML-based approaches. As
illustrated in Figure 2, the FL control system [22,23] considers network status data as the
crisp inputs to the fuzzifier, and the fuzzifier produces the fuzzy inputs. The fuzzy outputs
of the inference engine, which converts the fuzzy inputs according to the fuzzy rules, are
then input to the defuzzifier to yield the crisp outputs. Finally, these crisp outputs of the
FL control system are used for updating the flow tables to fulfil the QoS of data flows
and ensure high overall network performance. The correctness of the FL inference engine
depends on the choice of input parameters, membership functions (MFs), fuzzy rules, and
rule base size.

Several studies have proposed dynamic routing algorithms involving FL for SDN [24-28].
Two studies [25,26] proposed an FL algorithm for load balancing among servers in SDN. When
traffic load continually increases, limited server resources may be an obstacle to high QoS.
Therefore, load balancing is essential for the effective management of service requests and
the even distribution of traffic load to application servers. Guoyan et. al. exploited the way
that control and forwarding are separated in the architecture of SDN [25]. The load state
of the virtual server is evaluated through FL. The SDN controller for the whole network,
owing to its centralized control capability, is then used to monitor virtual server information
in real time and schedule virtual server tasks. The scheme proposed in [26] considers server
status data, including CPU usage, memory usage, response time, and throughput. Through
a series of simulation tests, the importance of load balancing to network performance was
demonstrated, especially when handling an increasing amount of traffic. This study can be
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used as a reference by SDN researchers and practitioners on how network performance can
be optimized by considering load balancing in SDN.
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Figure 2. Mamdani’s fuzzy logic control system.

Moravejosharieh et. al. proposed an FL control system in which packet loss rate
and link delay are employed as input parameters to the FL control system to provide
higher QoS for various traffic flows in SDN [27]. In their FL-enabled SDN (FLE-SDN), all
communication paths between source and destination nodes are constantly collected for
the calculation of path weights. The most suitable path for a specific service flow is selected
in accordance with the respective QoS requirement. That is, a service flow with a lower QoS
requirement is redirected to the path with a smaller weight so that flows with higher QoS
requirements are more likely to be satisfied. The FLE-SDN controller can redirect a service
flow to a path with a higher weight when the required QoS for that service has not been
met. Although the packet loss rate is an important network performance metric, it only
represents the number of lost packets but not the throughput of a data flow. In a heavy load
environment, the packet loss rate for a high-rate data flow may increase, but this does not
mean that the overall throughput has deteriorated. In a data-centre network, the network is
usually constantly expanding. The characteristics of traffic in the network become complex
and difficult to manage, with network congestion therefore being likely to occur. To solve
the problem of low network throughput caused by congestion, Xu et. al. proposed an SDN-
based traffic scheduling algorithm that exploits FL (named the FL-SDN algorithm) [28].
In FL-SDN, link utilization and hop count are considered as input parameters for the FL
control system, the candidate path set of accessible paths between source and destination
hosts is calculated, and the path with the highest comprehensive score is then found
and employed in the scheduling of traffic. The number of hops represents the number
of switches that a path passes through. However, paths with the same hop count but
completely different performance may exist. For instance, a path with a smaller hop count
may have a longer delay.

Excluding the packet loss rate and hop count as mentioned above, we consider the
packet delay, link utilization, and normalized throughput of each candidate path as input
parameters for the FL control system in our proposed FLDR mechanism for URLLC on
SDN-based 5G networks. FLDR considers packet delay instead of link delay because the
former is more accurate to evaluate the delay of data packets than the latter. The main
contribution of this paper is that the proposed FLDR scheme considers one more input
parameter, normalized throughput, and a more accurate input parameter, packet delay,
for the FL control system for dynamic routing. In addition, FLDR introduces a predefined
threshold of packet loss ratio to support the QoS requirement of URLLC flows. As a result,
FLDR not only can effectively support the quality requirement of URLLC, but also can
improve the overall network performance, such as system throughput, packet delay, and
packet loss rate, for comparison with the other existing FL-based dynamic routing schemes.
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3. Proposed FLDR
3.1. FLDR Framework

As illustrated in Figure 3, a dynamic routing mechanism using FL is introduced into
the reroute module on the control plane to update the forwarding rules in response to new
traffic requirements or changes by referring to the system architecture of dynamic routing
in SDN [21]. FLDR ensures the timeliness and accuracy of network forwarding while
preventing the unnecessary wastage of network resources and network congestion. In
principle, the FLDR mechanism is a method for dynamically updating flow tables in SDN.
To enhance the network performance and flexibility, forwarding rules are dynamically
added or modified in accordance with actual network status. The FLDR mechanism is
divided into two parts—network resource collection and FL control.

=v
o vy

/ N . \
Topology Detection Monitor

Application plane SDN Application

‘ get_graph H get_topo } >J Request_stats ’
EN J y
Control plane Reroute
FL control
Install flow

A /

Data plane 6 é é é é

OpenFlow Switches

Figure 3. FLDR framework.

3.1.1. Network Resource Collection

Network resource collection involves collecting state information about each node and
link in the network topology to enable subsequent path selection and decision making. The
control plane sends instructions to the switches on the data plane through the OpenFlow
protocol to monitor the network status and manage the entire network. The following are
network resource data:

(@) Node load: the load of every switch, including CPU usage, memory usage, and
port utilization.

(b) Network traffic: information about network traffic, such as traffic size, traffic type,
and traffic throughput.

(¢) Network topology: information about network topology, including connections be-
tween nodes and the bandwidth of each connection.

(d) Error and congestion information: information about errors and congestion in the
network, such as packet loss rate and delay.
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3.1.2. FL Control

The collected data on network resources are delivered to the FL control system, and FL
is employed to evaluate the feasibility and performance of different paths and select suitable
paths. Referring to Figure 2, which illustrates Mamdani’s fuzzy logic control system, the
normalized throughput, link utilization, and packet delay in FLDR are input parameters
for the fuzzifier. The throughput is the amount of data transmitted along a path per unit
time, which is a crucial indicator for routing and resource scheduling. The normalized
throughput is the throughput divided by the link bandwidth. The link utilization is the
degree of usage of a link in the network. High link utilization can lead to congestion,
whereas low link utilization is a waste of the link bandwidth. Both high and low link
utilization affect the performance of the entire network, such as load balancing and packet
loss. The packet delay is the time needed for a packet to travel from source to destination
via a path in the network. Avoiding long delay is important in many applications, especially
those that require instant interaction and data transmission, such as URLLC. As to the
three input parameters, the normalized throughput and link utilization are scalar, while
the packet delay is in milliseconds. The FL control system of FLDR has the following three
processing stages:

(a) Fuzzification

The fuzzifier passes each crisp input through a membership function (MF) to generate
a corresponding fuzzy input. The MF of a fuzzy set is a generalization of the indicator
function in classical sets. In other words, it represents the degree of truth as an extension of
valuation. Thus, the y-axis of an MF has no units and varies from zero to one. Each crisp
input variable therefore has a corresponding MF that operates independently from all other
MFs. The normalized throughput, link utilization, and packet delay are the crisp inputs
of FLDR and are denoted as t, u, and d, respectively. The most commonly used MFs are
the triangular, trapezoidal, bell, and Gaussian MFs. However, the shape of the MF is not
usually as important as the number and positions of the curves. Three to seven curves are
usually suitable for transferring all possible input values [22]. As illustrated in Figure 4, in
FLDR, the normalized throughput (ranging from 0% to 100%) is divided into three levels,
represented by three overlapping trigonometric functions. When t < 20, the MF is fully
the bad function. When the t is between 20 and 90, the MF is proportionally the bad, mid,
and good function simultaneously. And, when t > 90, the MF is fully the good function.
As illustrated in Figure 5, the MF of the link utilization (also ranging from 0% to 100%) is
similar to that of the normalized throughput. When u < 20, the MF is fully the low function.
When u is between 20 and 80, the MF is proportionally the low, mid, and high function.
When u > 80, the MF is fully the high function. As illustrated in Figure 6, the MF of the
packet delay (in milliseconds) is designed for the low-latency service quality guarantee for
URLLC. When d < 1, the MF is the low function. Otherwise, it is the high function. The
MFs used for the normalized throughput, link utilization, and packet delay are expressed
by Equations (1)—(3), respectively. For example, the normalized throughput, link utilization,
packet delay for a certain path are 85%, 70%, and 0.5 ms, respectively. The fuzzy control
system in FLDR converts them into fuzzy inputs, 0.125mid + 0.25g00d, 0.33mid + 0.25high,
and 0.5low, respectively, obtained from Equations (1) to (3).

30—t s pad, t < 20

30-0
max{0, 30—t} £—20 .
£(t) = —3—0— *bad + 5555 * mid, 20 < t <50 1)
0t s mid + D208 000d, 50 < t < 90
150*778%0 * good, t > 90
ig:g xlow, u <20
max{0, 40—u} I 1w—20 d 20 50
fu) = —40-0  FIOW T 5pmog ¥ mid, 20 <u < @)
801t s mid + ™40 160} o pigh, 50 < u < 80
15580« high, u > 80
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Figure 4. The MF of normalized throughput.
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Figure 6. The MF of packet delay.

(b) Inference Engine and Rule Base

®)

The crisp inputs are converted into fuzzy inputs through fuzzification. The inference
engine then generates linguistic outputs according to the rule base. As detailed in Table 2,
because the three fuzzy inputs (normalized throughput, packet delay, and link utilization)
have fuzzy levels of 3, 2, and 3, respectively, all possible fuzzy outputs are obtained using
the AND (the intersection of antecedents) operator, and a total of 18 rules are generated [23].
The inference engine counts good throughput as 2 points, moderate throughput as 1 point,
and bad throughput as 0 points. Low and high delay are counted as 1 and 0 points,
respectively. High link utilization is counted as 0 points, moderate link utilization is
counted as 1 point, and low link utilization is counted as 2 points. Therefore, each inference
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rule belongs to a set of total scores, {0, 1, 2, 3, 4, 5}, which have one-to-one correspondence
with a set of six linguistic values, namely {NB, NM, NS, PS, PM, PB}. The MF of the
linguistic path weight is plotted in Figure 7, which is used to obtain the numerical value of
the path weight at the processing stage of defuzzification.

Table 2. Rule base for inference engine.

Input Output
Throughput Packet Delay Link Utilization Score Linguistic Value
good low low 5 PB
good low mid 4 PM
good low high 3 PS
good high low 4 PM
good high mid 3 PS
good high high 2 NS
mid low low 4 PM
mid low mid 3 PS
mid low high 2 NS
mid high low 3 PS
mid high mid 2 NS
mid high high 1 NM
bad low low 3 PS
bad low mid 2 NS
bad low high 1 NM
bad high low 2 NS
bad high mid 1 NM
bad high high 0 NB
output
100 ~
— NB
0751 — NM
050{ e
— PS
0.25 PM
— PB
0.00 " . . . . .
0 20 40 60 80 100

Figure 7. The MF of linguistic path weight.

(c) Defuzzification

After a linguistic output has been generated by the inference engine on the basis of the
rule base, the defuzzifier converts the linguistic output into a crisp output. The centre of
gravity method [29] is the most commonly used approach for defuzzification. This method
calculates the centre point of all overlapping areas that are obtained from the fuzzy outputs
for path weight in the corresponding membership function, as plotted in Figure 7, in which
the range of the crisp output for the path weight is [0, 100].

3.2. Pseudocode of FLDR

The algorithm of FLDR is listed in Table 3. When the system is started, initialization
is first performed, which involves the loading of network topology information, the con-
figuration of the SDN controller, the setting of the monitoring period, and the installation
of path selection rules. The system continually monitors the network status, including
link utilization, path throughput, and packet delay, and inputs the related network status
information to the FL control system to obtain the weight of every path. When a new data
flow arises, it is assigned to the path with the highest weight. If the path weight for an
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existing data flow is larger than or equal to 80, no routing update is made. If the current
path weight is less than 80 and other paths have a weight greater than or equal to 80, the
flow table is updated by selecting the path with the highest weight for an URLLC flow. If
no other paths have a weight larger than or equal to 80 but other paths have a weight larger
than the original path, one path with a packet loss rate of less than ¢ is selected as the path
to be updated to support the high reliability of URLLC. Finally, if no other paths have a
weight larger than the original path and a packet loss rate of less than 9, the original path
is not updated. According to the report for the actual average packet loss rate of a large
international internet service provider [30], J is approximately 3% to 6%.

Table 3. The algorithm of FLDR.

Input:thethroughput, packet delay, and link utilization of each path collected from the
data plane
Output:the optimal route according to the weight of each path

//do for each path

Collect network status data, throughput, packet delay, and link utilization.
Calculate the weight of each path using FL.

//do for a new flow

If (a flow is new)

Find the path with the greatest weight.

End if

//do for an existing flow and at least one of candidate paths with weight > 80
If (the current path weight > 80)

Send data packets along the original path.

Else if (the weight of other paths > 80)

Reroute an URLLC flow to the path with the greatest weight.

End if

//do for an existing flow and no one of candidate paths with weight > 80
If (the weight of another path > the original path weight)

If (packet loss ratio < 9)

Reroute an URLLC flow to the path with the greatest weight.

Else

Packets are forwarded to the host along the original path.

End if

Else

Packets are forwarded to the host along the original path.

End if

4. Performance Evaluation
4.1. Simulation Settings

The network topology used to perform simulations is shown in Figure 8. It contains
27 paths in total, three source hosts (denoted as H1, H2, and H3), and one destination host
(denoted as H4). Additionally, eight OpenFlow switches are denoted as S1 to S8, where S1
is the ingress switch, S8 is the egress switch, and the others are intermediate switches in
the transport network of an SDN-based 5G network. The bandwidth of each link is set to
100 Mbps. As summarized in Table 4, the well-known Mininet simulator [31] is used to
construct the SDN environment, and the well-established Ryu controller [32] is employed
as the SDN controller. The monitoring period of the monitor module is set to 1 s, and four
routing mechanisms (static, FLDR, FLE-SDN, and FL-SDN) take turns to operate at the
reroute module for comparison. The control and data planes communicate through the
OpenFlow protocol (version 1.3). The queue size of each switch is set to 100 packets and
the packet generation tool [33], named Iperf, is used to generate UDP (User Datagram
Protocol) data packets. The length of the simulation time is 10 s. In the simulation, three
data flows are generated successively and they are initially transmitted along one of the
shortest paths, S1-52-55-58. The source and destination hosts of these three data flows are
H1 and H4, H2 and H4, and H3 and H4, respectively. Flow 1 is generated at the beginning
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of the simulation, Flow 2 is generated at the third second, and Flow 3 is generated at the
sixth second. Different bit rates of background traffic are transmitted along links S2-S5,
53-56, and 54-57 at 15, 30, and 45, respectively, to make light-, medium-, and heavy-load
links. We set ¢ in the proposed FLDR to 5%. Under different data flow rates (i.e., 15, 30,
or 45 Mbps), the proposed FLDR mechanism is compared with the static, FLE-SDN, and
FL-SDN routing mechanisms in terms of its system throughput, packet loss rate, and packet
delay, as plotted in Figures 9-17.

Figure 8. Simulation topology.

Table 4. Parameter settings for simulation.

Parameter Value
Simulator Mininet 2.5
SDN controller Ryu Controller
SDN protocol OpenFlow V1.3
Packet generation tool Iperf
Traffic type uDpP
Bit rate per flow 15M,30M, 45 M
Link bandwidth 100 Mbps
Queue size 100 packets
Monitoring period 1s

Static, FLDR, FLE-SDN, FL-SDN
3 (H1-H4, H2-H4, H3-H4)
6 of FLDR 5%

Routing mechanism

Number of data flows

4.2. Results and Discussions

Given a data flow rate of 15 Mbps, the system throughput for each of the four routing
mechanisms is illustrated in Figure 9. In this low-load scenario, congestion is unlikely
to occur because the bandwidth of each link is 100 Mbps. The system throughputs for
the four routing mechanisms are almost the same. They all increase from 15 to 30 Mbps
and then from 30 to 45 Mbps at the third and sixth seconds, respectively. This is because
Flows 2 and 3 are generated at these two time points, respectively. The trends for the
packet delay and packet loss rate (Figures 10 and 11, respectively) are similar to that for the
system throughput.
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Figure 9. System throughput for 15 Mbps flow rate.

0.35

0.30

0.20

0.15

Packet delay (ms)

0.10
0.05

0.00
0] 1 2 3 4 5 6 7 8 9 10
Time (second)

== FLDR ==——FLE-SDN Static FL-SDN
Figure 10. Packet delay for 15 Mbps flow rate.
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Figure 11. Packet loss rate for 15 Mbps flow rate.

Under a data flow rate of 30 Mbps, similar variation is observed (Figure 12 vs. Figure 9).
Only when static routing is employed does the system throughput not reach 90 Mbps at the
7th second. This is because no rerouting is performed in static routing. For the other three
routing schemes, from the sixth second onward, data flows are dynamically redirected
to the other paths to alleviate link congestion. The packet delay and packet loss rate,
respectively, are illustrated in Figures 13 and 14. The four routing mechanisms are found to
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yield different results for the packet delay. Owing to its dynamic routing, FLDR performs
best, followed by FLE-SDN and FL-SDN, whereas static routing results in the longest
packet delay because no rerouting is performed except for link disruption. The reason for
this is that the link utilization becomes higher than 80% at the sixth second, and FLDR
considers a packet delay of less than 1 millisecond to be a low delay. Therefore, when FLDR
is used, the packet delay is considerably better from the seventh second onward, and the
1-millisecond delay guarantee is provided for URLLC. Additionally, the packet delay for
FLE-SDN is shorter than that for FL-SDN because the input parameters of the FL control
system in FL-SDN are the hop count and bandwidth usage of links, which make FL-SDN
more effective for large-scale network environments. Instead of the hop count, FLE-SDN
considers the link delay as the input parameter, which has a more accurate correlation with
the packet delay than FL-SDN. A similar phenomenon can be identified in Figure 14 for the
packet loss rate.

100
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Figure 12. System throughput for 30 Mbps flow rate.
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Figure 13. Packet delay for 30 Mbps flow rate.

When the data flow rate is set to 45 Mbps, the first obvious difference is observed
at the third second, because the link utilization of the initial path, S1-52-55-58, becomes
higher than 80% and link congestion occurs from the third second onward. However, as
illustrated in Figures 15-17, the performance is improved at the fourth second regardless
of what measure is used because in the three dynamic routing schemes, FLDR, FLE-SDN,
and FL-SDN, the forwarding rules are updated after a one-second monitoring period. It
is noteworthy that all of the performance measures in static routing (grey curves) have
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no improvement, since static routing performs rerouting only in case of link disruption.
Similarly, the packet delay and loss rate (Figures 16 and 17, respectively) increase again
at the sixth second because Flow 3 is generated then. Nevertheless, the two performance
measures for the three dynamic routing schemes decrease again after one-second moni-
toring period due to a second reroute. However, compared with the other two FL-based
routing schemes, FLDR can obtain the best outcomes even in the circumstances of a heavy
load, as FLDR considers one more parameter than the other two FL-based routing schemes.
Furthermore, the input parameters used in FLDR have a more accurate correlation with the
performance measures.
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Figure 14. Packet loss rate for 30 Mbps flow rate.
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Figure 15. System throughput for 45 Mbps flow rate.
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Figure 16. Packet delay for 45 Mbps flow rate.
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Figure 17. Packet loss rate for 45 Mbps flow rate.

5. Conclusions

This paper proposes an FLDR mechanism with congestion avoidance for URLLC on
SDN-based 5G networks. FL control is employed at the reroute module on the control plane
in the SDN architecture, and the normalized throughput, link utilization, and packet delay
are employed as input parameters to the FL control system. The three input parameters
considered in FLDR have a more accurate correlation with the performance measures we
are interested in, including system throughput, packet loss rate, and packet delay, than the
other existing FL-based dynamic routing schemes. We define the MFs and the rule base of
inference engine used in FL and introduce one more condition, the pre-defined threshold of
packet loss ratio, for the routing update of URLLC flows. FL-based rerouting can cope with
changes and uncertainty in the network environment over time. A series of simulation tests
are performed to evaluate the performance of FLDR under various data-load situations.
The simulation results demonstrate the outstanding performance of FLDR in terms of the
system throughput, packet delay, and packet loss rate. Compared with other FL-based
routing algorithms and static routing, FLDR can better cope with instantaneous changes in
network traffic and environment in the existing SDN architecture and has superior network
forwarding and routing control capabilities. In addition to URLLC, other traffic types
exist in 5G networks. In the future, simultaneously taking into account more performance
measures such as jitter and energy consumption, we are going to design an FLDR algorithm
that can provide QoS guarantee for the other traffic types on SDN-based 5G and beyond
communication networks.
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