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Abstract: As the Internet of Things (IoT) continues to revolutionize the way we interact with our
living spaces, the concept of smart homes has become increasingly prevalent. However, along with
the convenience and connectivity offered by IoT-enabled devices in smart homes comes a range
of security challenges. This paper explores the landscape of smart-home security. In contrast to
similar surveys, this study also examines the particularities of popular categories of smart devices,
like home assistants, TVs, AR/VR, locks, sensors, etc. It examines various security threats and
vulnerabilities inherent in smart-home ecosystems, including unauthorized access, data breaches,
and device tampering. Additionally, the paper discusses existing security mechanisms and protocols
designed to mitigate these risks, such as encryption, authentication, and intrusion-detection systems.
Furthermore, it highlights the importance of user awareness and education in maintaining the
security of smart-home environments. Finally, the paper proposes future research directions and
recommendations for enhancing smart-home security with IoT, including the development of robust
security best practices and standards, improved device authentication methods, and more effective
intrusion-detection techniques. By addressing these challenges, the potential of IoT-enabled smart
homes to enhance convenience and efficiency while ensuring privacy, security, and cyber-resilience
can be realized.
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1. Introduction

Over the past few decades, significant advancements have been made in computer
science, especially in the realm of utilizing and accessing the Internet [1,2]. Nowadays,
virtually all modern-day activities involve the use of Internet-related services [3,4]. In
more recent times, the use of Internet of Things (IoT) services has rapidly permeated our
lives [5,6]. With this technology, a fully automated environment is being created, or at the
very least, efforts are being made aimed at creating it. This is accomplished by utilizing
the Internet and smart devices, including but not limited to smartphones, home assistants,
smart TVs, watches, doors, thermostats, vacuums, and more. Figure 1 depicts the main
elements of an IoT ecosystem.

Applications Access Technologies %y STehn"SIOI'sS
Smart Environment Wi-Fi RFID -—p Nodes
SmartHome Mobile Networks ZigBee Lamp
Smart City Cable (e.g., Ethernet) 6LoWPAN v

Figure 1. Basic building blocks of IoT ecosystems.

These smart devices utilize similar sensors that collect data and collaborate with one
another to establish an automated environment that furnishes a diverse range of services to
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modern society. These services provide convenience, speed, and security, particularly in
the context of smart homes. A study conducted by Cisco [7] underscores the exponential
growth of personal Internet-enabled devices. Specifically, in 2010, there were 12 billion
connected devices; in 2015, there were 25 billion; in 2020, there were 50 billion; and it is
projected that by 2035, the number of Internet-connected devices will reach 1 trillion.

The IoT takes advantage of the growing trend of interconnected devices to offer a
wide range of services through a single device, such as the user’s mobile phone. However,
managing and securing a home through IoT technology is a significant challenge due to the
heterogeneous and independent technologies of the devices. Although there are numerous
smart-home devices available that offer individual services to users, these devices must
interact and cooperate with one another, which can be a major obstacle due to the different
technologies and protocols they employ. This heterogeneity makes them vulnerable to
attacks and creates an insecure environment. The ISO-27005 security protocol [8] identifies
the vulnerabilities of a connected-device environment that can cause a total system failure
in terms of security, allowing malicious, unauthorized users to intrude into the network
and gain access to all of the personal data and management services provided through the
network remotely. In 2014, for example, videos from 73,000 Internet-connected cameras
were leaked online, and in 2016, every Internet-connected device was attacked, on average,
once every two minutes [9]. According to research by HP [10], approximately 70% of
smart devices are vulnerable to threats, and during the trial stage, 90% of the personal data
collected during the installation of smart devices were intercepted.

In this digital era within which we are living, technology is progressing at a fast
pace and is interleaved within our daily activities. Modern cyber—physical systems are
materializing new applications and are providing a way of living which would have
seemed quite futuristic some decades ago. Smart homes, and smart spaces in general, are
one such novel installation and the main focus of this paper. Advance automations, Al,
assisting with living, safety, and even robotics and personalized healthcare, constitute some
indicative use cases. More and more people are becoming familiarized with these settings
and are deploying them in their houses and/or other smart environments (e.g., hotels,
workplaces, factories, etc.).

The human is now a core part of this cyber loop. In the role of the system user,
he/she is now the main “subject” of these, usually personalized, ecosystems. Therefore,
the protection of residents, from both cyber threats and potential physical threats, is of
paramount importance.

However, the underlying technologies and their interplay in such complex systems
make it hard to safeguard them. The IoT; cloud services; the high variety of smart devices,
sensory equipment, and networking options; electronic and mobile commerce; social media;
and Al form some of these elements. Their evolution has proceeded so quickly during
recent years that regulatory efforts, as well as the conscious and mature usage of technology,
have fallen behind. Governmental and standardization efforts are seeming to progress very
slowly, as they require many years to produce results, and when they do, the technology
has progressed further on. Users” awareness is low concerning the dangers underneath;
the adaptation of these applications is not mature enough; and, in the event, the market
and private sector does not have the required numbers of experts (like technicians and
engineers) to support them.

Therefore, there are several challenges for smart-home security, including the following.

e  User awareness level: Users are always considered one of the weak links on the
cyber risk chain, and usually, home users are not aware of the cyber threats related
to smart-home devices, or may not know how to properly secure them. This can
lead to weak passwords, false configurations, failure to update software, and other
security vulnerabilities.

e Complexity: Smart homes can be complex systems with many devices, sensors,
and services. This complexity can make it difficult to manage security and identify
vulnerabilities.
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e Interoperability and Heterogeneity: Smart-home devices are often developed by
different manufacturers and use different communication protocols, which makes it
difficult to ensure that they can all work together securely.

e  Remote access: Smart-home devices often allow for remote access via Internet connec-
tion, which increases the risk of unauthorized access by attackers. This is especially
concerning as many users may not secure their remote access properly.

e Limited resources: Smart-home devices often operate with limited resources, such
as low power consumption, limited memory, and processing power. This makes it
challenging to implement strong security protocols.

e  Lack of regulation: There are currently no standardized security regulations for smart-
home devices, which means that security measures can vary widely between different
devices and manufacturers.

This paper will analyze the security issues in a home environment and propose
solutions to address them [11-14]. Since almost everything works or uses the Internet,
users have a significant responsibility to educate themselves about the proper and safe
use of their smart devices and the associated risks and threats [15-18]. Modern modeling
approaches consider that the IoT technology comprises four layers (application, perception,
network, and physical) [19], each of which is susceptible to different types of attacks,
and this paper will examine these attacks by layer and provide recommendations for
dealing with them. Moreover, in contrast to similar works, this review also examines the
particularities of popular categories of smart devices, like home assistants, TVs, AR/VR,
locks, sensors, etc.

The rest of the paper is structured as follows: Section 1 introduces the concept of
cyber security in modern smart-home IoT environments. Section 2 presents related surveys.
Section 3 describes the modern smart-home ecosystem and the various IoT devices that can
be found within it. Section 4 analyses the architecture of the IoT setting and reviews the
attacks, countermeasures, and challenges for securing a smart home. Section 5 discusses the
findings of this work and proposes security guidelines to safeguard the various components
and system layers of smart homes. Section 6 highlights directions for future research.
Finally, Section 7 concludes this study and refers to future works.

2. Related Works

Research studies have led to the implementation of rules that are crucial for system
security and the protection of private information [14,20,21]. The vulnerabilities of the IoT
architecture were identified, such as the heterogeneity of smart devices and their Internet
interaction, which can potentially expose a home’s security to intruders [22-24]. Preventing
future threats and identifying solutions for possible system attacks are the main concerns
of these studies.

Yang and Sun [25] offer an extensive examination of the security challenges facing
smart-home systems. This research delves into the architecture of smart homes, identifying
six natural and contextual features, and discusses the dichotomy of “spears” (cyber-attack
methods) versus “shields” (countermeasures). The paper highlights various security frame-
works and evaluation technologies and discusses the integration of smart-home technology
with other fields, such as blockchain, cloud computing, and artificial intelligence. The
authors suggest that future research should focus on unifying architecture, addressing
resource limitations, managing fragmentation, and enhancing code and firmware secu-
rity. The survey also emphasizes the importance of prioritizing security in smart-home
research over the commercialization process to ensure the development of robust and
reliable systems.

Dahmen et al. [26] provide a comprehensive overview of how smart-home technologies
contribute to security. The authors explore a range of smart-home functionalities that
enhance the safety of residents, including the detection, identification, and response to
potential threats. They offer a comparative analysis of both existing commercial products
and academic research in the field. Key contributions include the discussion on sensing



Electronics 2024, 13, 3343

4 of 35

mechanisms within smart homes that detect anomalies or security breaches, assessing
the nature and severity of these threats, and the automated response systems designed to
manage these threats effectively.

Bastos et al. [27] thoroughly examine the integration and implications of IoT tech-
nologies within the home. The paper addresses how devices are becoming ubiquitous
in households, expanding the IoT landscape but also escalating security vulnerabilities.
It highlights the significant increase in IoT-device deployment and the corresponding
security expenditures forecasted to manage associated risks. The study details various
IoT components, including sensors, actuators, and network protocols, emphasizing their
roles in enhancing connectivity but also in increasing potential security breaches. The
authors discuss current security challenges, such as the susceptibility to Distributed Denial
of Service (DDoS) attacks and the ease of unauthorized access due to weak authentication
practices. The paper concludes with a call for robust security measures embedded within
the IoT development phase and continuous updates to safeguard a system against evolving
cyber threats, aiming for a secure integration of IoT into daily life and infrastructure.

Researchers are particularly focused on identifying solutions for intrusion-detection
systems (IDSs) for smart homes [28,29], which are critical for protecting the security of the
system. The quality of service of the network is also a major issue that must be addressed in
order to ensure system security. Software-Defined Networks (SDNs) offer scalability of the
system, but they also increase the system’s vulnerability to attacks. Researchers are tasked
with developing solutions that protect the security protocols [30-32] of Routing Protocol
for Low-Power and Lossy Networks (RPL) and IPv6 over Low-Power Wireless Personal
Area Networks (6LowPan) from possible attacks, while maintaining a secure network and
high quality of service (QoS). In addition to a high QoS value, the IDS performance must
remain sufficient, with low energy consumption and a low data processing time, while also
ensuring an immediate response. Despite the significant requirements for IDSs, the conve-
nience that [oT systems provide for home security makes researchers persist in identifying
solutions to the problems that IDSs face [23-28]. Radio Frequency Identification (RFID)
technology offers an important contribution to IDS security by facilitating the interfacing
of smart devices in a smart home [33]. This article will delve into the security issues and
technologies identified for smart homes, starting with an analysis of the architecture layers
of an IoT system. The heterogeneity of smart-home devices is a major weakness of the IoT
system [24,34,35].

A suggested solution for ensuring a safe home environment involves the use of a Wire-
less Sensor Network (WSN) that utilizes IoT technology to provide various services [36-38].
The sensors in the network detect and track movements and interact with each other to
provide useful information to the system. Researchers are studying WSN to ensure the
privacy and security of the entire home environment, as there are threats and attacks
that can be received by a smart home using IoT technology. The proposed solutions are
categorized based on the threats and attacks that the system can face. However, the privacy
and confidentiality of information remain a significant challenge for researchers. The rapid
development of intelligent devices, particularly mobile devices, is not keeping pace with
the development of protocols and security systems, which means that these devices are
increasingly used in IoT technologies without the required security and protection of the
system [39]. Therefore, the creation of smart devices supported by strong security protocols
should be the first concern to ensure the security and privacy of the smart-home environ-
ment. In this environment, all smart devices interact with each other automatically, and the
data managed by each device are sent to a central unit to process. The system should be
able to detect potential malicious devices that attempt to gain access to it by pretending
to be part of the legitimate system. The heterogeneity in the interface options of smart
devices is a significant issue that needs to be solved by defining a sufficient architecture
with strong protection protocols. This creates the need for research into security, integrity,
confidentiality, and energy-efficient methods [27,40]. The IoT mainly consists of devices
that operate with low power and small memory, which requires the system to respond with
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the lowest possible computing power and energy consumption. However, sending data to
the cloud or the fog layers can open a huge portal for the interception of this data, while
natural disasters, such as a fire, can cause the system to collapse. The different security
protocols and capabilities of different devices also pose a challenge to the cooperation and
compatibility of the system. The system is susceptible to different type of attacks based on
the related layers of the IoT architecture, which are analyzed in the following sections.

Other surveys are examining not the smart-home environment itself, but specific types of
devices. For example, Xu et al. [41] studied the security of home assistants, Santani et al. [42]
examined smart TVs, and Guzman et al. [43] analyzed mixed-reality solutions.

This study takes into account modern design approaches (e.g., [19]) that decompose
the analysis of a smart-home system into four layers (application, perception, network,
physical) and propose a unified architecture. Moreover, this research is not just an analyses
of the generic IoT features and their security implications, but also examines a series of
equipment and solutions that can be actually found in a home environment. This includes
analysis of the security particularities of smart-home assistants, TVs, AR/VR glasses,
vacuums, locks, sensors, etc. To our knowledge, this is the first paper that researches the
security implications of a quite complete list of smart-home devices and follows the modern
smart home and IoT architectures.

3. Smart-Home Ecosystem

This section presents the various IoT devices that can be found in a smart-home system.

3.1. IoT in Smart Homes

A typical smart home consists of several IoT devices that are interconnected via a
router-modem. This router is the main network device which undertakes the effort to
connect all these devices at the edge system, as well as to enable communication with
Internet and the cloud. The home devices rarely possess their own Internet connection,
while the user can interact with this ecosystem through his/her smartphone, which has
a direct broadband connection. Ordinarily, this router is the only barrier between the
outworld and the private home. Therefore, its security and proper configuration are of
paramount importance.

The devices can join Local Area Networks (LANs) formed by the router, either through
an Ethernet cable or wirelessly. Some devices might support the direct link with the
user’s smartphone, e.g., via Bluetooth. Devices may expose services and APIs, either
within the edge system or to the Internet. Their security and proper setting must also be
examined carefully.

In modern settings, home assistants form one main device to interconnect IoT equip-
ment. The home assistant connects to the router for Internet access, while IoT devices
are connected wirelessly with the home assistant for local networking. The user admin-
istrates the system via his/her smartphone, tablet, or PC, which are connected (wired
or wirelessly) with the home assistant, while the daily use/operation is driven by vocal
commands. Home assistants are one of the most intelligent smart-home devices in modern
installations [41]. They can also be deployed to administrate other less intelligent devices,
like light and sound devices, and they may also be aware of the residents’ preferences and
personal information. Also, they constitute one of the main indoor interfaces for the user
to interact with the home via vocal commands and without using a smartphone or other
device. Therefore, home assistants are a targeted element of state-of-the-art attacks [44].
Assistants, like Google Home and Amazon Alexa, are vulnerable to attacks such as voice
squatting [45,46]—where attackers use similar sounding phrases to trigger the device to
perform unintended actions; and eavesdropping—where attackers can use the device to
listen to private conversations. There have also been instances of malicious applications
and phishing attacks targeting users of smart-home assistant devices. As these devices
become more popular and are integrated into more homes, it is likely that there will be
continued efforts by attackers to find new vulnerabilities and exploit them [47,48].
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Smart TVs are quite common equipment in houses nowadays [49]. The TV receives
the ordinary TV signal from an antenna or a cable and is connected to the Internet via the
router (connected wired or wirelessly) for the “smart” content, while the user interacts with
it through the telecontrol with RF signaling (application developers have also implemented
such functionality for mobile devices, like smartphones) or with vocal commands via the
home assistant [42]. In some cases, TVs have their own mike and camera sensors, and the
user can directly interact with it via vocal commands or gestures. Other devices, like a
keyboard or mouse, can be connected via Bluetooth. Also, the owner may be connecting
his/her social-media or other accounts (e.g., YouTube or Netflix). However, the TV may
also be used by other residents or guests, exposing the owner’s privacy, as well as raising
some security concerns [50-53].

Augmented Reality (AR) and Virtual Reality (VR) glasses [43] constitute another type
of equipment that may be found in a smart environment, like a house. These devices
can be connected wirelessly (i.e., Wi-Fi) to the Internet via the router. Usually, the user
may be connected to his/her social media or another service (e.g., Facebook or Netflix).
Similar concerns as for the smart TVs are raised. As for the home assistant and TVs,
malicious applications may find their place in the related application stores. Moreover, in
the case of AR, the user is experiencing augmented reality indoors during his/her daily
activities and (remote) working hours. Therefore, in an augmented office environment,
the glasses’ camera would capture the computer’s (or other device’s) screen, including the
user inputting his/her login information to various services and applications, as well as
confidential and private conversations. Additionally, as a portable device, AR/ VR glasses
are easier to lose when the user takes them with him/her outside, or may even be stolen.
Therefore, more advanced controls are required of the device-level security, e.g., remote
deletion of data or blocking of the device.

Smart locks are installed in doors and windows to control their shielding [54]. The
lock itself can be materialized via physical means as an ordinary lock or with magnetic
solutions. Usually, someone can freely open from inside (also complying with safety
requirements for cases like building evacuation or when electricity or Internet connection
are cut off). To enter the private space, someone can unlock the equipment via various
means, including control through the Internet and a related mobile application, performing
a wireless challenge-response protocol with a smart phone, prompting a code in a pad,
authenticating via biometric sensors, or using a card or other access token, as well as the
ordinary use of a physical key (again for safety and dependability reasons). Moreover,
smart locks constitute a popular solution for short-term hiring apartments (e.g., for the
Airbnb and Booking platforms), where the owner produces new access codes/keys/tokens
for every new client, as well as the cleaners or other tenders. Hotels and cruise ships are
mostly in favor of using magnetic cards as access tokens to rooms and cabins, respectively.
The security of smart locks is of paramount importance. Mostly, attacks are originated by
criminals who want to gain physical access to the private space. The attackers might try
to exploit vulnerabilities in the communication link and transmission of data, tampering
physically with the equipment, overcoming biometric authentication, or performing social-
engineering attacks to gain the access credentials.

Surveillance IP cameras are another popular feature of smart homes [55]. The cameras
are gaining Internet access via the router (Ethernet or Wi-Fi connection) and are accessible
from outside, usually via the user’s smart phone and a related application. Ordinarily,
the cameras record video and audio, and the communication is bidirectional, with the
user being able to rotate the camera or talk through its speaker. However, most users are
installing this system by themselves, leaving default configurations including default or no
passwords to login and access the cameras [9]. Attackers may exploit this functionality to
spot the residents’ absence for physical assaults, record residents and violate or harm their
privacy, or even talk to children and babies performing spooky pranks.

The smart vacuum is a preliminary robotic device that can be found in modern
houses [56]. Vacuums have autonomous operation to scan the area and clean the available
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space, and they can be controlled via an RF telecontrol. Smart vacuums may connect
with the router for local Wi-Fi interaction or communication via the Internet. The user
exploits these two options via his/her smart phone and a related application. Thereupon,
the user can access more advance functionality, e.g., view a map of the scanned space
and make adjustments, schedule cleaning operations, review historic data, etc. Thus, a
vacuum may maintain sensitive information, like the house floor mapping and the indoor
arrangement. In some cases, smart vacuums utilize a camera senor to navigate the floor
and avoid obstacles, also capturing sensitive information from the home’s inside, as well as
the residents while living in their private space.

Other devices and sensors can be found in a smart environment. These may in-
clude lamps and lighting equipment in general [57] for the control of ambient light, ther-
mostats [58] for heating water, and air-conditioning [59] for adjustment of the indoor
temperature. Smart functionality can also be found in ovens [60] to monitor and control the
cooking process or refrigerators [61] to record the stored goods and help in scheduling the
resident’s shopping routine. Smart plugs [62] form another device category that is gaining
interest. These plugs are connected to the home’s electricity grid, and ordinary devices are
connected to the smart plugs. Smart plugs control the electric power on this equipment,
performing smart-home functionality like open or close devices (thus starting or stopping
the devices” actual operation). Usually, all these devices are managed via the user’s smart
phone and related applications. Once set, these installations are rarely monitored or main-
tained by their users in terms of security. Therefore, when equipment is compromised by
attackers, it remains infected for long periods, with attacks like crypto-jacking or Denial of
Service (DoS) campaigns to external victims going completely unnoticed [63,64]. Moreover,
attacks on the related devices pose great threats to the safety and well-being of the residents,
while they can also cause significant economic losses (i.e., excessive energy consumption
and damaged equipment).

The disposal of smart-home devices introduces significant security implications and
challenges [65], primarily due to concerns for data privacy and the potential for unautho-
rized access. Many of these devices, ranging from smart thermostats to home assistants,
store sensitive user data which, if not properly erased before disposal, can be retrieved
by malicious actors. This vulnerability presents a considerable risk, particularly with
devices that lack a clear, user-friendly process for fully erasing stored data. Additionally,
improperly disposed devices can still connect back to a user’s network (e.g., if not correctly
deregistered), allowing potential ongoing access to live data and network resources. These
challenges highlight the need for robust data management practices, clear guidelines on
device decommissioning, and awareness among users about the security risks associated
with disposing of their smart-home equipment. The same conditions also hold in the case
of the user selling the device.

The home resident is the main actuator who uses and, usually, installs the overall IoT
ecosystem [66]. However, an arbitrary user would not possess the knowledge and expertise
to set this system; thus, the awareness level of users must be enhanced. Although the home
resident is the main actuator, other people might access the home network, like guests who
receive Wi-Fi access to connect to the Internet or technicians who must install or repair
some device. Moreover, in some cases like in hired apartments or hotels, even the residents
of this smart private space can change, as well as the personnel that work within.

3.2. Infotainment Devices

The main home-assistant solutions are provided by large companies, like the Google
Home, Amazon Alexa, Apple Siri, and Microsoft Cortana [67]. Ordinarily, these systems
utilize Deep Neural Networks (DNN) and multi-modal dialogue systems for Automatic
Speech Recognition (ASR), Natural Language Understanding (NLU), and the incorporation
of gestures and visual input to create more interactive and engaging user experiences [67].
In the smart-home environment, these systems offer an easy-to-use setting for the average
user and ease integration with compatible smart-home devices.
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Fruchter and Liccardi [68] studied users’ attitudes and concerns towards the security
and privacy of home assistants, with only 2% of participants reporting problematic issues,
like (i) data collection and scope, (ii) “creepy” device behavior, and (iii) violations of
personal privacy thresholds. However, several security and privacy issues and challenges
have been reported by researchers and practitioners [69-74]. Among others, these involve
(i) the continuous processing of data by these devices and potential disclosure of private
information to companies or adversaries, (ii) vulnerabilities in data transmission or storage
mechanisms (e.g., an adversary outside the victim’s house can connect his/her smartphone
to the victim’s Bluetooth speaker and then play an MP3 audio file of voice commands [69]),
(iii) third-party exposure by the insufficient reviewing of applications in related application
stores or insecure collaborating devices, which may inject vulnerabilities or weak security
mechanisms into the home system, (iv) low security awareness by the user, who may not
set or configure the system properly (e.g., use weak passwords or other authentication
mechanisms), or maintain it (e.g., not updating or patching the system on a frequent
basis), (v) attacks exploiting the open vocal interface [70], like mischievous neighbors or
criminals speaking commands from outside, replaying commands via other means (e.g.,
TV commercials), commands in ultrasonic frequencies which cannot be heard by humans
but can be detected by smart speakers, etc., (vi) challenges of supporting a multi-user
environment, like protecting a user’s private data from the rest of the users of the same
smart environment (e.g., hired apartments, elder residents, or people with disabilities
with support person dyads [71-73], etc.), or imposing smart-home ownership and control
among family members (family rivalry) [74] or pets with talking capabilities (i.e., parrots or
mynas [70]).

Home assistants, in their always-on listening capability, are designed to activate upon
hearing a wake word. This feature, while convenient, raises the possibility of inadvertent
recording and data collection [75]. There have been instances where conversations were
recorded and transmitted without user consent due to false triggers or misinterpretations of
the wake word. The storage and processing of vocal commands on remote servers further
exacerbate privacy concerns, as any breach from these data centers could expose users’
sensitive information.

Home assistants are linked to user accounts containing a wealth of personal informa-
tion, including contacts, calendars, and even financial data. Attackers who gain access to
these accounts can potentially hijack not only the home assistant but also other connected
services. Weak or reused passwords, a lack of two-factor authentication, and phishing
campaigns are common vectors for unauthorized access attacks.

Third-party applications from application stores or other sources also pose a security
challenge. Home assistants allow the installation of third-party skills or applications that
enhance functionality. However, these third-party integrations can be a source of vulnera-
bilities, especially if they are not properly examined for security threats. Malicious skills
could perform unwanted actions, such as eavesdropping or sending data to unauthorized
third parties.

Often, these devices serve as hubs for controlling other IoT equipment, such as locks,
cameras, and thermostats. However, IoT devices are notoriously insecure, often lacking
robust security features. An attacker who compromises a poorly secured IoT device could
potentially gain access to the network and use it as an entry point to attack the home
assistant or other more sensitive devices that are connected to the same network.

Regular updates are crucial for maintaining the security of home assistants by patching
known vulnerabilities. However, delays in deploying updates or the discontinuation of
support for older devices can leave them vulnerable to exploitation. Users may not always
be aware of the need to update their devices or may be unable to do so if the manufacturer
no longer supports their model.

To address these vulnerabilities, users and manufacturers must take proactive steps [70,76].
Users should regularly update their devices, use strong, unique passwords, and enable
two-factor authentication where available. Additionally, users should be cautious about the
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permissions granted to third-party skills and applications. Manufacturers need to prioritize
security in the design and development of home assistants and connected IoT devices.
This includes ensuring the secure storage and handling of voice data, providing timely
security updates, and rigorously evaluating third-party integrations for security risks.
Home-assistant manufacturers need to build robust voice authentication of the user/owner
to counter voice-related attacks, as well as access and authorization policies for multi-user
environments. For example, parents must have higher access privileges than their children,
and the system must be able to understand when a child misbehaves and tries to annoy the
parent (e.g., commanding the home assistant to play music, while the parent has said no).

Smart TVs [49-53], as integral components of the IoT ecosystem, have transformed
entertainment systems into sophisticated interactive devices. They combine traditional
television technology with Internet capabilities, offering users access to streaming services,
applications, and smart-home control. However, their connectivity and processing capabili-
ties introduce significant security and privacy concerns that must be addressed to protect
users and ensure system integrity.

Smart TV architecture typically comprises several layers [49], including hardware, the
operating system, middleware, applications, and connectivity interfaces. At the hardware
level, smart TVs are equipped with processors, memory, and networking components that
support Internet connectivity, usually through Wi-Fi or Ethernet. The operating system,
often a version of Linux or Android, provides the necessary platform for running various
applications and handling device operations. Middleware offers additional functionalities,
like voice recognition and social media integration, while applications range from video
streaming services, like Netflix, to interactive games.

The architecture of smart TVs includes complex components [49]: powerful proces-
sors, operating systems commonly based on Android, and multiple connectivity options
including Wi-Fi and Bluetooth. Each component, while increasing the utility of smart TVs,
also opens new avenues for cyber-attacks [50]. For instance, the integration of third-party
applications can introduce risks if these applications are not properly evaluated for security.
Moreover, the operating systems themselves can be prone to attacks if not regularly updated
with security patches. Smart TVs are susceptible to a range of security threats and attacks,
broadly categorized into the following: (i) remote attacks—where attackers exploit net-
work vulnerabilities to gain unauthorized access; (ii) malware and ransomware—targeting
operating systems and applications; (iii) data interception and leakage—where sensitive
information such as user credentials and viewing habits is captured; (iv) physical attacks—
including USB-based exploits to install malicious software; and (v) third-party applications
and services—which may contain vulnerabilities or malicious functionalities.

One of the most concerning aspects of smart-TV vulnerabilities is their potential to
be exploited for remote attacks [50,52]. Cybercriminals can gain unauthorized access to a
TV’s camera and microphone, spying on users without their knowledge. Similarly, because
smart TVs often connect to other home devices, compromising a TV can lead to further
breaches across a user’s entire home network. Malware can also be a significant threat, as
attackers may install malicious software to steal personal information, inject ads, or enlist
the TV into a botnet for larger Distributed DoS (DDoS) attacks.

On the bright side, efforts to mitigate the risks associated with smart TVs have led
to the development of various countermeasures and solutions [51,53]: (i) implementing
robust encryption methods for data transmission and storage, (ii) utilizing multi-factor
authentication or even biometric data to restrict access to the device, (iii) policies to ensure
that the TV’s firmware and applications are regularly updated to address known vulnera-
bilities, (iv) protecting the device’s startup process and critical operations from tampering
(e.g., secure boot and Trusted Execution Environment (TEE) functionality), (v) employing
Artificial Intelligence (AI) and Machine Learning (ML) algorithms to detect unusual be-
havior that may indicate a security breach, and (vi) using techniques, such as differential
privacy, to protect user data collected by applications.
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Augmented Reality (AR) and Virtual Reality (VR) technologies being increasingly
integrated into smart-home environments, enhancing the way users interact with their
living spaces [43]. However, as these immersive technologies find their way into our
homes, they bring with them unique security challenges and vulnerabilities that need to be
carefully managed to protect user privacy and data security.

One of the primary security concerns in using AR and VR within smart homes is the
potential exposure of sensitive personal information [77]. These technologies often require
the collection and processing of large amounts of data to function effectively, including real-
time location data, visual recordings from AR glasses or VR headsets, and biometric data
to customize experiences. These data are highly sensitive, and if compromised, could be
used for malicious purposes, such as identity theft, unauthorized surveillance, or targeted
phishing attacks.

The challenge of securing user authentication in smart homes using AR and VR tech-
nologies is also significant [78,79]. Traditional authentication methods are less suited for
these interactive environments and can be intrusive or disrupt the user experience. Newer
methods, such as gesture recognition or eye-tracking, offer more seamless integration.
Stephenson et al. [79] evaluated existing AR/ VR authentication mechanisms and proposed
a comprehensive framework for developing future methods that emphasize the user expe-
rience and security. They highlight the inadequacies of password systems and suggest the
use of multimodal sensors available in AR/VR devices for authentication purposes. This
includes novel approaches—such as behavioral biometrics using eye and head movements;
and more advanced techniques—like skull and ear biometrics, which leverage the specific
capabilities of AR/ VR hardware to ensure user authenticity in a way that is both unobtru-
sive and secure. However, such approaches may introduce new vulnerabilities, such as
the risk of behavioral biometrics being mimicked or intercepted by unauthorized parties.
Moreover, the interaction methods used, like vocal commands or motion sensors, can be
susceptible to eavesdropping or hijacking, leading to unauthorized actions or access within
the smart home.

Another concern is the security of the devices themselves, which are often connected
to the home’s main network. This connectivity can provide a potential entry point for
cyber-attacks, which could compromise not just the AR/ VR systems but other connected
devices in the home as well [80]. The cameras and sensors integral to AR/ VR systems, if
hacked, could be used to gather detailed information about the home environment and
its occupants without their knowledge. The problem of malicious applications is also
applicable here.

To mitigate these risks [43,77], it is crucial to develop robust encryption methods
for transmitting and storing data collected by AR and VR devices. Secure multi-factor
authentication mechanisms that can effectively prevent unauthorized access while main-
taining user privacy are also essential. Additionally, privacy-preserving technologies that
reduce the amount of data collected, such as processing data locally on devices (edge
computing) instead of sending it to the cloud, can help to minimize privacy risks. Addi-
tionally, regular security assessments and updates are crucial for maintaining the integrity
of AR/VR systems, addressing vulnerabilities promptly and adapting to new threats as
they evolve. These controls are designed not only to protect user privacy and security, but
also to maintain trust and enhance the overall user experience on AR and VR platforms.

3.3. Physical Home Security and Monitoring

Smart locks, an integral component of the modern smart-home ecosystem, represent a
significant shift from traditional mechanical locks to more sophisticated, digitally operated
systems [54]. These devices provide users with the ability to lock and unlock doors
via smartphones, vocal commands, or even remotely through the Internet. While the
convenience and enhanced functionality of smart locks are undeniable, these features also
introduce a range of security vulnerabilities that could potentially expose users to risks,
such as unauthorized access and data breaches.
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The core appeal of smart locks lies in their connectivity, which allows users to control
access to their homes from virtually anywhere. This convenience, however, also offers
several routes for cyber-attacks [81]. Most smart locks connect to the home’s networks via
Wi-Fi or Bluetooth, and any weaknesses in these communication protocols can be exploited
by hackers to gain control of the locks. For example, flaws in Bluetooth security, such as
weak pairing mechanisms or vulnerabilities within the Bluetooth protocol itself, can allow
attackers to intercept communications between the smart lock and the user’s device to
unlock doors without permission.

Furthermore, many smart locks are integrated into broader smart-home systems and
managed through home automation platforms that collect and store personal data [82].
This integration can extend the impact of a potential breach, where compromising a smart
lock could provide a gateway to access other sensitive systems and information, including
surveillance cameras and personal data stored on networked devices. The risk is com-
pounded by the fact that many users often do not change default passwords or fail to
implement strong authentication measures, leaving their smart locks—and by extension,
their homes—vulnerable to physical intrusion.

Researchers are also exploring the potential of blockchain technology to provide a
more secure and decentralized framework for managing access permissions without relying
on a central control point that could constitute a single point of failure [83,84].

Moreover, there is an ongoing push towards developing more intelligent threat de-
tection systems that can adaptively recognize and respond to suspicious activities in real
time. ML algorithms could play a crucial role in this area, learning from historical data to
identify patterns of normal behavior and detect anomalies that could indicate an attempt
to manipulate the lock system [85].

Manufacturers of smart locks have taken various measures to mitigate these risks [82],
including the use of advanced encryption techniques to secure communications between
the lock and its controllers. Many smart locks now feature encryption protocols, such as the
Advanced Encryption Standard (AES), which is also used in many other secure communi-
cation platforms. Additionally, to counter the risks of unauthorized access, manufacturers
have started implementing features such as geofencing, which automatically locks or
unlocks doors based on the user’s physical location, detected via their smartphone’s GPS.

Ultimately, securing smart locks is a complex challenge that requires a multidisci-
plinary approach. It involves not only advancing the technological defenses, but also
promoting user education and awareness about the best security practices [86]. Users
must be informed about the importance of using strong and unique passwords, enabling
two-factor authentication where available and regularly updating their devices’ firmware
to protect against the latest threats.

The integration of surveillance cameras into smart homes significantly enhances
security, but also exhibits unique challenges and vulnerabilities [55]. These devices, central
to home security, are increasingly smart, interconnected, and capable of recording high-
resolution video. However, this connectivity exposes them to several unique security threats
that need addressing to protect users’ privacy and maintain the system’s integrity [87].

One of the primary concerns with smart-home surveillance cameras is their suscepti-
bility to hacking. Intruders can gain remote access to these cameras via unsecured networks
or through the exploitation of firmware vulnerabilities [9,88]. Once accessed, these cameras
can be manipulated and turned off, alter their recordings, or even use them to secretly
monitor the activities of the household.

Moreover, these cameras collect vast amount of data, presenting significant privacy
concerns [89,90]. If intercepted, video footage can be used maliciously, revealing the
personal routines and private moments of individuals. The encryption of data streams and
the secure storage of recorded footage are, thus, critical components that need reinforcing
across smart-home security systems.

Furthermore, as outlined in the research, advanced methods, like ML algorithms,
are increasingly used to differentiate between regular activities and potential security
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threats [91]. These systems can identify an intruder even under challenging conditions,
such as in cases with low light or when faces are partially obscured. However, these
sophisticated features also introduce complexity into the system, potentially leading to
false positives or the mishandling of data.

To address these challenges, enhancing the physical security of the camera itself [88],
such as through tamper-detection mechanisms, and improving the encryption used during
data transmission are vital. Also, manufacturers need to ensure regular firmware updates to
protect against the latest threats and implement robust authentication measures to prevent
unauthorized access.

Future research should focus on developing more resilient ML models that can ac-
curately detect anomalies while preserving privacy. There is also a growing need for
comprehensive frameworks that govern data handling processes, ensuring that user data
are protected and only accessible under strict conditions. This holistic approach to security
will be essential as smart-home technologies become increasingly integrated and complex.

3.4. Ambient Living Devices

Smart vacuum robots [56], as an integral component of the smart-home environment,
have transcended their traditional role to embrace functionalities enriched with IoT capabil-
ities, such as mapping household layouts and scheduled cleaning, operated via smartphone
applications. However, as they become more embedded in our personal spaces, the security
challenges and vulnerabilities associated with these devices are also magnified.

A primary security concern with smart vacuums is their connectivity to the home’s
network, which if compromised, can serve as a gateway for attackers to infiltrate other
connected devices. This vulnerability is exacerbated by the fact that many smart vacuums
operate on common operating systems, like Linux, making them susceptible to known
exploits and attacks that can gain root access to the devices. For instance, researchers
have demonstrated how vulnerabilities in the vacuum’s firmware can be exploited to gain
unauthorized control over the device, using it to map private spaces or even operate as a
listening device [92].

Another significant risk is related to the data collected by these smart vacuums, which
includes detailed maps of users” homes [92]. These data, if intercepted or improperly
handled, could pose severe privacy risks. Intriguingly, some research has shown that
the lidar sensors on these vacuums can be repurposed to eavesdrop on conversations
by interpreting vibrations in objects, highlighting a novel attack vector that turns benign
household devices into potential spy tools.

Moreover, the interconnectivity of these devices with cloud-based platforms for en-
hanced functionality, like remote control and software updates, introduces additional layers
of vulnerability. Data transmitted between the vacuum and the cloud, or stored within
the cloud, are at risk of interception or exposure unless properly encrypted and managed.
The integration with mobile applications further extends the threat landscape, as insecure
application development practices can lead to data leaks and unauthorized access to the
vacuum’s controls.

In response to these vulnerabilities, there is a pressing need for manufacturers to
implement robust security measures that address both the physical security of the devices
and the integrity of the data they handle. This includes securing communication channels
with strong encryption, ensuring secure authentication mechanisms, and providing regular
firmware updates to patch known vulnerabilities.

Future research in the security of smart vacuums should focus on developing more
sophisticated detection systems to identify and mitigate attacks in real time, enhancing
data privacy measures to protect sensitive information, and exploring the use of blockchain
and other decentralized technologies to secure device communication and data integrity.

Overall, the proliferation of smart vacuums and similar IoT devices in smart homes
presents a complex set of security challenges. It requires multi-faceted strategies to ensure
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that the related equipment will not compromise the privacy and security of the environ-
ments they are designed to enhance.

Smart-home security is a rapidly evolving field, spurred by the widespread adop-
tion of various interconnected devices that aim to enhance convenience and efficiency
in the household. Other examined devices, including smart lighting, thermostats, air-
conditioning systems, ovens, fridges, and smart plugs, bring numerous benefits, but also
introduce a plethora of security risks that must be addressed to protect homeowners from
potential threats.

Starting with smart-lighting systems, these devices offer the ability to control lighting
remotely, set schedules, and even adjust lighting based on ambient conditions or occupancy
detected by sensors [57]. However, their connectivity to the home network makes them
vulnerable to cyber-attacks, where hackers could potentially gain unauthorized access
to the network through poorly secured lighting systems. Once accessed, attackers could
manipulate lighting settings to disrupt the household or use the system as a gateway to
launch further attacks on more critical systems.

Smart thermostats, which adjust the temperature based on user behavior and prefer-
ences, present similar risks [58]. These devices collect detailed information about a user’s
daily routines and home occupancy patterns, making them a rich target for cybercriminals.
If compromised, such data can be exploited for burglary or more targeted attacks. Further-
more, unauthorized control over the thermostat can lead to energy waste or damage to the
home environment by extreme temperature adjustments.

Air-conditioning systems, increasingly smarter and interconnected, are susceptible to
the same threats as smart thermostats [59]. By gaining control over these systems, attackers
could cause discomfort or increase utility bills significantly. More dangerously, if integrated
with other home-automation systems, compromised air-conditioning units can serve as
entry points to other devices connected to the same network.

Smart ovens and fridges represent a more direct physical threat, if compromised [60,61].
A hacked oven could be turned on or off remotely, posing fire risks or other safety hazards.
Smart fridges, which often include interfaces to order groceries or manage expiry dates,
contain personal consumer data that, if accessed, could lead to privacy breaches. Moreover,
since these appliances are central to daily living, their disruption can cause significant
inconvenience and potential health risks.

Smart plugs, which are used to control various electronic devices remotely, amplify the
security challenges in a smart home [62]. These devices can switch appliances on or off and
monitor energy usage, providing convenience and efficiency. However, if compromised,
smart plugs could be used to manipulate the power supply of critical devices, such as
medical equipment, security systems, or refrigeration units, leading to dire consequences.

To combat these risks, robust security measures are necessary [63,64]. These include
strong and unique passwords for device access, encrypted communications to prevent
data interception, and regular software updates to patch vulnerabilities. Manufacturers
must also prioritize building secure devices that can resist the latest types of cyber-attacks.
This involves not only securing the device software and communication channels, but also
ensuring physical tamper resistance.

Implementing network segmentation can significantly enhance security by isolating
smart-home devices from each other and the main computing environment. This way, even
if one device is compromised, the breach does not necessarily grant access to other devices
or sensitive personal data stored in other network segments.

3.5. Other Aspects and Actuators

Smart-home security extends beyond the technological vulnerabilities of devices;
it encompasses human factors, user awareness, device management, disposal practices,
universal standards, and manufacturers’ responsibilities [65,66]. Understanding and ad-
dressing these aspects are crucial for creating a secure smart-home environment.
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The human factor plays a pivotal role in smart-home security [66]. Users often lack
awareness of potential security threats and the necessary practices to mitigate them. For
instance, many users might not change the default passwords on their smart-home devices,
which can make them vulnerable to attacks. Moreover, the convenience of voice-controlled
devices can lead to inadvertent disclosures of personal information if conversations are
recorded or monitored without user’s consent. Users must be educated about the potential
risks associated with smart-home devices and trained on the best practices for setting up
and maintaining these devices. This includes understanding the importance of securing
the home’s Wi-Fi networks, recognizing phishing attacks, and knowing how to check and
update device security settings in a regular basis. Therefore, enhancing user awareness
through education about secure installation, maintenance practices, and the risks associated
with careless usage is imperative.

The management and disposal of smart-home devices also present significant security
concerns [65]. Proper management involves regular updates and patches of firmware and
software, which can protect against known vulnerabilities. However, many users are either
unaware of how to update their devices or neglect this critical maintenance step. As for
disposal, improperly discarded devices can become sources of data breaches. For example,
a smart thermostat or a home-assistant device may retain user data that could be extracted
by malicious actors, if not correctly sanitized before disposal. Encouraging responsible
disposal practices and providing clear instructions for wiping data can help to mitigate
these risks.

Manufacturers play a crucial role in the security of smart-home ecosystems [70,76,82].
Their focus on securing devices should begin at the design phase, integrating strong
encryption methods, secure authentication processes, and robust protection against physical
tampering. Moreover, manufacturers need to commit to providing ongoing support for
their products, including regular security updates and patches. Transparency regarding
known vulnerabilities and quick responses to security threats can help to build trust with
consumers. Furthermore, manufacturers can contribute to better security practices by
making devices that are easier for consumers to manage. Simplifying the user interface for
checking and updating security settings, applying enhanced security by default (i.e., enforce
multi-factor authentication, regular password updates, etc.), and providing clear, user-
friendly instructions for setup and maintenance can greatly enhance the overall security
of smart-home systems. Additionally, incorporating features that alert users to potential
security threats or needed updates could further protect consumers and their data.

On the regulatory front, the lack of universal security standards for smart-home
devices complicates the enforcement of consistent security measures (e.g., [93-98]). Differ-
ent countries may have varied regulations regarding data protection and device security,
making it challenging for manufacturers to comply with all guidelines. Developing com-
prehensive international standards that address the security requirements of smart-home
devices could streamline manufacturers’ efforts to enhance security features across markets.
Such standards would also aid consumers in making informed decisions about the security
of the products they choose to integrate into their homes.

4. Analysis and Discussions of the IoT Setting
4.1. Architectural Structure of IoT Ecosystems

In order to study the security of a smart-home environment deploying IoT technology,
one should first describe the architectural structure of such systems. Ordinarily, devices are
communicating at the edge system, directly or via a gateway, and can also interact through
the Internet or a cloud.

The layers of an IoT architecture are not defined by a single methodology or standard,
but rather by a combination of industry best practices, architectural principles, and various
standardization bodies. However, several organizations and standardization bodies pro-
vide guidance and frameworks for designing and implementing loT architectures. Some of
the most notable ones include the following:
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e International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC): The ISO and IEC have developed several standards related to IoT,
including ISO/IEC 30141 [93] which provides guidelines for the architecture and
interoperability of IoT systems. While the ISO/IEC standards may not explicitly
define the layers of an IoT architecture, they offer principles and recommendations for
designing scalable and interoperable IoT solutions.

e Institute of Electrical and Electronics Engineers (IEEE): The IEEE has published nu-
merous standards and guidelines for IoT, including IEEE P2413 [94] which defines an
architectural framework for IoT. While IEEE P2413 does not prescribe specific layers,
it outlines key architectural concepts and considerations for IoT systems.

o Industrial Internet Consortium (IIC): The IIC has developed the Industrial Inter-
net Reference Architecture (IIRA) [95], which provides a comprehensive framework
for designing industrial IoT solutions. While focused on industrial applications,
the IIRA can be adapted for other IoT use-cases and includes concepts related to
layered architectures.

e Open Connectivity Foundation (OCF): The OCF has developed standards for interoper-
ability and connectivity in IoT devices and ecosystems [96]. While the OCF standards
primarily focus on interoperability protocols, they also address architectural principles
that may align with layered approaches.

e National Institute of Standards and Technology (NIST): The NIST has published
several documents related to IoT security and architecture, including the NIST Cyber-
security Framework [97] and NIST Special Publication 800-183 [98], which provide
guidance on IoT device cybersecurity. While not explicitly defining layers, these docu-
ments offer principles and recommendations for designing secure IoT architectures.

Overall, while there is no single methodology or standard that defines the layers of an
IoT architecture, various organizations provide guidance and frameworks that can drive
the design and implementation of IoT solutions. Architects and designers often refer to
these resources to develop architectures that meet the specific requirements and objectives
of their IoT projects.

Nevertheless, based on these methodologies four conceptual levels are considered in
IoT research (e.g., [19]):

1.  Application: smart environment, smart home, smart city;

2. Perception: movement sensors, smoke sensors, pressure sensors;
3. Network: nodes, servers, topologies;

4. Physical: smart phones, smart appliances, power supplies.

These layers are detailed in the following subsections.

A modern IoT system consists of various smart environments, such as smart homes,
cities, hospitals, and transport, all of which are supported by applications that run on smart
devices. The application layer [99] is the topmost layer in the IoT architecture and manages
all these applications and their secure deployment on user’s devices. It is responsible
for ensuring the confidentiality, integrity, and availability of legitimate software and its
data, as well as that the applications can interconnect and interact with the lower layer,
which is the network layer. The network layer is responsible for ensuring the smooth
operation of applications and the delivery of services provided by the IoT system. This
layer also separates the data collected by different sensors from smart devices for different
applications. However, the application layer is highly vulnerable to attacks and intruders
who may try to exploit vulnerabilities in the architecture [99].

The perception layer consists of various devices and technologies designed to gather
input from the surrounding environment. This includes pressure sensors, smoke sensors,
vibration sensors, and RFID sensors. Its primary role is to collect and modestly process
information, acting as a component of a larger, intelligent system. Often referred to as the
sensing layer, it faces several challenges. Among these, the most critical issue is the efficient
collection and capture of data [100].
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The network layer [101] is accountable for ensuring that the devices in an IoT system
are efficiently connected to each other so that they can communicate, exchanging data
through the creation of a communication channel that links the terminal nodes to the
servers. This level is essential in both telecommunications and Internet networks since it is
responsible for transmitting data to and from the intermediate devices within the system. Its
main responsibility is to securely send data collected by sensors to remote nodes, acting as a
bridge between the local network and the remote node. Wired or wireless communication is
used to connect devices and share necessary data, ultimately providing the desired services
through applications managed by the topmost layer, the application layer.

The final layer of the IoT architecture is the physical layer [102], which encompasses
the hardware that comprises an intelligent environment with IoT technology. It consists of
all smart devices, such as smart phones, computers, tablets, smart watches, smart TV, smart
locks, smart smoke detectors, and others, which have sensors to collect data. Additionally,
the required hardware for all smart devices to connect to the IoT network, whether wired
or wireless, is also included at this level. Hence, it provides the physical connection of the
devices as a service to its immediate superior layer, the perception layer.

4.2. Threats Faced by a Smart Home and Related Countermeasures

As the number of Internet-connected devices that support IoT technology grows,
there is an increasing need to prioritize security measures in these systems [103]. This is
particularly important because these systems are often responsible for securing homes from
potential intruders and responding to emergencies, such as fires or smoke detection. In
a smart-home system, all smart devices are connected to the Internet via a gateway that
serves as the intermediary between the local network and the Internet. However, in order
to establish a secure IoT smart-home system, it is crucial to implement robust security
protocols at every level of the architecture (see Figure 2).
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Figure 2. Smart-home threats and countermeasures [30].
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Below, we present and analyze the attacks that can be launched on each level separately,
as well as the relevant countermeasures and controls that can mitigate them.

4.2.1. Application Layer Analysis

Attacks on an application or set of applications can cause them to malfunction, render-
ing them unable to perform their intended services. Several types of attacks can be carried
out on such systems.

One type of attack is called “social engineering”, where the attacker targets the user
directly [104,105]. The attacker communicates with the network’s legitimate administrator,
often applying psychological pressure, to obtain sensitive codes that will allow them to
access applications and exploit their services. Sometimes, attackers send disguised emails
to deceive users into visiting websites that are replicas of legitimate ones, with the intention
of stealing passwords, a tactic known as phishing. This is one of two ways in which the
user can fall victim to an attack. The second approach involves the installation of malware
that appears user-friendly, with the users being deceived to install the malicious software
on their device [103,106,107]. As a result, the attacker gains complete access to the system’s
data and operations [108,109], including management control. This attack typically targets
devices with Internet access and can cause the entire system to crash. Today, phishing
attacks are prevalent in Internet-based systems.

Another form of cyber-attack involves sending malicious software to a device [39,110-113],
which can either be used for phishing or to cause partial or complete system destruction.
Malware, also known as worms, can be found on various websites and can infect devices
running different operating systems, such as Linux. Typically, home systems are targeted,
specifically their Internet-connected devices, such as cameras and routers, which can result
in the collapse of a home’s security system. The Mirai botnet attack is such an example,
where the attacker monitors the system’s activity. Ransomware is another attack where
malicious code encrypts the user’s data, demanding a ransom to decrypt it. This type
of attack affects the last two layers of the IoT architecture and significantly impacts the
behavior of the application layer. Also, crypto-jacking attacks of smart-home devices
involve unauthorized use of a device’s processing power to mine cryptocurrency, often
resulting in lower device performance and increased electricity consumption without the
user’s knowledge.

Another category of attack involves targeting nodes [114-116]. The aim of such attacks
is to install harmful software (rootkits) on the system’s devices to take control of the
applications they oversee. By doing so, the attacker can alter the way the devices respond
and behave, resulting in an abnormal, and often unwanted, system performance. The
attacker can then impersonate an authorized user by deceiving the system, causing serious
security implications.

When an attacker tries to trick the system and pretend to be an authenticated user, it
is considered an access control attack. This type of malicious activity targets the involved
nodes of the system and can result in serious security consequences [13,117,118].

Unlike computers, a system’s smart-devices do not automatically update/upgrade
their security software [119-121]. When updating the security software on one device, there
is a parallel distribution of a copy of the software to the rest of the devices in the system,
with the result that for as long as this update lasts, the system is out of order. Therefore,
during this time, no encryption might be required, and thus, there is an open opportunity
window for attackers [122].

Unauthorized software installation from untrustworthy developers, who often disre-
gard security protocols and standards, can create vulnerabilities that attackers can exploit
to breach the security of devices [123,124]. In the IoT realm, many devices have default set-
tings and an operating system that lacks authentication requirements. As a result, attackers
can easily gain access and modify these settings at will. Smart homes and IoT environments
rely on remote communication with servers that store and manage large amounts of data
to support the services required by the applications. However, this type of communication
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raises significant security concerns, leading to various issues related to system security and
the quality of service at the application layer.

The application layer can also be susceptible to attacks, involving the unauthorized
reconfiguration of remote devices through the Internet [11,12,125]. If devices lack proper
software protection and strong security protocols, potential attackers may attempt to
reconfigure network devices and change their settings to their own preferences, allowing
them to gain access to sensitive personal information transmitted between devices on
the network.

This level is responsible for the correct and smooth operation of the applications hosted
by the devices, in order to provide the electronic services. To be able to deal with phishing
attacks, users, either as administrators of the home environment or the server, should be
trained in order not to be misled by fake emails or fake websites. But also, proper user
authentication at the network level can prevent a phishing attack [15,108]. Abbas et al. [126]
propose a threat modeling approach specifically designed for IoT and smart-home use-cases
to identify and mitigate social engineering and phishing threats effectively. The method
uses the STRIDE threat modeling approach to systematically identify potential threats that
could lead to phishing attacks. By implementing this approach, lIoT researchers, engineers,
and cybersecurity policymakers can enhance security measures during the early design
stages of IoT systems, ensuring more secure deployments in critical infrastructures. Techni-
cally, there are several studies that are trying to utilize ML for the detection of phishing
messages [127-130]. Then, these solutions can be integrated by the system developers to
classify automatically received messages and block malicious attempts before reaching the
user. Nevertheless, raising the user’s awareness (e.g., training, informative campaigns, etc.)
for these threats is one of the main controls that are recommended [16,17].

One way to detect the presence of malicious code or malicious applications in appli-
cation stores is by following a strategy which measures the normal execution time of the
processes that the nodes execute in “normal” conditions. When in other measurements
this time exceeds the usual, it means that the node additionally employs unwanted, ex-
traneous, and malicious software [35,111]. Ficco [131] proposes an innovative method for
detecting malware in IoT devices by utilizing Markov chain behavioral models to analyze
the sequence of API calls made by applications during execution. This dynamic analysis
approach creates a behavioral model of the applications, represented as a Markov chain,
where transitions between states (API calls) help to distinguish between benign and mali-
cious applications, based on their unique patterns of API usage. Sharmeen et al. [132] focus
on enhancing the detection of malware threats in industrial mobile-IoT networks through
a comprehensive analysis of different detection techniques, specifically static, dynamic,
and hybrid approaches. The authors present a detailed performance comparison of these
methods, focusing on aspects like data set characteristics, feature extraction, selection tech-
niques, and achieved accuracy. By analyzing and identifying suspicious API calls, system
calls, and permissions, this solution aims to assist application developers in creating safer
applications for IoT settings. The main solution proposed by Wang et al. [133] is the devel-
opment of a novel methodology to construct and evaluate features for detecting malicious
applications in Android. This approach involves a comprehensive taxonomy of features
derived from static, dynamic, and meta-data analyses. This solution emphasizes the impor-
tance of accurately defining and extracting these features to improve the performance of
ML algorithms in distinguishing between benign and malicious applications.

Apart from authentication mechanisms that are designed to utilize the features of
modern smart-home devices (e.g., authentication for AR/ VR glasses [78,79]), researchers
are proposing general authentication and authorization solutions for the smart-home set-
ting. For example, Nimmy et al. [134] propose a novel multi-factor authentication protocol
specifically designed for smart-home environments, utilizing Elliptic Curve Cryptography
(ECCQ), secret sharing, and Photo Response Non-Uniformity (PRNU) to enhance security.
The protocol aims to uniquely identify user smartphones and ensure mutual authentication
among all entities involved, making it resilient to common attacks, such as smartphone
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capture. Additionally, it leverages face biometrics to authenticate users, ensuring both the
security of transactions and ease of use without the need for passwords or smart cards.
In another work, Nimmy et al. [135] define a novel, lightweight, and privacy-preserving
remote user authentication protocol. This protocol leverages geometric secret sharing and
PRNU to establish mutual authentication among users, their smartphones, and IoT devices
without the need for passwords or smart cards. It ensures robust security against common
attacks, such as phishing and smartphone capture, and its lightweight nature makes it
suitable for deployment on heterogeneous and resource-constrained IoT devices.

Nagy et al. [136] introduce a sophisticated approach to rootkit detection for embedded
IoT devices by utilizing a TEE. This method capitalizes on the TEE'’s ability to provide
an isolated operating context, which prevents rootkits, even those with root privileges,
from interfering with the detection process. The solution involves identifying anomalous
modifications made by rootkits to the OS kernel code, system programs, and control flow
data, as well as detecting rootkit components in persistent storage.

Haney and Furman conducted a series of studies concerning the subject of updates’
management for smart-home devices. The initial study focused on exploring smart-home
users’ perceptions and experiences with device updates, particularly in terms of secu-
rity [137]. The researchers found that many users do not associate updates with security
enhancements and often overlook or delay installing them. The paper proposed a follow-up
survey aimed at a broader audience to delve deeper into these perceptions and enhance
our understanding, which could lead to the development of more effective, user-friendly
update mechanisms and communications that emphasize the security benefits of timely
updates. In their next study [138], the solution proposed focused on expanding user educa-
tion and awareness, improving the transparency of update purposes and processes, and
enhancing the usability of update mechanisms to ensure that users can easily and promptly
apply necessary updates to their smart-home devices.

4.2.2. Perception Layer Analysis

A favorite tactic for attackers is attacking at the level of perception. As mentioned
above in this paper, at the perception layer, all devices communicate, collect, and exchange
data, using the sensors that each one of them possesses. In this case, the attacker tries to
intercept and modify the communication software of the networking nodes, so that a device
of his/her own can enter and be accepted in the network, now also receiving the sensitive
information that is trafficked towards it. All devices communicate with a remote server
(e.g., cloud) via the Internet. This communication is performed automatically and without
particularly strong security protocols, which makes it vulnerable to third-party attacks.
Thus, a device external to the network can intervene in this communication and intercept
the data that the networking devices have collected and intend to send to a remote server
for further processing. This attack is also known as eavesdropping [139,140].

An alternative attack path for attackers to disable and remove sensors or devices from
the network is by installing a sniffer application on them and reactivating them. They gain
access through this application to the data managed by the sensors [141].

Another vulnerable point in the network is when the devices need to be restarted.
Then, the system in preparation does not have time to “run” the security software and
security protocols, such as UART or JTAG. At this moment, attackers can attack the system.
These attacks are also called boot attacks [22,117].

Most devices in a home environment often operate with low power consumption.
This makes them vulnerable to attackers, who, after disabling them, can replace them with
their own, “fooling” the network and collecting the sensitive information being trafficked
towards them [141]. An attacker can even reprogram a certified device by checking its
sensor, collecting all its data.

Another way to intercept data is with side-channel attacks [117,142]. These attacks
are usually timing attacks, electromagnetic attacks, and laser attacks. These attacks create
a parallel side channel, which steals, “eavesdrops” on the information exchanged by the
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devices’ sensors in a network. This is feasible due to the low power, communication mode,
and architecture followed by the sensors in an IoT system.

The wireless connection and remote communication of many devices in one IoT
system is carried out with the existence of noise. Noise is incomplete false irrelevant
information—information, however, that may come from intruders and that can cause
problems in the network [143,144]. Noise causes the sensors to malfunction, causing them
to misbehave and transmit incorrect data to end-nodes, which is a major problem for the
system’s security [117,145].

The first interaction point of the system is its sensors. Sensors must be equipped with
appropriate security measures in order to become resistant to attacks. Otherwise, they
should not be exposed to third parties and should be kept in a safe place.

At this level, the sensors are the target of attacks. Thus, the proposed solutions involve
protecting the data collected and exchanged between the sensors. To mitigate the relevant
attacks, various sensor interconnection and operation models are proposed, covering sniff-
ing, path loss, shadow fading, and Rayleigh fading detection. Firstly, to protect the system
from eavesdropping and sniffing, the system should run on a private and not on a public
and free network, where an attacker may have easy access. On many occasions, attackers
create private networks with names of public entities in order to trick users into connecting
to them. Also, a device integrated in an IoT system should operate with encrypted code
techniques. The device should run software from a trusted and certified developer and
work with Original Equipment Manufacturer (OEM) hardware. Therefore, by using secure
equipment from certified manufacturers, either at the hardware level or at the software
level, the chances of successful attacks are minimized. Nevertheless, in the presence of an
attacker, several methods are suggested to avoid eavesdropping and sniffing. Abrisham-
chi et al. [146] propose a hybrid energy-efficient privacy-preserving scheme designed to
enhance privacy in smart-home environments by effectively countering wireless traffic
snooping. This scheme utilizes a probability-based decision-making algorithm to control
the injection of dummy packets and adjust transmission times, thereby maximizing the
confusion for attackers trying to decipher the network traffic patterns. By blending energy
efficiency with robust privacy protection, this approach aims to secure smart-home com-
munications against eavesdropping without causing significant delays or excessive energy
consumption. Mechanisms that leverage Al and neural networks contribute significantly
to defense against side-channel and noise attacks. Xinchuan and Martinez [147] utilize a
neural network, which through continuous measurements can learn what is the desired,
“smooth” operation of the system, easily identifying cases where noise has entered the
system (anomalies). Also, in order not to leak the sensitive information of the system,
Zhihua et al. [148] proposed a Public Key Infrastructure (PKI) solution where information
is encrypted with a public key algorithm, such as the leakage resilient algorithm, in order
to ensure confidentiality even in the case of loss of some bits from transmitted packets.
Moreover, to counter booting attacks, Yuan et al. [149] suggest a secure boot process of en-
crypting the FPGA-bitstream to protect the IoT device from bitstream decoding, encrypting
the system boot image to enhance system security, and ensuring that the device operates
correctly, as intended, via authentication.

4.2.3. Network Layer Analysis

The network layer is responsible for the correct pairing of devices with each other and
subsequently for their correct communication. At this level, the required authentication of
the devices involved in the network takes place, but this level is also vulnerable to attacks.
One form of attack involves the sending of a large amount of data that the system is unable
to process. This overflow of data causes congestion in the nodes, and as a result, they cannot
respond to even the simplest functions. This attack is called a Denial of Service (DoS),
and when it happens, it blocks even the legitimate and authorized user from accessing
the network [124,150]. Thus, the attacker finds an opportunity to enter the network and
modify the pairing parameters of the devices, receiving all information.
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Another form of attack is the gateway attack, where the attacker modifies the routing
process between smart devices, resulting in information being sent through another route
that leads to the compromised devices. The gateway attack aims to collapse the connection
between the sensors and the remote server of an Internet Service Provider (ISP) [145,151,152],
an attack which often results in a DoS.

An attack that leads to an unauthorized user accessing the network can cause major
problems, as valuable information can be intercepted or even modified to serve the attackers’
interests [19,153-155]. Such an attack would be devastating in a smart-health environment,
which manages sensitive patient information often with disastrous consequences for the
patients themselves. Storing large amounts of personal data on local devices, or even worse
on remote servers (cloud), provides poles of attraction for potential attackers, especially
when many users have the right to access these data [156-158]. This is an entry point of the
system, where the attacker can pretend to be another authorized user and gain access to
the stored and completely private data.

Another popular attack is when the attacker interferes between the communication of
the devices by compromising a network device. Thus, without disrupting the operation of
the system, it receives all information circulating in the system, an attack also known as a
black-hole attack (e.g., in RPL) [32]. A similar attack is that of man-in-the-middle, where
communication between nodes is disrupted through a malicious device, creating a large
amount of irrelevant data on them and causing confusion in their operation, making the
network particularly vulnerable to several security issues [159,160].

Another routing attack is that of flooding with HELLO messages [38]. The attacker
bombards a network node with a large number of HELLO messages, claiming to be a
neighboring node. The node accepts it as its neighbor and starts communication with
it. Due to the high frequency of HELLO messages, the attacking node is treated by the
rest nodes as a parent node, and they start sending all the data to it, thus changing the
network routing.

The different technologies of sending data between the devices that can be found in
a smart environment create many vulnerabilities in the system [143,160,161]. The wide
variety of different technologies used in the connections between the devices and the
end-node creates many weak points in terms of security [117].

DoS is generally a main concern for computer networks. In ordinary cases where
a computer is being attacked by a network of compromised nodes (botnet) through the
Internet, ISPs are applying solutions to detect DoS and block the traffic before reaching the
target. The defending machine could also deploy anti-DoS mechanisms for networks or
services, like backoff algorithms. Hatzivasilis et al. [162] propose WARDOG, an end-user
awareness system designed to mitigate botnet infections on host devices. It operates by
alerting and enabling infected machines to automatically block malicious activity once
a botnet attack is detected, primarily focusing on DDoS attacks. The system not only
informs the end-user of the infection, but also gathers and processes forensic data to legally
document and potentially prosecute the attackers. Key features of WARDOG include
its compatibility with the existing Internet infrastructure, transparency to the end-user,
scalability across many users, and the ability to handle various types of malicious activities
without economic impact to ISPs or end-users.

To safeguard applications that allow unauthorized access, as well as to counter man-
in-the-middle attacks, Alizal et al. [163] developed a secure and efficient multi-factor
device authentication scheme. The proposed scheme uses digital signatures and device
capability to authenticate a device. Thereupon, a device will only be allowed into the
network if it is successfully authenticated through multi-factor authentication; otherwise,
the authentication process fails and the whole authentication process restarts. The scheme
not only authenticates the device very efficiently through multi-factor authentication, but
also authenticates the authentication server with the use of digital signatures.

After proper authentication, role- or attribute-based authorization can be enforced.
Ameer et al. [164] argue that attribute-based control policies are better suited for smart-home
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applications. Therefore, they propose a related solution, called HABAC«, an attribute-
based access control model tailored for smart-home IoT environments. This model is
dynamic and fine-grained, capturing various characteristics of users, environments, opera-
tions, and devices to construct comprehensive access control policies. HABACax enhances
traditional models by incorporating attribute-based mechanisms that adapt more flexibly
to the changing conditions and complex requirements of typical smart-home setups.

In order to protect the network against routing and forwarding attacks (e.g., flooding),
Hatzivasilis et al. [165] introduce SCOTRES, a secure routing system designed for IoT and
cyber—physical systems (CPSs) in wireless networks. SCOTRES is a trust-based system
that utilizes five innovative metrics to enhance network security and performance: energy,
topology, channel health, reputation, and trust metrics. This system seeks to intelligently
distribute network loads, increase the lifetime of the network, provide robustness against
jamming attacks, and ensure cooperative behavior among nodes.

Moreover, IDS/IPS solutions are required to monitor the system and counter a series
of problematic conditions. Usually, their core algorithm is based on pattern matching
or ML for attack identification or anomaly detection. Rajora and Sharma implement an
IDS/IPS for the smart-home IoT devices [166]. They propose TWINKLE, an innovative
architecture designed for IoT-enabled smart homes, focusing on enhancing intrusion detec-
tion and prevention within such networks. TWINKLE operates in two modes: a normal
mode—which conserves resources; and a watchful mode—which is activated when suspi-
cious activity is detected. This approach allows for a dynamic and efficient use of resources,
minimizing overhead while enhancing the detection and mitigation of cyber threats like
DDoS and sinkhole attacks. Through case studies, TWINKLE demonstrates significant
improvements in reducing detection delay and resource consumption compared to existing
systems, positioning it as a viable solution for resource-constrained environments.

4.2.4. Physical Layer Analysis

The installation of an electric power supply in smart devices is a building block of the
IoT system. Power failure is a factor that makes the system particularly vulnerable [167,168].
There should be a mechanism that can protect the devices and the system from a power
outage, which can be caused either due to extreme weather phenomena or due to the
intervention of a third party to create fertile ground for attacks. An environmental attack
is considered an attack that a device experiences due to a weather phenomenon [169,170].
For example, a sensor can be damaged when exposed to heavy rain or falling snow. This
may lead to its malfunction and consequently affect the efficiency of the entire system,
causing many problems. Smart devices, most of the time, operate with a specific supply of
electrical power, without the possibility of backup energy sources in case of exhaustion or
interruption of the central supply. When these devices run out of power, they automatically
go into low-power mode. This results in their limited operation, making them unable to
meet 100% of the system’s needs or sending incorrect information [171,172]. These are
hardware failures, leading to network and system failures, and it only takes one device to
be underpowered due to low power for this to happen.

A sensitive part of the system is the wireless connections between its devices, where
they are targeted by attackers who bombard them with radio signals, known as jamming,
in order to interfere with their communication. This can lead to total or partial network
collapse, depending on signal strength [173]. However, even in the partial malfunction of
the network, in order for the affected nodes to do the required filtering, they lose a large
percentage of their power, since they are forced to transmit the data when they regain
communication, causing many side-effects, as described above.

Also, another attack is to inject malware through the debugging interface [169]. A
malicious device can spoof the network by pretending to be an authenticated device and
spread the malware to all nodes, thereby enabling a third party to intercept sensitive
information or even shut down the entire system.
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One type of attack on the physical layer is a bombardment of the network with noise
signals, i.e., unnecessary and useless information, interfering with the operation of the
Radio Frequency Identification (RFID) part. The RFID is underpowered and cannot send
information to the devices with the required power [33]. Finally, another attack on this layer
is the creation of a clone device, with the same characteristics as a certified device, such
as the manufacturer, software, and configurations, in order to trick the system, deceiving
the RFID counterpart and copying the tags [174,175]. The clone device, after entering
the network, spreads malicious software to all nodes in the network, with the aim of
intercepting or destroying it. The attacker aims to understand the security protocols and
try to copy the tags [30], writing and sending data that will modify the behavior of the
system [103,106,107].

The physical layer consists of the system hardware (i.e., the smart devices), but also
the devices and components used to interface with each other and with the Internet. A
vulnerable point on the physical level is the electricity supply mechanism, where during
a power outage which can also be due to extreme weather conditions, the devices are
deactivated and a huge hole in the system’s security is created. Also, when devices run
out of power, they go into low-power mode and start underperforming. Smart devices
are vulnerable to attacks, as described above, before and when they are under conditions
of extreme weather phenomena. A solution to this includes the deployment of devices in
places that will not expose them to those natural phenomena.

Cloning system devices by cloning RFID tags is also a popular attack method. A
proposed solution is to hash double collisions with a vector of exact metrics. The double-
collision function is used in identifying and determining the flow of tags, where the
collection of duplicate hashes and duplicate tag identification detection takes place. Manin-
der and Sheetal Kalra [140] focused on enhancing the security through a Quantum Key
Distribution (QKD) authentication scheme. This scheme aims to provide mutual authen-
tication between users and servers, while ensuring the security of the communication
against various cyber threats, including eavesdropping. The implementation uses quantum
properties to generate and distribute cryptographic keys securely, leveraging the inherent
security features of quantum mechanics to prevent unauthorized access and data breaches,
as well as harden the cloning of devices.

Jamming is the main concern of wireless communications in the physical layer. Jeya-
selvi et al. [176] focused on using the Support Vector Machine (SVM) method to detect
cloning and jamming attacks in IoT sensor networks. The system utilizes SVM to classify
nodes as either cloned or normal, based on the distance measurements from IoT devices to a
base station, enhancing the security and integrity of the network. The approach includes the
monitoring of a selected node based on the probability distribution of sensor nodes, which
helps in accurately identifying and mitigating clone attacks, ensuring a robust network
performance against malicious activities. Mbarek et al. [177] suggested an advanced trust-
based authentication scheme for RFID systems, designed to address vulnerabilities, such as
jamming and cloning attacks. This solution, named TRAS, incorporates trust factors, like
previous keys, transactions history, and node capabilities, into the authentication process,
allowing for dynamic and secure verification of RFID tags. This method aims to improve
the resilience of smart-home systems against these specific types of security threats by
enhancing the reliability and transparency of the authentication process.

4.2.5. Summary of Threats and Countermeasures

Table 1 summarizes the cyber threats for each IoT layer along with the indicative
solutions and countermeasures.
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Table 1. Summary of threats and examples of countermeasures per IoT layer.

Layer Threats Countermeasures
Social-engineering and phishin Threat modeling [126], ML detection [127,130], user
& & p & training, and raising awareness [16,17]
Installation of malicious software and applications Code and application analysis [131-133]
Application Multi-factor authentication [134], privacy preserving
Attacks on access control authentication [135]
Rootkit attacks Rootkit detection with TEE [136]
Failure to install security patches and updates User education [138]
. cp Operate within private networks and transmission of
Eavesdropping and sniffing attacks fake packets protocol [146]
. Side-channel attacks Encrypted communication [148]
Perception
Noise in data Al and neural network anomaly detection [147]
Booting attacks Secure booting with encryption and authentication [149]
WARDOG device notification and mitigation
DoS .
mechanism [162]
Man-in-the-middle Multi-factor authentication of device and server [163]
Network Unauthorized access Attribute-based access control with HABAC o [164]
Routing and forwarding attacks Trust-based computing with SCOTRES [165]
Traffic analysis IDS/1IPS [166]
Loss of power and environmental threats N/A
Physical Cloning Quantum key distribution [140]
. ML with SVM classifiers [176], trust-based
Jamming

authentication with TRAS [177]

5. Best-Practices Guide for a Secure Smart Home

Setting up a smart-home device involves careful planning and execution to ensure
seamless integration, optimal performance, and security. Here is a best-practices guide to
help you set up your smart home devices effectively:

1.  Plan Your Smart Home Layout

1.

Identify Needs: Determine what you want your smart-home devices to accom-
plish. This could range from enhancing security to improve energy-efficiency or
simply adding convenience to your daily routines.

Select Compatible Devices: Choose devices that are compatible with each other
and can be easily integrated into a single ecosystem. Look for devices that
support common standards or platforms (e.g., Apple HomeKit, Google Home,
Amazon Alexa).

2. Secure Your Devices

1.

2.

Update/Upgrade Regularly: Set a process to automatically or periodically seek
for and install updates/upgrades. Both for firmware and application software.

Disposal Policy: Set safe disposal strategies for all equipment, including secure
deletion/destruction of data and even physical destruction of digital components
and memories/storage.

Device’s Security Controls: Set all potential defenses that are provided by the
main manufacturer (e.g., pins, extra security code, networking safeguards, etc.).
Minimize Exposure: Restrict connectivity to the least open/public LANs and
networks that are necessary. Minimize the exposure of the system.
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Set User Privileges: Restrict the number of authorized users to the minimum
required. For each user, restrict access rights to the least privileges required.
Security Software: Set anti-virus, anti-malware, host-firewall, and host-IDS
where applicable.

Delete Unnecessary Elements: Remove services, applications, or other elements
that are insecure or not in use by the current system (e.g., Telnet).

Avoid Outdated Equipment: Do not use outdated devices that are not supported
by the vendor anymore.

Configure Before Deployment: Before incorporating a new device to your system,
verify that it is updated/upgraded, and all security and configurations are
properly set.

Secure Applications and Software

1.
2.

3.

10.

11.

12.

13.

Use Only Secure Versions: Install the latest secure and stable versions.

Set And Update Before Use: Upon installation, proceed immediately with the
proper updates/upgrades, configurations, and settings of security /privacy.
Automate Updates: Set automated or periodic updates/upgrades.

Strong Authentication: Use strong passwords, as well as multi-factor authentica-
tion, wherever possible.

Application-Level Protections: Enable application-level firewalls, IDS, extra pins,
or other defenses, wherever possible.

Restrict Access: Restrict access rights/permissions and connectivity to the mini-
mum required.

Restrict Users: If applicable, restrict the number of users to the minimum required.
Use Official and Well-Reputed Vendors: Use only official and authenticated
applications/software.

1.  Especially for the technicians/engineers, always check the validity of the
elements that are about to be installed (e.g., check the digital certification
of the website, as well as the digest of the downloaded software).

2. For elements of unknown or less popular vendors, also check for recom-
mendations from other users in related forums.

3. Do not install less trusted applications/software in the core of the system,
especially if you have not tested them in a less critical part of your setting.

Monitor Operation: Where applicable, install security software for monitoring
of the runtime environment and alerting.

Set Build-In Security and Privacy Controls: Check the offered options and set
the privacy policies to the minimum required.

Secure Deletion: Apply secure removal strategies, logging out from all accounts
and applications, revoking all acquired accesses/permissions, and securely
erasing all permanent and temporary data.

Respond to Incidents: Set a response strategy, including details of whom you
have to call and your first actions in case you notice something strange. For
example, if you start receiving unknown notifications of purchase attempts in
your mobile banking, you block your cards immediately and call your bank’s
24/7 security service.

Recover from Incidents: Set a recovery strategy in case something happens.

Secure All Networks’” Networking Devices

1.

Security Configuration: Set the highest possible protections and set as a high
priority the protection of the equipment that facilitates networking, especially
for the devices that have direct access/exposure to Internet, and especially the
main router.

Security Primitives: Activate or set additional firewalls and IDS/IPS. Use the
most restrict policies possible.
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10.

3. Usage Zones: Create different LANs and virtual LANs (VLANS) for different
usage zones of the smart home.

4. Remote Access: Consider setting an in-house virtual private network (VPN) for
accessing the smart home remotely (e.g., the surveillance system).

5. Least Privileges: Restrict the privileges of services that are exposed to the Internet.

6. Network Monitoring: Install monitoring systems and periodically audit the
activity of your system.

7. Decrease Attack Surface: Disable insecure communication protocols and services
(e.g., http), as well as elements that are not currently in use.

8. Regular Updates: Similar with the devices, do not use outdated equipment.

Pay Specific Attention to Securing your Wi-Fi Network

1.  Strong Passwords: Use strong, unique passwords for your Wi-Fi network and
each of your smart-home devices.

2. Network Segmentation: Consider creating a separate Wi-Fi network for your
smart devices to isolate them from the network you use for personal computing,
reducing the risk of cross-device hacking.

3. Regular Updates: Keep your router’s firmware and your smart devices’ software
up to date to protect against known vulnerabilities.

Install and Position your Devices Strategically

1.  Follow Installation Guides: Carefully read and follow the installation instruc-
tions provided with your devices. This may include downloading an application,
connecting to Wi-Fi, or performing initial setup steps.

2. Optimal Placement: Place devices in locations where they can function effectively
(e.g., smart cameras with a clear field of view, smart thermostats away from
direct sunlight).

Integrate Devices with a Central Hub or Application

1.  Choose a Central Control System: Select a central hub or application that can
control all your devices. This unifies control and makes managing your devices
more convenient.

2. Customize Settings: Adjust settings for each device according to your pref-
erences. This may involve setting schedules, creating automation rules, or
defining scenes.

Test and Troubleshoot

1.  Test Operations: After setting up, test your devices individually and the system
as a whole to ensure they work as expected.

2. Troubleshoot Issues: If a device is not working correctly, consult the troubleshoot-
ing section of the device manual or contact customer support.

Educate Household Members

1.  User Training: Educate all household members on how to use the smart devices,
emphasizing the importance of security practices, like not sharing passwords.

2. Manage Your Passwords and Accounts: Consider utilizing password/
account managers.

3. Backup Your Data: Set a backup strategy.

Monitor and Adjust

1.  Regular Reviews: Regularly review your smart-home setup to ensure it continues
to meet your needs. Adjust settings, add new devices, or remove unnecessary
ones as needed.

By following these best practices, you can create a smart-home setup that enhances

convenience, efficiency, and security, while also being prepared to adapt to new technologies
and needs over time.
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6. Directions for Future Research

Combining all the previously mentioned areas, there is a unified list of topics for future
research and development in smart-home security across various devices and use-cases
that highlight critical avenues for exploration and innovation in this field:

e  Enhanced Biometric Security: Developing more sophisticated biometric authentication
methods that leverage the unique capabilities of smart-home devices.

o  Context-Aware Security Protocols: Creating security protocols that adapt to the user’s
context and environment within the smart home.

e Decentralized Security Mechanisms: Exploring blockchain and other decentralized
technologies for managing identity verification and ensuring data integrity.

e  Privacy-Enhancing Techniques: Developing methods for protecting personal data
captured by smart-home devices, using advanced anonymization techniques and local
data processing.

e  Secure Multi-User Interactions: Enhancing security for environments where multiple
users interact with the same devices, like smart TV or AR/ VR equipment.

e  Robust Malware Detection: Implementing sophisticated systems for detecting malware
in IoT devices, including smart locks and cameras.

o  Physical and Network Security Integration: Investigating ways to integrate physical
security measures with network security protocols across smart-home devices.

e  Energy-Efficient Security Protocols: Creating security solutions that minimize energy
consumption, particularly for devices like smart locks and smart plugs.

e  Secure Device Management and Disposal: Ensuring secure lifecycle management of
smart-home devices, from installation to disposal, to prevent data leaks.

e International Security Standards for IoT: Developing and promoting the adoption of
global security standards for IoT devices to ensure consistent security practices.

e  Anomaly Detection Using Al: Leveraging Al to detect and respond to unusual behavior
or threats in smart-home environments.

e  JoT Device Interoperability and Security: Ensuring that all interconnected smart-home
devices adhere to strict security protocols to prevent vulnerabilities.

e  Ethical Design and User Consent: Examining ethical issues in smart-home technology
deployment, especially regarding surveillance and data-collection practices.

e  Forensic Capabilities for IoT Security: Developing forensic tools and techniques for
investigating and mitigating security incidents in smart homes.

e  Consumer Awareness and Education: Enhancing user understanding of the potential
risks and security practices associated with smart-home technologies.

e Regulatory Compliance and Privacy Laws: Addressing compliance with existing and
emerging privacy laws and regulations that affect smart-home technologies.

e Advanced Encryption Methods: Researching more robust encryption techniques to
secure data transmission between smart-home devices and external networks.

e  Hybrid Energy-Efficient Privacy Preserving Schemes: Developing privacy-preserving
protocols that balance energy efficiency with effective privacy protection, especially in
communication-heavy IoT environments, like smart homes.

This unified list encompasses a broad spectrum of critical research topics that address
the complex security and privacy challenges that smart-home environments are facing
today. Each topic not only highlights specific technological needs, but also considers
broader social, ethical, and regulatory aspects that are crucial for the safe and trusted
integration of smart technologies into everyday living spaces.

As smart homes become increasingly interconnected with the proliferation of IoT
devices—ranging from smart locks and surveillance cameras to lighting systems and vac-
uum cleaners—the potential vulnerabilities and privacy concerns these devices introduce
cannot be understated. The security risks associated with these devices include unautho-
rized access, data interception, and the exploitation of network vulnerabilities, which could
lead to severe consequences for users’ safety and privacy. Throughout this research, we
have identified several critical areas that require robust security measures. For instance,
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enhanced biometric security, decentralized security mechanisms, and advanced encryption
methods are paramount for protecting sensitive user data and ensuring secure communica-
tion between devices. Moreover, context-aware security protocols and anomaly detection
using Al underscore the need for dynamic and intelligent security systems capable of
adapting to new threats as they emerge. The survey also highlighted the significance of
addressing not only the technical aspects of security, but also the human factors, such as
consumer awareness and education. Ensuring that users are informed and equipped to
manage their smart-home devices securely is essential for mitigating risks. Furthermore, the
proper management and disposal of smart-home devices play a critical role in maintaining
security throughout the device lifecycle. The research directions identified in this survey
emphasize the development of privacy-enhancing techniques, secure multi-user interac-
tions, and the integration of physical security measures with network security protocols.
These areas represent fertile ground for future studies aimed at enhancing the robustness
and user-friendliness of smart-home security systems. Looking ahead, there is a clear
necessity for the development of global security standards for IoT devices to harmonize
security practices and ensure a consistent level of protection across all smart-home devices.
Additionally, exploring the potential of blockchain technology for decentralized security
solutions and developing energy-efficient security protocols will be crucial for advancing
the field.

In conclusion, as smart-home technologies continue to integrate deeper into the fabric
of daily living, addressing the complex security and privacy challenges presented in this
survey will be critical. By fostering innovation in both technology and policy and ensuring
that security measures keep pace with technological advancements, we can better protect
smart-home environments against emerging threats. This survey lays the groundwork for
future research and development efforts that will enhance the security, privacy, and usability
of smart-home technologies, ensuring a safer and more secure future for users worldwide.

7. Conclusions

In conclusion, this survey on smart-home security has highlighted the extensive
security and privacy challenges inherent in the expanding landscape of smart-home tech-
nologies. As smart homes grow more interconnected with the increase in IoT devices,
the vulnerabilities and privacy issues these devices present are significant. These risks
include unauthorized access, data interception, and network vulnerabilities, potentially
endangering user safety and privacy. The survey underscores the necessity for robust
security measures, like enhanced biometric security, decentralized mechanisms, advanced
encryption, and Al-driven anomaly detection, which are critical for safeguarding sensitive
data and ensuring secure device communication. Additionally, it stresses the importance of
human factors, such as consumer awareness and proper device management and disposal,
which are vital for mitigating risks effectively. Future research should focus on developing
privacy-enhancing technologies, improving multi-user interactions, and integrating physi-
cal with network security. The establishment of global security standards and exploration
of technologies for decentralized solutions, like blockchain, are also crucial for advancing
the field. Addressing these challenges is essential for protecting smart-home environments
and ensuring their safe integration into our daily lives, laying a foundation for future
security and privacy enhancements in smart-home technologies.
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