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Abstract: Serverless computing is a promising paradigm that greatly simplifies cloud programming.
With serverless computing, developers simply provide event-driven functions to a serverless plat-
form, and these functions can be orchestrated as serverless workflows to accomplish complex tasks.
Due to the lightweight limitation of functions, serverless workflows not only suffer from existing
vulnerability-based threats but also face new security threats from the function compiling phase. In
this paper, we present SMWE, a secure and makespan-oriented workflow execution framework in
serverless computing. SMWE enables all life cycle protection for functions by adopting compiler
shifting and running environment replacement in the serverless workflow. Furthermore, SMWE
balances the tradeoff between security and makespan by carefully scheduling functions to running en-
vironments and selectively applying the secure techniques to functions. Extensive evaluations show
that SMWE significantly increases the security of serverless workflows with small makespan cost.

Keywords: serverless computing; workflow scheduling; security; makespan; proactive defense;
cloud computing

1. Introduction

Serverless computing, alternatively known as Function-as-a-Service (FaaS), repre-
sents a novel and burgeoning service paradigm within the realm of cloud computing [1,2].
In serverless computing, a serverless provider manages the basic environment, such as
hardware devices, the operating system, and the software development environment.
And developers only need to be concerned with the core logic of application or software de-
velopment. Due to the prominent benefits, many popular applications have been developed
in serverless computing, such as chatbots [3], data analytic [4] and scientific computing [5].
A workflow, comprising a series of interconnected tasks with data dependencies, consti-
tutes a prevalent abstract model for applications deployed on cloud platforms [6]. In the
context of serverless computing, applications can be conceptualized through serverless
workflows, where multiple functions are orchestrated seamlessly into a cohesive workflow
to deliver a comprehensive service. In serverless workflows, functions are equal to tasks in
a traditional workflow.

However, a serverless workflow faces many security threats. First, vulnerability-based
threats in traditional workflows still exist in serverless workflows. More precisely, adver-
saries can capitalize on the vulnerabilities within the functions to attain their objectives,
including but not limited to exfiltrating sensitive data, disrupting the execution of func-
tions, and manipulating intermediate results [7]. Second, serverless computing also brings
new security threats. In serverless computing, the source code of functions is compiled
at the running environment of functions, and the compiling phase could also introduce
security threats, such as Return-Oriented Programming (RoP) attacks [8]. Since serverless
computing adopts lightweight virtualization solutions as the isolated running environment
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of functions, such as Linux containers and Unikernels [9], these solutions only achieve
weak isolation and make the above security threats more severe [10]. Therefore, it is very
important to enhance the security of serverless workflow.

A typical solution is to deploy reactive defense mechanisms, such as Intrusion De-
tection Systems. However, we need to install additional software at the functions when
deploying the reactive defense mechanisms, which could change the lightweight nature of
functions [11]. Taking cues from proactive defense methodologies, notably Moving Target
Defense (MTD) [12], fostering dynamism and diversity within functions serves to bolster
security by impeding the Cyber Kill Chain (CKC) progression for adversaries [13]. Nonethe-
less, these dynamic and diverse solutions may inadvertently prolong the response time
of functions. Therefore, designing a dynamic and diversity-based solution to safeguard
serverless workflows with low cost becomes a fundamental question in serverless com-
puting. This design faces two main challenges. First, how to apply the idea of dynamism
and diversity to serverless computing needs to be determined. Although there have been
many dynamic and diversity-based solutions, these solutions cannot be applied directly to
serverless functions as the protection for the compiling phase is not considered. Second, we
need to realize the tradeoff between security and makespan for workflows. The workflow
makespan, representing the execution time for the workflow, is a common optimization
objective in workflow scheduling [14]. However, the defense techniques inevitably increase
defending cost and thus increase the makespan of the serverless workflow [15].

To solve these problems, we introduce a secure and makespan-conscious workflow
execution framework for serverless computing, designated as SMWE. To address the first
challenge, we use the compiler shifting method and running environment replacement
method to change the compiling method of source code and running environment of func-
tions (see Section 3). To tackle the second challenge, we devised the SMAM by scrutinizing
attackers’ behavioral patterns and strategically deploying our defense mechanisms within
serverless workflows, balancing both security and execution time (see Sections 4 and 5). We
implemented our framework leveraging Kubernetes and Fission, demonstrating its efficacy
and scalability. In essence, we present a framework capable of autonomously crafting
serverless workflow execution strategies, encompassing function scheduling and workflow
defense tactics. To our knowledge, this paper pioneers the exploration of safeguard-
ing serverless workflows at an affordable cost. Our key contributions are encapsulated
as follows:

¢ We adopt the idea of dynamics and diversity to design a new approach for protecting
functions from attacks in serverless workflow.

*  We propose the SMAM to cover the complexity attack scenarios in serverless work-
flows. Additionally, the security and makespan of the serverless workflow are ana-
lyzed based on the SMAM.

*  We consider deploying the proposed defense techniques selectively to functions in a
serverless workflow. Additionally, we propose a distribution-optimization-based algo-
rithm to obtain the optimal workflow defense strategy and function scheduling strategy.

e Weimplement our framework based on Kubernetes and Fission. Rigorous evaluations
underscore that SMWE significantly enhances the security of serverless workflows
while incurring minimal overhead in terms of execution time.

The rest of the paper is organized as follows. In Section 2, we review the related work.
Then, we present our proposed defense techniques in Section 3. In Section 4, we propose
the SMAM. In Section 5, we propose a distribution-optimization-based algorithm to decide
how to apply the proposed defense techniques to serverless workflow. The design of our
framework and its implementation details are discussed in Section 6. The performance
evaluations are shown in Section 7. Finally, we summarize this paper and discuss the future
work in Section 8.
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2. Related Work
2.1. Serverless Security

As a promising paradigm in cloud computing, the security of serverless computing
has attracted extensive attention. On the one hand, the security risks in traditional cloud
computing still exist in serverless computing. To find out the security threat clearly in
serverless computing, Baldini et al. [1] analyzed several widely used serverless platform
and reached the conclusion that the lack of proper isolation among functions is a major
problem. Gao et al. [16] presented the information leakage channels that are accessible
within containers. Vulnerabilities are also rampant in serverless computing, which can
be detected and exploited by attackers [17]. To tackle these problems, Sergei et al. [18]
utilized Intel’s SGX to build secure containers for better isolation. Nilton et al. [19] designed
an automated threat mitigation architecture to detect vulnerabilities. On the other hand,
the ephemeral nature of functions in serverless computing also introduce new risks, which
were analyzed in [20]. Alpernas et al. [21] proposed an approach for securing serverless
systems using dynamic information flow control. However, the environment reuse opti-
mization for a warm start is abandoned, which may degrade the performance. Considering
the environment reuse optimization, Arnav et al. [10] proposed a workflow-aware access
control model, which can perform authentication and role assignment at the point of ingress.
In this way, the attackers are not able to exploit the environment reuse optimization and
move laterally.

2.2. Workflow Scheduling

The aim of workflow scheduling is to find suitable resources for tasks in the workflow,
which have been widely researched in recent years. There is a variety of criteria for the
design of the scheduling algorithm, such as makespan [14], cost [22] and security [13].
Haluk et al. [23] proposed a low-complexity scheduling algorithm called Heterogeneous
Earliest Finish Time (HEFT) to optimize makespan, which is a dominating objective for
workflow scheduling. Cost also has become an important criteria, especially in the cloud
computing scenario [14,24]. Additionally, security has also attracted more and more
attention in scheduling. Wang et al. [25] proposed an approach to encrypt the sensitive
intermediate data to improve security. In this approach, the idle time slots on resources
are fully utilized to mitigate the impact of data encryption time. Li et al. [26] proposed a
meta-heuristic optimization algorithm to minimize the cost under the security constraint,
which is modeled by the risk rate.

The serverless workflow scheduling is also receiving more and more attention with
the development of serverless computing. Amoghvarsha et al. [27] presented a function-
level scheduler for serverless platforms, which can minimize the resource costs under
the Service Level Agreement constraint. The functions will be classified into different
categories, based on which the function placement is determined. Additionally, the resource
allocation among collocated functions is also carefully regulated. However, the structure
of serverless workflows was not considered. Considering the workflow of serverless
application, Ali et al. [28] pointed out that there are many problems for the execution
of serverless workflows, including inflated application run times, function drops and
inefficient allocations. Additionally, a framework which allows developers to easily define
the execution of serverless workflow was proposed.

2.3. MTD

The concept of MTD has emerged as a proactive defense mechanism aiming to prevent
network attacks. The idea of MTD is to alter the attack surface of the system, thus increasing
the difficulty of performing cyberattacks [12]. From the prospective of network attacks,
MTD approaches can be categorized into two different domains: exploration surface
shifting and attack surface shifting. (1) The aim of exploration surface shifting is to interfere
with the exploration actions of attackers such as scanning for open-ports, uncovering system
topology and searching for vulnerabilities. For example, Albanese et al. [29] presented
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the IP shifting method to assign the virtual IP addresses to the host in an unpredictable
way. Meier et al. [30] proposed a network topology obfuscation framework to confuse
attackers, which is achieved by intercepting and modifying path tracing probes directly
in the data plane. (2) The idea of attack surface shifting is to make the attack action that
the attacker selects after the exportation become invalid. For example, an attack action
designed for a Linux-based Operating System (OS) will be useless in Windows OS. Using
this idea, Carter et al. [31] proposed a framework to switch between different OSs based on
their proposed notion of diversity between two OSs. Similarly, Han et al. [32] moved the
running Virtual Machine (VM) to a different physical server, thus protecting it against the
host-based cyberattack action.

Although we can improve the security of the system using proactive defense mech-
anisms, it also adds extra cost inevitably to implement these defenses [12]. For example,
the IP shifting method will decrease the throughput of the network as we need to establish
TCP connection frequently. The OS rotation method will cause performance degradation as
additional time is needed to change the OS. Therefore, it is necessary to balance the security
and cost when applying defense techniques.

3. Security Techniques Design

In this section, we first introduce preliminary knowledge about the function in server-
less computing and its security threats. Then, we propose our key security techniques to
enable life cycle protection for the functions.

3.1. The Threats of Functions in Serverless Computing

A function is the basic unit in serverless computing. Generally, the developer only
needs to upload the source code of the function to a serverless provider, and function
instances can be created based on it. Figure 1 shows a typical process for creating a function
instance. As shown in Figure 1, there are four main phases for creating a function instance.
First, an isolated environment is needed as the running environment for the function,
such as Linux containers. Then, the source code of the function is pulled to the running
environment and compiled into executable file. Finally, we can run the executable file and
thus provide services to users.

1. Apply for environment

Env
Code

repository 2. Pull code

— » Compiler —» Executable file

3. Compiling

4. Provide service

Figure 1. A typical process for creating a function instance in serverless computing.

Based on the creation process of the function, there are several weak points that are
vulnerable to attackers. Both the executable file and running environment can be the
attackers’ target. For the executable file, attackers can decompile the executable file to
the source code. In this way, the privacy information of the source code can be leaked.
Additionally, attackers can analyze the source code to find vulnerabilities and launch
attacks, such as an RoP attack. For the running environment, attackers can also use the
vulnerabilities which can be obtained in Common Vulnerabilities and Exposures (CVE)
and then turn a vulnerability into an exploit.

3.2. Key Defense Techniques

To tackle the security threats of functions, we adopt the idea of dynamism and diversity
to provide protection for the executable file and running environment.
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To protect the executable file, we apply the compiler shifting method to transform the
same source code into executable files with different structure. Therefore, different function
instances have different executable files, and the difficulty of decompiling the executable
file is increased. In the compiler shifting method, we attempt to obscure the executable
file by flattening the control flow [33]. Specifically, we can divide the source code of the
function into multiple basic blocks, which can be seen as the basic parts in the control
flow diagram of the function. In our method, the original control flow is transformed
into a switch-case format, thus flattening the control flow. Figure 2 shows an example
of flattening the control flow. As shown in Figure 2, all the basic blocks have the same
entry block and end block after the transformation. Therefore, it can increase the difficulty
for attackers in decompiling the executable file. However, flattening the control flow will
also bring overhead when running the executable file [34]. Therefore, we will select a
part of basic blocks randomly to be transformed into the switch-case format. As the basic
blocks are selected randomly for every compiling phase, it diversifies the compiling phase
and make it hard to obtain the regular pattern of the compiling and decompiling of the
executable file. To safeguard the operational environment, we propose adopting a running
environment replacement strategy, effectively disrupting the reconnaissance and attack
phases of potential adversaries. Typically, attackers engage in extensive reconnaissance
to uncover vulnerabilities. Subsequently, they exploit these vulnerabilities to launch at-
tacks and maintain a foothold within the environment. By periodically implementing the
environment replacement method, we introduce a fresh operational environment while
retiring the old one. This approach ensures that attackers cannot continually build upon
their reconnaissance efforts, as configurations like IP addresses and host servers may vary
between iterations. Furthermore, it facilitates the eradication of any lingering threats,
including activated malware, from the previous environment.

N TS

Block4 End

| | | |
| | | |
| | | |
| | | |
| | | |
| | | :
| | |

| Block2 Block3 | - | Blockl  Block2  Block3 Block4 | |
| | | |
| | | I
| | | I
| | [ |
| | [ |
| | [ |
| | [ |

Figure 2. An example of compiler shifting method.

4. SMAM Model

Given the proposed defense strategies, further research is necessary to investigate
how these techniques can be applied in serverless workflows to achieve an optimal balance
between security enhancements and minimal makespan impact. For this problem, it is a
general idea to apply the defense mechanism selectively to the functions. However, there
lacks an analytical model to analyze the security and makespan of the serverless workflow.
In this section, we present an analytical model for serverless workflow named SMAM. We
first introduce the model of a serverless workflow and attackers’ behavior pattern. Then,
we establish the SMAM based on attack graphs [17].

4.1. Serverless Workflow and Attackers’ Behavior Pattern

In serverless computing, a complicated application is provided based on the orchestra-
tion of a set of functions, which can be seen as a serverless workflow. In general, a serverless
workflow can be modeled as a Directed Acyclic Graph (DAG) G = (V,E), where V is
the set of functions represented by vertices, and E is the set of precedent dependencies
represented by edges [35]. We use v; to represent the i-th function in the workflow and
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assume that there are K functions making up the workflow; thus, V can be expressed as
V = {vy,02,...,0x}. Weuse ey, € E to represent the data dependency from function
vp to function v,, which indicates that the outputs of function v, are inputs to function
vy. When executing a serverless workflow, limited resources will first be supplied based
on capacity planning [36,37]. For example, the maximum number of containers is set in
the main commercial serverless platforms, such as Amazon AWS Lambda, Google Cloud
Functions and Microsoft Azure Functions [38]. Then, available running environments will
be allocated to functions in the serverless workflow, which is called function scheduling.

Many workflows in serverless computing are of vital importance, such as some sci-
entific workflows [5], which can easily become the target for attackers. Both the functions
and its running environments can become the target of attacker. The attackers are assumed
to launch attacks according to the CKC. To elaborate, attackers commence by conducting
a thorough reconnaissance to uncover vulnerabilities within the workflow. Subsequently,
they launch targeted attacks exploiting these vulnerabilities. Given the assumption that
attackers operate externally to the cloud environment and all functions are potential targets,
the workflow’s entry functions are the initial focus of attack. Once established, attackers
navigate the workflow based on function dependencies to reach their intended target.
There exist two primary attack vectors: (1) data-transmission-based attack paths, shaped by
the serverless workflow’s architecture, as attackers can exploit legitimate communication
channels; and (2) running-environment-based attack paths, stemming from the reuse of
execution environments. For instance, if multiple functions share a container, attackers can
hide within it, facilitating lateral movement from one function to another.

4.2. Analytical Modeling

Drawing from the aforementioned attackers’ behavioral patterns, the SMAM is in-
troduced, leveraging attack graphs to comprehensively represent the entirety of attack
events. The SMAM can be seen as a directed graph G* = (N, C), where N denotes the set
of function instances, and C denotes a set of attack paths between the function instances.
Similarly, we use n; to represent the i-th function instances in the workflow and assume
that there are L function instances making up the graph; thus, N can be expressed as
N = {ny,ny,...,np}. We employ the notation c, 4, € C to signify the attack path traversing
from the function instance 1, to the function n;. We note that the concept of function
instances in the SMAM is different from functions in the DAG. A function instance 7, can
be construed as the conjunction of a function v, and its associated running environment
denoted by ry(,), where H(p) signifies the index of the allocated running environment
specific to vy,.

Given an edge cpy = (1, — ny) € C, we define DF(c) as the weight assigned to
this edge, signifying the level of difficulty in launching an attack from the compromised
function instance 7, to the targeted function instance n,. To quantify this attack difficulty
in a precise manner, we leverage the metrics outlined in the Common Vulnerability Scoring
System (CVSS) (https:/ /www.first.org/cvss/, accessed on 15 October 2022), which enable
us to numerically assess the exploitation complexity associated with a specific vulnerabil-
ity. It is noteworthy that the metrics employed within the CVSS framework have gained
widespread adoption for evaluating and characterizing the security posture of an infor-
mation system [17,39]. There are three parts of metrics in the latest CVSS v3.1: base score
metrics , temporal score metrics and environmental score metrics. In base score metrics, the
exploitability metric is used to reflect the exploiting difficulty of the vulnerability, which
contains the following specific metrics: Attack vector (AV), Attack Complexity (AC), Privi-
lege Required (PR) and User Interaction (UI). In our model, we define exploitability metric
AD to access the attack difficulty for a specific vulnerability, which is expressed as

AD = (AV x AC x PR x UI)"", 1)

Given the target’s operating environment, which harbors multiple vulnerabilities,
an attacker can successfully compromise the target by exploiting any one of these vulnera-
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bilities. Nevertheless, since we lack insight into the attackers’ capabilities and behavioral
preferences, it is reasonable to assume that all vulnerabilities within the target are poten-
tially exploitable. To address this, we employ the Exploit Code Maturity (ECM) metric,
a component of the Temporal Score Metrics within CVSS, to assess the likelihood of a
vulnerability being exploited.

(1) Security: Using the analytical model above, we first characterize the security
of the workflow. Given a compromised function instance 7, and the intended target
function instance 1, the level of attack difficulty can be categorized into the following three
distinct scenarios.

casel: if n, and n, use the same running environment, the attackers may have the
capability to remain concealed within the operating environment and proceed with their
objectives, rendering the attack difficulty from n, to n; negligible, which can be mathemati-
cally represented as

DF(cpq) =0, H, =H, )

case2: if np and n, use different running environments and they have a dependency on
data transmission, the attacks can access 1, and compromise 7, by exploiting vulnerabilities,
which can be expressed as

Y (ECM x AD)

DF<CP/‘7) = ZECM

sepq € Eand Hy # H, 3)
case3: if n, and ny use different running environments and they do not have de-
pendency on data transmission, the attackers cannot access 1, from 7n,, which can be

expressed as
DF(cp,q) = +oo, ey, & Eand H, # H, (4)

Based on the proposed weight of all edges, the security performance of the workflow
can be characterized. We postulate that attackers act rationally and will initiate attacks via
the shortest possible route to reach the target function instances. Consequently, the security
performance of the target function instances, denoted as 7, is defined as

S(np) = o (out, np), 5)

where n,,; is the environment outside the cloud and only has access to the entry function
instances of the workflow, and (T(ngut, n p) denotes the length of shortest path from 7,
to np. As all the function instances may become the target of attackers, and we do not
have any priori knowledge about it, we evaluate the overall security performance of the
workflow by calculating the average security performance across all function instances
within it, which can be calculated as follows:

1 N

S = N l; o (Mout, ;). (6)

(2) Makespan: The makespan represents the time from the start time of the first
function to the finish time of the last function in the serverless workflow. It contains not only
the execution time for functions, but also the communication time cost between functions.
We define ES T(vl-, rj) as the Earliest Start Time (EST) when function v; is scheduled to
running environment 7;. Similarly, EF T(vi, rj) is defined as the earliest finish time when
function v; is scheduled to running environment r;. For the entry function of the workflow,
the EST can be derived as

EST(ventryr 1’]) =0. (7)

For the other function in the workflow, we first define DF (e,,4) as the weight of edge
€p,q, which represents the size of data to be transmitted. Thus, the communication cost
between v;, and v, is defined by
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DF(epq)
Tpg = —5 11> 8)
I ’
RP/W
where R ; is the transfer rate from v}, to v;. Then, the EST can be calculated starting from
the entry function, which is shown as

EST (v, 1j) = max{AT[rj], max (EFT(vm) + Tm,i)}, 9)

v Epre(v;)

where T, ; can be calculated using Equation (8), pre(v;) denotes the set of immediate
predecessor functions of function v;, and AT[r;] is the earliest time at which running
environment r; is ready to execute the next function at the moment. Based on the earliest
start time, the earliest finish time can be calculated as

EFT(v;,rj) = w;; + EST (v;,77), (10)

where w; ; is the execution time of function v; in running environment r;. The function exe-
cution time in different running environments can be measured by the average performance.
After all the earliest finish times of functions in the workflow is derived, the makespan MS
can be defined as

MS = max{EFT (Veyit) }- (11)

where v,,;; is the exit function of the workflow. If there are multiple exit functions in the
workflow, we can select an exit function randomly.

5. Secure and Makespan-Aware Workflow Scheduling Algorithm

Based on the SMAM, the main problem is to build the strategy on how to apply
the defense techniques to a serverless workflow. In this section, we first analyze the
security-makespan tradeoff problem on the proposed defense techniques. Then we present
a heuristic solution to this problem.

5.1. Problem Analysis

Based on our analytical model, we can analyze the security enhancement and makespan
cost of the proposed defense techniques. For the compiler shifting method, the executable
file can be protected from attacks. However, this method will make the logic at the com-
pelling phase and execution phase more complex, which can lead to an increase in the
execution time for the function. To balance the security—makespan tradeoff, we can select a
part of basic blocks randomly to be transformed into a switch-case format. For the running
environment replacement method, it can be used when the function has completed the exe-
cution. It can clean up the running environment and stop attackers from moving through
the running environment. Based on the SMAM, the weights of edges in the SMAM can be
influenced by this method. For example, if two function instances 1, and n,; use the same
running environment, the attack difficulty from 1, to n, is 0. If the running environment is
replaced when 7, completes the execution, the attack difficulty from 7, to n; will increase
to a certain number, or increase to infinite, depending on whether there is access from 7, to
ng. Additionally, the running environment replacement method will also bring makespan
cost, as it will increase AT/[r;] in Equation (9), thus increasing the makespan. Therefore, the
running environment replacement method also introduces a security—-makespan tradeoff
problem. To address this problem is very challenging, as both the function scheduling
strategy and workflow defense strategy remain to be designed. On the one hand, to obtain
the function scheduling strategy is a famous NP-hard problem [7]. On the other hand, there
are 2" available workflow defense strategy cases on how to apply the running environment
replacement method for the workflow with m functions. Therefore, it is unrealistic to
solve this problem by simply iterating through all the possible cases. Additionally, the
workflow defense strategy interacts with the function scheduling strategy, which makes it
more complex to design the function scheduling strategy and workflow defense strategy.
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5.2. Heuristic Solution

To solve these problems, we adopt the idea of distribution optimization to sched-
ule the function to the most suitable running environment and decide whether to ap-
ply the proposed mechanisms for each function in the serverless workflow. We use
B:{bvl,bvz, e ,bvk} to denote the workflow defense strategy for all functions in the
workflow, and the indicator b,,={0,1},b,, € B is used to denote whether the running
environment of function v; will be replaced after the execution of function v;. First, we
need to decide the priorities of functions. Then, we iterate over all functions, taking into
account their priorities, to formulate our workflow defense strategy and function schedul-
ing approach. During the ranking phase, we employ the upward ranking methodology to
sequence the functions within the serverless workflow. For a comprehensive understanding
of the upward ranking method, please refer to [23]. For the scheduling of each function, we
will first find out the relevant functions whose running environment replacement method
has to be determined. For example, if function v; is to be scheduled, there are two kinds of
functions whose running environment replacement methods are necessary to determine:
(1) the immediate predecessor functions of function v;; (2) the latest functions at every
running environment. Then, we can go through all the possible cases which remain to be
determined to find out the optimal workflow defense strategy and function scheduling
strategy for each function.

As for the optimization goals at the scheduling phase, both security and makespan
need to be taken into consideration. The structure of the DAG can determine a basic attack
graph. Then, new attack paths may be introduced along with the building of the MTD
deploying strategy and function scheduling strategy. We define P as the MTD deploying
and function scheduling strategy that has been determined and A as a set of available
strategies at the current scheduling phase, and the security loss can be calculated as

Sloss,a = S{p} = S{pa}, 4 € A, (12)

where Sj,55,, denotes the security performances loss if strategy 4 is selected, 5S¢y denotes
the security performance of workflow with the solution G. Similarly, we define the time
loss Tjyss 4 as the finish time for strategy a minus the earliest finish time, which can be
expressed as

Tloss,a = T{P,a} - l,lg}lgl}{T{P,i} }/ (13)
where Tipy denotes the finish time of workflow with the solution P. Thus, the optimization
goal TS at every scheduling can be defined as

S T,
TS =min| & S"W +(1—n)—lssa | (14)
ac P i Tip:
{r} ig&?}{ {P,z}}

In the optimization goal, the security loss and time loss are normalized, and « € [0, 1]
denotes the weight of security performance.

More details on our algorithm are shown in Algorithm 1. We note that our proposed
algorithm is a low-complexity algorithm, which has an O(e x q) time complexity for e
edges and g running environments in DAG. Therefore, our proposed algorithm can build
the MTD deploying strategy and function scheduling strategy with low time cost, and it is
practical to be applied to a serverless platform.
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Algorithm 1 Proposed Algorithm

Require: Workflow DAG G = (V, E), available running environments R = U!" ; ;, security
weight a.

: function proposed Algorithm (G,R,x)

: Rank < B-RANK(G)

: sched < ¢

B+ ¢

: fori =1tokdo

B;‘pt, fopt < optimalSche(v;, R, B, )

sched < sched U rpt

B < BUB;,

: end for

: return sched, B

: end function

e e =
W N RO

: function optimalSche(v;, R, B, x)

: predFuncs < find the predecessor functions of v;

: forj=1tomdo

lastFunc « find the last function on running environment r;

B* < contrasting predFuncs, lastFunc with B to find the resource collection policies
that have not been determined.

18 forl =1 to 2!e"sth(B") do

[ e T = S

19: eft(j,1) < calculate EFT using Equations (9) and (10).

20 sec(j,1) < calculate security performance using Equations (5) and (6).
21:  end for

22: end for

23: TS(j,1) < calculate the optimization goal using Equations (12)-(14) based on eft(j, 1)
and sec(j,1).

24: B;‘pt, ropt < find the optimal resource policy and running environment.

25: return B;‘pt,ropt

26: end function

6. SMWE Design and Implementation

In this section, we provide the design overview and implementation details of our
framework.

6.1. Overview

We first introduce the overall architecture and the implementation details of SMWE.
The overarching architecture of SMWE is depicted in Figure 3, encompassing four distinct
modules: the Serverless Platform, Workflow Execution Engine, Semi-Global Scheduler,
and Load Balancer. When there arrives an access request for the serverless workflow,
the request is divided to a Semi-Global Scheduler to build the execution strategy by Loader
Balancer. Then, the Workflow Execution Engine assumes the responsibility of executing the
serverless workflow in accordance with the predefined execution strategy. The Serverless
Platform can provide the basic running environment for a serverless workflow.

6.2. Implementation Detail

The detailed information on these modules is introduced as follows.

Loader Balancer: The Loader Balancer serves as the primary entry point to our
framework, functioning as a reverse proxy that efficiently distributes workflow execution
requests across a cluster of Semi-Global Schedulers. The use of Loader Balancer can increase
the capacity and reliability of our framework. There are a variety of Loader Balancers in
the real production environment, such as nginx, HAProxy, Linux Virtual Server and so
on [40]. In our framework, we select nginx as the implementation of the Loader Balancer.
Kubernetes also has excellent support for nginx by resource ingress-nginx.
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Figure 3. SMWE Framework Overview.

Semi-Global Scheduler: The Semi-Global Scheduler constitutes the pivotal module
of our framework, tasked with determining the execution strategy for the workflow in
accordance with the SAHEFT algorithm. To handle the multi-tenant serverless workflows,
each Semi-Global Scheduler is in charge of a workflow. When a workflow execution request
arrives, the Semi-Global Scheduler first applies for a number of running environments
from serverless platform. The number of running environments can be decided according
to the requirements of users. Then, the vulnerability database containing the CVSS score
is created, which can be obtained in CVE [41]. The DAG and HAG of the workflow is
built using the information of workflow and CVSS metrics. Based on the DAG, HAG and
the pool of running environments, the scheduling plan can be obtained by the SAHEFT
algorithm. Having completed the scheduling plan, the Semi-Global Scheduler transmits
this plan to Workflow Execution Engine. We note that the resource pools among different
Semi-Global Schedulers are totally isolated, thus eliminating the attacks among workflows.
The Semi-Global Scheduler is implemented in a serverless way. The Semi-Global Scheduler
is written in Golang, and we deploy the Semi-Global Scheduler as a function in Fission,
and it will be triggered by the HTTP request from the Loader Balancer.

Workflow Execution Engine: The Workflow Execution Engine serves as the driving
force behind workflow execution. Adhering to the scheduling plan, it allocates functions to
designated running environments, initiates function execution, gathers function responses
and assesses the need for replacing running environments post-execution. The Workflow
Execution Engine operates as an HTTP server, receiving requests from the Semi-Global
Scheduler, wherein the scheduling plan is embedded within the request for retrieval.
In Fission, every container for function execution is equipped with a builder container
called Fetcher. The scheduling plan is implemented using the interfaces exposed by Fetcher.

Serverless Platform: A serverless platform can shield the bottom information, and
users can operate on just the code. In our framework, we select a Linux container as the
running environment of the functions. Kubernetes and Fission are used as the serverless
platform of our framework. Kubernetes is a famous open-source system for automating the
deployment, scaling and management of containerized applications [42]. Fission is an open-
source serverless framework for Kubernetes [43]. In order to achieve the compiler shifting
method, we integrate the LLVM framework (https://llvm.org, accessed on 2 August 2024)
into the running container for functions. In order to decrease the size of the running
container image, only necessary modules in LLVM are integrated into the image.

7. Experiments and Discussion

In this section, we evaluate the performances of our framework. We first introduce
the preliminary of our evaluation. Then, the usability and scalability of our framework
are evaluated.
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7.1. Experimental Setup

The experiments are carried out on the physical server equipped with 2.20 GHz 64-bit
Intel Xeon CPU with 40-cores, 64 GB RAM, 2T disks and two network interfaces with
1 Gbps network speed. We focus on the makespan and security performance defined in our
model to evaluate the effect of our framework. These two metrics can be obtained based on
the MTD deploying strategy and function scheduling strategy. As the Linux container is
used as our running environment, the vulnerabilities of the Linux container are collected
from NVD (after 2019). The details of these vulnerabilities are depicted in Table 1.

Table 1. CVE vulnerabilities.

CVEID Author Exploitability Metrics  Exploit Code Maturity
CVE-2019-13272 METASPLOIT 1.8 4.2
CVE-2019-13272 bcoles 1.0 5.6

7.1.1. Comparison Algorithms

A contrastive analysis is used to show the advantage of our framework. Three algo-
rithms are considered as criteria to be compared with our framework, which is shown
as follows:

HEFT: In this algorithm, the mapping between functions and running environments
is decided, with the aim of optimizing makespan. However, the running environment
replacement method is not used. This algorithm can represent the scenario where security
performance is not considered.

CSHEFT (Cold-Start-based Heterogeneous Earliest Finish Time): In this algorithm,
all the running environments are replaced after the execution of the function, which is
also known as a “cold start” in serverless computing [10]. This algorithm can represent
the scenario where the defense techniques are applied to serverless workflows without
considering the cost.

RSHEFT (Random-Start-based Heterogeneous Earliest Finish Time): This algorithm
is designed to compare the performance with our framework. RSHEFT is similar to our
framework; the only difference is that in our framework, how to apply the defense tech-
niques is obtained by optimizing the tradeoff between security and makespan based on our
SAMA model, while in RSHEFT, how to apply the defense techniques is randomly selected.

SMWE: Our framework adopts the compiler shifting method and running environ-
ment replacement method to protect serverless functions from attacks. Furthermore, our
proposed defense techniques are strategically applied to serverless workflows, ensuring a
balance between security and makespan, as guided by the SMAM model.

7.1.2. Workflow Applications

In our evaluation, two kinds of workflow applications are considered: synthetic
workflow with 10 functions, which has been used in [23], and real-world scientific workflow,
which is called Montage. Detailed information about the synthetic workflow is shown in
Figure 4. Alongside the synthetic workflow, Montage with a different number of functions
is applied as the read-world workflow. Montage is a famous scientific workflow for
image synthesis in astronomy [44]. As there has been a growing trend to execute scientific
workflows in serverless platforms [5], Montage is used to show that our framework can
also be applied to safeguard scientific workflows on serverless platforms.

7.2. Effectiveness Evaluation

To evaluate the effectiveness of our framework, makespan and security performance
are measured to compare our framework with HEFT and CSHEFT, which is mostly used
in the real-world serverless platform. The weight of security performance is set as 0.2 to
satisfy the makespan constraint. The average evaluation results of synthetic workflow
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and Montage workflow are shown in Figures 5 and 6. Comparing with the HEFT algo-
rithm, we observe that the makespan of our framework is a little longer, but the security
performance is greatly enhanced, especially for the scenario with little containers. When
there are enough containers for the workflow functions, the effect of our framework is
weakened. This is because HEFT tends to schedule functions to different containers with
enough containers, which also reduces the risk of reusing containers. As for the CSHEFT
algorithm, no new security threats are introduced as the replacement of each running
environment; thus, CSHEFT can obtain the best security performance in these algorithms.
However, the makespan is much longer. If there is a constraint for makespan, the only
way for CSHEFT is to increase the number of available running environments. Addition-
ally, inferring from Figure 5, increasing the number of containers cannot always decrease
makespan, because of the data transmission time between functions. These factors limit the
adoption of CSHEFT. Comparing the results for different workflows, we observe that work-
flows with more functions also need more running environments. As our framework can
selectively apply the defense techniques carefully, a better tradeoff between security and
makespan can be obtained with limited resources. Upon configuring an optimal number of
containers (3 containers for synthetic workflows and 5 containers for Montage workflows),
we observe a significant improvement in security performance by approximately 15 times,
while incurring a negligible makespan cost of around 0.44% compared to the conventional
HEFT algorithm.

1 F . Execution
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2 18
2 3 4 5 06 o
16 2
o 27 135 4 17
23 5 10
6 9
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17 11 13 8 14
9 20
10 16
10

Figure 4. A synthetic workflow with 10 functions.

Then, we compare our framework with RSHEFT. The number of available containers
is set as 3, and the different weight (ranging from 0 to 1) of security performance is set
to obtain different scheduling results. The RSHEFT is repeated for 1000 times to obtain
different results, which is depicted in Figure 7. It can be inferred that our framework
has a better security performance than that of RSHEFT with the same makespan, which
demonstrates the effectiveness of our framework. In the practical scenario, we can adjust
the weight of the security performance to meet the makespan constraint and optimize the
security performance using our framework.

7.3. Scalability Evaluation

Generally, some real-world workflows have a larger number of functions, such as
some scientific workflows (e.g., Epigenomics, Inspiral, CyberShake and Montage) [45,46].
Accordingly, we conduct a set of simulations to evaluate the scalability of our algorithm.
In our simulation, Montage workflows with 1000 functions are applied to evaluate the time
cost for generating the scheduling solution. The ratio of scheduling cost to makespan is
selected as the scalable property of our framework, which is shown in Figure 8. It can be
inferred that the ratio of scheduling cost to makespan is less than 3% for Montage with
1000 functions. Thus, the cost of scheduling delay can be seen as negligible. Based on these
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results, we can determine that our framework can support the workflow scheduling with
thousands of functions.
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Figure 5. The average evaluation results of synthetic workflow. (a) The makespan of synthetic
workflow; (b) The security of synthetic workflow.
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Figure 6. The average evaluation results of Montage workflow. (a) The makespan of Montage
workflow with 1000 functions; (b) The security of Montage workflow with 1000 functions.
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Figure 8. The ratio of scheduling cost to makespan for different number of containers.

8. Conclusions

The serverless workflow faces severe security threats, while using the idea of dy-
namism and diversity can provide an affordable and useful way to safeguard serverless
workflows from attacks. In this paper, we present a framework called SMWE to manage
the execution of serverless workflows. First, the compiler shifting method and running
environment replacement method are proposed to provide an all-life-cycle defense for func-
tions in serverless workflows. Then, the SMAM is proposed to model the attack events for a
serverless workflow and characterize the security and makespan. Based on the SMAM, we
study how to apply the proposed defense techniques to serverless workflows and propose
a distribution optimization algorithm to build the MTD deploying strategy and function
scheduling strategy, taking both security and makespan into consideration. Further, we
introduce the framework design and implementation details and show how our framework
can be embedded in a serverless platform. Our evaluation results show that SMWE can
obtain the optimized tradeoff between security and makespan. When comparing our
framework against the traditional HEFT algorithm, we witness a remarkable enhancement
in security performance by approximately 15 times, accompanied by a marginal increase
in makespan cost of roughly 0.44%. The proposed method not only protects functions
from attacks in serverless workflows but also contributes to a deeper understanding of
security measures in cloud computing environments. Furthermore, it can be practically
implemented, managed and integrated into real-world serverless architectures, thereby
enhancing the overall security posture while maintaining operational efficiency.
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SMAM  Secure and Makespan-oriented Analytical Model
MTD Moving Target Defense

CKC Cyber Kill Chain

HEFT Heterogeneous Earliest Finish Time
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oS Operating System

VM Virtual Machine

CVE Common Vulnerabilities and Exposures
CVSS Common Vulnerability Scoring System
DAG Directed Acyclic Graph

CSHEFT Cold-Start-based Heterogeneous Earliest Finish Time
RSHEFT Random-Start-based Heterogeneous Earliest Finish Time
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