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Abstract: In the Internet of Vehicles (IoV) environments, vehicles and roadside units (RSUs) com-
municate predominantly through public channels. These vehicles and RSUs exchange various data,
such as traffic density, location, speed, etc. Therefore, secure and efficient authentication and key
establishment (AKE) are needed to guarantee user privacy when exchanging data between vehicles
and RSUs. Recently, a secure and computationally AKE scheme have been proposed to construct
secure IoV environments. In their research, the authors asserted that their AKE scheme provides
comprehensive security properties, protecting against various potential threats while simultaneously
ensuring session key integrity, robust mutual authentication. This paper proved that the previous
scheme does not prevent various attacks using logical and mathematical analyses. Moreover, we
demonstrated that this scheme does not meet the essential security requirements and correctness
of security assumptions. We perform the simulation proof using AVISPA, which is well known
as a formal verification tool. To enhance the resilience of attacks, we propose solutions aimed at
developing more robust and efficient AKE for IoV environments.

Keywords: authentication; Internet of Vehicles (IoV); session key security; security flaws

1. Introduction

The Internet of Vehicles (IoV) plays a crucial role in advancing intelligent transporta-
tion systems, significantly enhancing traffic efficiency and the capabilities of autonomous
vehicles. The IoV architecture comprises a network of roadside units (RSUs), a central
trusted authority (TA), and vehicles equipped with onboard units (OBUs). This intercon-
nected system utilizes the “Dedicated Short Range Communications” (DSRCs) protocol
for vehicle-to-RSU wireless communication, while RSUs maintain wired connections to
the TA. By facilitating real-time exchange of critical data such as vehicle telemetry and
traffic conditions, the IoV environments promise to create a more responsive and efficient
transportation ecosystem.

Despite its promising potential, the IoV confronts significant challenges in data secu-
rity and environmental sustainability [1]. The proliferation of sensitive information within
the IoV system amplifies vulnerability to data leakages and potential attacks, necessitating
robust security protocols [2,3]. The expanding vehicle population also contributes to esca-
lating carbon emissions, demanding the integration of eco-friendly strategies. Therefore,
to enhance security and minimize energy consumption, there is a critical need to develop a
computationally efficient and sustainable AKE scheme for the IoV.

The contemporary AKE protocols in IoV systems typically employ a centralized ar-
chitecture, wherein all vehicles authenticate only with the trusted authority (TA), while
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roadside units (RSUs) function as intermediary nodes enabling vehicle-TA communication.
The IoV environment is characterized by high-speed vehicular mobility, resulting in a
highly dynamic network topology and communication patterns. Consequently, vehicles
need to establish secure mutual AKE with the TA and exchange encrypted data within strict
time limits. Moreover, many current AKE methods are based on computationally intensive
public key cryptosystem as Elliptic Curve Cryptography (ECC). As traffic density rises,
these centralized AKE with higher computational demands are more prone to encountering
communication or computational bottlenecks at the TA. In high-density traffic environ-
ments, the timely transmission of messages between vehicles and the trusted authority (TA)
becomes increasingly challenging. This situation could lead to extended authentication
queues or necessitates multiple re-transmissions of authentication messages, resulting in
substantial energy waste.

To overcome these issues, several research works have been proposed for ensuring
efficiency and sustainability in IoV [4-10]. He et al. [4] introduced a multi-server AKE
scheme that operates without the need for a trusted online third party. Ying and Nayak [5]
presented an anonymous and lightweight AKE scheme utilizing smart cards. Their protocol
significantly lowers communication and computational costs and is resistant to offline pass-
word guessing attacks. However, Chen et al. [6] proved that Ying and Nayak’s [5] scheme
does not resist several attacks such as fixation, replay, and offline identity guessing attacks.
Chen et al. [6] also proposed a secure AKE scheme for IoV, which can reduce a computation
cost during the authentication phases. However, Chen et al.’s [6] scheme suffers from high
storage costs as it necessitates storing a large amount of data in memory [7]. Cui et al. [8]
proposed a double pseudonym-based AKE scheme for IoV. Dua et al. [9] also proposed a
robust AKE scheme for IoV, which has considered only vehicle-to-vehicle communications.
Li et al. [10] proposed a privacy-preserving AKE scheme for data privacy in IoV. However,
all the aforementioned works [6-10] have high computational cost and are unsuitable for
workable IoV environments.

Recently, Xu et al. [11] presented an efficient AKE scheme for providing high secu-
rity and computational efficiency in IoV environments. However, we demonstrate that
Xu et al.’s scheme does not resist various security attacks, such as physical capture and
impersonation. Since the security parameters stored in memory are easily leaked to an
adversary, the adversary can obtain the secret parameters via a threat model.

To address these issues, research is being conducted on physically secure AKE schemes
in vehicular network environments [12,13]. In 2024, Yu and Park [12] proposed the robust
and anonymous AKE scheme using the physical unclonable function (PUF) for V2G net-
works. Wang et al. [13] also proposed a lightweight and physically secure AKE scheme for
vehicular networks. In this paper, we propose solutions that use lightweight and physically
secure techniques to enhance data security and protect user privacy.

This paper is organized as follows: Sections 1-3 present a review and cryptanalysis
of Xu et al.’s [11] scheme. Section 4 offers a solution to enhance security and protection
against attacks. Section 5 presents conclusions and future works.

1.1. Motivations and Contributions

The main goal of our work is to prove the important security flaws of the Xu et al.’s
scheme [11]. In their scheme, an attacker can easily generate the session key between
entities using impersonation attacks. Therefore, we pointed out that Xu et al.’s scheme does
not guarantee the security of a session key using formal (mathematical) security analysis,
called the “Real-or-Random (ROR) model” [14], which is well known for formal security
proof models [15,16]. Finally, we prove that their scheme is unsuitable for practical IoV
environments and propose solutions for overcoming these flaws and enhancing its security.

1.2. Threat Model

In Xu et al.’s scheme [11], they perform the security analysis under the “Dolev-Yao
(DY) threat model” [17]. According to the DY threat model, an adversary can inject, delete,
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modify and obtain the all public messages between communicating parties, including
the vehicle, RSUs, and TA. The TA is a trusted entity that cannot be compromised by
an adversary.

The adversary is unable to access the data stored in the RSU’s memory because RSUs
are equipped with a tamper-proof device (TPD) designed to prevent external data access.
However, the adversary can freely capture and retrieve data from any number of OBUs.
Through this capturing, the adversary can obtain all the secret information stored in the
OBU’s memory, as OBUs in vehicles lack physical protection [11].

2. Review of Xu et al.’s Scheme

This section concisely reviews Xu et al.’s [11] scheme and introduces the threat model
for performing a cryptanalysis of their scheme. Xu et al.’s scheme consists of three phases:
initialization, registration, and authentication. Table 1 shows the notations utilized in
this paper.

Table 1. Notations used in this paper.

Notation Description

SA A system administrator

RSU A roadside unit

TA A trusted authority

Kra Master secret key of TA

IDy /R Real identity of vehicle and RSU, respectively

TIDy g Temporary identity of vehicle and RSU, respectively
Ay, Bgr, Xy Authentication parameters

Pg, The hash value of the previous session key

r,n; Short-lived secret parameters

Ks Session key among the entities

&) XOR operation

h() The collision resistant hash function, i : {1,0}* — Z7

Il A concatenation

2.1. Initialization Phase

This phase is carried out by TA to build up the initial parameters. The TA generates
the master key Kr4 and stores it in memory of TA. The TA also selects the collision-resistant
hash function h.

2.2. Registration Phase

In this phase, vehicles register with the TA to access the IoV networks. The detailed
steps of the process are outlined below.

(1) The TA selects an identity IDy g and a temporary identity TIDy g for vehicles and
RSUs, respectively, and then TA chooses a nonce Pk, for each vehicle.

(2) The TA chooses a random number 7, and computes Ay = r @ Kra, Bx = h(IDg, K14),
Xy = IDy @ h(r,Kra). After that, the TA stores {IDy, TIDy, Ay, Pk, } and {IDg, TIDg,
Bgr, K74} in the memory of the vehicle and RSU, respectively.

(3) Finally, the TA stores {IDy, TIDy, Ay, Px,} and {IDg, TIDg, Br, K14 } in the database.

2.3. Authentication and Key Agreement Phase

In this phase, the vehicle, TA, and RSU perform a mutual authentication to establish the
session key. This phase is shown in Figure 1 and its detailed description is presented below.
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| Vehicle (VH;) Roadside Unit (RSU) Trusted Authority (TA)
Generates 11, timestamp t;
Computes BV,- = h(IDy, Py, ),
S1=mn1® By
52 = h(IDv, TIDv,Av, Sl/ tl,i’ll)
{TIDv, Av, 51, Sz, t1}
Checks validity of t;
Selects ny, timestamp ¢
Computes S3 = ny @ Bg,
S4 = h(TIDy, TIDg, IDg, S3, t2,12)
{(TIDy, TIDg, 53,54, t2)}
Checks validity of t,
Checks if TIDy, TIDg are in database.
Retrieves {TIDy, Xy, Px.},
{TIDg, TIDg, Br}, respectively.
Checks S} = S
Generates nonce n3, timestamp #3
Computes My = h(nj, n3, Kra),
S5 = n3 @ B, S¢ = My ® Px,,
57 = h(IDR/ SS/ S6/ XV/ ns, t3)
j S5, 56,57, Xv, t3}
Checks validity of ¢3
Computes nj = Ss5 @ Bg,
S; = ]’Z(IDR, S5, Se, Xv, 1’1;, l’3),
Checks S} = S;
Computes My = h(ny,n3,Kra),
Py, = My, @S¢, 1" = Ay ® Krg,
ID;K/ = XV @h(?‘*,KTA),
By = ]’Z(ID‘*/, PKS), nT =51® PKS,
S; = h(IDT/, TIDy, Ay, S1, 1, 1’!’{)
Checks S5 ~ Sy Checks validity of #4
Generates 14, r* and timestamp t4, Computes 53, = (S, So, Kra, 13,13, t4)
Computes Ks = h(n}, ng, Px,), Checks 53, 2z S10
PIZ = h(n},ny, Ks), Computes PIZ =n;®M; @ Ss,
Xy, = IDy @ h(r*,Kra), Xy =n3 @ M; & Sg
Sg =ny & M; & Py, Selects TIDy, TID¥, timestamp t5
Sg =n3 ® My, @X‘J} Calculates My, = h(nj,n3, Px,),
SlO = h(SS/ Sg,KTA,I’lz, n;, f4) M3 = h(IDR,i’Z;,I’l3), 511 = M2 (&) TID;;,
{58, 59, S10, t4t S12 = Mz ® TIDY,
S13 = h(S11, S12, K1a, M2, M3, t5),
replaces {TIDv, Xv, PKS} and {TIDR, IDR, BR}
Checks validity of t5 with {TIDy, Xy, Pg,, TIDy,, X};, P¢{ }
Computes Mj = h(ny, n}, Px,), and {TIDg, IDg, Bg, TIDE}, respeétively.
Checks validity of t4 M} = h(IDg,ny,n3), j S11, 512, S13, 15}

Computes ny, = Si6 @ By,

ST7 = h(514, 515, 516/ IDv, 1’12,%)
Checks 57, z Sy

Computes My = h(ny,nj,, IDy),
TIDé/ra = My ® Sq5,

Ksa = h(nlr nZa/ PKS)/

Pi&s = h(lﬁ,?’lZa, Ksa)
Replaces {TIDy, Ay, Px.}
with {TIDy,, Af,, P{, }

ST3 = h(Sn, S12,K7a, M;, M;, t5)
Checks S35 2 S13

Generates timestamp £
Computes TID;; = Mj @ Sy3,
TIDg = M} ® S12, Ay =" @ Kyg,
M4 = h(TlT,i’l4, ID{‘/),

Siu=Ms® A,

S15 = My @ TIDy), S16 = 14 & By,
S17 = h(S14, S15, S16, S17, t6)
Replaces TIDg with TID{

{514, 515,516, S17, to}

Figure 1. Authentication and key agreement phase of Xu et al.’s scheme.
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The vehicle first generates a nonce 11 and timestamp 1, and computes By = h(IDy, Px,),
S1 = n1 ® By, and S; = h(IDy, TIDy, Ay, S1,t1,11). Then, the vehicle sends mes-
sages for authentication {TIDy, Ay, S1, S2, t1 } to the RSU.

After receiving the messages, the RSU checks the freshness of timestamp t;. If it is
valid, the RSU generates nonce 7, and a timestamp ¢, and then the RSU computes
S3 = mny @ Br, Ss = h(TIDy,TIDg,IDg,Ss3,t,n2), and sends messages
{(TIDv, TIDg, S3,S4, tz)} to the TA.

The TA checks the freshness of timestamp tp. If it is verified, the TA checks if
{TIDy, TIDR} are in the database. Then, the TA retrieves the corresponding data
{TIDg,IDg,Br} and computes n5 = S3 @ Bg, S; = h(TIDy, TIDg, IDg, S3, tp, 13}).

The TA checks whether S} z S4, and if it is correct, the TA generates a nonce 73
and a timestamp t3. After that, the TA computes M; = h(n}, n3,Kra), S5 = nz ©Bg,
Se=M;@®Px, S; = h(IDg,Ss,S¢, Xy, n3,t3), and sends the messages
{55, S¢,S7, Xy, t3} to the RSU.

On receiving the messages for the TA, the RSU checks the freshness of timestamp
t3, and then computes nj = S5 ® Bg and S; = h(IDg, S5, S¢, Xy, n3,t3). The RSU

also checks whether S; Z Sy. If it is correct, the RSU computes My = h(ny, n},Kra),
Py, = My ®Ss, 1* = Ay @ Kra, ID}, = Xy @ h(r*,Kra), By = h(IDy, Px,),
nj = S1 @ Px,, and S5 = h(IDy, TIDy, Ay, S1,t1,n}). After that, the RSU gener-

?
ates a nonce ny, ¥ and timestamp t4, and checks if S5 = Sp. If it is valid, the

RSU computes Ks; = h(n},na, Px,), PIZ = h(n},ny, Ks), Xy = ID} @ h(rt,Kra),
Sg =1y ®M; ® PIZ' So = n} & My, ®X;, S10 = h(Ss, So, K1, 12,1}, t4), and sends
these messages {Ss, So, S10, 14} to the TA.

TA checks the freshness of timestamp #;. If it is correct, the TA computes

Sio = h(Ss,So,Kra,n3,n3,t4) and checks if S, z S10. The TA computes
Py =n3 ® M; @ Sg, Xi; = n3 ® M ® Sg and selects a new identity TIDy;, a new tem-
porary identity TID}, and a timestamp ts. Then, the TA calculates
Mz = h(?’l;,l’ly,,PKS), M3 = I’l(IDR,Vl;,Vlg), 511 = M2 &b TID;,F, 512 = M3 ©® TIDE,
513 = I’Z(Sn, 512, KTA/ Mz, M3, t5) and replaces {TIDv, Xv, PKS} and {TIDR, IDR, BR}
with {TIDy, Xy, Px_, TIDXJ;, X{,“, PIZ} and {TIDg, IDg, Bg, TID} } in database. The
TA also sends the messages {S11, S12, S13, f5} to the RSU.

After receiving the messages, the RSU checks the freshness of timestamp ts. If it is
satisfied, the RSU computes M; = h(ny,n3, Px,), Mj = h(IDg,ny,n3),

Sis = h(S11,512,Kra, M5, M}, t5), and then checks whether S;, z S13. If it is
valid, the RSU computes a timestamp tg, TID$ = M; ® S11, TIDIJ{r = M3 @ S1»,
A_"/_ = " ®Kpa, My = h(nf,m,lD?‘/), Siy = My A;, Si5 = My @ TID;,
Sl6 =ng4 D Bv, 817 = h(514, 515, 5161 517, t(,) and replaces TIDgr with TIDE in the
memory. The RSU sends the messages {S14, S15, S16, S17, t6 } to the vehicle.

The vehicle checks the freshness of timestamp t¢. If it is valid, the vehicle computes

1’121k = S16 P By, ST7 = h(514, S15, 516, Dy, nj;, té), and then checks if Sik7 Z Sq7. If it is
true, the vehicle computes My = h(ny,nj,IDy), A}, = My & Sya, TID‘t = My @D S1s,
Ks = h(nq,n}, Py,), and PIZ = h(ny,n}, Ks). Finally, the vehicle replaces the parame-
ters {TIDy, Ay, Px, } with the updated parameter {TID{;, A};, P{ } in its memory.

S

3. Security Flaws of Xu et al.’s Scheme

In this section, we prove that Xu et al.’s scheme is insecure against physical capture

and impersonation attacks. Moreover, we also demonstrate that Xu et al.’s scheme is unable
to guarantee the essential security requirements such as session key security and secure
mutual authentication.
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3.1. Formal Analysis Using ROR Model

We show that Xu et al.’s scheme cannot ensure the security of the session key using
formal security analysis as the “ROR model [14]”, which is generally the accepted formal
proof method [15,16]. To evaluate its security, we first describe the fundamentals of this
model, and then analyze the security of Xu et al.’s scheme through this proof.

. Participants: The instances inst;, inst,, and inst3 of the protocol for the vehicle (VH),
trust authority (TA), and roadside unit (RSU) are represented by Hl",qls_;l, H?jtl, and
I1752, respectively. 4

*  Accepted state: Upon completion of the message exchange, the oracle IT"! enters
an accepted state, and its current session identifier sid is defined by the ordered
concatenation of all exchanged messages.

*  Partnering: IT{;, II75?, and IT55; are defined as partners when they share the
same session identifier (sid), reach the accepted state, and successfully complete a
mutual AKE. ‘ 4 '

e  Freshness: To carry out the ROR proof, the instances (Hl‘?ﬁl, Hl{fjtz, and H}?gﬁ) are
considered fresh if the current session key shared between the VH, TA, and RSU
remains uncompromised by attacker A.

e Attacker: According to Xu et al.’s threat model [11], an A can completely control the
public networks and utilize the ROR queries described in Table 2 to break its security.

*  Semantic Security: A tries to guess the session key of instance from a random nonce.
A first guesses a bit ¢ using ROR queries. If A can correctly guess a bit c, A wins
the game and breaks the semantic security of the scheme. The event of adversary A
winning the game is denoted as "Win", with the breaking advantage of the session key
of Xu et al.’s scheme P defined as Advp = |2Pr[Win] —1|.

. Random Oracle: All entities can have access to a Random Oracle, which is imple-
mented as a collision-resistant hash function H.

Table 2. Queries and its descriptions.

Queries Descriptions

' ‘ This query simulates an eavesdropping attack where adver-
Execute(HlL';;tl, Hg”]f]tz) sary A can intercept and monitor messages exchanged over
the public network.

This query represents a physical capture attack, allowing ad-

insty
CorruptUE(ILy ') versary A to extract data stored in the vehicle VH.

This query simulates an active attack where adversary A can

inst ,
Send(IT", Msg) transmit a message to the oracle P'nst and receive its response.

This query models a challenge to the security of a fresh session
key SK, where based on a random coin flip ¢, the adversary A
receives either the real session key (¢ = 1) or a random value
(c =0), or NULL (L) if the key is not fresh.

Test(IT"s")

We demonstrate that Xu et al.’s scheme is unable to guarantee the security of a session
key by the Theorem 1.

Theorem 1. Under the assumption that the TA remains uncompromised, we define qy, qs, e, N,
and ls as the number of Random Oracle queries, Send queries, Execute queries, the range space of
random numbers, and the hash function output length, respectively. Let adversary A, operating
within polynomial time t against Xu et al.’s scheme P, have an advantage Advf in compromising
the security of session key. Then,

2 2
A< T, (gs+4e)
Advp Z 215 + N (1)
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The Real-or-Random (ROR) model-based formal proofs are performed around a series

of games Gi(i =0,1,2), where Succ; denotes the event in which adversary A successfully
wins game G;.

Game Gp: Game Gy simulates an active attack by adversary A against the protocol,
with a randomly selected c at the game’s outset and a specific winning advantage.

Advp = |2.Pr[Succo] — 1| ()

Game Gj: Game G models an eavesdropping attack where A controls exchanged
messages via Execute queries, followed by a Test query to distinguish between the
actual SK and a arbitrary value. In Xu et al.’s scheme, the VH, TA, and RSU make an
SK computed by Ks = h(nq,n4, Pxs). Although A obtains all the messages transmitted
in public channel, A does not compute the SK and increase the probability of A
winning games. Then, we could obtain

Pr[Succy] = Pr[Succy) 3)

Game G;: Game G; models an impersonation attack, where A attempts to imper-
sonate the legitimate V H using Send (TT"**, Msg), CorruptUE (Hl‘?zl ), and some Hash
queries. Under the threat model of Xu et al., A first executes the CorruptUE (Hl‘;ﬁl)
query, and then obtains the value {IDy, TIDy, Ay, Px,} in the vehicle’s memory.
2
The collision probability for hash and random number are given by ZZ’;‘A and %
respectively. A can break the SK by utilizing the obtained real identity IDy, Px,,
and Ay because A can execute the AKE procedure without needing to resolve the
hash collision problem. Therefore, Game G; and G, are distinguishable. Then, we
could obtain the following:

7

2 2
+
|Pr[Succy] — Pr[Succy| > 2211 + (s lee) @

Upon completion of all games (Gy, G1, G2), A attempts to correctly determine the ¢

using Test query. Therefore,

1
Advércz = i (5)

The result can be derived using Equations (2), (3), and (5).
1 A 1
E.Advp = |Pr[Succy] — §|

= |PrlSucer] - | ©
= |Pr[Succi] — Pr[Succy]|

Then, the final result can be derived using Equations (4)—(6):

2 2
A< Tn, (@s+4e)
Adovp > o + N (7)

Finally, we can break the SK without solving the problem of hash collision. There-

fore, we demonstrate that Xu et al.’s scheme does not ensure the SK security using the
ROR proof.

3.2. Informal Security Analysis

We point out that Xu et al.’s scheme is unable to resist physical capture and imperson-

ation attacks, and achieve secure mutual AKE using this analysis.
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3.2.1. Physical Capture Attack

During the registration procedure, the TA stores the values {IDy, TIDy, Ay, Pk, } in
the memory of VH without adopting any cryptographic methods. Moreover, under the
threat model of Xu et al.’s scheme (Section 1.2), an adversary A can easily extract these
values by power analysis attacks [18,19]. Based on this attack, A could easily perform
impersonation attacks and compromise the privacy of users.

3.2.2. Vehicle Impersonation Attack

In Xu et al.’s scheme [11], they analyze its security using the proposed threat model.
Unfortunately, if an adversary A compromises the vehicle and obtains the data of the
vehicle’s memory using the physical capture attacks, A can easily generate the request mes-
sages {TIDy, Ay, 51,5} and calculate the correct session key Ks = h(ny,n}, Ks) because
the private parameters of vehicle’s memory is stored without applying any cryptographic
techniques. Therefore, Xu et al.’s scheme does not resist impersonation attacks, and its
description of the processes included in this attack is presented in Figure 2.

3.2.3. Secure Mutual Authentication

According to the above-mentioned attacks, A can easily impersonate a legitimate vehi-
cle to access the IoV networks presented by Xu et al.’s scheme and successfully authenticate
among participated nodes. Moreover, A can compute the session key between vehicle/RSU
and TA. Therefore, Xu et al.’s scheme is unable to ensure a mutual AKE.

3.2.4. Insecure Authentication Mechanism

In Xu et al.’s scheme, the vehicle sends the access request {TIDy, Ay, S1,,S2,, 11 } and
only receives final response messages {S14, S15, S16, S17, 6 } Without verification. However,
it becomes highly vulnerable to various attacks because the vehicle is not physically
protected. Therefore, it is essential to include steps in the three-party authentication process
where messages exchanged with the vehicle during its processes can be verified.

3.2.5. Correctness of Threat Model

Xu et al. indicate security assumptions to evaluate the protocol’s security, and then
asserted that the proposed scheme can resist against physical capture and impersonation
attacks. Unfortunately, we proved that Xu et al.’s scheme is insecure against these attacks
under Xu et al.’s threat model and they were unable to contemplate various security attacks.
Therefore, we propose the solutions to enhance the security level in Section 4.

3.3. Comparative Analysis of Security Properties

We perform a comparative analysis of the security properties of Xu et al.’s scheme and
other related works [4-6,11,13]. Table 3 presents the security features of both Xu et al.’s and
prior schemes. The earlier schemes failed to prevent multiple types of attacks. To prevent
these attacks, we suggest the solutions in Section 4.

Table 3. Security property of Xu et al.’s scheme with other related schemes.

Security Property  Ying and Nayak [5] Chen et al. [6] He et al. [4] Wang et al. [13] Xu et al. [11]
SP; X X X o X
SP, X ) ) o X
SPs o o o o o
SPy X X X o X
SPs o o o o o
SPg X o ) o o
SP; X X X N/A o

o: the security properties are preserved; x: the security properties are not preserved; N/A: not applicable; SP;: ve-
hicle capture attack; SP: replay attack; SP3: vehicle anonymity; SPy: vehicle impersonation; SPs: anonymity of
RSU; SPg: session fixation attack; SP;: RSU-aided authentication function.
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| Adversary (A/VH;) Roadside unit (RSU) Trusted authority (TA)
Generates 111, timestamp #;
Computes By, = h(IDy, Px,),
Slﬂ =n D BV,;
S, = h(IDy, TIDy, Ay, S1,,t1,11)
{TIDV/AVr Sla/SZa/tl}
Checks validity of ¢;
Selects 1, timestamp £
Computes S3 = ny @ Bg,
54 = h(TIDv, TIDR, IDR, 53, t2, 1’12)
{(TIDy, TIDg,S3,54,t2) }
Checks validity of t,

Checks validity of ¢4

Computes 1y, = S16 ® By,

Si7 = h(S14,S15, S16, IDy, 1}, t6)
?

Checks S}, = S17

Computes My = h(ny,nj,, IDy),

Afy =My, ®S1y,

TID;Z = My, ® S15,

Ksqg = h(”h nZu' PKS),

PIZIS = h(?’ll,nzarKsa)
Replaces {TIDy, Ay, Px }

with {TID{, , A}, PI‘&;}

Checks validity of t3

Computes n; = S5 @ Bg,

S; = h(IDR/ sSr S6/ XVr ng*/ t3)/
Checks S} = S;

Computes My = h(ny, 13, Kra),
PKS - Ml, @56, r* = AV EBKTA,
IDy, = Xy © h(r*,Kra),

BV = h(IDT/,PKS), ni‘ = Sl D PKS/
S; = h(ID}, TIDy, Ay, S1,t,17)
Checks S5 Z Sy

Generates ny, rtand timestamp t4,
Computes Ks = h(nj, ng, Px,),
PIZ = h(n}, ny,Ks),

X = ID} @ h(rt, Kra),
Sg=n,®M; ® P,

So = n3 & My, ®Xj,

S10 = h(Ss, So, Kta, 12,13, t4)

{58/ 59/ SlOI t4

Checks validity of ¢5

Computes M3 = h(ny, nj, Px,),
M} = h(IDg, n,13),

ST3 = h(Sn, S12,Kra, M;, M;, t5)
Checks S5 = Sy3

Generates timestamp £
Computes TID};, = Mj & Sq1,
TIDY = M} ® S1p, Ay, =17 ® Kyg,
My, = h(n},ny, IDY),

S1a =My & A},

S15 = My & TIDY;, S16 = n4 @ By,
S17 = h(S14,S15, 516, 517, te)
Replaces TIDg with TIDF

{514, 515,516, S17, t6 }

Checks if TIDy, TIDg are in database.
Retrieves {TIDy, Xy, Pk},

{TIDg, TIDg, Br}, respectively.
Checks S} =S4

Generates nonce n3, timestamp f3
Computes My = h(n3,n3,Kra),

S5 =n3 @ B, S¢ = M1 @ P,

S7 = h(IDR, S5, S¢, Xv, 13, 13)

j S5,86,S7, Xv, 13}

Checks validity of t4

Computes S3, = h(Ss, So, Kra, 13,113, t4)
Checks 57, = S19

Computes Py = nj & M; @ Ss,

X‘}L =n3P M; P Sy

Selects TID;,, TID,, timestamp t5
Calculates My = h(n},n3, Px,),

M3 = h(IDR,}’l;, 1’13), Si1=M & TIDY,
S1o = M3 & TIDY,

S13 = 1(S11, 512, K14, M2, M3, t5),
replaces {TIDy, Xy, Px,} and {TIDg, IDg, Br}
with {TIDy, Xy, P, TID},, Xy, P }

and {TIDg, IDg, Bg, TID}}, respectively.

j 511,512,513, t5}

Figure 2. Vehicle impersonation attack in Xu et al.’s scheme.
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3.4. Simulation Analysis Using AVISPA Tool

The security of the proposed cryptographic protocol is formally validated using
AVISPA, a widely accepted tool for analyzing security protocols [20,21]. AVISPA specifi-
cally verifies protocols against replay and man-in-the-middle attacks. The tool utilizes the
High-Level Protocol Specification Language (HLPSL) [22] to define the security features
of protocols. The AVISPA employs four back-end models [23]: “constraint logic-based
attack searcher (CL-AtSE)”, “on the fly model checker (OFMC)”, “SAT-based model checker
(SATMC)”, and “tree automata based on protocol analyzer (TA4SP)”. The process involves
translating the HLPSL code into an Intermediate Format (IF) using the “HLPSL2IF” transla-
tor, and then it is analyzed by the four back-ends to assess security properties. Figure 3
illustrates this process, and a detailed description of HLPSL can be found in [21,22].

High-Level Protocol
Specification Language
(HLPSL)
\ J
Translator HLPSL2IF
Intermediate Format (IF)
4 e N
! A
Tree Automata based SAT-based Model On the Fly Constraint Logic-
On Protocol Analyzer Checker (SATMC) Model Checker Based Attack Searcher
(TA4SP) (OFMC) (CL-AtSe)
L ”
\ — MMM M M Y Y e

Figure 3. The process of AVISPA simulation.

3.4.1. Simulation Environments

The AVISPA simulation is operated on a system running on Ubuntu 10.10, equipped
with 2 GB of RAM, and powered by an Intel Core 19-11900K processor with a clock speed
of 3.50 GHz and 64 GB of RAM.

3.4.2. HLPLS Specifications

To evaluate the security of protocols through this simulation, all phases of Xu et al.’s
scheme are presented using HLPLS code. We have tested it by considering the authenti-
cation phases among entities. In Xu et al.’s scheme, there are three basic roles (TA, VH,
RSU), and their descriptions are illustrated in Figures 4—-6. The environment and session
are shown in Figure 7.
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role trustparty(VH,RSU, TA: agent, SKvta,SKrta:symmetric_key, H:hash func, SND,RCV: channel(dy)) played by TA
def=
local State:nat,
IDv, TIDv,Av.Kta,PKs.,R, TIDr,IDr,Br,Xv.Bv,N1,N2, N3 N4: text,
T1,T2,T3,T4,T5,7T6,5S1,52,53,54,55,56,57,58,59,510,S11,S12,S13,S15,S17: text,
RP,Ks,Xvp,PKsp,TIDvp,TIDrp,M1: text
const spl,sp2,v_t idv,v_r nl,r v_n4: protocol_id
init State :== 0
transition
1. State=0 ARCV(start) =>
State':=1 /\R":=new()
NATIDV':=new()
/A\PKs":=new()
NDV':=new()
NAV':=xor(R',Kta)
ASND({IDv'.TIDv'.Av'.PKs'} SKvta)
Nsecret({IDv',Av',PKs'},spl,{TA,VH})
2. State=1 A RCV(TIDv.xor(R',Kta).S1'.S2".T1") =>
State":=2 ATIDr':=new()
NDr":=new()
/Br":=H(IDr' Kta)
NXv":=xor(IDv,H(R'.Kta))
ASND({IDr".TIDr'.Br' Kta} _SKrta)
Nsecret({IDr',Br',Kta},sp2,{TA,RSU})

3. State=2 /\RCV(TIDv.TIDr.xor(N2',H(IDr'.Kta)).H(TIDv.TIDr'.IDr'.S3'.T2'N2').T2") =>

State":=3 /AN3'":=new()

NT3"=new()

AM1":=H(N2'N3'Kta)

NSS5"=xor(N3',Br)

NS6"=xor(M1',PKs)

NS7":=H(IDr.S5'.S6'Xv.N3'.T3'")

ASND(S5'.S6'.S7'.Xv.T3")

4. State=3
ARCV(xor(N2,xor(H(N2'.N3'Kta),H(N1'N4'Ks"))).xor(N3'xor(H(N2'N3'Kta),xor(IDv',H(RP'Kta)))). H(xor(N2,xor(H(N2'
N3' Kta), H(N1'.N4" Ks"))).xor(N3'"xor(H(N2'.N3'Kta),xor(IDv', H(RP' Kta)))).Kta.N2.N3".T4").T4") =|>

State":=4 ATIDvp':=new()

NTIDrp":=new()

NT5"=new()

AS11":=xor(H(N2.N3.PKs),TIDvp')

NS12"=xor(H(IDr.N2.N3),TIDrp')

AS13':=H(S11'.S12' Kta H(N2.N3.PKs). H(IDr.N2.N3),T5')

ASND(S11'.S12'.S13".T5")

end role

Figure 4. Role: TA’s HLPSL description.

role vehicle(VH,RSU,TA: agent, SKvta:symmetric_key, H:hash_func, SND,RCV: channel(dy)) played_by VH
def=
local State:nat,
IDv, TIDv,Av,Kta,PKs,R, TIDr,IDr,Br,Xv,Bv,N1,N2,N3,N4: text,
T1,T2,T3,T4,15.7T6,S1,52,S3,54,55,56,57,S8,5S9,S10,S11,S12,S13,S15,S17: text,
RPKs,Xvp,PKsp, TIDvp, TIDrp,M1: text
const spl,sp2,v_r nl,r v_n4: protocol id

init State := 0
transition

1. State=0 ARCV({IDV'.TIDV'.xor(R',Kta).PKs'} SKvta) =[>

State':=1 AN1":=new()

NT1"=new()

/ABV':=H(IDV'.PKs')

AS1"=xor(N1'.Bv')

NS2"=H(IDv'.TIDv'xor(R'Kta).SI'.T1'N1")

NSND(TIDv'.xor(R',Kta).S1'.S2".T1")

Nrequest(VH,LRSU,v_r nl,N1')

2. State=1
ARCV(xor(H(N1.N4"IDv),xor(RPKta)).xor(xor(H(N1.N4".IDv),TIDvp")).xor(N4'H(IDv.PKs)). H(xor(H(N1.N4'IDv),xor(R
PKta)).xor(xor(H(N1.N4"'IDv),TIDvp'")).xor(N4' . H(IDv.PKs)).IDv.N4'.T6¢').T6') =]>

State':=2 Awitness(RSU,VH,r_v_n4,N4")

end role

Figure 5. Role: VH’s HLPSL description.
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role rodasu(VH,RSU.TA: agent, SKrta:symmetric_key, H:hash_func, SND,RCV: channel(dy)) played by RSU
def=
local State:nat,
IDv,TIDv,Av,Kta,PKs,R, TIDr,IDr,Br,Xv,Bv,N1,N2,N3,N4: text,
T1,T2,T3,T4,T5,T6,S1,S2,S3,54,S5,5S6,57,58,5S9,510,S11,S12,S13,S15,S17: text,
RP.Ks,Xvp,PKsp, TIDvp, TIDrp,M1: text
const spl,sp2,v_t idv,v_r nl,r v_n4: protocol id

init State := 0

transition
1. State=0 ARCV(TIDv'.xor(R'Kta).S1'.S2".T1") =>
State':=1 /\secret({IDv,xor(R'.Kta),PKs},spl,{TA,VH})

2. State=1 A RCV({IDr". TIDr' . H(IDr' Kta). Kta} SKrta) =[>
State":=2 /\secret({IDr',H(IDr'Kta),Kta},sp2, {TA,RSU})
AN2":=new()
NT2"=new()
NS3':=xor(N2',H(IDr' Kta))
AS4":=H(TIDv.TIDr'IDr'.S3'.T2'N2')
ASND(TIDv.TIDr'.S3'.S4'.T2")
3. State=2 /\RCV(xor(N3',Br).xor(M1',PKs).S7".xor(IDV' . H(R'.Kta)).T3") =[>
State':=3 /\N4":=new()
/\RP":=new()
NT4":=new()
/\Ks"=H(N1.N4'PKs)
APKsp":=H(N1.N4'Ks'")
NXvp'=xor(IDV',H(RP' Kta))
NS8"=xor(N2,xor(H(N2.N3".Kta),PKsp'))
NS9":=xor(N3',xor(H(N2.N3'Kta),Xvp'))
NS10"=H(S8'.S9' Kta.N2.N3'.T4')
/ASND(S8'.S9'.S10'.T4")
Nrequest(VH,RSU,v_r_nl,N1)
4. State=3

ARCV(xor(H(N2.N3.PKs), TIDvp').xor(H(IDr.N2.N3),TIDrp'). H(xor(H(N2.N3.PKs), TIDvp').xor(H(IDr.N2.N3), TIDrp'). K ta.

H(N2.N3.PKs).H(IDr.N2.N3),T5").T5") =|>
State":=4 \T6'":=new()

:=xor(H(N1.N4.IDv),xor(RP,Kta))
NS15"=xor(xor(H(N1.N4.IDv),TIDvp'))

%/\S16":=xor(N4,H(IDv.PKs'"))

AS17":=H(xor(H(N1.N4.IDv),xor(RP,Kta)).S15' xor(N4,H(IDv.PKs)). IDv.N4.T6'")
/\SND(xor(H(N1.N4.IDv).xor(RP,Kta)).S 15" xor(N4,H(IDv.PKs)).S17'.T6')
Awitness(RSU,VH,r_v_n4,N4)

end role

Figure 6. Role: RSU’s HLPSL description.

%%%%%%%%% Session %%%%%%%%
role session(VH,RSU,TA:agent, SKvta,SKrta:symmetric_key, H:hash_func)

def=
local
SN1,RV1,SN2,RV2,SN3,RV3:channel(dy)
composition
trustparty(VH,RSU,TA,SKvta,SKrta, H.SN1,RV1) /A
rodasu(VH,RSU,TA, SKrta, H, SN2,RV2) A
vehicle(VH,RSU,TA, SKvta, H, SN3,RV3)
end role

%%%%%%%%% Environment %%%%%%%%
role environment()

def=
const
skvta,skrta:symmetric_key, vh,rsu,ta:agent,
h:hash_func,
idv,tidv,av,pks:text,
spl,sp2,v_r_nl,r_v_n4:protocol_id
intruder_knowledge = {vh,rsu,ta,skvta,h,idv,tidv,av,pks}
composition
session(vh,rsu,ta,skvta,skrta,h)
end role
goal

secrecy_of spl,sp2
authentication_onv_r nl
authentication_onr_v_n4
end goal

environment()

Figure 7. Session and environment: HLPSL description.
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3.4.3. Simulation Results

To prove that Xu et al.’s scheme is vulnerable to replay and man-in-the-middle attacks,
we simulated the OMFC and CL-AtSe utilizing the above-mentioned codes (Figures 4-7),
as follows:

¢ OFMC: The search depth and explored nodes are 1 and 3, respectively. The search
time is 0.14 s.
*  CL-AtSe: The time of translation is 0.02 s and 2 states are analyzed. the two states.

Figure 8 displays the results from the OFMC and CL-AtSe, indicating “UNSAFE".
Consequently, Xu et al.’s scheme cannot prevent replay and man-in-the-middle attacks.

File

SUMMARY
UNSAFE

DETAILS
ATTACK_FOUND
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/code.if

Authentication attack on (vh,rsu,v_r_n1,n7(N1))

BACKEND
CL-AtSe

STATISTICS

Analysed : 0 states
Reachable : 0 states
Translation: 0.02 seconds
Computation: 0.00 seconds

ATTACK TRACE
i-> (ta,3): start
(ta,3) -> iz {n1(IDv).n1(TIDV).xor(dummy_nonce,n1(R)).n1(PKs)}_skvta
& Secret(set_214,set_215); Add n1(IDV) to set_214;
&Add xor(dummy_nonce,n1(R)) to set_214; Add n1(PKs) to set_214;
&Add ta to set_215; Add vh to set_215;

i-> (vh,5): {IDV(7).TIDV(7).x0r().PKs(7)}_skvta

(vh,5) -> i TIDV(7).x0r().x0r(n7(N1),{IDVI7).PKS(7)}_h). v
View CAS+ | ViewHipsL | _Protocol iy atac
simulation | simulation | simulation
Tools Options
HLPSL 1 simplify
HLPSL2IF [Choose Tool option and ~ Untyped model
press execute
I Execute - Verbose mode
OFMC | ATSE  SATMC | TAdSP Search Algorithm
Breadth first

(a) Result: CL-AtSe.

File

% OFMC
% Version of 2006/02/13
SUMMARY
UNSAFE
DETAILS
ATTACK_FOUND
PROTOCOL
/homejspan/spanftestsuite/results/codel.if
(GOAL

authentication_on_v_r_n1
BACKEND
OFMC
|COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.14s
visitedNodes: 1 nodes
depth: 1 plies
|ATTACK TRACE
i -> (ta,3): start
(ta,3) -> iz {IDV(1).TIDV(1).R(1) XOR dummy_nonce.PKs(1)}_skvta
i -> (vh,3): {IDV(1).TIDV(1).R(1) XOR dummy_nonce.PKs(1)}_sk:

vta
(vh,3) -> i: TIDV(1).R(1) XOR dummy_nonce.N1(2) XOR h(IDv(1).PKs(1)).h(IDv(1).TIDV(1).xor(R(1).dummy_nonce).N1(2) XOR h(IDv(1).PKs(1)).T1(2).N1(2)).T1(2)

% Reached State:
%

% request(vh,rsu,v_r_nLN1(2),3)

9% secret(set_214,5p1set_215)

% contains(IDv(1),set_214)

% contains(R(1) XOR dummy_nonce,set_214)
% contains(PKs(1),set_214)

% containsita,set_215)

% contains(vhset_215)

Protocol Intruder Attack
ViewCAS+ | ViewHLPSL | girijation | simulation | simulation
Tools Options
HLPSL. [~ Session Compilation

HLPSL2IF (Choose Tool option and| Defth:
press execute
S Path :

e |

(b) Result: OFMC.

Figure 8. Simulation results.
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4. Security Fixes

In Xu et al.’s scheme [11], the significant security vulnerabilities are that the secret
information is stored in vehicles without proper cryptographic methods. Through these
security weaknesses, an adversary can easily obtain the secret data stored in the OBU of
vehicles, which are utilized to impersonate and make the session key among participated
nodes. These significant security issues are presented in Section 3.

Over recent decades, numerous AKE schemes have been developed to protect user
and data privacy. These schemes generally store secret information in the device memory
for AKE between entities. Xu et al. also tried to resolve issues using the strong assumptions
that the RSU and TA are trusted entities. Despite recognizing this vulnerability, Xu et al.
failed to adequately resolve these concerns and did not consider all possible weaknesses in
the design of their scheme. To alleviate the security issues identified in Xu et al.’s scheme,
we suggest the following essential guidelines.

Fix 1. Intheregistration phase of Xu et al.’s scheme, the TA should not store the secret data
{IDy, TIDy, Ay, P, } as plaintext to prevent physical capture attacks. According
to their threat model, an adversary could easily capture the OBU of the vehicle
and obtain the stored data. The vehicle should securely store these parameters by
encrypting them with XOR operations and a hash function. For instance, rather
than storing IDy directly in the OBU, it can be stored by applying an XOR operation
with specific parameters (IDy & h(Password)) or by generating parameters based
on the hashed value of IDy (TIDy = h(IDy, Password, randomnumber)). This
method prevents attackers from easily accessing IDy and other secret parameters
because these parameters are not stored in the OBU as plaintext.

Fix 2. To prevent physical capture attacks, we can employ the PUF on vehicles. In
Xu et al.’s scheme, the identity and secret parameters are vulnerable to extrac-
tion, which facilitates the impersonation attacks. However, the PUF base system
offers a robust solution by generating secret parameters that are inherently resistant
to extraction [12,24]. For example, it is possible to generate session keys by generat-
ing parameters using the unique random values generated by a PUF. In Xu et al.’s
method, the session key is generated using the random nonces {11, 14} and the
hash value of the previous session key Pk, . Therefore, if the h(PUF) value is used
in generating the session key (Ks; = h(PUF), ny,n4, Px,), an attacker cannot steal
the session key without access to the PUF device. This solution not only resolves
the current security issues but also mitigates other potential vulnerabilities using
the unique physical characteristics of PUE.

Fix 3. Xu et al.’s scheme adopted a two-factor authentication mechanism utilizing vehi-
cles and secret information. However, the two-factor authentication mechanism
used in the proposed scheme does not function properly if secret information is
leaked. To address this limitation and enhance overall security, we suggest utilizing
a three-factor authentication mechanism, which would incorporate biometric verifi-
cation using a fuzzy extractor [25] with vehicle and PUF-based secret parameters.
A fuzzy extractor, which is used in biometric-based authentication methods, can
be utilized to design a three-factor AKE scheme. In a three-factor AKE scheme,
secret parameters can be stored by conducting an XOR or hashing them with the
biometric value generated by the fuzzy extractor. Therefore, even if an attacker
physically captures the device, they cannot access the actual secret parameters
used in the AKE without the biometric data. Therefore, we prevent the physical
capture attacks.

The suggested solutions aim to mitigate vehicle impersonation attacks and we do
not claim that our solutions are complete against all potential security vulnerabilities.
Nevertheless, these enhancements significantly improve system security and increase the
complexity of potential attacks for an adversary.
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Xu et al. made a commendable effort in constructing a secure and efficient key agree-
ment scheme for IoV. However, they would have examined their scheme from multiple
perspectives. The advancement of research in this field is characterized by diverse ap-
proaches from different researchers. This paper serves to highlight the ongoing need for
developing secure and efficient AKE schemes in IoV environments.

5. Conclusions and Future Works

This paper refers to “a secure and computationally efficient AKE scheme for IoV”. We
pointed out that Xu et al.’s scheme fails to prevent vehicle impersonation attacks, thereby
not achieving secure AKE and not meeting the security requirements of their threat model.
Furthermore, we demonstrate through formal mathematical analysis using the ROR model
that it does not guarantee session key security. We also perform the simulation proof using
the AVISPA which is well known for formal verification tool. These security vulnerabilities
make the scheme unsuitable and impractical for deployment in real-world environments.
Therefore, we propose solutions to enhance security levels to develop a more secure and
efficient AKE for IoV environments. Our future work involves designing a robust and
lightweight AKE scheme that can be applied in various environments with resource-limited
devices by utilizing the proposed solution.
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