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Abstract: The advancement of the logistics industry has fostered the enhancement of operational
efficacy within the socioeconomic domain. However, the current inevitable privacy leaks in the
process of logistics transportation have seriously affected the development of the industry, which
led to a crisis of consumer trust and even caused economic recession. This paper proposes a self-
sovereign identity privacy protection scheme tailored specifically for logistics transportation contexts.
First, the scheme entails furnishing users with one-time-use tokens while establishing decentralized
identities capable of concealing identity information and ensuring the secure transmission of data.
Furthermore, the scheme integrates fuzzy identity-based encryption to encrypt identity information,
thereby guaranteeing the confidentiality and integrity of logistics user identities along with their
associated data. Compared with other schemes, this scheme exhibits superior security in the realm of
logistics transportation. Its targeted encryption technology and self-sovereignty strategies address
the critical issue of privacy leakage, thereby safeguarding consumer privacy rights and interests
while facilitating the sustainable development of the logistics industry.

Keywords: logistics; privacy protection; blockchain; digital identity; smart contract; identity encryption

1. Introduction

The rapid development of the logistics industry has promoted the optimized alloca-
tion of resources and provided strong support for the sustainable and healthy develop-
ment of the socioeconomic domain [1]. However, with the continuous growth of logistics
data [2], the problem of privacy leakage in logistics transportation has caused users to
suffer economic losses and has had a significant negative impact on the development of
the industry [3,4]. Data analysis can improve transportation efficiency [5], and digital
transformation necessitates that enterprises focus on protecting user data privacy while
benefiting from these efficiency gains [6]. At present, the negligence of logistics enterprises
in data management cannot be ignored, especially the significant deficiencies in identity
management protocols, which pose a serious threat to the personal information security
of users. The significant increase in privacy leakage of logistics identity has prompted
researchers to propose various solutions to cope with criminal activities, which can be sum-
marized into three major kinds: pseudonym technology, decentralized storage, and digital
identity. Pseudonym technology hides the user’s true identity by assigning one or more
untraceable identifiers to the user, thereby protecting their privacy. Previous studies [7–13]
employ pseudonym technology, which facilitates users in retrieving information under
pseudonymous identities, thereby obscuring their genuine identities. However, although
pseudonym technology attempts to conceal the true identity of users, attackers can still
track true identities through network traffic analysis and behavior pattern recognition [14].
Decentralized storage is not affected by a single node, avoiding the potential risk of single
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points of failure and data leakage in centralized storage. Previous studies [15–19] use
data decentralized storage to enhance the security of distributed networks and ensure
the availability and integrity of the data stored. Nonetheless, a significant drawback of
decentralized storage is that it requires logistics companies to collect and store a large
amount of detailed user identity information in databases, which significantly amplifies the
potential risk of information leakage. Digital identity is based on blockchain technology,
where a user’s real identity can be replaced by public and private keys and addresses in the
blockchain. Moreover, digital identity enables users to distinguish their identity without
disclosing identity data, and selectively disclose identity data through authorization or
restrictions, while avoiding the limitations and shortcomings of the previous two technolo-
gies. Additionally, digital identity is gaining wider and deeper recognition and application
due to its outstanding performance in the field of privacy protection.

The latest stage of digital identity development is reflected in establishing self-sovereign
identity (SSI), which aims to give users complete control over their identity data while en-
suring the credibility and privacy of their identities [20,21]. Xiao et al. [22] proposed a new
encryption and partial decryption mechanism by combining the blockchain-based SSI man-
agement (BbSSIM) scheme with thresholded ciphertext policy attribute-based encryption
(CP-ABE). However, the information about verifiers is sent in the form of a list, which will
cause the user’s true identity to be leaked. Schanzenbach et al. [23] proposed an architecture
that allows secure ID attribute sharing between holders and verifiers to enable the digital
ID discovery process while avoiding dependence on a centralized identity provider (IdP).
Soltani et al. [24] streamlined the data to facilitate the provision of services to holders by
validators. However, whenever the holder requests data access, they must send text to
the verifier, which will cause the digital identity to be associated with the true identity of
the user. Stokkink et al. [25] realized a decentralized digital passport without permission
during the deployment of SSI. Nevertheless, despite providing a high-performance SSI
model, the same account is used in various transactions and services, which will lead to
privacy breaches. Zebra [26] is the first on-chain verified anonymous credential based
on zkSNARK. Yadav et al. [27] proposed a vehicle insurance blockchain framework to
streamline accident reporting and insurance claim filing. Karmakar et al. [28] proposed
an automated and tamper-proof framework based on the Ethereum blockchain with TOP-
SIS and smart contracts. Lux et al. [29] implemented a proof of concept decentralized by
marrying OpenID Connect Provider with SSI. However, these schemes also use the same
account in various transactions and services. As mentioned above, there are two problems
with the extant schemes: the first pertains to the users’ trade through the same account,
and the second is that the digital identity directly connects the user’s true identity. As
a result, existing solutions cannot effectively address the dilemma of privacy leakage in
logistics transportation.

This paper proposes a novel SSI scheme that specifically addresses the dilemma of
privacy leakage caused by identical account transactions and digital identity associations
by utilizing one-time-use tokens and fuzzy identity-based encryption (Fuzzy-IBE). The
proposed scheme leverages decentralized identity and encryption technology to furnish
data privacy safeguards for logistics users, which can avoid the problem of privacy leakage
during logistics transportation. During the initial phase, the scheme generates a one-time-
use token serving as the user’s virtual identity, designed to expire after utilization, which
improves the security of the SSI framework. This scheme adopts Fuzzy-IBE technology and
significantly improves the privacy protection level of user information by implementing
fuzzy identity, effectively preventing the stealing or peeping of the user’s real identity. The
scheme establishes a supervisory authority to supervise the activities of all participating
entities, aiming to prevent contentious disputes and inappropriate utilization of accounts.
Overall, the scheme demonstrates its capacity to withstand privacy breaches during logistics
transportation while bolstering the supervisory mechanism to promptly detect and address
potential violations.
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2. Methodology
2.1. Blockchain

The pseudonymous person Satoshi Nakamoto proposed the concept of Bitcoin and
successfully mined the first block of Bitcoin, the genesis block [30]. Blockchain is a chain
structure composed of sequential links of blocks characterized by decentralization, im-
mutability, and transparency. In terms of the underlying technology, researchers explore
new consensus mechanisms, encryption algorithms, and storage technologies to improve
the performance and security of the blockchain. For example, blockchain platforms like
Ethereum adopt a more flexible smart contract mechanism, allowing the blockchain to
support a wider range of application scenarios. In terms of privacy protection, researchers
are committed to developing more efficient, secure, and anonymous privacy protection
technologies to prevent the leakage of transaction information.

2.2. Smart Contracts

A smart contract is a computer program that automatically executes and implements
specific conditions on the blockchain network [31]. Automatic execution means that
the smart contract will automatically perform relevant operations without third-party
intervention once the preset conditions are met. The emergence of smart contracts has
dramatically enhanced the functionality and application scope of blockchain technology,
allowing blockchain to expand from a single digital currency application to many fields,
such as supply chain management, the Internet of Things, and digital copyright. The
value of smart contracts is that they provide a new, decentralized trust mechanism. People
can exchange value and collaborate through smart contracts without trusting third-party
institutions. This trust mechanism not only reduces transaction costs but also improves the
transparency and security of the system.

2.3. Decentralized Identity (DID)

Decentralized identity (DID) is a new type of identity identification mechanism that
aims to solve problems in traditional identity management through decentralization, such
as data privacy leaks, identity theft, and single points of failure in centralized institutions.
The core idea of DID is to return the control and management of identity information to
individuals or entities to achieve autonomous management and secure sharing of identity
data. The key characteristics of DID include the following aspects.

Decentralization: DID does not rely on any centralized organization or server, but is
based on distributed ledger technology to store and verify identity information. This makes
DID more reliable and resistant to attacks. Verifiable: DID can generate verifiable credentials
(VC) through interaction with other entities or services to prove the identity, attributes, or
permissions of an individual or entity. These credentials can achieve privacy protection
based on cryptographic techniques such as zero-knowledge proofs. Controllability: DID
owners can independently manage their identity information, including choosing when
and what information to share with whom. This helps protect personal privacy and prevent
data misuse.

2.4. Self-Sovereign Identity (SSI)

Self-sovereign identity is an emerging identity management framework. The core
idea of SSI is to give individuals complete control over their identity information to ensure
that they can independently use their data. SSI emphasizes that no third party should
monopolize or control personal identity data, but rather use decentralized, encrypted, and
secure technologies to enable individuals to own and manage their digital identities.

In addition, SSI is a decentralized identity management system. It relies on verifi-
able data registers to verify decentralized identity (DID), which can be achieved through
decentralized systems such as distributed ledger technology (DLT) and databases. SSI
utilizes blockchain to store and manage identity information, eliminating reliance on
centralized providers.
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The core of SSI is verifiable credits (VC). W3C has released a formal recommendation
for VC, defining it as a tamper-proof credential with a passwordable author identity. VC
utilizes digital signature technology to ensure the authenticity and integrity of identity
information. These credentials can be issued by trusted entities and verified through
encryption to achieve secure and privacy-protected identity information sharing. VC has
interoperability and supports selective disclosure of its user information. Each VC is issued
on the decentralized identity (DID) of its holder and issuer and has the function of a
public key.

In the SSI framework, an individual’s identity data is stored in a decentralized, en-
crypted storage scheme, such as a distributed ledger or a secure multi-party computing
environment. Individuals can control access to these data using private keys, ensuring
that only authorized entities can access and verify their identity. In addition, SSI enables
individuals to selectively share their identity information through VC mechanisms to meet
the required authentication requirements in different situations.

Through the encryption mechanism of public and private keys, SSI allows individuals
to securely share verified identity information with others without revealing unnecessary
details. DID is a globally unique persistent identity composed of letters and numbers,
directly associated with a pair of public and private keys. The private key allows users
to access and manage their data. The user is the only person who knows the private key
and does not share the private key with others. The DID protocol ensures that identity
and credentials are encrypted and protected against unauthorized access or tampering
with information.

2.5. Fuzzy-IBE

Fuzzy-IBE is a special public key encryption system that allows users to safely per-
form encryption and decryption operations when there is a certain degree of fuzziness
or uncertainty in identity information [32]. Fuzzy-IBE has broad application prospects in
identity management, access control, and privacy protection.

Fuzzy-IBE implementation usually relies on advanced cryptography techniques such
as bilinear pairing. Specifically, the system establishes a public key space based on identity
attributes, where each public key is associated with a set of attributes. Then, by defining a
special encryption algorithm, when the sender encrypts using a public key that partially
matches the receiver’s attribute set, the receiver can still successfully decrypt using its
private key. This partial matching property is achieved through a fuzzy extractor in cryp-
tography, which can tolerate differences or noise in identity information to a certain extent.

2.6. One-Time Address

Monero is a digital currency that addresses user privacy breaches caused by transaction
plaintext information recorded on public ledgers. Monero uses a one-time address solution.
Users randomly generate private key k and public key K = kG, of which G is the base point
of the elliptic curve.

The receiver generates a public key–private key pair k, K. Long-term public key K
is published outside. When sending a transaction, the sender selects a random number r
and sets a one-time public key K′ = rG + K. While passing the random r to the receiver,
the transaction is sent to K′. The hash function H maps the point on the ellipse curve into
a scalar. In summary, the process selects a random number r, calculates K′ = H(rK)G +
K, R = rG, and sends R publicly to the receiver.

In the process of selecting r and calculating R, assuming that the value of r is randomly
selected as d, which is a large constant, the operation on the elliptic curve will be calculated
up to d-1 times. After receiving R, the receiver calculates K′ = H(kR)G + K. The recipient
compares the received R with K′. If they are consistent, the recipient can restore the
one-time private key associated with the transaction using the formula k′ = H(kR)G + k.
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3. Scheme Design

This section describes the scheme’s implementation details. Section 3.1 is the overall
architecture. Section 3.2 is the process of the scheme, mainly including the generation
of one-time-use tokens. Section 3.3 describes the deployment of smart contracts in this
scheme. Section 3.4 contains relevant algorithms for Fuzzy-IBE. Section 3.5 provides a
detailed introduction to the experiments on Fuzzy-IBE and data storage.

3.1. Scheme Architecture

The scheme includes issuers, logistics users, regulators, SSI BCN, and verifiers. The
plan also includes smart contracts and identity encryption. The smart contract is deployed
on the blockchain network and called in the transaction process. Identity encryption
protects an individual’s identity from leakage, ensuring personal privacy and data security.
In addition, there are logistics-related entities, including trucks and employees performing
transportation tasks. The architecture of the scheme is shown in Figure 1.

Figure 1. Scheme architecture.

Components of the Architecture

(1) Issuer: A trusted third-party organization is responsible for issuing and managing
digital certificates. These digital certificates are used to verify network entities’ identity and
ensure communication’s confidentiality and integrity. (2) Logistics users: Users have unique
identity credentials and can autonomously manage them and selectively share them for
secure and controlled interaction with other entities. (3) Regulators: The entity establishes
the network’s legal framework and guidelines for identity management. It defines the
rules and standards for identity issuance, verification, and interaction. (4) SSI BCN: This
blockchain infrastructure forms the cornerstone of the SSI scheme and is responsible for
securely recording and managing identity-related transactions, credentials, and interaction
information to ensure data security and integrity. (5) Verifier: The verifier requests an
authentication operation or establish a secure communication channel.

3.2. Scheme Process
3.2.1. Secret Exchange Protocol

A secret exchange protocol is used to transfer r to the recipient in a private manner.
Elliptic-curve Diffie–Hellman (ECDH) is an anonymous key agreement protocol. In the
formula that the protocol depends on, (a · G) · b = (b · G) · a , where a and b are constants.
The sender and receiver determine the parameters and fundamental point G of the elliptic
curve, as shown in Table 1. These parameters are all publicly available.
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Table 1. Symbol comment.

Notation Descriptive

a, b Constants
ks Shared key

p, g, ga, gb Positive integers
X, Y Formula variable

S, S1, S2 Secret key
A, OA User addresses and one-time addresses

x, y Elliptical curve formula variables
m Modulo
G Parameters on elliptic curves
C Address generation function

r, rr, rs Random numbers on elliptic curves

R, Rr, Rs
The random number after multiplication with

the common parameter G
Hash Hash operation

Ka, Kb, Kr, Ks Receiver and sender public keys
ka, kb, kr, ks Receiver and sender’s private keys

Kr1 , Ks1 One-time public key from hash calculation
sk, skr, sks Private key from the hash calculation

pk Public key

The sender generates a random ECC key pair (public key: Ka = kaG, private key: ka).
The receiver generates a random ECC key pair (public key: Kb = kbG, private key: kb). The
sender multiplies the recipient’s public key by their private key to obtain the shared key
ks = (kbG)ka. Similarly, the recipient multiplies the sender’s public key by their private
key to obtain the shared key ks = (kaG)kb. According to the formula mentioned earlier,
(a · G) · b = (b · G) · a, the shared key obtained is the same for both the sender and receiver.
Through this method, both parties completed the key exchange through the protocol.

Even if some clients do not support elliptic curves, the key exchange process can still
be effectively completed using alternative methods. In key exchange, ECDH can be used
as the preferred method, and If ECDH is not supported, the system can fall back to using
traditional Diffie–Hellman or other alternative methods. The sender and receiver agree to
use two positive integers p and g. The sender selects a secret integer a, calculates X = ga

mod p, and sends it to the receiver. The receiver selects a secret integer b, calculates Y = gb

mod p, and sends it to the sender. The sender calculates S1 = Ya mod p. The receiver
calculates S2 = Xb mod p. Given that (Ya mod p) = (gab mod p) = (Xb mod p),
therefore S1 = S2 = S. In this way, both parties negotiated the key S.

3.2.2. One-Time-Use Tokens

The scheme adopts a one-time address-generation mechanism to enhance transaction
security and privacy protection and create one-time-use tokens. The core of this mech-
anism uses encryption algorithms to generate unique and unpredictable addresses for
individual transactions.

This mechanism aims to generate a unique one-time-use token for each request or
operation to ensure that each interaction is independent and cannot be reused.

To ensure data integrity and identity verification during the communication process,
the Ed25519 algorithm was adopted in the scheme. The Ed25519 algorithm is currently the
fastest elliptic curve encryption algorithm with extremely high security. The curve equation
is y2 = x3 + 486662x2 + x , −x2 + y2 = 1− 121665

121666 x2y2, modulo m = 2255 − 19; G is the
base point on the curve, also known as the generator. The key pairs generated using these
specific parameters include a 32-byte private key and a corresponding 32-byte public key.
In addition, the signature length generated by the Ed25519 algorithm is 64 bytes, providing
high efficiency and security protection.
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Step 1: Address generation function. Let C be the address generation function, which
takes a random number r and a base address A as inputs, where r is generated by a secure
random number generator (RNG), as shown in Equation (1). A new random number r
is generated during each transaction. Each generated r is unique and unrelated to the
previous r value. The constant r is generated locally by the data sender, so the data sender
knows r, but the data receiver and other third parties usually do not know the specific
value of r.

OA = C(r, A) (1)

Step 2: Generate an essential public–private key pair. Use the ECC algorithm to
generate essential public keys pk and sk.

Step 3: The receiver and sender each randomly generate private keys, denoted as kr
and ks, respectively. Then, they disclose their corresponding public keys to each other,
denoted as Kr = krG and Ks = ksG.

Step 4: The receiver generates a random value rr, to compute Rr and transmits Rr to
the sender, as shown in Equation (2).

Rr = rrG (2)

Step 5: Upon receiving Rr, the sender generates another random number rs, and
computes the receiver’s one-time public key, denoted as Kr1, as shown in Equation (3).

Kr1 = Hash(rsKr)G + Kr (3)

Step 6: The sender computes the one-time public key, denoted as Ks1, following the
expression shown in Equation (4). It is important to note that only the sender possesses the
private key sks, as shown in Equation (5). In the equation, the data are processed using the
Keccak256 hash algorithm. The structure of this algorithm gives it excellent sensitivity and
collision resistance. It converts input data into fixed-length hash values, which are then
used in subsequent calculations.

Ks1 = Hash(ksRr)G + Ks (4)

sks = Hash(ksRr) + ks (5)

Step 7: The sender employs Ks1 to authenticate with the logistics company and uses
the private key to digitally sign the intended shipping address. Subsequently, the sender
designates the receiver as Kr1 and proceeds to compute Rs, transmitting it to the receiver,
as shown in Equation (6).

Rs = rsG (6)

Step 8: The receiver acquires Rs and computes K′r1 according to Equation (7). The
receiver sets their address to Kr1, possessing their private key skr as indicated in Equation (8).
Consequently, the receiver utilizes Kr1 to log in to the account and employs their private
key to digitally sign the recipient’s address.

K′r1
= Hash(krRs)G + Kr = Kr1 (7)

skr = Hash(krRs) + kr (8)

Step 9: A one-time public key is calculated using a hash function to obtain a fixed-
length hash value for the one-time address OA, as shown in Equation (9). Similarly, in
Equation (9), the one-time address OA is determined using the Keccak256 hash algorithm,
as described in Step 6.

OA = Hash(Ks, Kr) (9)
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Once the address OA is generated, a one-time-use token bound to it will be created by
inputting OA, transaction amount, recipient address, and other information as part of the
token function.

At the same time, one-time-use tokens provide secure access to logistics data. During
logistics and transportation, the distributed storage system ensures that data are protected
during storage and transmission through decentralized and immutable characteristics.
Certificate authority (CA) plays a crucial role in managing digital certificates. Digital
certificates provide identity verification and authorization mechanisms for each participant
in the scheme, ensuring that only legitimate entities can participate in data processing and
management. In this scheme, logistics data management is implemented through smart
contracts to ensure the authenticity of the data, as shown in Figure 2. Finally, data tourists
can access the data through a one-time-use token login system and upload their data to the
data system.

Figure 2. Upload or access logistics data.

3.3. Smart Contracts

Smart contracts’ characteristics include automation, transparency, and immutability,
which make them highly reliable and efficient in executing contract terms.

In logistics transportation, smart contracts have the profound ability to monitor the
condition of goods in real time, ensuring strict compliance with contract provisions and
further optimizing the transportation process, while significantly reducing human errors
and fraudulent activities. In addition, smart contracts can automatically perform various
operations, including contract signing, updating the status of goods, payment processing,
dispute resolution, etc.

Algorithm 1 defines the logistics transportation contract. First, it creates a structure
that includes the unique identity of the contract, sender and receiver addresses, goods
description, shipping status, etc.

Algorithm 1 contract LogisticsContract

Input: uint256 contractId,
address sender,
address receiver,
string goodsDescription,
string transportStatus
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Algorithm 2 creates a new logistics transportation contract. First, it assigns a new
contract ID, creates a new transport structure, and stores it on the transport map. It then
triggers the ContractCreated step, after which the newly created contract ID is returned.

Algorithm 2 createContract() public

Input: address receiver,
string memory goodsDescription,
uint256 fee

1.uint256 contractId = nextContractId++;
2.transports[contractId] = Transport();
3.emit ContractCreated();
4.return contractId;

Algorithm 3 is a function that updates the status of goods. It verifies that only the
authorized sender or receiver possesses the capability to update the status, thereby ensuring
the validation of any status changes and facilitating the subsequent update of the shipping
status. If the status is updated to “Delivered”, it checks whether it has been paid and marks
the contract as complete.

Algorithm 3 updateStatus() public

Input: uint256 contractId,
string memory newStatus

1.require(transports.sender == msg.sender);
2.require(newStatus!=transportStatus);
3.transports.transportStatus = = newStatus;
4.if(newStatus== (“Delivered”));
5.transportStatus = “Completed”;

Algorithm 4 is the pay shipping function. The amount requested to be paid must
be consistent with the freight amount specified in the contract, and the address must
be consistent with the recipient’s address in the contract. After the freight payment is
successful, the freight for the contract will be marked as paid.

Algorithm 4 payFee() public

Input: uint256 contractId
1.require(msg.value == transports.fee);
2.require(transports.receiver == msg.sender);
3. transports.isPaid = true;

Algorithm 5 checks whether the contract is completed. It calculates the hash of the
shipping status in the contract and compares it with the hash of the “Completed” string. If
equal, it returns true, indicating that the contract is completed.

Algorithm 5 isContractCompleted() public view

Input: uint256 contractId
1.return keccak256(bytes(transportStatus)) == keccak256(bytes(“Completed”));

Algorithm 6 checks whether the contract is breached. If the block time exceeds the
contract’s delivery deadline and has not been completed, it sets the contract’s shipping
status to “Breached”. It triggers contract breach and delivers relevant information.
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Algorithm 6 checkContractBreach() public view

Input: uint256 contractId
1.if (timestamp > deliveryDeadline !isContractCompleted);
2.transportStatus = “Breached”;

In logistics, the decentralized platform Ethereum can be used to manage the trans-
portation of goods, payment settlement, and handover of goods. When the goods arrive
at a particular node, the smart contract automatically triggers the payment operation to
ensure the security of the transaction. It uses the interfaces provided by libraries such as
Web3.js and Ethers.js to call deployed smart contracts, and the functions of the contracts
will perform logistics and transportation-related operations. Account owners with the
required permissions can register in the logistics system. This means that users must
provide identification to associate themselves with their packages. During registration, the
sender registers their package and uploads both the package and recipient addresses. In
the logistics framework, users and packages are assigned an address after registration.

A transport structure is defined in the contract as storing the primary information
about the package and the address of its owner. It uses a mapping data structure to store
all transportation information, where the key is the contract ID. The sender can create a
new logistics contract through the ‘createContract’ function. This function requires the
recipient’s address, goods description, cost, and delivery deadline as parameters. The
recipient can pay the shipping fee through the payFee function, which requires the contract
ID as a parameter. The function checks whether the paid amount matches the contract
amount and whether the fees have not been paid. When the package is delivered to
the recipient, ownership changes, and information is updated. The contract also has an
updateStatus function that allows the sender or recipient to update the transportation
status of the contract. Only the shipper or recipient can call the updateStatus function to
change the transportation status of the contract. The isContractCompleted function allows
anyone to query whether a contract has been completed. The checkContractBreach function
can check whether a given contract is breached due to exceeding the delivery deadline.
Sender and recipient can conduct secure logistics transactions on a decentralized platform
through these features.

Remix is an online integrated development environment (IDE) for Ethereum. We
tested the deployed smart contracts in the Remix environment to ensure their functionality
meets expectations, as shown in Figure 3. In Ethereum, Gas is a pricing unit that measures
the execution of smart contract operations. The Gas value determines the workload of smart
contract operations and quantifies the cost of using smart contracts within the system. After
executing the function, Remix will display a transaction details window, which includes
the transaction’s gas usage. The gas consumption of each function is shown in Figure 4,
with the highest cost being the createContract function. The remaining functions have a
gas consumption of less than 50,000, which aligns with actual expectations.
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Figure 3. Remix smart contract deployment.

Figure 4. Gas consumption for contract functionality.

3.4. FUZZY-IBE Process

The proposed scheme harnesses Fuzzy-IBE to obfuscate addresses and veil the identity
information of logistics users. Such an approach fortifies resilience against data leak-
age from malicious attacks during logistics transportation, thereby enhancing identity
privacy protection.

In Fuzzy-IBE, the user’s accurate identity information is not directly used as the public
key. A fuzzy identity identifier is used, including a part of the user ID and attributes related
to the user’s identity, such as the user’s location and type. As a public key, this blurred
identity can effectively prevent attackers from directly associating intercepted information
with specific individuals. When sending logistics information, it uses an identity identifier
as the public key to encrypt the data. In this way, even if information is intercepted during
transmission, attackers cannot directly associate it with specific individuals, as the public
key does not directly expose the user’s true identity.

Fuzzy-IBE can protect the security of logistics information. In logistics and transporta-
tion, a large amount of sensitive data, such as product information, transportation routes,
and consignee information, are involved. Only users who meet specific attribute conditions
can decrypt and access relevant data, thus ensuring the confidentiality and integrity of
logistics information, as shown in Algorithm 7.
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Algorithm 7 Encryption algorithm

Input: messageAttList, plaintext, userAttList
Output: delivery result

Initialization ▷ generate parameters
Determine the integer set U;Determine the system threshold d
Generate swarm elements g
Generate random number y and ti
Generate gti

Keygen ▷ calculate the private key
mskProp←(t1, t2, . . . tu, y)
pkProp←(T1, T2, . . . Tu, y)
Generate random elements d-1, make q(o) = y
//Calculate the private key gq(i)/ti , where q is the value of the polynomial at that attribute
position and t is the master key corresponding to the attribute
for userAttList do

Target each attribute in the user’s property collection
if Di = gq(i)/ti then

skProp←(Di)
end if

end for
Encrypt←messageAttList ▷ encrypting plaintext
Generate random number s
Calculate the ciphertext component ct
Plaintext M ∈ GT
Calculate E′ = MYs = Me(g, g)ys

for messageAttList do
Calculate Ei = Ts

i
ciphertext ct = (E′, Ei)i∈W

end for
Decrypt←messageAttList ▷ decrypting plaintext
Load ciphertext, private key
//Check if the number of overlapping attributes in two lists is less than d
for messageAttList,userAttList do

if Overlapping attributes >= d then
calculate Pi = e(Ei, Di)

δi(0) = e(g, g)sq(i)δi(0)

Plaintext M = E′/Πi∈I Pi
end if

end for

3.4.1. Initialization

Step 1: Generate pairing-related public parameters(e, g, G1, GT , Zr), as shown in
Table 2.

Step 2: Determine the complete set of attributes U as a set of integers(1, 2, . . . , |U|),
and simultaneously determine the system threshold d.

Step 3: Select a random number ti ∈ Zr as the master key component for attribute i,
and calculate Ti as the corresponding public key component, as shown in Equation (10).

Ti = gti (10)

Step 4: Select a random number y ∈ Zr, and calculate Y, as shown in Equation (11).

Y = e(g, g)y (11)

Step 5: Calculate the system master key msk and public key pk, as shown in
Equations (12) and (13).

msk = (t1, t2, . . . , t|U|, y) (12)
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pk = (T1, T2, . . . , T|U|, Y) (13)

Table 2. Symbol comment.

Notation Descriptive

e, g The public parameters
G1, GT Random group element

Zr Set of integers
U Complete set of properties
Di Random number calculation private key
δi Lagrange factor
Y Random number calculation public key
pk The public key
sk The private key
t Random number

M Plaintext message
H Hash operation
ct Standardized ciphertext
S User attribute set
W Plaintext attribute set
T Public key component
I Attribute collection
i Attributes node

3.4.2. Keygen

Step 1: Randomly select a polynomial q(x) of degree d-1, where q(0) = y.
Step 2: For attribute i in user attribute set S, calculate q(i). Then, further calculate Di,

as shown in Equation (14).
Di = gq(i)/ti (14)

Step 3: Get the user private key sk, as shown in Equation (15).

sk = (Di)i∈S (15)

3.4.3. Encryption

Step 1: Select a random number s ∈ Zr and calculate E′ for the plaintext message
M ∈ GT , as shown in Equation (16).

E′ = MYs = Me(g, g)ys (16)

Step 2: For attribute i in the plaintext attribute set W, calculate Ei, as shown in Equation (17).

Ei = Ts
i (17)

Step 3: The calculated ciphertext is ct, as shown in Equation (18).

ct = (E′, Ei)i∈W (18)

3.4.4. Decryption

Step 1: If the number of overlapping attributes between the user attribute set S and the
plaintext attribute set W is not less than d, then d is selected from the overlapping attributes
to form the attribute set I.

Step 2: For each attribute i in I, calculate Pi, where δi(0) is the Lagrange factor, as
shown in Equations (19) and (20).

Pi = e(Ei, Di)
δi(0) = e(g, g)sq(i)δi(0) (19)
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Πi∈I Pi = e(g, g)sΣi∈I q(i)δi(0) = e(g, g)sy (20)

Step 3: Finally, the plaintext M is obtained through decryption, as shown in Equation (21).

M = E′/Πi∈IPi (21)

The encryption algorithm based on Fuzzy-IBE is based on dual-linear mapping and
Lagrangian coefficients, providing flexible and safe access control for users with specific
attributes to effectively avoid privacy leakage in logistics transportation.

The sender encrypts the package information based on the receiver’s identity attribute
to ensure that only users with corresponding attributes can decrypt it. The package informa-
tion is sent to the logistics company and uploaded to the terminal. In the preliminary stage,
the logistics company generates the encryption key pk and the master key msk through
Fuzzy-IBE to generate a regular replacement after a certain period. Logistics companies
encrypt logistics information based on their identity attribute strategies and logistics infor-
mation planning. The administrator and courier of the transportation company uploaded
the attributes to the credible key generation agency to register to obtain the property’s
private key. The administrator allocates identity rights to employees based on their work
content, which constitutes the account attributes. This mechanism effectively protects
the security of logistics information in transmission and storage procedures and prevents
access to unauthorized users.

After the package reaches the courier, the following operations are performed: a
scan to obtain the package ID and an upload of the package ID with its corresponding
identity attributes. Subsequently, the terminal searches the logistics information wrapped
and associated with the encrypted encryption to determine whether the weight blending
between the identity attribute and the attribute set was greater than the system door limit
value. If the access strategy is met, the ciphertext of the logistics information is sent to the
courier. The courier uses a private key sk to decrypt the logistics information. The courier
decrypts the ciphertext to access the logistics information, including the shipping address
of the sender and the receiver. After obtaining accurate logistics distribution information,
the courier ensures delivery to the designated receiving place specified by the recipient.
Similarly, the user scans the package ID, and the overlapping convergence of the completion
of the identity attribute and the attributes in the terminal is greater than the system door
limit value. After the two parties successfully complete their identity verification, the
recipient can successfully receive the package.

3.5. Simulation Experiments

This experiment consists of two parts: implementing the Fuzzy-IBE algorithm and con-
necting the user wallet to the decentralized platform Arweave and storing data. Fuzzy-IBE
uses the Java Pairing-Based Cryptography (JPBC) library, which is a pair-based encryp-
tion library. It provides a Java package for the Pairing-Based Cryptography (PBC) library
and is often used to simulate pairing-based cryptography algorithms, such as identity-
based encryption.

Lagrangian interpolation is one of the core steps of Fuzzy-IBE. It is a polynomial inter-
polation method. Nodal basis functions are provided at given nodes, and then these basis
functions are linearly combined, where the combination coefficient is the node function
value. The resulting polynomial interpolation function passes precisely through all the
given data points. Lagrange factor calculation i is an element in the set S, and x is the target
point value, as shown in Figure 5.
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Figure 5. Computation part of Lagrange interpolation.

When the user decrypts the identity information and meets the set attribute list, the
encrypted ciphertext will be decrypted, as shown in Figure 6. People who do not meet
the conditions have not reached the decryption threshold and cannot decrypt the accurate
identity information, thereby enhancing privacy protection, as shown in Figure 7.

Figure 6. The ciphertext decryption results when the system threshold is met.

Figure 7. The ciphertext decryption results when the system threshold is not met.

The time costs associated with testing Fuzzy-IBE setup, key generation, encryption,
and decryption functions using different attribute nodes are illustrated in Figures 8 and 9.
A detailed configuration is provided in Table 3. The simulation experiment is implemented
in Java, with encrypted data size set to 128 bytes. During the attribute test, the total time
of Fuzzy-IBE is about 1 second. Specifically, the logistics company management server
requires less than 0.7 seconds for each Fuzzy-IBE encryption and decryption operation.
Additionally, it takes less than 0.2 seconds for the logistics company to manage the server.
In a general logistics scheme, less than ten attributes are used, which can meet the needs of
the standard logistics and transportation process.
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Figure 8. Fuzzy-IBE encryption algorithm overhead.

Figure 9. Fuzzy-IBE encryption algorithm overhead.

Compared with Fan et al.’s TraceChain study [33] and Hu et al.’s Test Decrypt Verify
Attribute-Based Encryption study [34], the decryption time of this scheme is similar to Fan
et al.’s, as shown in Figures 10 and 11. This means that when processing large amounts
of logistics information, we can provide fast data decryption capabilities to ensure the
real-time accuracy of logistics information. Compared to Hu et al.’s scheme, the advantage
of decryption time in this scheme is crucial for scenarios that require rapid acquisition of
logistics information. Moreover, the encryption time of this scheme is shorter than the
other two schemes, which means that, in high-frequency scenarios of logistics information
updates, we can complete data encryption more quickly and reduce the risk of information
exposure during transmission and storage. As the number of attributes increases, the
advantage of this scheme in decryption calculation becomes more apparent.

This scheme uses Arweave to implement decentralized storage. Arweave is a perma-
nent storage network built on blockchain technology. It aims to address issues in traditional
network storage methods, such as data loss, censorship, and centralized control. The
economic model designed by Arweave allows storage costs to decrease over time, which
means that data can be permanently stored on the network at a low one-time fee, effectively
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saving costs. To simulate the transaction, a local test chain was deployed to obtain a certain
number of test AR coins, as shown in Figure 12.

Figure 10. Comparison with other schemes in encryption.

Figure 11. Comparison with other schemes in decryption.

Table 3. Software and hardware environment configuration.

Software and Hardware Environment Configuration

CPU 2.90 GHz Intel Core i5-10400
RAM 16 GB DDR4-3200

System Windows 10
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Figure 12. Deployment of the test chain locally to obtain test coins.

Smart contracts can use Arweave to store evidence or data related to contract execution,
ensuring that the data will not be lost or tampered with, thereby enhancing the reliability
and transparency of the contract. The scheme is integrated with Arweave, allowing users
to upload data to the network and obtain a unique permanent link, as shown in Figure 13.

Figure 13. Resources consumed after successful deployment.

4. Discussion

This paper explores the application of blockchain technology, data encryption, and
access control to secure logistics transportation data. Blockchain’s decentralized and im-
mutable nature ensures data security and minimizes the risk of intrusion. The digital
identity established on blockchain enables users to control their private data. Data encryp-
tion employs algorithms to render data unreadable, safeguarding them during transmission
and storage. Access control guarantees that only authorized individuals can access sensitive
logistics data.

In the context of the rapid development of information and digitization, the logistics
and transportation industry has become an essential part of the modern economy. However,
as the logistics and transportation industry progresses towards intelligence and networking,
the concern regarding identity privacy protection is escalating, posing an urgent challenge
that the industry must confront and resolve. Logistics transportation involves multiple
parties, including cargo owners, carriers, logistics companies, etc. If there are deficiencies
in the identity authentication mechanism, it may trigger risks such as identity forgery
and information tampering, thereby posing a potential threat to the rights and interests
of relevant parties. Furthermore, logistics companies are unaware of identity privacy
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protection and may arbitrarily disclose or abuse information from others. This violates the
privacy rights of others and increases information security risks. The following paragraphs
analyze this from two perspectives: privacy and security.

From a privacy perspective, Fuzzy-IBE protects personal privacy by encrypting and
blurring identity information. The principle is desensitizing identity information so it
cannot be directly identified. At the same time, Fuzzy-IBE can also add noise data, in-
crease the uncertainty of identity information, and improve the degree of protection of
individual privacy.

From a security perspective, one-time-use token technology is based on password-
based security technology and uses a one-time password and token generation method for
authentication. The principle is that each time the authentication is verified, the scheme
will generate a new token and send it to the user. After the user uses the token to verify
the identity, the token is invalid and cannot be used again. The generation process of a
one-time-use token is random and unpredictable, so it has high security.

Some potential attacks and vulnerabilities remain against the Fuzzy-IBE encryption
scheme, including the following: Collusion attacks, in which multiple malicious users
collaborate, attempting to combine their attributes to decrypt information that they indi-
vidually cannot decrypt. To mitigate this, the scheme can include a crucial management
mechanism designed to reduce the risk of collusion. Identity forgery attacks, where at-
tackers try to forge user identities for unauthorized communication. If attackers obtain
sufficient identity information and construct similar identities, they may decrypt sensitive
information. Improving identity verification accuracy through multi-factor authentica-
tion, such as biometric technology, can address this issue. Side channel attacks, in which
attackers infer keys or sensitive data by analyzing side channel information, like power
consumption changes during encryption operations. Techniques like shielding and filtering
can be adopted to minimize side-channel information leakage. Simultaneously, an effective
revocation mechanism is essential to ensure that only legitimate users can access the system.

In addition, in the design of logistics solutions, the issue of sustainability in the
logistics transportation process should also be recognized. As Pečman et al. pointed
out in their study [35], packaging waste management issues are caused by the surge in
logistics transportation volume. Therefore, while pursuing logistics efficiency and privacy
protection, it is necessary to establish an efficient recycling system. Considering the dynamic
nature of transportation systems, the supply–demand ratio model proposed by Bartuska
et al. provides an effective indicator for evaluating the state of transportation systems [36].
The plan can similarly define the privacy protection supply–demand ratio between the
supply of privacy protection measures and the demand for privacy leakage risk. This
indicator will help evaluate the sustainability of privacy protection schemes.

In summary, the privacy leakage problem caused by technical deficiencies and man-
agement loopholes in data security protection in the logistics and transportation industry
is becoming increasingly prominent. Strengthening data encryption and storage secu-
rity, improving identity authentication and access control mechanisms, and improving
privacy protection and legal awareness can effectively solve these problems and ensure
the safety and efficiency of logistics transportation. At the same time, enterprises and
individuals should work together to form a synergy to promote the healthy and sustainable
development of the logistics and transportation industry.

This scheme is compared with other privacy protection solutions based on several
evaluation metrics, as shown in Table 4.
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Table 4. Comparison of solutions.

Zero-
Knowledge

Proof

Off Chain
Storage

Homomorphic
Encryption

Differential
Privacy The Scheme

Implementation
principle

Miners prove
legality

Off chain storage
for transactions

Hide transaction
amount with

ciphertext

Adds noise to
query results

Key exchange
and identity

policy

Management
Strategies

Verification
without leakage,
zero knowledge

disclosure

Secure
decentralized

storage

Manage
parameters for
homomorphic

operations

Selection of noise
parameters

Security fuzzy
matching

Security
Guarantees

Both parties do
not need to

disclose
information to

each other

Distributed
encryption and

verification

Guarantees
privacy during

computation

Balancing
privacy and data

availability

Selective
disclosure

Cut off contact
between both
parties in the
transaction

Yes No No No Yes

Is the account
anonymous to

the identity
provider?

No No No No Yes

5. Applications and Analysis

In practical applications, customers must contact logistics and transportation compa-
nies in real time to understand the progress. After placing an order, customers can submit
a query request to the company at any time and will receive a data packet containing
a one-time address and encryption key. Logistics companies or e-commerce platforms
encrypt critical information during shipment and transportation using Fuzzy-IBE and send
it to the customer’s one-time token account. Customers can use their private key to decrypt
this information and stay informed of the progress of real-time shipping.

Logistics companies can provide a secure online customer service platform to establish
temporary communication identifiers between customers and transportation companies,
such as one-time chat IDs or session keys. Customers can contact transportation companies
through this service without directly disclosing their contact information.

The scheme does not require the client to understand the operation of elliptic curves.
These token accounts can be automatically generated and managed by the system, and
clients only need to use these accounts without knowing the elliptic curve technology
behind them. In practical applications, the operations related to elliptic curves are usually
encapsulated in libraries or APIs. Users only need to interact through the interface or API
provided by the system while the system internally processes encryption and decryption
operations related to elliptic curves.

The plan aims to serve a wide range of users, including those without a cryptographic
background. Similar to the elliptic curve mentioned above, in the design, complex cryp-
tographic operations are encapsulated in the background and transparent to users. Users
only need to complete secure logistics transactions through a simple interface operation
without understanding the encryption mechanism behind it.

Although one-time-use tokens provide a high degree of anonymity, this anonymity
poses challenges for law enforcement agencies in identifying illegal fund flows during the
global regulatory efforts against money laundering (AML) and counter-terrorism financing
(CFT). To address this, the plan proposes to regulatory agencies the establishment of a
regulatory framework tailored to the characteristics of anonymous coins. This framework
aims to ensure that regulatory requirements are met while protecting user privacy.

Additionally, generating one-time-use tokens involves complex computational pro-
cesses, including hash functions, random number generation, and key pair management.
This complexity may be daunting for ordinary users, increasing the barrier to entry. There-
fore, as emphasized earlier, it is essential to encapsulate these intricate operations within
the design to reduce the difficulty of user operations and enhance usability.
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In practical applications, the distributed system architecture disperses data and com-
puting tasks to multiple nodes, enhancing processing capabilities and response speeds.
Distributed computing frameworks like MapReduce or Apache Hadoop facilitate the pro-
cessing of numerous datasets across various nodes or clusters. This scheme effectively
handles complex and large-scale data processing tasks, leveraging distributed comput-
ing technology to ensure scalability and high-performance data analysis. Additionally,
load-balancing technology is employed to distribute the workload evenly among nodes,
preventing single-point overloads. At the same time, implementing a cache mechanism
often entails storing data or calculation results, thereby reducing the response time for
subsequent requests. These scalability technologies empower the system to manage numer-
ous users and data records, ensuring optimal performance, responsiveness, and resource
utilization, even as workloads increase.

6. Conclusions

This paper proposes a privacy protection scheme for an SSI framework in logistics
transportation and solves the problem of data leakage during logistics transportation. One-
time-use tokens verify identity and enhance data security and user authentication within
the logistics scheme. To ensure users’ personal privacy and logistics route information, the
integrated Fuzzy-IBE effectively hides the true identity, ensures authorized data access,
and prevents unauthorized data leakage. By implementing enhanced data integrity and
confidentiality measures, this scheme can ensure the security and protection of critical
logistics data in various stages such as storage, transmission, and processing. Regulators
are introduced to supervise the conduct of all relevant entities, thereby safeguarding the
rights and interests of all stakeholders. This scheme establishes an environment of trust
between users and entities such as logistics staff, thus promoting the development of the
logistics field. Future work will focus on developing a sample project for demonstration
purposes and aim to optimize the efficiency and other aspects of the scheme.
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