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Abstract: This paper addresses the challenge of distributed fault diagnosis in the context of the
one-sided Lipschitz formation of agents. Each agent integrates an observer to detect and estimate
both linear and non-linear faults in its attitude control subsystem. A robust design configuration
is also developed to account for external perturbations. The robust observer utilized in this study
is an unknown input observer (UIO), designed to mitigate the impact of disturbances on fault and
state estimation errors. The observer’s parameters are determined using linear matrix inequalities
(LMIs). Furthermore, a UIO incorporating an adjustable parameter (AP) is introduced to enhance
fault diagnosis accuracy. Simulation results for two satellite clusters, consisting of five satellites with
varying dynamics due to external disturbances, are presented to validate the approach. Instead of
equipping every agent with an observer, specific agents can be equipped with observers to detect
faults throughout the constellation, thereby reducing computational demands in configurations with
numerous agents. Finally, a comparison is made between the proposed AP-based UIO and a standard
UIO. The comparison findings reveal a noteworthy average of a substantial 56.61% reduction in
root mean square error (RMSE) employing AP-based UIO compared to the utilization of standard
robust UIO.

Keywords: distributed fault diagnosis; adjustable parameter; unknown input observer; formation
control; clustered multi-agent systems

1. Introduction

Multi-agent systems (MASs) comprise multiple agents, and they offer a strategy by
which to decompose complex systems into more manageable and simplified components.
The control of MASs centers around four primary categories: consensus, formation, flocking,
and coverage management [1].

One of the core objectives of formation control is to ensure that agents conform to a
predefined arrangement. Effective formation control strategies can benefit various collabo-
rative endeavors, such as coordinating agent clusters. This approach can enhance mission
resilience, image quality, and stability [2]. The real-world scenarios might necessitate
instances where agents must be integrated into clusters. It is important to note that the
agents within each cluster could exhibit diverse geometric configurations and dynamics [3].

In recent decades, the exploration of MASs has been extensively studied across various
domains and applications, from engineering to finance [4–7]. Because of demanding
operational scenarios, this increase highlights the requirement for improved reliability.
MASs exhibit the limitation of high vulnerability to faults and inaccuracies in contrast to
an integrated system. Additionally, the malfunction of a single unit can be transmitted
through topological associations to its connected nodes, impacting the overall system’s
efficiency. In light of this, system safety becomes a top priority.
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Scientific research is increasingly interested in fault diagnosis, a systematic methodol-
ogy that entails the precise detection, isolation, and identification of underlying faults [8–10].
A fault detection and isolation (FDI) system serves the purpose of identifying and localiz-
ing faults, ensuring its capability to detect the existence of faults and precisely pinpoint
their specific locations. The final step of fault diagnosis, i.e., fault identification, holds
paramount significance. It is vital in yielding comprehensive insights into the fault’s ge-
ometric attributes and dimensions. This pivotal phase plays a crucial role in enhancing
our understanding of fault characteristics, thus contributing substantially to the overall
accuracy and depth of fault analysis [11]. The data derived from the fault diagnosis process
will be utilized for fault-tolerant control (FTC). FTC methods can generally be divided into
active and passive approaches. A substantial amount of literature focuses on passive FTC
or robust methods, as shown by references [12–15]. However, in certain cases, the nature
of faults can threaten the controller’s stability and performance, posing a challenge that
robust control theories or passive FTC cannot effectively address. Active FTC encompasses
two primary strategies: (i) fault accommodation and (ii) reconfiguration. Minor faults
can be effectively managed through fault accommodation, which involves adjusting the
controller parameters to match those of the faulty plant. This process requires modifying
the control algorithm when a fault is detected while maintaining the system components
active and operational. The plant’s input and output, vital elements in the control loop,
remain consistent with the fault-free scenario [12]. Conversely, when applying various fault
reconfiguration strategies, the control loop is restructured to align the controller with the
affected plant. To monitor faults in MASs, current FTC approaches can be categorized into
four main groups: (i) individual methodologies; (ii) cooperative methodologies; (iii) topol-
ogy reconfiguration-based methodologies; and (iv) composition reconfiguration-based
methodologies [16].

As for fault diagnosis techniques, several widely used methods exist, including the
model-based approach, data-driven methodologies, expert systems, and hybrid strate-
gies [2]. In the present context, our study undertakes a comprehensive exploration of the
model-based fault diagnosis techniques, considering their significance within the larger
landscape of fault detection and mitigation.

In recent decades, there has been an emphasis on research initiatives concerning the
fault diagnosis process within agent formation flying (SFF). An innovative fault detection
(FD) system rooted in a decentralized dynamic neural network (DNN) framework was
designed specifically for monitoring the reaction wheels of agents engaged in a formation
flying mission in [17]. A distributed method for identifying, locating, and calculating
actuator failures across SFF is studied in [18]. The primary goal in [19] is to design a
DNN-based strategy for FDI in pulsed plasma thrusters. These thrusters are integral to
the attitude control subsystem of satellites assigned to perform formation flying missions.
The central emphasis lies in advancing the dependability and efficiency of pulsed plasma
thrusters, contributing significantly to the successful accomplishment of formation flying
missions [19]. Azizi and Khorasani [20] introduced a distributed Kalman filter approach
designed to estimate actuator faults in satellites engaged in deep space formation flying.
This method’s applicability extends beyond space missions, encircling expansive domains
like sensor networks and power systems.

Further to their earlier work, Azizi and Khorasani [21] introduced an innovative
hybrid-switching framework designed to cater to the intricate task of cooperative actuator
fault estimation among SFFs operating in deep space. They aim to significantly enhance the
precision and robustness of the fault estimation process within the distinct operational pa-
rameters of deep space missions. Ghasemi and Khorasani [22] presented a pioneering FDI
strategy customized for the attitude control system of SFF. This novel approach employs
the power of extended Kalman filters (EKFs) [22]. These filters are used mainly within three
distinctive architectural frameworks: decentralized, centralized, and semi-decentralized.
Meskin and Khorasani [23] implemented a novel FDI technique for SFF using the multiple-
input, multiple-output (MIMO) formation control architecture. Han et al. [24] explored
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a resilient H∞ distributed fault estimation observer (DFEO) methodology applied to syn-
chronizing attitudes across multiple satellites. Within this framework, they constructed
robust H∞ DFEO modules at each satellite to effectively estimate intermittent faults during
the mission.

Barzegar and Rahimi [25] investigated the challenge of distributed fault identification
and assessment within the formation of satellite clusters. An observer was integrated into
each satellite, capable of fault detection and assessing their scale and dynamics over time.
Additionally, this exploration involved formulating a formation plan, even in the presence
of external disturbances and faults.

External disturbances have a notable impact on fault diagnosis accuracy in multi-
satellite systems. Employing optimization computations to enhance residual responsive-
ness to faults while increasing resilience against disturbances is an effective approach.
Unknown input observer (UIO)-based methods are valuable for isolating disturbances
as an unknown input from the fault estimation procedure. Gao et al. [26] developed a
UIO to mitigate the effects of disturbances on sensor faults. Moreover, in addition to the
utilization of the UIO, the employment of the H∞ approach serves to fortify the robustness
of the observer.

In many MAS fault diagnosis methods, agents can estimate faults in themselves or
nearby agents [27,28]. However, practical situations may require observers for specific
agents instead of all to reduce costs and computational load. To minimize expenses
and computational demands, observers should focus on estimating states and faults in
individual agents and their neighbors. Addressing this, Rahimi and Ahmadpour [29]
explored a distributed UIO-based approach, aiming to approximate the faults of each agent
and its neighbors.

The enhancement in fault estimation performance can be achieved by incorporating
adjustable parameters (APs) into the observer’s design. Introducing these APs grants the
distributed fault diagnosis increased flexibility in its design process and quantitatively
enhances its fault estimation capabilities. A novel approach involving an AP-based DFEO
addresses this advancement [28,30]. This innovation is tailored for MASs characterized
by directed communication topologies and encompasses linear system models, as studied
in [28], and non-linear system models, as discussed in [30].

Motivated by the reviewed literature, the current study contributions are as follows:

1. A fault diagnosis approach for two distinct clusters of agents, each operating under
unique environmental conditions with varying external disturbances. Previous studies
have explored FDI in MASs with diverse dynamics [31–33], and the FTC problem
within the cluster consensus framework has been addressed in [34]. It is worth noting
that few existing approaches in the literature address fault detection and estimation
for agents belonging to separate clusters and exposed to dissimilar environmental
conditions. The primary focus is developing a method using UIOs for distributed fault
detection and estimation within satellite cluster formations.

2. Integrating APs into the observer’s design enhances fault estimation performance and
contributes to this overall improvement. Compared with the work in [25], referred
to as simple UIO in this study, this study focuses on developing AP-based distributed
fault diagnosis. It represents the first investigation of using AP and UIO for time-
varying fault diagnosis across the formation of satellites belonging to different clusters.
Compared to the AP-based observer design in [28,30], the present study exhibits ad-
vancements on several fronts. First, it introduces a novel UIO mechanism to decouple
the influence of disturbances from fault estimation errors effectively. Second, it ex-
plores a broader spectrum of non-linear functions, enhancing the model’s adaptability.
Third, the study delves into incorporating weighted clusters of agents, expanding the
scope of analysis and applicability.

3. The MAS demonstrates one-sided Lipschitz non-linearity, offering a comprehensive
framework for modeling various practical non-linear systems [35]. In recent years, the
utilization of one-sided non-linear systems for fault diagnosis and consensus control
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in MASs has garnered significant interest [36–39]. Compared to existing literature, this
study marks the pioneering exploration of one-sided non-linearities for the distributed
robust fault diagnosis of clustered MASs.

The rest of this paper is organized as follows: The foundational concepts, system de-
scriptions, and strategies for cluster formation control and AP-based robust fault diagnosis
observer design are discussed in Section 2. The outcomes of simulations are presented
in Section 3, and future research directions are outlined in Section 4. Finally, Section 5
summarizes the concluding remarks.

2. Methodology

This section details the communication topology and agent dynamics, providing a
foundation for the subsequent discussion on the control approach and fault diagnosis in
the proposed methodology.

2.1. Graph Preliminaries

The interactions between agents are commonly shown in interaction graphs. This
section presents essential conventions in graph representation:

A graph primarily consists of nodes denoted as ϑ = {ϑ1, ϑ2, . . . , ϑN} alongside edges
indicated by ε ⊆ ϑ × ϑ. The weight of each connection is portrayed within the components
of the adjacency matrix, A =

[
anj
]
∈ RN×N . Specifically, anj = 1, when a communication

path exists from node n to node j; otherwise, anj = 0. Directed edges form connections
between groups of nodes, creating directed graphs. Conversely, undirected graphs adhere
to the relationship anj = ajn.

Regarding notations, a given matrix N is identified as both positive definite (N > 0)
and positive semidefinite (N ≥ 0). Matrix I represents the identity matrix with appropriate
dimensions. The Kronecker product of matrices K and J is denoted as K

⊗
J, is an operation

on two matrices of arbitrary size resulting in a block matrix. Given two matrices K of size
m × n and J of size p × q, the Kronecker product K

⊗
J is defined as an mp × nq matrix

formed by multiplying each element of K by the entire matrix J.

2.2. System Architecture

The behavior exhibited by agent r within MASs can be described using the follow-
ing dynamics:

.
xr(t) = A1xxr(t) + A1uur(t) + A1wwr(xr(t)) + A1 f fr(t) + A1ddr(t), (1)

yr(t) = C1xr(t), (2)

where the system states are denoted as xr(t) ∈ Rnx , and the control input for agent r is
expressed as ur(t) ∈ Rnu . Furthermore, the potential fault within the system is fr(t) ∈ Rn f ,
while the disturbance element is dr(t) ∈ Rnd . Additionally, the output vector of the rth
agent is represented as yr(t) ∈ Rny . Matrices A1x, A1u, A1w, A1 f , A1d, and C1 are all of
compatible dimensions.

The information regarding the one-sided Lipschitz non-linear function wr(xr(t)) ∈
Rnw , in relation to xr(t) is available and the condition is presented in (3) [40]. In the context
of this research, we denote the one-sided Lipschitz constant as “L” to quantify specific
properties. The constant L can differ depending on various working conditions, such as
working in separate clusters of agents.

⟨wr(xr1(t))− wr(xr2(t)), xr1(t)− xr2(t)⟩ ≤ Li ∥ xr1(t)− xr2(t) ∥2 (3)

Remark 1. The one-sided Lipschitz non-linearities encompass many practical non-linear systems,
including classic Lipschitz conditions as specific cases. Research indicates that one-sided Lipschitz
constants are smaller than classical Lipschitz constants. This reduction lessens conservatism
when addressing linear matrix inequalities (LMIs) involving Lipschitz non-linearities, such as
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in [25]. Notably, one-sided Lipschitz constants can assume zero or negative values, unlike Lipschitz
constants, which must remain positive. Any Lipschitz function also qualifies as a one-sided Lipschitz
function. However, the converse is not necessarily true [36].

Lemma 1. ([41]). For a given matrix P, we have the following:

• The set D(O, r) representing a closed circular region with a center at O and a radius of r.
• The eigenvalues of matrix P are situated within the confines of the circular region.

Then, it can be assumed that a positive definite symmetric matrix Y = YT > 0 exists, which
fulfills the given conditions. [

−Y YP − OY
∗ −r2Y

]
< 0

Lemma 2. ([42]). Assume that matrices Z1 and Z2 possess suitable dimensions, and there exists a
positive constant ρ such that

Z1ZT
2 + Z2ZT

1 ≤ (1/ρ)Z1ZT
1 + ρZ2ZT

2 .

This concludes the required foundations to discuss the proposed methodology in the
next section.

2.3. Proposed Methodology

This section explores the topic of formation control concerning one-sided Lipschitz
non-linear MASs. Furthermore, a UIO is detailed to detect and estimate faults to mitigate
disturbances and achieve partial decoupling.

In [23], a classification of five primary SFF control architectures is introduced: (i) MIMO;
(ii) leader–follower; (iii) virtual structure; (iv) cyclic; and (v) behavioral. Leader–follower
and virtual structure approaches stand out as the prevailing strategies in SFF control.
Within the leader–follower approach, a designated leader satellite dictates the desired
motion for the other satellites in the formation. In contrast, the virtual structure method
imparts the desired motion to a satellite by implementing an abstract geometric framework.
This framework can vary for every cluster.

Given the description of MASs outlined in (1) and (2), an algorithm for forming
clusters within the MAS framework comprising R agents is provided as follows [43]:

ur(t) = mK

(
∑
i∈R

ari[Xi(t)− Xr(t)− dri]

)
, (4)

where m > 0 is coupling gain, K represents the feedback gain matrix, and dri is a predeter-
mined and constant distance between agents within the system.

To detect and estimate faults within MASs, if we consider an augmented state that en-
compasses both the states and faults of individual agents, denoted as x̄r(t) =

[
xT

r (t), f T
r (t)

]T ,
then it is possible to transform the equations of the MASs (1) and (2) as follows:

.
xr(t) = A2xxr(t) + A2uur(t) + A2wwr(xr(t)) + A2 f fr(t) + A2ddr(t), (5)

yr(t) = C2xr(t), (6)

employing the given matrices,

A2x =

[
A1 A1 f
0 0

]
, A2u =

[
A1u

0

]
,

A2d =

[
A1d

0

]
, A2w =

[
A1w

0

]
, C2 =

[
C1 0

]
, A2 f =

[
0

A1 f

]
.

(7)
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A UIO can be employed to identify and approximate faults present in both the agent
and its neighbors.

By merging the state vectors of a specific agent and all of its neighboring agents, the
collective state vector for the entire MASs is constructed.

X(r)(t) =


xr1(t)
xr2(t)

...
xrR(t)

 (8)

Let us merge the augmented form of the state vector of one agent and its neighbor and
build a global augmented state vector,

X(r)(t) =


Xr1(t)
Xr2(t)

...
XrR(t)

, (9)

where X̄ri(t) =
[
xT

ri(t), f T
ri (t)

]T , i ∈ {1, . . . , R}. Hence, the agents’ dynamics can be summa-
rized as follows:

.
Xr(t) = A3xXr(t) + A3uUr(t) + A3wW(xr(t)) + A3 f Fr(t) + A3dDr(t), (10)

Yr(t) = C3xr(t), (11)

A3x = IR ⊗ A2, B3u = IR ⊗ B2u,
B3d = IR ⊗ B2d, B3w = IR ⊗ B2w,
C3 = IR ⊗ C2, B3 f = IR ⊗ B2 f ,

(12)

where

W
(

x(r)(t)
)
=


wr1(xr1(t))
wr2(xr2(t))

...
wrR(xrR(t))

, F(r)(t) =


f̄r1(t)
f̄r2(t)

...
f̄rR(t)

, D(r)(t) =


dr1(t)
dr2(t)

...
drN(t)

, U(r)(t) =


ur1(t)
ur2(t)

...
urR(t)

, Y(r)(t) =


yr1(t)
yr2(t)

...
yrR(t)

. (13)

The UIO associated with the system derived in (10) and (11) equipped with APs (H(r)
and R1(r)) to improve fault diagnosis precision can be formed as follows:

.
Ω(r)(t) = T(r)Ω(r)(t) + ∁(r)U(r)(t) +

(
I − θ(r)C2

)
A2wW

(
ˆ
X (r)(t)

)
+λ(r)Y(r)(t) + G(r)1(r)

(
Y(r)(t)− Ŷ(r)(t)

)
+H(r)R1(r)1(r)

(
.

Y(r)(t)−
.̂

Y(r)(t)
)

,
(14)

X̂ (r)(t) = Ω(r)(t) + θ(r)Y(r)(t), (15)

where
µ1(r) = diag{a1r, a2r, . . . , aRr} ⊗ Iny , (16)

Ŷ(r)(t) = C3(r)
ˆ̄X(r)(t). (17)

Initially, it is essential to outline the necessary assumption that must be satisfied
for the viability of the proposed UIO. Subsequently, the error dynamics can be formed
and discussed.
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Assumption 1. The AP-based UIO here aims to isolate a portion of disturbances, thereby mitigating
the adverse effects caused by the remaining disturbance components. The system must satisfy the
following requirements to design the UIO (15) according to the abovementioned conditions.

rank([C2 Ad1]) = rank([Ad1]) = rank([(IR ⊗ C1)(IR ⊗ Ad1)]) = rank ([(IR ⊗ Ad1)]) (18)

This implies that vector dr(t) can be formulated as dr(t) =
[
dT

r,1(t) dT
r,2(t)

]T
. It is

assumed that dr,1(t) can undergo decoupling, unlike dr,2(t). Furthermore, a condition
is placed such that the matrix A1d =

[
Ad1 Ad2

]
, where the matrix Ad1 possesses a

full-column rank.
States and output residuals can be ascertained using the following procedure:

∼
X̄ (r)(t) = X (r)(t)− X̂ (r)(t)
∼
Y(r)(t) = Y(r)(t)− Ŷ(r)(t).

(19)

Consequently, the error dynamics can be described as follows:

ϵ(r)(t) = X (t)− X̂ (t) = X (r)(t)− Ω(r)(t)− θ(r)Y(r)(t)
)

=
(

I − θ(r)C2(r)

)
X (r)(t)− Ω(r)(t) =

(
α(r)

)
X (r)(t)− Ω(r)(t).

(20)

We adopt the assumption that α(r) = I − β(r)C2(r). Regarding the derivative of the
error, we have the following:

.
ϵ(r)(t) =

(
α(r)

) .
X (r)(t)−

.
Ω(r)(t)= α(r)

(
A2xX (r)(t) + A2uU(r)(t) + A2wW

(
X(r)(t)

))
+Ad1D(r),1(t) + Ad2D(r),2(t))−

(
T(r)Ω(r)(t) + ∁(r)U(r)(t) +

(
I − θ(r)C2(r)

)
A2wG

(
X̂ (r)(t)

)
+λ(r)y(r)(t) + G(r)1(r)

(
Y(r)(t)− Ŷ(r)(t)

)
+ H(r)R1(r)1(r)

(
.

Y(r)(t)−
.̂

Y(r)(t)
))

.

(21)

The following is a derivation of error by applying (15):

.
ϵ(r)(t) = α(r)A2xX (r)(t) +

(
α(r)A2u − ∁(r)

)
U(r)(t) + α(r)A2w

(
W
(
X (r)(t)

)
− W

(
X̂ (r)(t)

))
+α(r)Ad1(r)D̄(r),1(t) + α(r)Ad2(r)D̄(r),2(t)−

(
T(r)X̂ (r)(t)− T(r)θ(r)Y(r)(t)

+λ(r)y(r)(t) + G(r)µ1(r)

(
Y(r)(t)− Ŷ(r)(t)

)
+ H(r)R1(r)µ1(r)

(
.

Y(r)(t)−
.̂

Y(r)(t)
))

.

(22)

Given that λ(r) is defined as the sum of λ1(r) and λ2(r), we can express this as follows:

.
ϵ(r)(t) = α(r)A2xX̂ (r)(t) + ϵ(r)(t)

(
α(r)A2x − G(r)µ1(r)C2(r) − λ1(r)C2(r)

)
+
(

α(k)A2u(k) − ∁(k)
)

U(k)(t) + α(r)A2w

(
W
(
X (r)(t)

)
− W

(
X̂ (r)(t)

))
+α(r)Ad1(r)D̄(r),1(t) + α(r)Ad2(r)D(r),2(t)−

(
T(r)X̂ (r)(t)− T(r)θ(r)Y(r)(t)

+λ1(r)C2(r)X̂ (r)(t) + λ2(r)Y(r)(t)
)
+ H(r)R1(r)1(r)C2(r)

( .
ϵ(r)(t)

)
.

(23)

By fulfilling the conditions outlined in (24), (27) can be simplified to (25). As a result,
it becomes evident that satisfying (24) leads to the decoupling of the variable d̄r,1(t).

α(r)Ad1 = 0,
α(r)A2u = ∁(r),(

α(r)A2x − λ1(r)C2

)
θ(r) = λ2(r),

α(r)A2x − λ1(r)C2 = T(r),

(24)
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.
ϵ(r)(t) =

(
α(r)A2x − G(r)µ1(r)C2 − λ1(r)C2

)
ϵ(r)(t) + α(r)A2wW̃(r)(t)+

α(r)Ad2D̄(r),2(t) + H(r)R1(r)µ1(r)C2

( .
ϵ(r)(t)

)(
I − H(r)R1(r)µ1(r)C2

) .
ϵ(r)(t)

=
(

α(r)A2x − G(r)µ1(r)C2
− λ1(r)C2

)
ϵ(r)(t) + α(r)A2wW̃(r)(t) + α(r)Ad2D̄(r),2(t),

(25)

where W̃(r)(t) =
(

W
(

x(r)(t)
)
− W

(̂̄x(r)(t))). Equation (25) serves to illustrate that d̄r,1(t)
is indeed decoupled under the mentioned conditions.

In the scenario where U is defined as
(

I − H(r)R1(r)µ1(r)C2

)
,

(U)
.
ϵ(r)(t) =

(
α(r)A2x − G(r)µ1(r)C2 − λ1(r)C2

)
ϵ(r)(t) + α(r)A2wW̃(r)(t) + α(r)Ad2D̄(r),2(t). (26)

By performing division by U,
.
ϵ(r)(t) = U−1

((
α(r)A2x(r) − G(r)µ1(r)C2(r) − λ1(r)C2

)
ϵ(r)(t) + α(r)A2wW̃(r)(t) + α(r)Ad2D̄(r),2(t)

)
. (27)

When dealing with the error dynamics outlined above, the initial step involves de-
termining APs. A set of guidelines governs the procedure for selecting the APs. Initially,
priority is given to constructing the matrix H(r) with rows of full rank, a strategic move
aimed at elevating the H∞ performance in Theorem 1 and consequently decreasing its
parameter γ. Subsequent to this, the refinement of γ reduction is pursued by systematically
exploring different values for R1(r), utilizing an iterative approach to find the optimal

fit. Consequently, the structure of matrix U =
(

I − H(r)R1(r)µ1(r)C2

)
is established as a

preliminary step preceding the computation of observer gains.

Theorem 1. Given constants r and O, representing the center and radius of a circular region labeled
as D(O, r), and an adjustable performance threshold for H∞ denoted as γ, we proceed. Let us assume
that the eigenvalues of the matrix

((
I − φ(r)C2 − G1(r)S(r)C2

)
A2x − G2(r)(r) − G3(r)C2

)
are

situated within the confines of the LMI region D(O, r). Further, let us assume that the error system
(27) demonstrates asymptotic stability. To fulfill these conditions, the following criteria must be met:

(i) Matrix Pr is symmetric and positive definite; (ii) the existence of matrices G1(r), G2(r), and
G3(r); (iii) a predetermined matrix U; and (iv) the presence of positive real constants L and ρ, which
all satisfy the subsequent set of LMIs:

∏ =

∏11 ∏12 ∏13
∗ −γI 0
∗ ∗ −ρI

 < 0, (28)

[
−Pr ∏1 − O(P r

)
U

∗ −r2UT(P r
)
U

]
< 0, (29)

where

θ(r) = A1d(r)

(
C2(r)A1d(r)

)+
+ J(r)

[
I − C2(r)A1d(r)×

(
C2(r)A1d(r)

)+]
= φ(r) + J(r)S(r) , (30)

(
C2(r)A1d(r)

)+
=

((
C2(r)A1d(r)

)T(
C2(r)A1d(r)

))−1
×
(

C2(r)A1d(r)

)T
,

φ(r) = A1d(r)

(
C2(r)A1d(r)

)+
,

S(r) = I − C2(r)A1d(r)

(
C2(r)A1d(r)

)+
,

(31)

and
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∏1 =
(
Pr I −Pr φ(r)C2 − G1(r)S(r)C2

)
A2x − G2(r)µ(r) − G3(r)C2,

∏̄11 = (UT(Pr I −Pr φ(r)C2 − G1(r)S(r)C2)A2x−G2(r)µ(r) − G3(r)C2)
T + ((Pr I −Pr φ(r)C2−G1(r)S(r)C2)A2x−

G2(r)µ(r) − G3(r)C2 + ρL2 I + I)U),

∏̄12 = UT
(
Pr I −Pr φ(r)C2 − G1(r)S(r)C2

)
α(r),

∏̄13 = UT
(
Pr I −Pr φ(r)C2 − G1(r)S(r)C2

)
A2w.

(32)

Moreover, J(r) = Pr
−1G1(r), G(r) = Pr

−1G2(r), and λ1(r) = Pr
−1G3(r). To enhance

estimation performance, LMIs are solved using the Yet Another Linear Matrix Inequality Parser
(YALMIP) optimization toolbox in MATLAB, where the adjustable parameter γ in LMIs is op-
timized to minimize H∞ performance. Furthermore, to optimize execution time, the YALMIP
framework has been enhanced by integrating the Toh–Todd–Tütüncü (SDPT3) solver from semidef-
inite programming. Therefore, simulations are conducted in MATLAB, utilizing YALMIP for
solving LMIs and integrating SDPT3 to efficiently manage inequalities within the semidefinite
programming framework.

Proof. The Lyapunov function for rth agent is defined as follows [13]:

Vr = ϵT
(r)

(
UTP rU

)
ϵ(r),Pr > 0. (33)

Using (27), we have
.

Vr =
.
ϵ

T
(r)
(
UTP rU

)
ϵ(r) + ϵT

(r)

(
UTP rU

) .
ϵ(r) =

(
U−1

((
α(r)A2x(r) − G(r)µ1(r)C2(r) − λ1(r)C2

)
ϵ(r)(t)

+α(r)A2wW̃(r)(t) + α(r)Ad2D̄(r),2(t))
T(UTP rU

)
ϵ(r) + ϵT

(r)

(
UTP rU

)(
U−1

((
α(r)A2x(r) − G(r)µ1(r)C2(r) − λ1(r)C2

)
ϵ(r)(t) + α(r)A2wW̃(r)(t) + α(r)Ad2D̄(r),2(t))

T .

(34)

Further simplifying the above equation gives the following:

.
Vr = ϵT

(r)

((
U−1

((
α(r)A2x(r) − G(r)µ1(r)C2(r) − λ1(r)C2

)T(
UTP rU

)
+
(
UTP rU

)(
U−1

((
α(r)A2x(r) − G(r)µ1(r)C2(r) − λ1(r)C2

))
ϵ(r)

+2U−1
(

ϵT
(r)(t)

(
UTP rU

)
α(r)A2wW̃(r)(t)

)
+ 2U−1

(
ϵT
(r)(t)

(
UTP rU

)
α(r)Ad2D̄(r),2(t)

)
.

(35)

Considering p(r) =
(
α(r)A2x(r) − G(r)µ1(r)C2(r) − λ1(r)C2

)
, (34) can be defined as

.
Vr(t) = ϵT

(r)(t)U
−1
((

p(r)
)T(

UTP rU
)
+
(
UTP rU

)
p(r)

)
ϵ(r)

+2U−1
(

ϵT
(r)(t)

(
UTP rU

)
α(r)A2wW̃(r)(t)

)
+ 2U−1

(
ϵT
(r)(t)

(
UTP rU

)
α(r)Ad2D̄(r),2(t)

)
.

(36)

From Lemma 2,

2ϵ(r)

(
UTP rU

)
α(r)A2wW̃(r) ≤

(
1
ρ

)
ϵT
(r)(t)

(
UTP rU

)
α(r) × A2w

((
UTP rU

)
α(r)A2w

)T
ϵ(r)(t) + ρW̃T

(r)W̃(r). (37)

From (3), for a one-sided Lipschitz non-linear function, we have

W̃T
(r)W̃(r) =

(
W̃r

r

)T(
W̃r

r

)
+
(

W̃ j
r

)T(
W̃ j

r

)
+ · · ·+

(
W̃N

r

)T(
W̃N

r

)
≤ L2∥ X r

r − X̂
r
r ∥

2
+ · · ·

+L2
|N|∥ X N

r − X̂
N
r ∥

2
≤ L2

(
∥ X r1 − X̂ r1 ∥

2
+ · · ·+ ∥ X N

r − X̂
N
r ∥

2)
≤ L2ϵT

(r)ϵ(r),
(38)

where W̃(r) =
(

W
(
X (r)(t)

)
− W

(
X̂ (r)(t)

))
and L = max{Lrk}, k ∈ {1, . . . , R}. For a

constant ρ:
ρL2ϵT

(r)ϵ(r) − ρW̃T
(r)W̃(r)(t) ≥ 0. (39)
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Assume D̄(r),2(t) = 0. Using (37), we can rewrite (39) as

.
Vr = ϵT

(r)U
−1
((

p(r)
)T(

UTP rU
)
+
(
UTP rU

)
p(r) + (1/ρ)

(
UTP rU

)
α(r)A2w ,

×
((

UTP rU
)
α(r)A2w

)T
+ ρL2 I

)
ϵ(r)(t)

)
< 0.

(40)

Using the Schur decomposition, the next inequality can be defined:

vr =

[
∏11 Prα(r)A2w
∗ −ρI

]
< 0, (41)

where

∏11 = U−1
(

p(r)
)T(

UTP rU
)
+
(

UTP rU
)

p(r) + ρL2. (42)

If the non-equality (40) is satisfied, then
.

Vr < 0 and the error dynamics are stable.
Examining the case where D̄(r),2(t) ̸= 0. One can define ∏r as

∏r =
∫ Tf

0

(
ϵT
(r)ϵ(r) − γD̄(r),2(t)

T D̄(r),2(t)
)

dt. (43)

From (34),

∏r =
∫ Tf

0

(
ϵT
(r)ϵ(r) − γD̄(r),2(t)

T D̄(r),2(t) +
.

Vr

)
dt −

∫ Tf

0

.
Vrdt. (44)

Using the new ∏r, (43) can be rewritten as

∏r =
∫ Tf

0

[
ϵT
(r) D̄(r),2(t)

T
]
,

Π

[
ϵ(r)
D̄(r),2(t)

]
dt −

∫ Tf
0

.
Vrdt,

(45)

where

Π =

[
Π11 UTP rα(r)Ad2D̄(r),2(t)
∗ −γI

]
(46)

and

Π11 = Γ11 +

(
1
ρ

)
UTP rα(r)A2w

(
Prα(r)A2w

)T
+ I. (47)

Using Schur decomposition, the Π is equivalent to

Π =

UT
((

p(r)
) T

Pr + Pr p(r) + ρL2I + I
)

Prα(r)Ad2

∗ −γI
∗ ∗

Prα(r)A2w
0

−ρI

. (48)

Recalling α(r) = I − β(r)C2(r) and using (30) yields

α(r) =
(

I − φ(r)C2(r) − J(r)S(r)C2(r)

)
. (49)

Substituting inequality α(r) into Π, gives

∏ =

∏11 ∏12 ∏13
∗ −γI 0
∗ ∗ −ρI

, (50)

where



Electronics 2024, 13, 2759 11 of 17

∏̄11 =
(

UT
(
Pr I −Pr φ(r)C2 − G1(r)S(r)C2

)
A2x −G2(r)(r) − G3(r)C2

)T
+
((

Pr I −Pr φ(r)C2

−G1(r)S(r)C2

)
A2x − G2(r)(r) − G3(r)C2 + ρL2 I + I

)
U),

∏̄12 = UT
(
Pr I −Pr φ(r)C2 − G1(r)S(r)C2

)
α(r),

∏̄13 = UT
(
Pr I −Pr φ(r)C2 − G1(r)S(r)C2

)
A2w.

(51)

By substituting G1(r) = Pr J(r), G2(r) = PrG(r), and G3(r) = Prλ1(r) into (49), using Lemma 1

reveals that the eigenvalues of
((

I − φ(r)C2 − G1(r)S(r)C2

)
A2x − G2(r)µ(r) − G3(r)C2

)
reside

in D(O, r), which means proof of Theorem 1 is complete. □

3. Results and Discussion

This section provides simulation results for fault detection and estimation methods
discussed earlier. The simulations were run on a Windows computer Dell Precision T1700
series with one Intel Xenon Quad Core central processing unit (CPU) of 3.50 GHz power,
16 GB of random access memory (RAM), and a Nvidia Quadro K620 graphics card with
2 GB memory. Figure 1 depicts an assembly of five small communication satellites under a
directed communication topology, with two identified as faulty (highlighted in red). The
configuration consists of two clusters, where satellites within each cluster share a common
goal different from those in the other cluster.
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A mathematical representation of a geostationary communications satellite positioned
in the Earth’s equatorial plane was developed in [44]. This involved creating a linearized
state–space model tailored explicitly for the satellite’s geostationary orbit. The state–space
model of the current research incorporates non-linearity by introducing a one-sided Lip-
schitz non-linear function. Considering (1) and (2), the depiction of the one-sided Lips-
chitz non-linear satellite model is presented in (52). Where there are four states, namely,
x1 = R = r

Re
= Re+h0

Re
, x2 = θ, x3 =

.
R, x4 =

.
θ [44], and Re is the Earth’s radius, h0 is the

altitude of the communication satellite measured from the Earth’s surface, and θ indicates
the circular movement of the satellite with respect to the reference axis.
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A1x =


0 1 0 0
0 0 0 1

0.01036 −0.01 0 0.7753
0 0 −0.1774 0

 ,

A1u =


0 0
0 0
1 0
0 0.1511

, A1 f =


1
1
1
1

, A1w =


0.2
0
0
0

 ,

A1d =


−0.01 0.02
−0.2 0.01
0.2 −0.02

0.01 0.2

, C1 =

1 0 0 0
0 1 0 0
0 0 1 0



(52)

Since the number of outputs is less than the unknown inputs, the disturbances can
be decoupled partially [12]. This means, as explained in Assumption 1, that dr,1(t) can
undergo decoupling. We account for the satellites’ one-sided Lipschitz non-linear parts
using the following:

w1−7(x1−7(t)) = (x1−7(t))
2sin(x1−7(t)). (53)

The disturbance vectors for satellites within distinct clusters differ from those of
satellites in other clusters due to variations in the operational and environmental conditions.
The external disturbances in the first and second clusters are illustrated below:

d1−3(t) =
[
5cos(t)5cos(t)]T ,

d4−5(t) =
[
2sin(4t)2sin(4t)]T .

(54)

This study focuses on component faults, specifically sudden actuator faults along
all four axis states. We have two faulty satellites with the simultaneous faults outlined
as follows:

f2(t) =


100sin(30t) + 70cos(t) 2s ≤ t < 6s
t − 100 7s ≤ t < 14s
t 16s ≤ t < 18s
0 other

,

f4(t) =


20cos(t) 4s ≤ t < 10s
12cos(100t) + 18cos(10t) 11s ≤ t < 15s
0 other.

(55)

Leveraging the insights in this paper, the fault and state estimator embedded within
satellite 1 demonstrates the capacity to approximate the faults transpiring in satellites 2
and 4, which are susceptible to faults.

In the following figures, the term A# denotes agent number # or satellite number #.
This abbreviation is used for brevity. To identify the fault, residuals are computed using
(19). Figure 2 illustrates that the observer incorporated within satellite 1 can detect the
faults occurring in satellites 2 and 4, which are part of a distinct cluster. By analyzing
Figure 2, it is possible to detect the occurrence time for faults and their corresponding
satellites to isolate them at a suitable time.

The outcomes of the fault estimation simulation are depicted in Figures 3 and 4. As
can be seen in Figure 3, the observer integrated within satellite 1 can estimate the faults
occurring in satellites 2 and 4, which belong to a different cluster.

As shown in Figure 5, the fault estimation for the UIO established on satellite 2 is com-
pared with the AP-based one. The results in Table 1 emphasize that the H∞ performance
level will improve by selecting appropriate APs. Furthermore, as shown in Table 2, signifi-
cant improvements in fault estimation root mean square error (RMSE) have been achieved,
with an average reduction of approximately 56.61% in the difference between actual and
estimated fault values using two approaches: robust UIO and AP-based robust UIO.
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Figure 5. Fault estimation by AP-based and simple UIO [25].

Table 1. Robust observer performance level comparison.

Observation Type Performance Level

General Robust UIO γ = 1.12
AP-Based Robust UIO γ = 0.85

Table 2. Fault estimation error comparison.

Max RMSE Fault-Free During Fault

Robust UIO 0.0436 1.252
AP-Based Robust UIO 0.0211 0.5432

A circular region with a center at −7 and a radius of 1.5 is used to avoid excessively
high observer gains. From (29), this restriction is implemented through the LMI.

After numerous trials, we determined that H(r)=
[

1 0
0 1

]
and R1(r) =2.8 are the best-

suited APs. It is essential to mention that similar to other constant matrices in (10), matrix
H(r) should undergo dimension expansion using the Kronecker product. This expansion
plays a vital role in ensuring that the dimensions are appropriately aligned for global
observer design (14), where the dimension of constant matrices in each satellite depends
on the number of its neighbors.

4. Future Research Directions

Future research directions could include developing algorithms for groups of agents
with different dynamics addressing the heterogeneity in MASs. This heterogeneity could
involve having different system orders. Additionally, exploring various forms of topology,
such as switching topology, could effectively isolate faulty agents.

Furthermore, as the current study focuses on model-based fault diagnosis, integrating
a hybrid approach that combines model-based and data-driven methods could potentially
overcome each method’s inherent limitations. This integration could pave the way for more
advanced analytical techniques in fault diagnosis.

Finally, future research could evaluate the system’s performance under different non-
linearities and investigate its quadratically inner-bounded properties. Additionally, the
application of the AP-based method to other observers can be explored.

5. Conclusions

This study presents a fault diagnosis method using APs for MASs. Simulation results
demonstrated that adding APs to robust UIO can enhance precision and design flexibility.
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We also developed a distributed time-varying failure estimation and detection system for
satellite clusters. Our approach, integrating UIO, minimizes external disturbance effects,
ensuring robustness. The case study involving one-sided Lipschitz non-linear satellite
clusters operating in diverse environments showcased the effectiveness of our approach in
detecting multiple simultaneous time-varying faults. The result is compared with the fault
diagnosis approach using general UIO in [25] to highlight the potential of the AP-based
UIO fault diagnosis method. Although the methods in this study were tested on a singular
implementation, they can be applied to any multi-agent system topology, accommodating
various numbers of healthy and faulty agents with different forms of communication,
including directed and undirected graphs.
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