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Abstract: Traditionally, studies have primarily focused on single event effects in aerospace electronics.
However, current research has confirmed that atmospheric neutrons can also induce single event
effects in China’s advanced technology relay protection devices. Spallation neutron irradiation
tests on a Loongson 2K1000 system-on-chip based relay protection device have revealed soft errors,
including abnormal sampling, refusal of operation and interlock in the relay protection device. Given
the absence of standardized evaluation methods for single event effects on relay protection devices,
the following research emphasizes the use of Monte Carlo simulation and software fault injection.
Various types of single event upsets, such as single bit upsets, dual bit upsets, and even eight bit
upsets, were observed in Monte Carlo simulations where atmospheric neutrons hit the chip from
different directions (top and bottom). The simulation results indicated that the single event effect
sensitivity of the relay protection device was similar whether the neutron hit from the top or the
bottom. Through software fault injection, the study also identified soft errors caused by neutron
induced single event upsets on the Loongson 2K1000 system, including failure to execute, system
halt, time out, and error result. And the soft error number of system halts and error results exceeded
that of time outs and failures to execute in all three tested programs. This research represents a
preliminary assessment of single event effects on relay protection devices and is expected to provide
valuable insights for evaluating the reliability of advanced technology relay protection devices.

Keywords: relay protection device; Monte Carlo; fault injection; single event effect; soft error

1. Introduction

Relay protection devices are crucial components in power systems, serving the impor-
tant function of swiftly disconnecting faults and maintaining the stability of the grid [1-3].
The reliability of these devices has a direct impact on the overall stability of the grid [4-6].
Relay protection devices commonly embrace emerging applications and advanced semi-
conductor technologies [7,8]. However, these advancements also introduce new challenges,
such as the susceptibility to single event effects (SEE) induced by atmospheric neutrons.

In the field of aerospace electronic systems, significant attention has traditionally
been given to SEE due to the presence of energetic particles. These particles can deposit
energy and cause single event upsets (SEU) and other effects [9,10]. However, there is
relatively little focus on the impact of SEE on advanced technology relay protection devices.
When evaluating factors influencing the reliability of advanced technology relay protection
devices, the emphasis has typically been on voltage, temperature, electromagnetic interfer-
ence, and others rather than SEE [11]. In [12], the overvoltage and undervoltage effect on
relay protection devices was discussed. In [13], the impact of a static var compensator on a
distance protection relay was evaluated. In [14], a test device simulating live verification
relay protection as designed. In [15], an intelligent relay protection system was developed,
and the system can automatically select a relay protection set point basing initial data on
weather conditions, time of year, soil resistance, current, voltage, etc. In [16], the failure
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causes of relay protection switching power supply were explored. In [17], the author pro-
vided a reliable quantitative basis for relay protection systems’ operating maintenance by
the aid of a semi-supervised Mahalanobis distance machine learning algorithm. And in [18],
authors subdivided the influence factors of incorrect actions on relay protection devices
of the State Grid Corporation of China from 2006 to 2017; they considered the causes of
incorrect actions mainly from defects in relay protection devices, secondary circuits or
communication systems. In [19,20], the outstanding engineers, K. Zimmerman and D. Haas
from Schweitzer Engineering Laboratories, appealed to the manufactures and end users
to continuously monitor and work toward improving overall system design to mitigate
single event effects. All these facts indicate that the field of relay protection device currently
lacks consideration of single event effects, as it primarily concentrates on conventional
factors. Especially with the increase use of advanced technology semiconductor devices in
the field of relay protection, the continued neglect of single event effects on relay protection
devices may lead to unpredictable consequences. Therefore, it is crucial to urgently conduct
research on single event effects of advanced technology relay protection devices in the
present and near future.

Relay protection devices typically operate in terrestrial environments where they are
exposed to atmospheric neutrons. These neutrons possess a broad energy spectrum, ranging
from meV to GeV [21]. When these neutrons interact with atomic nuclei in semiconductors,
they can induce SEE. For example, high-energy neutrons may react with silicon and
produce secondary high-energy heavy ions, while thermal neutrons can interact with boron
contamination and generate energetic secondary particles. These energetic secondary
ions/particles can deposit energy in the semiconductor and result in SEE [22]. It can be
speculated that as more advanced semiconductor devices are utilized in relay protection
devices, the risk of SEE also increases. Therefore, it becomes crucial to pay more attention
to this issue. Notably, there have been recorded incidents of SEE in Chinese relay protection
devices in 2018 and 2020 [23,24]. These incidents highlight the importance of assessing the
impact of SEE on relay protection devices in China. As the largest supplier of complete
electric power equipment in China and an active participant in the global power industry,
the NARI Group Corporation (NARI) has an obligation and responsibility to acquire
knowledge of atmospheric neutron SEE on advanced technology relay protection devices
in China [25]. As a result, our current research is dedicated to addressing the influence of
SEE on Chinese relay protection devices.

The spallation neutron source is an excellent candidate for conducting atmospheric
neutron induced SEE evaluation [26]. With the operation of the China Spallation Neutron
Source (CSNS), it has become feasible to study atmospheric neutron SEE in China [27,28].
Due to factors such as uncertainty in irradiation tests, irradiation hours, and cost, the
current study primarily focuses on using spallation neutron irradiation to confirm whether
SEE can affect the target relay protection device, specifically the Loongson 2K1000 system-
on-chip based development kit. Once this confirmation is established, greater emphasis
and effort are placed on software fault injection. Compared to irradiation testing, software
fault injection allows for more detailed insights that may be challenging to extract solely
through irradiation [29]. Additionally, the fault injection technique relies on the results of
Monte Carlo simulations, which utilize models constructed from the tested chip. Through
these efforts, detailed soft errors induced by atmospheric neutron SEE on the advanced
technology relay protection devices can be examined and evaluated.

The structure of the paper is as follows: Section 2 provides an introduction to relay
protection architecture. Section 3 introduces SEE assessment framework on relay protection
device. Section 4 briefs the spallation neutron source irradiation, and Section 5 presents the
Monte Carlo simulation. Then, Section 6 details the fault injection based on Monte Carlo
outcomes, and Section 7 analyzes the results. Finally, we draw conclusions based on our
findings in Section 8.
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2. Relay Protection Architecture

A relay protection device generally consists of various modules that perform different
functions and are interconnected through buses or interfaces. Some common modules
found in a relay protection device include the input module, protection module, manage-
ment module, power supply module, etc.

These modules primarily consist of three types of CPUs (Central Processing Units):
protection CPU, startup CPU, and management CPU. The protection and startup CPUs are
responsible for signal sampling, protection processing, and trip control. The management
CPU handles recording, human-machine interface communication, and other related tasks.
The architecture of the key CPUs can be observed in the left section of Figure 1.
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Startup
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Figure 1. Architecture of the key CPUs in relay protection devices and the equipment photo of the
Loongson 2K1000 system-on-chip based relay protection equipment; the left part is the architecture
of the key CPUs, and the right part shows the photo of the front side and the back side of the terminal
connector in the top and bottom.

The Loongson 2K1000 system-on-chip development kit plays a crucial role in the relay
protection system of the Chinese power grid, particularly within the integrated dual CPUs.
The kit features the dual-GS264 processor, which operates at a maximum frequency of
1 GHz. Each core of the processor is equipped with independent two level instruction
and data caches and on-chip random access memory (RAM). Furthermore, the processor
incorporates a diverse array of high-speed interfaces [30]. In the Loongson 2K1000 system-
on-chip development kit, one processor serves as the management CPU, while the other is
multiplexed to act as the startup CPU during the launch stage. Once launched, it assumes
the role of the protection CPU. The right section of Figure 1 shows the front and back sides
of the relay protection equipment.

In the context of relay protection architecture, the on-chip RAM (random access
memory), DRAM (dynamic random access memory), and Flash serve as essential data
storage media. However, these storage media are susceptible to SEE [31,32]. In addition, the
registers in the CPUs may also suffer from SEE. The occurrence of SEE in these memories
can lead to unexpected outcomes in the power grid, potentially resulting in incalculable
losses. Thus, the fault injection and the Monte Carlo simulations were mainly performed
on the memory block.

3. SEE Assessment Framework on Relay Protection Devices

As mentioned above, there can be a lack of outcomes in relay protection SEE assess-
ment. To address this issue, considering the operations of CSNS, we proposed a research
framework that combined spallation neutron source irradiation testing, Monte Carlo sim-
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ulations, and software fault injection to assess SEE influence on relay protection devices.
Figure 2 shows the framework of the current study in which the irradiation test checked
whether the atmospheric neutron could induce SEE on relay protection. Then, the Monte
Carlo simulation provided details about SEE, such as the distribution of multi bit upsets.
At the same time, the Monte Carlo simulation also provides the upset information during
software fault injection.

relay protection device relay protection device

Spallation Monte Carlo Software Fault
; Neutron Source : ) " ; S :
; e dltion : Simulation 1 Injection |
More details of SEE on SEE influence on

Preliminarily investigate SEE |
on relay protection device

Figure 2. Framework of SEE assessment on relay protection devices.

4. Spallation Neutron Source Irradiation

In the absence of an established standard for spallation neutron source SEE evaluation
in relay protection devices and limited research in this area, it was crucial to investigate
whether any SEE can be detected during the spallation neutron irradiation process.

The primary objective of the irradiation was to examine the occurrence of SEE in relay
protection devices when the device under test (DUT) was exposed to atmospheric neutron
irradiation at the CSNS end. In the irradiation test, the DUT was placed at the distance
of 17.5 cm from the terminal in the irradiation room. The neutron spectrum was derived
from the actual atmospheric fluence with a significant magnification factor. At CSNS, the
synchrotron accumulated and accelerated the proton beam to 1.6 GeV. Then, the beam was
extracted in a single turn and was delivered to the metal target through the ring-to-target
beam transport. The ultra-high-energy protons impinged on the metal target and produced
spallation neutrons applied in irradiation tests [33]. During irradiation, the equivalent high-
energy neutron fluence was about 3 x 107 neutrons/(cm?-s) with an intended continuous
exposure time of 10 min. If a soft error was detected during this process, a new round
irradiation test was initiated. Ultimately, soft errors, including abnormal sampling, relay
protection refusal to operate, and relay protection device interlock, were detected. They are
defined as follows:

>  Abnormal sampling: the sample value is out of range as expected during irradiation;

> Protection refusal to operate: it fails to perform its intended protective function even
when it receives a fault signal;

> Relay protection device interlock: the device is intentionally prevented from tripping
or operating in response to a fault signal.

These findings demonstrate that atmospheric neutrons cause SEE in relay protection
devices and indeed result in unexpected outcomes. And it emphasizes the urgent need to
conduct more detailed research about SEE assessment on relay protection device. This also
highlights that our current research is valuable and has practical significance.

5. Monte Carlo Simulation
5.1. Simulation Construction

The Geant4 simulation was performed on the target [34,35]. Even though the incoming
direction and angle minimally impact the interaction between the high-energy neutron and
atomic nuclei, the chip’s structure varies between the top and bottom scenes. Consequently,
two types of simulations were performed: one involved neutron particles striking from the
passivation layer of the chip (referred to as ‘From top’ or ‘First case’), and the other entailed
neutron particles incoming from the silicon substrate (referred to as ‘From bottom” or
‘Second case’). Figure 3 illustrates the schematic of these two simulation scenarios. Except
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for the incoming location, all other parameters remained consistent for both simulations.
Table 1 provides the architectural details of the constructed target in Geant4. It is noteworthy
that the B layer above the silicon substrate, following the sequence in Table 1, served as an
equivalent layer for boron contamination within the chip, as it could be introduced during
the semiconductor contact and doping processes.

- neutron

neutron

(@) (b)

Figure 3. Neutron impinging from top and bottom schematic diagrams, (a) from top and (b) from bottom.

Table 1. Architectural details of the constructed target in Geant4.

Layer Material Thickness/nm
1 Al 880
2 5102 600
3 Cu 880
4 5i02 600
5 Cu 215
6 5i02 180
7 Cu 215
8 5102 180
9 Cu 100
10 Si02 80
11 Cu 100
12 5i02 80
13 Cu 100
14 5102 80
15 Cu 100
16 5i02 80
17 Cu 100

—_
(e}

Si02 80
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Table 1. Cont.

Layer Material Thickness/nm
19 Cu 105
20 5i02 230
21 B 2
22 Si 1200

In the simulation, a 32 x 32 array of sensitive volumes was positioned, with each
sensitive volume measuring 160 nm x 160 nm x 160 nm in size. The critical charge was
3820 eV. A total of 108 impinging neutrons were generated from a planar source with a
size of 10,080 nm x 10,080 nm. The neutron spectrum was derived from the terminal of
the China Spallation Neutron Source, as depicted in Figure 4. It can be observed that the
neutron spectrum at the CSNS terminal was similar to the spectrum at ground level in
Beijing, but with an amplification factor of 10° from its actual fluence.

L ——CSNS
]014-i . - - - Peking ground

Differential flux/cm>-s™'-MeV

. 0_41: F:10°
1
10" ST
1078 107 107 1072 10° 102 10*
Energy/MeV

Figure 4. The differential flux of the neutron beam at CSNS applied in Monte Carlo simulation.

5.2. Simulation Results

In the first case, a total of five SEUs were detected, while in the second case, six SEUs
were detected. The details of these SEUs are listed in Tables 2 and 3, respectively. It was
observed that when the neutron struck from the top direction, a maximum of five bits were
affected and experienced flipping. Conversely, when the neutron struck from the bottom
direction, the number of affected bits increased to eight.

Table 2. SEE of simulation when atmospheric neutron struck from top.

SEU Count
130
26
13

2

3

G| QN =
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Table 3. SEE of simulation when atmospheric neutron struck from bottom.

SEU Count
1 118
2 33
3 9
4 2
5 2
8 1

According to flipping cell coordinates, the specific distributions of these multi bit
upset events could also be extracted. Figure 5 represents the flipping bit distribution
schematic diagrams of a part of multi bit upset events, including three bits in (a), four bits
in (b), five bits in (c), and eight bits in (d).

o| 1] 2| 3| 4| s| 6| 7| 8| o|10{11]12|13|14|15|16]17|18] 18] 20| 21| 22| 23] 24| 25| 26| 27| 28| 29| 30] 31] ol 1] 2] 3| 4f 5| | 7| 8| o[10[11]12]13[14]15|16[17]18[19[20]21]22]23[24] 25| 26| 27] 28] 29] 3031
0 0|
1] 1
2 5
3] 3|
4 4]
5 5
6 6
7 7
8 8
9 9
10 10
11] 11
12 12

| 012345673910111213141516171919202122232425zﬂﬂﬂ293031 0012345678Qlﬂll1213141516171819&2122232425262728293031
0
1 1
B 2]
3 3
|4 4
= 5
6 6]
Z 7]
i 8|
9 9|
10 10
11 1
12 12
i 13
114 14
15 15
16 E‘
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27 j
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30| 30,
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(©) (d)

Figure 5. Part of multi bit upset distribution, (a) three bit upset, (b) four bit upset, (c) five bit upset,
(d) eight bit upset. The red stands for upset information.
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Meanwhile, the percentages of different types of upset were obtained. Figure 6
depicts the proportion of them in two cases, where (a) is for the first case while (b) is for
the second case.

B [k
2 2

I ; [ K
L4 L 4

5 B

14.94% [ 8

o 5.45%
| 7]3;4 71.52%
. 0

1.72%

74.711%

(@ (b)
Figure 6. Percentage of different upset in two cases, (a) first case and (b) second case.

6. Fault Injection Based on Monte Carlo Outcomes

Based on the results of the Monte Carlo simulation, more specific fault injection could
be performed. During the fault injection process, the upset information aligned with the
distribution and percentage detected in the Monte Carlo simulation.

6.1. Fault Injection Design

To enhance the efficiency of the fault injection software, a management terminal
was developed in Python language. Figure 7 presents the graphical user interface of
this terminal. Within this interface, users could input the target injection location, upset
categories, and proportions for the fault injection, based on results of the Monte Carlo
simulation. This information was then utilized to effectively carry out the fault injection.

Three general test programs were developed by us to evaluate the performance of
the relay protection Loongson 2K1000 system-on-chip development kit. These programs
are as follows:

Fibonacci sequence: two sets of sequences are tested, the first set consisting of 10 terms
and the second consisting of 15 terms;

Matrix Multiply: performing matrix multiplication on the two matrices [3][2] and [2][3];

Management operation: verifying if the entered username and password match the
set username and password, and output the result.

During the execution of each test program in Linux, faults were injected into the
corresponding code segment. The code segment’s address ranged from 0x120,000,000
to 0x120,004,000, totaling 16,385 bytes. The details of the fault injection process were as
follows, and Figure 8 depicts a diagram illustrating the fault injection.

Firstly, the test program was compiled into an executable file in the Linux environment
and downloaded.

Secondly, the random injection time points were generated. Since there were
16,385 bytes in the code segment, a total of 16,385 time points were created in an
operation duty for one tested program. At this point, the code segment was injected
byte by byte.

Thirdly, a type of upset was extracted from the obtained flipping categories which
were derived from the Monte Carlo simulation. If the upset information was extracted from
the first case simulation, it corresponded to a neutron striking from the top. In contrast, if it
was extracted from the second case, it represented a neutron hitting from the bottom.
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Figure 7. Window of the indigenous-designed fault injection terminal.

0x120,000,000 0x120,004,000
Code segment
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generate o Recording
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16,385 time information byte by byte
points yte by byt
Operation duty

0

Figure 8. Fault injection diagram.

Fourth, to perform a fault injection, a series of system calls were utilized. First and
foremost, the fault injection program initiated a new process as a child process using
the fork() system call. The child process’s ID was then retrieved. The child process took
charge of interrupting, modifying, and monitoring the program under test. Then, when
a specified injection time point was reached, the PTRACE() (an abbreviation of “process
trace”) system call was employed to manipulate the fault injection in the child process. As
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a core modification method, PTRACE() allowed for bit-flip modifications in the memory
corresponding to the test program’s code or data.
Lastly, it recorded the final results from the fault injection.

6.2. Fault Injection Results

Throughout the fault injection process, a total of five types of results were obtained.
They included failure to execute (FE), system halt (SH), time out (TO), error result (ER)
and normal. Among them, the first four soft errors were abnormal for the relay protection
device. The results are defined as follows:

Failure to execute (FE): program’s exit code experiences an abnormality and cannot
start to execute;

System halt (SH): program execution is halted;

Time out (TO): program execution is out of the expected duration;

Error result (ER): the execution results are different from the expected results;

Normal: the injected faults have no visible influence on the tested program’s execution.

Concerning neutron striking from the top and bottom directions, the fault injection
was performed for both cases. And the results for the two cases were recorded. For the
Fibonacci sequence, 284 and 303 soft errors are detected based on the neutron from top and
bottom striking simulation results, respectively. Figure 9 depicts the fault injection results
of the Fibonacci sequence, showing that the SH and ER soft errors were much higher than
FE and TO. Additionally, 546 and 552 soft errors were observed in the Matrix Multiply
fault injection from the neutron top and bottom hitting simulation results. Figure 10 shows
the results of the fault injection on Matrix Multiply, indicating no FE soft errors in this
test. Similarly, the SH and ER soft errors were more significant. When it came to the
Management operation fault injection, 292 and 277 soft errors were obtained relying on
the results from the first and second case simulation, respectively. Figure 11 displays the
outcomes of the Management operation fault injection, showing results similar to those of
the Fibonacci sequence.

200

From top
rom bottom

180—-
160—-
140—-
120—-

100 ~

Count

80 -
60 -
40 -

20 15 14

0

FE SH TO

Soft error

Figure 9. Soft error in fault injection results of the Fibonacci sequence.
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Figure 10. Soft error in fault injection results of the Matrix Multiply.
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Figure 11. Soft error in fault injection results of the Management operation.

7. Results Analysis

The atmospheric neutron spectrum encompasses a range of neutron energies from
meV to GeV, including thermal (ny,) and high-energy neutrons. It is important to note
that born contamination is still considered to exist within advanced semiconductors,
even after eliminating the boro-phospho-silicate glass packages [21,22]. This suggests
that one possible cause of SEE induced by atmospheric neutrons comes from the follow-
ing reactions: 1“B+ny, — 7Li(1.01 MeV) + «(1.78 MeV) and '°B+nth — 7Li(0.84 MeV) +
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«(1.47 MeV) + v(0.48 MeV), in which the probability of the later reaction is more than
90%. Additionally, the linear energy transfers of the 7Li(0.84 MeV) and «(1.47 MeV) are
2.10 and 1.15 MeV-cm?-mg~!, respectively, which are sufficient to induce SEE within
relay protection devices [21]. Another source of single event effects (SEE) arises from
high-energy neutrons interacting with silicon nuclei. When an energetic neutron col-
lides with silicon nuclei, various reactions can occur, such as Si(n, ), Si(n, p), Si(n, d),
Si(n, n-«). The generated secondary energetic particles in these processes can induce
SEE within relay protection devices [36].

From the obtained results in Tables 2 and 3, it can be observed that neutrons
striking from the top or bottom of the chip can result in multiple types of SEU. Further,
the cross section for the first case was 2.42 x 107> cm?-bit~! while for the second
case was 2.35 x 1071% cm?-bit~!. These are close to the results obtained in spallation
neutron source irradiation on similar technology memory. In the irradiation test, the
SEE cross section was 1.50 x 10715 em?2-bit~! [37]. It demonstrates that the Monte Carlo
simulation and the fault injection results are credible. Meanwhile, the soft error rate for
them at Beijing ground (9.5 n/(cm?-h)) were 22.99 and 22.33 FIT/Mbit when neutrons
struck from top and bottom, respectively. These indicate that the SEE sensitivity of relay
protection devices are almost close whether a neutron hits from the top or bottom.

Furthermore, Figures 9-11 show that soft errors occur in proximity to each other
when neutrons strike from the top or bottom in each test program. This suggests that the
discrepancy in SEE influence between neutrons hitting from the top and bottom is minimal.
The results indicate the need for solutions to mitigate SEE on relay protection devices in
the current and near future, such as the error correcting code in memory, the redundancy
in data and code, the rollback examination in software, lockstep in dual cores, or others.

Although these findings regarding single event effects and soft errors derived from
atmospheric neutron studies, it is reasonable to speculate that they can be applied to
the evaluation of SEE induced by energetic protons in space. This suggests that when
energetic protons impact the chip from both the top and bottom in aerospace applications,
the resulting SEE sensitivity and occurrence of soft errors may be relatively similar under
these two conditions.

From Figure 6, it can be observed that single bit upsets account for about 70% of
flipping. For these single bit upsets, they can be addressed by techniques, such as error
checking code. More seriously, this means almost 30% of upsets are difficult to mitigate.
This also indicates much more SEE research on relay protection devices is required.

In the fault injection results of different test programs, a common phenomenon is that
the number of “SH” and “ER” exceeds that of “TO” and “FE”. Software fault injection
simulates soft errors caused by bit flips during program execution, resulting in data or
instruction errors. These errors can lead to outcomes such as the loss of data integrity,
alteration of instruction flow, and triggering of exception signals. Among these, abnormal
exit status codes (FE) often occur when soft errors cause the program to jump to incorrect
code paths or error handling routines, while timeout (TO) is caused by the program
entering into an unintended, prolonged wait state or getting caught in a loop condition.
These two outcomes typically occur when soft errors do not compromise data integrity;,
trigger exception signals, or lead to broader errors. Therefore, the majority of soft errors are
more likely to cause program execution halting (SH) or error results (ER).

The main objective of this research is to preliminarily assess the impact of SEE induced
soft errors on relay protection devices in China using spallation neutron source, which has
been successfully achieved. Although energy levels above 1 MeV or 10 MeV are usually
used to evaluate SEE in atmospheric neutron irradiation, the contribution of thermal
neutrons to SEE in advanced technology relay protection devices remains unclear. In the
future, by leveraging thermal neutron absorptions or other techniques, we can further
evaluate the relative contributions of different energy levels of neutrons from atmospheric
neutron to SEE and soft errors in relay protection devices.
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8. Conclusions

Atmospheric neutrons are confirmed to induce soft errors in relay protection devices
using China spallation neutron source irradiation. For the core processor of the relay
protection Loongson 2K1000 system-on-chip, the Monte Carlo simulation was performed
and single event effects were obtained when neutrons struck from the top and bottom of
the chip. Simulation results demonstrated that the single event effect vulnerability was
close for neutrons hitting from the top and bottom. The fault injection was performed
on three general test programs relying on the single event upset information from Monte
Carlo simulations. Soft errors, including failure to execute, system halt, time out, and error
result were obtained and the occurrence of system halts and error results were higher than
failures to execute and time outs. The fault injection results mean that the effects are almost
the same for the relay protection device when a neutron hits from the top or bottom.
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