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Abstract: China’s widely adopted expressway ETC system provides a feasible foundation for realizing
co-operative vehicle-infrastructure integration, and the accuracy of ETC data, which forms the basis
of this scheme, will directly affect the safety of driving. Therefore, this study focuses on the abnormal
data in an expressway ETC system. This study combines road network topology data and capture
data to mine the abnormal patterns of ETC data, and it designs an abnormal identification model
for expressway transaction data based on TL-XGBoost. This model categorizes expressway ETC
abnormal data into four distinct classes: missing detections, opposite lane detection, duplicated
detection and reverse trajectory detection. ETC transaction data from a southeastern Chinese province
were used for experimentation. The results validate the model’s effectiveness, achieving an accuracy
of 98.14%, a precision of 97.59%, a recall of 95.44%, and an F1-score of 96.49%. Furthermore, this
study conducts an analysis and offers insights into the potential causes of anomalies in expressway
ETC data.

Keywords: abnormal data; expressway; cooperative vehicle-infrastructure; pattern analysis

1. Introduction

Autonomous driving technology has been rapidly advancing, yielding mature results
in research related to intelligent vehicles, including vehicle trajectory tracking [1], automatic
obstacle avoidance [2], and more. These advancements are primarily based on vehicle
sensors and environment-aware data [1,3]. Despite these developments, there are oppor-
tunities to enhance safety and efficiency. These improvements are necessary due to the
inherent limitations in a single vehicle’s perception range and the lack of comprehensive
understanding regarding road conditions ahead and behind. Transitioning from individ-
ual vehicle intelligence to connected-vehicle intelligence holds paramount importance for
the advancement of autonomous driving and intelligent transportation systems [4]. The
construction of smart expressways with cooperative vehicle-infrastructure coordination
capability is emerging as a significant trend, and scholars have begun to carry out research
on related technologies [3-7]. The C-V2X-based vehicle-road cooperative system and intelli-
gent vehicle equipped with the necessary technology are currently undergoing trial testing
in pilot areas [4,7]. Nevertheless, extensive deployment would necessitate substantial
time, financial resources, and dedicated operational teams. However, China’s expressway
ETC system is now widely used with more than 227 million accumulated ETC users and
nearly one billion ETC transaction big data generated every day [8]. The well-established
infrastructure and the vast data reservoir generated by the ETC system present significant
advantages for the development of an ETC-based vehicle-road cooperative system. In
recent years, researchers worldwide have conducted numerous studies related to smart
expressways utilizing ETC data, including speed prediction [9], service area residence
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time estimation [10], exit—entrance toll station or service area flow estimation [11], and the
design of expressway ETC simulation platforms [8].

During the actual operation of the ETC system, abnormal data are inevitably generated
due to the influence of factors such as ETC system equipment failures and large vehicle
shading [12]. The studies related to smart expressways based on ETC data have inevitably
encountered abnormal data, and they are usually dealt with by direct deletion [9,11] with
limited dedicated research on ETC abnormal data. However, as ETC data are an important
support of the vehicle-road cooperative system, the correctness of ETC data will directly
affect the safety of driving. Conducting research on abnormal data within the ETC dataset
is beneficial for troubleshooting issues and enhancing overall data quality. Therefore, this
paper will carry out research on the detection of abnormal data in expressway ETC data. The
analysis of anomaly data in expressway ETC big data encounters the following challenges.

In order to solve the above problems, this study defines the correct travel trajectory,
classifies and analyzes the abnormal data, and then proposes an expressway transaction
data abnormality identification model for identifying the abnormal patterns in the ETC
big data of Chinese expressways. This study lays the foundation for the proper handling
of abnormal data in intelligent expressway research based on ETC big data. It also offers
valuable insights for practical operation and management, carrying significant research
and practical significance.

The main contributions of this study are as follows:

1. This study presents an efficient and precise multi-classification recognition model designed
to identify specific anomaly patterns within the extensive expressway ETC dataset.

2. We establish accurate vehicle trajectories derived from expressway ETC data to delin-
eate our study’s focus. Subsequently, we categorize expressway ETC abnormal data
into four distinct classes, aiming to enhance processing strategies tailored for different
scenarios and ultimately improve overall data quality.

3. This study validates the efficacy of the proposed method through lateral verification
using captured data. Comparative analysis against baseline models demonstrates
optimal performance across various evaluation metrics outlined in this paper.

The rest of this study is organized as follows. In Section 2, we review the research
related to outlier detection and expressway ETC data anomalies. In Section 3, we introduce
the data and its preprocessing process and describe the research problem. In Section 4, we
describe the expressway transaction data anomaly identification method. In Section 5, we
conduct experiments and analyze the results. Finally, in Section 6, we give the conclusions
of this study and provide an outlook for future research.

2. Related Work

Anomaly detection is the problem of finding patterns in data that do not fit the
expected behavior [13]. An outlier is a data point that is significantly different from other
data points, or does not conform to expected normal behavior, or conforms well to defined
abnormal behavior [14]. Current methods for anomaly detection include statistical-based
anomaly detection [15], clustering-based anomaly detection [16-18], classification-based
anomaly detection [19], integrated learning-based anomaly detection [20,21], etc.

Jay F. K. Au Yeung et al. [22] considered anomaly detection as a class imbalance
problem by labeling classes for each timestamp and applying supervised learning models
to learn the features of the labeled data, and then machine learning models are used
for anomaly pattern recognition for jump detection in time-series data, which has good
accuracy. Ya Su et al. [23] roposed the use of supervised learning models to study the
patterns of normal data in multivariate time series to recognize anomalies, and the method
has good robustness for various devices.

Jinbo Li et al. [24] proposed a clustering method to detect anomalies regarding the
amplitude and shape of multivariate time series. However, it is essential to note that
this method is tailored for continuous time-series data and may not directly address
discrete data anomalies. Yassine Himeur et al. [25] proposed two anomaly detection
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algorithms for the detection of anomalies of electricity use in buildings. These include an
unsupervised approach employing a single-class support vector machine, referred to as
UAD-OCSVM, and a supervised method based on micro-moments, known as SAD-M2.
Empirical evaluations revealed that SAD-M2 outperforms in terms of anomaly detection
performance, real-time processing capabilities, and computational efficiency.

Elena Quatrini et al. [13] presented an industrial process anomaly detection method
based on a two-step machine learning classification algorithm. The first step involves
identifying the running process, and the second step focuses on anomaly detection. The
anomaly detection process utilizes labeled data and the random forest algorithm. Hansi
Chen et al. [26] introduced a framework for the anomaly detection of time-series SCADA
data and the identification of critical equipment-monitoring parameters. Their approach is
based on a Long Short-Term Memory Network-Auto-Encoder (LSTM-AE) neural network
tailored specifically for anomaly detection in wind turbine status. Hao Xu et al. [27] intro-
duced a data-driven anomaly detection algorithm for network intrusion. Their integrated
approach incorporates oversampling and undersampling techniques to tackle the common
dataset imbalance problem in anomaly detection. However, it is important to note that this
method is primarily capable of detecting existing anomalies and may not adapt to newly
emerging attack types resulting from technological advancements.

Vincent Vercruyssen et al. [28] presented a semi-supervised anomaly detection method
aimed at automatically identifying anomalous behavior in time-series data. The primary
objective is to enhance the efficiency and cost effectiveness of the production process.
The method uses constrained k-mean clustering to perform initial unsupervised scoring
and iteratively updates the anomaly scores by incorporating expert markers. Yu-Lin
Tsou et al. [29] employed an optimally weighted single-class random forest approach for
anomaly detection. They achieved this by constructing local random forests and forests
using neighboring devices with the weights learned to minimize uncertainty in anomaly
detection.

Juan Wang et al. [30] conducted a study employing edge computing and deep learn-
ing to analyze highway video surveillance data, achieving intelligent anomaly detection
within highway surveillance networks. Xiliang Wang et al. [31] investigated abnormal
driving vehicles and explored the relationship between highway vehicle braking, deflection,
and deviation states with traffic accidents. They employed an improved grey correlation
analysis method to discuss various scenarios, driver states, and violations, determining
their associated risk probabilities. Muhammad Zubair et al. [32] analyzed the risk prob-
abilities across different scenarios, driver states, and violations. Their study focused on
real-time highway anomaly detection using image processing algorithms, significantly
improving model recognition performance and speed. This advancement aids in timely
accident detection, rescue operations, and congestion relief. Yue Hu et al. [33] conducted
research on highway driving behavior detection, utilizing the recursive graphical attention
network. Their study significantly enhanced the model’s recognition performance in identi-
fying highway driving behavior anomalies, thereby advancing individual vehicle anomaly
recognition capabilities.

Anomaly pattern analysis based on expressway ETC data-related studies in the litera-
ture follows. Qiqgin Cai et al. [10] investigated vehicle entry into service area identification
and residence length estimation using ETC data. Their classification of anomalous data
involves removing redundant records, rectifying trajectories with context from the ETC
gantry network topology, and omitting trajectories with incomplete data. Despite its com-
prehensive pre-processing, the approach has limitations. Fumin Zou [9] and others, in
their study of speed prediction based on expressway ETC data, found that anomalous data
existed in the dataset and deleted the anomalous data directly. However, none of these
studies in the literature have an accurate classification of expressway ETC data anomalies,
and there is no set of efficient and accurate fast identification methods. In this paper, based
on the analysis and research of expressway ETC data, new types of anomalies are found,
some of the anomaly types of expressway ETC data are labeled, and the anomaly detection



Electronics 2024, 13, 202

4 0of 30

is converted into a supervised multi-classification problem to improve the accuracy and
efficiency of detection.

3. Preliminary
3.1. Data Source

The experimental dataset used in this study comprises three components. The first
part consists of transaction data extracted from the toll system of an expressway located in
a province in China. The second component comprises data captured by gantry devices
positioned along the same expressway in that province. The third part encompasses data
related to the topology of the gantries within the toll system on the expressway in the same
province. Notably, the gantry capture devices and the toll system roadside unit devices are
arranged in pairs on the gantries. In an ideal scenario, the records in these two datasets
should correspond to each other. The gantry topology data record the placement of gantries
along the expressway. In the following sections, we provide a detailed description of each
of these three dataset components.

Transaction data from the expressway toll system include transaction data from
gantries, entrance toll stations and exit toll stations, Tables 1-3 show the main fields
of these data, respectively. The provincial expressway toll system can amass over 5 mil-
lion transaction records daily, involving approximately 500,000 vehicles each day. These
vehicles encompass four types of passenger cars, six types of trucks and special operations
vehicles. The transaction data contain the desensitized itinerary number, gantry trading
time, license plate number, type of vehicle being charged, and transaction error code in
addition to the number, name, and type of the transaction gantry. The ETC entrance toll
station data contain the desensitized trip number and entrance transaction time in addition
to the number and name of the entrance toll station. Similarly, the ETC exit toll station data
contain the desensitized trip number and exit transaction time in addition to the number
and name of the exit toll station. The data recorded by the gantry capture device are also
tabular data. The main fields of the data recorded by the gantry capture device are shown
in Table 4. It contains the license plate number, capture time, gantry number, gantry name,
gantry type, capture type, etc. after desensitization. To facilitate the subsequent discussion,
the vehicle trajectories and passing road segments generated from the ETC transaction data
are defined as follows:

Table 1. Description of partial fields in ETC flag transaction data.

Field Name Field Attributes Example
passid itinerary number 0123...... 741
flagid gantry number 349E* 1

flagname gantry name TGN 2
flagtype gantry type 0
tradetime gantry trading time 1 June 2021 08:00:00
plate license plate number et 2
vehclass type of vehicle being billed 1
errorcode transaction error code 1

%1

I Due to the need for data confidentiality, we use to hide some characters in the data examples. The same
below. 2 In the data we use, several fields such as the name of the mast contain Chinese characters. In order to
accurately give data examples, Chinese characters are retained here. The same below.

Table 2. Description of partial fields in ETC entrance toll station data.

Field Name Field Attributes Example
passid itinerary number 0123...... 741
enstation enstation number 2100
enstationname enstation name TR TR
entime enstation trading time 1 June 2021 08:00:00

plate license plate number [l
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Table 3. Description of partial fields in ETC exit toll station data.

Field Name Field Attributes Example
passid itinerary number 0123...... 741
exstation exstation number e
exstationname exstation name SRR
extime exstation trading time 1 June 2021 08:00:00
plate license plate number Pennnn

Table 4. Description of partial cap record.

Field Name Field Attributes Example
vehplate License plate recogn.ized by et
the capture device
captime Capture time 1 June 2021 08:00:00
flagid gantry number 349E**
flagname gantry name BRI
flagtype gantry type 0

TrajPath: A sequence of ETC transaction records arranged in chronological order to
construct the ETC transaction gantry trajectory is referred to as the travel trajectory, denoted
as TrajPath, and it is represented as follows:

TrajPath =< TNodey, TNode; ..., TNode, > (1)

where the transaction node TNode; typically represents the travel’s origin point, and the
transaction node TNode,, typically denotes the trip’s destination.

TSection: A passage section is a sequential combination of two neighboring gantry
transaction nodes within the vehicle’s TNodePath. It represents the section information
generated by the interaction behavior between the vehicle and the ETC gantry and can be
expressed as follows:

TSection =< TNode,, TNode,, > (2)

where TNode, and TNode,, are the TNodes that are sequentially adjacent in the TN-
odePath, and they are referred to as the sector origin gantry and the sector destination
gantry, respectively.

The gantry topology data can show the basic information of the gantries and their
connectivity in the province, with each set of origin gantries and destination gantries
adjacent and connected. The main fields of the gantry topology data are shown in Table 5.

Table 5. Description of partial topo.

Field Name Field Attributes Example
from_id section origin gantry number Pwnnees
to_id section destination gantry number 1 June 2021 08:00:00
from_name section origin gantry name 349E**
to_name section destination gantry name RN
from_type section origin gantry type 0
to_type section destination gantry type 0
from_virtual section origin gantry virtual sign 1
to_virtual section destination gantry virtual sign 1

3.2. Preliminary
3.2.1. Data Cleaning

Data preprocessing is an important step in data mining and analysis. It serves to
eliminate invalid or irrelevant data, reduce noise interference, precisely delineate the
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research scope, and enhance the accuracy and efficiency of pattern recognition. This section
will introduce the method and process of data preprocessing for ETC transaction data and
capture data.

First, we need to clarify the research object and remove redundant data. Specifically,
the following two types of data need to be deleted:

1. Marked error data in ETC data

ETC transaction data comprise the record generated when vehicles pass through
a gantry, involving transactions between onboard units equipment and roadside unit
equipment. Due to reasons such as equipment malfunctions and network transmission
anomalies, it is inevitable that transaction data will contain some erroneous entries. The
ETC system can identify certain exceptional data and assign an errcode value of 1 to
the corresponding entries. These data fall under errors that the current ETC system can
automatically exclude, and they should be removed from research involving intelligent
transportation systems based on ETC data. Analyzing the data with an errcode of 1 has
neither practical significance nor scientific research value. Therefore, these errors do not
fall within the scope of this study and are directly removed.

2. Special vehicle data

Unlike ordinary vehicles such as passenger cars and trucks, special vehicles such as
police cars, armed police cars, and emergency vehicles often have exceptions allowing them to
travel without strictly adhering to traffic rules due to their work-related needs. Therefore, the
travel patterns of these special vehicles are distinct. For this study, we exclusively focus on the
transaction data of regular vehicles and do not analyze the transaction data of special vehicles.

3.2.2. ETC Transaction Data Integration and Conversion

We followed these steps for data integration and conversion. First, we integrated
ETC transaction data, entrance toll station data, and exit toll station data, resulting in an
integrated dataset with the seven fields detailed in Table 6. Then, the integrated dataset
was grouped by passid and sorted by transaction time. Each “passid’ corresponds to a trip.
Sorting the group by transaction time allowed us to generate the trip’s track chain table.
The nodes of this chain table are structured, and the information they contain is outlined in
Table 7. An example of a trip trajectory is illustrated in Table 8. In the final step, the trip
trajectory chain table was restructured into chain tables that represent section trajectories.
Each section trajectory chain table comprises only two nodes, symbolizing the start gantry
and the end gantry. For a trip trajectory of length n, it can be divided into n-1 section
trajectory chain tables. The trip trajectory depicted in Table 7 is reconstructed, resulting in
the section trajectory chain table shown in Table 8. This is described in Algorithm 1.

Table 6. ETC transaction fusion data.

Field Name Type Field Attributes Example
passid char itinerary number 0123...... 741
vehplate char license plate number DS
tradetime datetime trading time 3 June 2021 08:00:00
tradeday datetime trading data 3 June 2021
flagid char gantry number 349E61
flagname char gantry name T M
flagtype int gantry type 2

Figure 1 illustrates the travel trajectory and sector trajectory of vehicle V as it enters
from the provincial boundary entrance gantry A, passes sequentially through gantry B,
gantry C, gantry D, and then exits from the provincial boundary exit gantry E. The travel
trajectory is represented as shown below:

SegTraj = {< Flag ,,Flagg >, < Flagy, Flag. >, < Flagc, Flagy >, < Flagp, Flagy >}
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Table 7. Example of ETC vehicle trajectory.
. Trajectory .
Passid Tradetime Trade Date Flagid Flagtype
[“3 June 2021
16:14:54.000”,
3 June 202}, [7108EN’,
16:23:05.000”, , ,
“3 June 2021 34061F,
0135...... 454 ” ['3 June 20217] ‘34061F, [3,0,0,0,4]
16:23:05.000”, y ,
u 340621,
3 June 2021 “7110EX']
16:24:13.000”,
“3 June 2021
16:28:50.000”]
Table 8. Example of ETC trajectory section.
Segment Flagid Segment Tradetime Gantry Type Passid
, . , [“3 June 2021 16:14:54”, “3 June
['7108EN’, 34061F’] 2021 16:23:05”] [3,0]
y ;o , [“3 June 2021 16:23:05”, “3 June
[‘34061F’, ‘34061F’] 2021 16:23:05"] [0,0]
, ., , [“3 June 2021 16:23:05”, “3 June
['34061F’, '340621'] 2021 16:24:13"] [0,0]
[”3 ]une 2021 16:24:13”, “3 ]une [0’4] 0135......454

['340621", “7110EX']

2021 16:28:50”]
[“3 June 2021 16:14:54”, “3 June

[‘7108EN’, “34061F’] 2021 16:23:05"] [3,0]
, , , [“3 June 2021 16:23:05”, “3 June

[‘34061F’, “34061F'] 2021 16:23:05"] [0,0]
['34061F, ‘340621] [“3 June 2021 16:23:05”, “3 June [0,0]

2021 16:24:13"]

Algorithm 1: ETC Data and Toll Station Data Fusion and Trajectory Generation

Input: ETC Transaction Table; Entrance Toll Station Table; Exit Toll Station Table;
Output: ETC Trajectory

0PN RN

NN R e e e e e e e
H O W ®NNU R WDNREO

FOR data in ETC Transaction Table:
# Filter ETC transaction data within a specified time range
IF isinstance(data,(DataFrame,Series)):
union.append(data)
END IF
FOR data in Entrance Toll Station Table:
# Filter entrance toll station data within a specified time range
IF isinstance(data,(DataFrame,Series)):
union.append(data)
END IF
FOR data in Exit Toll Station Table:
# Filter exit toll station data within a specified time range
IF isinstance(data,(DataFrame,Series)):
union.append(data)
END IF
# Merge all filtered data vertically to generate a new data set
ETC_union = concatenate_data_vertically(union)
# Sort the data set according to trip number and the time the transaction occurred
ETC_union.Sort(by=passid,tradetime)
# Divide the trajectory according to trip number
ETC_Trajectory = ETC_union.GroupBy(passid)
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Vehicle Trajectory: @»7 H@ C D —\]_3/
L] L] L] L 7
q’ Flag A ﬁ, Flag B ﬁ;’ Flag C q’ Flag D q Flag E
I — I l I
/ | / meam / / | /
[} ! . (VD]
/ i / / | /
% ETC-RSU | |/ ‘ml/ I / a0 /
/ / il / /
Capture a L a L L
Equipment | / / / / i
/ / / i /
Section 1 / Section 2 / Section 3 / Section 4 /

Trajectory Section: @>—N@ M

Figure 1. Schematic diagram of section trajectory (example trajectory and example section trajectory

are derived from ETC system data when vehicle V passes through the gray direction section).

3.2.3. Anomaly Pattern Mining Based on ETC Trajectory and Captured Trajectory

Capture data are utilized for reference in the analysis of ETC data. Expressway capture
record data are exclusively recorded as vehicles traverse road sections without any records
at entrance or exit toll stations. Furthermore, the capture data lack a “passid’ field, meaning
there is no unique identifier to segment travel tracks. To create comprehensive travel
tracks and segment them, the captured data must be integrated with entrance and exit
toll station data. Upon comparing captured data trajectories with ETC trajectories, four
distinct types of abnormal ETC data were identified: missing detections, opposite lane
detection, duplicated detection and reverse trajectory detection. Algorithm 2 describes the
capture data processing process. Algorithm 3 is Anomaly Pattern Mining Algorithm for
Expressway ETC Data.

Algorithm 2: Capture Data and Toll Station Data Fusion and Trajectory Generation

Input: Capture Data; Entrance Toll Station Table; Exit Toll Station Table;
Output: Capture Trajectory

1 FOR data in Capture Data:

2. # Filter Capture Data within a specified time range

3 IF isinstance(data,(DataFrame,Series)):
4, union.append(data)

5. END IF

6 FOR data in Entrance Toll Station Table:

7. #Filter entrance toll station data within a specified time range
8 IF isinstance(data,(DataFrame,Series)):
9. union.append(data)

10. END IF

11. FOR data in Exit Toll Station Table:

12.  # Filter exit toll station data within a specified time range

13. IF isinstance(data,(DataFrame,Series)):
14. union.append(data)
15. END IF

16.  # Fusion of toll station data and capture data by matching license plate and time
17. IF (Entrance_passid==Exit_passid) AND(Entrance_time<Capture_time<Exit_time)

18. AND (Entrance_Plate == Exit_Plate == Capture_Plate):
19. Union All
20. Assign the passid to these Capture data

21. # Sort the dataset according to trip number and the time the transaction occurred
22. Cap_union.Sort(by=passid,tradetime)

23.  # Divide the trajectory according to trip number

24. Cap_Trajectory = Cap_union.GroupBy(passid)
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Algorithm 3: Anomaly Pattern Mining Algorithm for Expressway ETC Data

Input: ETC Trajectory; Capture Trajectory; topo # Select trajectories with the same passid
Output: Abnormal Pattern Classification Statistics

1. oplflag=0 # abnormal trajectory flag. 1: abnormal trajectory 0: normal trajectory

2.  rvs_flag=0 # reverse trajectory flag

3. dup_flag=0  #duplicate detection flag

4. FOR o, dIN zip(ETC Trajectory[:—1],traj[1:]):

5. # 0 and d represent the origin and destination of a section trajectory

6. IF there are any flag == 1:

7. Adjust o and d so that they point to the next section track to be checked

8. Reset the flag = 0

9. IF o == d: # check whether it is a duplicate detection

10. dup_flag =1

11. the count of duplicate detection +=1

12. ELSE IF check_path_exist(topo,0,d): # check whether the trajectory is connected

13. path = Dijkstra_path(topo,o,d)

14. path_len = len(path)

15. IF path_len == 2:

16. Section trajectory is normal

17. ELSE IF Both o and d exist in ETC Trajectory & o is before d:

18. the count of missing detection +=1

19. mark the section trajectory with missing detections

20. IF path_len > 3: # reaches more than 3, so that the topology from o to d may not be
unique, so that we need Capture Trajectory for reference

21. repair trajectory refer to Capture Trajectory correspondingly

22, ELSE:

23. repair trajectory refer to topo

24, ELSE IF check_path_exist(topo, o, roadway_shift(d)):

25. # roadway_shift() replace d with the flagid of opposite lane

26. IF Both o & d_shift exist in ETC Trajectory AND o is before d_shift:

27. opl_flag=1

28. the count of opposite lane detection +=1

29. mark the section trajectory with opposite lane detections

30. path = Dijkstra_path(topo,o,d_shift)

31. path_len = len(path)

32. IF path_len > 3:

33. repair trajectory refer to Capture Trajectory

34. ELSE:

35. repair trajectory refer to topo

36. ELSE IF check_path_exist(topo,d,o0):

37. rvs_flag=1

38. the count of reverse trajectory += 1

39. mark the section trajectory with reverse trajectory

40. path = Dijkstra_path(topo,d,o)

41. path_len = len(path)

42, IF path_len > 3:

43. repair trajectory refer to Capture Trajectory

44. ELSE:

45. repair trajectory refer to topo

46. return abnormal pattern statistical # the process of counting and statistics is omitted

3.3. Definitions

The expressway network employs the ETC gantry as a pivotal node that is capable
of gathering passage information from all regions and vehicle trips. This study conducts
an analysis of anomalous patterns in ETC data, primarily utilizing ETC vehicle travel
trajectories. To facilitate subsequent discussion and differentiation, we first establish a
definition for the correct travel trajectory.
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Correct Travel Trajectory TrajPath,,: A correct travel trajectory refers to a travel
trajectory that thoroughly, accurately, and succinctly represents the vehicle’s journey on the
expressway. The correct travel trajectory Traj_,, can be expressed as follows:

TrajPath,,, =< TNode;, TNode; ..., TNode, > 3)

The correct travel trajectory TrajPath,,, is based on the definition of a travel trajectory
TrajPath and must satisfy the following conditions simultaneously:

e  The transaction node TNode; is either the entrance toll station or the provincial bound-
ary gantry, and the transaction node TNodey, is either the exit toll station or the
provincial boundary gantry;

e  There are no repeated transaction nodes within the travel trajectory. In other words,
TNodei, TNode; ..., TNode, are all distinct;

e Each preceding transaction node is connected to a subsequent transaction node.
For instance, there is a connection between any transaction node from TNode; to
< TNodey ..., TNode, >;

e  The Dijkstra path length between adjacent transaction nodes is exactly 2.

The schematic diagram of the correct travel trajectory is depicted in Figure 2. This
diagram illustrates the unique route taken by each trip along with the corresponding times
when the vehicle passes through each gantry, allowing for an accurate reconstruction of the

travel path.
Vehicle Trajectory: > (? > 1? > lj:/,
- - L]
Flag A .",\Haa B \,\ Flag C i.’,\ Flag D q’\ Flag E
s / /
mm [ (VT ]
L~ E(":FC-‘RSU m‘ \i@
% Equil;)ment m‘

Figure 2. Schematic diagram of the correct travel trajectory.

An abnormal travel trajectory is defined as any trajectory that does not align with the
criteria for a typical travel trajectory. In such cases, there is at least one abnormal gantry
pair within an abnormal travel trajectory that exhibits at least one type of abnormal pattern.
After thorough investigation, it has been determined that ETC transaction data anomalies
predominantly feature the following four types of patterns:

(1) Reverse Trajectory

A reverse trajectory occurs when the sequence of gantries represented in the trip
trajectory contradicts the trajectory data provided in the topology dataset. The schematic
diagram of the correct travel trajectory is depicted in Figure 3. For example, consider a
travel trajectory that passes through three gantries in the order of gantry A, gantry C, and
gantry B. Upon conducting a connectivity check using the topology data, it is revealed
that gantry A to gantry C is not directly connected, and gantry C to gantry B is either
not connected or not directly connected. This situation may arise due to a system error
that records the time of passing through gantry B and gantry C as the same, resulting in a
potential reversal in the order of gantry B and gantry C within the travel trajectory.
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Figure 3. Schematic diagram of reverse trajectory pattern.

The reverse recording rate Rvus,q, is defined as follows:

rUSCnt

——— % 100% 4
TSectionc,; x 100% )

Rosygpe =
where rvs¢,; denotes the total number of reverse records and T Section.,; denotes the total
number of section tracks.

(2) Missing Detection

Missing detection refers to the occurrence of missing data when the gantry equipment
fails to recognize a vehicle as it passes through the gantry. Potential causes of missing detec-
tion include weather changes, wireless crosstalk, equipment malfunction, and attempts at
toll evasion. During a single trip, one or more missing detections may occur. These missing
detections can take place at adjacent gantries or non-adjacent ones. In Figure 4, there is a
schematic representation of a trip featuring multiple missing detections at adjacent gantries.
The actual trip track includes gantry A, gantry B, gantry C, gantry D, and gantry E. Missing
detections occur at gantry B, gantry C, and gantry D, resulting in the recorded trip track
only reflecting the vehicle’s passage through gantry A and gantry E.

Vehicle Trajectory: @

) ® ®
- - - -
%Flag A q’\ﬂag B i.f, \ Flag C ﬁ’\ Flag D 7’\ Flag E
/ / -

/ wE
()] ()]
&y ETCRSU ‘@i‘ ‘@E

Capture

Equipment i@i‘

Figure 4. Schematic diagram of missing detection pattern.
The leakage detection rate MisDet 4, is defined as follows:

. MiScnt
MisDetygpe = 5——— X 100% 5
rate TSection s ? ©®)
where mis.,; denotes the total number of missing detections and TSection.,; denotes the
total number of transaction records.
It should be noted that a missing transaction signifies the presence of a pair of neigh-
boring gantries that are connected but have a Dijkstra path distance greater than 2 within
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a trip trajectory. In other words, a Missing Detection can result in the omission of one or
more gantries. Multiple missing detections can occur within a single trip trajectory.

(3) Opposite Lane Detection

Opposite lane detection refers to a situation in which a vehicle passing through a
gantry is mistakenly detected by the opposing lane, leading to the generation of inaccurate
data. This may occur due to various factors, including unusual weather conditions and
equipment misalignment angles. In Figure 5, a schematic representation of opposite lane
detection is depicted, where a vehicle passing through gantry B is erroneously detected by
the opposing lane B’, resulting in the production of erroneous data.

Vehicle Trajectory : @7 ‘e".—’@ ’

7\ %\ CANE-AW #’\
ﬂ L ::,

% ETC-RSU

Capture
Equipment

Flag B’
Figure 5. Schematic diagram of opposite lane detection pattern.

The opposite lane detection rate OppLane, ,, is defined as follows:

rate

OPPcnt
OpplLane,,,, = ——""— x 100% 6
PP rate = TSection eyt ? ©)
where opp_,,; denotes the total number of opposing detections and TSection ,; denotes the
total number of transaction records. It should be noted that there may be more than one
pairwise detection in a trip track.

(4) Duplicate Detection

Duplicate detection is the occurrence where a vehicle passing through a gantry is
mistakenly detected twice, leading to the generation of two sets of data. Figure 6 presents a
schematic illustration of duplicate detection, where the vehicle is detected twice by gantry
B, resulting in the creation of redundant data.

Vehicle Trajectory: @7
Flag B

Flag A ;\ ‘lag ;\Han( ; \Hagb ;\Ha"h

/ [/ wam /
L] mzu: (V][]
S erezy i L)
W st L O]

Figure 6. Schematic diagram of duplicate detection pattern.

The duplicate detection rate DupDet, ,, is defined as follows:

rate

opp 0
OppLane,,,, = Wiz;’ltcnt x 100% )
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where dup,_,, denotes the total number of duplicate detections and TSection.,+ denotes the
total number of transaction records. It should be noted that there may be more than one
repeat detection in a trip track.

4. Method
4.1. Problem Description

Within expressway ETC big data, there is a presence of abnormal data, which exhibits
various types and intricate information. This study constructs the expressway data into
a segment trajectory table, utilizing this table as the model input to determine whether
the segment trajectory is normal or falls under one of several potential abnormalities. Our
exploratory analysis indicates the potential existence of four types of abnormalities within
the segment trajectory, effectively framing the problem as a multi-classification challenge.

The vehicle’s travel trajectory can be represented as a unidirectional chain table,
denoted as TrajPath =< TNode,, TNode;, TNodej,. ..,TNode; >, where 0,i,j,...... ,d
indicates the number of the gates passing through. For a correct and complete ordinary
vehicle travel track, the first node TNode, of the chain table should be the entrance toll
station or the exit gateway, and the last node TNodeq of the chain table should be the exit
toll station or the exit gateway, and the distance between any neighboring nodes (without
distinguishing whether they are the first and last nodes or not) in the expressway network
topology is 1.

In the chain table generated by an abnormal trip, the neighboring nodes in the express-
way network topology may be unconnected or connected, but the distance between the
two nodes is not equal to 1. This study presents a model designed to automatically identify
anomalies within a trip. However, in the actual trip trajectory, more than 1 anomaly may
occur in a trip. In order to accurately locate where the anomaly occurs and to simplify the
model, in the model design, the chain table L is split into d chain lists for storing section trips,
which are all of length 2, e.g., (TNode,, TNode;), (TNode;, TNode;), ..., (TNodem, TNodey),
and each section track uniquely belongs to a trip trajectory and has a unique anomaly state,
i.e., a pair of gantries can only possibly be a normal mode or there exists a certain abnormal
mode, and a model can be constructed for directly determining the mode to which a gantry
pair belongs.

4.2. Tomek-Links Resampling Algorithm

The 773,281 trajectories with anomalies on a certain day are divided into 5,532,577 zonal
trajectory sets, and the normal rate, reverse trajectory rate, missing detection rate, opposite
detection rate, and repeated detection rate are calculated, respectively, and the statistical
results are shown in Figure 7. It can be seen that there is a serious imbalance in the dataset,
which is not conducive to model training. Therefore, it is necessary to resample the dataset
before model training.

[ ] Correct Trajectory Section
[ IReversed Track

[ 1 Opposite Lane Detection
|| Duplicate Detection

[ | Missing Detection

yo N
/ N\
/ \:
[
( ‘6.23%
||
I\
I\
I'\
93.77% |
\ /

Figure 7. Percentage of data categories.



Electronics 2024, 13, 202

14 of 30

On a specific day, the 773,281 trajectories exhibiting anomalies are categorized into
5,532,577 sets of section trajectories. Subsequently, we compute the rates for normal
trajectories, reverse trajectories, missing detection, opposite lane detection, and duplicated
detection. The statistical findings are presented in Figure 7. It is evident that the dataset
suffers from a significant imbalance, which hinders effective model training. To address
this, dataset resampling is deemed necessary before proceeding with model training.

Resampling algorithms can be specifically categorized as oversampling and under-
sampling. Undersampling algorithms balance the number of positive and negative samples
by deleting the majority class samples. Oversampling methods address class imbalance by
generating additional minority class samples. Tiancheng Li et al. [34] used a mixture of
probabilistic sampling and systematic sampling in the particle filtering process to prevent
particle degradation and depletion. Jin Xiao et al. [35] used a fusion of multiple resampling
algorithms to improve the effectiveness of classification models. The effect of the classi-
fication model is improved. Upon conducting exploratory analysis, we observed three
distinctive characteristics in the expressway anomalous pattern data:

1. Severe class imbalance: The number of samples for anomalous patterns is notably small.

2. Predominance of normal data: A majority of samples belong to the normal data
category with a large number of similar samples.

3. Clear separation between normal pattern samples and samples from each anomalous
pattern category:.

Therefore, we employ an undersampling algorithm to address these data imbalances
before model training. The Tomek-links algorithm show in Algorithm 4, a classical under-
sampling technique, is chosen for its ability to effectively reduce the number of majority
class samples near the class boundary without sacrificing essential data information. This
process eliminates noisy data in the boundary of the majority class, ultimately enhancing
class separation and improving classifier performance. The characteristics of the Tomek-
links algorithm align with the characteristics of the expressway anomaly pattern data,
making it a suitable choice for undersampling in this study.

Algorithm 4: Tomek Links

1. Input: majority_samples, minority_sample

2. Initialize: found_new_link = True

3. while found_new_link:

4. found_new_link = False

5. for majority_sample in majority_samples do

6 closest_distance = float(‘inf")

7. closest_minority_sample = None

8 for minority_sample in minority_samples do

9 distance = pairwise_distances(majority_sample, minority_sample)

10. if distance < closest_distance do

11. closest_distance = distance

12. closest_minority_sample = minority_sample

13. if closest_minority_sample is not None do

14. found_new_link = True

15. majority_samples.remove(majority_sample)

16. minority_samples.remove(closest_minority_sample)

The algorithm takes one minority class sample at a time and pairs it with a majority
class sample. If there are multiple minority class samples, the process is repeated. It pairs
the first minority class sample with the first majority class sample and continues until all
minority class samples have been processed.

The algorithm operates on the assumption that if two samples from different categories
are each other’s nearest neighbors, it suggests that one of the samples may be noise or both
samples are situated on the category boundary. Tomek links consist of pairs of samples that
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connect majority category samples with minority category samples in the feature space.
Specifically, Tomek links are defined by the condition that for each sample, its nearest
neighbors belong to different categories, forming pairs known as members of a Tomek link.

The algorithm’s process is illustrated in Figure 8. In Figure 8a, you can see the original
dataset, containing three categories of samples, with circles representing majority category
samples. For each majority category sample, its nearest neighbor is identified, as shown in
Figure 8b. If that nearest neighbor is a minority category sample, the pair is considered
a member of a Tomek link. The members of the Tomek link are then removed from the
dataset, effectively eliminating the connection between the majority category sample and
the minority category sample. These steps are repeated until no more new Tomek links
can be identified, resulting in the dataset shown in Figure 8c. Ultimately, a new dataset is
obtained, which is a subset of the original dataset, as illustrated in Figure 8d.
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Figure 8. Schematic diagram of the Tomek-links algorithm: (a) original data, (b) finding Tomek links,
(c) removing eligible Tomek links, (d) new dataset.
4.3. Feature Vector Modeling

In anomaly pattern analysis, we design feature vectors from three perspectives: spatial,
temporal, and travel, respectively.

1.  Spatial Characteristics: spatial

The spatial feature spatial set encompasses the gantry number and its type, both of
which reflect the correctness of the section, its location, and its relationship within the
expressway network topology. The representation is as follows:

spacial = (061,0€2,,31/,32)T ®

where 1 and ap denote the gantry number and 81 and S, denote the type of gantry. The
details are as follows:

e  Origin gantry number «; and destination gantry number ap

Each gantry on a Chinese expressway is assigned a unique number that reflects its
precise location. The pair of gantry numbers (x; and «p) helps determine the specific
section through which a vehicle passes. In normal data, this gantry number pair accurately
represents the section, whereas in abnormal data, the gantry numbers may not correctly
represent the section.
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e  Origin Gantry Type 1 and Destination Gantry Type B2

Gantry types on the expressway include road section gantries, provincial boundary
entrance gantries, provincial boundary exit gantries, entrance toll station gantries, and exit
toll station gantries. These types provide information about the gantries” locations within
the expressway network topology. 1 represents the gantry type at the starting point, and
B2 indicates the gantry type at the end point.

2. Time Characteristics: spatial

The time feature time includes the gantry transaction time and the section passage
time and is expressed as follows:

time = (’)/1/ Y2, 73>T (9)

where 71 and 7, denote the transaction time of the vehicle passing through the starting
gantry and the ending gantry, respectively, and 73 denotes the sectinon passage time, which
is represented by a timestamp. 3 denotes the section passage time, which is the time
difference between the transaction time of passing through the starting gantry and the
ending gantry, in seconds, and is computed by the following formula:

timedelta = tradetime; — tradetime, (10)

v3 = (timedelta)” (11)
e Travel Characteristics travel

Travel Characteristics travel includes the trip code and trip length. The denotation is

as follows:
travel = (6,¢)7 (12)

where 6 denotes the trip code and & denotes the trip length. Specifically, in the expressway
ETC system, each trip has a unique code that is not duplicated and does not change midway.
The trip length is the total number of gantries passed in that trip.

4.4. Expressway ETC Data Anomaly Pattern Recognition Model Based on TL-XGBoost

XGBoost, a tree-based data classification algorithm that has gained significant pop-
ularity in recent years, is known for its efficiency in handling unbalanced datasets [36].
However, it tends to underperform in terms of recall when dealing with such datasets. In
this study, we combine the Tomek-links (TL) algorithm with XGBoost to create a robust
model for recognizing expressway ETC data anomaly patterns, referred to as TL-XGBoost.
The model framework is depicted in Figure 9.

XGBoost, an ensemble learning method based on boosting algorithms, offers an
efficient implementation of the Gradient Boosting Decision Tree (GBDT) algorithm. It
employs decision tree models iteratively to generate new trees and learns the residuals
between true and currently predicted values of all trees. The final result is accumulated
from all the trees, leading to improved classification accuracy. By utilizing the XGBoost
algorithm as a classifier for recognizing anomalous patterns in expressway transaction data,
precise anomalous pattern classification can be achieved.

From data with known anomaly types, we extract nine-dimensional feature vectors
to create a sample dataset, which is denoted as D = {(x1,y1), (x2,¥2), ..., (Xm, ym) }. Here,
xi(i =1,2,... M) represents the nine-dimensional feature vector of expressway transaction
data anomalies, while y;(i = 1,2, ... M) represents the labeled value indicating the data
anomaly pattern corresponding to x;.
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Figure 9. Expressway ETC data anomaly pattern recognition model framework based on TL-XGBoost.

Assuming that the XGBoost integrated learning model integrates K classification trees,
the classification result of the XGBoost algorithm can be expressed as follows:

F(x) =Y fx), fk € F (13)

where k is the number of trees, f; corresponds to the kth classifiable tree, and F is the
integrated classifier consisting of all classified trees.

The objective function of XGBoost consists of a loss function and a regularization term
aimed at preventing overfitting. It employs techniques like L1 and L2 regularization as well
as subsampling and column sampling to control model complexity and enhance general-
ization. L1 regularization promotes sparsity in model parameters, while L2 regularization
prevents overfitting. Subsampling and column sampling help reduce variance and improve
model robustness. Including the regularization term in the objective function enhances the
model’s robustness during training. The objective function of XGBoost can be expressed as
shown below:

Obj(8) = Y 1y i) + Yo Q(fe) + 1K (14)

where K is the number of trees and v is a regularization parameter to control the number
of trees.
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Classification problems usually use a logistic loss function:

L(#,y) = —[ylog(#) + (1 —y)log(1 — 7)] (15)

To extend the logistic loss function for multi-classification, the softmax function can be
applied to transform the predictions of a multiclass problem into a probability distribution.
Subsequently, the cross-entropy loss function can be employed to assess the disparity
between the predicted results and the true labels. The cross-entropy loss function can be
expressed as:

Wy 9) = =Y i+ log (9 (16)

where Yy is the label (0 or 1) of the ith sample belonging to the jth category, and ¥ ¥y is is the
value of the predicted probability that the ith sample belongs to the jth category (y;;<[0,1]).

The XGBoost algorithm employs an additive stepwise integration strategy during
training. It optimizes the first tree, then the second tree, and continues until the kth tree is
optimized, resulting in a continuous reduction in the loss function during the optimization
process. The prediction accuracy is enhanced by introducing the incremental function f; to
optimize the objective function throughout the iteration process. The calculation method
can be expressed using the equation in the following formula:

0bj(0) = Y1y 1(yir 5™ + fi(xi) ) + Ly Qfi) + 9K (17)

Expanding the second-order Taylor’s equation and removing the constant term results
in a reduction in the model’s runtime, which is expressed as follows:

Obj(9) 22?11(3/1‘,3?1‘( )+ngt(xz)+ Shiff(x; ) +Zk 1 (18)

Finally, the hyperparameters of XGBoost, such as the learning rate, the number of
decision trees, maximum depth, etc., are optimized to achieve the best results.

5. Experiment

The experimental platform is built on an AMD Ryzen 7 5800H with Radeon Graphics
running at 3.20 GHz and equipped with 16 GB of RAM. The experiments were performed
using the Windows 11 (Core) operating system and the Python 3.10.11 programming
language. The experimentation was conducted within Jupyter Lab, an interactive pro-
gramming IDE. For additional details about Jupyter Lab, please visit its official website:
“https:/ /jupyter.org/ (accessed on 15 November 2023)”.

5.1. Evaluation Indicators

Following common evaluation methods for multicategorization problems [37], this
paper employs four evaluation metrics to comprehensively assess the model’s performance.
These metrics are Accuracy, Precision, Recall, and F1-score.

Accuracy: Accuracy is one of the most commonly used evaluation metrics in classifi-
cation models. It represents the proportion of correctly predicted samples out of the total
number of samples.

Number of Correct Predictions
Total Number of Predictions

Accuracy = (19)

Precision measures the proportion of samples predicted by the model to be positive
classes that are actually positive classes. A high precision rate indicates that the model is
better at recognizing positive classes.

Precision — True Positives (20)
"~ True Positives + False Positives
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Recall measures the model’s ability to identify positive class samples, which is also
known as sensitivity or the true positive rate. As shown in Equation (21), it calculates the
percentage of samples that the model correctly predicts as the positive class. A high recall
rate indicates that the model is better at recognizing the positive class.

True Positives
Recall = 21
ect True Positives 4 False Negatives @1)

The F1-score is the reconciled mean of precision and recall and is used to comprehen-
sively assess the performance of a classification model. It combines the model’s precision
in samples predicted to be positively classified and its recall for positively classified sam-
ples. A higher Fl-score indicates that the model strikes a better balance between precision

and recall.

2 X Precision x Recall
F1— = 22
score Precision + Recall 22)

5.2. Data Preprocessing and Resampling

The experimental data employed in this study are sourced from the ETC transaction
records of an expressway located in a southeastern province specifically for a single date in
June 2021. From the province’s records on that particular date, approximately 63,381 ETC
data entries were selected for analysis. This dataset is partitioned into a training set,
constituting 80% of the data, and a test set, which encompasses the remaining 20%.

5.2.1. Data Encoding and Labeling

In the field of machine learning, a significant number of algorithms, including XGBoost,
decision trees, and random forests, primarily process numerical data and are not inherently
compatible with character-based data. Nevertheless, real-world datasets often consist
of labels and features that are initially represented in a non-numeric format following
data collection. To accommodate such data within the algorithms, encoding is required,
effectively translating character-based information into a numeric representation. This
transformation enables the seamless integration of diverse data types into machine learning
models for analysis and prediction.

Within the expressway ETC dataset, several features encompass date and time-related
information, notably section origin time, section destination time, and the time delta repre-
senting a vehicle’s passage through a section. Originally recorded in date-time format, these
attributes were subjected to a transformation, converting them into integer timestamps.

Furthermore, specific categorical variables such as gantry number, gantry type, and
trip number were initially documented in non-standard or extended string formats. To
render them amenable to analysis, these categorical variables underwent encoding via the
LabelEncoder technique. This process mapped them to numeric representations, such as
[0, 1, 2, ...], for enhanced computational compatibility. An example of these encoded data
can be found in Table 9 for reference.

Table 9. Example of data encoding results.

from_Timestamp to_Timestamp Timedelta from_Flagtype to_Flagtype etc_psd
1,622,711,166 1,622,714,135 2969 1 0 0
1,622,703,835 1,622,703,835 0 0 0 1
1,622,671,137 1,622,671,262 60 2 0 182

Labeling is a pivotal component of supervised learning, and the labeling process
for the expressway ETC anomaly dataset in this study follows these key steps. Initially,
the abnormal patterns within the ETC trajectories are labeled through the application
of Algorithm 3. Subsequently, the ETC trajectories are partitioned into multiple section
trajectory chain lists, with each list being explicitly associated with a specific type of
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abnormality pattern. Lastly, the section trajectory chain lists are labeled by merging them
with labeled ETC trajectories. The label design is presented in Table 10 for reference.

Table 10. Dataset labels.

Data Pattern Label
Normal 0
Reverse Trajectory 1
Missing Detection 2
Duplicate Detection 3
Opposite Detection 4

5.2.

Table 11. Expressway abnormal data feature vector set example.

2. Feature Vector Construction

Based on the feature vector model we developed, we created a feature vector dataset
for identifying expressway anomaly data. Examples of these feature vectors are provided
in Table 11.

o %) B1 B2 4% T2 3 6 €
1179 548 1 0 1,622,711,166 1,622,714,135 2969 0 3
888 854 0 0 1,622,703,835 1,622,703,835 0 1 4
1281 539 1 0 1,622,670,379 1,622,670,439 0 182 5
1283 36 2 0 1,622,671,137 1,622,671,262 60 182 5
569 183 0 0 1,622,670,439 1,622,670,659 220 182 5

We conducted a correlation analysis on these features with the results displayed in
Figure 10.

Y3
Y2+
Y14
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P
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Figure 10. Feature correlation analysis chart.
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The correlation between the gantry number a; at the beginning of the section and the
gantry number «; at the end of the section is 0.3278, indicating a positive but not particularly
strong correlation. The relationship between gantry nodes is complex, involving both back-
and-forth movements, diversions, and mergers. This non-linearity affects the correlation.

The correlation between the timestamps y; of vehicles passing through the gantries
at the beginning of the section and 7, of vehicles passing through the gantries at the
end of the section is nearly 1.0, suggesting a very strong correlation. However, their
correlation with the time of passage through the section 73 is low, implying that 3 provides
distinct information.
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The correlation between the gantry types, f1 at the beginning of the section and
B2 at the end, is —0.148796, indicating an inverse relationship. These features represent
gantry types, and a section start gantry being the provincial boundary entrance gantry or
entrance toll station gantry must lead to the section end gantry being the road section gantry,
provincial boundary exit gantry, or exit toll station gantry. Since provincial boundary and
toll station gantries appear less frequently, and road section gantries are more common, the
absolute value of this correlation is smaller.

Correlations between a1 and p1, as well as a and f,, are higher due to the likelihood
of a section start gantry being a provincial boundary entrance or entrance toll station gantry
and a section end gantry being an exit provincial boundary or exit toll station gantry.

In contrast, features J and ¢ represent information in the trip trajectory dimension,
and their correlations with other features are low due to the differing types of information
they provide.

5.2.3. Resampling

In this study, the degree of improvement on the training effect of machine learning
models and the sampling time are used to evaluate the resampling effect. The Tomek-
links algorithm is used to resample the training set data and is compared with two other
undersampling algorithms, namely random undersampling and the CNN (Condensed
Nearest Neighbor Rule) undersampling algorithm. This section is intended to discuss
the performance of the resampling algorithms. To control the variables and focus on
the comparison of the resampling algorithms, the XGBoost model is used with default
parameters, and the random seed is set to 42.

The impact of resampling on the time consumption of the model building process
is analyzed in Table 12. Specifically, the CNN algorithm requires significantly more time
than other algorithms, totaling 12,694.98 s, which is equivalent to approximately 3.5 h. In
contrast, resampling using the Tomek-links and random resampling methods takes less
than1s.

Table 12. Comparison of resampling algorithms.

Dataset Dataset Size Resamplfe Time Model Trairfing Time  Total Time Consuming
Consuming (s) Consuming (s) (s)
Origin Dataset 44,367 0 3.57 3.57
Random Resample 4126 0.03 1.11 1.14
Tomek Links Resample 39,046 0.51 3.06 3.57
CNN Resample 6541 12,694.98 1.83 12,696.81

Furthermore, the Tomek-links algorithm effectively mitigates the class imbalance issue
without substantially reducing the dataset’s size, as observed with random resampling.
Preserving the dataset’s size can be advantageous in scenarios where the original dataset’s
model training time is acceptable, as it helps retain more feature information and maintain
better generalization. Taking both time efficiency and dataset quality into account, the
Tomek-links algorithm is better suited to meet the goals of this study.

We also employed the XGBoost model to train and test the resampled dataset, and
the results are presented in Figure 11. In the evaluation of three key metrics, namely
Accuracy, Precision, and Fl1-score, the dataset resampled using the Tomek-links algorithm
outperformed not only the original dataset but also other resampled datasets, securing
the top position. Specifically, in terms of Recall, the dataset obtained through Tomek-links
resampling achieved the second-highest ranking, which is second only to the random
undersampling dataset. In summary, the Tomek-links resampling approach demonstrated
superior effectiveness.
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Figure 11. Model training performance on resampled datasets.

5.3. Parameter Optimization

Parameter selection plays a crucial role in influencing the performance of machine
learning models. Optimal parameter choices can enable a model to attain its highest level
of performance. As such, the parameter selection and optimization process for XGBoost
represent a vital step in this study. We undertake parameter tuning through the grid
search method, focusing on four primary categories of parameters: general parameters,
parameters related to tree structure, parameters related to sample randomization, and
regularization parameters.

General parameters encompass ‘learning_rate” and ‘n_estimators’, both of which
directly impact the model’s learning capacity and training speed. ‘Learning rate’ de-
termines the step size for model updates in each iteration, while ‘n_estimators’ sets the
number of iterations for model training, signifying the quantity of weak learners (decision
trees) generated.

Tree structure-related parameters consist of ‘max_depth’, ‘min_child_weight’, and
‘gamma’. ‘Max_depth’ dictates the maximum depth of each decision tree, ‘min_child_weight’
specifies the minimum sum of weights for each leaf node, and ‘gamma’ controls the mini-
mum loss reduction required for leaf node splitting. These parameters collectively regulate
the complexity of the decision tree and significantly influence the model’s performance and
generalization capability.

Random sampling-related parameters include ‘subsample’ and ‘colsample_bytree’,
governing the proportion of randomly selected samples and features, respectively, within
the training set. Appropriate settings for these parameters enhance model diversity and
mitigate overfitting risks.
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Regularization parameters, namely ‘reg_alpha’ (L1 regularization parameter) and
‘reg_lambda’ (L2 regularization parameter), are utilized to manage model complexity and
prevent overfitting.

The specific parameter settings are shown in Table 13.

Table 13. Optimized hyperparameter settings.

Parameter Type Parameters Search Range Step Size The Optimal Value
Learnine Rate n_estimators [500, 2000] 500 1500
& learning_rate [0.05, 0.40] 0.05 0.35

max_depth [3,7] 1 5

Tree Structure min_child_weight [0.01, 0.19] 0.03 0.03
gamma [0.01, 0.19] 0.03 0.06
L reg_alpha [0.01, 0.19] 0.03 0.01
Regularization reg_lambda [0.01,0.19] 0.03 0.03
Sample Random subsample [0.50, 0.99] 0.03 0.99
Sampling colsample_bytree [0.50, 0.99] 0.05 0.90

The comparison between the model’s performance with default parameters and the
model utilizing optimal parameters is depicted in Figure 12.

Optimal parameters
Default parameters

96.5
F1-Score
96
95.4
- Recall
g 94.8
g
£
97.6
Precision
97.2
98.1
Accuracy
97.8
AL B AL A B AL L RN AL R R AL B |
70 75 80 85 90 95 100

%
Figure 12. Parameter optimization effect.

5.4. Experimental Result and Evaluation

To evaluate the performance of various machine learning algorithms for the task of
expressway transaction data anomaly pattern recognition and validate the expressway
transaction data anomaly pattern recognition model based on TL-XGBoost, we conducted a
series of experiments. In addition to evaluating XGBoost for comparison, we also assessed
several other machine learning algorithms, including Light Gradient Boosting Machine
(LightGBM), CatBoost, decision tree (DT), and random forest (RF), comparing their perfor-
mance with the XGBoost algorithm. Default parameters were used for these algorithms
during training, and the random seed was set to 42.
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The experiments demonstrate that TL-XGBoost, as proposed in this paper, outper-
forms both the traditional XGBoost method [38] and other machine learning algorithms.
The other classification methods mentioned earlier have their own strengths and limita-
tions, and TL-XGBoost is selected as the preferred choice because it effectively addresses
many of the limitations found in existing models. There are two primary reasons for
choosing TL-XGBoost as the preferred classification model for the task of classifying anoma-
lous patterns in expressway ETC data. On the one hand, the XGBoost algorithm offers
several advantages:

e  High Accuracy: XGBoost is known for its ability to provide superior accuracy com-
pared to many other algorithms. It achieves this by gradually improving the model
through multiple rounds of iterations;

e  Regularization Support: XGBoost supports both L1 and L2 regularization, which aids
in reducing the risk of overfitting. Regularization techniques help control the model’s
complexity and enhance its generalization capabilities;

e  Hyperparameter Tuning: XGBoost provides a rich set of hyperparameters that can be
fine-tuned to optimize the model for different tasks. These parameters include tree
depth, learning rate, regularization, and more;

e  High Performance: XGBoost is highly optimized, incorporating advanced techniques
such as tree pruning, sparsity awareness, cache blocks, and parallel processing. This
optimization allows XGBoost to deliver fast training and prediction, even on large-
scale datasets, making it well suited for real-world applications.

On the other hand, the Tomek-links algorithm effectively addresses issues related
to low recall and the imbalance in decision boundaries resulting from sample imbalance.
Consequently, the TL-XGBoost model, which combines the Tomek-links algorithm with the
XGBoost algorithm, demonstrates excellent performance.

Referring to Figure 13, it is evident that the TL-XGBoost model outperforms all other
models across all four metrics, including Accuracy, Precision, Recall, and F1-score. Notably,
the improvements in Precision and Fl-score metrics are particularly significant when
compared to the performance of the XGBoost model.

100
95 ] - -
X 904

TL-XGBoost

85 XGBoost
LightGBM
CatBoost
DecisionTree
RandomForest

80

Accuracy Precision Recall F1-Score

Figure 13. Comparison of algorithm performance.

Subsequently, a detailed feature contribution analysis was conducted. As depicted in
Figure 14, the two features exhibiting the highest feature contributions are the section start
gantry type and the section passage time, representing the spatial and temporal attributes
of section trajectories, respectively. It is noteworthy that none of the feature contribution
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values surpass 0.5. This indicates that every feature makes a discernible contribution to the
model’s predictive outcomes, and no single feature overwhelmingly influences the model’s
predictive results.
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Feature
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Figure 14. Feature importance.

5.5. Expressway ETC Data Anomaly Pattern Analysis

This section delves into the causes behind four anomalous patterns: reverse trajectory,
missing detection, duplicate detection, and opposite lane detection. Following this analysis,
we examine the potential impact of these anomalies on the safety of the vehicle-road
coordination system.

1. Reverse trajectory patterns

In our dataset, we identified anomalous data featuring reverse trajectory patterns
within 30 section trajectories. Upon close examination, and considering the original gantry
serial numbers and topology data, our initial hypothesis attributes this anomaly to potential
misconfigurations during the installation and commissioning of the gantry system. These
configuration errors may have led to discrepancies between the internal gantry equipment
numbering and the designated numbering in the topology data, ultimately resulting in the
generation of reverse trajectories during vehicle trajectory recording.

2. Missing Detection Patterns

Regarding the missing detection patterns in our dataset, we conducted an analysis
from two distinct angles. Firstly, we examined cases characterized by a significant number
of missing detections at individual gantries. This scrutiny revealed a total of 893 missing
detections. Three gantries had over 1000 missing detections, while 55 gantries had more
than 100 missing detections. Our initial speculations regarding these findings encompass
three potential factors:

e  Mechanical Abnormalities: It is possible that these gantries suffered mechanical irreg-
ularities or angular misalignments necessitating maintenance;

e  Malicious Electromagnetic Shielding: The deliberate placement of electromagnetic shield-
ing objects near gantry equipment to evade detection could be another explanation.

e  Atmospheric Conditions: Adverse weather conditions on the specific day in question,
such as temperature and humidity fluctuations, might have deteriorated signal quality.

Secondly, we find that there are 16 sets of trajectories with four or more consecutive
missing detections of gantries that occur more than 10 times in the same day. The trajectory
with the highest number of consecutively missing detections, as shown in Figure 15, has a
total of 39 consecutive missing detections. In such cases, the possible causes speculated
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in the first scenario should be eliminated first. If no relevant problem is identified, two
alternative explanations are considered:

3 oy
A Destination

ETC Record Missing

Legend

- ETC Flagid
! T — ETC Trajectory

Figure 15. An example of ETC trajectory with missing detection.

e  Abnormal OBU Equipment: Mechanical anomalies in the On-Board Unit (OBU) equip-
ment of certain vehicles might have occurred, coinciding with their passage on the
relevant road that day.

e  Fee Evasion Suspicions or Inaccurate Fee Calculations: The patterns observed in these
travel tracks may give rise to suspicions of potential fee evasion or inaccurate system
fee calculations.

3. Repeated Detection Patterns

In the dataset we used, there were 185 gantries with repeated detection patterns and
7 gantries with more than 100 repeated detections. We initially speculate that these may be
due to the following reasons:

e  Abnormalities in Gantry Equipment: The presence of repeated detections in some
gantries may indicate abnormalities in these specific gantries. Professionals may need
to re-commission and inspect the affected equipment.

e Roadway Issues: There are other problems in the roadway on the same day that lead
to poor access.

4. Opposite Lane Detection Patterns

In the dataset we used, there were a total of 388 gantries exhibiting opposite lane
detection patterns, and one gantry had more than 150 opposing lane detections. Our initial
hypothesis is that this anomaly may be linked to a shifted installation angle of the gantry
equipment, necessitating professional adjustment.

The core task of the vehicle-road collaboration system is to comprehensively assess
the road traffic condition and instantly share the assessment results with all intelligent
driving vehicles in order to warn of potentially hazardous situations and help vehicles
avoid them in advance [39].

Abnormal patterns can significantly impact the vehicle-road cooperative system in the
following ways. First, in the roadway with a high frequency of missed detection patterns
or repeated detection, it will increase the error of the traffic state assessment results, which
in turn will cause misleading path planning for a single vehicle.

Second, the reverse trajectory and continuous missed detection mode will affect the
real-time vehicle position estimation, vehicle arrival time prediction, and prediction of
low-speed vehicles in front versus high-speed vehicles behind.

For example, in Figure 15, a vehicle has a large number of consecutive missed detec-
tions during that trip. Figure 16 tries to complement that trajectory, where the red color
represents the shortest path, while the blue color depicts the actual reconstructed trajectory
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of the vehicle based on captured data, exhibiting variations from the two trajectories. In
segments where captured data diverge from the shortest path trajectory, the travel distances
differ significantly, spanning 26.9845 km and 34.5718 km, respectively, and encompassing
approximately 20 gantries each. Within these road sections, accurately calculating the
vehicle’s position and state in real time becomes challenging. If the vehicle is traveling
at excessively high or low speeds, it could potentially pose a road hazard that intelligent
driving systems may fail to anticipate, thereby compromising driving safety.

CAP Trajectory distance:

345,718m (20 gantry)

,_)' merging point

\d

Shortest Trajectory
distance:269,845m

s Legend
. +  CAP Flagid
@‘ ) — Shortest Path
7 r — CAP Trajectory

Figure 16. An example of ETC trajectory repair. Note that CAP trajectory and shortest trajectory

diverging point

distances are calculated only for the distance traveled between the diverging point and the merging
point, not for the total length of the travel trajectory.

Third, the road sections with frequent opposite direction detection and reverse trajec-
tory patterns will interfere with the system’s judgment of road connectivity.

In conclusion, detecting and identifying abnormal patterns in expressway ETC data
is crucial. Improving the quality of these data will offer more reliable support for the
ETC-based vehicle-road cooperative system.

6. Discussion

China’s expressway ETC system has been widely used, and the realization of co-
operative vehicle-infrastructure based on the expressway ETC system is advanced and
feasible. The correctness of the ETC data, as the data support of this scheme, will directly
affect the safety of driving. Research on abnormal data in expressway ETC data is the
basis for improving data quality. In this study, an investigation into abnormal data within
expressway ETC datasets has led to the following main contributions and innovations:

1. Classification of Abnormal Data: Unlike previous approaches that often involved
simplistic interpolation or direct data deletion during data preprocessing, this study
introduces a classification of abnormal data within expressway ETC big data. By doing
so, it provides a reference for the more precise and rational repair of abnormal data,
resulting in the construction of more complete and comprehensive datasets;

2.  Robust Anomaly Pattern Recognition Model: The study proposes an accurate and
comprehensive expressway anomaly pattern recognition model capable of identifying
four distinct types of anomalies within extensive ETC big data. This model achieves
exceptional performance metrics with an accuracy of 97.8%, precision of 97.2%, recall
of 94.7%, and F1-score of 96.0%.

3. Analysis of Anomalous Patterns: The research delves into four primary types of
anomalous patterns—reverse trajectory, missing detection, false detection, and re-
peated detection. Speculations on potential causes for each type of anomaly are
provided, offering valuable insights and directions for future research.



Electronics 2024, 13, 202 28 of 30

In the future, efforts can be focused on two aspects: firstly, enhancing the model’s
accuracy further to facilitate its application in the cooperative vehicle-infrastructure plat-
form based on the ETC system; and secondly, conducting repairs on existing anomalies
and further exploration of potential anomaly patterns within ETC data
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