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Abstract: Machine learning (ML)-based network intrusion detection systems (NIDSs) depend entirely
on the performance of machine learning models. Therefore, many studies have been conducted
to improve the performance of ML models. Nevertheless, relatively few studies have focused on
the feature set, which significantly affects the performance of ML models. In addition, features are
generated by analyzing data collected after the session ends, which requires a significant amount
of memory and a long processing time. To solve this problem, this study presents a new session
feature set to improve the existing NIDSs. Current session-feature-based NIDSs are largely classified
into NIDSs using a single-host feature set and NIDSs using a multi-host feature set. This research
merges two different session feature sets into an integrated feature set, which is used to train an ML
model for the NIDS. In addition, an incremental feature generation approach is proposed to eliminate
the delay between the session end time and the integrated feature creation time. The improved
performance of the NIDS using integrated features was confirmed through experiments. Compared
to a NIDS based on ML models using existing single-host feature sets and multi-host feature sets,
the NIDS with the proposed integrated feature set improves the detection rate by 4.15% and 5.9% on
average, respectively.

Keywords: integrated feature set; machine learning; network intrusion detection system; incremental
feature generation

1. Introduction

At present, network intrusions are highly diverse and sophisticated. Therefore, it is
becoming increasingly difficult to detect them accurately. To improve the accuracy of net-
work intrusion detection, several studies have been conducted, using various technologies.
In particular, as machine learning (ML) has evolved significantly, many network intrusion
detection systems (NIDSs) that use ML have recently been proposed [1-3]. Unlike early
ML-based NIDSs, which mainly used simple ML models, complex deep learning models
have been recently used for network intrusion detection. Unlike conventional pattern-based
NIDSs, deep learning-based NIDSs demonstrate a robust detection performance against
detection evasion attacks that partially modify network intrusion methods and achieve
a high detection performance against zero-day attacks, which are new and previously
unknown [4-6]. Therefore, deep learning technology is the most important core technology
for overcoming network intrusions.

However, several important problems must be solved to implement a deep-learning-
based NIDS. First, a large dataset consisting of many intrusions and normal traffic is needed
to train a deep learning model. Recently, various research institutes have been steadily
releasing datasets, including the latest intrusion traffic. Studies to remove the bias of
datasets generated from specific sites are also being conducted extensively. Therefore,
the problem of the quantity of the datasets required to train the deep learning model
was significantly alleviated. The second problem is the design of a deep learning model.
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The most critical factor in the design is determining which data characteristics are used
as learning features. The detection performance of the NIDS and the complexity of the
deep learning model differ depending on the feature. However, unlike learning datasets,
relatively few studies have been conducted to solve this problem. In an NIDS, it is common
to use a feature that reflects a session’s overall characteristics rather than a feature for each
packet of data [7]. These session features were commonly used in the early days, starting
with those presented in the KDD99 dataset [8]. However, the session feature presented in
the KDD99 dataset is costly because sessions belonging to multiple hosts (sessions created
in multiple hosts or created in one host and having multiple destinations) must be analyzed
simultaneously to create the feature.

The session features used in the ISCX2012 dataset, later released by the University
of New Brunswick (UNB), are partially similar to the session features presented in the
KDD99 dataset [9]. However, its fundamental difference from the KDD99 dataset is that
the ISCX2012 dataset only comprises features that can be created by analyzing sessions
belonging to a single host (sessions created between the same single source and the same
single destination). Therefore, generating session features in the ISCX2012 dataset by
analyzing the network traffic is much easier than generating session features in the KDD99
dataset. However, little research has been conducted on the effects of certain session
features on intrusion detection performance. Therefore, in order to improve the accuracy of
existing ML-based NIDSs, we need to answer the following questions: first, which features
are most suitable for ML models used in NIDSs? Second, can those features be generated
without significant overhead so that they can be applied to existing NIDSs?

To find the answers in this study, experiments were conducted and analyzed to
determine a method of using session features that can increase detection performance,
focusing on session features. In addition, we propose a feature set that can further improve
the detection performance of existing session-feature-based NIDSs. Finally, we introduce
an incremental generation method to build new feature sets from the network traffic in
semi-real time. Our contributions are as follows.

=  We propose a unique integrated feature that combines single-host and multi-host
features to significantly improve the detection accuracy of existing NIDSs. Through
extensive experiments on features, we present the most suitable feature for ML-
based NIDSs.

»  We present an incremental generation algorithm to build integrated features in real-
time without significant overhead. Although the integration feature can improve the
classification accuracy of an NIDS the most, it is impossible to apply it to NIDSs due
to the high overhead when it is generated in the existing algorithms. To solve this
problem, we present a very lightweight, real-time feature generation algorithm which
is totally different from the existing algorithms.

The remainder of this study is structured as follows. Section 2 explains the features
used in previous studies, and Section 3 presents the new feature sets and progressive
generation methods. Section 4 analyzes the performance of the NIDS by applying various
ML models to the existing session feature set, including the proposed feature set. Finally,
Section 5 presents the conclusions of this study.

2. Existing Work

The feature sets that are widely used in recent ML-based NIDSs can be divided into
session features that are determined by analyzing traffic belonging to the entire session
rather than individual packets and packet features that are created from the packet data.
The session features can be further classified into single-host features, which are created
by analyzing sessions between a single source and single destination, and multiple-host
features, which can create sessions between a single source and multiple destinations or
multiple sources and single destinations.
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The well-known datasets that use single-host features are the ISCX2012, CIC-IDS2017,
and CSE-CIC-IDS2018 datasets, published by the Canadian Institute for Cybersecurity
(CIC) at the University of New Brunswick (UNB) [10,11]. Single-host features are easier
to create because only the traffic from that session is required to create features for each
session. In general, to create a session feature, the traffic of each session must be collected
and analyzed from the beginning to the end of the session. Thus, the memory complexity
for generating a session feature is 8(n), where n is the number of packets in the session.
Recently, a new approach for generating a single in-line host feature has been proposed.
It has been proven that a session feature can be gradually created by updating some data
fields whenever each packet is received [12]. In this method, the memory complexity is 6(f)
(where f is the number of features), which can significantly reduce complexity compared
to the existing method and can generate session features immediately after the session is
terminated in semi-real time by minimizing the feature extraction time. This indicates that
it is possible to extend the non-real-time NIDS to a real-time network intrusion prevention
system (NIPS).

Contrary to the single-host feature, the multi-host feature is created using all sessions
with the same destination or the same source among sessions created within a specific
period. Therefore, because many sessions involved in creating a session feature must be
considered simultaneously, both the memory and time complexity are more significant than
the complexity of a single-host feature. Due to this complexity, multi-host features are not
commonly used at present. However, the multi-host feature contains valuable information
for detecting distributed attacks using multiple zombie hosts. Because distributed attacks
are increasingly common, the importance of conducting research on methods of creating
multi-host features in real time at a low cost is growing. In particular, if a method for
generating multi-host features in real time is found, it is expected that it will be possible to
detect distributed attacks accurately in real time. The following table characterizes each
feature. Single-host features are often used because they are simpler to create than multi-
host features. However, single-host and multi-host features have different information for
the traffic; therefore, if they are used simultaneously, they can compensate for each other’s
shortcomings. Therefore, in order to use both features simultaneously, it is important to
develop a means to efficiently generate multi-host features in real time while minimizing
resource usage. Each feature set type and corresponding dataset are described in detail
in Table 1.

Table 1. Comparison for single-host and multi-host features.

Feature Type Pros. Cons.
It can be created in real time. It includes insufficient
Single-host It consumes fewer resources information about attacks using
for generation. multiple hosts.

It contains useful information to It requires huge resources to

Multi-host detect multi-host-based attacks.  generating features.

2.1. Single-Host Feature

The key to ML-based NIDS research is creating related datasets. However, this task
requires considerable effort and time. When an ML-based NIDS was proposed in the
early days, only limited datasets could be used practically. The CIC has recently provided
various datasets necessary for network security research, as shown in Table 2. Therefore,
most ML-based NIDS studies use CIC datasets.

The CIC creates session features using a self-developed tool called CICFlowMeter [13,14].
Table 3 shows a part of the feature set in which CICFlowMeter v3 is generated. Note that the
features created by CICFlowMeter were created by analyzing packets in all sessions generated
between a single source and a single destination. For example, the main features created are
the number of packets transmitted and received within one TCP session, or the average size
of packets within one session. The total number of feature sets was 80. Overall, these features
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can be further divided into two types. An intra-flow feature is obtained by analyzing only one
session, and an inter-flow feature is obtained by analyzing several sessions simultaneously.

Table 2. Datasets provided by CIC [12].

No Name Description
1 CIC-DDo0S2019 DDoS Evaluation Dataset
2 CSE-CIC-IDS2018 IPS/IDS dataset on AWS
3 CIC-IDS2017 Intrusion Detection Evaluation
Dataset
4 ISCX IDS2012 Intrusion Detection Evaluation
Dataset

Table 3. Partial feature set generated by CICFlowMeter. IAT—inter-arrival time.

No Name Description Type
1 Duration Flow duration.
2 Total forward packets Total packets in the forward direction.
3 Total backward packets Total packets in the backward direction.
4 Total forward size Total size of packet in forward direction.
5 Max forward size Maximum size of packet in forward direction.
6 Min forward size Minimum size of packet in forward direction.
7 Average forward size Average size of packet in forward direction. ttra-flow
8 Forward IAT standard deviation Standard deviation size of packet in forward direction.
9 Max backward size Maximum size of packet in backward direction.
10 Min backward size Minimum size of packet in backward direction.
11 Average backward size Average size of packet in backward direction.
12 Backward IAT standard deviation Standard deviation size of packet in backward direction.
77 Average inter-flow time Average time between two flows.
78 Inter-flow time standard deviation Standard deviation time between two flows. Inter-flow
79 Max inter-flow time Maximum time between two flows.
80 Min inter-flow time Minimum time between two flows.

A dump file of packets is saved to create a single, host-based dataset from CIC, and the
packet data for each session are then analyzed with CICFlowmeter to create a feature. This
process is impossible to perform in real time within the NIDS because the memory usage
is high. Therefore, the NIDS generates features in non-real time for terminated sessions
and performs intrusion detection using an ML classifier. In a recent study, a method was
proposed to create and update meta-feature values to create session features whenever
packets are received from an NIDS without CICFlowmeter and to create single-host features
without the high time and space complexity through them immediately after session
termination. By using this method, it is possible to create features for sessions in near-real
time in NIDSs such that the delay from session termination to detection can be minimized,
solving the biggest drawback of the NIDS using existing single-host-based datasets.

This approach is called incremental feature generation (IFG) [15]. In Figure 1, the
basic structure of the IFG is presented. The received packets are stored and processed
independently according to their direction. This information is updated each time a
packet is received, and the entire single-host feature is updated based on this information.
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Therefore, unlike the method for analyzing session traffic after a session is terminated, a
feature is created immediately after a session is terminated.

Feature table

Internal session states
—

Forward packet Bi- — Foward | Derived session features
Directional —)__ ‘ : |
Backward packet — Backward pan) .
P ‘ N Bi- _‘ Foward ' gession
D Directional features
Session stateful features Y —{ Backward g
H—1— Bi- —| Foward
Directional | | Backward

Figure 1. IFG block diagram for single-host feature creation.

2.2. Multi-Host Feature

The KDD99 and Kyoto2016 datasets contain single-host features similar to those
created by CIC [16,17]. However, these datasets also include multi-host features with
distinct characteristics from the CIC datasets. Higher computational complexity and
memory complexity are required to create a multi-host feature than existing single-host
features. As the KDD99 and Kyoto datasets are very similar, only the Kyoto dataset is
described here.

The feature sets used in the Kyoto2016 dataset are as follows [17]. Excluding session-
dependent fields, it consists of 11 single-host features and 7 multi-host features as shown
in Table 4. Although it consists of a very small number of features compared to the
80 features of the dataset created by CIC, it shows a high intrusion detection success rate
with multi-host features.

Table 4. Partial feature set used in the Kyoto dataset.

No Feature Description Type

The total number of data bytes transmitted by the source

1 Source bytes
IP address.

2 Destination bytes The total number of data bytes transmitted by the destination
IP address.
Among the past 100 connections whose destination IP address

3 Dst host count is the same as that of the current connection, the total number
of connections whose source IP address is the same as that of
the current connection.
Among the past 100 connections whose destination IP address Multi host
is the same as that of the current connection, the total number

4 Dst host srv count . . .
of connections whose service type is also the same as that of the
current connection.
The percentage of connections whose source port is the same as

Dst h ..

> st host same stc port rate that of the current connection in Dst host count feature.

6 Dst host serror count feature rate The percentage of connections that have “SYN” errors in Dst
count feature.

7 Dst host Srv serror rate The percentage of connections that “SYN” errors in Dst host srv

count feature.
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Table 4. Cont.

No Feature Description Type
8 Duration The length of the connection in seconds.
9 Service The service type of the connection.
The total number of connections whose source IP address and
10 Count destination IP address are the same as those of the current
connection in the past two seconds.
The percentage of connections to the same service among the
11 Same srv rate . .
sessions in Count feature.
1 Serror rate The percentage of connections that have “SYN” errors among )
the sessions in Count feature. Single host
The percentage of connections that have “SYN” errors among
13 Srv serror rate . .
the sessions in Srv count feature.
14 Flag The state of the connection.
15 IDS detection Indicates whether IDS triggered an alert for the connection.
16 Malware detection Indicates whether malware was observed in the connection.
17 Ashula detection Indicates whether shellcodes and exploit codes were used in
the connection.
18 Start Number Indicates when the session was began.
19 Source IP Address Indicates the source IP address of the session.
20 Source Port Number Indicates the source port number of the session. Session
21 Destination IP Address Indicates the source IP address of the session. specific
22 Destination Port Number Destination Port of the session.

2.3. Packet Feature

As mentioned above, because the session features are created by analyzing the packets
received from the first to the last packet of each session, the features are inevitably created
after the intrusion ends. In contrast, an NIDS using packet features collects a certain number
of packet data and uses them directly as features. To use the session feature, it is necessary
to decide the traffic characteristics that should be used as a feature in advance; however,
the ML model using the packet feature does not require such complicated preliminary
work. Instead, deep learning technologies, such as CNN, are essential because meaningful
data must be obtained directly from the packet data [4]. The most severe problem with the
packet feature is that because each byte of packet data is used as one feature, many features
are generated, making real-time processing impossible. As one-hot encoding is applied to
each byte, 100-byte packet data are converted into 25,600 features. Moreover, significantly
high processing power and time are required to apply the deep learning algorithm to a
dataset of many features. Therefore, the process of generating packet features using HAST-
IDS, a representative NIDS that uses packet features, as shown in Figure 2, is applied [4].
After sequentially collecting packets of a specific size from the first packet, each byte value
was expanded by one-hot encoding to create a packet feature.
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Figure 2. Process of generating packet features used in HAST-IDS.

3. Integrated Session Feature-Based NIDS
3.1. Incremental Session Feature

A new feature is proposed to overcome the disadvantages of the existing single-host
or multi-host features. The proposed method removes duplicate features by integrating
existing single-host and multi-host features. The integration feature also suggests an incre-
mental generation method that can be created without delay when a session is terminated.
Thus, this study did not consider packet features because it is impossible to generate them
in real time. The number of fields in the unified feature is such that the features that overlap
with the existing two features are duration and service; the source IP, destination IP, and
source port vary according to sessions, and are thus excluded from the integrated features.
Therefore, the total number of features was 97, as is shown in Table 5.

Table 5. Feature set size.

Feature Set Integrated ISCX2012 Kyoto2016
Feature size 97 80 22

To create a feature similar to the existing method, the packet is saved whenever a
packet is received. When the session is terminated, the feature is created from all packet data
using Zeek and CICFlowmeter [17]. However, in this case, a large amount of calculation
and memory is consumed after the session is terminated. To improve this, the method of
incrementally creating the existing single-host session feature was expanded. Using this
method, both single-host and multi-host session features can be created incrementally. The
incremental feature-creation method is illustrated in Figure 3. The structure to create the
existing single-host session feature is extended to include a structure that stores the last 2 s
of all sessions with the same SIP and counts the number of sessions with the same service
and SYN error. This gradually creates all necessary single-host session features.

In addition, a new structure for creating a multi-host session feature was added. All
sessions with the same DIP are implemented with a window that stores only the latest
100 sessions and a two-second window that stores sessions that occurred during the last
two seconds. The number of sessions with the same SIP and SYN errors was calculated in
real-time. This way, the multi-host session feature can be created without delay when the
session is terminated.
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Single host
feature table
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Backward packet | E— P Bi- 4‘ Foward || Single host
Directional session features
Session stateful features 'Y Backward >/ 2
1 Bi- —‘ Foward |
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Figure 3. Block diagram for incremental generating integrated features from data traffic.

3.2. Incremental Feature Generation

Let us describe how to incrementally generate session features in detail. Due to lack
of space, we will show how to obtain features only for the Kyoto2016 dataset, which is
more difficult than obtaining features for ISCX2012. As shown in Figure 3, to generate
single-host features and multi-host features, the proposed NIDS must manage sessions
using a session window of the past 2 s regardless of DIP and the last 100 sessions for each
DIP. To manage many sessions in real time, the proposed method uses a linear queue to
manage active sessions for the past 2 s, as shown in Figure 4. Therefore, if the end time is
over 2 s, the session entry is deleted from the linear queue. In addition, to manage the last
100 sessions for each DIP, the proposed NIDS uses a hash table with the DIP as the key and
circular queues referenced by the hash entries.

Hash table
key=(dip) s2|sl

Queue containing
connections
in the past 2 seconds

. Finish Pointers Ref.
Session values . .
time to hash entries counter

sipl,dip3,service2,

s1 SYN error, source portl 10 PLp2,p3,p4 2
sipl1,dip3,servicel,

s2 SYN, source port2 1 PL,p2,p3,p4, 2

s3 sipl,dip3,service2, 6 p1,p2,p3,p4 1

Circular Queue SYN error, source portl

containing the latest 100
connections

Figure 4. Examples of two queues and corresponding session entry structures. The circular queue
contains three sessions while the linear queue contains two sessions.
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A session entry consists of the session information (i.e., SIP, DIP, service, SYN error
status, and source port number) in addition to a session end time, a pointer list to hash
table entries, and a reference counter. Since the proposed scheme uses four hash tables, the
pointer to the k-th hash table entry is denoted by pk (k=1, 2, ..., 4). The reference counter
indicates how many queues the session is stored in. Since the proposed method uses two
queues to manage sessions, the reference counter can be set to 0, 1, and 2.

When a session is created, a session entry is created and stored in the circular and
linear queues. For the sessions stored in these two queues, four additional hash tables are
used to maintain the counting values needed to generate the session features. Figure 5
shows the structure of the hash tables used by the proposed method. The pk of the session
entries are used to quickly update the four hash tables when the existing session entry
is deleted.

Hash tablel Hash table2
key=(sip, dip) key=(sip, dip, service)

HEENEEEE HNEREEEN
I | | |

sip1, dip3 sip2, dip2 sipl, dip3, sipl, dip3,
service2 servicel
count=2 same_srv_ same_srv_
serror count=1 count=1
count=1 same_srv_ same_srv_
dst_host_ serror_cou serror_cou
count=3 nt=1 nt=0
dst_host_
serror_coun
t=2
Hash table3 Hash table4

key=(dip, service) key=(sip, dip, source port)

HNENEEEE HNEREEEE
I | | I

dip3, dip3, sipl, dip3, sip1, dip3,
service2 servicel source port2 source portl
dst_host_s dst_host_s dst_host_same dst_host_same
rv_count=2 rv_count=1 _src_port_cou _src_port_cou
dst_host_s dst_host_s nt=1 nt=2
rv_serror rv_serror
count=2 count=0

Figure 5. Four hashes to maintain statistics needed to generate multi-host session features in real-time.
The blue and red colors represent values associated with sessions stored in the linear queue and the

circular queue, respectively.

As the proposed NIDS uses each hash table similarly, let us describe only how hash
tablel works. Each entry in hash tablel contains a “count” field, which stores the number
of sessions with the same SIP and DIP for the sessions stored in the linear queue, and a
“serror_count” field, which stores the number of sessions with SYN errors among them. It
also contains a “dst_host_count” field, which stores the number of sessions with the same
SIP and DIP for the sessions stored in the circular queue, and a “dst_host_serror_count”
field, which stores the number of sessions with SYN errors. These counters are updated
whenever a new session is created.

We will only describe how to obtain the multi-host session feature, which is more
complicated than the single-host session feature. Whenever a new session is created or
terminated, the circular queue, linear queue, or four hash tables can be updated. Then,
if the proposed method needs the multi-host session feature for a particular session, the
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features are computed as shown in Table 6. It finds a session entry for the currently received
session at first. Then, using pk, it accesses the entries in each hash table directly. Eventually,
all the features in Table 6 can be obtained with a time complexity of 6(4). For example, for
session S, the feature ‘Same srv rate’ is given by

same_srv_count
count

Same srv rate =

@

where ‘same_srv_count’ for session S can be read via the p2 pointer from the session entry
for session S. The count can also be read through the p1 pointer, making it very fast to
calculate the feature.

Table 6. List of multi-host features and their calculation expressions. hash table k (f) means the value
of the field f in the entry of the k-th hash table matching with the given session.

Feature Feature Calculation
Count hash tablel(count)
Same srv rate hash table2(same_srv_count)/hash tablel(count)
Serror rate hash tablel(serror_count)/hash tablel(count)

hash table2(same_srv_serror_count)/hash

S t
TV Serror rate table2(same_srv_count)

Dst host count hash tablel(dst_host_count)

Dst host srv count hash table3(dst_host_srv_count)

hash table4(dst_host_same_src_port_count)/hash
tablel(dst_host_count)

hash tablel(dst_host_serror_count)/hash
table1(dst_host_count)

Dst host same src port rate

Dst host serror rate

hash table3(dst_host_srv_serror_count)/hash

Dst host srv serror rate table3(dst_host_srv_count)

4. Performance Evaluation
4.1. Experiment Environment

We evaluated the performance of the feature-creation method described above and
determined the effectiveness of the proposed feature. The feature set compares the perfor-
mance of the proposed integrated feature using the single-host feature created using CIC
FlowMeter with the multi-host feature used in the Kyoto 2016 dataset, which was created
using Zeek. The dataset used for the performance analysis was CIC-IDS2017, published
by CIC. The size of the dataset used for performance analysis is listed in Table 7. The
entire dataset was randomly divided into 60% and 40% to create the training and test
datasets, respectively.

The algorithms used for performance comparison are the decision tree (DT), naive
Bayes (DTNB), DT with k-NN (DTKNN), synthetic minority over-sampling technique
(SMOTE) + random forest (RF), support vector machine (SVM), and 1D convolutional
neural networks (1D-CNN) algorithms, which are widely used in NIDSs [4,18-24]. The
performance metrics analyzed were accuracy, precision, recall, and F1-score. The definitions
are as follows:

Accuracy = TP+ IN (2)
Y= TP{FPLFNF+TN
.. TP
Precision = TP+ ED 3)
TP
Recall = ———— 4)

TP+ FN
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TP

Fl-score =
SCOT® = TP 1 0.5(FP + FN)

©)

Here, TP, TN, FP, and FN represent the true positive, true negative, false positive, and

false negative, respectively.

Table 7. Dataset size of CIC-IDS2017.

Class Total Size Training Size Test Size
Benign 978,480 587,088 391,392
FTP-Patator 2411 1447 964
SSH-Patator 1829 1097 732
DoS Hulk 43,442 26,065 17,377
DoS Slowhttp 39,738 23,843 15,895
DoS Slowloris 31,268 18,761 12,507
Web Bruteforce 881 529 352
Bot 1358 815 543
DDoS 57,623 34,574 23,049
Portscan 95,382 57,229 38,153
Total 1,252,412 751,448 500,964

4.2. Detection Rate

The detection performance of each machine learning algorithm for each feature is
presented in Figure 6. Based on the Fl-scores, the performance of each algorithm was
measured as high in the order of 1D-CNN, DTNB, SMOTE + RF, DT, DTKNN, and SVM.
Regardless of the type of algorithm, including traditional ML or recent deep-learning
models, the performance of the NIDS using single-host features is 1.75% higher on average
compared with that of the NIDS using multi-host features, based on the Fl-scores. In
addition, the NIDS using the integrated feature created by combining the two session
features has a higher performance than the NIDS using the multi- or single-host features,
specifically, 5.9% higher than the multi-host feature and 4.15% higher than the single-
host feature. Considering that the difference between the single-host and multi-host
features is 1.75%, the performance improvement is substantial. Excluding SMOTE + RF,
the performance increases in the order of multi-host features, single-host features, and
integrated features for all metrics: accuracy, precision, recall, and F1-score. In the case of
DTKNN, one of algorithms showing the highest performance, Figure 7 shows that DTKNN
significantly improves the performance for all metrics in the integrated feature.
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Figure 6. Detection rates in Fl-score for machine learning models, according to each feature set.
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Figure 7. Performance metrics for machine learning models, according to each feature set.

Similar to other algorithms, SVM has the highest performance when integrated fea-
tures are applied to it. The performance with single features is the lowest compared to
the others, but the performance improvement is the greatest with integrated features. Fi-
nally, the detection performance of SVM improves most when integrated features are used
compared to other algorithms.

It is important to compare confusion matrices to analyze the performance of each
class in detail. However, due to the lack of space, we only show DTKNN'’s confusion
matrix, which shows the highest classification accuracy, instead of confusion matrices for
all classification algorithms. Tables 8-10 show the confusion matrix for DTKNN.

Table 8. Confusion matrix for DTKNN using the single-host feature.

Benign P:;l;il:or Pitsal’;lor I?l?l?( Sllzt?vittp Sllzx(/,v?oris Brl}lt\:;l())rce Bot DDoS  Portscan

Benign 651,858 0 8 2 6 5 10 74 0 2
FTP-Patator 1 1580 0 0 0 0 0 0 0 0
SSH-Patator 1 0 1138 0 0 0 0 0 0 0
DoS Hulk 5 0 2 28,870 0 0 0 0 0 0
DoS Slowhttp 19 0 0 0 26,864 5 1 0 0 1
DoS Slowloris 4 0 0 0 6 20,948 3 0 0 0
Web Bruteforce 1 0 0 0 0 0 584 0 0 3
Bot 53 0 0 0 0 0 0 814 0 0
DDoS 0 0 0 0 0 0 0 0 38,218 0
Portscan 398 0 1 0 0 0 0 0 0 63,457

The results show the highest accuracy in the benign, DoS Slowhttp, Bot, and DDoS
classes with the integrated feature, while other classes show almost the same accuracy as
single-host or multi-host features. On the other hand, when using the single-host feature,
DoS Hulk, DoS Slowloris, Web Bruteforce, and Portscan classes have the highest accuracy,
but the difference from the results of the integrated feature is very marginal. In addition
to the multi-host feature, it shows the highest performance in the SSH-Patator class, but it
shows almost the same accuracy as the integrated feature. Eventually, there are classes that
are accurately detectable when using single host or multi-host features, but the advantage
of both features can be exploited by using the integrated feature, indicating that an NIDS
with the integrated feature achieves the same or higher accuracy for all classes than the
existing two features.



Electronics 2023, 12, 1657

13 of 17

Table 9. Confusion matrix for DTKNN using the multi-host feature.

Benign P:;l;llt)or Pjtsal’;lor I‘]I)l(l)l?( Sl](?:vittp Sllzx(l)v?oris Bruvt\(]eefl())rce Bot DDoS  Portscan
Benign 652,143 0 2 54 42 93 151 21 6 34
FTP-Patator 1 1580 0 0 0 0 1 0 0 1
SSH-Patator 1 0 1147 0 0 0 0 0 0 1
DoS Hulk 23 0 0 28,665 13 40 15 0 6 1
DoS Slowhttp 33 0 0 10 26,820 0 4 0 6 0
DoS Slowloris 13 0 0 77 0 20,762 1 0 1 0
Web Bruteforce 74 0 0 0 0 426 0 0 0
Bot 19 0 0 0 0 0 0 867 0 0
DDoS 17 0 0 66 1 62 0 0 38198 1
Portscan 16 0 0 0 0 1 0 0 1 63,425

Table 10. Confusion matrix for DTKNN using the integrated feature.

Benign Pel:;[:tjor P;Sitsal;lor I’?L(l)l?( Sl](?v(:rittp Sllzv(:r?oris Bruvt?fl:)rce Bot  DDoS  Portscan
Benign 652,316 0 4 7 4 19 15 7 0 14
FTP-Patator 0 1580 0 0 0 0 0 0 0 0
SSH-Patator 0 0 1145 0 0 0 0 0 0 1
DoS Hulk 4 0 0 28,865 0 0 2 0 0 0
DoS Slowhttp 6 0 0 0 26,871 0 0 0 0 1
DoS Slowloris 3 0 0 0 1 20,939 0 0 0 0
Web Bruteforce 0 0 0 0 0 0 581 0 0 2
Bot 4 0 0 0 0 0 0 881 0 0
DDoS 1 0 0 0 0 0 0 0 38,218 0
Portscan 6 0 0 0 0 0 0 0 0 63,445

Single-host features reflect the details of a session between one source and one des-
tination [25,26]. Multi-host features, on the other hand, contain aggregated information
about sessions between multiple sources and a single destination. Thus, the information
provided by single-host and multi-host features can reveal different levels of information
for a specific session without duplication, allowing for a more detailed analysis of the
session. Ultimately, this synergy leads to an integrated feature-based NIDS outperforming
single-host feature or multi-host feature-based NIDSs in detection.

4.3. Training and Testing Time

As indicated by the training time results in Figure 8, the ML model using the multi-
host feature has the shortest training time. In contrast, the NIDS using integrated features
demonstrates the longest training time. Considering that the size of the multi-host feature
is the smallest and the size of the integrated feature is the largest, we can realize that the
training time tends to be proportional to the number of features. As the multi-host feature
size is the smallest, the training time is the smallest compared to the use of other features
for all algorithms. An NIDS using the multi-host feature can be trained almost three times
faster than the single-host feature. Using the integrated feature with the largest size usually
requires more training time than the single-host feature.
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Figure 8. Each algorithm’s relative training and testing time according to each feature set. (a) Training

time. (b) Testing time.

One of the most critical aspects of NIDS is the testing time. This is an important
performance factor because it determines the maximum processing throughput an NIDS
is capable of handling. As shown in Figure 8, the characteristics of the primary testing
time are similar to those of the training time. Similar to the training time results excluding
DTKNN, the NIDS using the multi-host feature shows the shortest testing time, whereas
the NIDS using the integrated feature has the longest testing time. However, unlike the
training time result, the testing time of the NIDS using integrated features does not increase
significantly compared to the case of an NIDS using single-host features. In the case of the
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DTKNN with the highest detection rate, the testing time only increases by 8%. Even for the
most significant increase in DT, the testing time only increases by 61%. Although the test
speed is lower using the integrated features, the performance is almost similar to that of
the multi-host feature.

For SVMs, both the training and test times are the shortest for integrated features
and the longest for multi-host features. Considering that it has the fewest number of
multi-host features and the largest number of integrated features, the results for SVM seem
very strange and hard to understand. However, if we note that the time complexity of the
SVM is between O(n?) and O(n®), depending on the data distribution, we can see that the
number of features affects the time complexity of the classifiers, but the distribution of the
samples has a greater impact on the time complexity of SVM [27,28].

4.4. Feature Selection

To resolve the problem of increasing the classification time when using integrated fea-
tures, it is necessary to compare and analyze the performance through feature selection [29].
In this experiment, a random forest is used for feature selection, the feature importance
is calculated, and k features with high importance values are selected [30]. The classifier
is then trained using only the selected features, the Fl-score and test time are measured.
Since most classifiers show similar results, we show here the results only for DT, which
shows the largest increase in test time when using integrated features.

Table 11 shows the F1-score and test time according to the size of the features selected
through feature selection. We can see that as the number of selected features decreases, the
test time decreases proportionally. This is because as the number of features increases, the
complexity of building the internal tree of DT increases. On the other hand, the Fl-score
shows an overall convex shape with respect to the number of features. The table shows that
the Fl-score is maximized when the number of features is 30 and the test time is decreased
to 0.145 s, which is 54.7% less than the original 0.32 s. Considering that the numbers of
single-host and multi-host features are 81 and 39, the DT based on integrated features using
39 features shows a shorter test time than those of a DT using single-host or multi-host
features. Therefore, it is confirmed that the increased test time caused by using integrated
features can be mitigated by feature selection. Moreover, feature selection is essential for
using integrated features because feature selection improves not only test time but also
the Fl-score.

Table 11. Comparison of Fl-score and test time for integrated feature-based DT, according to the size
of features selected by feature selection.

Feature Size F1-Score Test Time (s)
116 99.59% 0.320
81 99.60% 0.246
39 99.78% 0.148
34 99.81% 0.138
30 99.88% 0.145
27 99.59% 0.126
25 99.52% 0.124
20 99.45% 0.128

5. Conclusions

The existing single-host feature is easy to create but has a disadvantage—it is unable to
see relationships with other sessions. However, the multi-host feature is difficult to create
but has the advantage of knowing the relationship with other sessions. Therefore, in this
study, we proposed a method to integrate the two sessions. Since generating integrated
features has a significant overhead, we also proposed an incremental feature generation
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method to solve this problem. The proposed integrated-session feature has the strength of
being able to more accurately detect network intrusions by merging multi- and single-host
features to simultaneously use multi- and single-session information. The experimental
results indicate that the proposed integrated feature improves the detection rate by 4.15%
and 5.9% on average, respectively, compared to NIDSs using traditional single-host and
multi-host features.

As the number of features increases, the time required to classify the received session
through ML increases. More powerful hardware is required to support the same session-
processing speed. However, an NIDS based on integrated session features can improve the
classification performance by adopting feature selection or using multiple ML classifiers in
parallel. In addition, because the performance of hardware for ML is rapidly improving,
the slow classification speed will be technically overcome.

For more accurate network intrusion detection, feature set design is essential; however,
research on this has been relatively lacking. Therefore, the integrated session feature
proposed in this study could significantly help to design a feature set for NIDSs that can
safely protect networks and users from malicious users.
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