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Abstract

:

This paper presents a novel double node upset (DNU) self-recoverable and single event transient (SET) pulse filterable latch design in 28 nm CMOS technology. The loop structure formed by C-elements (CEs) ensures that the latch can self-recover from the DNUs. A Schmitt trigger at the output can filter out transient pulses from anywhere in the circuit. A clock-controlled inverter channel that connects the input to the output reduces the transmission latency. The simulation results show that the proposed design is completely immune to DNUs, and the delay power area product (DPAP) is reduced by more than 50% compared with the previous design.
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1. Introduction


Reliability is a problem that must be taken into account when integrated circuits are applied in complex environments [1,2]. The harsh radiation environment in space presents great challenges to aerospace electronic equipment. When the sensitive region of a transistor is hit by high-energy particles such as protons, neutrons, and heavy ions in cosmic rays, the generated transient charges are collected by the source or drain of the transistor through mechanisms of drift and diffusion, and the transient electrical pulse is generated at the node [3,4,5,6]. The transient pulse is called a single event transient (SET). In combinational logic circuits, the transient pulse usually shows a glitch in the voltage waveform. In sequential logic circuits, the transient pulse may reverse the state of a flip-flop, resulting in a single event upset (SEU) [7,8]. SET and SEU are both soft errors, but they can have disastrous consequences when they cause logical confusion in spacecraft control systems [9,10].



In the past two decades, radiation-hardened-by-design (RHBD) technology has been widely used in the reliability design of logic circuits as a circuit-level radiation hardening method [11,12,13,14,15]. With the decreasing feature size of integrated circuits and the increasing density of devices, the probability of double nodes being affected by single-event charge collection has increased, which may cause single-event double-node upset (SEDNU) [16,17]. In recent years, the latch structure of double node upset (DNU) immunity has become one of the hot spots in sequential logic circuit radiation hardening design. Researchers have proposed a variety of radiation-hardened latch structures to mitigate DNUs [18,19,20,21,22,23,24]. A typical structure is a double node upset tolerant (DONUT) latch [25], which comprises four dual interlocked storage cells (DICEs) in a multi-interlocked scheme where each DICE cell is always guaranteed two stable nodes, rendering the DONUT latch resilient to DNUs. However, the latch is not economical due to its high power consumption and transmission delay.



This paper presents a DNU self-recoverable and SET pulse filterable latch (DNURF) design in 28 nm CMOS technology. The proposed design is completely immune to DNUs and can filter out transient pulses from anywhere in the circuit. This depends on the proposed latch loop structure and the Schmitt trigger. However, the Schmitt trigger will increase the transmission delay of the system, whether it is placed in the output of the system or in the loop of circuits [26]. The transmission delay of the system will improve the response time of circuits, and for the latch structure, the data writing time will be extended [27,28,29]. Therefore, DNURF establishes a fast transmission channel to reduce the output response latency.



Additionally, the radiation environment in space differs from that on the ground or from other potential radiation environments because the energy of the particles in space is substantially higher than that of the particles in the ground radiation environment [30]. As a result, the general international requirement for the single event latch-up threshold for radiation-hardened devices used in space is 75 MeV·cm2/mg of linear energy transfer (LET). In this paper, the single-event effect is simulated using a double exponential current source, which has been frequently utilized in previous papers. The parameters of the current source satisfy the requirement of the single event latch-up threshold in space. Therefore, the DNURF proposed in this paper is designed for aerospace applications.



Simulation results of the SPECTRE tool show that the delay power area product (DPAP) of DNURF is reduced by more than 50% compared to DURTPF with the same functionality. The improvement in DPAP is primarily due to an improvement in DNURF’s circuit configuration. On the one hand, the fast channel from input to output improves the writing speed of latch structure data. On the other hand, the proposed C-element (CE) adopts the transistor stack structure. This enables DNURF to be in the same situation as DURTPF in terms of the number of transistors, but it has certain optimizations in terms of power consumption and area.



The rest of this paper is organized as follows: in Section 2, five typical DNU-hardened latch designs are reviewed. In Section 3, a novel DNURF structure is proposed, and its circuit behavior and soft error robustness are analyzed in detail. Section 4 displays the performance evaluation of DNURF and the other five existing structures in terms of DNU robustness, delay, power, area, and DPAP. Finally, this paper is concluded in Section 5.




2. Previous Hardened Latch Designs


Traditionally, the RHBD technology for latches can be summarized into two main categories. One is to design new structures with SEU robustness, such as DICE [31,32]. The other is redundancy. The redundancy method includes dual modular redundancy (DMR) and triple modular redundancy (TMR) [33,34]. The output of DMR is usually composed of CEs. TMR makes three copies of the same latch structure and obtains the final logical value from a voter. The advantage of these traditional structures is that the circuit is simple and has strong SEU robustness. However, these structures are only immune to single node upset (SNU), so it is necessary to design a new latch structure that is immune to DNU.



The following section reviews several typical DNU immunity latch designs. These designs contain the DNU self-recoverable latch design for high-performance and low-power applications (DNURHL) [35], the single-event double-upset (SEDU) self-recoverable and SET pulse filterable (DURTPF) latch [36], the fast and low-power SEDU immune latch (SEDUL) [37], the non-temporarily hardened latch (NTHLTCH) [38], and the low-cost SEDU tolerant (LSEDUT) latch [39]. Figure 1 shows the subcircuit diagram and its symbols used in the latch structure above.



2.1. DNURHL


As shown in Figure 2a, the latch is primarily made up of eight mutually feeding back CEs, and any node pair of the latch is DNU self-recoverable. The latch has high performance and low power dissipation due to the use of high-speed transmission clock gating technology. However, when the node pair (N1, N5) is affected by a DNU, the state of the latch may flip.




2.2. DNUTPF


As shown in Figure 2b, the latch is mostly made up of eight CEs that give feedback on each other and a Schmitt trigger. DNURHL performs better than DNUTPF. Schmidt triggers can filter out the voltage glitch of the internal nodes of the circuit very well. However, the use of the Schmidt trigger increases the transmission delay of the circuit.




2.3. SEDUL


As shown in Figure 2c, the latch is mainly constructed from two CEs with three inputs and three outputs. The digital signal is locked into three nodes inside the circuit to improve the latch DNU’s robustness. The use of a transmission gate decreases the transmission delay of the circuit. However, when both inputs to the CE of the output stage change at the same time, the state of the latch output changes.




2.4. NTHLTCH


As shown in Figure 2d, the latch primarily consists of nine CEs and more than three inverters to build numerous feedback loops and assure DNU self-recoverability. However, the latch is not economical, particularly in terms of silicon area.




2.5. LSEDUT


As shown in Figure 2e, the latch has a three-input CE to block the soft error from the storage cell and a weak keeper to prevent a high impedance state. However, this structure has a high power consumption and cannot filter the SET pulse in the circuit well.





3. Proposed Hardened Latch Design


The subcircuits and symbols used in the proposed design are shown in Figure 3. The basic transmission gate and clock-controlled inverter are not included here. A CE with three inputs and two outputs is shown in Figure 3a. The states of the two outputs will change only when the three input signals flip simultaneously [40]. It is worth noting that the two outputs of the CE are separated. When one of the outputs is reversed due to a SET, the other output is not affected. A clock-controlled CE with three inputs and two outputs is shown in Figure 3b. The output state of the clock-controlled CE can only be changed when CLK is at a high level. The Schmitt trigger circuit diagram is shown in Figure 3c. The structure determines the inversion threshold and forms a hysteresis window through the positive feedback formed by M2, M3, M4, and M5. The Schmitt trigger can filter the glitch of an input signal.



Figure 4 shows the circuit diagram of the proposed design. DNURF consists of two CEs, CE1 and CE3, and two clock-controlled CEs, CE2 and CE4, five transmission gates, TG1 to TG5, a clock-controlled inverter INV1, and a Schmidt trigger ST1. The two outputs of each CE are connected to the two inputs of the next CE, and one of the outputs is also connected to the third input of the previous CE. The four CEs form a loop structure according to this connection method to ensure that the latch can self-recover from node upset. TG1 to TG4 connect input signal D to N1, N2, N5, and N6 for writing data to the latch. INV1 connects input signal D to output signal Qb, providing a fast channel from input to output. ST1 acts as the output stage to filter out transient pulses inside the circuit.



3.1. Circuit Behavior


When CLK is at a high level, and CLKN is at a low level, TG1 to TG4 are on, TG5 is off, and the latch is operating in transparent mode. Assuming that the input signal D is at a high level, the states of N1, N2, N5, and N6 are also at a high level. Since the input signals of CE1 and CE3 are determined, the states of the outputs N3, N4, N7, and N8 of CE1 and CE3 are also determined, which are at a low level. Thus, the state of all nodes inside the loop structure is determined. At this time, CE2 and CE4 are off, and the loop structure of the latch is disconnected, which reduces the power consumption of the circuit. INV1 is on, so the input signal D is transmitted through INV1 and ST1 to the output before the latch loop locks the data. This mechanism greatly reduces the latch transmission delay. Figure 5 illustrates that the response time of Q is earlier than the time of the latch to lock data.



When CLK is at a low level and CLKN is at a high level, TG1 to TG4 are off, INV1 is off, CE2 and CE4 are on, TG5 is on, and the latch is working in hold mode. The latch output no longer passes through the fast path where INV1 is located. At this time, the loop structure of the latch is closed, and all nodes can stably keep their original state unchanged, lock the data, and output it through TG5 and ST1.




3.2. Soft Error Analysis


Before analyzing the soft error of the proposed structure, the SET mechanism is examined at the microscopic level in order to simulate SET at the circuit level. The physical process of injecting high-energy particles into sensitive nodes of transistors can be divided into three stages [41]. As shown in Figure 6a, when high-energy ions are injected into the diffusion region of transistors, a large number of electron-hole pairs will be generated, forming a cylindrical trajectory with a very high carrier concentration. When this trajectory approaches the depletion region, carriers are rapidly collected by the electric field, which generates a large transient drift current at the node and changes the potential into a funnel shape, as shown in Figure 6b. In the third stage, the diffusion current begins to dominate charge collection, as shown in Figure 6c.



Figure 7 shows the current waveforms of the sensitive nodes in the above three stages. The first stage is in the phase of carrier generation, and the node current is small. In the second stage, a large number of electron holes drift, and the node current reaches its peak. Because the charge collection process in the third stage is dominated by diffusion current, the current amplitude is relatively small, the collection time is relatively long, and the node current waveform will show a long trailing shape.



In order to model the transient current generated by particles, Messenger proposed a double exponential function model [42]. This model can well simulate the current waveform shown in Figure 7, and the expression is shown in (1).


   I  S E U    ( t )  =  I 0   (   e  −  t   τ α      −  e  −  t   τ β       )   



(1)







Assuming that the amount of charge injected into the energetic particle is Qcoll, then Qcoll is the integral of I0 in the entire time domain, so the expression of Qcoll is shown in (2).


   Q  c o l l   =   ∫  0 ∞   I 0  d  ( t )  =  I 0   (   τ α  −  τ β   )   



(2)







By substituting (2) into (1), the complete expression of the transient current waveform, as shown in (3), can be derived.


   I  S E U    ( t )  =    Q  c o l l      τ α  −  τ β     (   e  −  t   τ α      −  e  −  t   τ β       )   



(3)







In this paper, (3) will be used to simulate the SET of the component. In order to determine the peak value of the simulated injection transient current and the rise and fall times, a large number of papers on SET modeling have been investigated, among which the representative ones are the SET pulses fault injection model in a 130 nm CMOS process [43] and the double-exponential current source model of FinFET in a 14 nm process [44].



Figure 8a shows the waveform of transient current simulated by the TCAD tool in [43] under different LET values. It can be seen that in a 130 nm process when LET is 80 MeV·cm2/mg, the rise time of the transient current is about 25 ps, the fall time is approximately 100 ps, and the peak value is about 13 mA. Figure 8b is the waveform of the transient current simulated in [44] when the injection amount of simulated charge in the TCAD tool is 7.5 fc (equivalent to the amount of LET of 110 MeV·cm2/mg). It can be seen that in a 14 nm process, when the LET value is 110 MeV·cm2/mg, the rise time of the transient current is about 2 ps, the fall time is approximately 5 ps, and the peak current is about 4.5 mA.



It can be inferred that, under the same LET value, the rise time, fall time, and peak value of the transient current decrease with the advancement of the process. Under the same process, the rise time, fall time, and peak value of the transient current decrease as the LET value decreases. As a result, under the assumption that the LET value of the 28 nm process is 75 MeV·cm2/mg, this paper uses the transient current waveform in [44] as a reference, i.e., the transient current rising time is about 2 ps, the transient current falling time is about 5 ps, and the peak current is about 4.5 mA. Now, parameters in (3) can be reasonably selected, and the double-exponential current source waveform actually used in this paper can be obtained by using a MATLAB tool, as shown in Figure 9.



Next, the soft errors of the proposed design are analyzed. Firstly, the occurrence of SNU in DNURF is analyzed. There are eight sensitive nodes, N1 to N8, in the loop structure of DNURF. N1, N3, N5, and N7 are only used as the input of one CE, while N2, N4, N6, and N8 are used as the input of two CEs. In either case, the output state of a CE cannot be changed by an SNU at the input. For example, when N1 changes from a high level to a low level, the output of CE1 will remain at a low level. The transmission of the error signal at N1 will be blocked. At the same time, the input signals N4, N7, and N8 of CE4 keep their original low levels unchanged and will restore N1 to its original high level. Thus, DNURF is completely immune to SNU.



To evaluate the SNU immunity of the proposed design, we perform SNU simulations in the SPECTRE tool. The circuit of DNURF is implemented in 28 nm CMOS technology. All of the transistors have a W/L of 100 nm/30 nm unless otherwise stated. The supply voltage of the circuit is 0.8 V, and the clock frequency is 500 MHz. Particle injection in the circuit is simulated using the transient current shown in Figure 9.



Figure 10 shows the simulation waveforms for DNURF considering SNU on key single nodes N1 to N8. It can be seen that DNURF is completely immune to SNU at any sensitive node.



Now, consider the scenario where a node pair is affected by a DNU. There are 28 possible combinations for the eight sensitive nodes N1 to N8 of DNURF. Due to the symmetry of the DNURF structure, there are many similarities among the 28 cases. So it is unnecessary to analyze them one by one. For example, the node pairs (N1, N2), (N3, N4), (N5, N6), and (N7, N8) belong to the same situation. The node pairs (N1, N3), (N3, N5), (N5, N7), and (N7, N1) belong to the same situation.



Case D1. In the case where the node pair (N1, N2) is affected by a DNU and glitches occur, obviously, the two inputs of CE1 are mutated. Since N6 is unaffected, the states of CE1′s outputs N3 and N4 are unchanged. At the same time, only one input of CE3 is mutated, so the outputs N7 and N8 of CE3 are not affected. As a result, the DNU cannot be latched. Moreover, since the input signals N4, N7, and N8 of CE4 are intact, the node pair (N1, N2) will recover from the DNU. This analysis also applies to node pairs (N3, N4), (N5, N6), (N7, N8), (N1, N6), (N3, N8), (N5, N2), and (N7, N4).



Case D2. In the case where the node pair (N1, N3) is affected by a DNU and glitches occur, only the inputs of CE1 and CE2 are affected. Because one of the inputs to CE1 is mutated and the nodes N2 and N6 are unaffected, the transmission of glitches is blocked at CE1. Similar to the inputs of CE2, only N3 experiences a quick voltage change; hence, the voltage fluctuation of N3 cannot be transmitted further. Since the inputs of CE4 are not affected by transient pulses, the node pair (N1, N3) will recover from the DNU. This analysis also applies to node pairs (N3, N5), (N5, N7), and (N7, N1).



Case D3. In the case where the node pair (N1, N4) is affected by a DNU and glitches occur, the inputs of CE1, CE2, and CE4 are affected by the voltage glitches. Since only one input of CE1 is affected, the transmission of the voltage glitch at N1 is blocked by CE1. Similarly, the transmission of the voltage glitch at N4 is blocked by CE2 and CE4. The error signal in the loop structure cannot be latched. The node pair (N1, N4) can be restored to its original state. This analysis also applies to node pairs (N3, N6), (N5, N8), (N7, N2), (N2, N3), (N4, N5), (N6, N7), and (N8, N1).



Case D4. In the case where the node pair (N1, N5) is affected by a DNU and glitches occur, only the inputs of CE1 and CE3 are affected. One input of CE1 is mutated, while the nodes N2 and N6 are unaffected, so the outputs N3 and N4 of CE1 are unchanged. Similarly, only N5 is mutated at the input of CE3, so the outputs N7 and N8 of CE3 are unchanged. Since the inputs of CE2 and CE4 are unaffected, the node pair (N1, N5) can recover from the DNU. This analysis also applies to the node pair (N3, N7).



Case D5. The case where the node pair (N2, N4) is affected by a DNU is the worst of all. In this case, the inputs of all four CEs are affected. Because only one input of each CE is affected, the transmission of voltage glitches will be blocked by each CE. The error signal in the loop structure cannot be latched. The node pair (N2, N4) can be restored to its original state. This analysis also applies to node pairs (N4, N6), (N6, N8), and (N8, N2).



Case D6. In the case where the node pair (N2, N6) is affected by a DNU and glitches occur, it is observed that N2 and N6 are simultaneously used as inputs of CE1 and CE3. However, since the voltage of N1 and N5 does not change, the output signals N3, N4, N7, and N8 of CE1 and CE3 will remain unchanged. CE2 and CE4 can restore N2 and N6 to their original states, and the latch is self-recoverable. This analysis also applies to the node pair (N4, N8). Both combinations belong to the case where the inputs of two opposite CEs are reversed at the same time.



A double-exponential current source is used to inject current into a pair of nodes to simulate a DNU. Figure 11 shows the simulation waveforms of DNURF with DNUs, which contains all the typical cases discussed above. It can be seen that DNURF is completely immune to DNUs. It is worth mentioning that the voltage glitch generated at N7, the node closest to the output, does not have any effect on Q, which shows that DNURF can filter out the SET pulse from anywhere in the circuit.





4. Performance Evaluation


In order to make a fair comparison, the proposed DNURF and the other five DNU immunity latch designs published in recent years are implemented in 28 nm CMOS technology. All transistors are the same size unless otherwise stated. A double-exponential current source is used to simulate the particle impact. The radiation hardening ability of DNURF and other contrast latch designs is measured in three aspects: whether it is DNU hardened, whether it is self-recoverable, and whether it is SET pulse filterable.



Table 1 summarizes the SEU-tolerant abilities of the proposed DNURF and the other five previous latch designs. It can be seen that all latch designs are DNU-hardened and can self-recover from a DNU. However, only DURTPF and the proposed DNURF are capable of SET pulse filtering, whereas other structures are not. In conclusion, DNURF and DURTPF have excellent radiation-hardening abilities.



The comprehensive performance of the proposed DNURF and the other five latch designs is evaluated in the following four aspects: delay, power consumption, area, and DPAP. The delay represents the delay from the rising edge of the clock to the steady state of the latch output. Power consumption is the average power consumption of the latch during a 5 ns operation. The area is the total area of all transistors and layout wiring. DPAP is the product of delay, power consumption, and area, as shown in (4). DPAP can reflect the comprehensive characteristics of the latch.


  D P A P = D e l a y × P o w e r × A r e a  



(4)







Table 2 shows the electrical parameters and layout area of all latch designs under the same simulation conditions. It can be seen that DURTPF and DNURF have higher latency because they use the same Schmidt trigger structure on the output side. Because DNURF establishes a fast channel from input to output, the delay of DNURF is reduced by nearly 50% compared with DURTPF. SEDUL has the lowest power consumption of 1.57 μW. LSEDUT has a maximum power consumption of 3.17 μW. The power consumption of DNURF is 2.35 μW, slightly better than DURTPF. The layout of all the latches is shown in Figure 12. The layout area of SEDUL is 16.5 μm2, which is the smallest of all the structures. The layout areas of the other structures are very similar. Compared with DURTPF, the DPAP of the proposed DNURF is improved by more than 50%.



In order to verify the effect of process variation on the proposed DNURF, Monte Carlo simulations are used in performance evaluation. To increase the reliability of the simulation results, we set the number of sampling points in Monte Carlo simulations to 1000. Figure 13 shows the Monte Carlo simulation results of DPAP on process variation. The average DPAP value of DNURF in the sample is 1.25. The standard deviation of DPAP is 73.25 m. The DPAP of the proposed DNURF is robust against process variation.




5. Conclusions


In this paper, a novel DNU self-recoverable and SET pulse filterable latch design is proposed. The proposed DNURF and five other DNU immunity latch designs published in recent years are implemented in 28 nm CMOS technology. Simulation results show that DNURF is totally immune to DNUs. DNURF has a lower transmission delay, and the DPAP is reduced by more than 50% compared with the previous design. The results of Monte Carlo simulations demonstrate that the performance of the proposed DNURF is robust against process variation.
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Figure 1. Components used in the previous design: (a) two inputs CE; (b) clock-controlled two inputs CE; (c) three inputs and three outputs CE. 
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Figure 2. Schematics of the reviewed latch designs: (a) DNURHL; (b) DNUTPF; (c) SEDUL; (d) NTHLTCH; (e) LSEDUT. 
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Figure 3. Components used in the proposed design: (a) three inputs and two outputs CE; (b) clock-controlled three inputs and two outputs CE; (c) Schmitt trigger. 
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Figure 4. Circuit diagram of the proposed design DNURF. 
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Figure 5. Operation waveform of the proposed design DNURF. 
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Figure 6. Three stages of injecting high-energy particles into sensitive nodes of transistors: (a) carrier generation; (b) carrier drift; (c) carrier diffusion. 
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Figure 7. Three stages of transient current of transistor sensitive nodes. 
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Figure 8. Current source model for SET in different processes: (a) 130 nm process; (b) 14 nm process. 
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Figure 9. The current waveform used to simulate SET in this paper. 
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Figure 10. Simulation waveforms for DNURF considering SNU on key single nodes N1 to N8. 
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Figure 11. Simulation waveforms for DNURF considering DNU on representative node pairs. 
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Figure 12. Layout of the proposed DNURF and the other five DNU tolerant latch designs. 
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Figure 13. Monte Carlo simulation results of DPAP on process variation. 
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Table 1. Robustness comparison of the proposed DNURF with existing hardened latches.
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	Latch Name
	DNU Tolerant
	Self-Recoverable
	Set Pulse Filterable





	DNURHL [35]
	OK
	OK
	No



	DURTPF [36]
	OK
	OK
	OK



	SEDUL [37]
	OK
	OK
	No



	NTHLTCH [38]
	OK
	OK
	No



	LSEDUT [39]
	OK
	OK
	No



	This work
	OK
	OK
	OK
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Table 2. Cost comparison of the proposed DNURF with existing hardened latches.
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	Latch Name
	Delay (ps)
	Power (μW)
	Area (μm2)
	DPAP (10−3)





	DNURHL [35]
	3.67
	2.25
	25.95
	0.21



	DURTPF [36]
	37.87
	2.48
	28.31
	2.66



	SEDUL [37]
	2.11
	1.57
	16.5
	0.05



	NTHLTCH [38]
	14.32
	2.44
	26.96
	0.94



	LSEDUT [39]
	2.42
	3.17
	26.44
	0.2



	This work
	18.92
	2.35
	27.75
	1.23
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