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Abstract: The greatest technological changes in our lives are predicted to be brought about by
Artificial Intelligence (AI). Together with the Internet of Things (IoT), blockchain, and several others,
AI is considered to be the most disruptive technology, and has impacted numerous sectors, such
as healthcare (medicine), business, agriculture, education, and urban development. The present
research aims to achieve the following: identify how disruptive technologies have evolved over
time and their current acceptation (1); extract the most prominent disruptive technologies, besides
AI, that are in use today (2); and elaborate on the domains that were impacted by AI and how this
occurred (3). Based on a sentiment analysis of the titles and abstracts, the results reveal that the
majority of recent publications have a positive connotation with regard to the disruptive impact of
edge technologies, and that the most prominent examples (the top five) are AI, the IoT, blockchain, 5G,
and 3D printing. The disruptive effects of AI technology are still changing how people interact in the
corporate, consumer, and professional sectors, while 5G and other mobile technologies will become
highly disruptive and will genuinely revolutionize the landscape in all sectors in the upcoming years.

Keywords: artificial intelligence; disruptive technology; disruptive innovation; blockchain; IoT

1. Introduction

Since the advent of the concept of disruptive technology, coined by [1,2] and com-
pleted by [3], and until now, its meaning has undergone an evolution that has somewhat
altered its initial connotation. The specialized literature uses disruptive innovation as a syn-
onym for disruptive technology, and it refers to the disruptive effects of new technologies
within a domain.

As a result, historically speaking, disruptive technologies provide entirely new bundles
of characteristics that the general public is hesitant to employ in the applications they are
accustomed to. According to [1], disruptive technologies are introduced and bring value
only for new applications and new markets since they stimulate the development of new
products and markets.

In his book [3], Christensen distinguished between two categories of technologies that
have a great impact on organizations: sustaining technologies and disruptive technologies.
In this way, sustaining technologies were regarded as those that would complement and
benefit from those that are currently in use. Conversely, disruptive technologies are those
that have recently emerged and have the potential to have an unexpected impact on already-
existing technologies. They were thus seen as unrefined, underperforming, and lacking in
practical ability [4], leading to their poor reputation.

In the meantime, this perception (which was adverse) towards disruptive technolo-
gies was quickly enforced in the eyes of specialists. Analysis of the specialized literature
supports the disruptive nature of new technologies. Thus, disruptive technologies that
are initially tested on niche or small markets may later become more competitive in the
mainstream market, thereby displacing products that are based on proven technologies.
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This is because a product’s level of technological advancement frequently exceeds the rate
at which customers typically want or can absorb performance improvements. Furthermore,
products whose features and functionalities meet today’s requirements will eventually
undergo an improvement process that will meet tomorrow’s dynamic needs. Whereas prod-
ucts that curretnly perform very poorly in comparison with consumer expectations for the
primary components may perform very well in the future and become directly competitive.

Among the recent perceptions of the term “disruptive,” we noticed that the authors
of [5] contend that these technologies are termed disruptive because they substantially
modify the usual way of operating, without bearing any negative implications. In the same
stream of ideas, Ref. [6] considers that disruptive technologies are termed as such due to
their radical computational power, near-endless quantities of data, and unprecedented
technological advances. Others [7] contend that they can cause broader societal transfor-
mation by changing the existing economic sectors, working principles, manufacturing
characteristics, and consumption behaviors because they have the potential to disrupt the
status quo throughout developing a unique set of values.

The topic approached in this manuscript is aligned with the ISO-revealed trends until
2030. Thus, during World Standards Day in 2018, an ISO article [8] stressed that disruptive
technologies such as AI, robots, nanotechnology, and the IoT are the hallmarks of the Fourth
Industrial Revolution (4IR). Furthermore, in 2019, the ISO [9] elaborated on the four trends
that make up the disruptive forces shaping the direction of ISO’s future strategy in the pe-
riod leading up to 2030. Among them is enlisted digital transformation, where AI (through
ML) and blockchain supply organizations with a broad range of options, are enhancing
their productivity and efficiency while fostering innovation and competitive edge.

In order to highlight AI as a disruptive technology, as well as to present the emerging
technologies and sectors where it has been used or had an impact on, this manuscript
proposes an immersion into the specialized literature. The structure of this article has been
developed using research questions. The most significant weight was given to AI, which
has had an influence on a broad range of domains in recent years, from government to the
business environment (a sector that deals with significant amounts of money).

The analysis performed during the literature review enabled us to pinpoint a number
of gaps that the present paper intends to cover. First, none of the authors whose work
has been under examination explicitly state whether the disruptive concept has a positive
or negative implication. Second, similar approaches do not reflect how the meaning of
disruptive has changed over time with respect to AI and other prominent technologies as
well as their contemporary acceptance in terms of polarity. Thirdly, this document lists the
industries that are particularly impacted by the top disruptive technologies currently in use.

This manuscript is structured as follows. Section 1 presents the evolution of disruptive
technologies, Section 2 presents the methodology used to perform the literature review,
Section 3 displays the results, and Section 4 discusses the conclusions, limitations, and
future paths of study.

2. Materials and Methods

In the current study, our goal was to perform a rapid review of the literature on
AI as a disruptive technology and its effects on the most impacted fields. The research
methodology is presented in Figure 1. Consequently, we sought to answer the following
research questions:
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RQ1—How have disruptive technologies evolved over time, and what is their current
connotation (positive or negative)?

RQ2—Along with AI, what are the most prominent disruptive technologies in use today?
RQ3—Which domains were impacted by AI and the other top disruptive technologies?
Although there are other studies in the literature with similar titles [10,11], this research

is original because it uses sentiment analysis to conduct a worldwide and multi-sector
analysis of Titles (T) and Abstracts (A). In order to track the development of positive
vs. negative sentiments over the past few years, we extracted the polarity of the two
variables (T and A) through analysis and plotted it in Figure 2. This analysis contributes
to answering RQ1. In this approach, the manuscript explores the development of AI as a
disruptive technology and clarifies the actual meaning of the term “disruptive” through
an analysis of papers that have been published internationally and have applications
across several industries. Additionally, the research presents the significant disruptive
technologies (Table 1) which, when combined with AI (RQ2), foster innovations in the
identified industries (RQ3).
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Table 1. Text mining of the frequency of appearance of the most common disruptive technologies
from this article’s database (n = 97).

Manuscript-Selected
Keyword

Frequency in
Abstract

Frequency in
Keywords

Frequency in
Titles Total Frequency

(Total) Rank

AI 194 17 41 252
481 1

Artificial intelligence 125 66 38 229

IoT 33 11 6 50
89 2

Internet of things 27 7 5 39

BlockChain 55 11 9 75 75 3

6G 16 15 4 35 35 4

5G 9 5 3 17 17 5

3D Printing 5 3 4 12 12 6

Among the advantages of using a rapid review, as mentioned by [12], we contend
that it provides reliable content while fostering the discovery of new additional concepts
(1); thus, it is considered a problem-oriented method that supports a flexible knowledge
transfer environment (2).

As a main source of data, we focused on the Web of Science library as it includes the
most relevant articles published within the mainstream journals that assures each article has
been peer-reviewed. The combination of phrases in the keyword search were ((“disruptive
technolog*” OR “disruptive innovat*”) AND “artificial intelligence”), and we used the
truncation technique for the first phrase in order to include all expressions’ forms [13,14]
within the search. As depicted in Figure 1, the above-mentioned expressions were used
to search the articles’ topics (TS), titles (TI), and abstracts (AB) in Web of Science database.
Furthermore, the results were filtered according to a minimum date of publication (DOP)
of 01/02/1995, as this was when the term disruptive technology was coined by [1,3].
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From the pool of 162 (WoS) and 184 (S) papers initially identified using the key
searches, we applied several exclusions (check Figure 1) based on the methodology used
by researches focusing on similar topics [14,15], namely:

• First exclusion:

# Document types—the Editorial Materials and Meeting Abstracts were removed
(WoS—38, S—42), leaving 124 (WoS) + 142 (S) = 266 papers;

# All publishers with only 1 article, as we considered that they did not have a
serious approach toward this topic, were removed (WoS—20, S—23), leaving
104 (WoS) + 119 (S). Further, at this stage, the intermediary results (1) were
merged into the same file, resulting in 223 articles.

• Second exclusion:

# With the support of EndNote (used for reference management), it was possible
to identify duplicate records (196) originating from the two databases and retain
only 1 entry (98). In this manner, we obtained the intermediary results (2), with
a total of 125 references.

• Third exclusion:

# The remaining list was evaluated for relevance based on title, keyword, and
abstract analysis, and the articles that did not fit the purpose of the research
were eliminated (−28), leaving a total of 97 papers included in the study.

The list with all resulting articles (n = 97) was saved as an Excel file and contains full
record. In this step, MonkeyLearn platform played an important role as it automatized the
process of topic classification for each article based on the title and abstract (more details
are provided in Section 3—Results). Furthermore, the papers were downloaded as PDFs
and read in-depth. The content of each article was analyzed in accordance with the defined
research questions and topic classification. The main ideas were extracted and included in
the manuscript’s following sections (Section 3).

As a reference management tool, we used EndNote Online for duplicate reference
removal and for the storage, organization, and citation of the list of references for this
research. To more effectively extract the key domains and key related technologies within
the list of selected papers (n = 97), we used VOSViewer [16] tool, which is known to provide
state-of-the-art techniques for network layout and network clustering [14]. More details
regarding the cluster generated by VOSViewer are presented in Section 3.

3. Results

Within this section, we intend to provide answers to the three research questions.
Several researchers have compared the affordances of Web Services for Sentiment

Analysis [17], and based on their findings, we have chosen to use the MonkeyLearn API [18–24]
as a tool in our investigation. With the assistance of pre-trained models, this API’s user-friendly
ML platform enables the rapid submission of keywords and phrases to text classification.
MonkeyLearn [25] is a platform that allows users to easily create and test customized ML
models in order to solve particular problems that involve, among many others, the develop-
ment of pre-trained models to address common problems such as sentiment analysis, topic
detection, and summarization.

MonkeyLearn [25] replaces manual data processing and thus was beneficial for our
research as it allowed us to perform a sentiment analysis based on titles and abstracts (1),
the classification of the articles (2), and summarization (3) for a faster analysis of the
content (to determine whether each article was relevant for this research) used in the
Methodology section in accordance with the criteria of the third exclusion (Figure 1).
Another of MonkeyLearn’s facilities is its ability to integrate documents with Google Sheet
files, wherein, among other actions that can be performed, the software returns the polarity
and confidence value of each analyzed line. In our research, this software filed the polarity
and confidence values for the titles and abstracts in separate columns.
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In terms of the accuracy of the results, the literature review analysis returned several
studies that established the overall accuracy (ACC) of this API’s results as lying between
63% [26] and 72% [27], while the misclassification rate was 37% [28,29]. In light of the above
information, this accuracy range is considered good, as, on average, researchers agree that
SA models need to have at least 50% ACC to be considered effective, whereas an ACC
around 65% is considered good, and an ACC over 70% is considered nearly as good as
human capacity [30].

RQ1—How have disruptive technologies evolved over time and what is their current
connotation (positive or negative)?

In order to answer RQ1, we have performed two actions:

- The literature analysis in the Introduction section contributed to the substantiation of
the answer to the first part of RQ1. Thus, we have witnessed the evolution of disruptive
technologies since 1995, when [2] coined the term. Although the concept had not
initially been assigned a clearly positive connotation, recent research has shown
that many domains embrace disruptive technologies as edge technologies that bring
numerous benefits and challenge the comfort zones of both companies and employees.

- The sentiment analysis performed on the article database, using data from titles and
abstracts and applying a MonkeyLearn-trained algorithm, allowed us to provide the
answer to the second part of RQ1.

The results of the sentiment analysis (displayed in Figure 2) reveal that the abstract
analysis returned mostly positive values, with percentages between 70% (2020) and 89%
(in 2022). The title analysis revealed results that correspond more closely to a neutral
assessment, although, for most years, the positive percentage is equal to or higher than the
negative percentages. The exception to the above rule is the year 2018 (positive 13% vs.
negative 25%). This is because the titles from 2018 refer to “disruptive” with a negative
connotation, inducing a certain fear of technologies rather than a comforting sentiment.
Nonetheless, the study of abstracts, which is more thorough than titles, yields a higher
positive percentage (73%) than the negative share (13%). A possible explanation for this
could be that the authors might have partially expressed their real sentiments in the
titles. Given this circumstance, we highly advise performing sentiment analysis on more
complete information (i.e., using abstracts and introductions rather than just titles or
keywords), or analyzing variables in pairs (e.g., abstract–title and introduction–title), for a
more comprehensive analysis.

Therefore, the results in Figure 2 allow us to answer RQ1, as the analysis of both
abstracts and titles over the last 6 years revealed a predominantly positive connotation to
the concept of disruptive technologies.

RQ2—Along with AI, what are the most prominent disruptive technologies in use today?
According to the review of specialized literature, the most popular disruptive technolo-

gies are listed in Table 1 (column 1). Further, we have examined how frequently they appear
in each manuscript’s keywords in order to determine those most prevalent (column 7). This
allowed us to create the values displayed in Columns 2–6 from Table 1.

As depicted in Table 1, the results justify the selection of AI as the main disruptive
technology, which will be analyzed in the current review.

Furthermore, Figure 3a displays the connections between the main (top 3) identified
disruptive technologies. Among others, all four (a, b, c, and d) graphical representations
show that the term Disruptive technology is more frequently associated with the top three
technologies (AI, IoT, and BlockChain) compared with the term Disruptive innovation.
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Moreover, it is evident that there is an intercorrelation between the clusters and
main keywords. For this analysis, we have exported three variables (titles, abstracts, and
keywords) from Web of Science and Scopus, and we analyzed the associations of the main
concepts with the titles and abstracts using VOSViewer. For a clear view, we excluded the
words that were not relevant for this analysis. In this way, we have eliminated any noise.
The results, displayed in Figure 3, reveal strong connections between the main disruptive
technologies, as identified in Table 1, within the final list of articles (n = 97). The figure
also shows that, within the selected articles, AI occupies a dominant position (based on
the number of appearances) and acts as a binding technology among the top disruptive
technologies/innovations such as Internet of Things (IoT) and BlockChain. When selected
individually, all the top technologies display a connection between them (AI—Figure 3b,
IoT—Figure 3c, and BlockChain—Figure 3d) and with the concept of Disruptive technology.

The item density visualization was created using the Association Strengths Normaliza-
tion Method, with the kernel width set to the minimum value in Figure 4a, as opposed to
Figure 4b, where the kernel width was set to the highest value. The fact that the connections
between the items (keywords in this visualization) tend to overlap and show significant
relationships between them may confirm that the topics are related and thus correctly
selected. The overlapping area between the keywords is highlighted with a red circle in
Figure 3b. Furthermore, as this review’s title suggests, the illustrations in Figures 3 and 4
clearly show that “Artificial intelligence” and “disruptive technology” are the main as-
pects (keywords) of the analysis and may justify the correct inclusion of the articles in
the analysis.
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RQ3—Which domains were impacted by AI, and what are the other top disruptive technologies?
The influence of robotics, AI, and automation on each industry is a topic of discussion

worldwide [31]. These fields’ potential for disruption fosters populism among advocates,
engagement in politics, awareness and concern in civil society, and interest in the press
and media. Various organizations have conceived of ideal scenarios in which all capital
will be dispersed, and humanity will flourish in a workless society driven by cultural and
intellectual advancement based on a universal basic income. Some argue that humanity is
in decline, while others forecast the demise of all employment. AI and other disruptive
innovations frequently result in job losses. Such losses will not affect all members of society,
but those who carry out routine duties will be impacted, despite the fact that AI is also
creating many brand-new, appealing forms of employment. The debate over how to handle
the development of disruptive technologies is urgent and probably inevitable since the
future is unforeseeable.

In our endeavor to answer RQ3, we employed the VOSViewer program. This software
has been recognized as enabling state-of-the-art approaches [14] to network clustering,
wherein the extraction of the key domains and associated key technologies from the
database of articles is more effective (n = 97). The four clusters identified by the above-
mentioned tools are displayed in Table 2, and the entire network map is revealed in Figure 5.

Table 2. Cluster identification and domain- and technology-related keywords.

Cluster Domain-Related Keywords Technology-Related Keywords

Blue Healthcare (Digital heath),
Medicine, Dentistry

AI (Machine learning), Robotics,
digitalization, new technology

Green Business, Organizations,
Logistics, Government

AI (Augmented reality), Digital,
Automation, RPA

Yellow Agriculture, Smart farming, Industry AI (Deep learning), Internet technology,
Internet of things

Red Education, Society, Smart
city, Environment,

AI (applications), Cloud computing, Big
Data, BlockchainElectronics 2023, 12, x FOR PEER REVIEW 10 of 39 
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Based on the network map generated by VOSViewer (Figure 5) and the density
visualization based on the cluster density (Figure 6), four clusters were identified, and the
key domains were extracted. The results are stored in Table 2.
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As depicted in Table 2 and corroborated via the MonkeyLearn-based classification
of the articles (in which we used a pre-trained classification algorithm), it was possible
to assemble the most pertinent disruptive technologies and the key fields impacted by
them. In the following subparagraphs, the impact of AI and other connected disruptive
technologies on five key domains (healthcare/medicine, business, agriculture, education,
and urban development) will be highlighted.

Bibliometrix is an open-source tool developed by [32] for performing thorough scien-
tific mapping analyses. The investigation was carried out in RStudio using biblioshiny 4.0.1
and was based on the dataset exported from Scopus and WoS. The Bibliometrix analysis
produced additional insights that could not be obtained on VOSviewer. We specifically
indicate the following statistics in relation to the manuscripts whose focus is on AI as a
disruptive technology. The results reveal that the most relevant source of papers is IEEE
Access (1); the most relevant author is from Europe, who produced his papers between
2020–2022 (2); the most relevant affiliation is from North America, whose mass production
took place between 2018–2022 (3); and the most cited country is USA, whose production
increased exponentially starting from 2018.

Based on the aforementioned findings, we decided to create a thematic evolution
map (Figure 7) with two cutting points (2018, 2020) to show the topic’s evolution over a
period with an exponential rise in publications. It is obvious that the exponential increase
in publications brought along a wider variety of subtopics and sectors (as the applicative
domains for the disruptive technologies).
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In order to provide a deeper understanding of the most recent time frame included
in our study, in Figure 8, we display the topics’ corresponding time slices for the articles
published between 2021–2022.
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The graphical representation from Figure 8 reveals that during the production of
manuscripts between 2021–2022, the major themes (aspects considered hot topics) were AI,
Industry 4.0, DL, Big Data, 5G, 6G; the niche themes were related to the decision-making
process, (product) life cycles, and cyber physical systems; and the emerging themes were
the IoT, intelligent robots, ML, and reinforcement learning. The Figure also shows that
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the topic disruptive innovation is placed in a prominent position in terms of its relevance
degree (centrality), thus confirming that the manuscripts deal with the disruptive effect of
innovative technologies.

Figure 9 reveals the conceptual structure of the most relevant topics (AI and Disruptive
technology) over the temporal sub-periods. In this way, it is possible to shape the topical
evolution of the domain starting from the thematic evolution (Figure 7), thereby revealing
the trajectories of the different topics across time (namely, 2018, 2019–2020, and 2021–2022).
Figure 9 shows that while AI and disruptive technology were regarded as fundamental
subjects in the 2018-published papers, the manuscripts produced between 2019 and 2020
partially progressed towards regarding them as major themes, and in the papers released
between 2021 and 2022, these two topics were considered a fertile area for study.
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The industries chosen for this investigation are in line with the ISO 2022 Trend
report [33] that mentions the disruptive effect of AI, namely, medicine—improved health-
care; business—changing the labor market and effecting more efficient production and
consumption; agriculture—more sustainable agriculture; and urban development—more
efficient and effective governance. Consequently, in the following four subparagraphs, the
most relevant discoveries regarding the impact of AI (and other prominent technologies)
as disruptive technology in the four identified sectors will be displayed.

3.1. AI as a Disruptive Technology in Healthcare (Medicine)

The study of the specialized literature emphasizes the applications of AI technologies
as the center for disruptive innovation in many areas and professions within the field of
healthcare and medicine. Thus, AI impacts surgeons and surgery [34], advanced medical
imaging [35], dietetics and dietitians [36], and radiology and the early stages of cancer
detection, while [37] builds on dental and oral medicine with a positive impact on dentistry
practitioners by using Robotics [38].

One direction regarding AI as a form of disruptive innovation is emphasized by [36].
As such, the study of the medical literature uncovers many instances of customary hu-
man tasks being computerized [38] through the adoption and implementation of AI and
DL. Integrated electronic and personal health records, mobile apps, wearables, AI and
ML, conversational interfaces such as chatbots, and social robots are some examples of
such disruptive technologies. The authors of [36] describe how the traditional model of
nutritional care delivery is being disrupted by digital health, as well as the opportunity for
dietitians to embrace this disruption and take ownership of it in order to improve patient
care. According to the four elements of the nutritional care process, namely, nutritional
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assessment, diagnosis, intervention, and monitoring and evaluation, the article provides an
overview of digital health concepts and disruptive technologies.

Although AI is by far the disruptive technology that has had the most important impact
in medicine, several other technologies could be combined for better results. Among them,
we identified [39] blockchain and ML. Blockchain technology stores a plethora of patient
data, such as [36] laboratory results, wearable device data, genomic data, and medical
imaging data. Blockchain with AI can be used for corroboration and correlation with
ML algorithms applied to managing a patient’s history with all their medical records [35].
Further [39], AI (using ML algorithms) might be executed every time a new imaging study
is added to the blockchain thanks to smart contracts, thus simulating real-time analysis
and augmentation [36].

Summarizing the literature findings, Table 3 includes the healthcare aspects that are
being impacted by AI as a disruptive technology.

Table 3. The positive and negative aspects of healthcare affected by AI as a disruptive technology.

Aspect Positive Impact Negative Impact

Diagnosis Improved accuracy, velocity, and
consistency of medical actions.

Limited clinical validity in certain
complex cases.

Treatment Personalized treatment plans for
patient’s particular situation.

Ethical concerns and accountability
in cases of misdiagnosis.

Clinical Trials Are efficient and cost-effective
due to AI. -

Predictive
Medicine

Improved early intervention,
reliable and fast screening. -

Healthcare Access Improved access to medical services
due to lower costs. -

Operations Streamlined workflows and
resource management. Job losses in certain areas.

Research Enhanced medical research. -

Data Privacy - Concerns over data privacy
and security.

Adoption - Resistance to change and skepticism
from healthcare employees

Cost - High cost, in the short run, for
development and implementation.

Therefore, through a summary of the analyzed manuscripts, in Table 3 are displayed
the positive versus the negative implications of AI as a disruptive technology in healthcare.

3.1.1. Disruptive Features in the Applications to Surgery

AI has strong disruptive features with respect to its applications to surgery [34], a
subdomain of medicine, due to its positive impacts recorded in guided surgery and regarding
advanced imaging [35]. Given the availability of endoscopic recordings that can naturally
guide such treatments, only minimally invasive surgery has been performed so far in this
respect [35], and most of the focus thus far has concerned the use of AI for intraoperative
assistance. Ref. [40] argues that comprehensive spinal care could be revolutionized by AI. As
such, personalized postoperative care, real-time surgical indications, and preoperative patient
selection can all be improved for surgeons through the aid of evidence-based and predictive
analytics. Although it is still in the early phases of development, robotic-assisted surgery has
the potential to increase technical accuracy while decreasing surgeon fatigue. AI-based robots
can analyze data from previous surgical procedures to develop new surgical methods. These
robots can perform surgery more accurately with reduced accidental movements. Apart from
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spinal surgery, AI also finds applications in minimally invasive surgery, surgeries assisted
by robots, and post-surgery care, such as calculating recovery time. Ref. [41] focuses on
the advantages of robotic surgery and draws attention to the fact that there are no such
applications in vascular surgery. The authors highlight the positive benefits of disruptive
technologies, such as AR/VR for surgery and 3D printing for high-fidelity surgical templates,
in the context of the digital revolution of surgery (surgery 4.0).

Robotics is a revolutionary field that will transform dental medicine’s diagnostic and
therapeutic procedures [37]. The most recent medical dentist robots can conduct patient
interventions or remote monitoring independently since robotic systems have evolved
dramatically over the past ten years [38]. The authors performed a systematic literature
review and extracted the areas of dental medicine where robots are used intensively. The
following domains were determined to be very prolific with respect to the implementation
of robots [38]: dental implantology, oral and maxillofacial surgery, prosthetic and restorative
dentistry, orthodontics, oral radiology, dental hygiene applications, dental assistance, and
the production of dental materials. Undoubtedly, robotic dentistry has a disruptive rather
than destructive impact.

3.1.2. Disruptive Features in the Applications to Healthcare

Since the early stages of their conceptualization, robots have been designed to replace
humans in sectors that endanger human life. The effective employment of robots in
healthcare was shown during the COVID-19 pandemic. Thus, to reduce the risk of human
contamination and illness in high-tech, developed countries, robot technology was used
intensively for various applications [42], including the distribution of food and medicine to
ill persons, the provision of assistance to elderly people and those with disabilities, and
biopsy extraction (with endoscopy bots) to test for diseases (anemia, bleeding, inflammation,
diarrhea, or cancers of the digestive system).

Ref. [42] also brings to attention several other disruptive technologies, such as 3D
printing. In this regard, the author emphasizes that 3D printers fabricate low-cost pros-
thetics where people need them and in a cost-efficient manner. In strict connection with
COVID-19 [43], appeals have been made regarding the positive effects of using disruptive
technologies (such as blockchain and AI) to address the problems posed by the pandemic.

In [43], the authors examine the potential uses and applications of blockchain and AI
in the context of digital healthcare, which makes use of the increased accessibility of health
data to identify high-risk patients, monitor the spread of infections, forecast mortality
risk, manage healthcare data, and combat COVID-19 and other pandemics. Furthermore,
Ref. [44] draws on the features of explainable AI (ExAI) by elaborating on the opportunities
and challenges in the context of Healthcare 5.0. The study demonstrates the effectiveness
of ExAI in healthcare environments that include real-life model deployments in a variety of
clinical applications.

Robotic monitoring systems that identify infections and alert medical personnel to
a patient’s health status upon their arrival are something we might imagine existing in
the future [42]. These types of systems have the potential to benefit humanity financially
while also significantly contributing to the expansion of digitalization, and they have a
positive impact on robots, as a disruptive technology for medicine, as well as on the use of
3D printing technology.

Since AI improves treatment outcomes, lowers medical errors, and aids diagnosis, it
makes it simpler for medical practitioners to care for a larger number of patients [43,45].
Although this technology can help address HR difficulties, such as finding and vetting
potential healthcare workers, AI cannot cover the entire spectrum of care (e.g., providing
empathy); thus, the human touch and communication are still essential. Although personal
connections and trust cannot be replaced by a program, device, or application, the authors
contend that AI has great potential as a cognitive assistant [45].

Some authors [46] have examined the larger context of AI and ML liability and how
it affects the safe application and innovation of new technologies in clinical care. As a
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negative aspect of disruptive technologies, these authors broach the issue of algorithm
inaccuracy, which can result in poor clinical judgment and unfavorable patient outcomes.
These mistakes give rise to worries about patient damage responsibility and may clarify
what makes it difficult to implement AI and ML in clinical practice.

The encouragement of the use of disruptive technologies in the clinical laboratory is
necessary for a number of reasons, including the rising expenses of health care, the need
for improved accessibility to diagnostic care, and the growing need for laboratories in the
era of precision diagnostics [47]. When combined with other medical data, such as clinical
biology and genetic data, these technologies will significantly alter how the medical system
is structured and organized [48,49].

Although the many ethical questions and challenges that arise from the use of AI in
medicine are not covered by this research, they cannot be ignored. AI has the potential to
advance medical practice in the future, but there are [50] numerous ethical and legal issues
associated with its use in the healthcare industry [48]. The legal and ethical debates [51]
surrounding AI in medicine involve many different parties [34]; additionally, there is
considerable reluctance towards disruptive advances expressed by current technology
suppliers and governmental regulatory authorities [47]. To mitigate the legal and ethical
issues related to AI in healthcare, a multidimensional approach encompassing legislators,
developers, healthcare practitioners, and patients is essential.

Table 4 displays the disruptive features and technologies that impact the healthcare
and medicine sectors.

Table 4. Disruptive use of AI in healthcare and medicine.

Impact on Disruptive Feature Disruptive Technologies Reference

Healthcare: patient data such as
laboratory results, wearable devices’
data, genomic data, medical imaging

Has positive aspects such as improved
management of patient medical history but
also generates plenty of legal and
ethical issues.

Blockchain and AI [36]

Medicine: guided surgery and
advanced imaging

Development of new surgical methods
based on previous procedures, a revolution
in spinal care via AI, Robotic assistance
decreases surgeon fatigue.

AI: Robots, ML, and DL [34,35,40]

Healthcare in COVID-19 pandemic

Robots used intensively for distribution of
food and medicine to ill persons, assisting
elderly people, biopsies (with Endoscopy
bots); 3D prosthetics printing.

AI: Robots and 3D printing
AI and blockchain [42,43]

Healthcare support in HR process of
hiring medical personnel

AI aids HR with respect to finding and
vetting potential healthcare workers. In
addition, it has great potential as a cognitive
assistant but cannot replace humans.

AI [45]

Healthcare by Healthcare 5.0
EXAI is a revolutionary AI innovation that
enhances clinical healthcare procedures and
provides transparency to predictive analysis.

AI: Explainable AI, Healthcare 5.0 [44]

Medicine by Surgery 4.0 The digital transformation of surgery. AI: AR/VR, 3D printing [41]

Dentistry Revolutionizes dental medicine’s diagnostic
and therapeutic procedures. AI [37,38]

Medicine: ethical issues
AI algorithms can be inaccurate, which leads
to low clinical judgment and unfavorable
patient outcomes.

AI and ML [46]

Finally, the current review argues that the development of three radical disruptive
innovations—namely, the digitalization of medical imaging techniques to enable their
parametric use (1), the development of algorithms to enable the use of NLP on medical
records (2), and the development of DL algorithms to treat uncategorized data (3)—led
to the emergence of AI in the medicine and the healthcare system. As a result of these
disruptive technologies’ greater accuracy compared to that offered by radiologists, they
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can already automatically detect lesions and pave the path for the identification of different
types of cancer [48].

3.2. AI as a Disruptive Technology in Business—Logistics and Transportation and the
Labor Market

Blockchain and AI are currently two of the most popular and disruptive technologies [52]
across all industries, particularly business. The disruptive technologies that are driving
the digital revolution [53] may assist businesses in terms of solving complex problems and
improving consumer value across all business areas.

On the one hand, blockchain technology enables decentralized, secure, and trust-
worthy access to a shared ledger of data, transactions, and records. Additionally, this
technology enables the implementation of smart contracts to control participant interac-
tions without the use of a middleman or trustworthy third party. Some [54] believe that
as smart contracts become more comprehensive and self-executing, we will enter a phase
of conflict resolution in which there will no longer be any need for the assistance of a
neutral third party (an arbitrator, conciliator, or mediator), or perhaps a situation wherein
disputes cease to exist entirely. On the other hand, AI provides robots with intellect and
decision-making skills comparable to those of humans.

The subdomains of business where AI manifests its disruptive features are logistics
and transportation and the labor force.

3.2.1. Logistics

The current state of the logistics industry is set to be disrupted [55,56] by the fourth
industrial revolution (4IR), but there are also opportunities that can be seized in order to
exploit disruptive technologies to develop new business models while retaining the current
ones. This pattern has led to an increase in the number of stakeholders who are concerned
about how disruptive and edge technologies will impact freight transportation and how
decision-making in logistics management will be enhanced. The literature elaborates on the
major emerging technologies in freight transportation (T) and logistics (L) and presents re-
search wherein disruptive technology brings numerous benefits to L. For example, Ref. [57]
argues that disruptive technologies (especially blockchain) enhance the sustainability and
resilience [58] of L, while [59] refers to green L (green distribution, reverse L, and green
warehousing). Moreover, due to the COVID-19 pandemic, Ref. [58] emphasize the accel-
eration of the digitalization trend in L based on the adoption of disruptive technologies
focusing on blockchain, the IoT, data, drones, robots, and autonomous vehicles.

By combining the IoT, smart robotics, and digital twins, Ref. [60] further details one
of the disruptive effects of Industry 4.0/5.0 known as reverse L. This information might
aid remanufacturing enterprises with respect to making a smart and easy transition to
the new industrial era. Another original study [61] builds a framework for identifying
disruptive technologies and chooses the intelligent logistics robot technology to conduct
an empirical examination in the AIoT sector. The study shows that efficient, intelligent
control operations; positive human–computer interactions; the precise avoidance of safety
obstacles; and efficient and accurate location detection are the future development paths of
intelligent logistics robots.

The disruptive technologies in L and T and their practical applications [55–59] are
presented in Table 5.
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Table 5. Examples of disruptive technologies and their impacts on L and T.

Disruptive Technology Impact on Logistics Impacts on Transportation References

AI

Terminal operation (e.g., identifying
ill passengers and luggage controls to
facilitate efficiency in terms of human
logistics within railways and
airports), congestion mitigation, and
traffic flow prediction

Vehicle routing, optimal
route suggestion [55,58]

Autonomous vehicles Indirect impacts

Individual vehicles and groups of
vehicles traveling together, e.g.,
platoons; features
wireless communication

[59]

Automated robots Short-distance deliveries

Mainly based on economic viability,
accessibility to the public, acceptance
by different stakeholders, and
benefits associated with their use

[55,59]

Drones Low impact Provide access to unreachable areas
and future use in last-mile delivery [55,58]

3D printing Disrupts traditional manufacturing
and logistics processes Indirect impacts/consequences [55,58,59]

Big Data
Enhance collaborative shipping,
forecast demand, and
manage supply chains

Real-time traffic flows, aid the
navigation of ocean vessels, forecast
train delays, adjust ocean vessel
speeds, manage infrastructure
maintenance, optimize truck fill rates,
increase transport safety, locate
charging stations, improve
parking policies

[59]

IoT Low impact

IoT is the backbone that supports
vehicle-to-vehicle, vehicle-to-person,
and vehicle-to-infrastructure
communications

[59]

Blockchain

Exacerbates data-sharing provenance
issues, ownership registry issues, and
issues including trust, privacy,
and transparency

Track-and-trace affordances; credit
evaluation; increases transportation
visibility; strengthens transportation
security—including with respect to
shipping and ports—regarding the
tracking of goods; reduces
inefficiencies due to extensive
paperwork; and reduces disputes
regarding logistics of goods

[58]

Electric Vehicles

Impacts on urban consolidation
centers, off-peak distribution
(wherein its environmental benefits
are important)

City deliveries involving small
vehicles—vans and bikes—as well as
medium-duty trucks and also
heavy-duty trucks

[55,59]

Ref. [56] highlight the demand for technology adoption and process digitalization in
Logistics among Logistic Service Providers (LSP). According to the authors, disruptive
technologies, particularly blockchain, the IoT, and Bigdata, have the potential to expand
the boundaries of supply chains’ traceability, transparency, accuracy, and safety.

Based on the literature analysis, a summary of the positive and negative implications
of AI as a disruptive technology in L and T is displayed in Table 6.
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Table 6. The positive and negative impact of AI as a disruptive tool on L and T.

Aspect Positive Impact(s) Negative Impact(s)

Fleet Management
Decreased downtime;
increased efficiency through vehicle
allocation optimization.

System failures may occur;
increased costs for installation and
maintenance may be incurred.

Product’s delivery Maximized efficiency;
minimized delivery time and costs. Delivery workers may lose their jobs.

Supply Chain
Management

Route optimization;
reduced consumption;
facilitates cleaner environment.

Ethical issues such as lack of
accountability for supply
chain disruptions.

Traffic Management
Optimized traffic flow;
reduced congestion;
optimized routes.

Privacy concerns due to surveillance;
potential job losses for traffic officers.

Environmental
Sustainability

Reduced carbon emissions; increased
efficiency of fuel consumption.

Dependence on technology leads to
greater energy consumption.

Safeness Superior driver assistance;
fewer accidents.

Ethical issues regarding
autonomous vehicles;
potential job losses for drivers.

3.2.2. Labor Market

The specialists warn that in the upcoming decades, disruptive technologies such as AI
will have a significant influence on the workplace by widening the work force’s skill gaps
more quickly than educational systems can adjust [62]. Thus, on the one hand, educational
systems should adapt their curricula to incorporate edge technologies. On the other hand,
employers should invest in training courses to raise awareness among their employees
with regard to disruptive technologies and their impacts on the workforce.

As new jobs are being created, new skills should be developed. Ref. [63] predicts
that in the 4IR, disruptive technologies (AI, robots, and algorithms) will replace 1/3 of
the existing jobs. At the same time, because some jobs are being assumed by technology,
employees should be retrained and diverted to other jobs. The involvement of academic
institutions is vital in the case described above, and employers should collaborate with
universities and keep them updated regarding technological changes that affect business.

According to some authors [62], social innovations and inclusiveness can be used
as tactics to lessen the effects of disruptive technologies, which are expected to occur
increasingly often.

To create and use AI [64], specific technical expertise is needed, which is a certain sign
that the number of technical jobs is rising. However, this particular demand represents a
significant barrier in terms of skill acquisition and the employability of middle management,
senior workers, and all of an organization’s human resources (HR) staff. One study [64]
concentrated on the introduction of AI-based technologies into an organization as well as
the new potential and challenges with respect to managing HR while accounting for both
technical and nontechnical resources inside businesses.

Through the numerous technologies that derive from AI (NLP, ML, Reasoning, and
Computer vision), AI is disrupting the workforce arena. In order to render computers
intelligent [64], researchers involved in the development of AI are currently seeking to give
machines characteristics resembling those of the human brain. All around us, there are
several instances of this process that can be observed, including in terms of speech recog-
nition technology, robots, digital customer service agents, and personal digital assistants.
By employing algorithms and programming, it is possible to teach machines to exhibit
traits like those of humans, including knowledge acquisition, problem solving, learning,
perception, planning, manipulation, and others.

Robotic Process Automation (RPA) is another example of disruptive technology that
impacts the workforce [58]. RPA is replacing human laborers; this is not because it is smarter,
but because it is less expensive, more readily available, and less physically demanding than
human laborers.
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Table 7 reveals the disruptive features and technologies that impact L, T, and the
labor market.

Table 7. The impact of disruptive technologies on L, T, and the labor market.

Impact on Disruptive Feature Disruptive Technologies Reference

Logistics and
Transportation

Impacts L and T and the
opportunities to support
management decisions in the
L industry.

Autonomous vehicles,
automated robots, drones, 3D
printing, big data, IoT,
blockchain, electric vehicles

[54,58]

Enhance the sustainability and
resilience of L and
green L (green distribution,
reverse L, and
green warehousing)

Blockchain, Internet of Things
(IoT), smart robots [56,58–60]

Logistics by LSP
Expand the boundaries of supply
chain traceability, transparency,
accuracy, and safety

Blockchain, IoT, and bigdata [56]

Labor market: new
jobs created

Require specialized technical
knowledge to develop and
operate them;
new jobs are being created; new
skills need to be developed

NLP, ML, reasoning,
computer vision [62,64]

Labor market:
jobs taken

Replacing human laborers to
reduce expenditures RPA [58]

With regard to managing and enhancing organizational growth, technology and
personnel perform optimally when used jointly [63]. The sole condition for humans to
compete with and outperform AI is for them to improve their existing talents and show a
desire to learn new ones based on knowledge.

AI (ML) has the ability to influence [65] organizational strategy, management pro-
cedures, and customer behavior, producing virtually infinite volumes of data (big data).
Companies must radically adapt to new ideas and technology, such as the IoT, big data, ML,
AI, and others. Additionally, they must establish systems (frameworks) for the ongoing
examination of the potential advantages and challenges posed by disruptive technologies.

Upon analyzing the references with respect to the labor market, the analysis of the
impact of AI (as a disruptive tool) on this sector is summarized in Table 8.

Table 8. The positive and negative impacts of AI, operating as a disruptive tool, on the labor market.

Aspect Positive Impact(s) Negative Impact(s)

Job Creation New AI-related jobs. Job losses due to tasks replaced by AI.

Skill Development Opportunities for skill development
and upskilling.

Reduced demand for certain skills and
job losses for workers.

Productivity Automation increases efficiency and
reduces manual labor. Increased dependence on technology.

Wage disparities Wage raises for high-skilled workers. Wage decreases for low-skilled workers.

Working Conditions Improved safety;
reduced physical labor.

Technological addiction;
ethical implications related to AI.

3.3. AI as a Disruptive Technology in Agriculture

In the literature, the trends in agriculture and adjacent domains that are most in-
fluenced by the AI’s disruptive properties are smart farming, 4IR, agriculture 4.0, and
digital twins.

The relevant papers included in our analysis reveal that disruptive technologies can
contribute immensely [66] to agriculture. Some of the disruptive technologies identified
as contributory to agriculture include the IoT, smart devices, and a multitude of AI tech-
niques such as ML [66,67], Image Recognition [68], Modelling and Simulation, and Data
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Analytics [66]. According to [69], the emergence of disruptive technology such as artificial
intelligence has a significant impact on raising agricultural outputs.

Some authors list technology as one of the factors that contribute to the creation of
forms of wealth such as natural resources, capital, labor, and others. More specifically, AI,
the IoT, and blockchain technology have been identified as commonly used disruptive and
innovative technologies in many domains, including agriculture. In Asia, more specifically
in the Philippines, Japan, and China, Ref. [68] contend that although AI is among the
most controversial technologies to date, it has benefited many areas, including agriculture.
Moreover, Ref. [68] highlights that Asian countries have estimated that their future AI
market will grow (until 2030 or 2035), namely, by 23.51% in Japan and 40% in Singapore,
and that this will transform China into a world leader. Furthermore, in the Philippines, the
investments in AI will accelerate the innovation rate by 1.7% while doubling employees’
productivity rates [70]. These achievements are due to governmental involvement in craft-
ing a national AI road map to which many Philippines’s Departments adhere, including the
department of agriculture. This strategy aims to place the Philippines as an AI powerhouse
in the Asian region, and it can be considered a best practice with world-wide applications.

The study of the specialized literature allowed for the summarization of the positive
and negative disruptive impacts of AI on agriculture, which are displayed in Table 9.

Table 9. AI’s positive and negative disruptive impacts on agriculture.

Sectors Positive Impacts Negative Impacts

Agricultural research Innovations in predictive analytics,
disease control, and breeding programs.

Disparities with respect to access
to research.

Labor force in Agriculture Reduced manual labor tasks Job losses due to task automation.

Livestock management Improved decision making through
data analysis

Privacy concerns regarding data
collection and analysis.

Crop production and
Precision agriculture Increased crop yields and profitability. Potential system failures;

high costs of implementation.

Smart farming Water is saved via smart irrigation;
crop diseases can be identified on site.

Limited access to Internet;
chaotic regional development.

AI, as a disruptive technology, is very frequently associated with the concept of smart
farming (and digital twins).

3.3.1. Smart Farming

In terms of software development for smart agriculture and smart farming, world-
leading companies such as Microsoft have implemented [70] AI techniques on agriculture
via a mobile application (Krops) for the Philippines’ agricultural department. The above-
mentioned Azure-based mobile platform helps local farmers optimize their profits from
yield by disrupting the old buying and selling practices, where small networks of buyers
control prices and access to markets. Furthermore, in the United States [68], the farming
sector is benefitting from AI technology’s innovation of the aquaponics market [71]. Con-
sequently, the same technology supports households’ ability to save water through smart
apps such as Skydrop that integrates weather forecasting with smart irrigation.

The constraints and potential future steps for modeling and modelers in the animal
sciences are being considered by a group of researchers [72] examining the disruptive
innovations in animal farming. The authors conducted an analysis and emphasized how
the identified models, supported by AI, might provide a superior and long-lasting function
in the field of animal sciences. They concluded their research by making suggestions for
how future animal scientists might support themselves, farmers, and their discipline while
considering the benefits and difficulties presented by technological progress.

Another disruptive feature of AI is emphasized by [68] through an image recognition
technique that enabled users to browse through more than 50,000 plant images to help
identify crop diseases at certain sites. In addition, Ref. [73] elaborate on the use of satellite
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or drone image analysis to provide vigor and water stress indices or even trigger alerts for
pests and diseases. Such apps are available for mobile devices, have a success rate close to
100%, and assist or even replace specialists in the fields in question.

3.3.2. Digital Twins

The concept of digital twins is considered a disruptive technology [74] that has rev-
olutionized the industrial world, particularly the manufacturing industry, the construc-
tion and healthcare sectors, smart cities, the energy industry, agriculture, and modern
animal farming.

The concept of digital twins denotes the development of a digital copy for a real entity
in which the physical and biological states and behaviors of the entity are simulated based
on a set of input data. Some authors [67,74] have revealed the real world applications
of this concept in many areas including agriculture and animal farming. The use of
digital twins in the livestock-farming industry represents the next frontier and has the
potential to enhance the utilization of technology and equipment, large-scale precision
livestock-farming methods, and the health and welfare of a range of farm animals. Using
AI-based recognition technology that analyzes facial traits such as ear positions and the
white regions of the eye, it is possible to keep track of the mental and emotional states of
animals. Digital twins, through the usage of modeling, simulation, and AR technologies,
can help farmers construct more energy-efficient buildings, predict heat cycles for breeding,
discourage undesirable animal habits, and possibly much more. The adoption of digital
twin technology will necessitate a detailed cost–benefit analysis of each farm, as is the case
with any disruptive technical advancement.

The benefits of digital twins in relation to the disruptive effects of technology consist
of the ability to predict, optimize, and improve the decision-making process.

3.3.3. The Fourth Industrial Revolution (4IR)

The 4IR affects every agricultural player regardless of their size (whether family
subsistence farmers or massive producers) in terms of food manufacturing and related
goods. Under the impact of technology and globalization, worldwide agriculture players
use technological tools based on AI, blockchain, and the IoT for profit maximization and
business strategy improvement. In the context of the 4IR, which impacts many industries
including agriculture, the extant literature mentions a new concept termed AgriTech. Some
authors [75] have elaborated on this concept, even developing a taxonomy of its various
types, and identified the AI-driven techniques that form the continuously shifting definition
of AgriTech.

Very few researchers have [76] tackled the role of blockchain with respect to operations
traceability in areas such as e-commerce, agriculture, public services, etc. In this respect, [77]
aimed to extract and determine the relationships between the enablers of blockchain adop-
tion in Agriculture Supply Chains (ASCs). The results were intended to help practitioners
design strategies for blockchain’s implementation in agriculture by creating a real-time,
data-driven ASC by blending the IoT, AI, and 3D printing disruptive technologies.

Ref. [73] brings to attention the adoption of disruptive technologies, such as AI and
blockchain, by start-ups, SMEs, and other companies for developing smart farming, preci-
sion and urban farming, and data management to reduce waste in order to redefine their
business models.

As a general benefit [73] brought by AI’s disruptive features in agriculture, we iden-
tified the improvements in both the general quality of yield and a product’s traceability,
the developments in agriculture’s supply chain auditability through blockchain, and the
economic and environmental impacts of the constraints on agricultural activity.

Table 10 succinctly presents the disruptive features and technologies that impact agriculture.
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Table 10. Disruptive use of AI and additional technologies with respect to agriculture.

Impact on Disruptive Feature Disruptive Technologies Reference

Farming

Smart irrigation systems (Skydrop) AI and weather forecast [68]

Keeps track of the mental and emotional
states of animals AI-based recognition technology [67,74]

Innovations in the market of aquaponics:
intelligent management system
for aquaculture

AI [68,71]

Krops: disrupts the old buying and
selling practices AI techniques and Azzure [68,70]

Identification of pest and crop diseases and
provision of vigor and water stress indices

AI-based image recognition via
satellite or drone image analysis [68,73]

Smart farming and urban farming AI and blockchain [73]

Agriculture Supply
Chain (ASC) Real-time, data-driven ASC Blockchain, AI, IoT, and 3D printing [76,77]

Among its positive effects, Ref. [74] state that AI can also lead to an increase in the
employment rate in all economic sectors if governments implement a proper talent-training
strategy. Another benefit brought by disruptive innovation in agriculture consists of the
maximization of production [69]. Thus, farmers now use precision farming, which employs
AI techniques to monitor crop health, detect weeds, identify and detect plant diseases, and
forecast weather and commodity pricing. Since there is a lack of labor in the agricultural
industry, AI-based tools such as bots and drones are frequently deployed.

Consequently, in order to counteract the negative effects brought by AI as a disruptive
technology, a dissemination of AI’s positive benefits for humankind should be undertaken.
Although humans are superior in terms of creativity and imagination, AI can enhance their
abilities by assisting them in processes that involve data analytics and the use of precise
and advanced algorithms. In addition, in the areas where human health can be endangered,
robots can replace them to save lives.

3.4. AI as a Disruptive Technology in Education

The modern education system is founded on intelligent learning environments and
competence-based learning, and it uses a wide variety of platforms that rely on AI tech-
nologies in the education process [6,78,79]. More than ever, engineering education, and
specifically fields such as computer science and engineering, must adjust to the changes
brought about by cutting-edge technology. The necessity for skill-oriented, project-based
learning over traditional engineering education that places a strong emphasis on theoretical
notions is explored and emphasized by the authors of [80]. Within an integrated and unified
educational system, novel methods for engineering education are already offering [81]
innovative, technology-enhanced, individualized, student-centered curricular experiences.
All industries are predicted to experience an increase in talent and skill shortages in the
upcoming years, yet disruptive technology can also help to close these gaps.

The keyword for this new stage of education is education 4.0 [6,82], which involves
the use of disruptive technologies [83] such as AI, robotics, blockchain, 3D printing, 5G,
IoT, digital twins, and augmented reality. Moreover, Ref. [7] links education 4.0 with
Industry 4.0 by urging governments and universities to step-up and adopt Education 4.0 to
produce skills for the workforce of industry 4.0. In this endeavor, they conducted an elec-
tronic survey and contributed [7] by identifying 35 disruptive technologies, among which
13 were quantified as key technologies: the IoT, big data, 3D printing, cloud computing,
autonomous robots, Virtual Reality (VR) and AR, cyber-physical systems, AI, smart sensors,
simulation, nanotechnology, drones, and biotechnology. They emphasize the urge to link
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education (through curricula adjustments) to the above key technologies with Industry
4.0 requirements.

While AI and blockchain are expected [6] to be the most disruptive classes of tech-
nologies over the next 10 years due to the development of radical computational power,
near-endless quantities of data, and unprecedented advances in deep neural networks, they
can be used to improve the methods and tools in the learning process. Furthermore, the
authors identified in this study investigated the relationships between these disruptive
technologies and education and revealed that blockchain can be used for the automatic
validation and transfer of academic credits, the storage of students’ learning materials
(either formal and non-formal, such as learning at the workplace), and the verification of
the authenticity of documents. Ref. [6] also mention the use of blockchain to pay for courses
using cryptocurrencies and allow for student identification using biometric identification
on smartphones. Alternatively, AI can be used for education management and delivery,
learning and assessment, empowering teachers and facilitating teaching, dialogue-based
tutoring systems, and providing lifelong learning possibilities.

Some of the educational activities that involve AI in the management of academic
organizations include admissions, timetables, attendance, and homework monitoring [84].
Moreover, AI may contribute to selecting relevant learning content across learning plat-
forms for each student in accordance with each individual’s personalized needs [85].

Some [78] refer to the disruptive character of data analytics in accounting as an
education field of study. They consider that data analytics redefines the business processes
and that the response of academia must be immediate. The authors point out that although
data analytics has gained attention at the college level, it has “received little or no coverage
in accounting curricula”.

The use of AI as a disruptive technology is strongly impacting sports, both as an
activity and a field of study. Some argue that AI, together with its companion technologies
(robotics, enhanced vision, and AR/VR), impacts the field of sports as an education disci-
pline, highlighting certain ethical issues [5]. The previously cited author argues that the
disruptive aspects of AI impact sports in terms of four constitutive elements, namely, ath-
letes, coaches, judges, and fans, wherein each impact has positive and negative connotations.
As such, Laukyte [5] emphasizes the AI technologies that affect the four above-mentioned
elements, concluding that “the technology can turn an athlete into a cyborg and use AI to
train and judge it, but we cannot imagine non-humans watching and enjoying the sport
competition”. Therefore, fans are the most human component of the field of sports, where
AI has the most non-invasive impact. The other three components are or can be highly
impacted (mostly in a negative way) by the disruptive force of AI technologies. Moreover,
the paper draws on the ethical aspects of AI as a disruptive tool that we consider should
be disseminated and debated within sport curricula on different education levels. In this
manner, the negative disruptive effects of AI could be reduced or even eliminated.

Ref. [86] contributed original research to the literature by extracting 12 internal and
10 external success factors for smart professional disruptors in university. The authors also
bring into discussion new disruptive technologies that impact education, such as mixed
reality (MR), extended reality (XR), and the internet of behaviors (IoB).

The disruptive technologies used in education and their impacts are as follows:

- AI (through VR and AR) has been used in education since the 1990s to teach subjects
such as mathematics, geometry, physics, chemistry, and anatomy [7];

- AI is a technology that augments human cognition in education [87,88];
- The IoT [89] is crucial for improving the caliber of educational experiences and student

performance, alongside assisting instructors in their everyday tasks, managing school
facilities, managing student transportation, and offering remote-learning opportunities.
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Table 11 reveals the disruptive features and technologies that impact education.

Table 11. Disruptive use of technologies (especially AI) in education.

Impact on Disruptive Feature Disruptive Technologies Reference

Education: management of
academic organizations Lack of physical (human) supervisor. AI, blockchain [84,85]

Education: Sports

AI poses unethical concerns involving
the transformation of athletes into
cyborgs (1) and the robotization of
training and judgement processes (2).

AI: robotics, enhanced vision, AR/VR [5]

Education: emergence of Education 4.0
A lack of interaction between students
and professors, robotization
of education.

AI, robotics, blockchain, 3D
printing, 5G, IoT, digital twins,
and augmented reality

[6,7,82,90]

Education 4.0 should integrate Industry
4.0 concepts into academic curricula

Rapid and massive disruption to all
sectors in terms of demand for
occupations and skills

13 key technologies: IoT, big data, 3D
printing, cloud computing, AR,
VR/AR, cyber-physical systems, AI,
smart sensors, simulation,
nanotechnology, drones,
and biotechnology

[7]

Education: Instructors and students Enhances the integrity of
educational experiences IoT [89]

Education: engineering students
and professors

Generates a paradigm shift in
engineering education 4IR boosted by AI [80,81].

Education: dentistry students Dental students can be trained using
full-body robots Robotics [38,91]

In education, robotic systems can also be useful. Before students operate on actual
patients, dental students can be trained using full-body robots, haptic interface technologies,
and sophisticated simulations [38,91].

Ref. [81] argue that the advent of the 4IR, boosted by AI, justifies a paradigm shift
in engineering education. All industrial sectors are subject to disruptive change, which
increases uncertainty and hampers the anticipation of the future. AI will enable efficient,
individualized student learning in this disruptive environment, which will be crucial
for future academic achievement. In this context, teachers will teach and program AI in
addition to serving as social facilitators.

In conclusion, whilst an impressive number of manuscripts presented the contribu-
tions of AI (and other) technologies to the field of education, very few mentioned its
disruptive character. Therefore, we have observed that some side effects of using disruptive
technologies (mostly AI) in education consist of: the replacement of face-to-face communi-
cation with robots (software or physical), the transformative effect of augmenting human
cognition in learning [87,88], the robotization of evaluation and grading processes, and
the computerized surveillance of student’s attendance using cameras equipped with face
recognition. From students’ perspective, these negative effects may lead to a high course
dropout rate, the development of fraud mechanisms, and, ultimately, the loss of the main
qualities of education, which consist of building student’s knowledge and cultivating their
appetite for various disciplines.

Table 12 summarizes the positive and negative effects of AI as a disruptive tool exerted
on the education sector.



Electronics 2023, 12, 1102 25 of 37

Table 12. AI as a disruptive tool and its positive and negative impacts on education.

Aspect Positive Impact Negative Impact

Personalized
Learning

Customized learning experiences
for students. Eliminates social interactions.

Skill
Development

AI-based skill development for instructors
and students.

Reduced demand for certain skills and job
losses for educators.

Teaching Improved teaching efficiency
and effectiveness.

Decreased face-to-face interaction;
automation leads to job losses
for educators.

Assessment More accurate and efficient assessments.
Lack of accountability for assessment
outcomes, i.e., who is to blame in
case of errors?

Equity Improved equity in education; reduced
educational disparities.

Data collection and analysis
create privacy concerns.

Accessibility Improved accessibility to education;
reduced costs of education.

Dependence on technology may lead to
potential system failures and
unavailability of data.

3.5. AI as a Disruptive Technology with Respect to Urban Development—Society, Smart Cities,
and Smart Government

Among the disruptive technologies applied in urban development, the literature
mentions the IoT, image processing, AI, big data, and smartphone apps [92–94]. These
technologies may be coordinated and seamlessly integrated to enhance [93] both the
infrastructure for urban growth and the overall wellness of citizens living in smart cities.
The term “smart city” has recently been used to describe the integration of disruptive
technologies into urban settings to improve citizen experiences. Due to the persistent
scientific study that has been conducted in this field over the past ten years, the concept
of the smart city has expanded and grown more complex since it was originally defined
at the dawn of the twenty-first century. Leading researchers, academics, and industry
professionals gathered in 2021 at the International Conference on Sustainable Smart Cities
and Territories to exchange knowledge and experiences about the emerging trends and
concepts in the transition from smart cities to smart territories [95] as well as real-world
smart city implementations. In this research, the impact of disruptive technologies on
urban development is considered from following dimensions: society, smart cities, and
smart government.

3.5.1. Disruptive Technology’s Impact on Society

Since it represents the pinnacle of monitoring and restriction, the development of AI
chatbots in some countries offers a fascinating field of research. This is especially crucial
now that China has elevated disruptive technologies such as AI and big data as an essential
tool for national security and a major element of achieving the country’s dream of national
rejuvenation. Several Western fears regarding data security and governmental control
have already been fulfilled in China, whether through the introduction of a national social
credit system or the widespread use of face recognition technologies. However, it also
suggests that China is at the forefront of any possible weak areas and rifts within the party–
state–corporate apparatus. The authors of [96] highlight issues regarding the boundaries
of humanity in the context of an AI-driven future, while also addressing methodological
issues with human–machine interaction while conceiving of new forms of resistance.

The combination of disruptive technologies supports society’s ability to minimize the
effects of natural disasters. Accordingly, Ref. [94] advocate for the adoption of blockchain
(combined with the IoT) as a permanent record keeper, and cite the Japanese company
Zweispace as an example, which uses blockchain to store data from the country’s earth-
quake sensory data. Zweispace creates proprietary blockchain solutions for the real estate
sector as well as real-estate-related apps such as Robot Architect AutoCalc and Namazu
for earthquake-resistant measurement. Employing disruptive technologies, the company
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produced an inheritance smart contract using the Smarter Contract platform, and they
began to offer solutions in the financial and construction sectors in order to reshape the
future for their clients [97].

Industry 5.0 is one of disruptive technology’s promising future paths [93]. By focusing
on human-centered, resilient, and sustainable design, Industry 5.0 will be built on the foun-
dations of Industry 4.0. The conceptualized pathways [93] of Society 5.0, in which a highly
integrated cyber and physical platform is constructed, with people playing a prominent
role, are another significant development supporting disruptive technology. One study
conducted a literature review to explain how disruptive technologies influence many facets
of sustainable urban development. The predicted effects of these results’ positive and
negative aspects were revealed by the researchers. They emphasize that the digital transfor-
mation of several societal sectors—such as healthcare, disaster management, innovative
nature-inclusive economic models, the potential future value of disruptive technologies,
the transition from Industry 4.0 to Industry 5.0, and the emergence of Society 5.0—are
the main ways that disruptive technologies influence the advancement of society. The
study stressed that the positive secondary impacts resulting from Industry 5.0 and Society
5.0 initiatives had the greatest overall impact. The reconstruction of industry and society is
of the foremost importance from among all the benefits that disruptive technologies may
provide, and this establishes the groundwork for subsequent technical advancement.

Drawn from the literature review, Table 13 highlights the positive versus the negative
aspects that are being precipitated by AI as a disruptive tool in society.

Table 13. The positive and negative aspects of society effected by AI as a disruptive technology.

Aspect Positive Impact Negative Impact

Employment decrease in manual labor;
development of new jobs.

some professions may
become obsolete;
pay gap between low- and
high-skilled individuals.

Healthcare enhanced patient care;
lower medical expenses.

health data privacy issues;
job losses for healthcare workers.

Education customized learning;
minimized educational costs.

technology dependency;
possible loss of teaching positions.

Entertainment enhanced production and
distribution of content.

reduced face-to-face engagement
and social skills.

Communication high accessibility;
fewer language obstacles addiction to technology.

Privacy enhanced data security privacy issues due to data collection
and analysis

3.5.2. Smart Cities

Smart Cities are the outcome of disruptive innovations [98] that harness the technolog-
ical advances of connectivity, business, sustainability, and government to achieve effective
urban development. Urban resilience is a promise [99] included in the concept of the smart
city, which broadly refers to a city’s ability to foresee, absorb, react, respond, and restructure
in the face of disruptive changes and perturbations. As a result, big data and AI are being
hailed as methods or improving and realizing important resilience-related factors.

In the urban development literature, AI and the IoT are fundamental [95] for the
construction of truly intelligent cities. According to the authors, it is possible to design
citizen-centric smart city models by combining the aforementioned technologies, obtaining
massive quantities of data from all smart city services and facilities, automating processes
within a city to improve efficiency and promote sustainable urban development, fostering
the economy, providing opportunities for citizens, and preserving the environment. Both
the IoT and AI have the benefit of enabling the real-time analysis and addressal of issues,
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which are essential to improving all of the operations inside a smart city. Data collection
used to be quite costly since the IoT and sensor technology were not yet standardized.
However, contemporary advancements have reduced the cost of sensors, computation, and
storage, thus enabling their widespread application throughout cities.

The most significant disruptive technologies with respect to the creation of the smart
city are also examined by [94], and some new ones are currently being introduced. They
believe that every smart city is a dynamic, intricate system that draws an increasing number
of people in the quest for realizing urbanization’s advantages. By 2050, 68% of the world’s
population will reside in cities, which poses issues due to the lack of infrastructure and
a variety of resources such as energy, water, fuel, transportation systems, etc. New and
emerging technologies are being developed to address these issues, including the IoT,
big data, blockchain, AI, data analytics, and ML and cognitive learning, with the aim of
bringing forth several changes in important spheres of urban development, such as health,
energy, transportation, education, and public safety, among others. Disruptive technologies,
according to the authors [94], are a major force behind the development of smart cities. They
determined the most prevalent ones that, via integration, make cities smarter by providing
citizens with improved living circumstances and simpler access to goods and services.

The need for AI-enabled innovations has risen with the emergence of smart cities,
which are metropolitan areas that use community, technology, and policy to bring produc-
tivity, innovation, livability, wellness, sustainability, accessibility, good governance, and
excellent planning [92]. The authors of [100] have elaborated on the importance of water
management, quality, and availability by indicating the importance of deep learning as a
disruptive force in urban water management. These authors carried out a review on the
existing literature and revealed some of the practical effects of this disruptive technology on
water management, such as anomaly detection, system state forecasting, asset monitoring,
and assessment. They conclude that urban water systems should be enhanced by deep
learning to become highly intelligent and autonomous.

To achieve a technological revolution, disruptive digital technologies [101] must be
used in the built environment and its related sectors, including construction, city planning,
real estate, architecture, and urban planning. Therefore, integrated smart city, construction,
and real estate goals may be accomplished in line with the United Nation’s Sustainable
Development Goals to foster sustainable development in the smart city environment [102].
Such Industry 4.0-compliant disruptive technologies (a.k.a. Smart Tech 4.0) have been
established in a number of smart city settings [103]. More than 20 such technologies have
thus far been realized, including AI, big data, IoT, Unmanned Aerial Vehicles (UAVs),
clouds, 3D scanning and printing, wearable technologies, wireless technologies, VR, AR,
Mixed Reality (XR), robotics, blockchains, Software as a Service (SaaS), digital twins, ML,
ubiquitous computing, mobile computing, renewable energy, autonomous vehicles, and 5G
communications [102]. The authors believe that despite the built environment’s enormous
potential for the adoption and uses of these technologies, there has only been little progress
made with respect to their implementation.

The authors of [94] bring into attention the use of a Convolutional Neural Network
(CNN) as a disruptive technology applied in smart cities. By using the new information in a
user’s request to enhance the neural network by a new epoch, an AI agent (AIA) surpasses
the trained framework, as it gains knowledge while working. The authors suggest that
humankind may successfully construct a far more prosperous and powerful smart city
economy by using the appropriate AIA or CNN with the data supplied from a blockchain.

Anywhere there are large volumes of data and users who are learning from these data
there is a comparable potential. Thus, the AIA and/or CNN can be used to control traffic
and other issues involving city transportation, education, and health.

Table 14, which is based on the literature review, contrasts the advantages and disad-
vantages of using AI as a disruptive tool in smart cities.
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Table 14. The positive and negative impacts of AI as a disruptive technology on smart cities.

Aspect Impacted Positive Impact Negative Impact

Urban planning effective urban planning. benefit- and
access-related disparities.

Environmental sustainability better air quality;
low carbon emissions.

technological addiction may lead
to system breakdowns.

Traffic management
improved traffic flow;
less congestion;
route optimization.

surveillance privacy concerns;
job losses for traffic officers.

Waste management
enhanced waste collection
and management;
waste reduction.

job loss;
potential system failures.

Citizen’s Satisfaction improved quality of life. ethical and moral issues.

Energy management
Energy benefits via
AI-monitored energy usage;
reduced energy consumption.

AI systems consume more energy,
which might negate any
environmental benefits.

3.5.3. Smart Government

Standardized frameworks and procedures for integrating technology, citizens, and
governments are necessary to allow cities to become smart. The potential use of blockchain
technology as a facilitator for e-governance in smart cities has been explored by numerous
academics [104] by assessing the issues that citizens confront on a daily basis and con-
trasting them with the benefits offered by blockchain integration. The usage of blockchain
technology is now widespread and is increasing daily. As a result, all smart cities now have
smart governments thanks to their blockchains.

A contradictory use [105] of disruptive technologies emerged in Australia, where
the government is of the opinion that there is a great opportunity to use market capabil-
ities to offer evaluations against visa requirements. Utilizing business service solutions,
well-established enabling technology (such as RPA and data analytics), and cutting-edge
disruptive technologies (such as AI ML), the automation of visa processing can be achieved.
The federal government in Australia is drawing on disruptive technologies to fast-track
visa processes and transform the current system while negating 3000 jobs.

A new disruptive concept was observed by [106] regarding the implementation of IT
in the public sector. The authors debate the integration of AI and IoT and the emergence of
the AI of Things (AIoT) [61]. The study intends to identify the drivers of and constraints on
AIoT integration in the public sector and provide a modular framework for it. According
to the authors, this effort is crucial for developing laws and policies that would maximize
the potential advantages for public institutions in the governmental sector.

In conclusion, based on the specialized literature, the positive and negative effects of
AI on smart government are presented in Table 15.

To conclude [92], the use of AI as a disruptive technology in the context of smart
cities is an emerging field of research and practice. The literature study shows that AI
technology, algorithms, and their present and future applications are the primary topics of
research. In the context of smart cities, AI applications mainly concern business efficiency,
data analytics, education, energy, environmental sustainability, health, land use, security,
transport, and urban management.

Table 16 succinctly presents the disruptive features and technologies that impact
urban development.
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Table 15. The positive and negative disruptive effects of AI on smart government.

Aspects Positive Impact Negative Impact

Public Service
Delivery

reduced wait times;
customized public services.

privacy issues concerning
data collection;
job losses for government employees.

Public Safety predictive policing;
improved emergency response times.

ethical concerns regarding biased
algorithms and predictive policing.

Public Decision
Making

high accuracy and reduced bias;
enhanced data analysis.

Algorithm-related ethical concerns;
lack of accountability for decisions
made by AI.

Elections increased participation;
reduced voting fraud.

Algorithm-related ethical concerns;
lack of accountability for AI decisions.

Public Fraud
Detection

high accuracy of detection;
fewer fraudulent activities. data collection concerns.

Table 16. Disruptive use of AI in urban development.

Impact on Disruptive Feature(s) Disruptive Technologies Reference

Society

It is an essential tool to national
security and a major element of
achieving the country’s dream of
national rejuvenation

AI chatbots: AI and big data [96]

Society 5.0—a highly integrated
cyber and physical platform—is
constructed, with people playing a
prominent role

Industry 5.0/Society 5.0 [93]

AIoT is disrupting the public sector. Artificial Intelligence of
Things (AIoT) [106]

Smart cities

Precipitates both positive and
negative effects in the business world

Blockchain combined with AI,
Cloud and IoT [95]

Integration between smart cities,
construction, and real estate Smart Tech 4.0 [101,102]

The development of a prosperous
and powerful smart city economy CNN and/or AIA [94]

Smart
government

humans replaced by machines
(negation of 3000 jobs) AI, RPA, and Big data [105]

4. Discussion and Conclusions

AI technology’s disruptive effects continue to alter relationships between business, con-
sumers, and occupational sectors, while 5G and other mobile wireless technologies will be
especially disruptive and will truly revolutionize the landscape in the next few years [107].

The current research revealed that the majority of recent publications (which were
included in the literature analysis) offer a positive connotation regarding the disruptive
influence of edge technologies, and the top five examples (based on sentiment analysis of
titles and abstracts) of such edge technologies include AI, the IoT, blockchain, 5G, and 3D
printing. Moreover, the investigations performed using VOSViewer and MonkeyLearn
on the final list of articles (n = 97) returned four clusters that indicated the sectors that
should be included in the analysis (healthcare/medicine, business, agriculture, education,
and urban development). Alongside the numerous advantages that have given rise to the
general positive perception of AI as a disruptive technology in the analyzed sectors of
activity, AI’s negative aspects will also be highlighted within this section.

The list of industries that AI is impacting (which were included in this study) proved to
be consistent with the trend report [33] released by the ISO in 2022. The report emphasized
the disruptive impact of AI on healthcare (improving the speed and accuracy of diagnosing
diseases); business, with respect to the labor market (in which there have been disruptions
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to many current jobs); and production and consumption, with a focus on sustainable
agriculture, education (personalized learning), and governance (aiding the formulation and
evaluation of the effectiveness of government policies). This confirms that the industries
selected for analysis in this study were relevant and accurately represented global trends.

In healthcare (medicine), a novel treatment is considered disruptive [51] if it is much
faster, more effective, and less expensive than any previous solution. Medical robots can
support healthcare providers by constantly transferring patients and equipment, while
AI-driven algorithms can diagnose patients more quickly than doctors. For hospital pa-
tients, virtual reality devices help ease their discomfort and fears. Thin sensors worn as
digital tattoos can warn a patient of alarming changes in their health parameters and vital
signs, while exoskeletons, i.e., wearable robotic constructions, allow disabled persons to
regain movement [48]. Disruptive technologies offer countless opportunities, but they
also carry with them a number of risks and moral dilemmas. Disruptive technology is
already being developed to solve many healthcare issues, and thousands of patients have
access to their genetic information, thus revealing the diseases they are predisposed to.
Wearable technology facilitates the monitoring of health metrics and vital signs outside
of a doctor’s office, while surgical robots’ accuracy enables doctors to perform previously
inconceivable techniques [50,107].

The potential benefits of AI in healthcare emphasize the criticality of continuing to
make ethically and responsibly guided investments in this field of technology development.
Moreover, AI has the potential to significantly enhance healthcare by bringing about a
number of beneficial changes and developments, including:

• Enhanced diagnosis, as AI algorithms can examine a large number of medical data
to help clinicians make more accurate diagnoses, thus minimizing the possibility
of misdiagnosis;

• Personalized medicine, since by using a patient’s particular medical history and
genetic data, AI can aid the development of individualized treatment approaches;

• Superior patient outcomes, as AI may be used to track patients, anticipate future
health difficulties, and alert medical professionals to take preventative action before
significant health issues arise;

• Expedite drug development, because AI can analyze massive volumes of data to
hasten the process of developing new drugs and bringing them to market;

• Improved clinical trials, due to the fact that data from clinical trials may be analyzed
using AI algorithms, thus assisting in the selection of the most efficient therapies and
enhancing patient results.

In addition to the above-listed advantages, using AI technology in healthcare has also
a disruptive effect that consists of a number of drawbacks. Among them, we have drawn
the following from the literature:

• The development of AI in healthcare creates ethical issues, such as the issue of respon-
sibility in situations of misdiagnosis or treatment suggestions;

• Limited clinical validity poses a serious problem, because in certain complicated
medical situations, AI algorithms may not be as accurate as human specialists and
may not be completely verified for assessing all medical disorders;

• Healthcare professionals and patients who are suspicious about the accuracy and
dependability of the technology can be resistant to the adoption of AI in the industry.

In business, according to [103], the labor market would be significantly disrupted
by the digital revolution and industrial transformation. The majority of low-skilled jobs,
according to experts [108,109], will be eliminated by digitization and the development of
labor-saving technologies (such as intelligent robots, ML, DL, autonomous vehicles, and
cloud solutions), while countless job opportunities in a variety of fields, including automa-
tion engineering, control system design, AI, and software engineering, will be created.

In business, for analyzed subdomains (logistics and transportation and the labor
market), according to the literature, there are many positive and negative aspects associated
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with AI’s role as a disruptive technology. Among the positive aspects, we identified the
following from the literature:

• For improved supply chain management, AI may aid routing, scheduling, and delivery
optimization, which lowers transportation costs and increases delivery times;

• Transportation safety may be improved by using AI to track and improve driver
behavior, reduce collisions, and increase road safety;

• AI can enhance logistics efficiency, as it may be used to improve inventory manage-
ment, optimize storage and picking procedures, and expedite warehouse operations;

• AI is transforming the labor sector by replacing many old manual jobs while also
opening up new career prospects in programming and data analysis;

• AI may improve customer experience as it can be used to offer updates on tracking
and delivery in real-time, thereby reducing wait times and raising satisfaction;

• AI may aid the maximization of fuel use and the cutting of emissions through effective
vehicle scheduling and routing and thus contribute to minimized environmental impacts;

The negative aspects of AI that disrupt the business subdomains analyzed in this
review are as follows:

• Many laborious and repetitive tasks will be automated, which may result in fewer jobs
and employment possibilities, particularly in sectors such as logistics and transportation;

• As the demand for more high-skilled positions in AI and data analysis increases and
fewer low-skilled occupations are automated, the rising usage of AI may worsen
already-existing income discrepancies;

• The widespread usage of autonomous cars may result in substantial social and cul-
tural changes, such as the loss of individual driving abilities and the demise of the
automobile culture.

With regard to agriculture, Ref. [73] identified significant improvements in both the
general quality of yield and the traceability of the product as a general benefit brought
about by AI’s disruptive features. In addition, the authors identified developments in the
supply chain auditability of agriculture through blockchain, as well as the economic and
environmental impacts of the constrained agricultural activity. Modern farmers utilize [69]
precision farming, which makes use of AI techniques, to monitor crop health, detect
weeds, identify and detect plant diseases, and predict weather and commodity prices. The
agriculture industry is struggling with a workforce shortage; thus, AI-based products such
as bots and drones are regularly used. Overall, AI brings numerous benefits to agriculture,
for which the literature mentions the following:

• Improved agricultural yields and less waste are possible with the use of AI, which
may help farmers optimize planting, irrigation, and fertilization;

• Better resource management may help farmers conserve energy, water, and other
resources while decreasing waste and enhancing sustainability;

• Enhanced food safety can be enforced by tracking the whole food production chain
from farm to table, while AI can assist in the identification and prevention of food-
borne diseases;

• AI can provide real-time analysis of crop, soil, and weather variables, thus enabling
farmers to make educated decisions;

• Predictive maintenance may reduce downtime and boost production by predicting
when machines and equipment need maintenance.

Several drawbacks (or negative implications) of AI in agriculture were also observed
in the analyzed literature:

• AI systems are not immune to technical glitches or malfunctions, and the agricul-
tural sector might suffer significantly as a result, leading to crop losses and possible
food shortages;

• The usage of AI in agriculture may have unforeseen environmental effects, including
increased pesticide and herbicide use, degraded soil, and the loss of biodiversity.
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In education, the most relevant impact of disruptive technologies lies in the paradigm shift
in engineering education [81] and the demand for new course content (for education sector),
forms of employment (in society), knowledge (education), and skills (human resources) [7].

The education sector is greatly impacted by the disruptive effects of AI. The most
relevant positive aspects, as derived from the academic literature, are as follows:

• A decrease in dropout rates and improved student results due to AI’s ability to detect
students’ areas of need and offer focused support;

• Education that is customized to each student’s requirements, interests, and learning
preferences may be achieved by using AI to deliver personalized learning experiences
for students;

• Improved assessment and feedback due to AI’s ability to automate, enhance, and
optimize the grading and feedback process and provide students faster, more precise,
and more thorough feedback on their work;

• Lifelong learning is possible because of AI, which can help people continue to learn
and advance their expertise.

Despite the above advantages, AI also has some negative implications for education:

• Education quality may suffer due to the usage of AI in the classroom when human inter-
action, creativity, and critical thinking abilities are substituted by automated procedures;

• A lack of critical thinking abilities may be precipitated by AI because the use of AI-
powered tools and resources may lessen the necessity for critical thinking and problem-
solving abilities, which may retard the development of these skills among, students,

• The dependence on technology due to an overreliance on AI in the classroom may
result in a lack of creativity, independence, and decision-making abilities, which will
reduce students’ capacity to think and work independently.

In urban development, AI is one of today’s most disruptive technologies [92], and
interest in its application to urban development is only growing. Moreover, blockchain has
recently become recognized as a game-changing technology with the potential to disrupt
and advance several subdomains of urban development [104]. Blockchain technology is
one of the most recent arrivals to the overall philosophy of Smart Cities as a decentralized,
unchangeable distributed ledger. The main areas where AI applications in the context of
smart cities are addressed include business efficiency, data analytics, education, energy,
environmental sustainability, health, land use, security, mobility, and urban management.

The disruptive effects of AI have numerous influences on urban development. From
the literature, we indicate the following influences:

• An increase in transparency, as by using AI to render governmental processes more
open and accountable, individuals will be able to better understand how choices
are made;

• Enhanced fraud detection, since AI may be used to identify and stop corruption and
fraud in government systems, thus increasing public confidence in these organizations;

• Better resource allocation, because governmental organizations may use AI to more
effectively direct resources, including money and staff, to the areas where they are
most needed;

• The introduction of predictive analytics, as through the use of AI, government agencies
may employ predictive analytics to proactively address prospective concerns before
they become problems.

Along with the above-mentioned benefits, there are also negative implications of the
use of AI in urban development that disrupt operations within this domain with respect to
the following issues:

• Privacy issues—Government entities frequently deploy AI algorithms that rely on
substantial volumes of personal data, which raises privacy concerns regarding how
these data are gathered, kept, and used;
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• Lack of transparency—AI technologies employed by government agencies may be
opaque, making it difficult for the public to comprehend how and why choices are
being made;

• The employment of AI in governmental affairs may result in greater control and
surveillance, which may have detrimental effects on free expression and civil rights;

• When an AI system utilized by a government errs or causes harm, it may be challeng-
ing to pinpoint the culprit, which results in a lack of accountability.

The upcoming disruptions of AI in the domains analyzed (healthcare/medicine, busi-
ness, agriculture, education, and urban development) have not been adequately examined,
and this is one the limitation of the study. The ethics concerning the use of AI and other
disruptive technologies in the selected sectors have also been neglected by the article,
and this is the second limitation. The above-mentioned limitations will be overcome
in future studies.

To conclude, the disruptive technologies definitely provide more advantages than
disadvantages in healthcare (medicine), business, agriculture, education, and urban devel-
opment, and only the future will demonstrate the correctness of such a statement.

Author Contributions: Conceptualization, V.-D.P. and S.-C.N.; methodology, V.-D.P.; software,
V.-D.P.; validation, V.-D.P. and S.-C.N.; formal analysis, V.-D.P. and S.-C.N.; investigation, V.-D.P. and
S.-C.N.; resources, V.-D.P. and S.-C.N.; data curation, V.-D.P.; writing—original draft preparation,
V.-D.P. and S.-C.N.; writing—review and editing, V.-D.P. and S.-C.N.; visualization, V.-D.P.; super-
vision, V.-D.P.; project administration, V.-D.P. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Data Availability Statement: This manuscript is a Review, thus the data is a temporary result which
cannot be replicated in further studies.

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Bower, L.J.; Christensen, M.C. Disruptive technologies: Catching the wave. Har. Buss. Rev. 1995, 73, 43–53.
2. Christensen, C.M.; Bower, J.L. Customer power, strategic investment, and the failure of leading firms. Strateg. Manag. J. 1996, 17,

197–218.
3. Christensen, C.M. The Innovator’s Dilemma: When New Technologies Cause Great Firms to Fail; Harvard Business School Press:

Boston, MA, USA, 1997; 179p.
4. O’Connor, S.; Sidorko, P. Chapter 2—The complexities of our informational environment. In Imagine Your Library’s Future;

Chandos Publishing: Oxford, UK, 2010; pp. 33–60.
5. Laukyte, M. Disruptive Technologies and the Sport Ecosystem: A Few Ethical Questions. Philosophies 2020, 5, 24. [CrossRef]
6. Jekov, B.; Petkova, P.; Parusheva, Y.; Shoikova, E. Disruptive Technologies—Artificial Intelligence and Blockchain in Education.

In Proceedings of the 11th Annual International Conference of Education, Research and Innovation (ICERI), Seville, Spain,
7–9 November 2022; pp. 6784–6793.

7. Bongomin, O.; Ocen, G.G.; Nganyi, E.O.; Musinguzi, A.; Omara, T. Exponential Disruptive Technologies and the Required Skills
of Industry 4.0. J. Eng. 2020, 2020, 4280156. [CrossRef]

8. Hernández, R. World Standards Day 2018 Puts the Spotlight on the Fourth Industrial Revolution. Available online: https:
//www.iso.org/news/ref2333.html (accessed on 19 January 2023).

9. Bird, K. Four Trends Will Impact ISO’s Future Strategy. Available online: https://www.iso.org/news/ref2436.html (accessed on
19 January 2023).

10. Bublitz, F.M.; Oetomo, A.; Sahu, K.S.; Kuang, A.; Fadrique, L.X.; Velmovitsky, P.E.; Nobrega, R.M.; Morita, P.P. Disruptive
Technologies for Environment and Health Research: An Overview of Artificial Intelligence, Blockchain, and Internet of Things.
Int. J. Environ. Res. Public Health 2019, 16, 3847. [CrossRef]

11. Chang, N.; Zhang, Y.; Lu, D.; Zheng, X.; Xue, J. Is a Disruptive Technology Disruptive? The Readiness Perspective Based on
TOE. In Proceedings of the 2020 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM),
Singapore, 14–17 December 2020; pp. 893–897.

12. Cartaxo, B.; Pinto, G.; Soares, S. The role of rapid reviews in supporting decision-making in software engineering practice. In
Proceedings of the 22nd International Conference on Evaluation and Assessment in Software Engineering—EASE’18, Christchurch,
New Zealand, 28–29 June 2018.

http://doi.org/10.3390/philosophies5040024
http://doi.org/10.1155/2020/4280156
https://www.iso.org/news/ref2333.html
https://www.iso.org/news/ref2333.html
https://www.iso.org/news/ref2436.html
http://doi.org/10.3390/ijerph16203847


Electronics 2023, 12, 1102 34 of 37

13. Christensen, C.M.; McDonald, R.; Altman, E.J.; Palmer, J.E. Disruptive innovation: An intellectual history and directions for
future research. J. Manag. Stud. 2018, 55, 1043–1078. [CrossRef]

14. Popescul, D.; Radu, L.D.; Păvăloaia, V.D.; Georgescu, M.R. Psychological Determinants of Investor Motivation in Social Media-
Based Crowdfunding Projects: A Systematic Review. Front. Psychol. 2020, 11, 588121. [CrossRef]

15. Radu, L.D. Disruptive Technologies in Smart Cities: A Survey on Current Trends and Challenges. Smart Cities 2020, 3, 1022–1038.
[CrossRef]

16. VOSViewer. Visualizing Scientific Landscapes. Available online: https://www.vosviewer.com/features/highlights (accessed on
20 July 2022).

17. Basmmi, A.B.M.N.; Abd Halim, S.; Saadon, N.A. Comparison of web services for sentiment analysis in social networking sites. In
Proceedings of the IOP Conference Series: Materials Science and Engineering, Tangerang, Indonesia, 18–20 November 2020.

18. Abdullah, N.S.D.; Zolkepli, I.A. Sentiment Analysis of Online Crowd Input towards Brand Provocation in Facebook, Twitter,
and Instagram. In Proceedings of the International Conference on Big Data and Internet of Thing—BDIOT2017, London, UK,
20–22 December 2017.

19. Byrne, M.; O’Malley, L.; Glenny, A.M.; Pretty, I.; Tickle, M. Assessing the reliability of automatic sentiment analysis tools on rating
the sentiment of reviews of NHS dental practices in England. PLoS ONE 2021, 16, e0259797. [CrossRef]

20. Saura, J.R.; Reyes-Menendez, A.; Alvarez-Alonso, C. Do Online Comments Affect Environmental Management? Identifying
Factors Related to Environmental Management and Sustainability of Hotels. Sustainability 2018, 10, 3016. [CrossRef]

21. Pahuriray, A.V.; Basanta, J.D.; Arroyo, J.C.T.; Delima, A.J.P. Flexible Learning Experience Analyzer (FLExA): Sentiment Analysis
of College Students through Machine Learning Algorithms with Comparative Analysis using WEKA. Int. J. Emerg. Technol. Adv.
Eng. 2022, 12, 1–15. [CrossRef]

22. Stoiber, C.; Walchshofer, C.; Pohl, M.; Potzmann, B.; Grassinger, F.; Stitz, H.; Streit, M.; Aigner, W. Comparative evaluations of
visualization onboarding methods. Vis. Inform. 2022, 6, 34–50. [CrossRef]

23. Zhuang, Y. Emotional analysis of sentences based on machine learning. In Big Data Analytics for Cyber-Physical System in Smart City;
Advances in Intelligent Systems and Computing; Atiquzzaman, M., Yen, N., Xu, Z., Eds.; Springer: Singapore, 2020; pp. 813–820.
[CrossRef]

24. Elangovan, K.; JasmineRani, L.P.; Karthikeyan, M.P.; Therasa, M. Analysis of Social Network with Ontology and Deep Sentiment
Durability Detection (SSD) Model for Green Community. J. Green Eng. 2020, 10, 2661–2677.

25. Monkeylearn. No-Code Text Analytics. Available online: https://monkeylearn.com (accessed on 20 July 2022).
26. Contreras, D.; Wilkinson, S.; Alterman, E.; Hervás, J. Accuracy of a pre-trained sentiment analysis (SA) classification model on

tweets related to emergency response and early recovery assessment: The case of 2019 Albanian earthquake. Nat. Hazards 2022,
113, 403–421. [CrossRef] [PubMed]

27. Contreras, D.; Wilkinson, S.; Balan, N.; James, P. Assessing post-disaster recovery using sentiment analysis: The case of L’Aquila.
Earthq. Spectra 2022, 38, 81–108. [CrossRef]

28. Sadriu, S.; Nuci, K.P.; Imran, A.S.; Uddin, I.; Sajjad, M. An Automated Approach for Analysing Students Feedback Using
Sentiment Analysis Techniques. In Mediterranean Conference on Pattern Recognition and Artificial Intelligence; Springer International
Publishing: Cham, Switzerland, 2021; pp. 228–239.

29. Bredava, A. A Guide to Sentiment Analysis: What Is It and How Does It Work? Available online: https://awario.com/blog/
sentiment-analysis (accessed on 15 January 2023).

30. Ryman-Tubb, N.F.; Krause, P.; Garn, W. How Artificial Intelligence and machine learning research impacts payment card fraud
detection: A survey and industry benchmark. Eng. Appl. Artif. Intell. 2018, 76, 130–157. [CrossRef]

31. Aria, M.; Cuccurullo, C. Bibliometrix: An R-tool for comprehensive science mapping analysis. J. Informetr. 2017, 11, 959–975.
[CrossRef]

32. International Organization for Standardization. ISO Standardization Foresight Framework—Trend Report 2022. Available online:
https://www.iso.org/files/live/sites/isoorg/files/store/en/PUB100470.pdf (accessed on 19 January 2023).

33. Dal Mas, F.; Piccolo, D.; Cobianchi, L.; Edvinsson, L.; Presch, G.; Massaro, M.; Skrap, M.; Vajana, A.F.D.; D’Auria, S.D.S.; Bagnoli, C.
The Effects of Artificial Intelligence, Robotics, and Industry 4.0 Technologies. Insights from the Healthcare Sector. In Proceedings
of the European Conference on the Impact of Artificial Intelligence and Robotics (ECIAIR), EM Normandie Business Sch, Oxford,
UK, 31 Octorber–1 November 2022; pp. 88–95.

34. Manickam, P.; Mariappan, S.A.; Murugesan, S.M.; Hansda, S.; Kaushik, A.; Shinde, R.; Thipperudraswamy, S.P. Artificial
Intelligence (AI) and Internet of Medical Things (IoMT) Assisted Biomedical Systems for Intelligent Healthcare. Biosensors 2022,
12, 562. [CrossRef]

35. Kelly, J.T.; Collins, P.F.; McCamley, J.; Ball, L.; Roberts, S.; Campbell, K.L. Digital disruption of dietetics: Are we ready? J. Hum.
Nutr. Diet. 2021, 34, 134–146. [CrossRef]

36. Joda, T.; Yeung, A.W.K.; Hung, K.; Zitzmann, N.U.; Bornstein, M.M. Disruptive Innovation in Dentistry: What It Is and What
Could Be Next. J. Dent. Res. 2021, 100, 448–453. [CrossRef]

37. Ahmad, P.; Alam, M.; Aldajani, A.; Alahmari, A.; Alanazi, A.; Stoddart, M.; Sghaireen, M. Dental Robotics: A Disruptive
Technology. Sensors 2021, 21, 3308. [CrossRef]

38. McBee, M.P.; Wilcox, C. Blockchain Technology: Principles and Applications in Medical Imaging. J. Digit. Imaging 2020, 33,
726–734. [CrossRef] [PubMed]

http://doi.org/10.1111/joms.12349
http://doi.org/10.3389/fpsyg.2020.588121
http://doi.org/10.3390/smartcities3030051
https://www.vosviewer.com/features/highlights
http://doi.org/10.1371/journal.pone.0259797
http://doi.org/10.3390/su10093016
http://doi.org/10.46338/ijetae1222_01
http://doi.org/10.1016/j.visinf.2022.07.001
http://doi.org/10.1007/978-981-15-2568-1_111
https://monkeylearn.com
http://doi.org/10.1007/s11069-022-05307-w
http://www.ncbi.nlm.nih.gov/pubmed/35345448
http://doi.org/10.1177/87552930211036486
https://awario.com/blog/sentiment-analysis
https://awario.com/blog/sentiment-analysis
http://doi.org/10.1016/j.engappai.2018.07.008
http://doi.org/10.1016/j.joi.2017.08.007
https://www.iso.org/files/live/sites/isoorg/files/store/en/PUB100470.pdf
http://doi.org/10.3390/bios12080562
http://doi.org/10.1111/jhn.12827
http://doi.org/10.1177/0022034520978774
http://doi.org/10.3390/s21103308
http://doi.org/10.1007/s10278-019-00310-3
http://www.ncbi.nlm.nih.gov/pubmed/31898037


Electronics 2023, 12, 1102 35 of 37

39. Rasouli, J.J.; Shao, J.N.; Neifert, S.; Gibbs, W.N.; Habboub, G.; Steinmetz, M.P.; Benzel, E.; Mroz, T.E. Artificial Intelligence and
Robotics in Spine Surgery. Glob. Spine J. 2021, 11, 556–564. [CrossRef] [PubMed]

40. Dorweiler, B.; Wegner, M.; Salem, O.; Murtaja, A.; Schäfers, J.F.; Oberhuber, A. Innovation, disruptive technologies and
transformation in vascular surgery. Gefasschirurgie 2022, 27, 561–568. [CrossRef]

41. Mohanty, K.; Subiksha, S.; Kirthika, S.; Bh, S.; Sokkanarayanan, S.; Bose, P.; Sathiyanarayanan, M.; IEEE. Opportunities of
Adopting AI-Powered Robotics to Tackle COVID-19. In Proceedings of the International Conference on COMmunication Systems
and NETworkS (COMSNETS), Bangalore, India, 5–9 January 2022; pp. 703–708.

42. Jabarulla, M.Y.; Lee, H.N. A Blockchain and Artificial Intelligence-Based, Patient-Centric Healthcare System for Combating the
COVID-19 Pandemic: Opportunities and Applications. Healthcare 2021, 9, 1019. [CrossRef]

43. Saraswat, D.; Bhattacharya, P.; Verma, A.; Prasad, V.K.; Tanwar, S.; Sharma, G.; Bokoro, P.N.; Sharma, R. Explainable AI for
Healthcare 5.0: Opportunities and Challenges. IEEE Access 2022, 10, 84486–84517. [CrossRef]

44. Mesko, B.; Hetenyi, G.; Gyorffy, Z. Will artificial intelligence solve the human resource crisis in healthcare? BMC Health Serv. Res.
2018, 18, 545. [CrossRef]

45. Maliha, G.; Gerke, S.; Cohen, G.; Parikh, R.B. Artificial Intelligence and Liability in Medicine: Balancing Safety and Innovation.
Milbank Q. 2021, 99, 629–647. [CrossRef]

46. Khatab, Z.; Yousef, G.M. Disruptive innovations in the clinical laboratory: Catching the wave of precision diagnostics. Crit. Rev.
Clin. Lab. Sci. 2021, 58, 546–562. [CrossRef]

47. Brunelle, F.; Brunelle, P. Artificial Intelligence and Medical Imaging: Definition, State of the Art and Perspectives. Bull. Acad. Natl.
Med. 2019, 203, 683–687.

48. Garbuio, M.; Lin, N. Artificial Intelligence as a Growth Engine for Health Care Startups: Emerging Business Models. Calif. Manag.
Rev. 2019, 61, 59–83. [CrossRef]

49. Prakash, S.; Balaji, J.N.; Joshi, A.; Surapaneni, K.M. Ethical Conundrums in the Application of Artificial Intelligence (AI) in
Healthcare—A Scoping Review of Reviews. J. Pers. Med. 2022, 12, 1914. [CrossRef] [PubMed]

50. Mesko, B. Future Directions of Digital Health. In Digital Health: Scaling Healthcare to the World; Rivas, H., Wac, K., Eds.; Springer:
Berlin/Heidelberg, Germany, 2018; pp. 339–363. [CrossRef]

51. Ojo, A. Next Generation Government—Hyperconnected, Smart and Augmented. In Proceedings of the 20th IFIP WG 5.5 Working
Conference on Virtual Enterprises (PRO-VE), Turin, Italy, 23–25 September 2019; pp. 285–294.

52. Ljepava, N. AI-Enabled Marketing Solutions in Marketing Decision Making: AI Application in Different Stages of Marketing
Process. TEM J. 2022, 11, 1308–1315. [CrossRef]

53. Wiegandt, D. Blockchain and Smart Contracts and the Role of Arbitration. J. Int. Arbitr. 2022, 39, 671–690. [CrossRef]
54. Dong, C.W.; Akram, A.; Andersson, D.; Arnas, P.O.; Stefansson, G. The impact of emerging and disruptive technologies on freight

transportation in the digital era: Current state and future trends. Int. J. Logist. Manag. 2021, 32, 386–412. [CrossRef]
55. Noor, A. Adoption of Blockchain Technology Facilitates a Competitive Edge for Logistic Service Providers. Sustainability 2022, 14, 15543.

[CrossRef]
56. Ugochukwu, N.A.; Goyal, S.B.; Rajawat, A.S.; Islam, S.M.N.; He, J.; Aslam, M. An Innovative Blockchain-Based Secured Logistics

Management Architecture: Utilizing an RSA Asymmetric Encryption Method. Mathematics 2022, 10, 4670. [CrossRef]
57. Zondervan, N.A.; Tolentino-Zondervan, F.; Moeke, D. Logistics Trends and Innovations in Response to COVID-19 Pandemic: An

Analysis Using Text Mining. Processes 2022, 10, 2667. [CrossRef]
58. Hong, Z.F.; Zhang, H.Y.; Gong, Y.M.; Yu, Y.G. Towards a multi-party interaction framework: State-of-the-art review in sustainable

operations management. Int. J. Prod. Res. 2022, 60, 2625–2661. [CrossRef]
59. Yu, H. Modeling a remanufacturing reverse logistics planning problem: Some insights into disruptive technology adoption. Int. J.

Adv. Manuf. Technol. 2022, 123, 4231–4249. [CrossRef]
60. Jia, W.; Wang, S.; Xie, Y.; Chen, Z.; Gong, K. Disruptive technology identification of intelligent logistics robots in AIoT industry:

Based on attributes and functions analysis. Syst. Res. Behav. Sci. 2022, 39, 557–568. [CrossRef]
61. Cukier, W. Disruptive processes and skills mismatches in the new economy Theorizing social inclusion and innovation as

solutions. J. Glob. Responsib. 2019, 10, 211–225. [CrossRef]
62. Oosthuizen, R.M. The Fourth Industrial Revolution—Smart Technology, Artificial Intelligence, Robotics and Algorithms: Indus-

trial Psychologists in Future Workplaces. Front. Artif. Intell. 2022, 5, 913168. [CrossRef] [PubMed]
63. Khatri, S.; Pandey, D.K.; Penkar, D.; Ramani, J. Impact of Artificial Intelligence on Human Resources. In Data Manage-

ment, Analytics and Innovation; Advances in Intelligent Systems and Computing; Sharma, N., Chakrabarti, A., Balas, V., Eds.;
Springer: Singapore, 2019.

64. Burden, K. Impact of disruptive technologies on sourcing and outsourcing transactions. Comput. Law Secur. Rev. 2018, 34, 886–889.
[CrossRef]

65. Miklosik, A.; Evans, N. Impact of Big Data and Machine Learning on Digital Transformation in Marketing: A Literature Review.
IEEE Access 2020, 8, 101284–101292. [CrossRef]

66. Koizumi, S. The Light and Shadow of the Fourth Industrial Revolution. In Innovation beyond Technology: Science for Society and
Interdisciplinary Approaches; Lechevalier, S., Ed.; Springer: Berlin/Heidelberg, Germany, 2019; pp. 63–86. [CrossRef]

67. Rosales, M.A.; Magsumbol, J.A.V.; Palconit, M.G.B.; Culaba, A.B.; Dadios, E.P. Artificial Intelligence: The Technology Adoption
and Impact in the Philippines. In Proceedings of the IEEE 12th International Conference on Humanoid, Nanotechnology,

http://doi.org/10.1177/2192568220915718
http://www.ncbi.nlm.nih.gov/pubmed/32875928
http://doi.org/10.1007/s00772-022-00943-9
http://doi.org/10.3390/healthcare9081019
http://doi.org/10.1109/ACCESS.2022.3197671
http://doi.org/10.1186/s12913-018-3359-4
http://doi.org/10.1111/1468-0009.12504
http://doi.org/10.1080/10408363.2021.1943302
http://doi.org/10.1177/0008125618811931
http://doi.org/10.3390/jpm12111914
http://www.ncbi.nlm.nih.gov/pubmed/36422090
http://doi.org/10.1007/978-3-319-61446-5_22
http://doi.org/10.18421/TEM113-40
http://doi.org/10.54648/JOIA2022029
http://doi.org/10.1108/IJLM-01-2020-0043
http://doi.org/10.3390/su142315543
http://doi.org/10.3390/math10244670
http://doi.org/10.3390/pr10122667
http://doi.org/10.1080/00207543.2021.1894368
http://doi.org/10.1007/s00170-022-10387-w
http://doi.org/10.1002/sres.2859
http://doi.org/10.1108/JGR-11-2018-0079
http://doi.org/10.3389/frai.2022.913168
http://www.ncbi.nlm.nih.gov/pubmed/35875193
http://doi.org/10.1016/j.clsr.2018.05.022
http://doi.org/10.1109/ACCESS.2020.2998754
http://doi.org/10.1007/978-981-13-9053-1_4


Electronics 2023, 12, 1102 36 of 37

Information Technology, Communication and Control, Environment, and Management (HNICEM), Manila, Philippines, 3–7
December 2020.

68. Anitha, J.; Saranya, N. Cassava Leaf Disease Identification and Detection Using Deep Learning Approach. Int. J. Comput. Commun.
Control 2022, 17, 1–7. [CrossRef]

69. Ortola, A. Unlocking the full potential of artificial intelligence in PH. Philippine Daily Inquirer, 24 June 2019.
70. Karimanzira, D.; Rauschenbach, T. An intelligent management system for aquaponics. at-Automatisierungstechnik 2021, 69,

345–350. [CrossRef]
71. Jacobs, M.; Remus, A.; Gaillard, C.; Menendez, H.M.; Tedeschi, L.O.; Neethirajan, S.; Ellis, J.L. ASAS-NANP symposium:

Mathematical modeling in animal nutrition: Limitations and potential next steps for modeling and modelers in the animal
sciences. J. Anim. Sci. 2022, 100, skac132. [CrossRef]

72. De Bernardi, P.; Azucar, D.; Forliano, C.; Franco, M. Innovative and Sustainable Food Business Models. In Innovation in Food
Ecosystems: Entrepreneurship for a Sustainable Future; Springer: Berlin/Heidelberg, Germany, 2020; pp. 189–221. [CrossRef]

73. Neethirajan, S.; Kemp, B. Digital Twins in Livestock Farming. Animals 2021, 11, 1008. [CrossRef]
74. Spanaki, K.; Sivarajah, U.; Fakhimi, M.; Despoudi, S.; Irani, Z. Disruptive technologies in agricultural operations: A systematic

review of AI-driven AgriTech research. Ann. Oper. Res. 2022, 308, 491–524. [CrossRef]
75. Kamble, S.; Gunasekaran, A.; Sharma, R. Modeling the blockchain enabled traceability in agriculture supply chain. Int. J. Inf.

Manag. 2020, 52, 101967. [CrossRef]
76. Wamba, S.F.; Queiroz, M.M. Blockchain in the operations and supply chain management: Benefits, challenges and future research

opportunities. Int. J. Inf. Manag. 2020, 52, 102064. [CrossRef]
77. Moore, W.B.; Felo, A. The evolution of accounting technology education: Analytics to STEM. J. Educ. Bus. 2022, 97, 105–111.

[CrossRef]
78. Brito, C.R.; Ciampi, M.M.; Sluss, J.J.; Santos, H.D. Trends in Engineering Education: A Disruptive View for not so far Future. In

Proceedings of the 18th International Conference on Information Technology Based Higher Education and Training (ITHET),
Magdeburg, Germany, 26–27 September 2019.

79. Ghani, A. Engineering education at the age of Industry 5.0—Higher education at the crossroads. World Trans. Eng. Technol. Educ.
2022, 20, 112–117.

80. Bühler, M.M.; Jelinek, T.; Nübel, K. Training and Preparing Tomorrow’s Workforce for the Fourth Industrial Revolution. Educ. Sci.
2022, 12, 782. [CrossRef]

81. Chaka, C. Is Education 4.0 a Sufficient Innovative, and Disruptive Educational Trend to Promote Sustainable Open Education for
Higher Education Institutions? A Review of Literature Trends. Front. Educ. 2022, 7, 226. [CrossRef]

82. Choi, T.-M.; Kumar, S.; Yue, X.; Chan, H.-L. Disruptive Technologies and Operations Management in the Industry 4.0 Era and
Beyond. Prod. Oper. Manag. 2022, 31, 9–31. [CrossRef]

83. Bengoechea, J.; Bell, A. The Impact of 21st Century Technology in Higher Education: The Role of Artificial Intelligence. Int. J.
Educ. Pedagog. Sci. 2022, 16, 493–496.

84. Miao, F.; Wayne, H.; Ronghuai, H.; Hui, Z. AI and Education: A Guidance for Policymakers; UNESCO Publishing: Paris, France, 2021.
85. Pornpongtechavanich, P.; Eambunnapong, K.; Daengsi, T.; Nilsook, P. Critical success factors for smart-professional disruptor in

university. Int. J. Eval. Res. Educ. 2022, 11, 1696–1703. [CrossRef]
86. Molenaar, I. Towards hybrid human-AI learning technologies. Eur. J. Educ. 2022, 57, 632–645. [CrossRef]
87. Holmes, W.; Tuomi, I. State of the art and practice in AI in education. Eur. J. Educ. 2022, 53, 542–570. [CrossRef]
88. Zeeshan, K.; Hämäläinen, T.; Neittaanmäki, P. Internet of Things for Sustainable Smart Education: An Overview. Sustainability

2022, 14, 4293. [CrossRef]
89. Ciolacu, M.; Svasta, P.M.; Berg, W.; Popp, H.; IEEE. Education 4.0 for Tall Thin Engineer in a Data Driven Society. In Proceedings

of the 23rd IEEE International Symposium for Design and Technology in Electronic Packaging (SIITME), Constanta, Romania,
26–29 October 2022; pp. 438–443.

90. Ahmad, T. Scenario based approach to re-imagining future of higher education which prepares students for the future of work.
High. Educ. Ski. Work-Based Learn. 2019, 10, 217–238. [CrossRef]

91. Yang, K.; Shi, Y.M.; Zhou, Y.; Yang, Z.P.; Fu, L.Q.; Chen, W. Federated Machine Learning for Intelligent IoT via Reconfigurable
Intelligent Surface. IEEE Netw. 2020, 34, 16–22. [CrossRef]

92. Kasinathan, P.; Pugazhendhi, R.; Elavarasan, R.M.; Ramachandaramurthy, V.K.; Ramanathan, V.; Subramanian, S.; Kumar,
S.; Nandhagopal, K.; Raghavan, R.R.V.; Rangasamy, S.; et al. Realization of Sustainable Development Goals with Disruptive
Technologies by Integrating Industry 5.0, Society 5.0, Smart Cities and Villages. Sustainability 2022, 14, 15258. [CrossRef]

93. Sgantzos, K.; Grigg, I. Artificial Intelligence Implementations on the Blockchain. Use Cases and Future Applications. Future
Internet 2019, 11, 170. [CrossRef]

94. Corchado, J.M.; Trabelsi, S. Advances in Sustainable Smart Cities and Territories. Electronics 2022, 11, 1280. [CrossRef]
95. Xu, Y. Programmatic Dreams: Technographic Inquiry into Censorship of Chinese Chatbots. Soc. Media + Soc. 2018, 4, 2056305118808780.

[CrossRef]
96. Zweispace. Zweispace Won the Best Startup Award for Real Estate and Construction Batch at the Plug and Play Summer Summit

2020. Available online: https://en.zweispace.co.jp/2020/08/04/zweispace-won-the-best-startup-award-for-real-estate-and-
construction-batch-at-the-plug-and-play-summer-summit-2020/ (accessed on 4 August 2022).

http://doi.org/10.15837/ijccc.2022.2.4356
http://doi.org/10.1515/auto-2020-0036
http://doi.org/10.1093/jas/skac132
http://doi.org/10.1007/978-3-030-33502-1_7
http://doi.org/10.3390/ani11041008
http://doi.org/10.1007/s10479-020-03922-z
http://doi.org/10.1016/j.ijinfomgt.2019.05.023
http://doi.org/10.1016/j.ijinfomgt.2019.102064
http://doi.org/10.1080/08832323.2021.1895045
http://doi.org/10.3390/educsci12110782
http://doi.org/10.3389/feduc.2022.824976
http://doi.org/10.1111/poms.13622
http://doi.org/10.11591/ijere.v11i4.22197
http://doi.org/10.1111/ejed.12527
http://doi.org/10.1111/ejed.12533
http://doi.org/10.3390/su14074293
http://doi.org/10.1108/HESWBL-12-2018-0136
http://doi.org/10.1109/MNET.011.2000045
http://doi.org/10.3390/su142215258
http://doi.org/10.3390/fi11080170
http://doi.org/10.3390/electronics11081280
http://doi.org/10.1177/2056305118808780
https://en.zweispace.co.jp/2020/08/04/zweispace-won-the-best-startup-award-for-real-estate-and-construction-batch-at-the-plug-and-play-summer-summit-2020/
https://en.zweispace.co.jp/2020/08/04/zweispace-won-the-best-startup-award-for-real-estate-and-construction-batch-at-the-plug-and-play-summer-summit-2020/


Electronics 2023, 12, 1102 37 of 37

97. Ortega-Fernández, A.; Martín-Rojas, R.; García-Morales, V. Artificial Intelligence in the Urban Environment: Smart Cities as
Models for Developing Innovation and Sustainability. Sustainability 2020, 12, 7860. [CrossRef]

98. Schintler, L.A.; McNeely, C.L. Artificial intelligence, institutions, and resilience: Prospects and provocations for cities. J. Urban
Manag. 2022, 11, 256–268. [CrossRef]

99. Fu, G.; Jin, Y.; Sun, S.; Yuan, Z.; Butler, D. The role of deep learning in urban water management: A critical review. Water Res.
2022, 223, 118973. [CrossRef]

100. Ullah, F. Smart Tech 4.0 in the Built Environment: Applications of Disruptive Digital Technologies in Smart Cities, Construction,
and Real Estate. Buildings 2022, 12, 1516. [CrossRef]

101. Ullah, F.; Sepasgozar, S.M.E.; Wang, C.X. A Systematic Review of Smart Real Estate Technology: Drivers of, and Barriers to, the
Use of Digital Disruptive Technologies and Online Platforms. Sustainability 2018, 10, 3142. [CrossRef]

102. Ghobakhloo, M. Industry 4.0, digitization, and opportunities for sustainability. J. Clean. Prod. 2020, 252, 119869. [CrossRef]
103. Khanna, A.; Sah, A.; Bolshev, V.; Jasinski, M.; Vinogradov, A.; Leonowicz, Z.; Jasiński, M. Blockchain: Future of e-Governance in
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