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Abstract

:

Covert communication channels are a concept in which a policy-breaking method is used in order to covertly transmit data from inside an organization to an external or accessible point. VoIP and Video systems are exposed to such attacks on different layers, such as the underlying real-time transport protocol (RTP) which uses Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) packet streams to punch a hole through Network address translation (NAT). This paper presents different innovative attack methods utilizing covert communication and RTP channels to spread malware or to create a data leak channel between different organizations. The demonstrated attacks are based on a UDP punch hole created using Skype peer-to-peer video conferencing communication. The different attack methods were successfully able to transmit a small text file in an undetectable manner by observing the communication channel, and without causing interruption to the audio/video channels or creating a noticeable disturbance to the quality. While these attacks are hard to detect by the eye, we show that applying classical Machine Learning algorithms to detect these covert channels on statistical features sampled from the communication channel is effective for one type of attack.
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1. Introduction


The COVID-19 pandemic has rapidly changed the landscape of certain professions and motivated many industries to adopt the concept of remote work [1,2]; even after the COVID-19 restrictions were removed, the usage of virtual meeting technologies such as Voice over Internet Protocol (VoIP) has become the new norm for several organizations after understanding its efficiency in day-to-day work as an alternative to physical meetings. This change in the work environment applies to the private and the government sectors and exposes critical information or infrastructure to a greater surface of attack [3,4,5]. This increased surface results from connecting the internal organization assets to a public domain, such as the Internet, or creating new connections between different organizations required for remote work.



Voice over IP (VoIP) and Video Conferencing (VC) systems, which enable the backbone of remote work methods, are simple to implement. Still, their vulnerability to attacks is greater than traditional telephone services. The audio and video services rely on “rich” communication protocols such as UDP and TCP [1,2], which allows for a substantial attack surface from the ability to traverse between NAT and Firewalls using punch holes, stenographic methods, or creating covert communication channels. Manifesting cyber-attacks on VoIP and VC systems allows the attacker to spread malware inside the attacked domain or leak sensitive data, which is a key challenge in connecting different organizations to the same communication medium [4]. One of the reasons for the increased vulnerability of organizations to cyber-attacks on VoIP and VC systems is that the communication service used for voice or video channels is established by their client systems inside the organizational defense parameter in a way that is regarded as safe since a user authentication method was used to verify its creation.



A covert channel data transmission attack over real-time protocols (RTP) uses the existence of these communication services to covertly create a channel that is reliable and hard to detect using traditional methods without damaging or interrupting existing communication between the parties [6,7]. This challenge is more prominent when connecting closed organizations under different regulations or security guidance. Once any of these organizations have been compromised, meaning that attackers have gotten a foothold in a way that enables them to extract information [8] or run scripts, the communication channel used for VoIP or VC can enable them to expand their control to other closed off organization, making them valuable as well.



This type of Point-to-Point (P2P) architecture is being implemented in various sectors, from government to utilities, and is considered complex to defend and regulate. One common method of ensuring a safe connection between organizations is data filtering on the channel using a data-scheme filter. However, RTP channel filtering requires dedicated hardware and is not a commercial off-the-shelf product. This method of ensuring the security of the connection between the organizations may lead to costly in-house development and is effective to a certain degree. Another method to establish a cross-organization connection is to connect by extending WAN/LAN and the client infrastructure of one of the organizations to the other rather than directly between communication infrastructures, which will limit the accessibility to the end users by creating constraints on the availability of local termination in each of the different sites.



The different approaches to negate the threat of parallel covert transmission channels between organizations is described in Table 1.



While Ad Hoc protocol filtering and Rule-Based solutions, such as firewalls, require dedicated hardware and compatibility with different VC software and hardware solutions, a Machine Learning based solution will have a dramatically lower cost of ownership and is agnostic to the VC solution chosen by the organization. The compatibility required and the rule-based nature of these detection systems will have, as stated before, a limited ability to detect parallel covert transmission channels which use a NAT punch hole to avoid a policy-breaking method of attack.



Using Machine Learning to detect is a growing method [9,10,11] in various fields and systems, becoming popular with the rise of distributed applications and systems such as the ones described in the Internet of Things paradigm and its variants [12].



The contribution of the proposed study is twofold. First, we demonstrate an innovative cyber-attack using covert communication on RTP channels, which rely on VoIP or VC applications for network address translation (NAT) traversal. Second, we discuss why defending against this attack with common off-the-shelf tools is so challenging and suggest a simple-to-implement method using classical machine learning (ML) algorithms to detect this covert side-channel communication. The suggested detection method can be implemented easily and provide additional monitoring capabilities on a connection between organizations on either P2P architecture or one created using a third-party call manager and can improve the reliability of more complex detection systems which focus on anomalies in different layers.



The rest of the work is organized as follows: Section 2 details the related work; Section 3 describes the methodology and technical approach; Section 4 describes the simulation and results; the results are described in Section 5. Finally, Section 6 concludes this work.




2. Related Work


The literature review presented in this section is intended to provide a background for the core issues on which this work is based. The review includes a review of VOIP attacks; a review on detecting and preventing such attacks using ML models; an analysis of bypassing NAT and punch hole attacks; a review of NAT as a security function in communication networks; a review of circumventing NAT using UDP hole punching; and a review of the third-party host role in UDP hole punching.



2.1. VoIP and VC Systems Attacks


Telecommunication networks are susceptible to many threats, which are lower parts of the Open Systems Interconnection (OSI) model [5]. Among these threats are application layer threats, such as creating a steganographic RTP covert channel by embedding packets into an existing stream on a legitimate channel. Previous work demonstrating such an attack presented a new micro-protocol coupled with RTP-based steganographic embed data in the content [7]. Other threats, which illustrate the growing number of risks due to the open nature of telecommunication applications, include hijacking registration on the session layer, allowing an attacker to block incoming calls, redirect, replay or end calls at will. An example of such an attack can be found in previous work, which demonstrates a novel adaptive real-time model that tracks the changes in the system that acclimates to possible DDoS attacks [13]. Dupasquier et al. [8] describe an analysis of information leakage from encrypted Skype conversations by using the dynamic time warping (DTW) algorithm, frequently used in speech processing.




2.2. Detecting and Preventing Attacks Using ML


VoIP and VC systems attacks are an anomaly in nature; they create a small variance to the natural data spread between end devices; this misuse of the communication or the system medium can be correctly classified by using ML methods but is hard to detect using normal manual monitoring methods. Misuse of telecommunication networks can also be defined as unauthorized use; this attack method can be achieved by manipulating or attacking the Session Initiation Protocol (SIP), a signaling protocol used for initiating, maintaining, and terminating the communication session between the parties.



The threat of SIP-based attacks in a VoIP network was addressed by the work presented by Nazih et al. [3], which introduces an efficient detection of attacks using a linear l1-SVM Classifier. Previous work proposed a rule-based detection system effective against SIP and RTP-based attacks such as fake instant messaging and call hijacking [14]. In contrast, others proposed a method to distinguish normal and fraudulent behavior based on user profiles [15]. This concept of detecting fraudulent behavior was explored by [16] by using ML-based techniques based on users’ statistical data.



Although using ML-based methods to detect attacks is not new, previous research in this field did not propose utilizing such methods for identifying the potential of creating a NAT Traversal covert transmission channel by using UDP or TCP punch holes created by the authenticated service itself.




2.3. NAT Bypassing and the Gap in the Reviewed Literature


The concept of bypassing the constraints of NAT by an attacker has been explored in previous works. Kai et al. [17] describe a NAT punching scheme in which a client sends dedicated punching packets to map the rules of the NAT. The work of Halkes [18] presents a study of the efficacy of UDP hole punching on the Internet in the context of point-to-point networks, similar to the architecture described in this work. The results showed that UDP hole punching is an effective method that most peers behind NAT or Firewalls allow hole punching to work, and that 80% hole punching attempts were successful. Choi et al. [19] propose a UDP hole punching method based on Time-To-Live (TTL) scheme in order to reduce the load on the call registrar for NAT traversal. This method was analyzed using a Markov chain model and significantly alleviated the load on the registrar.



Web Real-Time Communication (WebRTC) is a growing method of establishing communication between organizations; the work of Reddy [20] explores the potential of UDP hole punching to traverse between firewalls, which is considered problematic and may result in traffic block if not addressed by more sophisticated security and enforcement solutions. Similar concepts of traversing between Firewalls and in general have been discussed in existing literature for better performance and automation of manual configuration processes [21,22,23,24,25]. A private case of bypassing firewall regulation using UDP hole punching is also reviewed by Gbur et al. [26] work which employ a new protocol (QUIC) [27].



The QUIC protocol presents a new approach to combine encryption and transport layer stream into a single protocol in order to lower latency and improve security, exposing stateful firewalls to UDP hole-punching bypass attacks. This topic was further reviewed by Chatzoglou et al. [28], and others [29,30]. Furthermore, Ru et al. [6] describe the vulnerabilities existing in network protocols that can be used for malicious purposes. Hole punching is not limited to the on-premise compute and communication hubs; a work by Moyer [31] explores TCP hole punching between functions running on isolated containers in a cloud environment in order to achieve better performance and reduce costs for computing jobs. Similar concepts propose a combination of STUN protocols and UDP hole punching in peer-to-peer communication to reduce latency and delay [32]. Although UDP punch holes can reduce overall delay and latency, they can lead to misuse [33,34,35]. The method described in Muller et al. [36] proposes an autonomous way to NAT traversal, which establishes application connection to peers behind NAT by using fake ICMP signaling messages.



The key contribution of the research is the ability to establish a UDP punch hole without using a third-party host, which was assumed required to relay traffic or establish UDP states between the two parties. Although certain limitations are described as part of the theoretical approaches described in the work, the possibilities add to the attack surface and the users’ responsibilities in establishing the communication channel.



Another method uses NAT Slip-streaming concepts, allowing an attacker to remotely access any TCP/UDP service bound to any system behind a victim’s NAT [37]. Still, to the best of our knowledge, the usage of VoIP service to manifest this attack is yet to be thoroughly explored in terms of attack and defense. Although the different building blocks have been discussed in previous research works, to the best of our knowledge, a VC or VoIP application used to manifest a communication layer side channel attack and its correct identification by ML is yet to be thoroughly explored.




2.4. NAT as a Security Function in Communication Networks


NAT is a common tool in many networks today and is a basic feature of many Internet Service Providers (ISPs). The typical use of NAT is to interconnect a local network to an external public one, such as the Internet, NAT translates IP header information, substituting external (public) addresses for internal addresses in IP packets that need to transit the public network. NAT accomplishes this by providing either a static or dynamic external IP address. Network Address Translation is used as an Internet security measure by never using the sender’s IP address for Internet access.



Network Address Translation technology was developed as a solution for the ever-increasing need for more IPv4 addresses. Specific ranges of IP addresses (described in RFC 1918 [38]) are designated as internal only, in other words, not route-able over the Internet. Anyone can use those addresses for private networks, reducing the number of public addresses that must be purchased. The basic function of NAT is to allow different components in the same local network environment to have a single global IP address. This function of having a single global IP address translates into two main advantages, one being connecting a large number of hosts to the global Internet using a smaller number of public (external) IP addresses, thereby conserving IP address space. The other advantage is enhancing security for private networks by keeping internal addressing private from the external network. However, certain complications are added when using NAT, such as the inability to determine the host destination of a packet from the peer connection because of the one global IP address. This may result in networks using NAT dropping the packet or labeling it as unauthorized.




2.5. Circumventing NAT Using UDP Hole Punching


UDP hole punching is a common technique for communication services to establish a UDP-based connection for systems protected behind NAT. The name originates from the function of the operation, which creates a hole in the network defense, such as firewalls or NATs to allow a packet from the external domain to meet the desired client inside the internal network. The process of the connection and its implications, resulting in the creation of the UDP punch hole, is described by Gianchandani [39].



WLOG, we assume system A and System B are connected. In contrast, system C acts as the third-party host responsible for connecting system A and system B communication applications. In chronological order:




	
System A and System B UDP packets are sent to the host (i.e., System C);



	
The UDP packets from System A and System B go through their respected NATs;



	
The NAT on each side rewrites the source IP address to the NAT’s globally reachable IP address;



	
System C records the IP address and the ports of System A and B based on their requests;



	
According to the port mapping generated, System C directs the UDP packets to both System A and System B global IP addresses;



	
When the UDP packet from each system goes through the opposite system NAT, a note is made on the NAT itself;



	
The note allows the incoming packets to be accepted to the connection to be established between the two parties.








For an attack to succeed, some legitimate reason for initiating the communication between the parties has to be made. In our work, WLOG, we used the SKYPE connection to initiate the connection.




2.6. Third-Party Host Role in UDP Hole Punching


Two key methods exist to establish a UDP hole-punching connection, either with or without using a third-party host. The third-party host’s role is to connect the clients behind the NAT; however, as a function of the application or the method used, this type of connection can be established without a third-party host, as shown in previous research such as in the work of Muller et al. [36].



A security analysis conducted by Silvanovich as part of Google Project Zero [40] examined the attack surface of Zoom, which uses a third-party server to establish multi-user conference calls. The usage of third-party servers for establishing calls, especially when used by a different control plane from the organizations conducting the call, can greatly benefit from security mechanisms such as authentication and end-to-end encryption, requiring the attacker access to the third-party server or a high level of knowledge usually available only through reverse engineering. While the Google team was unable to successfully exploit the RTP channel vulnerabilities, they have described them as especially concerning and were still able to many elements of exploitation. Furthermore, the analysis has concluded that an attacker would be able to exploit them with sufficient investment.



On the other hand, Skype uses a different technique to establish communication services, allowing the UDP punch hole; it does not use a dedicated Skype-owned third-party host owned but rather uses the user appliance to act as the 3rd host. This method is commonly used in closed organizations that are not directly connected to external internet services but rely on them as a communication infrastructure to interconnect among themselves.





3. Methodology and Technical Approach


In this section, we introduce the methods by which a covert transmission channel can be established between two different NAT areas representing different organizations, as illustrated in Figure 1. This can be accomplished by a UDP punch hole created by a Skype service. The demonstrated attacks are able to create a parallel communication channel to the legitimate channel in which a file is transferred between the two parties separated by different NAT areas.



For these attacks, we assume that the attacker has access to one of the clients and is able to plant a script on the other party. The attacker will try and emulate the legitimate channel features by learning them from the legitimate channel to avoid detection. We used the following methodology to simulate different attacks:




	
Learning the features using syntactic data of legitimate traffic features of the RTP protocol (UDP Packet), which are Length and Interval;



	
Applying statical distribution to the packet transmission interval feature using Gaussian spreading and Linear Interpolation;



	
Manually adjusting the packet length feature to the legitimate channel packet length range.








In order to detect the attack, we used classical ML methods over data collected from the communication ports between the parties to establish a reasonable accuracy if a covert communication channel exists.



3.1. Simulating the Attack


3.1.1. Channel Mimicking Using Gaussian Spreading


In our study, channel mimicking using Gaussian Spreading is used to transfer packets covertly on a side channel. The embedded script on client-side B needs to learn the characteristics of the RTP protocol by listening to the VC port; for the Transmission Interval, a random variable with a Gaussian distribution (i.e., normal deviation) is chosen between the values of the legitimate UDP packet lengths. For the Packet Length, a random float is chosen based on the length of the legitimate channel transmission. The transmission interval calculation is expressed through the following equation:


  f  ( x )  = a · exp  −    ( x − b )  2   2  c 2      








where:




	
x is the independent variable, representing the new point for the channel mimicking;



	
a is the height of the curve;



	
b is the position of the center of the peak;



	
c is a measure of how wide the curve is, known as the standard deviation The exponent in the equation determines the shape of the curve, The standard deviation (c) determines the width of the curve, with larger values resulting in a wider curve and smaller values resulting in a narrower curve.








Once the side channel is established, based on a UDP punch hole created by the VC service, detecting it using network parameters alone is a challenging task, as can be seen in the 2D spread described in Figure 2. This method only requires the attacker to have a small amount of knowledge about the features of the legitimate channel (Packet Length and Transmission Interval), which are mostly generic per application.




3.1.2. Channel Mimicking Using Linear Interpolation


A possible alternative is for the embedded script on client-side B to manually mimic the channel using linear interpolation on the transmission interval. The transmission interval is expressed through the following equation:


  y =  y 1  +  (  ( x −  x 1  )  /  (  x 2  −  x 1  )  )  ×  (  y 2  −  y 1  )   








where:




	
x is the point at which the function is being estimated, which represents the new point for the channel mimicking;



	
  x 1   and   x 2   are known points on the function, with   x 1   being less than   x 2  , which are the points of the legitimate channel;



	
  y 1   and   y 2   are the values of the function at   x 1   and   x 2  , respectively;



	
y is the estimated value of the function at x. This equation works by taking the difference between x and   x 1  , and scaling it to the range between   y 1   and   y 2  . The result is then added to   y 1   to give the final estimate of the function’s value at x.








The pseudo-code for the method used to mimic the channel using linear interpolation is as follows:



The attack algorithm for mimicking a channel using linear interpolation, described above in Algorithm 1, can be explained as follows:




	
This algorithm takes in two inputs: CDFArray, an array of pairs (X, Y) representing the points on the cumulative distribution function (CDF) curve, and rand, a random float between 0 and 1;



	
  x  m i n    and   y  m i n    are initialized to 0. These variables will later be used to store the value of X and Y from the previous iteration of the loop;



	
Similarly,   x  m a x    and   y  m a x    are initialized to 0. These variables will later be used to store the value of X and Y from the current loop iteration;



	
last is initialized to false. This variable will later be used to track whether the value of Y at the current iteration is greater than rand;



	
The loop iterates through the pairs in CDFArray. At each iteration, the values of X and Y are assigned to the loop variables X and Y, respectively;



	
If last is true, the loop breaks and   x  m a x    and   y  m a x    are set to the values of X and Y at the current iteration;



	
If Y is greater than rand and last is not true, last is set to true and   x  m i n    and   y  m i n    are set to the values of X and Y at the current iteration;



	
The loop ends;



	
The algorithm performs linear interpolation using the values of   x  m i n   ,   y  m i n   ,   x  m a x   , and   y  m a x    to find the value of the continuous random variable and returns the result.














	Algorithm 1 Linear interpolation of channel mimicking



	
	1:

	
Inputs:  C D F A r r a y , r a n d  




	2:

	
   x  m i n   ← 0  




	3:

	
   y  m i n   ← 0  




	4:

	
   x  m a x   ← 0  




	5:

	
   y  m a x   ← 0  




	6:

	
  l a s t ← false  




	7:

	
for  X , Y   in the   C D F A r r a y   do




	8:

	
    if   l a s t   then:




	9:

	
           x  m a x   ← x  




	10:

	
           y  m a x   ← y  




	11:

	
        break




	12:

	
    end if




	13:

	
    if   y > r a n d   and not   l a s t   then




	14:

	
          l a s t ← true  




	15:

	
           x  m i n   ← x  




	16:

	
           y  m i n   ← y  




	17:

	
    end if




	18:

	
end for




	19:

	
return   x  m i n   +  (  x  m a x   −  x  m i n   )  ∗  ( r a n d −  y  m i n   )  /  (  y  m a x   −  y  m i n   )   














Similarly to the previous attack method, the packet length of a random float is chosen based on the length of the legitimate channel transmission. The input for the Linear Interpolation function is the cumulative distribution function (CDF) of the packet sizes can be calculated from the WIRESHARK capture as depicted in Figure 3.




3.1.3. Larger Packet Length Reduction for Analysis


As can be seen in Figure 2 and Figure 3, the packet spreading occurs in two major clusters. Large packets with a length greater than 500 and smaller packets with a length lower than 300 (Note that packet length determines the size of the whole packet, including the header, trailer, and the data sent on that packet). This cluster difference results from different traffic types, such as audio and video. For the channel mimicking, we assumed the natural existence of the small packets and ignored the possibility of the larger packet cluster existing naturally in the VC conversation. Since the attacker only targets the small packets, and to better analyze the effect of machine learning analysis of the attack, we have artificially removed the larger packet clusters as can be seen in Figure 4 and Figure 5.



As can be seen in Figure 4, the Gaussian Spreading algorithm spread is not as tight as the Linear Interpolation spread seen in Figure 5 and would be more likely to be spotted by a security operations center (SOC) operative in reference to a normal traffic 2D scatter pattern.






4. Experimental Design


A set of experiments was conducted to evaluate the effects of the evasion attacks suggested in Section 3. For clarity purposes, we divide this section as follows: first, in Section 4.1, we describe how we empirically generated the datasets used for our experiments. Next, in Section 4.2, we describe the architecture used for our evaluations, list the different ML models used, and discuss the way we ensured robust and unbiased learning. Finally, in Section 4.3, we present the different evaluation metrics based on which we evaluate the ability of classic ML classification models to detect an attack.



4.1. Data Collection


Data were collected using WIRESHARK on client-side A, which received the data from client-side B. The PCAP file representing this data contained the following features—timestamp, length, source and destination IP, and TTL. Using the method mentioned in Section 3.1, we mimicked the packet length using either Gaussian Spread or Linear Interpolation and manually adjusted the transmission interval of the covertly transmitted packets. In addition, we used the time stamp to create an interval feature between the packets, which was further enhanced by replicating it to create a time series (sliding window). The Gaussian Spreading data set contained 4544 packets, of which 354 were covertly transmitted (6%). The Linear Interpolation data set contained 4631 packets, of which 142 were covertly transmitted (3%). Detailed information about the different datasets is described in Table 2.




4.2. Experimental Methodology


The network architecture of the experiment we planned simulated a connection between two different organizations, separated by different internal security regulations and employ network protection such as NAT; this is illustrated in Figure 6. The communication connection between the two parties is established over a public domain infrastructure utilizing two different Internet Service Providers, which employ, to some degree, network protection to defend against unauthorized access to hosts from unauthorized clients or to avoid port forwarding attacks. After setting up the connection, we used Skype, which uses a peer-to-peer connection, to punch-through NAT of the different parties.



The connection demonstrated in the experiment simulates the general underlying technical mechanisms used in all VC systems. The Skype channel creates the UDP-based RTP channel, which allows the NAT punch-through and, in addition, acts as the SIP server.



After establishing the authorized connection and the parallel data leak channel based on the NAT punch hole, we designed two evaluations. The evaluations, which were purposed to emulate the features of the authorized channel in parallel to the data leak channel and avoid detection by ML tools, were based on two different attacks described in Section 3.1.



Our evaluation was for the Gaussian spreading dataset and the Linear Interpolation. Each evaluation was conducted using these eight classical ML models (XGBoost, AdaBoost, Random Forest, Gradient Boosting, K-nn, and Decision Tree). To account for variations, the experiments were executed using 10-fold cross-validation in a stratified way, such that the portion of malicious instances was identical on each fold’s test set.




4.3. Evaluation Metrics


To evaluate the models’ performances, we considered well-known metrics commonly used in the literature (accuracy, precision, recall, and F1-score). Note that, in this paper, we tackle imbalanced datasets where accuracy is insufficient. Thus, we also look at the precision, recall, and   F 1  -  s c o r e  . The formal definitions of the above metrics are as follows:



Accuracy: the fraction of the classification samples correctly classified:


  A c c u r a c y =   T P + T N   T P + T N + F P + F N    








Recall: the total number of True Positives (  T P  ) among all actual positive samples (  T P + F N  ):


  R e c a l l =   T P   T P + F N    








Precision: The ratio of True Positive (  T P  ) samples of the total classifications that were positive (  T P + F P  ):


  P r e c i s i o n =   T P   T P + F P    








F1-score: a measure of a model’s accuracy on a dataset. It evaluates the binary classification systems, which classify samples as positive or negative. The   F 1  -  s c o r e   combines the Precision and Recall into one metric for the model’s performance according to the harmonic mean of the model’s Precision and Recall:


  F 1 - s c o r e = 2 ·   P r e c i s i o n · R e c a l l   P r e c i s i o n + R e c a l l    













5. Experimental Results


The data set used for the algorithm comparison was based on the channel mimicking using Gaussian spreading and Linear Interpolation, as described in Section 3.1. Results were obtained using the scikit-learn 1.2.0 API, which offers a variety of machine-learning packages. The results of the different models’ performance are reported for Linear Interpolation-based attack in Table 3 and Table 4 and for Gaussian Spreading-based attack in Table 5 and Table 6.



The reduction of the larger packets had a small effect in terms of precision and recall, in which the results for smaller packet sizes were more precise and had a better recall and F1 score in some of the algorithms. Furthermore, one can see that the standard deviation is much higher for the evaluations of the linear interpolation attack, showing that these attack instances are more heterogeneous than the ones generated by the Gaussian Spreading based attack. The combination of the mean and standard deviation allows one to extract further statistical features of each model, such as confidence interval and paired t-test using statistical tools such as [41].



We decided to apply a balanced class weight to the models. Balanced class weight is a technique used to manipulate the error weight in each class by a factor opposite to the ratio of the minority class in the dataset. As a result, using a balanced class weight technique helps improve the model’s performance on the minority class (which is mostly the more important one) and prevents it from being biased towards the more frequent class. The results for the balanced weight are reported for Linear Interpolation based attack in Table 7 and Table 8 and for Gaussian Spreading based attack in Table 9 and Table 10.



Using a balanced class weight technique had little to no effect on the overall performance of the different models. In terms of attack, it seems that, in correlation to the 2D scattering in Figure 4 and Figure 5, detecting channel mimicking attacks which are based on Linear Interpolation is more arduous due to the lower accuracy, recall, and precision of the models on the datasets in comparison to the channel mimicking attacks based on Gaussian Spreading.



Most of the algorithms used were able to reach high and near-perfect accuracy.



AdaBoostClassifier has achieved a precision score of 0.98 on the Gaussian Spreading data set and 0.82 on the Linear Interpolation dataset, and a high F1 score, meaning that the number of false alarms is very small. Since the attack packets are being transmitted over a period of time in the covert transmission channel, the lower detection rate will be, to some degree, negated by the number of transmitted attack packets. This argument suggests that the AdaBoost algorithm is more favorable to SOC operation. Still, an ad hoc analysis is required for each organization’s goals in employing a detection system in general.




6. Conclusions and Future Work


The malicious use of a parallel covert communication channel may cause severe damage to traditionally closed organizations, for example, in the defense sector. Data leaks can risk the integrity of plans and data; in addition, the existence of such a channel may allow the surface to conduct service denial attacks via malware spreading. This work has supplied a proven method for detecting parallel covert communication channels using legitimate communication channels punch holes to transmit data between two NAT-separated organizations. Although connecting to a third-party server can mitigate the risk, it is not common in the government sector due to the organizational blind spot it creates, in addition to having its own vulnerabilities to punch hole attacks, making the assessment technocratically valid in various architectures. Although identifying cybersecurity risks in VC or VoIP systems is thoroughly examined, parallel communication channels are mostly overlooked and can be exploited easily; simple and basic ML methods can effectively detect them and at least pose more constraints on an attacker.



The method presented in this work can reduce the attack surface of covert transmission channels using video conferencing communication to leak data or spread malware between different internet-closed organizations or cloud-based solutions towards an on-premise data center environment. However, to better defend the organizational border from embedded attacks or covert transmission, a more holistic approach is required for real-time applications, which often use rich protocols such as UDP and complex data schemes such as video or audio.



Figure 7 illustrates a connection architecture for different organizations not under the same regulation. This particular architecture, in which two or more organizations are connected, poses a threat to each organization involved.



The holistic approach we offer employs anomaly detection and data scheme filtering for the SIP channel, as well as encrypting RTP channel between the parties. This will, in practice, create more constraints for the attack in creating unauthorized or parallel data leak and spreading channels; these methods, in addition to existing security aspects, already consider basic “off the shelf” tools such as NAT, Firewalls, and Line Encryption. For embedded attacks, a more comprehensive solution will be required, such as video and audio encoding and decoding; this is an ad hoc solution for more threatened organizations and may affect user experience, system performance, and the overall cost of ownership for the solution.



The trade-off between the possible protection level based on the architecture should be correlated to a threat survey conducted by the organization. This survey should reflect the possible risk of creating a connection to different organizations. As previously mentioned, the solution can be based on the simple employment of software solutions such as machine learning for anomaly detection to a third-party demilitarized zone sub-network to manage the connection between the different parties.




7. Limitations


The work presented in this paper described the usage of a parallel covert transmission channel by transmitting a small text file between the endpoints. This demonstration described the general vector of attack using the described method of parallel transmission. The attack has two key limitations, the first being content filtering. In our demonstration, we have transmitted the file as clear text between the endpoints; this method of attack is susceptible to detection, especially when transmitting text files unless the attack encrypts the file before transmission, which requires some encryption algorithm on the end devices. We assume this is of little difficulty and in the realm of possibilities when manifesting the suggested attack. The second limitation is the call duration for transmitting larger files; in order for the transmission to remain covert, it has to be in parallel to an actual legitimate transmission, which in our case is an actual call between two users. In the case of larger files, some form of buffering mechanism will have to be used; this will allow for continuing the transmission on different calls and remain under the assumptions of the channel mimicking.



Even when improving the attack and overcoming these limitations, the statistical features of the channel, i.e., packet length and transmission interval, will remain under the same key assumptions we have described in this work and are still exposed to being detected by the machine learning algorithms we have suggested.
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Figure 1. Graphical illustration: Parallel covert transmission channel in a point-to-point architecture. 
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Figure 2. 2D scatter of a Gaussian Spreading based attack. 
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Figure 3. 2D scatter of Linear Interpolation based attack. 
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Figure 4. 2D scatter of Gaussian Spreading based attack with only small packets. 
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Figure 5. 2D scatter of Linear Interpolation Spreading based attack with only small packets. 
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Figure 6. Network architecture of the simulated lab setup; Workstation A and Workstation B act as different organizations separated by different ISPs and NATs. TAP A and TAP B helped monitor traffic as the capture point for the datasets. 
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Figure 7. Graphical illustration: Holistic Approach for RTP connection between organizations connected by a demilitarized zone (DMZ). 
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Table 1. Secure communication methods comparison.
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	Machine Learning
	Network Extension
	Rule-Based Protection
	Ad Hoc Filter
	Combined ML and Filter Solution





	TCO
	Low
	High
	High
	High
	High



	Hardware
	Not required
	Required
	Required
	Required
	Required



	Compatibility
	Agnostic
	Required
	Required
	Required
	Required



	Custom Development
	Not required
	Not required
	Not required
	Required
	Required



	Detect parallel covert channels
	Yes
	Not Relevant
	Unable
	Unable
	Yes
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Table 2. Detailed datasets description.






Table 2. Detailed datasets description.





	Dataset
	Linear Interpolation
	Linear Interpolation with Only Small Packets
	Gaussian Spreading
	Gaussian Spreading with Only Small Packets





	Normal
	4489
	2203
	4190
	307



	Covert
	142
	142
	344
	355



	Covert/Total
	3
	6
	7
	53.6
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Table 3. Models’ performance for Linear Interpolation (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.98 (0)
	0.8 (0.12)
	0.63 (0.14)
	0.7 (0.12)



	AdaBoost
	0.98 (0)
	0.82 (0.13)
	0.67 (0.14)
	0.73 (0.12)



	RandomForest
	0.98 (0)
	0.86 (0.13)
	0.56 (0.14)
	0.67 (0.14)



	GradientBoosting
	0.98 (0)
	0.82 (0.12)
	0.62 (0.15)
	0.7 (0.12)



	KNeighbors
	0.97 (0)
	0.62 (0.12)
	0.42 (0.08)
	0.49 (0.07)



	DecisionTree
	0.98 (0)
	0.73 (0.06)
	0.7 (0.09)
	0.71 (0.05)
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Table 4. Models’ performance for Linear Interpolation with only small packets (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.97 (0)
	0.78 (0.11)
	0.68 (0.13)
	0.71 (0.09)



	AdaBoost
	0.97 (0)
	0.84 (0.11)
	0.68 (0.1)
	0.75 (0.09)



	RandomForest
	0.97 (0.01)
	0.85 (0.11)
	0.57 (0.12)
	0.68 (0.11)



	GradientBoosting
	0.97 (0.01)
	0.83 (0.12)
	0.62 (0.14)
	0.7 (0.11)



	KNeighbors
	0.94 (0.01)
	0.59 (0.12)
	0.41 (0.11)
	0.47 (0.09)



	DecisionTree
	0.96 (0.01)
	0.73 (0.12)
	0.61 (0.8)
	0.66 (0.08)
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Table 5. Models’ performance for Gaussian Spreading (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.99 (0)
	0.97 (0.03)
	0.95 (0.02)
	0.96 (0.02)



	AdaBoost
	0.99 (0)
	0.98 (0.02)
	0.94 (0.02)
	0.96 (0.02)



	RandomForest
	0.98 (0)
	0.88 (0.04)
	0.83 (0.05)
	0.85 (0.03)



	GradientBoosting
	1 (0)
	1 (0.01)
	0.95 (0.03)
	0.97 (0.01)



	KNeighbors
	0.97 (0.01)
	0.82 (0.06)
	0.7 (0.07)
	0.76 (0.05)



	DecisionTree
	0.99 (0.07)
	0.93 (0.05)
	0.95 (0.02)
	0.94 (0.04)
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Table 6. Models’ performance for Gaussian Spreading with only small packets (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.96 (0.02)
	0.98 (0.03)
	0.95 (0.02)
	0.97 (0.02)



	AdaBoost
	0.96 (0.01)
	0.99 (0.01)
	0.94 (0.03)
	0.97 (0.01)



	RandomForest
	0.89 (0.03)
	0.91 (0.05)
	0.89 (0.03)
	0.9 (0.03)



	GradientBoosting
	0.97 (0.02)
	0.99 (0.01)
	0.94 (0.03)
	0.97 (0.01)



	KNeighbors
	0.76 (0.05)
	0.84 (0.07)
	0.69 (0.04)
	0.76 (0.04)



	DecisionTree
	0.94 (0.01)
	0.95 (0.03)
	0.94 (0.03)
	0.95 (0.01)
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Table 7. Models’ performance for Linear Interpolation after applying class weight (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.98 (0)
	0.72 (0.12)
	0.74 (0.14)
	0.72 (0.12)



	AdaBoost
	0.98 (0)
	0.82 (0.13)
	0.67 (0.14)
	0.73 (0.12)



	RandomForest
	0.98 (0)
	0.84 (0.17)
	0.49 (0.15)
	0.61 (0.16)



	GradientBoosting
	0.98 (0)
	0.82 (0.12)
	0.61 (0.14)
	0.69 (0.12)



	KNeighbors
	0.97 (0)
	0.62 (0.01)
	0.42 (0)
	0.49 (0.02)



	DecisionTree
	0.98 (0)
	0.71 (0.13)
	0.61 (0.1)
	0.65 (0.09)
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Table 8. Models’ performance for Linear Interpolation with only small packets after applying class weight (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.97 (0.01)
	0.72 (0.09)
	0.75 (0.13)
	0.73 (0.09)



	AdaBoost
	0.97 (0.01)
	0.84 (0.11)
	0.68 (0.1)
	0.75 (0.09)



	RandomForest
	0.96 (0.01)
	0.83 (0.12)
	0.51 (0.08)
	0.63 (0.09)



	GradientBoosting
	0.97 (0.01)
	0.83 (0.13)
	0.62 (0.14)
	0.7 (0.11)



	KNeighbors
	0.94 (0.01)
	0.59 (0.12)
	0.41 (0.11)
	0.47 (0.09)



	DecisionTree
	0.96 (0.01)
	0.71 (0.05)
	0.6 (0.11)
	0.64 (0.08)
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Table 9. Models’ performance for Gaussian Spreading after applying class weight (standard deviation in brackets).
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	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.99 (0)
	0.93 (0.04)
	0.95 (0.02)
	0.94 (0.04)



	AdaBoost
	0.99 (0)
	0.98 (0.02)
	0.94 (0.03)
	0.96 (0.02)



	RandomForest
	0.98 (0)
	0.89 (0.05)
	0.83 (0.04)
	0.85 (0.04)



	GradientBoosting
	1 (0)
	1 (0)
	0.95 (0.02)
	0.97 (0.01)



	KNeighbors
	0.97 (0)
	0.82 (0.06)
	0.7 (0.07)
	0.76 (0.05)



	DecisionTree
	0.99 (0)
	0.95 (0.04)
	0.93 (0.03)
	0.94 (0.03)
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Table 10. Models’ performance for Gaussian Spreading with only small packets after applying class weight (standard deviation in brackets).






Table 10. Models’ performance for Gaussian Spreading with only small packets after applying class weight (standard deviation in brackets).





	Classifier
	Accuracy
	Precision
	Recall
	F1-Score





	XGBoost
	0.96 (0.02)
	0.98 (0.04)
	0.95 (0.02)
	0.97 (0.02)



	AdaBoost
	0.96 (0.01)
	0.99 (0.01)
	0.94 (0.03)
	0.97 (0.01)



	RandomForest
	0.88 (0.04)
	0.9 (0.06)
	0.88 (0.04)
	0.89 (0.04)



	GradientBoosting
	0.97 (0.01)
	0.99 (0.01)
	0.94 (0.03)
	0.97 (0.01)



	KNeighbors
	0.76 (0.05)
	0.84 (0.07)
	0.69 (0.05)
	0.76 (0.04)



	DecisionTree
	0.94 (0.01)
	0.95 (0.03)
	0.94 (0.03)
	0.95 (0.01)
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