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Abstract: In this paper, we propose an end-to-end interpretable neighborhood noise training frame-
work (INNT) to address the issue of inconsistent interpretations between clean and noisy samples in
noise training. Noise training conventionally involves incorporating noisy samples into the training
set, followed by generalization training. However, visual interpretations suggest that models may be
learning the noise distribution rather than the desired robust target features. To mitigate this problem,
we reformulate the noise training objective to minimize the visual interpretation consistency of images
in the sample neighborhood. We design a noise activation distance constraint regularization term
to enforce the similarity of high-level feature maps between clean and noisy samples. Additionally,
we enhance the structure of noise training by iteratively resampling noise to more accurately depict
the sample neighborhood. Furthermore, neighborhood noise is introduced to achieve more intuitive
sample neighborhood sampling. Finally, we conducted qualitative and quantitative tests on different
CNN architectures and public datasets. The results indicate that INNT leads to a more consistent
decision rationale and balances the accuracy between noisy and clean samples.

Keywords: noise training; interpretable CNN; CAM

1. Introduction

In recent years, deep convolutional neural networks have demonstrated superior
performance compared to humans in various complex visual cognition tasks. However,
when facing distribution shifts between training and application scenarios, deep convolu-
tional neural networks can be easily disrupted by imperceptible input perturbations that
are difficult for humans to notice [1,2]. For example, compression-induced artifacts on
input images, which are visually imperceptible, can significantly reduce the accuracy of the
model. A common approach is to introduce target noise into the training data, known as
noise training, to learn task objectives with noise distributions during the training process.
This enhances the model’s performance on noisy samples while generalizing the decision
boundary of the model. Unfortunately, the generalization of the model’s decision boundary
often does damage to the model’s decision performance, Dimitris et al. [3] demonstrated
the inevitability.

Another critical issue in deep convolutional neural networks is interpretability. The
black-box nature of the network renders the decision-making process opaque. There have
been many studies on the interpretability of deep convolutional neural networks in different
tasks. However, to the best of our knowledge, there has been limited research on the
interpretability of noise training processes. This constitutes one of the primary motivations
behind our work. We approach the interpretability of noise training from a simplistic
perspective. When faced with similar clean and noisy samples, an ideal noise training
process should ensure that the model not only makes correct classifications but also employs
the same decision criteria. In reality, however, maintaining consistency in interpretability
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between clean and noisy samples in noise training proves to be a challenge. In light of
this, we posit a hypothesis that noise training, while generalizing decision boundaries,
erroneously introduces some easily overlooked interpretability loss, leading to an incorrect
widening of decision boundaries in certain directions. Building upon this hypothesis, the
performance loss incurred by generalized decision boundaries can be decomposed into
generalization loss, which arises from the re-fitting after data distribution shifts and is
theoretically unavoidable, and interpretability loss, which stems from overfitting to the
noise distribution during the training process. The latter can induce the model to employ
incorrect decision criteria for samples that have only minute amounts of noise added.

The research in this paper aims to reduce this interpretability loss and proposes an
end-to-end training framework called Interpretable Neighborhood Noise Training (INNT),
which uses a regular term to constrain the generalization direction of the decision boundary,
allowing the decision boundary of the deep neural network to expand in a reliable manner
within the neighborhood of the input image. Our work takes a new perspective on the
interpretability of noise training through visual interpretability. Simultaneously, we propose
effective methods for interpretable noise training, which substantially enhance the noise
training process of convolutional neural networks. This provides a more trustworthy
pathway for decision generalization in object recognition tasks. This work provides the
following contributions:

1.  We introduce an end-to-end framework called Interpretable Neighborhood Noise
Training (INNT), along with a noise activation distance-constrained regularization
term. For specific types of noise, this enables visually interpretable noise training, and
it can be broadly applied to common deep convolutional neural network architectures.

2. We propose neighborhood noise, a method for generating image noise by uniformly
sampling tiny neighborhoods around each pixel. This approach allows generate
visually similar noise images in a more controlled manner. And it can more effectively
represent the approximate neighborhoods of the images.

3.  We applied Interpretable Neighborhood Noise Training (INNT) to AlexNet, VGG16,
and ResNet, validating the effectiveness of INNT on the CUB-200-2011 and CIFAR-10
datasets. Our method demonstrated superior visual interpretability consistency and
achieved closer predictive accuracy on similar images.

This paper is structured as follows: Section 1 provides an introduction, Section 2
discusses related work, Section 3 details the Interpretable Neighborhood Noise Training
process, Section 4 presents qualitative and quantitative analysis of the experimental results,
and finally, we conclude and suggest future work.

2. Related Works
2.1. Image Corruption

Image perturbation can be divided into common corruption and adversarial pertur-
bation [4]. Common corruptions include a range of image distortions. Some studies have
shown the vulnerability of deep convolutional neural networks to image perturbation.
For example, Dodge and Karam [5] rigorously analyzed the impact of Gaussian noise, com-
pression, contrast, and other image perturbations on the accuracy of CNNs in classification
tasks. Geirhos et al. [6] compared additive noise effects on convolutional neural networks
and human performance, and found that the classification patterns of DNNs are different
from humans. Fine-tuning for a specific type of corruption does not have universality. Dan
Hendrycks et al. [7] established the IMAGENET-P benchmark dataset for common corrup-
tions and also discovered that adversarial defenses provide substantial robustness against
common corruptions. Similar common corruption datasets include COCO-C, Pascal-C,
Cityscapes-C [8], and MNIST-C [9]. Our noise function design takes into account the effec-
tiveness of various common corruptions mentioned above, and references the design ideas
of corruption datasets.

Another type of image perturbation that is widely studied is adversarial perturba-
tion, which can specifically attack certain networks. Goodfellow et al. [2] proposed the



Electronics 2023, 12, 4751

30f18

FGSM algorithm, which assigns perturbation to the image by computing the gradient
sign of the model’s loss function to minimize the loss function of the classification model.
Dezfooli et al. [10] proposed the DeepFool algorithm, which calculates the minimum dis-
tance between the sample and the decision boundary at each iteration and moves the
sample to the boundary, thus deceiving the model. Rony et al. [11] proposed a white-box
attack algorithm to generate minimally perturbed adversarial examples based on Aug-
mented Lagrangian principles. In addition to adding extra information to clean images,
Duan et al. [12] used DCT transformation to reduce the high-frequency components in
images and construct adversarial examples, opening up a new path for evaluating the
frequency domain robustness of DNNs. Overall, adversarial perturbation is an extreme
case of image perturbation, and we hope to extend INNT to defense against adversarial
perturbation in future work.

2.2. Robustness Enhancements

There have been many attempts to enhance the robustness of DCNN (deep con-
volutional neural network) against common perturbations [13-15]. Xie et al. [16] used
self-training to repeatedly expand the training set and improve the model’s robustness,
reducing the average flip rate of ImageNet-P from 27.8% to 12.2%. Zhang [17] integrated
anti-aliasing techniques from signal processing into VGG and ResNet to maintain shift
equivariance, resulting in improved robustness against noise, blur, and scaling perturba-
tions. Schneider et al. [18] observed that the distribution shift of image perturbations is
reflected in the differences of the first and second moments of internal representations
in DCNNSs. They strengthened this distribution shift by estimating the Batch Normaliza-
tion (BN) statistics of corrupted images. Pang et al. [19] re-examined the definition of
robustness, arguing that the improper robust error defined by the loss function leads to
excessive local smoothness. They proposed a robust error called SCORE to balance accuracy
and robustness.

One popular approach to enhancing robustness is data augmentation, which involves
applying random transformations to the training set [20]. Related research can be traced
back to 1995 when M. Bishop [21] demonstrated that adding noise during the model
training process is equivalent to adding a regularization term, which can enhance the
model’s robustness and generalization ability. Xie et al. [16] used self-training to repeat-
edly expand the training set, reducing the average flip rate of ImageNet-P from 27.8%
to 12.2%. Ford et al. [22] added Gaussian noise of varying magnitudes uniformly to each
image, improving the robustness of InceptionV3. A similar experiment was conducted
by Rusak et al. [4], where Gaussian-augmented images and clean images were evenly dis-
tributed in each batch. Unfortunately, fine-tuning for one type of perturbation alone does
not necessarily generalize to other perturbations [23]. In fact, our work builds upon the
foundation laid by Ford et al. and Rusak et al., where we generate a Gaussian-augmented
copy for each clean image in every batch.

2.3. CNN Visual Interpretation

The interpretability of DCNN is a key issue, and there are various approaches to
obtaining explanations. For example, Zhang et al. [24] improved the interpretability of
the model by embedding interpretable sub-layers within the network. C.-C. Jay Kuo [25]
proposed a RECOS mathematical model to figure out the important role of nonlinear layers.
Wachter et al. [26] constructed counterfactual examples to explain the decision process
of the original examples. One of the simplest methods is to analyze the feature maps,
such as using a multi-layer deconvolution network to synthesize image representations
of feature activations [27], or using backpropagation to synthesize images that maximize
the output of specific neurons [28]. These explanation methods have different applicability
and costs, such as modifying the network structure or additional computational overhead.
However, we need a low-cost and visually intuitive explanation algorithm to measure the
interpretability loss of noise training.
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Fortunately, Class Activation Maps (CAMs) meet our requirements. CAM [29] replaces
the fully connected and softmax layers with Global Average Pooling (GAP) and calculates
the class activation maps by weighting the feature maps with the weights of the output
feature map. GradCAM [30] improves upon CAM by avoiding modifications to the network
structure. GradCAM++ [31] improves the weight calculation process and can be used
correctly for multi-task learning. Furthermore, ScoreCAM [32] alleviates the reliance on
gradients by upsampling the feature maps, and LayerCAM [33] calculates separate weights
for feature maps from different layers, resulting in more accurate heatmaps generated
by different layers. In this paper, Class Activation Maps are not only used to analyze
the interpretability loss in noise training, but also inspire the design of the explanation
regularization term that constrains the distance of noise activations.

3. Methods

Noise training can often effectively improve the model’s recognition performance on
noise images, but the alignment of visual interpretations between clean images and noise
images is rarely considered. In this regard, we proposed a training framework called INNT,
which can effectively improve the high-level activation consistency of convolutional neural
networks on visually similar images and make certain trade-offs in recognition perfor-
mance. This section provides a detailed introduction to the interpretable neighborhood
noise training framework. Figure 1 presents an overview of our approach, which consists of
three components: noise activation distance regularization term, noise sample generation,
and interpretable neighborhood noise training. The noise activation distance regularization
term enforces the network to maintain similar decisions within the neighborhood of input
samples, which is our primary innovation (Section 3.2). The noise sample generation em-
ploys various noise functions to generate neighborhood samples with respect to the input
samples (we detail the requirements of noise functions and propose a more controllable
neighborhood noise in Section 3.3). Considering the above two components, we introduce
interpretable neighborhood noise training, which utilizes the resampling of neighborhood
samples to satisfy the noise activation distance regularization requirements on inputs while
mitigating potential fitting risks (Section 3.4). For the sake of clarity, in Section 3.1, we
first introduce the general form of noise training, along with the interpretability assess-
ment method for the noise training process. Furthermore, we formalize the definitions of
certain symbols.

3.1. Noise Training and Saliency Maps
3.1.1. Noise Training

Noise training is a frequently used data augmentation technique. Its common ap-
proach involves incorporating samples with specific noise into the training process to
improve the model’s robustness against noise. Given a set of input images I, the corre-
sponding noise dataset is represented as follows:

Inoisy = lcrean U {(D(i) |i € Isample and Isample C Iclean} (1)

where g1 is a subset of the input image set I, and () is a function that generates
specific noise. Note that the construction of the noise dataset typically occurs before noise
training and is performed only once. Let D be the data distribution over noisy input
pairs (x,y)m where x € I,is, and y € {1,...,k}. Noise training trains a classifier fy(x)
parameterized by 6 by minimizing the risk of the noise set ;s

min £ _[Lcr(fu(x),v) @

where Lcg(-) denotes the Cross-Entropy Loss Function.
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Figure 1. INNT overview. In each mini-batch, given a clean image as input, we utilize the noise
sample generation module to generate its corresponding noise sample. Then we forward propagate
the clean and noise images through the convolutional layers of the CNN, obtaining feature maps for
the different inputs. The L2 norm of the feature maps from both inputs is employed to compute the
noise activation distance constraint regularization term. Simultaneously, forward propagation contin-
ues through linear layers to compute their respective classification losses. Finally, the combination
of the noise activation distance constraint regularization term and the classification losses for both
images is used as the overall loss function, which is then employed for backpropagation to update
the CNN parameters.

3.1.2. Saliency Map

To faithfully assess the interpretability of the noise training, we introduced saliency
map methods, with CAM being a representative example. CAM is commonly employed to
scrutinize the visual interpretative capacity of black-box models. As an improved version
of CAM, GradCAM can generate class activation maps for input images without modifying
the network or retraining. To compute the GradCAM saliency map, the gradient weights
a;, with respect to the target class c are calculated as follows:

1 ay°

L

where A;‘. denotes the value at position (i, j) in channel k, y© denotes the predicted score
of the network for class ¢, and Z is the normalization constant that ensures the sum of
gradient weights equals 1. Furthermore, the formula for GradCAM is as follows:

GradCAM(A,c) = ReLU (2 zxiAk> (4)
k

Here, A is usually the feature map output of the last convolutional layer, ¢ denotes the
target class, and & denotes the weights concerning A*.
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We use sensitivity maps generated by GradCAM to help evaluate the visual inter-
pretability of the model on noisy samples and clean samples after noise training. Specifically,
we extract the feature maps from the final convolutional layer of the model trained with
noise, i.e., the input of the first fully connected layer in VGG-16 or the output of the last
residual block in ResNet. Subsequently, we proceed to visualize these feature maps. We
compare the activation differences between the feature maps generated from the input
clean images and their corresponding noise image (details of obtaining the noise image
are shown in Section 3.3). This serves as a measure of the visual interpretability achieved
through noise training.

3.2. Noise Activation Distance Constraint Regularization Term

The noise activation distance constraint regularization term comes from a natural
intuition; assuming a neural network is fine-tuned from a clean dataset to a noisy dataset
under ideal conditions, it means that the neural network has correctly modeled the relevant
features of the target task, and the classification process of the network on the noisy dataset
should not be affected by the additive noise distribution. In this case, a clean sample and
a sample with a small amount of noise should be consistently recognized by the neural
network. In other words, when using an external interpreter to identify the decision
factors, the results should be entirely consistent, and considering practical situations, the
explanations of both should remain at a similar level. In fact, when we use GradCAM to
examine the model trained with noise, only a few samples meet the above conditions, as
shown in Figure 2.

Figure 2. The noise training saliency maps trained by the GradCAM algorithm. The red area in
the saliency map represents the greater impact of the corresponding area on classification. On the
contrary, the closer to blue, the smaller the contribution to the final decision. Each set comprises the
clean image and the noise image, displayed from (left) to (right) as follows: original image, fused
heatmap, and original heatmap. The activated regions and the number of activated centers in the

original and noise images are not entirely identical.

For the above situation, one possible reason is that during the process of noise training,
the neural network’s decision boundaries are over-generalized locally, as shown in Figure 3.
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In such cases, the neural network tends to learn compatibility with the noise rather than
more robust feature representations. To address this, we propose a regularization term
called Noise Activation Distance Constraint (Regy,) to mitigate the excessive introduction
of noise distribution during the noise training process.

Regna = 10g(||(p(lclean) - q’(lnoise) H; + 1) &)
= log(HAIclean B Alnm‘se ; + 1)
Here, || - |2 denotes the L2 norm, T is an influence factor, ®(-) denotes the part before

the linear layer of the convolutional neural network, and the corresponding A denotes
the output of the last convolutional layer, consistent with the meaning in Section 3.1.2.
The main purpose of Regy, is to minimize the distance between the high-level feature
maps of clean and noise images, allowing the network to widen the decision boundary
while avoiding overlearning noise feature representations. Maintaining the similarity of
high-level feature maps can provide semantic consistency at the object or part level [34],
which ensures better visual interpretation consistency in object detection tasks. We choose
the L2 norm to ensure similarity between the two feature maps, rather than demanding
an exact match like the L1 norm. Moreover, the influence factor T and log(- + 1) are used
to scale the size of the regularization term around the noise training loss, adjusting the
tolerance for boundary generalization.

Note that the use of Regy, is very limited. Compared to other noise training methods,
Regnq requires clean images and noise images to be closer. Excessive noise, for example,
may cause the value of the regularization term to vary significantly between batches,
making it challenging for the model to fit.

Before Noise Training After Noise Training

Samples of category cl Samples of category c2

Figure 3. Decision boundary generalization induced by noise training. The generalization of decision
boundaries due to noise training may result in overlapping decision radii for different classes,
leading to noisy samples in the overlapping region being classified based on criteria different from
clean samples.

3.3. Noise Sample Generation

To avoid fitting difficulties caused by excessive noise, we require an effective and
controllable noise generation function ®(-). An ideal noise generation function should
satisfy the following properties:

1. The noise function @(-) is widely applicable and can represent common image cor-
ruptions or natural disturbances.

2. The amplitude of the noise generated by the function @(-) is controlled by a limited
number of adjustable parameters.
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3. Thenoise generated by the function @(-) can effectively interfere with the classification
decisions of the image classification system while keeping the noise amplitude at a
low level.

Taking consideration of the three properties mentioned above, we selected Gaussian
noise as a representative of common image perturbations. In addition, we design neigh-
borhood noise that satisfies these constraints as a supplement. This section will provide a
detailed introduction to these two types of noise functions.

3.3.1. Gaussian Noise

Gaussian noise is a probabilistic distribution that follows a normal distribution. It often
occurs in the process of digital image acquisition. Existing research has shown that Gaussian
noise augmentation is an effective means of noise defense [35] which can regularize the
decision boundary of classifiers. In this work, we use Gaussian noise as a noise sampling
method to obtain noisy samples. For the standardized input image I j,,, € R"*", a noise
matrix of the same size is sampled from a standard Gaussian distribution, as shown in
Equation (6).

. G . .

Noise™ = [noise;;] € R™*", noise;; ~ N(0,1) (6)

The noise image is defined as a linear combination of the noise matrix Noise® and the
input image I, as shown in Equation (7):

IG

noise

= Ijean + ,uc[max(lclean) - min(lclean)] X NOiS(?G (7)

Here , 1€ is the noise intensity parameter. More specifically, [max(Izjez,) — min(Ieem )]
scales the noise matrix automatically to an appropriate range. It is important to note
that considering Property 3 of the noise generation function, u© theoretically should be a
relatively small value satisfying Property 3. We follow the parameter setting in [4], setting
#C to 0.15 to avoid introducing additional learning parameters.

3.3.2. Neighborhood Noise

In this work, we propose a noise generation method called neighborhood noise, which
can effectively generate noise that is adjacent to the input samples at the pixel level. Under
the constraints of Property 2 and Property 3, we believe that an ideal noise generation
function can produce images that can be easily recognized by humans. This means that
the noise generation function can be seen as random sampling within a neighborhood of
the original image, as shown in Figure 4. For implementation, we add pixel-level random
noise and constrain the noise to a specific range to control the neighborhood radius.

For a standardized input image I ., € R™*", we first sample a noise matrix NoiseN
of the same size from a standard uniform distribution as follows:

NoiseN = [noise;j] € R™*", noise;; ~ V(0,1) (8)

The neighborhood noise is represented as random sampling at each pixel with a radius
of uN:

Lhvise = Lctean [1 + uN (Noise™ — 0.5)/0.5} )

Furthermore, when there exist specific upper and lower limits (a,b) for a certain
image corruption or natural disturbance function noise(I e, ), i-e., max(noise(ljen)) <
Ljean +b  and  max(noise(Iyjean)) > Icjean + a, there exists a minimum noise radius ¢
such that ¢ > max(a,b). Then, the neighborhood noise I%. , parameterized by uN > ¢,
can be viewed as an approximate set of various image corruptions and natural disturbances
when the noise magnitude is small. This property ensures that neighborhood noise satisfies

Property 1.
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Compared to Gaussian noise, neighborhood noise has clear upper and lower limits
in its form, which can intuitively reflect the neighborhood radius of noise sampling while
maintaining its disruptive effect on the network.

Add Neighborhood Noise De-Normalize

(0.333,0.353,0.341)
Normalize

B RGB(85,90,87)

(0.063,0.078,0.016)

Clean Image

(0.396,0.431,0.357) Bl RGB(101,110,91)

Noise Image (uV=1.0)
Bl RGB(125,113,119)

Noise Image (1V=2.0)

Figure 4. The sampling process of neighborhood noise. It illustrates the generation process of noise
samples with a neighborhood radius of uN = 1.0 and noise samples with N = 2.0. Neighborhood
noise is added to the target image at the pixel level, and the magnitude of the noise is controlled by
the neighborhood radius #, where a larger N leads to more noise points.

3.4. Interpretable Neighborhood Noise Training

The basic form of noise training is described in Section 3.1.1, but noise training does not
support the interpretable training method based on the noise activation distance constraint
mentioned above. Therefore, we propose an interpretable neighborhood noise training
framework, as shown in Figure 1. Interpretable neighborhood noise training involves
executing the noise generation function on each mini-batch to generate noise images
corresponding to the samples I f[‘echf Subsequently, the classification loss Loss e, and the
noise loss are simultaneously computed on each mini-batch. The noise training loss LossyT

is defined as the sum of these two components:

L0SSctean = CELoss(I%te, y) (10)
Losspoise = CELoss(Noise(I%iet), y) (11)
LossSNT = L0SSgjean + L0SSp0ise (12)

Here, Noise( ) represents the Gaussian noise and domain noise generation function men-
tioned in Section 3.3. To improve the visual consistency between the noise samples and
the clean samples, the noise activation distance constraint regularization term Regy,,; from
Section 3.2 is incorporated into the loss computation process of each mini-batch. The final
loss function, incorporating the noise activation distance constraint regularization term, is
defined as follows: o
Loss%\%’; = L0SS¢jenn + L0SS,pise + Regua (13)
Due to the repetitive sampling of noise samples for the calculation of the noise acti-
vation distance constraint, optimizing the noise loss Loss;,isc can easily lead to a loss in
classification accuracy. To address this, we utilize the Focal Loss to balance the weights
between the noisy task and the original task. The overall loss function can be expressed
as follows:
LossiNNT = AL0SS jean + (1 — A)L0SS0ise + Regua (14)
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Here, A is the weight balancing parameter, with A € (0,1). After computing Loss;, the
network parameters are updated through backpropagation. Please note that the generated
noise samples are destroyed before the next mini-batch and do not cause excessive memory
consumption. The interpretable neighborhood noise training, with its repetitive sampling
of noise, can accurately describe the neighborhood of each sample and help identify more
interpretable decision boundaries for generalization.

4. Experiments
4.1. Dataset
4.1.1. CUB-200-2011 Dataset

The Caltech-UCSD Birds-200-2011 (CUB-200-2011) dataset [36] is widely used for
fine-grained visual categorization. It consists of 11,788 bird images divided into 200 sub-
categories, with 5994 for training and 5794 for testing, as shown in Figure 5. Each image
has detailed annotations: 1 subcategory label, 15 part locations, 312 binary attributes, and
1 bounding box. During training, images are resized to 224 x 224 with random rotation
and horizontal flip.

Figure 5. CUB-200-2011 dataset.

4.1.2. CIFAR-10

The research also utilized another dataset known as the CIFAR-10 dataset [37], short
for the Canadian Institute for Advanced Research-10. CIFAR-10 serves as a benchmark
dataset in the field of computer vision and is often used to evaluate the performance of deep
learning models such as image classification and convolutional neural networks. CIFAR-
10 comprises 60,000 images from ten mutually exclusive categories, including airplanes,
automobiles, and birds. Each image in the CIFAR-10 dataset has dimensions of 32 x 32. It
is important to note that we did not modify the network architecture but instead resized
the image dimensions to 224 x 224, to match the configuration used for CUB-200-2011.

4.2. Implementation Details

All experiments were conducted on a single server, and the environmental configura-
tion is outlined in Table 1.

To assess the generalizability of our method, we selected three commonly used neural
network architectures, namely AlexNet, VGG16, and ResNet18, as baselines. We loaded
the corresponding pre-trained models, trained for 30 epochs with a batch size of 8. We
recommend that the batch size be no larger than 16 to avoid excessive regularization
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penalties and ensure the stability of training. If a larger batch size is used, the feature
map needs to be normalized, but this may affect the ability of the regularization term to
align the activation of high-level neurons. All models were optimized using the Adam
optimizer with default parameters. This choice facilitates rapid convergence and mitigates
the potential impact of excessive hyperparameter tuning on the results. The remaining
hyperparameters are detailed in Table 2.

Table 1. Experiment environment.

Environment Configuration
Operating System Ubuntu 22.04
CPU Intel(R) Xeon(R) Gold 6248R CPU @ 3.00GHz
GPU NVIDIA RTX A6000 48GB
Memory 128GB
Python 3.9.13
Pytorch 1.13.0
CUDA 11.7

Table 2. Hyperparameters.

Hyperparameters Value
T 2x1073
A 0.7
uC 0.15
uN 1.0

Here, T and A are influenced by the introduced noise magnitude, which means their
values are controlled by ¢ and V. In this study, we initially tested the interference
capabilities of noise with different magnitudes on pre-trained models, as shown in Figure 6,
and set uC to the most used value of 0.15. In this setting, the Top1 accuracy of VGG
decreased to 14.26%. To maintain a similar level of accuracy loss, #¥ should have been
set to 1.5, resulting in a Top1 accuracy of 13.24%. However, considering that the noise
magnitude needs to be controlled to ensure the stability of Reg,, during training, #N needs
to be appropriately reduced. We observed in Figure 6 that the impact of neighborhood
noise on the VGG network’s accuracy gradually decreases after uN > 1.0. Therefore, we
set N to 1.0 as a trade-off.

80%

70%
60%
50%
40%
30%
20%
(0.15, 14.26%)
10%
0%
0.0 0.5 1.0 1.5 2.0 2.5
== Gaussian Noise Neighborhood Noise

Figure 6. The impact of noise with different parameters on predictive performance, illustrated with
VGG16. We annotated the key points mentioned above.
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4.3. Evaluation Metrics
4.3.1. Faithfulness Evaluation via Image Recognition

The Average Increase and Average Drop metrics proposed in [31] are used to measure
the faithfulness of class activation explanation maps in object recognition tasks. Rather than
evaluating the faithfulness of the explanation algorithm itself, we measure the differences
in faithfulness between class activation maps generated from clean images and noise
images under the assumption of using the same explanation algorithm. These faithfulness
differences serve as a measure of interpretability in the noise training process. Specifically,
the Average Increase (Al) and Average Drop (AD) are defined in Equations (15) and (16).

Cnoise __ \/Cclean
Al =y max(0, Y;"e — Y, )
- i=1 chnoiseN
i

(15)

Sl n Y'Cnnise < Y'Cclean
AD =YyN, gn(Y; N ")

where de"“” denotes the predicated score for class c on clean image Ij.,,,, and Yf”"’“ denotes
the predicated scores for class c when using the class activation maps of the noise image
Loise as inputs, respectively. Sign(-) denotes an indicator function that returns 1 if the input
is true. A higher Al and a lower AD indicate that the predicted scores for noise images
deviate less from the clean images, which means the model maintains a higher consistency
between noisy and clean images. Keeping all other parameters of the model consistent
implies that the noise training method has better interpretability.

(16)

4.3.2. Localization Evaluation

In this section, we evaluate the interpretability of the noise training process by mea-
suring the localization capability. The Energy-based Pointing Game (EBPG) [32] is an
energy-based metric used to evaluate localization capability. It measures the proportion of
energy within the bounding box in the class activation map relative to the total energy, as
defined in Equation (17).

L Lfi,j) €bbox
L LG iyevvor T XL jygbbox

EBPG = (17)

We compute the EBPG separately on the class activation maps of clean images and
noise images. The average error resulting from the EBPG on the CUB-200-2011 dataset
serves as a metric to quantify the localization loss in noise training. We refer to this metric
as the Average Energy-based Pointing Error (AEPE), defined as follows:

AEPE = %zﬁl EBPGS'™ — EBPGIise (18)

In object recognition tasks, we aim for the model’s decision to consistently rely on the
region of the image where the target object is located, regardless of the presence of noise.
To evaluate this stability, we propose the AEPE, which characterizes the effectiveness of the
explanation. A lower AEPE value indicates that the model is better equipped to maintain
visual consistency across similar images.

4.4. Interpretability Enhancement

We first conducted a qualitative study on the visual interpretability consistency of
the proposed INNT. Keeping the network architecture and hyperparameters the same, we
used the GradCAM algorithm to generate heatmaps for the last convolutional layer of each
network. The results on the CUB-200-2011 and CIFAR-10 datasets are displayed in Figure 7.

As shown in Figure 7, in our approach, the heatmaps of clean images and noise
images exhibit higher consistency compared to Noise Training (NT). This not only includes
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Gaussian Noise Neighborhood Noise

Neighborhood Noise

ResNet18

similar high-activation regions but also very close activation centers. The consistent visual
results across different network architectures and datasets suggest that INNT is capable
of successfully learning interpretable object features in the presence of noise interference,
rather than blindly generalizing decision boundaries just to tolerate noise.

ResNet18 with NT ResNet18 with INNT ResNet18 ResNet18 with NT ResNet18 with INNT

Gaussian Noise

Neighborhood Noise

Gaussian Noise

Neighborhood Noise

@ (b)

Figure 7. The evaluation of visual interpretability consistency between clean images and noisy
images, with results shown for (a) CUB-200-2011 and (b) CIFAR-10. Each distinct sample contains
the original image of the sample along with its corresponding Gaussian noise version (the second
row) and neighborhood noise version (the fourth row). The saliency maps for ResNet under different
noise and training methods are displayed in each column. The results indicate that INNT performs
similarly on both types of noise, effectively addressing the issue of regional inconsistency observed
inNT.

We also validated the effectiveness of INNT across different network architectures,
as shown in Figure 8. Models trained with INNT demonstrate consistent interpretation
regions on both clean and noisy images, even in cases with complex activation regions,
such as the example of AlexNet with INNT on CIFAR-10.

In addition, to mitigate the potential influence of a single visualization explanation
algorithm on the qualitative study, we also computed heatmaps using two other methods,
GradCAM++ and ScoreCAM, as shown in Figure 9. Models trained with INNT exhibit
consistent performance across all three visualization explanation algorithms, demonstrating
clear consistency in the activation maps. This indicates that the interpretability brought
about by INNT is independent of the specific visualization explanation algorithm used.
It also enables us to proceed with quantitative research using the more concise form
of GradCAM.
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AlexNet AlexNet with NT AlexNet with INNT VGG16 VGG16 with NT VGG16 with INNT

CUB-200-2011
A

CIFAR-10
L

Figure 8. The visual interpretability consistency evaluation of AlexNet and VGG16 on different
datasets; all training employs Gaussian noise.

GradCAM GradCAMPP ScoreCAM

clean

Ours

noise

ﬁ |

clean

L Ours

noise

Figure 9. The influence of different visualization algorithms on our method and NT. Our method con-
sistently demonstrates superior activation region consistency compared to NT across three algorithms.

Finally, we conducted a quantitative study on the interpretability of INNT. By measur-
ing the metrics mentioned in Section 4.3, namely Al, AD, and AEPE, we calculated these
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indicators using the GradCAM algorithm for each model under NT and INNT. The results
are summarized in Table 3. Our method achieved the highest faithfulness and localization
ability in all cases, i.e., the highest Average Increase and the lowest Average Drop and Av-
erage Energy-based Pointing Error. The quantitative research results indicate, on one hand,
that INNT enables the model to evaluate clean and noise images more faithfully, and on the
other hand, that INNT constrains the model to rely more accurately on target information.

Table 3. Comparative evaluation in terms of Al (higher is better), AD (lower is better), and AEPE
(lower is better) scores. Bold represents the best.

Gaussian Noise Neighborhood Noise
Models
AD Al AEPE AD Al AEPE
ResNet 0.9216 0.0397 0.1158 0.8928 0.0405 0.1277

ResNet ResNet NT 0.6283 0.1798 0.1277 0.5228 0.2008 0.0802
ResNet INNT 0.4189 0.2354 0.0795 0.3067 0.2354 0.0547

vgglé 0.7442 0.1591 0.1245 0.7191 0.0960 0.1037

VGG16 vggle NT 0.4730 0.2135 0.0871 0.3255 0.1798 0.0763
vggle INNT 0.4097 0.2453 0.0738 0.3001 0.2211 0.0590

AlexNet 0.8002 0.1201 0.1576 0.7226 0.1463 0.1280

AlexNet AlexNet NT 0.5350 0.2781 0.1076 0.2699 0.3126 0.0724
AlexNet INNT 0.4109 0.3013 0.1000 0.2078 0.3578 0.0395

4.5. Predictive Performance

The Top-1 and Top-5 of all the models on the CUB-200-2011 test set are shown in
Table 4. Additionally, we conducted the same experiment on the CIFAR-10 dataset, and
the results are summarized in Table 5. The results indicate that the accuracies of NT and
INNT are at a comparable level, with no specific trend observed in the variation in INNT
accuracy. However, when we calculate the difference in accuracy between clean and noisy
data, we observe that INNT consistently reduces the accuracy gap between noisy images
and original samples in most cases, aligning with our expectations.

Table 4. Top-1, Top-5, and accuracy gap on the CUB-200-2011 test set for different models. Bold
represents the best.

Gaussian Noise Neighborhood Noise
Models Clean Noise Acc Gap Clean Noise Acc Gap
Topl% Top5% Topl% Top5% Topl% Top5% Topl% Top5% Topl% Top5% Topl% Top5%

ResNet  81.50 95.71 31.78 57.42 49.72 38.29 81.50 95.71 46.72 71.65 34.78 24.06
NT 76.62 93.16 72.53 91.96 4.09 1.20 78.67 95.13 73.24 94.03 543 1.10
INNT 78.32 94.82 74.12 93.40 4.20 1.42 78.05 94.66 7541 93.84 2.64 0.82

VGG16  73.79 93.65 15.21 33.88 58.58 59.77 74.32 93.13 33.46 59.65 40.86 33.48
NT 76.20 93.08 65.65 88.15 10.55 493 78.20 93.64 72.40 91.06 5.80 2.58
INNT 7293 92.40 68.71 89.98 4.22 242 76.89 93.98 73.20 92.16 3.69 1.82

AlexNet 61.02 86.54 7.12 18.66 53.90 67.88 61.02 86.54 17.18 38.67 43.84 47.87
NT 49.58 79.66 39.95 69.44 9.63 10.22 52.75 79.54 47.43 74.36 5.43 5.18
INNT 57.87 83.73 54.94 80.88 2.93 2.85 58.34 85.38 54.23 81.64 4.11 3.74

Regarding the outlier in the Gaussian noise experiment on ResNet in CUB-200, al-
though the accuracy gap under NT is smaller, the actual reduction rates of both accuracy
gaps are only 2.6% and 15.5%. In contrast, under other superior INNT conditions, the
reduction rates of the accuracy gap can reach 24.3% and 27.8% (in the neighborhood noise
experiment of AlexNet, the reduction rate of the Top-1 accuracy gap is the smallest among
all experiments). Considering the presence of random factors such as noise sampling
in the tests, we believe that the Gaussian noise experiment on ResNet in CUB200 can
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be approximated to exhibit consistent performance in the accuracy gap between INNT
and NT.

Table 5. Top-1, Top-5, and accuracy gap on the CIFAR-10 test set for different models. Bold represents
the best.

Gaussian Noise Neighborhood Noise
Models Clean Noise Acc Gap Clean Noise Acc Gap
Topl% Top5% Topl% Top5% Topl% Top5% Topl% Top5% Topl% Top5% Topl% Top5%

ResNet  96.76 99.94 18.63 81.69 78.13 18.25 96.76 99.94 52.78 94.52 43.98 5.42

NT 95.66 99.92 94.67 99.90 0.99 0.02 96.48 99.94 95.32 99.88 1.16 0.06
INNT 95.76 99.88 95.07 99.87 0.69 0.01 95.80 99.89 95.33 99.89 0.47 0.00
VGG16 9293 99.87 10.01 50.43 82.92 49.44 92.93 99.87 11.67 60.26 81.26 39.61

NT 91.33 99.60 88.55 99.47 2.78 0.13 92.34 99.85 89.60 99.72 2.74 0.13
INNT 91.39 99.71 90.53 99.70 0.86 0.01 93.84 99.85 92.32 99.75 1.52 0.10
AlexNet 92.85 99.76 25.66 68.28 67.19 31.48 92.85 99.76 43.77 86.39 49.08 13.37

NT 90.83 99.73 89.76 99.63 1.07 0.10 92.25 99.79 90.52 99.66 1.73 0.13
INNT 90.64 99.74 90.17 99.69 0.47 0.05 91.43 99.75 90.88 99.72 0.55 0.03

5. Conclusions

In this work, we proposed a novel interpretable noise training framework named
Interpretable Neighborhood Noise Training (INNT). As a more reliable approach to noise
training, we propose an end-to-end training procedure that involves iterative resampling
of minute noise. Additionally, we propose a neighborhood noise sampling method as a
complement to the noise function. By constraining the similarity of feature map activations,
this method significantly enhances the neighborhood interpretation consistency of any
CNN-based model. We have improved the evaluation metrics for saliency maps, conducting
both qualitative and quantitative assessments of the interpretation enhancement while
examining the performance of the original task. The research findings demonstrate that our
training framework can reduce the model’s discrimination towards noisy samples while
maintaining approximate accuracy, thereby aiding in the identification of more robust target
features. We contend that any visually similar samples should be consistently decided upon
by a robust model, and we aspire to discover more effective interpretable training methods
in this manner. Thanks to INNT’s robust target feature learning capabilities and universal
applicability to CNN models, INNT can potentially be applied to tasks such as image
generation [38], super-resolution image reconstruction [39], visual re-ranking [40], and
image style conversion [41]. Future work includes introducing adversarial perturbations,
analyzing the interpretation consistency of adversarial defense, and endeavoring to unify
the generalization approaches of natural perturbations and adversarial perturbations.
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