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Abstract: Smart devices are connected to IoT networks and the security risks are substantial. Using
blockchain technology, which is decentralized and distributed, 5G-enabled IoT networks might be
able to tackle security issues. In order to simplify the implementation and security of IoT networks,
we propose a multi-level blockchain security model. As part of the multi-level architecture, the
communication between levels is facilitated by clustering. IoT networks define unknown clusters
with applications that utilize the evolutionary computation method coupled with anatomy simulation
and genetic methodologies. Authentication and authorization are performed locally by the super
node. The super node and relevant base stations can communicate using local private blockchain
implementations. A blockchain improves security and enhances trustworthiness by providing
network authentication and credibility assurance. The proposed model is developed using the
open-source Hyperledger Fabric blockchain platform. Stations communicate securely using a global
blockchain. Compared to the earlier reported clustering algorithms, simulations demonstrate the
efficacy of the proposed algorithm. In comparison with the global blockchain, the lightweight
blockchain is more suitable for balancing network throughput and latency.

Keywords: blockchain; dynamic consensus control algorithm; IoT; distributed data management;
security

1. Introduction

Centralized networks can host ubiquitous interconnected objects using Internet of
Things (IoT) platforms [1]. It is also possible to implement decentralized peer-to-peer
solutions using blockchain technology [2], including smart homes and connected cars.
However, both models have limitations regarding their ability to provide privacy and secu-
rity due to limited resources, centralization management, and scalability, cost, and response
time. The diversity of IoT network nodes is expected to result in different throughputs and
rates [3]. Centralized networks control and improve the performance of a large number of
IoT devices [4,5]. However, centralizing systems suffer from a number of disadvantages.
A third party often has to manipulate the data collected by central cloud storage, which
could lead to information leaks that could compromise the user’s privacy [6]. As a result,
many current centralized systems do not adequately protect the confidentiality and relia-
bility of data. Because IoT gadgets have low-power wireless transmissions and recipients,
they are able to only communicate over short distances. Taking advantage of multi-hop
cellular networking (MCN) [7] can help accelerate the shortening of signal coverage in
IoT networks.

The advent of IoT-enabled 5G networks introduces a multitude of complex challenges,
encompassing the vast number of interconnected devices, the diversity of device types,
the imperative for low communication latency, and the paramount issue of trust [8]. The
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integration of device-to-device (D2D) and IoT platforms within the 5G framework necessi-
tates a novel security model tailored to address their distinct requirements. These needs
encompass scalability, minimal latency, energy efficiency, and robust secure communication
protocols. Blockchain technology has long been recognized as a pivotal tool for fortifying
security in various domains. In the context of IoT and 5G networks, blockchain holds
the potential to usher in significant security enhancements. It does so by serving as a
foundational pillar for ensuring the integrity and confidentiality of data exchanges among
interconnected devices.

Additionally, blockchain can play a vital role in enabling massive machine-type com-
munication (mMTC), a critical component of 5G networks. This functionality can substan-
tially elevate IoT privacy and security within the broader 5G ecosystem. The importance of
bolstering IoT security cannot be overstated, particularly within the realm of 5G-enabled
networks. These networks are poised to underpin the connectivity of an unprecedented
number of devices across diverse applications, spanning smart cities, healthcare, industrial
automation, and more. The sheer scale and heterogeneity of these networks necessitate
robust security measures to safeguard sensitive data, ensure reliable operation, and protect
against malicious threats. Furthermore, the integration of 5G into critical infrastructure
and mission-critical applications underscores the urgency of addressing security concerns.
Failures in security could have far-reaching consequences, making it imperative to develop
and implement advanced security models such as blockchain technology. In doing so,
we can fortify the foundation of trust within the IoT landscape, ensuring the smooth and
secure operation of 5G-enabled networks for the benefit of society as a whole.

This paper presents a multi-level architecture that would make it easier to implement
IoT communication security, an innovative blockchain implementation model based on
clustering. As a multi-level distributed blockchain network, this new model combines
blockchain technology and clustering techniques to improve IoT security and reliability by
effectively leveraging network clustering performance and capabilities. The performance
metrics for network-based cost functions were used to develop an optimized clustering
algorithm for IoT systems. Multi-hop cellular networks (MCNs) can help reduce network
load, improve the scope, and reduce the power consumption in IoT networks. Compro-
mised entities across multiple levels can be detected. Participants in the system verify each
transaction using a consensus algorithm. The blockchain ledger is continuously updated as
each participant maintains a copy of the blockchain. Therefore, the multi-level blockchain
prevents compromised entities from participating in the system. This prevents the integrity
of the blockchain from being compromised. One important aspect of the new architecture
permits upgrades for the current centralized cloud service. This will enable extensive
deployments. In addition, each cluster uses a lightweight authorization and authentication
process to ensure secure network access.

Research Contribution
The key contributions of the proposed work are as follows:

e Inthisresearch, a hybrid local-global consensus protocol is proposed inside a blockchain
model that is more reliable and provides a more secure structure to IoT devices.

e  To develop a more refined graph-based clustering mechanism that clusters similar IoT
devices in a better way than traditional clustering algorithms.

e  The utilization of a hybrid consensus based on Pure Proof-of-Stake (Pure PoS) and
Byzantine fault tolerance (BFT) at local level inside clusters. A hybrid consensus based
on Proof of Power (PoP) and Delegated Proof of Stake (DPoS) significantly reduces
the burden on the local leader node, allowing for a more even distribution of duties.

e In order to fully assess the efficacy of our proposed research, we compared the pro-
posed technique by conducting numerous experiments. The empirical findings demon-
strate that the performance of the proposed work surpasses the existing competing
methods by a significant margin.
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This paper has the following sections: Section 2 discusses IoT and blockchain security,
followed by a literature review of IoT integration with blockchain. The multi-level frame-
work and unique features are discussed in Section 3. Section 4 contains an implementation
and validation method for our IoT blockchain framework. A description of the difficulties
involved in implementing the suggested system model is found in Section 5. The last part
of this paper concludes by highlighting future research directions.

2. Background

Contemporary IoT systems are marked by heightened connectivity, leading to an
increased volume of data generated by interconnected devices. Consequently, the prolifera-
tion of data in IoT ecosystems gives rise to pressing concerns related to security and privacy.
Due to their constrained memory capacities and limited computing capabilities, IoT de-
vices not only grapple with significant security vulnerabilities, but also face challenges
concerning data processing and communication, as highlighted in prior research [5].

2.1. IoT Authentication and Authorization

The term “Internet of Things” refers to the connectivity of “smart” devices, including
digital and mechanical machinery, goods, and people. These “smart” gadgets are able
to exchange data via a network without the involvement of a human being. The typical
Internet of Things system is depicted in Figure 1. Applications of the Internet of Things on
a larger scale include, among other things, smart cities, smart homes, and smart healthcare
systems. The typical IoT system is composed of: (i) IoT sensors and devices such as
smart vehicles, smart electronics equipment, and smart home appliances. (ii) Networks,
communication protocols, and 4G and 5G technologies. (iii) Communication and processing

protocols (iv) Storage resources such as the cloud.
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Figure 1. The IoT architecture and its distribution.

To access IoT applications, devices must be authenticated and authorized. In terms
of network security, these measures are crucial [9]. A relevant authentication procedure
is needed for establishing secure communication between IoT devices. An IoT network
typically uses public key infrastructure to control the authentication and authorization
of devices and nodes [10]. The high volume of requests greatly exacerbates the authority
center’s workload, resulting in considerable delays [11]. Several new mechanisms have
been suggested to improve this situation. Ref. [12] proposes a method for authentication
and privacy using IP-Sec with TLS. Nonetheless, due to its high computing requirements,
such a mechanism is inefficient for connected devices with limited computational resources.

IoT researchers [13] found a way to provide an access management system based on
blockchain technology. A Proof of Concept (PoC) algorithm is a consensus-based method
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implemented instead of a centralized management server in the suggested approach. By
utilizing Ethereum blockchain technology to verify the entity’s identity [14], it presents IoT
controlling access in a secure manner that addresses issues of delegating access rights. In a
previous paper [15], blockchain structures (BCS) are proposed as IoT verification methods
using layers, intersections, and self-organization. Security performance is assessed based
on the efficiency of storage, responsiveness, and validity. Based on the blockchain, ref. [16]
proposes an [oT security and authentication method. By using this method, single points
of failure can be avoided.

2.2. The Blockchain and IoT Environment

In 2008, a well-known crypto currency called Bitcoin developed and utilized blockchain
technology for the first time [17]. It is a decentralized ledger technology with a peer-to-peer
networking foundation. Figure 2 depicts the workings of a typical blockchain paradigm.
In this approach, each node in the blockchain network updates its copy of the ledger. The
Internet of Things (IoT) devices can be made more secure, private, and reliable by using
blockchain technology for encrypted communication.

A want to send The first block of transaction The block is broadcasted publicly to every
content to B conatins content hash, ownership user in the network for verification

modification history etc
Content Server ( ) '

The node in the network approve
the validity of the transaction

Updated content
database The history of transaction blocks
added to blockchain; retrievable

and unalteeable \

Figure 2. The working mechanism of a typical blockchain.

Conventional centralized systems rely on a single point of control and are hence open
to attacks. On the other hand, blockchain is decentralized, meaning no organization has
complete authority over the network. Lowering the single points of failure and potential
attack routes can improve the security of IoT connectivity. Blockchain also offers an
unchangeable, tamper-proof ledger in which data can be safely recorded. As seen in
Figure 3, a chain of blocks that is impossible to tamper with without being noticed is
created by connecting each data block to the one before it using cryptographic hashes. This
guarantees the accuracy of the data transmitted between IoT devices.
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Figure 3. Data connectivity via chain of blocks inside blockchain.

Blockchain-based identity and authentication management allow for secure device
authentication. Each IoT device can have a distinct digital identity that is kept on the
blockchain and can be used to confirm the validity of the device and its data. The conditions
of the agreement are explicitly contained in the smart contract’s code, which is a self-
executing contract. Smart contracts can be applied to the Internet of Things to automate
processes based on predetermined criteria. To ensure secure and predictable behavior, a
smart contract can specify, for instance, that a particular action carried out by an IoT device
should only be conducted if certain criteria are met. Thanks to the secure data sharing,
multiple parties can share data in a regulated, secure manner. The risk of data breaches
and illegal access is decreased since IoT devices can share data directly with authorized
parties without the use of middlemen.

2.3. Secure IoT Frameworks Based on Blockchain

A new method of addressing privacy and security challenges associated with the IoT
has been developed using blockchain; [18] presents several strategies for preserving privacy
within blockchain-based IoT systems. Several strategies to implement differential privacy
include encryption, anonymization, private contracts, and mixing.

Study [19] looks at blockchain and IoT applications and discusses how the technology
can address security concerns. Figure 4 shows the secure IoT framework with blockchain
implementation, as the IoT is challenged by insufficient standardization, the limited ca-
pacity of cloud servers, low manipulation potential, and costs [4]. As a way to facilitate
IoT device privacy and security, lightweight scalable blockchain is described in [20]. By
implementing a blockchain with robust computing performance, decentralization and
privacy protection are achieved due to the implementation of an overlay network. IoT net-
works and blockchain should be integrated to address their challenges [21]. A redesigned
consensus mechanism called Proof of Block and Trade is proposed. It aims to speed up the
validation of trades and blocks by reducing computation time. An IoT device’s memory
requirements are reduced by developing a distributed ledger. The authors of [3] propose
a blockchain-based model that uses lightweight scalable blockchain (LSB) to modify the
consensus algorithm, reducing the deployment complexity of Proof of Work. Ref. [22]
explains how blockchain-based frameworks can be utilized to address problems such as
confidentiality, trust, resilience, and autonomy. Blockchain implementation can be assessed
using an IoT and edge computing decision structure with the framework. Ref. [23] pro-
poses a context-sensitive data allocation mechanism for blockchain-enabled IoT systems.
For each data request, the authors compute the rating of allocation (RoA) score using a
fuzzy logic mechanism. This paper investigates the efficiency of blockchain systems and
fog architectures.
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2.4. Blockchain Security Model for 5G-Enabled IoT Networks

In [24], a blockchain-based solution for automated certificate revocation in 5G IoT
networks is proposed. The system utilizes blockchain technology to ensure the security and
privacy of IoT devices and data by providing a reliable and efficient certificate revocation
mechanism. The proposed system uses smart contracts and consensus mechanisms to
automate the certificate revocation process and maintain the system’s integrity.

A blockchain-based remote data integrity checking scheme (RDIC) for IoT devices in
5G networks is proposed in [25]. The proposed scheme utilizes a blockchain to maintain
the integrity of the data collected by IoT devices in the network. The system employs a
challenge-response protocol and smart contracts to automate the data checking process
and ensure the authenticity of the data. The proposed scheme addresses the security
and privacy issues associated with data collection and sharing in IoT networks. Another
paper proposes a blockchain-based data dissemination scheme for 5G-enabled softwarized
UAV networks [26]. The proposed scheme utilizes blockchain technology to provide
secure and reliable data dissemination between UAVs and other entities in the network.
The system employs a consensus mechanism and smart contracts to automate the data
dissemination process and maintain the integrity of the system. The proposed scheme is
designed to address the security and privacy issues associated with data dissemination in
UAV networks.

2.5. Permissioned Blockchain in IoT

It is possible to achieve the benefits of a trust-free environment, which is also flexible,
scalable, and confidential, without the need for centralized authority through the use of
Hyperledger Fabric (HLF) [27]. Hyperledger Fabric is an open-source blockchain platform
developed by the Linux Foundation. It provides a modular and highly flexible framework
for building permissioned blockchain networks, making it suitable for various enterprise
applications. Hyperledger Fabric offers features like confidentiality, scalability, and flexibil-
ity in terms of consensus algorithms and smart contract languages. It is designed to support
consortium networks where multiple organizations collaborate while preserving data pri-
vacy and security. In the HLF framework, consensus algorithms are open architectures.
This allows you to modify the configuration and increase performance. An authorization
framework based on the HLF framework is proposed in [28] for an IoT network. There is
some consideration of IoT-driven data collection and its standard features in [29]. In order
to address the management issues of big data generated by the IoT, this research proposes
the management of big data on a blockchain through a permissioned, decentralized trust
management protocol (BlockBDM).
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2.6. Level-Based IoT Blockchain

According to [17], a platform is proposed to make smart city communication more
secure using blockchain. An IoT and blockchain especially suited for medical use have been
proposed in paper [30]. With decentralized multi-layer IoT networks, the solution solves
the computation and complexity challenges associated with blockchain implementation.
To implement the smart city, a blockchain and SDN-based hybrid network architecture is
proposed in [31]. A core network and edge network are proposed as parts of the proposed
architecture to improve efficiencies. Both the strengths of centralized and distributed
networks are inherited by this model. In [32], the authors present an enhanced privacy
and data security framework based on blockchain technologies. Multi-layer management
aims to improve response times and utilization. In this framework, mobile agents can
perform a hash function, implement encryption, implement aggregation, and decrypt data.
As a result, mobile agents are transferred from blockchains to IoTs to complete their tasks.
An JoT blockchain framework based on a hierarchical two-tier system is proposed in [33]
for the IoT car rental system that uses blockchain technology to enhance and measure
its scalability. In [34], a cloud-based multi-layer architecture that utilizes blockchain is
proposed to facilitate the monitoring and management of the Internet of Underwater Things
(IoUT). Using selected residual energy super nodes, clusters and groups of sensor nodes are
formed. The Bloom filter is used to track super nodes and nodes. In order to communicate,
gateways deploy a standard secret key, which is distinct from the super node’s secret key.
As a result, the routed data are stored in the blockchain ledger.

In most literature reviews, solutions that address issues related to implementing
blockchain technology in IoT systems, including identity management, low scalability, long
transaction times, high mining computing resources, and device diversity, have not been
proposed. In this article, we implement the lightweight Hyperledger blockchain framework
to boost the capabilities of blockchain and the IoT.

From the above discussion, it has been concluded that a heterogeneous IoT network
lifespan can be improved by implementing a multi-level architecture and a clustering
model. Multi-level architecture can only be achieved with the clustering concept, i.e., the
multi-level structure formed by cluster heads. The literature has extensively discussed
device-to-device (D2D) networks. The energy consumption of these techniques is lower,
and the throughput is higher. Our work proposes a self-clustering method for identifying
cluster heads (CH). Each level of the multi-level architecture can perform different kinds
of computing and hold different amounts of data. Consequently, each level has its own
security strategies. Every design is built on top of the blockchain. In spite of this, blockchain
implementations are adjusted for each level.

3. Methodology

We propose a cellular network model in order to offer an IoT security mechanism
that is both reliable and trustworthy while leveraging cellular capabilities. A clustering
algorithm and a consensus algorithm are used to represent the multi-level architecture [6].
In this paper, lightweight authentication and IoT authorization are supported by blockchain
technology. In order to formulate such a multi-level network model, it is necessary to divide
the whole cell-enabled IoT network into several levels. Level 1 includes a collection of
clusters and IoT components. Level 2 consists of nodes and a controller, for instance
super nodes (SN). Level 3 is composed of cellular base stations. Since the SNs are cellular
devices, they can all connect to the 5G BSs, and thus support D2D. BSs are capable of
implementing decentralized blockchain mechanisms at level 3 with appropriate servers
and CPUs. Figure 5 illustrates the comprehensive model. It is worth noting that blockchain
implementation [3] can lead to increased overhead, and efforts to minimize this should
be considered.
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Figure 5. The Integrated multi-level (structure) model proposed for IoT and blockchain.

3.1. Layer-1: The Cluster Formation

In this level of IoT, unsupervised hybrid clustering algorithms based on Kruskal’s
algorithm with the standard K-Means algorithm have been designed to divide an IoT
network into multiple clusters. Initially, a comprehensive graph was created, with each
vertex representing a single device in the Internet of Things (IoT) network. The weights
are assigned to edges based on the Manhattan distance between the relevant devices.
Equation (1) shows the Manhattan distance calculation. Where the absolute difference
between the attribute vectors of each IoT device has been calculated and summed up.
Following that, for each individual cluster, a weighted network containing the currently
active nodes was generated. Then, for each weighted network formed in the previous
phase, an iterative approach was used to construct a minimum spanning tree (MST) using
Kruskal'’s algorithm.

D(A, B) = |A[1] — B[1]| + |A[2] — BI2]| +...+ | A[n] — B[n]| 1)

where D is the Manhattan distance, A and B are the attributes of two devices, and 7 is the
number of attributes.

Algorithm 1 shows Prim’s algorithm used for the construction of a minimum spanning
tree, in which a minimum spanning tree is initialized as T and a union set is initialized as
UV. All the vertices are added in UV and a queue-based operation is applied to construct a
minimum spanning tree.
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Algorithm 1: Cluster formation using a Kruskal’s algorithm-based MST

MST-Kruskal (G, s)
T+ P
UV« P
for each vertexveV
do UV« UV U {v}
for each (u,v) ¢ E
do ENQUEUE(Q,u,v,w)
while |UVI >1do
(v, v)+-DQUEUE(Q)
if u, v belongs to different sets US1, US2 e UV
then UV+UV-US1
UV+UV-US2
UV+UV U (US1 UUS2)
T+TU (u,v)

Return T

After the formation of clusters, there is a powerful device assigned to each cluster,
known as the super node (SN). There are IoT authorization and authentication services built
into each cluster of clusters to provide an optimum rate of security and privacy. Figure 6
shows the cluster formation and SN-based communication process.

Smart Grid £ A i'::‘r:
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Hospital

Figure 6. The cluster formation and SN-based communication.

The authentication procedure is initiated when a device from one cluster needs to
communicate with a device from another cluster. The authentication procedure is the
responsibility of the super nodes. This entails validating the authenticity of the requesting
device and ensuring that it has the required permissions to access cluster resources. The
super nodes determine the extent of access the requesting device should have within the
target cluster following successful authentication. This authorization process may involve
verifying user roles, permissions, and policies to ensure that the device only has access to
the permitted resources. After authentication and authorization have been accomplished,
the super nodes support secure communication between clusters by establishing encrypted
communication channels and ensuring that data shared between clusters are protected
from unauthorized access or alteration.
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3.2. Layer 2: The Local Blockchain Consensus Protocol Formation

SNis are connected to each other on the second level by their serving base stations
(BSs). These super nodes process data and send them to the higher levels. In the second
level, all nodes operate privately on a lightweight blockchain according to a defined
consensus algorithm [3]. SN and BSs will verify blocks and generate new ones. Also, they
communicate with non-consensus devices and broadcast blocks to each other. Using the
blockchain protocol, lower and upper levels are accessible to trusted nodes. A platform
called HLF is proposed for this level.

It is imperative to design a network model that addresses the resource-constrained
and decentralized nature of IoT networks while considering secure SN communications.
Blockchain mining takes up a lot of processing time and is computationally intensive.
This makes it unsuitable for use in IoT systems. So, in order to facilitate decentralized,
lightweight, and private data communication, we propose a hybrid consensus algorithm
based on Proof of Work (PoW) and Pure PoS that overcomes the limitations of traditional
PoS which demands significant computational power, leading to substantial energy and
resource consumption. Algorithm 2 shows the working of the proposed PoS—Pure PoS. In
order to cover the device limitations problem in IoT systems, a lightweight cryptography is
also implemented.

Algorithm 2: Hybrid local consensus algorithm combining POW and PPoS

Function: hybrid-Local-Consensus(D, nonce)
Broadcast (nonce, D)
N(j) = HASH(NASH (PreBlockHead), nonce)
While (HASH(PreBlockHead), nonce) > D)
nonce = nonce + 1 N = N(i)

Broadcast (N(c))
N(T) =N =N(c)
Endwhile
Return N(w), N(a)

End

A private permissioned blockchain platform called Hyperledger Fabric (HLF) [35,36]
is also used to connect SNs and other networked elements in the proposed model. HLF
uses a method of execution order validation. The execution of transactions using smart
contracts is decoupled from the transaction order for scalability and modularity. In addition
to the hybrid consensus protocol, this model has four essential components: base station,
order clustering, IoT nodes and peers that further include endorsers and committers
individuals, membership service providers, and channels as illustrated in Figure 7. A
distributed ledger is maintained and transactions are executed by peers that may be either
endorsers, committers, or both. The orders are responsible for transaction orders, proposing
new blocks, and reaching the consensus. Usually, by default, every peer is a committer
which maintains the ledger and receives a block from the ordering service. After the peers
validate the transactions of a new block, they commit the changes to local ledgers and add
them to the blockchain. Likewise, peers can endorse transactions as endorsers. Before
sending the results back to the client, the endorser appends a cryptographic signature
(called endorsement) to the results of the smart contract (ChainCode in HLF). According to
predefined roles, SNs have the option to take on the role of endorser or committer.
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In the Hyperledger network, MSP performs authentication services. To verify node
identities, MSP performs identity validation. Organizations represent Hyperledger’s logical
entities. With the help of MSP, they manage all members of the network. Private channels
facilitate the communication between the network elements. The committers validate and
update the shared ledger. Smart contracts are used to define transactions [37]. Blockchain
implementation takes place in BSs in the high-level layers. SNs and different nodes are
connected to BSs as part of the IoT system. Using an ordering cluster, transactions and
queue orders are handled using a peer-to-peer channel. Moreover, the ordering service
creates transaction blocks then broadcasts the transactions. By utilizing the ordering service,
ordering clusters receive transactions from IoT devices to create a block of transactions.
Many variables determine whether IoT nodes should have an endorser or committer role
in a blockchain network, such as the network configuration. Additionally, committer nodes
add blocks to the blockchain ledger.

Putting in an endorsement request makes an IoT node an endorser. The endorser node
approves and monitors the request. The smart contract is executed after the consistency
check is completed. A specific read and write permission is granted to the endorser by
responding to requests from an IoT node. The ordering service creates transaction blocks
by ordering clusters. These blocks are distributed across all SNs. As part of this level, IoT
node specifications and transactions are recorded to the blockchain ledger and a copy is
pushed to all peers after validation.

3.3. Layer-3: The Global Blockchain Formation and Secure Communication

Base station (BS) nodes are part of this level and act as the owners of organizations.
Devices are managed, data are generated, and requests are processed as part of a cloud
server by BSs. In this level, trusted nodes have computing power capabilities with a limited
amount of power and processor. With the help of the global blockchain, better asymmetric
cryptography mechanisms will be possible at this level. In order to meet these criteria, it
has been determined that the implementation of elliptic curve cryptography (ECC) is one
of the potential solutions that might work for this layer. We used the PoP and DPoS in this
phase as a global level symmetry.
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PoP can be seamlessly integrated with the DPoS consensus mechanism to establish a
robust foundation for global blockchain formation. PoP introduces an innovative approach
by incorporating participants’ real-world influence and contributions into the consensus
process. In the proposed hybrid model, participants showcase their expertise, reputation, or
physical assets to validate transactions and create new blocks, thus bolstering the network’s
security and decentralization. Simultaneously, DPoS brings efficiency by enabling token
holders to delegate their voting power to elected validators, who manage block production
and network maintenance. This combination ensures that the blockchain’s consensus is not
solely reliant on computational power but also incorporates the tangible influence partici-
pants possess. This approach also mitigates the energy consumption concerns associated
with PoP while maintaining high security and governance. By merging PoP with DPoS, the
blockchain ecosystem can achieve a scalable and sustainable network that harnesses both
computational and real-world prowess, fostering a new era of decentralized applications
and services on a global scale. The proposed PoP-DPoS hybrid global consensus algorithm
is shown in Algorithm 3. Here, Z represents node workload values, and N stands for the
total number of nodes. Each node starts with an initial workload value of ZV},;; and node
V is designated as the primary node. ZV;jo,r and ZVy;ey, are threshold values.

Algorithm 3: POP-DPoS hybrid global consensus algorithm

DP0S-POP (Z, ZViuit, ZViow, ZVihighs M)
T ZViow+(ZVinit = ZVinitowt )/ 2
Forj«0toM—-1do
If Z[] > ZVyign
Z[jl+Random (zvmﬁ, ZViigh)
Else if Z[j] < ZViui
End if

End for
Return W;

In addition to the proposed global blockchain, this layer also consists of BSs capable of
performing mining tasks independently of authentication servers. A distributed network at
this level is composed of computationally powerful nodes. Thus, new security techniques
and blockchain, such as Ethereum, are feasible. In this level, the elliptic curve cryptogra-
phy (ECC) [38] was used as an ideal approach to asymmetric cryptography. Blockchain
technology ensures data integrity while enhancing privacy and security. This level records
the exchange of transactions between nodes. Super nodes, base stations, and computing
edge nodes establish a global trust relationship service mechanism.

A blockchain’s peer-to-peer nature enables BS nodes and other nodes to construct a
globally distributed security framework. Through the use of certificates, the communi-
cation between SNs and computing edge nodes is implemented using blockchain-based
communication. Smart contracts distribute certificates throughout this level to carry out
trustful communication between nodes. SNs must sign the certificates. When two SNs
collaborate to authorize their entities, the blockchain-based model helps enhance the dis-
tributed trust between them. In addition to enhancing trust, the blockchain-based model
facilitates communication between entities or IoT nodes divided into separate clusters
within the blockchain. With blockchain-based systems, smart contracts are executed in
real-time, so there is no need to use fixed addresses and domain names in order to commu-
nicate. As proposed, the super node communicates with the edge device and executes a
smart contract without requiring a fixed address or domain name.

4. Results
4.1. Network Self-Clustering

At this stage of the process, network clustering is carried out using advanced meta-
heuristic algorithms, such as the genetic algorithm (GA) and ant colony optimization



Electronics 2023, 12, 4314

13 of 21

(ACO), among others. Implementing these metaheuristic algorithms requires the establish-
ment of a closely integrated relationship between computational practices and optimization
techniques. This synergy between the two domains is essential for the successful appli-
cation of these algorithms. One of the key advantages inherent to these metaheuristic
methods, as indicated by research [39], lies in their ability to navigate past local optimal
points effectively. This characteristic distinguishes them from conventional approaches, as
it ensures that they do not get trapped in suboptimal solutions. Instead, these algorithms
are inherently designed to explore and seek solutions across the entirety of the search space,
leaving no stone unturned in their quest for optimal configurations.

Furthermore, the metaheuristic algorithms adopt a distributed control paradigm
that extends its influence across all nodes within the network and among the various
participants involved in the network. This decentralization of control empowers individuals
within the network to engage in localized communication with one another. This capability
fosters a dynamic and adaptive network structure, allowing for efficient coordination and
decision making at the local level. As the environment surrounding the network changes,
the system adapts accordingly. This dynamic responsiveness ensures that the system
can swiftly react to shifts in its environment, whether they stem from alterations in data
patterns or external factors. Consequently, the network system exhibits an elevated level of
robustness and adaptability, capable of flexibly adjusting its configuration and behavior
to align with the evolving environmental conditions. The holistic approach to network
clustering and control, facilitated by these metaheuristic algorithms, underscores their
significance in optimizing network performance and resilience.

4.2. Blockchain Implementation
4.2.1. Development Environment

To show the practicality and viability of the suggested blockchain system, we used two
simulation models in two correspondingly leveled contexts. The level 2 implementation of
the HLF blockchain includes IoT devices, SN nodes, APls, and organizations. We compared
Ethereum and HLF metrics implementation using a public blockchain simulator at level 3.
In this simulation model at level 3, the blockchain applications are hosted on a workstation
which acts as a server. The multi-level blockchain implementation environment, as shown
in Figure 2, was designed to test the efficiency of the proposed blockchain architecture.
It also shows the relationships between various IOT entities, including devices, servers,
and the blockchain system. The IBM Watson was utilized to implement the IoTs, while
the IBM IoT platform hosted the IoT’s gateway. Ref. [40] was selected. The Constrained
Application Protocol was used to communicate between IoT devices and Node-RED servers.
A lightweight permissioned blockchain framework provided level 2 security, and a virtual
environment was used to organize the IoT server.

To create a block of transactions that can be added to the blockchain ledger, peers must
install and initiate smart contracts on their nodes. Both state changes and transactions are
recorded in the ledger, which also stores versioning data and key-value pairs for the state
data. The ledger records all changes to the state database in chronological order, with each
block securely linked to the next using cryptography. The ordering node uses the PBFT algo-
rithm to ensure the consistency of the ledger. HLF uses the execute—order—validate—commit
transaction model.

As a blockchain server, a workstation was used as the level 3 simulation model.
With this environment, we were able to measure the throughput and latency of Ethereum
and Hyperledger networks. A virtual workload was generated, and the networks were
configured under comparable settings. The experimental set up considered a distributed
environment with two blockchain networks. Simulators used a workstation as a base
station. One mining node was used in the Ethereum network for simplicity’s sake. An
analysis of the experiment is presented in Section 3.
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4.2.2. Modeling Transactions Using Smart Contracts

Using the Hyperledger Composer [41], developers could build and implement blockchain
applications as well as smart contracts. The Hyperledger Composer was used to deploy the
network using open development tools. Businesses could submit transactions pertaining
to their networks in the case of business networks. An IoT participant is a device owner
(SN or BS node) who has rights to manage their devices.

Assets are registerable as stored services, devices, properties, and goods in a network.
It is possible to identify a device based on the ID, the type, the name, owner, the timestamp,
the event, and the value. Simulation model nodes, including SN nodes, are different
kinds of assets. A smart contract represents a logical process of transactions. As a result,
cloud-based or off-chain storage systems were used to store the data, while blockchain-
enabled checksums, pointers, and ownership were stored in the ledger. There were smart
contracts that acted on assets and participants. In addition, a smart contract is able to specify
miscellaneous conditions and rules for a transaction to perform multiple actions within the
blockchain network, including reading, creating, updating, or deleting. Transaction process
functions in smart contracts were used as a logical basis for the operations. An ad hoc query
language was used in these smart contracts to extract data from the blockchain network.
REST APIs were used to communicate between blockchain, IoT, and web applications
through composer-rest-server.

4.3. Performance Evaluation

Using blockchain applications, participants can submit transactions and keep track of
them. The verification and ordering of submitted transactions generates a blockchain block.
Several metrics have been identified as indicators of blockchain application performance
by the Hyperledger Performance and Scale Working Group [42]:

e  Transaction throughput: how many transactions are conducted during a specific
time period.
e  Transaction Latency: ledger entry time for a transaction.

To evaluate the model’s performance, we benchmarked the system’s results for la-
tency and throughput versus parameters from the literature to demonstrate its efficiency.
Hyperledger Caliper [42] was used to facilitate the configuration of the blockchain.

Based on the proposed model, SNs need a certain amount of time to verify blocks.
There is a direct correlation between block size and both the network latency and node.
When the new block validations begin to be detected on the node, latency is measured as
the amount of time that it takes for the system to reach consensus.

Open, transfer, and query (transactions) were used to analyze the system. Our analysis
covered Hyperledger Fabric and Ethereum. Three types of transactions were assessed for
latency and throughput based on the simulation results shown in Table 1. This model allows
some nodes (SNs) to participate in the new block validation. Multi-level models decrease
average latency. The same table also includes the results of the Ethereum implementation.
HLF appears superior to Ethereum due to its lightweight nature.

Table 1. Comparing Ethereum and Hyperledger performance metrics (HLF: Hyperledger Fabric,
Eth: Ethereum).

) Send Rate Maximum Latency Minimum Latency  Average Latency Throughput
Blockchain HLF Eth HLF Eth HLF Eth HLF  Eth  HLF  Eth
Open 19.3 23.8 0.29 6.56 0.02 1.89 0.15 4.37 1991 11
Query 9 10.3 0.05 0.02 0.01 0.01 0.01 0.01 10 11.3
Transfer 9 10.8 0.29 6.34 0.04 1.66 0.16 4.44 10 7.8
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It is equally important to consider the latency and throughput for IoT applications,
despite the fact that security and privacy are crucial. The blockchain network needs
to allocate resources accordingly to suit latency requirements. To further analyze the
performance of the system under test, we conducted a series of benchmarking experiments
at varying transaction sending rates. We generated 1000 transactions, each benchmark at
10-500 TPS, to test latency and throughput. This allowed us to evaluate the SUT’s behavior
under different loads. The results of each experiment are depicted in Figure 8, which shows
the maximum, average, and lowest transaction delay figures from each trial. As the send
rate approached 100 TPS, the maximum latency increased as the lowest latency hung less
than 1 s. Figure 9 shows the results for the variable transmission rates for transaction
throughput. Sending rates of up to 100 TPS were seen with a throughput of approximately
100 percent. After 150 TPS, SUT’s throughput dropped significantly.

Latency vs. transaction sending rate

A P A

10 30 40 60 80 100 200 300 400 500
Sending Rate [tps]
e=@==|Vlaximum Latency [s] Minimum Latency [s] Average Latency [s]

Figure 8. Latency vs. transaction.

It is not feasible to send at a rate of 100 TPS, because the current throughputs are
somewhere between 95 and 100%. Even higher send rates of 100 and 300 TPS result in
an insignificant reduction in throughput. As a result, we determined that our setup is
capable of handling 100 TPS of sending. In the proposed model, multiple 5G-enabled
IoT applications can be provisioned in real-time without imposing any latency. With an
increase in input transactions, maximum latency grows to around 14 s. The reason for this
is that peer nodes have been allocated containers with limited resources. Initially, peer
nodes are not under a heavy load, so nearly constant latency is the minimum. Furthermore,
the configuration of the blockchain has an impact on latency. There have been no instances
of transactions being lost since all of the transactions have been successfully completed.
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Figure 9. Throughput vs. transaction.

All of the transactions in this experiment were generated by a single client in the
blockchain network. In line with our expectations, the blockchain network’s performance
is heavily influenced by the underlying hardware. HLF implements a revolutionary three-
stage approach known as execute-order—validate that is dependent on previous trans-
actions. Based on the results of our experimentations, the proposed blockchain-based
IoT application based on HLF is able to perform 100 TPS with an average latency of
600 ms, approaching 100% throughput at the maximum of 100 TPS. It is not feasible to
send at a rate of 100 TPS, because the current throughputs are somewhere between 95
and 100%. Even higher send rates of 100 and 300 TPS result in an insignificant reduction
in throughput.

As aresult, we determined that our setup is capable of handling 100 TPS of sending. In
the proposed model, multiple 5G-enabled IoT applications can be provisioned in real-time
without imposing any latency. With an increase in input transactions, maximum latency
grows to around 14 s. The reason for this is that peer nodes have been allocated containers
with limited resources. Initially, peer nodes are not under heavy load, so nearly constant
latency is the minimum. Furthermore, the configuration of the blockchain has an impact
on latency. There have been no instances of transactions being lost since all transactions
have been successfully completed.

A comparison of metrics presented in Table 2 illustrates a clear advantage of the
Hyperledger blockchain technology-based secured IoT multi-level model over previous
literature reports.
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Table 2. Comparison of security challenges in IoT blockchain applications.
Ref Research Consensus  Authentication  Privacy  Scalability  Flexibility Type
1 [38] Smart Cities, Smart Grid PoW X X v Vv Private
Smart Cities, Microgrids, .
2 [43] Vehicle PoW X v X X Consortium
3 [44]  Smart Cities, Microgrids PoC X Vv X X Private
4 [45] eHealth PoW X v X Public
5 [46] Industrial IoT PoW X v X vV Private
6 [47] Supply Chain, Smart PoS X X X Vv Consortium
Factory
7 [48] Energy Harvesting PoW X Vv X Vv Consortium
networks, Industrial IoT
8 [37] eHealth PoW X Vv X Vv Public
9 [49] eHealth, Mob.ﬂe edge PoC X X v X Permissioned
computing
10 [50] V2X, Cloud computing PoS Vv vV X X Consortium
Vehicular Edge :
11 [51] Computing PoW Vv X X Vv Consortium
12 [52] IoT PBFT and Vv X v Vv Consortium
POS
13 Proposed Multi-level PBEFT, PoC Vv Vv Vv Vv Consortium

4.4. Framework Privacy

Within the framework of the blockchain system, one of its key functions involves the
recording of contracts between various entities. In light of this, it becomes imperative to
undertake a comprehensive assessment of privacy disclosure within the system. This is
particularly relevant because the pseudonym of an entity is encapsulated within an IoT
address, which serves as the means to encode the identity of an object on the blockchain.
In this blockchain ecosystem, smart contracts play a pivotal role in the management of
tasks and transactions. Unlike traditional systems that rely on domain names and physical
addresses, smart contracts become the central element for governing interactions between
entities. These contracts are self-executing and self-enforcing, ensuring a high degree
of automation and reliability in the system. In order to bolster privacy and security,
IoT networks are equipped with mechanisms to encrypt and record the IP address of
each individual object. This encryption process serves the purpose of concealing the
actual IP address associated with an object, thereby preserving its anonymity within the
network. This measure is essential for safeguarding the privacy of objects and the data they
generate or interact with within the blockchain ecosystem. Moreover, within the broader
context of the blockchain, security is upheld by employing robust hash algorithms. These
cryptographic algorithms are applied within the contractual context to ensure the integrity
and authenticity of transactions and data. By using hash algorithms, the blockchain system
can verify the validity of data, detect any unauthorized changes, and provide a high level
of security and trust in the execution of smart contracts.

4.5. Heterogeneity and Flexibility

In different scenarios, the proposed framework is able to accommodate different
security configurations. In some cases, these are low-powered, high-risk, and broadcast
IoT devices. Based on the power of cryptography techniques (strong and lightweight
cryptography) and key lifetime features, there are a variety of security configuration
options. An array of encryption and authentication protocols for session keys and cached
session keys may have more than one owner. TCP and UDP stability are also important. By
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allowing a node or entity the option of joining or leaving the system, it is possible to be
flexible to some extent. As changes occur in the network, the blockchain records them.

4.6. Authentication

Authentication consists of two stages: (1) the infrastructure level, which is responsible
for local authentication, and (2) smart contracts, which confer rights to objects. Blockchains
implemented in multiple segments record node requirements and rights. Essentially, the
block summary consists of a brief description of the contract. It can be accessed whenever
needed. This summary is non-repudiable, so that the interests of the subject are protected.

By grouping together the network tiers through a multi-level approach, the IoT
network can be divided into several tiers. As well as local authentication services, the
blockchain framework uses a globally distributed approach, while segregating external
authority. The network would be significantly less impacted by an attack or failure of the
local authentication service that only affects compromised nodes.

4.7. Scalability

To attain scalability, the framework focuses on resolving two critical challenges: the
handling of massive data traffic and the management of a large number of Internet of Things
(IoT) devices. Scalability is accomplished through the adoption of a multi-level structure,
enabling the implementation of multiple clusters. This multi-level approach is instrumental
in expanding the capabilities of the framework. One of the core elements facilitating
scalability is the utilization of a client-server model. In this model, sensor network (SN)
nodes can establish secure and reliable communications with one another. This secure
communication is vital for the efficient operation of the framework. The framework
promotes secure communication primarily within individual clusters to further streamline
operations and minimize unnecessary resource overhead. This means that SN nodes within
a cluster securely communicate with one another. This intra-cluster communication reduces
the potential for resource wastage and ensures efficient data transmission and processing.
A crucial aspect of the security infrastructure within this framework involves the exchange
of cryptographic keys. Before networked SN nodes can communicate within the blockchain
framework, they must exchange cryptographic keys. This step significantly minimizes
overhead even further, as it ensures that only authorized nodes can communicate securely.

5. Conclusions

IoT devices connected to multi-hop cellular networks are described in a multi-level
security framework presented in this paper, which utilizes distributed technology applied
to blockchain. In developing our model, we demonstrate that blockchain technology can
be employed to secure cellular-enabled, decentralized IoT networks.. The manuscript
discusses how the blockchain-based IoT system can enhance system authentication and au-
thorization and provides a detailed description of system implementation. The model pro-
poses deploying and verifying it on the open-source Hyperledger Fabric (HLF) blockchain.
We leverage a multi-level architecture to improve security and the processing load while
reducing the network load and latency. Utilizing the peer-to-peer nature of blockchain
communication, our proposed implementation enhances communication efficiency be-
tween devices and aligns it with cellular systems, thereby enhancing integrity and security.
This approach addresses various IoT security challenges, including privacy, identity con-
firmation, heterogeneity, flexibility, and scalability. Our algorithm underwent evaluation
against four existing protocols. Through simulations, it has been demonstrated that this
algorithm surpasses competing algorithms in several critical areas, such as throughput,
network range, and distances. We conducted a performance evaluation of the proposed
multi-level blockchain framework, revealing its effectiveness, particularly when compared
to the global blockchain, Ethereum. Looking ahead, our future work entails the continued
development, analysis, and real-world deployment of our framework for IoT devices. This



Electronics 2023, 12, 4314 19 of 21

endeavor aims to comprehensively study and analyze its performance in practical settings,
further establishing its utility and effectiveness in securing IoT networks.
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