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Abstract: Cyber threat intelligence includes analysis of applications and their metadata for potential
threats. Static malware detection of Windows executable files can be done through the analysis
of Portable Executable (PE) application file headers. Benchmark datasets are available with PE
file attributes; however, there is scope for updating the data and also to research novel attribute
reduction and performance improvement algorithms. The existing benchmark dataset contains
non-PE header attributes, and few ignored attributes. In this work, a critical analysis was conducted
to develop a new dataset called SOMLAP (Swarm Optimization and Machine Learning Applied
to PE Malware Detection) with a value addition to the existing benchmark dataset. The SOMLAP
data contains 51,409 samples that include both benign and malware files, with a total of 108 pure PE
file header attributes. Further research was carried out to improve the performance of the Malware
Detection System (MDS) by feature minimization using swarm optimization tools, viz., Ant Colony
Optimization (ACO), Cuckoo Search Optimization (CSO), and Grey Wolf Optimization (GWO)
wrapped with machine learning tools. The dataset was evaluated, and an accuracy of 99.37% with
an optimized set of 12 features (ACO) proves the efficiency of the dataset, its attributes, and the
algorithms used.

Keywords: malware detection; cyber threat intelligence; PE file; machine learning; Ant Colony
Optimization (ACO); Cuckoo Search Optimization (CSO); Grey Wolf Optimization (GWO)

1. Introduction

Malware is software which is intentionally created by adversaries to cause potential
damage to an asset. Malware attacks have risen exponentially on par with technological
advancements, including well-proliferated internet access and the Internet of Things. As
malware dynamics are changing day by day, we need something sophisticated which can
detect zero-day malware. Malware, as one of the largest threat vectors to security officials,
poses a continuous challenge. Cyber threat intelligence (CTI) strategies involve gathering
several data attributes, building profiles, using intelligent algorithms, and developing
optimized threat detection and mitigation techniques. Malware sensing can be done either
by static attribute analysis or by dynamically studying the source parameters. The machine
learning (ML) approach to threat detection is highly reliable and efficient and supports
both static as well as dynamic methods. One of the expected qualities of an efficient
CTl is detection of zero-day attacks, and this can be achieved with ML-based detection.
Windows is the most-used OS in the computer world; as of now, globally, 35.29% users use
a Windows operating system [1]. Windows executable files are a possible threat vector that
needs a regular threat screening procedure. Windows executable programs have a standard
encapsulation format called the Portable Executable (PE) file standard. It is mandatory for
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an executable windows file to be appended with a PE header [2]. PE file structure was
initially explained by Pietrek [3]. One of the early path-setting works to detect malware
by studying the PE file header attributes is by Schultz et al. [4], a static malware-sensing
category. They also established the effectiveness of ML for malware identification using PE
file header attributes. Some other early works that contributed in this direction are [5-7].

Overview of PE File Header Attributes

A Portable Executable (PE) file is the binary format for DLLs and executables in
Windows ecosystems. It is standard for Windows NT, 95, and 32 [2,3]. The various sections
in the PE file format are the MS_DOS header a.k.a. EXE_header, followed by the DOS_stub,
PE_signature, PE_File_header a.k.a. COFF_header, Optional_header, and PE_Sections. The
DOS header contains 19 fields. In this header, various machine instructions are included to
support the backward compatibility of the system. The first two-byte ASCII value is MZ,
which stands for “Mark Zbikowski”, the person who developed the DOS linker. Figure 1
shows the Hex dump, showing a sample of all the headers of a PE file [8]. The DOS stub
contains an error message that will be printed in case of machine mismatch. The last field of
the MS_DQOS header, called elfnew, holds a pointer at an offset of 0x3C from the beginning
of the MS_DOS header. This pointer points to the PE_File_header. The PE_signature is
nothing but an ASCII value “PE” followed by two bytes of NULL characters. Prior to the
linking process of a file, it is called an object file; after linking it is called an executable
file. The Common Object File Format (COFF) header, a.k.a. File_header, contains some
information that is of use to both executable files as well as object files. COFF_header has
seven fields, and it exists both in object files as well as in executable files. Optional_header
has relevance in executable files but not in object files, hence the name Optional_header.
This plays a crucial role in malware detection through ML, as it contains a lot of information
regarding linker versions, OS versions, sizes and pointers to code and data, image versions,
etc.: a total of 30 attributes. PE_Sections consists of a variable number of sections as
specified by the No_of_sections field in the COFF_header. Common types of sections
that can be seen in a PE file are text_section or code_section, which carries the executable
program, textbss_section, which carries extended text on additional linking, data_section,
which carries initialized data, bss_section, which carries uninitialized data, and rsrc_section,
which carries resource data.

Several studies in the domain of Windows executable file malware sensing, predomi-
nantly based on PE file header attribute analysis, are critically reviewed [9]. Even a tenuous
improvement in the detection rate is a great achievement as far as malware detection is con-
cerned. Another focus point at the same time in CTI is optimization without compromise
in detection rate. Attribute reduction contributes to time and space optimization which,
is of great value for CTI tools. It is also observed that an updated PE file attribute dataset
would aid researchers in this domain in developing efficient CTI tools. The contributions
of this research include:

o  Developing novel swarm-optimization-based PE header attribute-minimizing algo-
rithms.
Performance evaluation on existing benchmark datasets using various ML classifiers.
Proposing an updated, pure-PE file header attribute dataset called the SOMLAP
dataset (Swarm Optimization and Machine Learning Applied to PE Malware Detec-
tion)
e  Performance comparison with existing works and validation of the SOMLAP dataset.
The upcoming sections of the article are organized as follows. A critical literature
study analyzing the pros and cons of existing methods in the domain of malware detection
with a focus on PE files is presented in Section 2. The SOMLAP dataset construction process
with details of all the features is discussed in Section 3. The ACO, CSO, and GWO swarm
optimization algorithms are discussed in Section 4. Section 5 includes experimental results
and discussion, while Section 6 concludes the paper.
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Figure 1. A sample hex dump showing all the headers of the PE file.

2. Literature Review

The ML-based malware detection system developed by Schultz et al. [4] is one of the
earliest works in this domain. It is based on the information contained in the PE executables,
such as string (both in .exe and non-executables) features and byte sequence features. They
used a classification method based on Ripper, naive Bayes (NB) and multi-NB. The data set
consists of 4266 programs with 76% malicious and 24% benign files. The malware data was
gathered from various FTP sites and labeled as malicious by commercial AV software. The
data source for the benign files was the newly installed Windows 98 machine. They selected
plain text strings as the feature in the PE format. An accuracy of 97.76% using multi-naive
Bayes was recorded, and no feature reduction was carried out. In this study, it is proved
that the ML approach is more efficient than signature-based methods. A recent survey done
by Namita and Prachi [10] concluded that most of the literature on PE malware analysis
makes use of ML methods.

Wang et al. [11] discussed a virus detection method for an unknown computer virus using
data mining algorithms. They collected 3265 malicious binaries and 1001 benign programs
from a database of Columbian University. The feature set is a byte sequence of each instruction
of the program. They reduced the feature set based on the information gain frequencies. An
accuracy of 91.4% with NB and Decision Tree (DT) classifiers was reported. A very useful and
interesting fact revealed in their research is that the percentages of malicious and the benign
files in the dataset will affect the result drastically. However, PE header attributes are not
considered in malware detection, and there is scope for higher accuracy.

Sung et al. [12] proposed the SAVE (Static Analyzer of Vicious Executables) algorithm.
The similarity measure between the system calls, before and after the obfuscation, is considered
for differentiating malware and benign files. They used the Euclidian distance to calculate the
similarity between the features, with an additional solution that is the Optimal Alignment
Algorithm. SAVE accurately detected the given worms and viruses that are presented in the
data set, while many commercial AVs failed to do so for a minor obfuscation. However, they
did not use PE file header attributes and no feature selection is mentioned.

Kolter and Maloof [13] built the Malicious Executable Classification System (MECS). It
detects unknown malicious executables “in the wild”, i.e., without removing any obfuscation.
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They collected 1971 (54.4%) system and non-system executables (benign files) and 1651 (45.6%)
malicious executable files. Benign files are from Source Forge and the malicious files are from
VX Heaven'’s website. The classification techniques used are NB, boosted NB, Support Vector
Machines (SVM), boosted SVMs, DT, and boosted DT. They used n-grams as the feature set,
which are extracted from the byte sequences. They reduced the feature set to top 500 n-grams
based on the pilot studies. They achieved accuracy of 99.6% with boosted DT, which is
very efficient. However, fewer malware sources are considered in the dataset. Moskovitch
et al. [14] presented a methodology for malware categorization based on concepts from text
categorization. The source of 7688 malicious files was Vxheavens, while the benign dataset of
22,735 files was taken from Kaspersky AV. They used four classification algorithms: Artificial
Neural Networks (ANN), DT, NB, and SVM. The features are text vocabularies of 5-g. They
achieved accuracy of 94.6% with ANN and 5-g data vocabularies. However, this is not based
on PE file header attributes and there is also scope for an increase in accuracy.

Elovici et al. [15] presented how eDare performed under five plugins, three ML tech-
niques, and two types of inputs (n-gram and PE executables). They collected a repository of
7694 malicious files and 22,736 benign files. Three classification techniques, ANN, DT, and
Bayesian Networks (BN) were used. They used two static features: n-grams and PE headers of
win32 executables. Some of the PE attributes are not explored in this work. Feature reduction
was done based on the Fischer score, by which they reduced 5500 features to top 3005-grams.
With DT, an accuracy of 95.5% was achieved, which has a lot of scope for improvement.

Ye et al. [5] built an IMDS (Intelligent Malware Detection System) that labels unseen
Malware files based on PE header data. The data set included 29,580 Windows PE files, of
which 12,214 (41.29%) were benign and 17,366 (58.71%) were malicious executables. The
data source for the malicious files was the anti-virus laboratory of King Soft corporation,
and the source for the benign files was from the Windows 2000/NT and XP operating
system. They used the Objective Oriented Association (OOA) mining-based classification
method. By using the PE parser, they extracted the Windows API execution calls. The
IMDS achieved an accuracy of 93.07%. It is worth noting that the percentage of malicious
files is significantly higher than the percentage of the benign files, and the result may tend
towards the TP more; results may vary if the percentage of the malicious files is far lower
than the benign files [14]. The detection rates are low.

Walenstein et al. [16] experimented on malware detection with and without header
information separately and concluded that efficiency is superior with header information.
The data set comprised in total 23,906 executables, where 15,641 (65%) are malicious and
8265 (34.6%) are benign files. The source for both the malicious and the benign files was
McAfee Threat Center. They used NB, J48, SVM, Random Forest (RF), and IB5 with 10-fold
cross validation. The PE header fields are the feature set of the model. They performed
feature reduction based on the info gain. They achieved accuracies of 99.1% and 99.8% in
multi-class and binary respectively. However, the data set is not purely PE header attributes;
it also includes API calls and DLLs. Ye et al. [17] proposed the first paper that uses post-
processing techniques of associative classification in malware detection. They upgraded
their IMDS system [5] to a CIMDS system. They proposed an effective way, CIDCPFE,
to detect the malware. Implicitly, CIDCPF adapts several post-processing techniques,
including rule pruning, rule ranking, and rule selection. A total of 35,000 malicious files
and 15,000 benign files were collected from the antivirus laboratory of Kingsoft Corporation.
The detection rate was 76.5174%, which is +40.2653% more than Kaspersky AV. However,
there is a significant decrease in the accuracy.

Salehi et al. [18] proposed a dynamic malware detection system based on analyzing
API calls and their respective arguments. Multiple classifiers, such as Rotation RF, RF, J48,
FT, and NB are used. The data set was categorized into three: API-List, ARG-List, and API-
ARG list. The data set included 826 malware files and 385 benign files, comprised of seven
categories. They created data sets based on the fact that samples with similar behaviors
need to call the same APIs with similar arguments. With Rotation RF, an accuracy of
98.4% was reported. Belaoued and Mazouzi [19] proposed a malware detection system that
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categorizes a file in three different phases, which are feature extraction, feature selection,
and the decision. A total of 552 malware PE files with 12 different malware categories
were collected from Vxheavens. An accuracy of 97.25% with statistical chi-square-based
classifiers is reported. The drawback here is that they considered only an optional header
in the feature extraction, which limits the accuracy. Akour et al. [20] built an application
which connects to different free web-based malware detection systems. These websites
are public malware repositories, such as AutoShun, PhishLabs, Kaspersky, StopBadWare,
Sophos, and NetCraft. Feature reduction was not done. It was reported that web-based
malware detection systems are able to contribute an accuracy of 50%.

Zatloukal and Znoj [21] accomplished two different goals. They tried to find out if
detection can be achieved by studying multiple PE headers, for both the virus file and the
host file. A total of 9101 samples were gathered to create software that searches multiple
PE header files for signatures. A total of 9.884% of malware samples were found to have
multiple PE headers and 5.772% benign samples had multiple hosts. In the paper, they also
reported that 56.227% are attached to the same application, called “uninstall000.exe”. David
et al. [22] highlighted the importance of sections in PE files and identified that malicious
files have more unnamed sections. They also stressed that if the section names are not
default and their length is greater than eight characters, then there is a greater chance
that they are malware files. Vidyarthi et al. [23] mixed both static and dynamic analysis
for detecting the malware files. They proposed a framework that is used to automate the
process of the runtime calculation of the executables. The framework uses text mining to
extract significant features for classification of the file. They worked on 180 samples, which
contained both benign files and malware, and performed static analysis on sections in the
PE header. Feature reduction using information gain on the raw dataset was carried out.
The features were reduced to 232 in total. They achieved an accuracy of 92% with SVM
classifiers, leaving scope for improvement.

Raff et al. [24] showed that, with minimal domain knowledge, neural networks can
produce better accuracies in malware detection. They created a baseline in which they
used PortEx to extract 115 features using RF and Extra RF. In the actual experiment, they
used neural networks like FC and LSTM. Three datasets were used, among which Group A
consists of 175,875 malware samples and 269,431 samples collected from VirusShare and
Open Malware. Group B consists of 200,000 malware and benign samples each. Group
A achieved an accuracy of 99.5%, and Group B achieved an accuracy of 71.5%. Then
they applied neural network algorithms to the dataset, which was the raw byte patterns
of the first three headers, and reported an accuracy of 90.8% in Group A and 83.7% in
Group B. Zhang [25] proposed a new method for detection of PDF-based attacks, extending
their MLP Neural network model [26]. They gathered extensive data, which consists of
105,044 files with 48 features, both for testing and training. The features consist of metadata,
PDF structure, object characteristics and more. They achieved an accuracy of 95.12% with
the MLPdf model and 93.17% accuracy in the case of MLPdf and principal component
analysis (PCA) feature selection. Zhang also stressed that the dimensionality is reduced
by 33% and time for learning is significantly reduced by 22%. Maleki et al. [27] mainly
concentrated on packed malware. They gathered 971 executable files and extracted 30
features for their dataset. A forward feature selection process reduced the features to eight.
With SVM, RF, NN, ID3, and NB classifiers, a best accuracy of 98.26% was reported. In a
recent work by Chen et al. [28], PE file malware detection was done by integrating header
data, entropy data, opcode n-grams, and API data for the PE files. By applying PCA, they
selected 79 attributes. They tried various classifiers to evaluate them; among them, the
XGBoost classifier reported the highest accuracy, 99.56%. However, there is scope to reduce
the features further.

Kumar et al. [29] contributed to developing a standard benchmark Windows malware
dataset called the ClaMP dataset in two different versions, raw and integrated. This model is
based on the PE header files, in which they considered only three main headers, which were
the DOS header, file header and optional header. The data set consisted of 5180 samples of
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both malware and benign files. Malware files were collected from VirusShare and benign
files were collected from freshly installed Windows XP and Windows 7. They used multiple
classifiers, such as RF, LR, LDA, DT, NB, and KNN. They prepared two datasets, raw and
integrated. The raw dataset was extracted with 55 features and the integrated dataset with
68 features. They performed feature reduction based on the assumption that the integrated
set outperforms the raw dataset performance. The integrated dataset contained 28 features
from the raw dataset along with 26 Boolean features and 14 derived features. They achieved
a maximum accuracy of 98.78% for the integrated set with the Random Forest classifier,
+1.35% compared to the raw dataset with the same classifier. Few attributes from the header
fields were omitted, which needs further investigation. Instead of two different datasets, a
unified dataset must be developed. Non-PE header attributes are included in the integrated
dataset. Penmatsa et al. [30] applied soft computing methods on the ClaMP dataset. Rough
set-based filtering of attributes combined with ACO achieved 97% data reduction with a
marginal loss of accuracy.

There is a scope of further research after summarizing the outcome of literature survey.
As malware detection systems demand close-to-100% accuracy, there is scope for research
to improve the accuracy. There is scope to add several contributing attributes of the PE file
header to the existing benchmark datasets [29]. There is a need to develop a new dataset
for malware detection with attributes exclusively extracted from PE file headers. There is a
need to research efficient swarm-optimization-based feature selection methods to design
highly efficient and faster malware detection systems. This work proposes a new dataset
called the SOMLAP (Swarm Optimization and Machine Learning Applied to PE Malware
Detection) dataset. The goal of our research is to develop a new dataset by enhancing the
existing dataset. Applying swarm optimization methods in wrapper mode can further
reduce the proposed dataset’s attributes.

3. SOMLAP Dataset Construction

This data is inspired by the contributions made by Kumar et al. [29] to the ClaMP
dataset and is an extended version. Most of the features from ClaMP are retained, and
new features are included and proposed for a single dataset that is based purely on PE file
headers. A total of 51,409 samples were extracted. Out of these, 19,809 (38.54%) malware files
were gathered from Virus Share [31], and 31,600 (61.46%) benign executables and DLLs were
gathered from Windows 10 OS. The “pefile” [32] module was employed for feature extraction
from executables and DLLs. Figure 2 is a block diagram showing the process of feature
extraction. Attributes from four parts of the PE file were taken, totaling 108. The DOS_header,
COFF_header, Optional_header, and various sections are shown in the Tables 1-9.

SOMLAP Dataset

Features | Sno | Features | Class
EXE.DLL  Extracted

Collected
ety

Virus Share — —>

A

Python

Malware Source Repository 2
F - Local Storage

CSV Output file.

Windows 10
system ————> AP 4Y

Crawled and extracted
using Python

Benign Source

Figure 2. SOMLAP data extraction process.
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3.1. Features Taken from DOS_Header

The DOS header has a total of 19 features; among them, only 16 were extracted. The
excluded features were e_magic, e_res, and e_res2. The reasons for excluding them are that the
e_magic field is used to identify the MS-DOS-compatible file type. All files which are compatible
set a constant value to 0x5A4D. The e_res and e_res?2 fields are reserved. Hence, they will not
contribute to classifying whether a file is malware or not. Table 1 gives the list of DOS_header
attributes considered for the SOMLAP dataset. Kumar et al. developed a benchmark dataset
from PE headers; however, they proposed two different datasets [29]. The integrated ClaMP
dataset is better; however, only six attributes from the DOS_header are taken.

Table 1. DOS_header attributes of SOMLAP.

S. No. Field Description
1. Blp Last page bytes
2. Fp File pages
3. Rn Relocation number
4. Prhdr Header size in the paragraph
5. Minpar Min. paragraphs required in extra
6. Maxpar Max. paragraphs required in extra
7. Ivalss Initial value of SS
8. Ivalsp Initial value of SP
9. doscksum Checksum value
10. lip Instructor pointer initial value
11. Ics CS Initial value.
12. Rta Relocation table file address
13. Ovn Number given to overlay
14. Idoem ID of the OEM
15. Infoem Information of OEM
16. exehdradr Exe header address

3.2. Features Gathered from The Coff_Header or File_Header

The file header has a total of seven features, and, in this work, we have extracted all
seven features. The Time_Date_Stamp, a 32-bit field, is converted to binary by applying
a rule [29]. Malware usually has unusual dates, such as a date before 1980 or beyond the
current date. As the first DOS was released in 1980, all the executables should have a date
after 1980. If the Time_Date_Stamp lies between 1980 and the current date, it is considered
to be benign, or else it is considered as a malware file. Table 2 gives the list of features
extracted from COFF_ header.

3.3. Features Extracted from The Optional_Header

The optional header has a total of 30 features. In our dataset, we included all
30 features. A few features are modified (ibase, filealig, and secalign) according to the
rules given by the PE format documentation [33]. The characteristics of COFF_header are
taken as discrete binary features in the integrated ClaMP dataset; however, here we took it
as a single attribute with a hexadecimal value. Table 3 gives the list of extracted attributes
from the optional header.
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Table 2. Coff_header attributes of SOMLAP.
S. No. Field Description

17. mach Identifies the machine for which compilation of the file is done

18. nsec Section count after the header part

19. tds Binary value representing if the time is between 1980 and now or not

20. ptrst Symbol table pointer

21. stent Symbol table entries count

22. ohs Optional_header size

23. char Characteristics

Table 3. Attributes from Optional_header.
S. No. Attribute Description

24. sig Signature of the image
25. majlv Major linker version
26. minlv Minor linker version
27. codesize Total size of code in all sections together
28. initdatsize Initialized data size
29. uninitdatsize Uninitialized data size
30. adrentpt Address of entry point
31. cbase Code section base pointer
32. dbase Data section base pointer
33. ibase Image section base pointer
34. secalign Section alignments loaded to memory (bytes)
35. filealign Image file raw data alignment (bytes)
36. majosver The OS’s major version
37. minosver The OS’s minor version
38. majiver Image file’s major version
39. miniver Image file’s minor version
40. majssver File subsystem’s major version
41. minssver File subsystem’s minor version
42. win32vv Reserved. (0 by default)
43. soi Image file size with all headers (bytes)
44. soh Combined size of all headers.
45. optcksum Checksum value of image
46. ss The invoked subsystem to run the exe file
47. dlich Characteristics of the DLL
48. SOST Size of stack reserve
49. sosc Size of stack commit
50. sohr Size of heap reserve
51. sohc Size of heap commit
52. 1dflg Loader flag (obsolete)
53. ndirent The number of directory entries in the optional header.
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3.4. Section Table

Optional_header is followed by the section table. The section table contains an array
of header structures whose number is indicated by the nsec field of COFF_header. The
length of every structure is 40 bytes. Text and data are common sections. There are some
special sections which are not present in every executable, viz., bss, cormeta, debug, edata,
idata, pdata, rdata, reloc, rsrc, textbss, sbss, sdata, srdata, sxdata, tls, and vsdata. However,
the most common sections are text, data, textbss, bss, rsrc and idata [34]. Sections play an
important role in malware identification [22]. Therefore, we included these six sections in
our dataset. Each section has 10 attributes, and they are the same for all. Entropy of the
sections is very crucial for differentiation between benign and malware files [29].

Malware creators will try to evade malware detection from anti-malware tools by show-
ing reduced entropy. Only ML techniques can address this issue. For each section, entropy is
calculated and included as a derived additional attribute. Therefore, a total of 11 attributes are
there for each section including entropy. However, after measuring the standard deviations of
all the attributes, a few are eliminated from the bss and textbss sections. From the bss section
only seven attributes and from the textbss section only four attributes are included. Therefore,
from the section table, from all of the six sections together, 55 attributes are included in the
dataset. The list of the attributes of all of the six sections are given in Tables 4-9. The algorithm
for feature extraction is listed as Algorithm 1.

Table 4. The section table header attributes of the text section.

S. No. Field Description

54. Text_mscfaddr Address of the file.

55. Text_secsize Section size that the memory was loaded with.

56. Text_byteaddr The loaded section’s first byte address.

57. Text_datsize Size of the data initialized on the disk.

58. Text_ptrrawdat Pointer to the COFF file first page of raw data.

59. Text_ptrreloc Pointer to the starting of relocation entries

60. Text_ptrlinenum Pointer to line numbers.

61. Text_numrelocs The sections count of entries for relocations.

62. Text_numlinenums Count of entries for line numbers.

63. Text_char Image characteristics.

64. T?xt_entrc? (A This is a d.erived attribute, and not a part of th.e section.
derived attribute) This is the entropy calculated for the section.

Table 5. The section table header attributes of the idata section.

S. No. Field Description
65. Idata_mscfaddr Address of the file.
66. Idata_secsize Section size that the memory was loaded with.
67. Idata_byteaddr The loaded section’s first byte address.
68. Idata_datsize Size of the data initialized on the disk.
69. Idata_ptrrawdat Pointer to the COFF file first page of raw data.
70. Idata_ptrreloc Pointer to the starting of relocation entries
71. Idata_ptrlinenum Pointer to line numbers.
72. Idata_numrelocs The section count of entries for relocations.
73. Idata_numlinenums Count of entries for line numbers.
74. Idata_char Image characteristics.
75, Idata_entro (A derived attribute) This is a derived attribute, and not a part of the section. This

is the entropy calculated for the section.
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Table 6. The section table header attributes of the rsrc section.

S. No. Field Description

76. Rsrc_mscfaddr Address of the file.
77. Rsrc_secsize Section size that the memory was loaded with.
78. Rsrc_byteaddr The loaded section’s first byte address.
79. Rsrc_datsize Size of the data initialized on the disk.
80. Rsrc_ptrrawdat Pointer to the COFF file first page of raw data.
81. Rsre_ptrreloc Pointer to the starting of relocation entries
82. Rsre_ptrlinenum Pointer to line numbers.
83. Rsrc_numrelocs The section count of entries for relocations.
84. Rsrc_numlinenums Count of entries for line numbers.
85. Rsrc_char Image characteristics.

R This is a derived attribute, and not a part of the
86. > rc_entr(? section. This is the entropy calculated

(A derived attribute)

for the section.

Table 7. The section table header attributes of the data section.

S. No. Field Description
87. Data_mscfaddr Address of the file.
88. Data_secsize Section size that the memory was loaded with.
89. Data_byteaddr The loaded section’s first byte address.
90. Data_datsize Size of the data initialized on the disk.
91. Data_ptrrawdat Pointer to the COFF file first page of raw data.
92. Data_ptrreloc Pointer to the starting of relocation entries
93. Data_ptrlinenum Pointer to line numbers.
94. Data_numrelocs The section count of entries for relocations.
95. Data_numlinenums Count of entries for line numbers.
96. Data_char Image characteristics.

This is a derived attribute, and not a part of the section. This

7. Data_entro (A derived attribute) is the entropy calculated for the section.

Table 8. The section table header attributes of the bss section.

S. No. Field Description
98. bss_phyaddr Address of the file.
99. bss_virsize Size of the memory loaded with section.
100 bss_viraddr The loaded section’s first byte address.
101. bss_datsize Size of the data initialized on the disk.
102. bss_ptrrawdat Pointer to the COFF file first page of raw data.
103. bss_char Image characteristics.

This is a derived attribute, and not a part of the section. This

104. bss_entro (A derived attribute) is the entropy calculated for the section.

Table 9. The section table header attributes of the textbss section.

S. No. Field Description
105. bss_phyaddr Address of the file.
106 bss_virsize Size of the memory loaded with section.
107 bss_viraddr The loaded section’s first byte address.

108. bss_char Image characteristics.
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Algorithm 1. Feature extraction from the malware and benign executable files

Input: The set of malware and benign executables

Output: Dataset with 108 features

1. procedure FeatureSetGeneration U, u

2. dataset[ ] <P 0

3. for p in U do ® Extracting features from Malware

4. class <P 1

5. virus[] <P 0

6. fetch_dos_header(p, virus)

7. fetch_file_header(p, virus)

8. fetch_optional_header(p, virus)

9. fetch_pe_header(p, virus)

10. dataset [ ] <P virus [ ]

11.  for p in u do ® Extracting features from benign

12.  class <P 0

13. Virus [] <P 0

14. fetch_dos_header(p, virus)

15.  fetch_file_header(p, virus)

16.  fetch_optional_header(p, virus)

17. fetch_pe_section(p, virus)

18. dataset [ ] <P virus [ ]

19. return dataset [ ]

20. procedure fetch_dos_header p, ¥

21. forkinpdo

22.  if k # w where w = {fields} do

23. ¢ <Pk

24.  returnp, ¢

25.  procedure fetch_file_header p, 9

26. forkinpdo

27.  ifk = T where T ={timeStamp} do

28.  date «P Convert TimeDateStamp into Human readable Format

29.  © 333936000 is the date: 1 August 1980 12.00 hrs and 1574157742 is the date: 19 November 2019

30. If date > 343476142 and date < 1574157742 do

31.  Virus [date] <P 0

32.  elsedo

33.  Virus [date] <P 1

34. elsedo

35. ¢ <Pk

36. returnp, ¢

37.  procedure fetch_optional_header p, ¢

38. forkinpdo

39. ifk = v where v = {ImageBase} do

40. If k.value = Z where Z = {principles for ImageBase}

41.  Virus [imageBase] <P 0

42.  else

43.  Virus [imageBase] <P 1

44, elseif k = v where v = {SectionAlignment} do

45.  Ifk.value = Z where Z = {principles for SectionAlignment}

46.  Virus [SectionAlignment] <P 0

47.  else

48.  Virus [SectionAlignemnt] «P 1

49. elseif k = v where v = {FileAlignement} do

50. Ifk.value = Z where Z = {principles for FileAlignement}

51.  Virus [fileAlignment] <P 0

52.  else

53.  Virus [fileAlignment] <P 1

54. elsedo

55. ¢ <Pk

56. returnp, ¢

57. procedure fetch_ text pe_section p, i

58. forkinpdo

59. if k = B where B ={"",“code”,”data” ... } ® include set do

60. P Pk

61.  returnp, ¥

The summarized enhancements made to the proposed SOMLAP dataset are:
e An extension over the benchmark dataset [29] to research for a possible improvement
in malware detection accuracy;

e Increased number of samples, for a total of 51,409;
e  Updated malware sources from Virus Share and benign sources from Windows 10;
e Anincreased attribute size to 108, including several features from six sections of
e the section tables;
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e  The dataset attributes are pure PE-header-based, which is meant to prove the capability
of PE header fields in efficient malware detection.

4. Significant Feature Selection Using Swarm Optimization

One of the goals of this research was to identify significant features and thereby
contribute to designing highly efficient and fast malware detection systems. The 108 PE
header features were chosen intuitively and need further experimentation to extract the
most significant features maintaining full feature accuracy. An efficient feature reduction
process can reduce the dimensionality of the data that are redundant or noisy. These
unnecessary features give inconsistent results while using such data sets in decision-
making using machine learning [35]. Reducing the number of features or removing these
unnecessary features will improve the performance of machine learning classifiers in terms
of both accuracy and time and also eliminate any chances of getting overfitted models by
avoiding the curse of dimensionality [36].

Feature selection approaches are generally categorized into four categories: filter-
based, wrapper-based, embedded-based, and hybrid [37]. Wrapper-based approaches are
widely used nowadays in machine learning. In this approach, the learning algorithm itself
is also used for feature selection. A subset of features are selected based on the accuracy of
the learning algorithm [38]. There are various wrapper-based feature selection approaches,
designed using different bio-inspired meta-heuristic optimization techniques, viz., Ant
Colony Optimization (ACO), Cuckoo Search Optimization (CSO), Fire-Fly Optimization
(FFO), Grey Wolf Optimization (GWO), and many more. In this work, for feature optimiza-
tion, we have chosen three algorithms, ACO, CSO, and GWO. Algorithms from different
timelines of history and with different numbers of tuning parameters were chosen. ACO
has six, CSO has four, and GWO has just one tuning parameter. All three algorithms have
different run times, with ACO the slowest and GWO the fastest.

In wrapper-based approaches, one extensively used evaluation metric is the fitness
of the selected feature subset, which is dependent on the classification accuracy of the ML
model and the number of features selected, as shown in Equation (1), where F represents
the total feature set of the given dataset, and F; represents the features subset. Accuracy(Fs)
represents the classification accuracy of the machine learning model using the selected
feature subset F;, w is a constant that is used for tuning the fitness function, and |F|
represents the number of features in the feature set F.

Fitness(F;) = w * Accuracy(F;) + (1 — w) * <F||;||Fs|> 1)

4.1. Ant Colony Optimization for Feature Selection

Dorigo first introduced ACO in 1992, intending to find the optimal path in a graph [39].
The approach is based on natural ant behavior in the process of searching for food. Dorigo
observed that the ants randomly move while searching for food, and, once an ant finds the
food, all ants will converge towards the shortest path between the nest and the food. The
main reason for this convergence is a chemical called pheromone, which is deposited by the
ants along the path that they travel. Dorigo generated the behavior of these ants artificially to
find the optimal path in a graph. Later, many researchers developed ACO further and used it
in solving various hard combinatorial problems, like traveling salesman problems [40], job
scheduling problems [41], and including feature selection problems [42,43].

A simple ACO has five steps: initialization, ant solution construction, evaluation of
each solution, updating the best solution, and pheromone updating. Algorithm 2 details the
process of ACO wrapper feature selection. In the initialization phase of the algorithm, the
ACO parameters «, B, p, g, the initial pheromone concentration phg on each branch, and the
fitness tuning parameter w are initialized. In each iteration, every ant randomly starts at one
feature and will select a subset of features until there is no improvement in the fitness of that
ant (step-3 to step-7) using Equation (2). When an ant selects a feature, the corresponding
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subset of features is evaluated using a fitness function, Equation (1) (step-8 to step-11), and
the best solution will be updated with an ant solution that has maximum fitness (step-9).
Subsequently, pheromone will be deposited by all ants (step-13 to step-15), and, also, a portion
of pheromone on each branch will be evaporated (step-16 and step-17), as shown in Equations
(4) and (5). Once all the iterations are over, the best solution, i.e., the selected feature subset
with maximum fitness, will be returned (step-18).

. ™ % 11#
] g ]
L @
Lok Tk * ik

where j,k € {F — F;}, and Tj; is the average pheromone concentration on the branches
between the features that are already selected by ant i, i.e., F; and the next probable feature
fl] , and 77;; represents heuristic information gain by the feature fl] , which is the difference in
fitness with and without this feature, as shown in Equation (3). Parameters « and  are the
weights for tuning pheromone concentration and the heuristic respectively.

1ij = Fittness (F,» I flj) — Fittness(F;) (3)
Toy(t+1) = (1—p)*Txy(t)+;A§Cy (4)

where . ' 1;
32510 e ®

Algorithm 2. Ant Colony Optimization Wrapper Feature Selection Algorithm

Input: Labeled training D7 and evaluating D dataset, number of features nr, number of ants 1,, number of iterations nr,
initial pheromone concentration phy, and tuning parameters «, , p, q, w

Output: A subset F; of feature set F that gives the maximum fitness over DE.

Auxiliary: Pheromone Matrix ph = {TW =phVx,y €F }, ant solutions {Fi, b, F;,...... , Fus }, where F; = @, ant fitness
{Ft;,Fty, Fts, ...... , Ft,,}, and the best solution F; = @.

1. For each iteration t (t =1,2,3,....., nt) do

2. Foreachanta; (Vi=1,2,3...... , ng)do

3. Choose a feature f!! randomly from the feature set F and add it to F;;

4. While more features can be added to F; do

5. For each feature f/ in {F — F;} do

6. Calculate probability P! using Equation (2);

7. Choose the next feature f,-/ from the feature set {F — F;} with max Px./ and add it to F;;

8. Generate D7” and D¢’ from Dr and D for features selected F; by ant g;

9. Train the ML model using Dy’
10.  Evaluate the ML model using D¢’
11.  Calculate the fitness of ant using Equation (1) and update Ft;.

12. Update the best solution F; with the solution of an ant with maximum fitness.
13. Foreachanta; (Vi=1,2,3...... , ng)do

14. For each pair of features ( i",ﬁ) (V (f;",ﬁ) S (H,E)) do

15.  Deposit pheromone on branch xy.

16.  For each branch xy (x,y € F) do
17. Update pheromone T, after evaporation
18. Return F; as best solution

4.2. Cuckoo Search Optimization for Feature Selection

Inspired by the brood parasitism of a cuckoo species, Yang and Deb developed a
search algorithm mimicking the biological cuckoo bird in 2009 [44]. Later, it was combined
with Levy flight to solve combinatorial problems. Cuckoo Search Optimization (CSO) was
used by many researchers for feature selection. Aziz and Hassanien combined CSO with
the rough-set theory to create a filter-based feature selection algorithm [45]. A hybrid CSO
rough set algorithm was proposed in [46] for feature selection. The main drawback of CSO
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is its dependency on the random search for global optimum solutions iterating through
solution space [47].

Algorithm 3. Binary Cuckoo Search Optimization Wrapper Feature Selection Algorithm.

Input: Labeled training Dt and evaluating D dataset, number of features 7y, number of nests 1., number of iterations nr,
and tuning parameters &, p, 0, A, w

Output: A subset F; of feature set F that gives the maximum fitness over DE.

Auxiliary: Nests, i.e., solutions NS = {N;, N2, N3, ...... , Ny } where N; = @, a binary representation of features F, the
best solution F; = &, and the fitness of nests FT = {Ft;, Fty, Ft3,...... , Fty.}

1. ForeachnestN; (Vi=1,23...... , nc)do

2. For each feature j (Vi=1,2,3...... , np)do

3. N; < N; || Random{0,1}

4. Generate D7’ and D’ from Dt and Dr for features selected N;

5. Train the ML model using Dy’

6. Evaluate the ML model using D¢’

7. Calculate the fitness of ant using Equation (1) and update Ft;.

8. For each iteration t (t =1,2,3,....., nt) do

9. ForeachnestN; (Vi=1,2,3...... , nc)do

10.  Generate a new solution N} by using Levy flight on N; using Equation (8).
11. Generate D7’ and D¢’ from D7 and Dr for features selected N;

12.  Train the ML model using Dt

13. Evaluate the ML model using D¢’

14.  Calculate the fitness F}; of ant using Equation (1)

15. Randomly choose a nest N; from NS-{N;}

16.  If Ft; < Ft;, then

17.  Nj« N;

18.  Ftj+ Fy

19. If max(FT) > Fittness(F;), then

20. Update the best solution F; with the solution of the nest with maximum fitness
21.  Abandon a portion p of nests and generate new nests using Equation (9).
22. Return F; as best solution

A cuckoo search algorithm is not directly suitable for feature selection; instead, a
modified version of a cuckoo search algorithm called a binary cuckoo search algorithm is
used for feature selection [45]. In the binary cuckoo search approach, a feature space with
n features will be considered as an n-dimensional space with each feature at the corner
of that space. The position in a traditional CSO is represented with continuous values,
whereas, in binary CSO, the positions are represented by a binary vector of 1s and 0s, with 1
corresponding to selection of the corresponding feature and 0 meaning not selected. Hence,
once a new solution is generated by Levy flight, it will not be a binary vector; instead, it
will be continuous-valued. The continuous-valued vector will be converted into a binary
vector using a sigmoid function, shown in Equations (6) and (7).

i 1
S(N)= —— 6
( 1) 1+e7N{(t) ( )
Ni < {1 S(N{) >0 -
otherwise

where ¢ ~ N(0,1) and N/(t) denotes the new value of nest i at dimension, i.e., feature j
after generating a new solution at any point.

The binary CSO has four phases: initialization, traversal using Levy flight, evaluation
of solutions and updating the best solution, and new nest construction by abandoning
worst nests, as shown in Algorithm 3. During initialization, a random binary vector will
be generated and evaluated for each nest (step-1 to step-7). Then the remaining steps will
run for multiple iterations (step-8). In each iteration, for each nest (step-9), a new solution
will be generated using Levy flight using Equation (8) (step-10). Then the solution will be
evaluated using an ML algorithm (step-11 to step-13), and the fitness will be calculated
using Equation (1) (step-14). The newly generated solution will be compared with a
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randomly chosen nest, and that nest may be updated with a new solution (step-15 to
step-18). Then the best solutions will be compared and may be updated with the nest with
the best fitness (step-19 and step-20). The final step of an iteration is abandoning a portion
of the worst nest and generating new nests using Equation (9) (step-21). Then, once the
predefined number of iterations is over, the best solution will be returned (step-22).

NIt = Nf + o« Levy(A) (8)

NI+ = N+ 6 % (N; - N;) )

where « is the step size, Levy(A) is the Levy distribution function, ¢ is a random number
between 0 and 1, and N£ and N; are two randomly chosen nests from NS.

4.3. Grey Wolf Optimization

Grey Wolf Optimization (GWO) was proposed by Mirjalili et al. [48], mimicking the
leadership hierarchy and behavior of wolves while hunting. A grey wolf pack normally
contains five to twelve wolves headed by a single alpha wolf, the leader that is responsible
for decision making. The beta wolves help the alpha wolf in making decisions and leading
the pack. The delta wolves will engage in different activities, like scouting, hunting, and
caretaking of the weak. In GWO, the position of the prey, which is unknown, will be
considered the best solution. The objective of GWO is to converge all wolves towards the
prey by moving relatively with respect to alpha, beta, and delta wolves.

Like CSO, traditional GWO is also not suitable for feature selection. A binary GWO
has been used by researchers in feature selection [49,50]. In GWO, all the wolves move in
accordance with the positions of alpha, beta, and delta wolves. The continuous-valued
positions will be converted back to binary vectors using Equations (6) and (7).

Algorithm 4. Grey Wolf Optimization Wrapper Feature Selection Algorithm.

Input: D Training data with labels, Dr Dataset for evaluation, nr the feature count, nr iteration count, and tuning
parameters w.

Output: A subset F; of feature set F that gives the maximum fitness over DE.

Auxiliary: Wolves, i.e., solutions W = {W;, W, Ws, ....... , Wiy, } where W; = @, a binary representation of
features F, alpha wolf W,, beta wolf Wj, delta wolf Wj, the best solution F; = &, the fitness of wolves

- =
FT = {Ft,,Fty, Fts, ...... , Ftupt,a, A, C

1. Foreachwolf W; (Vi=1,23...... , Ny )do

2. For each feature j (Vi=1,2,3...... , np)do

3. W; < W; || Random{0,1}

4. Generate D7’ and D¢’ from Dy and D for features selected N;

5. Train the ML model using Dr’

6. Evaluate the ML model using Df’

7. Calculate the fitness of ant using Equation (1) and update Ft;.

8. Rank the solutions based on the fitness

9. Identify 1st, 2nd, and 3rd best solutions and update W,, Wg, and W; correspondingly.
10. For each iteration t (t =1,2,3,....., nt) do

11. Foreachwolf W; (Vi=1,2,3...... , Ny)do

12.  Generate the new position of wolf i by moving W; using Equation (10)

13. Generate D7’ and D¢’ from Dy and Dr for features selected W;
14.  Train the ML model using Dr’
15. Evaluate the ML model using Dg’
16.  Calculate and update the fitness Ft; of wolf i using Equation (1)
17. Update Wy, Wg, and W correspondingly

- =

18.  Updatea, A, C

19. If Fittness(W,) > Fittness(F;), then
20. E < W,

21. Return the best solution F

The binary GWO has four phases: initialization; identification of alpha, beta, and delta
wolves; moving wolves to new positions and evaluating the new position; and updating
alpha, beta, and delta wolves, as shown in Algorithm 4. In phase one, i.e., initialization,
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all the wolves will be initialized at random positions, the positions will be evaluated
using the fitness function shown in Equation (1), and alpha, beta, and delta wolves will
be identified (step-1 to step-9). Once all the wolves are initialized, the remaining three
phases will happen in multiple iterations (step-10). In each iteration, first, every wolf will be
moved with respect to the positions of alpha, beta, and delta wolves using Equation (10) to
Equation (14) (step-11 and step-12). The new positions of all wolves will then be evaluated
using Equation (1), and the fitness vector will be updated (step-13 to step-16). The positions
of alpha, beta, and delta wolves w111 be updated (step-17) with the new first, second, and

third positions. The parameters a, A C will be updated (step-18). The best solution will
then be compared with the solution of alpha and updated (step-19 and step-20). Finally,
once all the iterations are over, the best solution will be returned (step-21).

Wi(t + 1) = Cross_overy, (W W, Ws ) (10)
where
Wi if rand < 0.45
Cross_overyy, (W Wﬁ,W ) W if 045 < rand < 0.8 (11)
5 if rand > 0.8
|1 if Wi+ cstepyw;, — 0.5 > rand
Wa = { 0 if Wi+ cstepy,w, — 0.5 < rand (12)
W, — 1 if Wi+ cstepgw, — 0.5 > rand (13)
P 0 if W+cstepgw, — 0.5 < rand
[ 1 if Wi+cstepsw, — 0.5 > rand
Ws = { 0 if Wi+ cstepsw, — 0.5 < rand (14)

The csteps of any wolf or wolves { Wy, Wg, Ws } can be calculated using Equations (15)
and (16).
1
CStePw’W’. = W (15)

Dyw, = (Cxw) = W; (16)

N
The vector A is a random vector calculated using Equation (17), which is depen-
—
dent partially on constant a. The vector C is a vector of random values derived using
Equation (18). Constant a is initialized with a value of 2 and will be reduced in every
iteration using Equation (19).

H
A = Vectory oy (2% axrand — a) (17)

>
C = Vectory,,, (2 x rand) (18)

a=2—itrx (19)

NOjty

5. Results and Discussion
5.1. Free Parameters and Classifier Selection

The purpose of the experiments conducted is two-fold: to evaluate the proposed
SOMLAP dataset for accuracy and to identify the essential PE file header features and
evaluate their performance. All the experiments were carried over a laptop with an Intel i5
8th Gen processor with RAM of 16GB on the Windows 10 platform. The coding was done
with Python, and, for evaluating the proposed ACO, CSO, and GWO FS algorithms and
the dataset, classifiers available in the Scikit learn library were used. The constants (free
parameters) used in all the three optimization algorithms are shown in Table 10.
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Table 10. ACL, CSO, and GWO free parameters for all the experiments.

ACO Ccso GWO
omega = 0.95
alpha=0.5 omega = 0.95
beta =0.3 alpha=—0.5 _
rho = 0.1 pa = 0.25 e (19150
q=05 lam = 0.01 - -

no_nests = 10 no_iter = 10

no_iter = 10

epsilon = 0.001
no_ants = 10
no_iter =10

The SOMLAP dataset was already explained in detail in Section 3. It consists of
51,409 samples and 108 features. First, a trail run was conducted to choose a suitable
classifier among six classifiers. To do so, the ACO wrapper FS algorithm was run with ten
ants and two iterations on the SOMLAP dataset. The results are tabulated in Table 11. From
these primary experimental results, it was decided to use a decision tree (DT) classifier in
the rest of the experiments. Even though the random forest (RF) method demonstrated
higher accuracy, DT is competitive with RF with respect to accuracy and 96% faster.

Table 11. Initial results to choose a suitable classifier.

Accuracy Time Taken (in

Exp. No. Classifi Sol Length
P asstiier Full Features Reduced Features & SecI)t (10 .Ants 2
eration)

1 KNN 98.25% 99.05% 18 262,380

2 Nearest Centroid (NC) 71.25% 89.14% 14 154.3

3 Random Forest (RF) 99.37% 99.40% 17 141,140

4 Gaussian NB (GNB) 61.73% 95.49% 15 358

5 SVM 89.93% 94.11% 18 6430

6 Decision Tree (DT) 99.09% 99.31% 13 4365

ROC curves give a pictorial view of the performance of the proposed algorithms. The
ROC curves for all the classifiers used in this experiment, comparing with and without
feature selection, are shown in Figure 3a—f. The ROC curves clearly depict the performance
and truthfulness of the ACO wrapper feature selection, by showing the area under the
curve (AUC). The AUC, after bio-inspired wrapper feature reduction, is higher than with
the full dataset, which proves the algorithm’s efficiency.

5.2. Evaluation of the ACO-DT, CSO-DT, and GWO-DT Wrappers on the Benchmark ClaMP Dataset

First, the ACO-DT, CSO-DT, and GWO-DT wrappers for feature selection were eval-
uated on the ClaMP Integrated Dataset [29], which is the most recent benchmark dataset
developed by Kumar et al. The results of five different runs and their averages are shown
in Table 12.

All the three Swarm optimization algorithms with DT classifier wrappers were run
with equal number of agents and iterations for a fair comparison. Due to randomness
in the FS algorithms, and to get a better picture for performance comparison, five runs
were considered. From Table 12, for the ClaMP dataset, the ACO-DT wrapper selected
fewer features compared with CSO-DT and GWO-DT. The ClaMP dataset has 69 features
in total. The best accuracy, as recorded in Table 12, was from ACO-DT’s first run, where
18 features were selected with 98.016% accuracy. The best performance with respect to
accuracy for CSO-DT was in Run 3, where 39 features were selected with 97.696% accuracy.
The best run for GWO-DT, with 19 significant features and 97.248% accuracy post reduction,
was recorded in Run 3. Clearly, ACO-DT outperformed in two ways, with fewer features
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selected and the highest accuracy. However, as far as time complexity is concerned, GWO-
DT was the fastest, followed by CSO-DT, and the slowest one was ACO-DT. Table 13 details
the list of features identified in Run 1 of Table 12 for ACO-DT, CSO-DT, and GWO-DT.
Table 13 serves as a proof of concept for the selected features. In Table 13, the feature
numbers selected from the ClaMP dataset for each header category are detailed. If we look
at the average results of the three optimizing algorithms in Table 12, ACO-DT outperformed
with respect to detection accuracy, but the run time was very high at 2325 s. CSO-DT is
very close to ACO-DT with respect to detection accuracy, and it has an advantage of faster
run times at 2.2 s. GWO-DT was the fastest, with an average run time of approximately 1s,
but the accuracies are low compared to ACO-DT and GWO-DT. Therefore, to summarize
the results of Table 12, there is always a three-dimensional trade-off in the choice of the best
algorithm among ACO-DT, CSO-DT, and GWO-DT, viz., features reduced, accuracy, and
time complexity. Since the goal of the research was to identify an optimal feature set with
the maximum possible accuracy, ACO-DT has won the race.

Since the swarm optimization algorithms chosen for this study were proved to be
promising compared to the existing benchmark dataset, they were also evaluated for the
proposed SOMLAP data set.

5.3. Evaluation of the ACO-DT, CSO-DT, and GWO-DT Wrappers on the Proposed SOMLAP Dataset

The ACO-DT, CSO-DT, and GWO-DT optimization—classifier hybrids proved to be
very effective for the ClaMP benchmark data sets. In this experiment, the enhanced and
proposed SOMLAP dataset was evaluated with the same optimization—classifier combo.
The results are tabulated in Table 14.

Table 12. Evaluation of ACO-DT, CSO-DT, and GWO-DT on the benchmark ClaMP dataset.

® DT Wrapper Accuracy with No. of Features . Accuracy after Iteration Number
un No. FS Algorithm Full Features Selected Run Time (Sec) Featu.re Wher.e the Best
(out of 69) Selection Solution Found

ACO-DT 18 2093.68 98.016% 7

1 CSO-DT 97.50% 26 2.141 97.312% 10
GWO-DT 37 1.022 96.929% 3
ACO-DT 19 2127.89 97.184% 3

2 CSO-DT 97.24% 29 2.256 96.865% 6
GWO-DT 19 1.05 96.673% 9
ACO-DT 24 2216.10 97.696% 1

3 CSO-DT 97.185% 39 2.198 97.696% 10
GWO-DT 24 1.046 97.248% 4

ACO-DT 21 2354.46 97.824% 4

4 CSO-DT 98.144% 25 2.235 97.502% 2
GWO-DT 19 1.099 96.609% 6
ACO-DT 20 2834.20 97.760% 3

5 CSO-DT 96.993% 20 2.259 97.057% 10
GWO-DT 19 0.960 95.841% 6

ACO-DT 20.4 2325.66 97.696% 3.6

Avg. CSO-DT 97.528% 27.8 2.2178 97.286% 7.6

GWO-DT 23.6 1.035 91.261% 5.6
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Figure 3. (a) ROC curves for ACO-KNN; (b) ROC curves for ACO-NC; (¢) ROC curves for ACO-GNB;
(d) ROC curves for ACO-RF; (e) ROC curves for ACO-SVM,; (f) ROC curves for ACO-DT.
Table 13. Details of the features selected from Run 1 of Table 12.
No. of Features Features Selected from Features Selected from Features Selected from Features Selected from
FS Algorithm Selected (With Best DOS_Header (6 COFF_Header (17 Optional_Header (37 Other_Fields (9
Accuracy) Features, 1-6) Features, 7-23) Features, 24-60) Features, 61-69)
ACO-DT 18 1,2,3,6. 7,8,12,13, 16,17, 21. 28,30, 32,37,43, 44, 45. NIL
7,8,9,10,11,13,17,18, 29, 34, 38, 43,44, 47,52,
CSO-DT 26 1,5. 21,23, 55, 56, 57, 60. 62, 63, 66.
24,27,29, 30,31, 32, 34,
GWO-DT 37 1,2. 8,9,10, 11,12, 13, 14, 16, 35,36, 37, 39,43, 46,47, 62, 63, 64, 66, 68, 69.

17,18, 19, 21.

52,59, 60.
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Table 14. Evaluation of ACO-DT, CSO-DT, and GWO-DT on the proposed SOMLAP dataset.

r DT Wrapper Accuracy with No. of Features . Accuracy after Iteration Number
un No. FS Algorithm Full Features Selected Run Time (Sec) Featu.re wher.e the Best
(out of 69) Selection Solution Found

ACO-DT 7 22,339 99.053% 3
1 CSO-DT 99.144 30 35.67 98.878% 6
GWO-DT 22 20.499 99.008% 7
ACO-DT 9 22,901 99.17% 8
2 CSO-DT 99.189 29 36.88 98.956% 8
GWO-DT 24 19.31 98.988% 6
ACO-DT 10 24,458 99.163% 4
3 CSO-DT 99.163 39 38.19 99.202% 4
GWO-DT 23 19.127 99.079% 4
ACO-DT 12 28,960 99.377% 4
4 CSO-DT 99.131 29 38.011 99.137% 8
GWO-DT 23 19.501 99.196% 3
ACO-DT 10 25,066 99.202% 4
5 CSO-DT 99.286 33 36.742 99.124% 5
GWO-DT 24 19.176 99.170% 9

ACO-DT 10 24,744.8 99.193% 4.6

Avg. CSO-DT 99.182 32 37.098 99.059% 6.2

GWO-DT 23.2 19.522 99.088% 5.8

Similar to the first experiment with the ClaMP dataset, we conducted five runs on
all three bio-inspired wrapper feature selection algorithms, with DT as the classifier. For
a fair comparison among the three, optimization algorithms all are run with 10 agents
and 10 iterations and the free parameters as shown in Table 10. The average accuracy
prior to feature reduction is 99.182%, the highest recorded being 99.286% in Run 5. It is
worth noting that the accuracies before and after feature reduction are all par 99%, which
proves the validity and fitness of our SOMLAP dataset when compared to the ClaMP
dataset. Considering highest accuracy being the top priority, the best performance of the
ACO-DT wrapper was obtained in Run 4, with 12 features out of 110 being selected, with a
classifier performance of 99.377%. The best performance of CSO-DT was in Run 3, with
39 features and 99.202% accuracy. GWO-DT produced 23 features with 99.196% as its best
post reduction accuracy in Run 4. As a proof of concept, the details of the features selected
by each of the wrappers in Run 4 are listed in Table 15. To summarize the results of the
evaluation of the SOMLAP dataset using three different swarm optimization algorithms,
the average of five runs can be seen in Table 14. ACO-DT was the best, both in optimal
feature selection and higher accuracy. However, the average ACO-DT run time was 24,744 s,
which is 668 times higher than CSO-DT and 1267 times higher than GWO-DT. Clearly,
ACO-DT proved to be more promising, with 10 out of 108 features selected on average and
a 99.19% average accuracy.
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Table 15. Details of features selected in Run 4 of Table 14.

No. of Features

Features Selected from Features Selected from Features Selected from Features Selected from

FS Algorithm Selected. (With Best DOS_Header (16 COFF_Header (7 Optional_Header (30 Sections_Header
Accuracy) Features, 1-16) Features, 17-23) Features, 24-53) (55 Features, 54-108)
ACO-DT 12 2,10,16 23 25,28,37,44, 45,46 80, 86
24,25,28,31, 35, 44, 45, 55,56,67,71,73,76,85,87,89,
CSO-DT 29 1,2,6,13,16 22 49,50 90,91, 96, 97, 104
57,58, 59, 61, 64, 66, 75, 76, 82,
GWO-DT 23 11 18,22 24,25, 38, 40, 44 84,87, 89,93, 102, 105.
Comparison of results with similar works is tabulated in Table 16. Figure 4 portrays a
graphical comparison of accuracies and features selected for both ClaMP and SOMLAP
data sets.
Table 16. Comparison with similar works.
Feature Number of Accuracy
Sno Paper Saﬁurlglsn(!;:gts) Tec]l:i E’ e Selection Nunll:l:::uorfe;l"otal Features after (After
P 1 Technique Reduction Reduction)
Belaoued and KHI square
1. Mazouzi [19] 552 NA val‘}w 590 50 NA
(2015)
Salehi et al. [18] RF, J48 DT Threshold o
2 (2014) 1211 NB Frequency NA 6 984%
Walenstein et al. NB, J48, SVM . o
3. [16] (2010) 23,906 RF, 1B5 Info. Gain 1867 15 99.8%
Elovidi et al. [15] ANN, DT Fischer 300 o
4. (2007) 30,430 NB Score 5500 5-g 95.5%
53 (Raw)
kumar et al. [29] RF, LR, LDA
5. 2017) 5180 DT NB, KNN NA + NA NA
68 (integ)
Penmatsa et al. RF, SVM, NB ACORS 53 (Raw) 4R+ )
6. [30] (2020) 5180 s Ancrithon + 21 90.55%
g 68 (integ) Features
Maleki et al. [27] SVM, RF, NN, forward feature o
7. (2019) 71 ID3, NB selection 30 8 98.26%
Vidyarthi et al. . o,
8. [73] (2017) 180 SVM Info Gain NA 232 92%
Chen et al. [28] 1000 (malicious) 5,
9. 2021) +1069 (benign) XGBoost PCA NA 79 99.56%
51,409
. ’ ACO, CSO, o
10. This Paper 19,809 (malware) RE DT GWO wrappers 108 12 (ACO-DT) 99.37%

+ 31,600 (benign)

5.4. Discussion

The SOMLAP dataset was evaluated with several popular classifiers, and it was found
that the DT classifier is the most optimized among them all. The average accuracy, in
five runs, for the SOMLAP dataset was 99.18%, whereas for the ClaMP dataset it was
97.528%; this proves that the SOMLAP dataset proposed in this work has added value to
the ClaMP dataset. In this work, another important contribution was to apply novel swarm
optimization algorithms, Ant Colony Optimization (ACO), Cuckoo Search Optimization
(CSO), and Grey Wolf Optimization (GWO), in wrapper mode with DT as the classifier, to
find the most significant attributes in the SOMLAP dataset. The performance of all three
algorithms was compared, and it was concluded that, as far as accuracy is considered,
ACO-DT produced the highest, 99.37% after feature reduction. ACO-DT also outperformed
others in dimensionality reduction, by selecting fewer attributes than others. As far as
execution speed is considered, GWO-DT is the fastest algorithm, and almost near to ACO-
DT in accuracy. The feature numbers identified by the optimization algorithms are revealed
in Table 15 as empirical proof of the SOMLAP dataset.
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Figure 4. (a) Features selected vs. accuracy with the ClaMP dataset. (b) Features selected vs. Accuracy
with the SOMLAP dataset.

From the experimentation and results obtained, the pros and cons of the three op-
timization algorithms are discussed. ACO, introduced in 1992, is an early swarm-based
robust search technique. Here, the ant ensures that a local best solution is found as it
traverses in the search space. ACO’s main advantage is a guaranteed global optimum with
fewer iterations and the possibility of parallel processing. The disadvantage is its high
time complexity, due to incremental traversal from one node to another calculating the
fitness each time. ACO has six tuning parameters, and a trial-and-error-based setting will
consume more time. CSO, introduced in 2009, is a mimic of the brood parasitism of the
cuckoo bird, and uses Levy flight for a possible solution selection. The advantage of CSO
is that, since there is no node-to-node calculation of fitness, one iteration of CSO is very
fast, and sometimes the stopping criteria may be reached early. However, CSO does not
ensure the best result in fewer iterations. It has four tuning parameters to experiment with.
GWO), introduced in 2014, is another random subset selection method that does not require
a fitness calculation for the inclusion of each node to the solution and hence is faster per
solution. However, similar to CSO, it does not ensure global optima for fewer iterations; it
also needs more agents and more iterations compared to ACO. The advantage is its speed
of convergence and only one tuning parameter.

6. Conclusions

PE file malware detection using ML tools, a hot topic of research, is taken up in this
paper, with a goal of arriving at a new updated dataset over the current benchmark dataset.
A critical survey of existing works in the area of malware identification based on ML
methods was conducted and the scope for research was narrowed down. There is a need to
construct a pure PE-header-field-based dataset that can contribute to improved detection
rates. A new SOMLAP dataset (Swarm Optimization and Machine Learning Applied to PE
Malware Detection) was developed, an extension over the ClaMP, benchmark dataset [12],
to explore a possible improvement of malware detection accuracy. More samples, a total of
51,409, were collected. The malware sources were updated from Virus Share and benign
sources from Windows 10 executables. We increased the attribute size to 108 compared to
69 in the ClaMP dataset by including several features from six sections of the section table.
The dataset attributes are pure PE-header-based and are meant to prove the capability
of PE header fields for efficient malware detection. The scope for improvement in the
existing ClaMP dataset lies in the fact that the ClaMP dataset considered only the standard
section of the PE header. In the SOMLAP dataset, we considered all the sections in the
feature extraction. This fact is proven by the last column of Table 15, wherein the list of the
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most significant features selected by the swarm optimization algorithms is shown from the
various sections in the section table. The ClaMP dataset considered the entropy of only
two sections, whereas, in our work, we considered the entropy of five sections. For the
SOMLAP dataset, we excluded three features from the DoS header. Our hypothesis was
that the common sections excluding text and data, such as bss, textbss, rsrc, and idata, have
an impact on malware determination of a file. Our experimental results showed us that our
hypothesis is right.

Swarm optimization algorithms were used to identify the most-contributing attributes
of the SOMLAP dataset, aiming at reducing the features and improving the accuracy of
detection. Three popular algorithms, viz., ACO, CSO, and GWO, with a decision tree
classifier in wrapper mode, were compared with 10 agents and 10 iterations each for a fair
comparison. The average number of features among five runs selected by ACO, CSO, and
GWO were 10, 32, and 23 respectively. The average accuracies among five runs after feature
reduction were 99.19%, 99.05%, and 99.08%, respectively. The average run times in seconds
were 24,744, 37, and 19 respectively. Therefore, ACO outperformed others with respect to
optimal feature reduction and accuracy. GWO outperformed with respect to runtime. All
three algorithms were able to produce 99%+ accuracies.

As a future study, the SOMLAP dataset can be used by researchers to explore and
compare other optimization algorithms and novel hybrid classifiers.
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