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Abstract: The faults of actuators and sensors can lead to abnormal operations or even system faults
in multi-agent systems (MASs). To address this issue, this paper proposes an adaptive fault-tolerant
control (FTC) algorithm for leaderless /leader-follower MASs against actuator and sensor faults. First,
extended states integrating the fault components are constructed and the MAS is transformed into a
descriptor system form. Then, a sliding-mode observer is designed for the transformed MAS. Based
on the estimated MAS states and faults, adaptive FTC algorithms are developed, which update the
control gains with the distributed tracking error. Finally, numerical simulations demonstrate that the
proposed method can guarantee MAS stability against actuator and sensor faults.

Keywords: adaptive control; fault tolerant control; multi-agent systems; sensor fault; sliding mode

check for 1. Introduction

updates . . . . . .
Multi-agent systems (MASs) have many virtues in comparison with the conventional

control systems such as greater robustness, flexibility, and adaptability, which empower the
MAS with the capability to deal with more complex task scenarios [1,2]. As a result of these
advantages, MAS has been widely applied in fields such as drones formation, multi-robots
coordination, and supply chain management [3-12]. The outstanding advantages of MASs
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and their extensive engineering applications make them an important direction for modern
control and robotics technology development, which will have profound impacts on various
fields in the future. However, the scalability and complexity of MAS make it difficult for
conventional centralized control methods to meet the requirements. The theoretical value

and application prospects make MASs attract a lot of research attention.

Currently, the main research directions for control methods in MASs include dis-
tributed control theory, flocking algorithms, adaptive control, and intelligent control,
etc. [13-15]. Among them, the research results of distributed control are the richest. Ac-
cording to the structure of MASs, distributed control can be divided into two categories:
leaderless and leader—follower. The control objective of leaderless MAS is to achieve con-
sensus of MAS [16], whereas the control objective of leader—follower MAS is to track the
leader’s state [17]. According to whether the communications are unidirectional or bidi-
rectional, MASs can also be divided into two categories: directed graphs and undirected
graphs, which makes the leader—follower become a special case in directed graphs [18].
In [19], adaptive discontinuous control protocols are studied to achieve fixed-time con-
sensus of nonlinear MASs in leader-following and leaderless cases. A consensus-based
formation control strategy of discrete MASs is investigated in [20], where bounded uncer-
tain time-delays and directed switching topologies are considered. A consensus control
scheme with time-varying coupling weights is investigated for linear MASs subjected to het-
creativecommons.org, licenses /by / erogeneous Brownian disturbances and directed topologies in [21], where the distributed
10/). controller is designed by utilizing Riccati inequalities and the coupling weights are updated
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according to consensus error. Overall, as a popular research direction, distributed control
has attracted much research efforts from many researchers, and the existing research results
are abundant. However, many research results only focus on the design of control methods
and consider relatively ideal scenarios: assuming that the precise system state is known and
no faults occurred in the system, making the methods studied more theoretically valuable
but weakening their engineering feasibility.

In practical applications, MASs contain a large number of agents distributed in space,
and each agent has to face different environmental challenges, this places the MASs at risk
of sensor and actuator faults. The component faults will cause the controller to be unable
to accurately perceive the measurement of the system state or correctly execute control
instructions, resulting in a degradation in the control performance of the MAS [22-27].
The fault of a single agent can affect the normal operation of neighboring agents through
distributed control protocols, causing individual faults to escalate into a wider range of
faults that threaten the stability of the MAS. However, due to the large scale and wide
distribution of MASs, maintenance difficulties and long repair cycles of their sensors and
actuators undermine the availability of the system. To facilitate real-world implementation,
distributed control requires more comprehensive problem formulations and solutions
embedding fault diagnosis and FTC modules. Specifically, in fault-afflicted scenarios where
part of the system information is unavailable or unreliable, distributed reasoning and
estimation methods should collaborate to recover the missing information causing by
insufficient measurement or sensor faults. Robust and adaptive control paradigms should
be investigated to handle uncertainties and maintain system stability when faults occur.
On the whole, fault diagnosis (FD) and fault-tolerant control (FTC) of these two types of
faults are urgent issues to address in the design of MASs.

At present, there are numerous research achievements on FD and FTC methods for
MASs. In [28], a consensus tracking control scheme is designed to handle abrupt and
incipient faults for MAS under fixed and switching topologies. An adaptive FTC is investi-
gated for MAS where the parameter is updated online based on the local state information
in [29]. In [30], an FTC algorithm for time-varying formation control is presented for MAS
to ensure stability against the impact of actuator faults, specifically efficiency loss, and bias.
A distributed adaptive fault-tolerant containment controller is designed to address actuator
bias faults in MASs featuring multiple leaders by introducing observer-based techniques
in [31]. In [32], a decentralized output sliding-mode FTC scheme with adaptive laws is
proposed for heterogeneous MASs subjected to matched /unmatched disturbances and
actuator faults. A resilient distributed observer-based FTC scheme is studied for MASs
subjected to actuator faults and denial-of-service attacks in [33]. However, the studies
mentioned above have primarily examined actuator faults and neglected the possibility of
sensor faults. Diagnosing and handling sensor faults typically involves techniques such
as filtering, estimating, or fault detection and isolation, which aim to mitigate the impact
of inaccurate sensor readings on the control system’s output. A method of diagnosing
distributed sensor faults with Ly — L, performance is explored in [34]. An algorithm for
fault-tolerant output regulation is proposed for leader-follower MASs in the presence of
sensor faults in [35], which guarantees convergence of all output tracking errors. Further-
more, a distributed FTC algorithm based on sliding mode and radial basis function neural
networks is studied in [36].

Compared with actuator faults, the design of FD and FTC methods for sensor faults
faces greater challenges, because sensor faults destroy the observation of the system state,
making it impossible to accurately obtain state feedback [37,38]. This makes the design of
observers and controllers extremely tricky. Effectively addressing sensor fault problems is
key to improving system stability, safety, and reliability. Some scholars believe that sensor
faults are not very valuable for research, because with the progress of production and
technology, the accuracy and reliability of sensors have been greatly improved, and the
miniaturization of sensors also makes hardware redundancy of sensors feasible. However,
for MASs, the scale effect makes sensor redundancy an expensive solution. Moreover,
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the design of MASs often involves miniaturized agents, and hardware redundancy can
cause an increase in agent volume, thus making the MAS cumbersome. To put it another
way, even for conventional single-machine systems, sensor redundancy can increase power
consumption and require the design of filtering algorithms for data fusion. Additionally,
for many systems, sensor redundancy can encroach upon the system’s payload capacity,
making it a limited means of preventing sensor faults, such as in the case of miniaturized
unmanned aerial vehicles and spacecraft. Therefore, the importance of designing FD and
FTC methods for sensor faults is just as important as doing so for actuator faults.

Indeed, distributed control is a frontier hot research topic, which has attracted broad at-
tention and extensive research from the control community. The literature contains profuse
theoretical results on distributed consensus protocols and cooperative control strategies that
address system observability and controllability under ideal assumptions. Nevertheless,
many results overlook system uncertainties and faults that are commonly encountered
in real applications, compromising practical applicability. While rich theoretical results
have been obtained, distributed control still awaits substantial development to enhance
its implementation capability in practical systems. A promising direction is to integrate
distributed control with fault diagnosis, fault tolerance, and adaptation. This can lead to a
holistic solution that addresses challenges from both theoretical and practical perspectives,
making distributed control fully ready for real-world deployment in critical infrastructures
and applications.

Addressing the issues of actuator and sensor faults in leaderless/leader—follower
MASs, this paper proposes a distributed adaptive FTC method based on sliding mode
observers. The main contributions are:

1.  The descriptor system approach is introduced to handle actuator and sensor faults in
MASs. By extending the system state, the system transformation turns the component
faults into the uncertainty of the transformed system, and the system is transformed
into a descriptor system form so that fault diagnosis and state estimation can be
achieved simultaneously.

2. Asliding mode observer is designed for the transformed descriptor dynamics to take
advantage of the insensitivity of unknown input observers to uncertainty. By utilizing
the sliding mode technique, the uncertainty of the transformed system is suppressed
such that the estimation errors converge and the extended states are estimated.

3.  Based on the obtained estimation of system state and faults, a distributed adaptive
fault-tolerant control protocol is designed. The control gains are updated based on
the distributed tracking error so that the MAS can maintain stability in the presence
of actuator and sensor faults.

The rest of this paper is organized as follows: Section 2 provides the theoretical pre-
liminaries and problem formulation. Section 3 is divided into three parts, where Part 1
conducts a descriptor system transformation and designs an observer based on sliding
mode, while Parts 2 and 3, respectively, focus on the design of FTC methods for leader-
less and leader—follower MASs. Section 4 presents numerical simulations, and Section 5
concludes the paper.

Notations: For the sake of brevity in subsequent expressions, certain symbol defini-
tions are introduced herein. Let1; = [1,1,.. .,1]T e R, 0y, x1, be a I1-by-I> zero matrix,

and I;R"*! be an identity matrix. For a vector v, denote ||v|| = Vv v as the norm function,
and sign(v) = ﬁ as the signum function, especially sign(0) = 0. For a matrix M, M" and

MT are the pseudo inverse and transpose, respectively, and M~ = (M~1)". The Kro-
necker product is represented by ®. diag(x) and blkdiag(x) are the diagonal and block
diagonal functions, respectively.
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2. Preliminaries and Problem Formulation
2.1. Preliminaries
Graph Theory

The communication connections of MAS are described with an undirected graph
G = (v,e, A), where v = {vy,...,uN} is the agents set, ¢ C v X v is the connections
set where ¢;; € ¢ represents the connection from agent i to agent j, and A = [a;] €
RN*N s the adjacency matrix. For A, aj > 0ife; € ¢, a;; = 0ifg; & eori = j.
Let D = diag(dy,dy,...,dy) in which d; = Zfil aj, then the Laplacian matrix can be
calculated by £ = D — A. Similarly, the connections from agents to leader are denoted with

B = diag(b, . ..,bn), where b; = 1 if agent i can access the leader’s information, otherwise
b, = 0.

2.2. Problem Formulation

Consider the MAS consists of N agents with linear dynamics. The dynamics of the
i-th agent are formulated as follows. The dynamics of the i-th agent (i = 1,...,N) is
formulated as

{ Xi = Axi + Bu; + Fa fai 1)
yi = Cxj+ Ffsi ’

where x; € R™, y; € R , u; € R™, f; € R™, and f;; € R™ are the system states,
measurement output, control input, actuator fault, and sensor fault, respectively. A €
RMxx B e RM*M C e RW*™ F, € R"™*"™ and F; € R"™*"s are the system matrices.

The subsequent theoretical derivation is conducted on the basis of the following
assumptions:

Assumption 1. The graph that describes the communications among the MAS is connected.

Assumption 2. The actuators fault f,; and sensor fault fs; are bounded and satisfy the conditions
foralli=1,...,N: ||full < 1o, || faill < rag, and ||fsil| < s, where rq, 7,4, and rs are known
positive constants.

Assumption 3. The dimensionality of faults in actuators and sensors satisfies the condition of
ng + ns < ny. Furthermore, the parameter matrices F, and Fs are column full-rank matrices.

Assumption 4. The matrix rank of B and F, satisfies the condition of rank([B, F;]) = rank(B).

Remark 1. The effectiveness of fault diagnosis depends on reliable system measurement. If the
faults fully compromise measurement credibility, FD becomes impossible. Assumption 3 constrains
the sensor fault dimensionality such that measurements retain partial observability and faults
remain inferable.

Remark 2. From the perspective of mathematics, Assumption 4 implies that the column space of
matrix F, is a subspace of the column space of matrix B. From an engineering perspective, actuator
faults only occur on actuator components. Therefore, the number of actuators determines the number
of actuator faults, and the deployment of actuators determines how the actuator faults affect system
dynamics. A common way to deal with it is to set F, = B, but we consider the case where F; # B to
conserve the generality of the model. Assumption 4 implies that the number of actuator faults is
always less than or equal to the number of actuator outputs, and any deviation caused by actuator
faults can be compensated for.

Remark 3. Actuator faults can typically be modeled in additive form and multiplicative form,
ie,u = (1—p;)u; + @;, where u} is the faulty actuator output, p; symbolizes the coefficient of
efficiency degradation, and ; is the bias fault. This equation can be converted into additive form
uf = u; + (@; — piu;). Furthermore, by denoting @} = (@; — p;u;) and combining with the cases
in which F, # B, the form of Equation (1) can be obtained.
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This paper aims to develop FTC for MAS (1) ensuring stability despite actuator and
sensor faults. For leaderless MASs, the control objective is consensus, i.e., lim; 0 X; —
% ijil xj = 0. For leader—follower MASs, the objective is tracking the leader’s state x,
ie., limy,e x; —x9 = 0.

3. Main Results
. _ T
Constructing an extended state %; = [x;, f,}, f.} |

can be transformed in the following descriptor form.

, the original system dynamics (1)

{E_fl IAXZ' + Bu; + Ff_l )

y; =C%;

where f; = [( fai + fai) " T} T is the augmented uncertainty, E £ blkdiag (I, +n,, O xn, ),

7 Jsi

c2 {C, Ony XHar Fs} , and other matrices are given as

_ A Fg B B _ Onxxi’lﬂ
A= —In, JBE | Onyxny | FE | Tny  Ongxn,
_InS Onsxnu 1n5

Note that in the descriptor system (2), the sensor faults f;; are incorporated into
the augmented state ¥;, leading to the output y; being solely dependent on %;. Hence,
designing an observer for the descriptor system (2) is concerned only with attenuating the
effects of the uncertainty term f;. Moreover, adopting the descriptor approach incorporates
actuator fault f,;; and f;; into the extended state %;. Any stable observer for (2) can then
simultaneously estimate x;, f;; and f;;.

3.1. Sliding Mode Observer

Note that E is singular as (2) is descriptor, with unknown input f;. Therefore, unknown
input observer (UIO) is a suitable approach since it is insensitive to unknown input signals.

A sliding mode-based UIO is designed for the i-th agent (i = 1,..., N) by defining an
intermediate variable Z;:

{S_z*,» = (A - LpC)%; + Bu; + Lsvs; + Ky; 3)

% =2+ S5 'Lpy;

where 71 £ 1y + 1, + 15, vg; is the sliding mode term, S € R"*" is a non-singular matrix,
L, e R, K € R"" and Lp € R" " are gain matrices designed later.

Lemma 1. There exists a matrix Lp such that: (a) S = E + LpC is non-singular; (b) CS~'Lp =
Iy,; (c) AS7'Lp = —N.

Proof. By recalling rank(F;) = n, from Assumption 3, it follows that

E s
rank [ C] = rank I, =i. 4)
C Onyxna F;
Let Lp be defined by
0
Lp 2 |Omcenny | 5
D [ M ®)

where ¢ > 0,and M = (F'F)'F/.
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Based on the fact that rank(F;) = ns < ny, one has MF; = I,,. Subsequently, S and
S—1 can be obtained as follows

Inx Inx
S=E+LpC= I, e Iy, . (6)
'YMC Onsxna 'Ylns —MC Onsxna %Ins

Furthermore, it can be derived that

_ o O}’lxXVly
CS'Lp =1, AS'Lp = — | Oy, | - 7)
M

.
Let N £ OnTxmy,OT ,M"| .Theproofends. O

1 X1y
Adding LpC¥; to both sides of (2) derives
Sx; = Ex; + LpCx; = Ax; + Bu; + Fj:l + LpCx;. (8)

It follows from (3) that

§% =52+ §'Loyi]
=(A — LyC)2; + Bu; + Lsvg; + Ky; + Lpy; ©)
:( A — LPC)XAZ - (A — LPC)S_ilLDyi + Bui + Kyl + Lsvgi + LDCfl

Define the estimation error as ¥; = %; — %;. Let K be determined by K £ (A —
L,C)S~Lp + L. Subtracting (8) from (9) and multiplying both sides by S~1, the following
results can be obtained.

=i
Il
957}

(A -L,C)%; — Ff; + Levg]. (10)

Let the matrix Ls be determined by Ls = F, and a switching surface s; be design as
s; 2 HC%;, where H € R("*7)*" i a matrix determined such that (P,S~1F)T = HC
holds.

The sliding mode-based feedback term v;; is designed as

Usi = —(ra + raq + 15 + €)sign(s;) (11)
where € is a positive constant.
Lemma 2. There exists a matrix Ly such that the following LMI holds:
PS YW A-L,C)+(A-L,C)'S TP =—-Q, (12)
where ¢ > 0, and P € R™" and Q € R™ " are symmetric positive definite matrices.

Proof. There must be a positive definite matrix R € R"*" such that the following inequality
holds for matrix S~ A:

Re [Ai(—R - s‘*lA)] <0,(i=1,...,7) (13)

Therefore, there exists a positive definite matrix P such that

—(R4+§'A)TP-PR+S51A)=-C'C. (14)
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Let L, be determined by L, £ P~15C, the following result can be obtained.

[R+871(A-1L,0)] ‘pip [R+871(A-1L,0)| = —CTC. (15)

Furthermore, it can be derived that

_ -17 _ _ - I
[s—l(A - LPC)] P+PS Y (A-L,C)=—-RP-PR—C'C=<-2PR  (16)
LetR = %Pl_ 'Q + oI5, where ¢ > 0, then the inequality (12) can be obtained. []

Remark 4. According to the observer error dynamics Equation (9), since S~ has been determined
by Lemma 1, the matrix L, becomes the only parameter that can be used to configure the poles of
dynamics (9). Although Lemma 2 provides the evidence that L, exists, the structure of the UIO (3)
introduces S~ which makes it difficult to choose a suitable L. In practice, a suitable R can be
selected according to (13), and then the matrix P can be solved from (14) by vec(P) = (I ®
(R+STA)T + (R+ S71A) ® In)vec(C' C), where vec(M) represents the vector expression of
a matrix M (See p. 30 in [39]).

Before designing the FTC protocol, disassembling Equation (9) is required. First,
taking K into (9) yields

3%1' =51 [(A — LPC)J?i — (A - LPC)S_ilLD]/i + Bu; + K]/i + Lsvg; + LDC);CZ} a7)

=51 [(A — LPC_)J%Z' + Lpyi + Bu; + Lgvg; + LDCQ?Z'].
Let Ly 2 [L], L]y L), where Ly € R™*™, L,y € R™*™, and Lys € R™s",
Substituding S, Ly and Lp into (17), one can extract the differential equation of £; as

9éi :(A - Lplc)fi + Pafui - Lplstsi + Lplcxi + Lplpsfsi + Bu;

N . (18)
=A%+ Fifai — Lp1sz‘ + Bu;.

For the sake of convenience, the FTC protocols discussed below are designed and
discussed based on (18). It can be observed from (18) that F, fui and LplC_J?i belong to
disturbances. Therefore, we needs to cancel out these two terms in the design of FTC
protocols if possible. Hereinafter, we will discuss the leaderless and leader—followers
cases separately.

3.2. Leaderless FTC

Based on the estimation, an FTC protocol against actuator and sensor faults for leader-
less MAS is proposed as

N
uj =—G Y ajcij(%i — %) — B" Fafai
= (19)
¢ij =agkij(£; — %) 'T(% — %)), (i,j =1,...,N),

where K = B'P,, Bt = B" (BB")~!,T £ P,BB' P,, and P, € R™*" is a positive definite
matrix. Moreover, ¢;;(0) = ¢;;(0) and k;; = k;; are selected for all i and j.

The average estimated state is denoted by £* = % Zf»\i] %;. Lete; £ % — £* be the
consensus error, the following equations can be obtained

N N N
Yo aijcii(Ri— %) = ) aici (R — 22— %)) = ) ayicii(6 — ¢). (20)
j=1 j=1 j=1
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It can be obtained from (19) and ¢;;(0) = cj;(0) that ¢;; = c¢;; holds for t > 0,
and Z]-Zi 1 Z]-I\L 1 ai]'cij(ﬁi — 3?]') = 0. Furthermore, Assumption 4 gives BB+Fa = F,. Hence,
the consensus error dynamics can be derived as

N N
=Ae; — Ly C(%; 2 — BG ) _ ajjcij(é; — ). (21)
= =1

Imcorporating (10) and (21) yields the close-loop dynamics of the MAS

)f Ff LSUSJ
N

N
€; :AE,‘— p1C Z — BG ZE[,’]'CZ‘]‘(EZ'—E]‘), (i,j:1,...,N).
j=1 j=1

(22)

Theorem 1. The closed-loop dynamics (22) is stable and the consensus is achieved if there exist
positive definite matrix Py and P, such that

_ _ _ T = 1~ -
PSS A-L,C)+(A-LpyC)"S TP + ;CTLLLMC <0, (23a)

PyA+ ATPy —2aA;(L)P,BB" Py + kPP < 0, (23b)
hold foralli=1,...,N.

Proof. The stability analysis is conducted by estabilishing the following Lyapunov function

N N —a)?
V=Vi+VWV+V, V= Z f;rplfi, V, = ZeiTPze,», V3 = Z Z . (24)
i=1 i=1 i=1j=1

Taking the time derivative to V; renders

Mz

Vi =Y (% Pixi + x| Pi%y)
i=1
N
=Y #H [PSTA-1,0) + (A-1,0) '8P, (25)
i=1
N . _ N B
— Y 2% PSR+ Y 2% 1S Loy
i=1 i=1

It follows from Assumption 2 that

N N N
~L %P < Y AMIE PSTE < Y (ra + rag + 75) llsill- (26)
izl i=1 i=1

By recalling (P,S'F) " = HC, it can be inferred that

N N
Y % PS Loy =— Y (ra+ 1 +rs + €)% PS'Fsign(HCZ;)
i=1 i=1
N (27)
== (ratrag+rs+e)sill.
i=1
Therefore, incorporating (26) and (27) gives
N N B N
=Y % PSTUFfi+ Y & PST'Lovg < — ) ellsi]. (28)

Il
—_

i=1 i=1
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The time derivative of V5 has

N N N N
. 1 -
Vo, = Z (PZAJrATPz 7226 Psz1C( N ZX]) —ZZeiTPZBGZaijcij(ei *6]') (29)
i=1 i=1 j=1 i=1 j=1
Denote M £ Iy — %l;zrln, e 2 [ei'—, . ..,em—r, and £ £ [fi'—, .. ,f;\r,]—r. By applying
Young's inequality, it can be deduced that
N . 1 &
—2) & PLpnC(E — 5 ) %)
i=1 j=1
:ZQTM & PszlC’f
1. - e (30)
<xe' MMT @ PyPre+ %Iy ® CT Ly Ly CF
T 1o ot =
=ke' MM @ P,Pre + - ZiXi C'Ly Ly CH
1=
It worth noting that M is idempotent matrix, which indicates MM = M. Further,
one can derive that YN ¢, = YN, (£ — & Z]-Iil %) = 0 and
e" MM @ P,Pre=e' M ® PyPre = 2 e PP (e 2 ¢j) = Ze P,Poe;. (31)
i=1
The time derivative of V3 renders
- T
= Z Y. aii(cij—a)(e; —ej) 'Te; —e))
i=1j=1
i=1j=1j#i (32)
N N
:222 ij(cij — a)e] T(e; —ej).

i=1j=1

Because G is connected, there exists a unitary matrix U = { Nx1 Y} suchthat UT LU =

\/7 7

A = diag(Aq,...,AN). Let ¢ £ [CI,...,@IE]T = U ® I, e. Notice that M1y,1 = 0, hence

Inx1 My .
¢1 N N )
Moreover, one has
ZZ% N=e LoTe=¢"ARIE = Z/\ )& TE
i=1j=1 i=2

By imcorporating (25)-(34), one can derived that

N
V<Y ® (PSS A-L,C)+(A-L,O)'S TP+ CTL 1LnC
i=1

N N

(33)

(34)

xl
(35)

+ Z (;T(PzA + ATPZ — ZIX)\Z‘(,C)PzBBTPZ + szpz)(:fi — Z €||Si||

i=2 i=1

Therefore, one can derive V < 0, which indicates that %; and e;, i=1,...

,N) will

reach convergence eventually, and further implies that x; — % Z}il x;j is stable. Hence the

proof is complete. [J
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3.3. Leader-Follower FTC

Consider a MAS consisting of N follower agents and one virtual leader. It is as-
sumed that the communication topology among the followers is undirected and connected,
and there is at least one follower has access to the leader’s information. The dynamics of
the N followers are given by (1), and the dynamics of the virtual leader agent are described
as follows.

Xo = Axp. (36)

The following adaptive FTC protocol based on estimation is proposed.
(37)

where K* = B P3, kj > 0, k;j > 0,T = P3BB' P3, and P3 € R"*"™ is a positive definite
matrix. In addition, ¢;;(0) = ¢;;(0) for all i and j.

Denote the tracking error by g; £ %; — xg. Since cij = Cji, it follows that Z}il aijcij(ii —
%) = LN aiicij(gi — ¢j) and

N
¢i =Ag; — L,nCx; — BR LZ a;icij(6i — 6j) + bicigi] : (38)
i—1

By combining (10) and (38), the overall close-loop dynamics is obtained

S_J%i :(A - ch_)fl - F]El + FUsi
. - N (39)
¢i =Agi — Ly CX; — BR| Y ajicij(6i — 6;) + bicici |-
e

Theorem 2. The closed-loop dynamics (39) is stable and the tracking reaches convergence if there
exist positive definite matrix Py and P3 such that

- - _ e 1. -
PSS A-L,C)+(A-LpyC)"S TP + ECTL;LMC <0 (40a)

P3A+ APy —2BA;(H)P3BB P+ xP3P; < 0 (40b)
hold foralli=1,...,N.

Proof. Consider the following Lyapunov function

V=Vi+W+Vz+V,

N N N N (¢i— ) NN (¢;—B)? (41
Vi=) & PEiVa=) ¢/ P Va=), Y o Va= ZZ%'
i=1 i=1 i=1j=1j#i K =1j=1 !

Taking the time derivative to V;, gives

N N
Vo=Y ¢/ (PBA+ATP3)g;—2Y ¢/ 3L, CF,
=1 i=1

N N N N
—2) ¢/ P3BG ) ajjcij(ci —¢;) —2 ), ¢; P3BG Y dicig;.
i=1 =1 i—1 =1

(42)
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By applying Young’s inequality, one can derive
ul T == al T N1 sTATT ==
-2 21 ¢; P3LpyCX; < Z;Kgi P3Psc; + Z} % C'LyLpCxi. (43)
1= 1= 1=
Similar to the leaderless case, the time derivative of V3 and Vj gives

N
=) Z aij(cij — B)(gi — ;) "Tlgi—g))

i=1j= r]?él

N (44)
_ZZZ”"U cij — B)gi T(i — ¢j),
i=1j=1
and
N N -
Z > bi( ¢/ Tgi=2 Z bi(ci — B)g; Tgi- (45)
i=1j=1 i=1

There exists a unitary matrix U such that Q = UTHU = diag(A{(H),...,An(H)) for

H=L+B Letg = [ng,...,gMT, and { £ [gf,...,ggf = U ® I,,¢. Hence, one can
derive that
¢’ [IN ® (P3A+ AT Ps +«kP3Ps) — 2BH ® P3BBTP3} c

=" [1N® (P3A + AT P34 kP3P3) —Z/SQ®P3BBTP3}§ (46)

N
=Y & [PA+ ATPs +xPsPy —2B\(H)PsBBT B¢,
i=1
Imcorporating (41)—(46) and (25) yields
V=Vi+W+Vz+V,

_ — 1- -
—L,C) +(A—Lp,C)"S TP+ KCTLILL,,lC} %;

i=1 (47)
i T T T N

+ Y0 [PA+ AT Py 4 kPsPy — 2B (H)PBBT Py i — Y ellsil.
i=1 i=1

In the light of Theorem 2, one has V < 0, which means that ¥; and ¢;, (i=1,...,N)is
stable, and further implies that x; — x is stable. This ends the proof. [

Remark 5. It should be noted that since C is not column full rank matrix. This means C*C # I,

and H cannot be calculated with H = (PS~'F) T C*. However, we can use the Schur complement
to obtain an approximate solution. The H matrix subject to the condition (PS™'F)" = HC, which
is equivalent to

Tmce[(FTs‘*TP —HC)T(FT§ TP— HC)] =0. (48)
The above equation can be approximated by
(F'S~"P—HC)"(F'S""P—HC) <el, (49)

where & > 0 is small constant.
Furthermore, by applying Schur complement, the above LMI can be transformed into

—el; (FTS~TP—HCO)T

<0, 50
* —Ip+q ( )

of which the solution is much easier to find.
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P =

Proposition 1. Replacing the existing undirected graph with a connected directed graph will
not affect the results in the subsequent discussion of Lyapunov functions, and the convergence is
still guaranteed. It is worth noting that L + LT can be deemed as the Laplacian matrix of a new
undirected graph. Based on the fact that the feedback gain matrices are determined by K = B' P,
and K* = B Py in the FTC scheme, one can derive from the Lyapunov function analysis that the
same conclusions can be drawn if the graph is directed and connected.

Remark 6. The convergence of observation error X; implies the estimations of the system state,
actuator fault, and sensor fault are simultaneously achieved, which can be calculated by %; =

[Inx, (U (nﬁns)} %1, fai = [Ongscngs Ings Ong sy | % and fui = [Onycnys Ongeng, Ing | Xy, respectively.

Remark 7. Although the FTC protocols (19) and (37) are designed based on the dynamics of %;,
they serve as actual control laws for the MASs. This is because when X; = 0, X; = x* implies
that x; = x*. The choice to use the dynamics of %; in the formulas is purely for the convenience of
mathematical derivation.

Remark 8. The FTC scheme consists of a local observer and a distributed controller for leaderless/
leader—follower case, where the distributed FTC protocols (19) and (37) utilize estimations gathered
from the observer (3). The magnitude of the consensus error depends on two factors: the estimation
error of the observer and the consensus error of the distributed controller. From the analysis result of
Theorems 1 and 2, one can see that both errors are temporary and will eventually converge to zero.
Nevertheless, it is worth pointing out that the convergence speed of the distributed controller will
decrease as the number of agents increases, whereas the tracking speed of the local observer is only
related to the system’s and observer’s parameters. Hence, the parameter selections of the observer
can be decoupled from the FTC protocols where one can obtain a satisfying FTC performance by
choosing a suitable L, such that the poles of (10) are as far away from the right half plane as possible
and as close to the real axis as possible for a desired dynamics characteristics.

4. Simulation Results

In this section, simulations of leaderless and leader—follower MAS are provided to
demonstrate the effectiveness of the proposed FTC protocols.
The parameter matrices for the agents” dynamics are as given as follows.

0 0 1
B= |1|,F,=BF = |1]|,Cc= 2
-2 2 2 1

M% ok B= .1(7_[), and the following matrices

are selected for the observer and FTC protocols.

-3 -1
-3

2 1

A=

The parameters aresetasx = 1, & =

2.75 x 10° —2360.9 7444.1 —3.6202 10439
—2360.9 1812.1 26099 —0.026 1669.6 —-3.62 —0.013 —-0.025
7444.1 26099 66954 —0.025 1348.8|,H = | 83.51 6.68 10.79
—3.62 —-0.026 —0.025 0.003 —0.06 059 16527 1845
10439 1669.6  1348.8 —0.0634 3532.3 51
33.86 —1.29 1.92 G
—-037 3742 —40.44 044 —0.09 0.12
L, = 3.02 807 —5415 |,Pb=P3;= [-0.09 035 —0.034].
—117.56 52171 —6071.7 0.12 —-0.034 0.33
63.9 6612.8 1363

4.1. Leaderless FTC

In the leaderless case, suppose that the MAS consists of four agents among which the
connections are as shown in Figure 1.
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Figure 1. Communication topology of the leaderless MAS.

The following actuator and sensor faults are injected into the leaderless MAS in the
simulation. The rest of the agents remains fault-free in the simulation.

fa1 =12sin(0.5t +0.57), (t>10s)
fa1 =10sin(0.8t), (t>55)
fa3 =10sin(0.5t + 0.57),  (t >55)
fs3 =12sin(0.8t), (t >10s).

The simulation results are presented in Figure 2. As shown in Figure 2a, the MAS
states converge to a stable range within ¢ < 3 s, and then experience disturbances atf > 5s
and t > 10s due to faults injection. However, the tracking error &4 remains upper-
bounded by ||%1..4]| < 0.5, which is acceptable considering the magnitude of the faults.
From Figure 2a,b, the dashed and solid lines almost overlap with each other, indicating
that the observer accurately estimated the states and faults of the MAS quickly. Moreover,
as shown in Figure 2c, even if multiple faults occur in the MAS, the overall convergence
performance is satisfactory, and the consensus error is bouned by ||ej..4|| < 0.5, verify-
ing the effectiveness and demonstrating the performance of the proposed observer (3)
and distributed FTC protocol (19) for leaderless MAS against concurrent actuator and
sensor faults.

A
T ey T% €1 €2 €3 €4
i . T T b
z 20
40 2
< 10
20 Time (s =
© 20
8 < 1/
3 0 7 —J‘;u /}2 j?:s f;.x'i é 10 *‘
w I/ Smemfa - fo s fy - fa g
=< 20 F 4 | 0.5
= N L — 3 20
‘ ERRL P I — 1 T 0
40 ; 0 1175 11.8 11, 30
z |\/ \/ 06 8 10 12 14 16
60 | A -10 g 40
0 5 10 20 0 5 10 15 20 0 5 10 15 20
Time (s) Time (s) Time (s)
@ (b) ()

Figure 2. Simulation results of the leaderless case. (a) MAS states and their estimations. (b) Faults
and their estimations. (c) MAS consensus error.

4.2. Leader-Follower FTC

In the leader—follower case, suppose that the MAS consists of four followers and one
virtual leader, among which the connections are as shown in Figure 3.

The following actuator and sensor faults are injected into the leader—follower MAS.
The rest of the agents remains fault-free in the simulation.

fa1 =5sin(t+0.57), t>10s
fs1 =65sin(0.8t), t>5s
fa3 =6sin(t +0.57m), t>6s
fs3 =5sin(0.8t), t>10s.
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Figure 3. Communication topology of the leader—follower MAS.

The simulation results are shown in Figure 4. It can be observed from the Figure 4a
that the state of the MAS converges to a stable for t < 3 s. As the amplitudes of the injected
faults are relatively smaller than that under the leaderless scenario, there is no significant
change in the overall stability of the MAS states x1..4 at the time of injecting faults into the
system, i.e,, t > 5sand t > 10 s. According to the results plotted in Figure 4c, even when
multiple faults occur in the MAS, the tracking error is contained within a small region
[I&1~4]l < 0.5. This suggests that the FTC protocol (37) can effectively resist the interference
caused by actuator and sensor faults.

x Ty —— 3 Ty

---- By —=-=--Fy ---- iy

o

40

20

MAS states

-20

Actuator faults

&

—Ju
----fa

fu‘_> fn:i .flh]
Jao === fig —m -

o

ANVANYA

;
Y | St Attt
10.8 11, 12

15 2

0

5

0
Time (s)

—f}l

0.2

Consensus error

& &

&

40

20

-40 £

Time (s)

@)

20
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o

5 OE
0.2
1175 11.8 11,
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Time (s)

(b)

15

20
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\/ | | 4 6 8 10 12 14 16
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0
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Figure 4. Simulation results of the leader—follower case. (a) MAS states and their estimations.
(b) Faults and their estimations. (¢) MAS tracking error.

According to the simulation results, under both leaderless and leader—follower struc-
tures, the proposed FTC scheme can effectively maintain the stability of the MAS in the
presence of actuator and sensor faults. In both cases, the estimation errors of the MAS
states satisfy [|%14|| < 0.5 in the steady state, the estimation errors of the faults satisfy
Il fai~all < 0.2 and || fs14|| < 0.2, the control errors satisfy ||ej.4| < 0.5 and ||&14| < 0.5.
Moreover, the time for the MAS to reach the steady state satisfies ¢t < 3 s. In conclusion,
the proposed observer-based FTC scheme shows satisfactory performance under the con-
current faults situations.

5. Conclusions

In summary, this paper proposes an effective approach to deal with the abnormal
operation or even fault of leaderless/leader—follower MASs caused by actuator and sensor
faults. Firstly, an extended state is constructed by integrating faults as components, and the
MAS dynamics are transformed into a descriptor system form. Then, a sliding mode-based
UIO is designed for the transformed system. Based on the estimation obtained from the
observer, adaptive FTC algorithms are developed for leaderless/leader—follower MAS
separately, in which the control gains are updated with the distributed tracking error.
Finally, numerical simulations show that the proposed method can guarantee the stability
of the MAS against actuator and sensor faults.



Electronics 2023, 12, 2924 15 of 16

This paper is a useful attempt in the research direction of distributed FTC against
sensor fault, which provides theoretical support for improving the MAS’s reliability and
has certain theoretical value and engineering application prospects. However, the method
proposed in this paper also has some limitations. For example, it is difficult to handle the
case where MAS has nonlinear dynamics, and ideal communication conditions such as
undirected graph and unlimited communication capability are assumed in the discussion.

Future research directions can be extended to switching topology with transmission
delays; machine learning-based nonlinearity cancellation; MAS with heterogeneous dy-
namics and adaptive technique for local observers, etc. In summary, concerning various
scenarios and applications, the theory and methods of FTC for MASs against actuator and
sensor faults have broad research prospects.
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