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Abstract: Currently, the volume of sensitive content on the Internet, such as pornography and child
pornography, and the amount of time that people spend online (especially children) have led to an
increase in the distribution of such content (e.g., images of children being sexually abused, real-time
videos of such abuse, grooming activities, etc.). It is therefore essential to have effective IT tools that
automate the detection and blocking of this type of material, as manual filtering of huge volumes
of data is practically impossible. The goal of this study is to carry out a comprehensive review of
different learning strategies for the detection of sensitive content available in the literature, from the
most conventional techniques to the most cutting-edge deep learning algorithms, highlighting the
strengths and weaknesses of each, as well as the datasets used. The performance and scalability of
the different strategies proposed in this work depend on the heterogeneity of the dataset, the feature
extraction techniques (hashes, visual, audio, etc.) and the learning algorithms. Finally, new lines of
research in sensitive-content detection are presented.

Keywords: deep learning; digital forensics; image recognition; sensitive content; sexually explicit
content detection; video classification

1. Introduction

In recent years, the growth of multimedia devices (in particular mobile devices and
tablets) and the sharing of multimedia content on social networks has led to an increase in
illegal content on the Internet. In this context, the proliferation of sensitive Internet content
is growing by the day, which means that large amounts of illegal and pornographic material
are accessible to all users. The detection of adult sites and material has an important place
in the prevention of sexual activities and pornography.

With the rapid development of the Internet, illegal and pornographic images/videos
can spread more easily and affect the mental health of adolescents. Our dependence on the
Internet to facilitate our personal and professional lives has increased especially during the
COVID-19 pandemic. In [1], they study the long-term effects of COVID-19 and its socio-
economic implications on children in distress, highlighting the growth of psychosocial
risks to which they are exposed, during and after the COVID-19 crisis and their blockade
situation. In particular, they link the blockade and the resulting economic problems with
risks related to sexuality and abuse, such as in situations of child work and child trafficking,
and child sexual abuse, which cause short- and long-term mental health effects on children.

In this sense, the same technology that offers us opportunities for growth and con-
nectivity can also pose significant risks to children. Child pornography (and all its forms
such as sexting, grooming, cyberbullying, etc.) has become a matter of concern because this
market and the confinement of 2020 could result in an increase in more child abuse material
and could significantly influence children’s physical and mental health during childhood
and adulthood, as well as undermine their dignity by depicting them as sexual objects.
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In this regard, specific automated applications that fight against child sexual abuse (CSA)
and contribute to the identification of perpetrators and victims have garnered considerable
interest in law enforcement and forensic activities. In its annual report [2], Europol has
provided a review of emerging dangers and critical effects in the field of cyber-crime over
the past year, highlighting online child exploitation as an urgent child protection concern.
Such specific automatic applications are primarily aimed at detecting sensitive material for
adults, able to block uploading or access to sensitive content to certain individuals (e.g.,
minors) or places (public places, children’s schools, etc.), which reduce the workload of
authorities, as well as the on-site analysis of seized sensitive material, which could result in
the quick apprehension of potential offenders.

The automatic classification of child sexual abuse material (CSAM) is a complicated
field of research, as it is illegal to possess such material and should only be accessible to law
enforcement agencies. For the detection of this type of material, it is first necessary to carry
out automatic detection of sensitive content or adult pornography. Thus, after the detection
process, other strategies can be applied for the detection of CSA, such as facial and age
recognition, image and video forgery detection, camera model identification, object and
background identification, etc., which could help with the automatic filtering of images
and videos and their gathering during the course of an investigation.

The aim of this study is to comprehensively review the strategies proposed in the liter-
ature for the detection of sensitive content in images and videos in order to identify research
gaps and open issues. The rest of the work is organised as follows: Section 2 highlights the
differences with other surveys and the key contributions of this work. Section 3 presents an
overview of the main strategies for classifying sexually sensitive content. Section 4 details
the approaches based on text features such as hashes and keywords. Section 5 details the
approaches based on key-frame visual features and describes the strategies based on the
image descriptor. The details of motion, audio and multimodal analysis approaches that
use a combination of visual and audio features are described in Section 6. Section 7 details
the state-of-the-art deep learning techniques for sensitive-content detection. Section 8
discusses the results of the experiments undertaken, and finally, the conclusions of the
research are included in Section 9.

2. Difference with Other Surveys

In the literature, to the best of our knowledge, there are only a few studies regarding
sensitive-content detection. A detailed review and assessment of the achievements and
challenges of CSAM detection research are presented in [3], focusing on political and legal
aspects, distribution channels and applications for the detection of this type of material.
Regarding applications for sensitive-content detection, the authors focus on four types
of detection: and image hash database, webcrawler, detection based on filename and
metadata and visual detection. This paper highlights the improvements of deep learning
techniques over conventional work but only covers the period up to 2018, without taking
into account work using modern convolutional neural networks (CNNs) or the advent of
vision transformers (ViTs). In addition, the review of applications for CSAM detection is
limited to visual and audio detection methods without reviewing other more conventional
methods (such as the use of image descriptors).

Pour et al. [4] carried out a comprehensive survey to examine a VCR system (auto-
matic video content rating). This system classifies a video according to the age group of
the audience. Based on current manual rating systems, the VCR system is based on five
principles: violence, foul language, nudity, pornography and substance abuse. To this end,
they reviewed DL-related works with the relevant VCR themes mentioned above. In this
sense, they investigated works based on audio, static and motion visual aspects. Moreover,
the authors reviewed the different datasets related to violence and pornography. Other
sensitive content-detection methods based on textual features such as hashes, metadata or
file names were not taken into account in this work. In addition, the reviewed sensitive
content-detection methods are related to the latest developments in ML and DL, leaving
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aside other classical techniques such as the segmentation of skin colour regions to charac-
terise nudity. Finally, the reviewed works that used DL techniques for sensitive-content
detection go up to 2019, without taking into account the latest developments in computer
vision, such as vision transformers.

Cifuentes et al. [5] conducted a comprehensive review of existing sexually explicit
video techniques up to the end of 2019 and early 2020. In this study, they analyse strategies
mainly focused on works on detecting sensitive material in videos (as well as a few works
using image datasets) and work using deep learning (DL) strategies, without considering
the latest developments in this field such as the visual attention mechanism. Although
the authors perform an exhaustive analysis and discussion of the main works on visual
features, they do not consider other techniques such as hashes or filenames or works that
use only audio as input features.

Studies published thus far in high-level journals have focused either on visual feature
detection strategies, but almost without taking into account auditory features or the latest
advances in deep learning such as ViTs (emerging architectures since 2020), or on textual
features and commercial tools, but they have not performed a comprehensive comparison
between all strategies (commercial and non-commercial implementations, based on textual
and visual features, etc.) for the detection of sensitive material. Therefore, this study covers
all these gaps comprehensively.

Contribution of This Work

A comprehensive study of learning strategies for the detection of sensitive content is
presented with the following highlights.

• The few papers published to date in the field of sensitive-content detection show the
overall picture of the research contribution in this field.

• To our awareness, this is the first comprehensive systematic study that brings together
valuable research contributions in this field, bringing together content-based strategies
on video/image (visual and auditory) and textual (hashes and keywords) features.

• This study is classified according to the methodologies proposed to facilitate compari-
son between them and the selection of the best ones.

• This review will be useful for new researchers to identify the issues and challenges
that the community is addressing in this field. In addition, gaps are discussed that
will help future researchers to identify and explore new directions in the field of
sensitive-content detection.

3. Types of Strategies to Detect Sexually Sensitive Content Classification

To address the problems described above, different solutions have been developed. As
for methods using textual features, they can be further divided into three groups [3]: image
hash database, webcrawler, and filename detection. Among the hash-based methods, the
best known is Microsoft’s PhotoDNA [6], a technology that helps to identify and remove
well-known child exploitation images. PhotoDNA generates a unique digital signature
of an image that is then compared with hashes of other photos to identify copies of the
identical image. PhotoDNA helps to detect, block and notice the dissemination of child
exploitation material by comparing the hash of a suspicious image with a database that
stores hashes of earlier reported illegal images. However, this tool is not able to detect new
CSA content, as it is used to compare with previously existing hashes in a database.

Among webcrawlers, Project Arachnid is worth mentioning. The aim of this project
is to crawl web pages in order to enter the contents into databases for verification and
indexing needs, as well as to use PhotoDNA technology for the creation of hashes of the
collected content. For CSAM detection, the Arachnid [7] project uses the hash lists of several
organisations such as The National Center for Missing & Exploited Children (NCMEC), the
Royal Canadian Mounted Police (RCMP) and Interpol. On the other hand, detection based
on file names and metadata is performed by obtaining information from well-known CSA
and non-CSA files. To do this, metadata features are extracted from the files by segmenting
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and normalising the text. Approaches using textual features use conventional ML classifiers
such as support vector machine (SVM) or logistic regression to separate normal files from
those with sensitive content.

In addition, there are commercial tools [8,9] to regulate access to this type of content
and specific tools [10,11] to control and mitigate risks by limiting access to CSAM. Some
commercial tools provide a content-filtering approach according to whitelists and blacklists
based on metadata information. Nevertheless, they are inefficient, as sensible content can
be intentionally added to a simple and irrelevant text, rendering these linked text labels
insufficient for analysis.

Consequently, the last category (visual and audio information analysis) is essential for
the accurate classification of pornographic content.

In this sense, after reviewing the literature on explicit content detection in videos, the
main strategies reviewed from the state of the art can be classified into four categories:
text analysis, visual detection, motion, audio and multimodal analysis and DL techniques
(Figure 1).

Figure 1. General classification of strategies to automatically detect sexually sensitive content and
explicit videos.

Early approaches in sensitive-content detection primarily incorporate the segmentation
of skin colour regions to characterise nudity [12–19]. In general, these solutions take such
input to identify the set of pixels and spatial distributions describing the naked persons.
However, recognising bare skin per se is not a reliable criterion, as large areas of skin are
not explicitly pornographic (e.g., swimming costumes and sporting activities such as sumo
or boxing), which could lead to many false positives. Furthermore, it is not possible to
analyse greyscale images using this method. On the other hand, alternative strategies focus
on image descriptors to achieve the identification task. In the case of local descriptors,
multiple features are extracted using texture to wrap each region and to characterise the
face, and then, a score level (SL) is used to integrate the information obtained from the
different descriptors.

In these techniques, local features are extracted and subsequently quantised using a
codebook describing bag of visual words (BoVW) models [20–23]. While these techniques
have shown very interesting achievements in this field of research, the local descriptors
computed throughout the process of analysis are computationally intensive and result
in high-dimensionality vectors, requiring the application of dimensionality reduction
algorithms such as principal component analysis (PCA). In addition, these methods are
especially susceptible to the choice of keywords, the size of the codebook, and the coding
and clustering algorithms, indicating a large number of parameters to fit to achieve good
performance.

Tian et al. used in [24] the colour feature to describe the local colour of the sex
organs and to concatenate them with the histogram of oriented gradients to characterise
the sex organs. From the concatenated feature of sex organs using the colour-saliency
preserved mixture deformable part model (CPMDPM), they detected pornographic images
sequentially with sex organ detectors.
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Most of the literature tends to extend the solutions used for images to video, through
the analysis of single frames and an application to sensitive samples. However, the spa-
tiotemporal data in videos can show added features to enhance detection accuracy. There-
fore, other strategies such as multimodal (vision features and recently audio features)
pornography detection techniques have been implemented to find better effective solutions.
Among these methods, there are [25–27].

The works [26,27] have shown that this multimodal analysis reaches greater accuracy.
In [27], they proposed a late fusion process capable of combining several fragment classifiers
to locate sensitive scenes, taking advantage of the multimodal nature of video data (e.g.,
motionless frames, audio stream, video space–time, etc.) to efficiently determine the
frames of interest. To validate the solution, they conducted localisation experiments with
pornographic and violent video streams, two of the most common types of sensitive content.

Although these strategies have a higher true positive rate and a lower false positive rate
compared to other works, they continue to fail to detect certain situations, such as scenes
with a clothed person performing sexual actions within static movements or moaning as
masturbation, and there are certain multimodal features, such as audio, that raise the false
positive rate, as audio detectors are based on low-level features, while the others are based
on high-level features extracted through deep learning.

Moreover, not only the timbre element reflected by the spectrogram but also chroma,
amplitude and other elements are necessary to accurately detect pornographic videos
based on audio features alone. Therefore, this methodology has been used to detect
pornography in images and videos based on recent successful DL solutions. Thus, the
convolutional neural network (CNN) and the recurrent neural network (RNN) architectures
(or combinations of the above) have been proposed in this domain [28]. In addition, in
recent years, some classical CNN architectures such as AlexNet, VGG, ResNets and other
RNN and long short-term memory (LSTM) have been extended by researchers [29–33], and
more advanced ones, such as transformers, initially applied in natural language processing
(NLP), have shown strong interest [33–35]. The outcomes associated with these works have
shown that deep-learning-based architectures can improve the performance in detecting
pornography in images and videos compared to the conventional strategies named above.

4. Strategies Based on Text Analysis

This section presents methods that do not use the content of images and videos them-
selves (e.g., visual and auditory features). These methods use textual features (strings) for
sensitive-content detection. These textual features can be hashes, keywords, links, filenames
and metadata. Strategies based on text analysis can be divided into three categories: image
hash database, webcrawlers and filename and metadata detection.

4.1. Strategies Based on Image Hash Database

Hashing is a tool that allows us to know that a copy of digital information is the same as
the original by transforming a series of variable-length digital input data into a fixed-length
hexadecimal number, and it is generally used for data verification, password encryption
and other highly sensitive data. Today, the main technology for detecting CSAM is image
hashing [13,36]. Using this strategy, images earlier recognised as CSAM are compared with
the unique hash value. This measure is obtained by means of a mathematical algorithm,
resulting in shorter data of fixed length (24 bit hexadecimal code) serving to encrypt and
authenticate the image content. The algorithm is designed to ensure that the identical
input information generates identical output data every time. Since hash operations have a
virtually limitless entry length and a pre-determined length of the output, different entries
that are possible will yield the same output hash. This is called a hash collision. Such an
event depends on the hash function used [11,36,37].

The best-known methods to automatically detect this type of material are crypto-
graphic hash functions and image hashing algorithms. The best-known cryptographic hash
functions are MD5 (message–digest algorithm 5), which produces a 128 bit hash, and SHA
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(SecureHash algorithm), which produces a 160 bit hash value. On the other hand, among
the best-known image hashing algorithms are aHash, dHash and Phash. Cryptographic
hash algorithms, such as MD5 or SHA256, are designed to generate unpredictable results.
To this end, they are optimised to change as much as possible with similar inputs. Percep-
tual hashes are the opposite: they are optimised to change as little as possible for similar
inputs. The goal of perceptual hashing is to mimic the human visual system’s evaluation of
a comparison of two images based on the content of the underlying scene, as opposed to a
purely numerical comparison based on pixel values [38].

This is achieved by extracting from the bulk representation of pixel space a concise,
distinct and perceptually meaningful signature that resists image modifications, such as
compression, colour changes, cropping, rotation, etc., or any other modification of the
image that does not fundamentally change the underlying content but that alters pixel
values. Depending on the content of the hash database, an image that has been previously
identified can be identified more quickly if it reappears on the Internet.

Therefore, it is important that databases are regularly updated with new CSAM cases
to increase the likelihood of finding the reappearance of such content elsewhere, such as
on the darknet [36]. The use of image hash databases has proven effective to date and is
common practice, especially for identifying known images in P2P networks [16].

In recent years and thanks to advances in DL, new algorithms have emerged that
combine neural networks and perceptual hashes [39–43]. Perceptual hash functions can
use techniques such as CNN to adaptively detect manipulation techniques and features.
These techniques rely on deep neural networks to extract unique features from an image
and then compute a hash value based on these features, yielding promising results given
their ability to differentiate between substantially different images without being fooled by
superficial changes [44].

In recent years, new tools have emerged from big technology companies such as
Microsoft’s PhotoDNA [6], Facebook’s PDQ [45], Google (Content Safety API) [46] and
Apple [47]. Apple recently announced its new tool called NeuralHash in 2021, a perceptual
hashing algorithm for scanning content on devices used by its customers. This tool focuses
on identifying CSAM content in user files uploaded to Apple’s iCloud service. The tool
works in two stages. First, an image is passed to a CNN to generate an N-dimensional
feature vector. Second, the vector is passed through a hashing scheme to convert the N
floating point numbers into M bits. As an advantage, NeuralHash achieves an excellent
level of compression and retains enough information about the image so that the com-
parison and search between sets of images remain satisfactory. The neural network that
generates the feature vector is trained using a self-supervised method. Finally, the images
are modified with transformations that keep them perceptually identical to the original,
creating an original/modified pair.

New approaches (to be reviewed in the following sections) propose purely metadata-
based analysis (without examining the file contents) using filenames or file paths. Combin-
ing these techniques together with content hashing could increase the success of detecting
new CSAM material. In practice, organisations can use a combination of these and other
automated tools to detect CSAM on their network.

However, this approach has some constraints. Firstly, the database only supports
searches for CSA images. In addition, other media formats such as videos should be
incorporated into CSAM searches. Another weakness is the ineffectiveness of the database
to find CSAMs that have not been identified as such in the past. In this sense, it is not
possible to detect new CSA content using only image hash databases. Another disadvantage
is that criminals could bypass these detection techniques by slightly manipulating the image
or file name. These small modifications to the content, such as scaling, transcoding or
renaming, could make these files undetectable with this approach [48].

Finally, Dr. NealKrawetz in [49] describes some weaknesses of PhotoDNA. He says
that PhotoDNA does not detect flips, reflections, 90-degree rotations and inversions. How-
ever, it is supposed to detect visually similar images. Digitally transforming less than 2%
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of the image at particular locations can effectively prevent detection. In addition, these
edits can be applied to non-protruding regions of the image. Whoever wants to generate
false positives only has to modify selective parts of the image. Forcing false positives can
be used to justify plausible deniability to a tribune.

A summary of the methodology of the work using hashes is outlined in Figure 2.

Figure 2. Pipeline of sensitive-content classification using hashes.

4.2. Strategies Based on Web-Crawlers

Web crawlers are developed to automatically scan websites and to gather information
based on predefined search criteria. In general, webcrawlers download content from
crawled websites and enter and index it in a database [11]. New content is identified by
visiting the hyperlinks contained in each crawled website. To this end, it is essential to
identify the differences between websites that include CSAM and those that do not, in
order to design appropriate features (e.g., keywords). In addition, keywords can also be
used in the search for CSAM by adding them to webcrawlers.

Steel et al. [50] identified and analysed CSAM-related content in 235,513 user queries
and 194,444 hits. The study confirmed that a considerable proportion of peer-to-peer
exchanges are CSAM. Nevertheless, it is not certain that users will use these keywords to
find CSAM on the Internet. Searching for other words describing sexual acts or the age of
children will also find CSAM, as they are often included in the title of such files.

The crawled websites are then examined to see whether or not they include the stated
keywords. It is therefore crucial to understand how CSAM criminals name CSAM files
they use on websites as identification for others seeking CSAM. The main benefit of using
keywords is the possibility of finding material that has not been recognised before, unlike
hashes. The main drawback of keywords could be too many false positives, including
websites containing adult pornography, rather than illegal CSAM. To prevent the number
of false positives, keywords should be chosen effectively. Another important disadvantage
is the lack of a complete and robust image database, which limits its reliability. In addition,
with the continuous expansion of the Internet, it is necessary to re-investigate the search
criteria, as there could be a deviation between the criteria with which the crawler has been
configured and the criteria at the time of use.

Westlake et al. [51] examined the performance of webcrawlers for CSAM detection.
Experimental results concluded that webcrawlers successfully identify CSAM websites if
search criteria (e.g., images and keywords) are appropriately selected, obtaining results
consistent with the crawler developed in their previous work [36]. A list of websites where
CSAM was detected was compiled. In addition, databases of image hashes are frequently
used in combination with other detection approaches, as in [36], where image hashing was
combined with keywords for online detection of CSAM.

The keyword-based search for CSAM content was divided into three categories:
(1) words used by CSAM traffickers, (2) words that are found in CSAM searches but
are also found in non-child abuse contexts and help contextualise the website content, and
(3) keywords that are commonly used to search for sexual content that is not associated
with minors.

A summary of the methodology of the work using webcrawlers is outlined in Figure 3.
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Figure 3. Pipeline of sensitive content classification of webcrawlers.

4.3. Strategies Based on Filename and Metadata

Some researchers have focused on complementary cues to the content or scenes of
images or videos that aid in the identification of CSAM. Panchenko et al. [52] presented
a method to detect CSAM in P2P networks using ML and NLP techniques, being able to
recognise author or filename queries in data extracted from P2P networks containing CSAM.
The aim of this approach is to discriminate against CSAM and mainstream pornography.
This is performed by retrieving information from known CSA files and non-CSA files, by
extracting features from the segmented and normalised file metadata. The text classification
approach uses conventional statistical machine learning classifiers such as SVM or logistic
regression to distinguish normal files from files with CSA content. In addition, the file
names complement the frameworks proposed by [13,53,54].

Other techniques include file metadata, queries on major search engines and conver-
sations involving grooming or CSAM sharing [55]. In this context, other work has used
textual features to identify CSAM, such as keywords related to website content [36], using
NLP techniques, such as conversations [48,56–58]. Previous work has found that attackers
tend to use a specific vocabulary to name CSAM-related files. For this reason, the use of file
paths (combination of location and filename) is a promising approach for the identification
of this type of material.

More recently, Pereira et al. [59] proposed a tool to train and evaluate ML models
ready for deployment. Subsequently, they applied the proposed approach to the problem
of CSAM detection in metadata-based file storage systems (file path). The resulting model
is based on charCNN, achieving an accuracy of 97% and a recall of 94%. Furthermore,
the model proposed by the authors is robust against different attacks (such as adversarial
attacks). The experiments were performed on a binary dataset labelled as CSA and non-
CSA and different ML and DL algorithms. The dataset consists of 1,010,000 real file paths
(55,312 unique storage systems) collected by Project VIC International (https://www.
projectvic.org) (accessed on 20 December 2022).

For the pre-processing stage, the authors performed three different approaches: bag
of words (BoW), character N-grams and character quantisation. The authors compared
the following classical ML algorithms such as logistic regression, naive Bayes and boosted
decision trees against DL architectures such as CNNs and LSTM. The results obtained
show that CNN outperformed the rest of the classifiers with 96.8% of accuracy. As for the
framework to evaluate the robustness of the model against attacks at test time, the authors
conducted two experiments. In the first experiment, the adversary can send file paths to
the model but does not have access to the outputs of the model.

The only action the adversary is allowed to take is to make changes to the file paths
(the number of modifications in the file path is called the adversarial budget). In this exper-
iment, two types of modifications were made, random substitutions and CSAM lexicon
substitutions. For random substitutions and a 15% adversarial budget, they observed a
decrease in recovery rates of 0.02% in the bag-of-words models and naive Bayes models,
and 0.07% in the CNN model. For a lexicon substitution, in general, selective changes in
file paths result in small changes in recall rates. Logistic regression and boosted decision
trees exhibit more notable variations than naive Bayes models and deep neural networks.

In order to verify the rate of true positives and false positives and the generalisation of
the model, in the second experiment, they evaluated the best-obtained model (charCNN)
with a dataset of benign file paths from Common Crawl index CC-MAIN-2021-10. For

https://www.projectvic.org
https://www.projectvic.org
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decision thresholds above 0.8, the FPR was low for both Linux file paths (0.03%) and
Windows file paths (0.001%). The authors did not test other types of architectures more
suitable for textual features such as transformers. A summary of the methodology of the
work using the filenames and metadata features is outlined in Figure 4.

Figure 4. Pipeline of sensitive content classification using filenames and metadata features.

Finally, Table 1 shows the main papers related to text analysis.

Table 1. Most relevant papers related to text analysis.

Reference Dataset Size Features Classification Algorithm Evaluation Measures

Polastro et al. [53] 330,595 files
File name analysis + SVM Recall: 95%

Image analysis Precision: 93%

Panchenko et al. [52] 106,350 files
File name analysis +

metadata (term extractor +
filename normaliser)

C-SVM linear Acc: 96.97%

Peersman et al. [54]
40,000 CSA file names and

40,000 legal pornographic file
names

File name classification SVM Precision: 89.9

Bogdanova et al. [57] Chat logs (5 subsets) from the
perverted-justice website [60] Chat logs (lexicon) SVM Recall: 95%

Peersman et al. [48] 330,595 files

File name categorisation
(CSA-rel. keywords +
semantic feats + Char.

n-grams)

SVM Overall F1-score: 77.75%

Al-Nabki et al. [56] 65,351 files File name classifier (n-grams) CNN F1-score: 85%

Pereira et al. [59] 1,010,000 file paths File path-based character
quantisation CNN Acc: 96.8%

5. Strategies Based on Visual Detection

This section describes approaches based on visual features based on skin recognition
and image descriptors.

5.1. Strategies Based on Skin Recognition

In the context of image nudity detection, most of the early works have studied human
skin recognition. Human skin detection is one of the most interesting topics in the research
community. Strategies centred on this approach start from the premise that sensitive adult
colour content includes a large part of skin regions. Detection is performed on the basis of
low-level features, such as shape colour or global distribution patterns. This strategy has
been studied considerably in the field of imaging [61–65].

Thus, conventional techniques developed to classify sensitive video content (e.g.,
pornography, CSAM) involve extracting visual features based on keyframes. Then, Ref. [17]
separated the video stream into shots and keyframes, for the detection of nude regions of
the human body. In particular, they used the skin colour pattern distribution feature to
propose the corresponding Gaussian model in YCbCr colour space by categorising the skin
pixels using a Bayesian method, obtaining an accuracy of 89.2% and 90.3% for the long-shot
and short-shot videos, respectively. Lee et al. presented an approach containing two visual
features using a support vector machine (SVM) for classification.
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The first feature calculates a Gaussian probability of a skin colour pixel on a frame.
The second is a group of frames (GoF) that characterises the aggregate representation
of colour-based features for several colours of several frames. The method consists of
quantifying the hue saturation value (HSV) space into 256 intervals, aggregating from
several video frames and calculating the mean of the related interval values. They used
1200 video files to achieve results with 100% and 96.6% accuracy in training and validation.

Eleuterio et al. [16] carried out the detection of child pornography in videos based
on a framework named NuDetective and an additional technique for frame segmentation.
NuDetective is capable of automatically detecting nudity in images using a threshold
ratio of the RGB colour space. In addition, they employed an algorithm from [66], where a
threshold is defined for regions where the skin is present. The segmentation method focuses
on a function representing the adaptive sampling of the video. For a study of 149 videos,
the authors obtained an accuracy of 85.9% for 170 s, which is 0.2% more accurate and 44.8%
faster in relation to previous results published in [13].

On the other hand, Ref. [67] presents a python porn image detector (nudity) that uses
an HSV colour histogram and other SIFT descriptors. It uses Scikit-Learn and Opencv for
feature extraction and classification and achieves 85% tagging accuracy with 1500 positive
and 1500 negative samples. On the other hand, Ref. [68] proposed a pornographic image
recognition approach based on the oriented FAST and rotated BRIEF (ORB) method. The
recognition process is divided into two parts: coarse detection and fine detection. Coarse
detection can quickly identify non-pornographic images with few or no skin colour regions
and facial images.

For the remaining images, which contain many more skin colour regions, a fine
detection is performed, which includes three steps: (1) extract ORB descriptors from the
skin colour areas and present them based on the BoVW model, (2) generate the feature
vector by combining the ORB feature with the 72-dimensional HSV colour feature of the
whole image, and (3) train the classification model with SVM. The authors obtained a
recognition accuracy of 93.03% and drastically reduced the average time cost to one-fourth
of the SIFT-based process. Finally, Garcia et al. [19] classified files as naked if they meet the
threshold conditions of the proposed skin regions in pre-processed multimedia files. In this
research, frame extraction was performed using the PHP video toolkit [69]. The skin and
non-skin levels are then calculated for each frame. The performance of their proposal was
measured on a dataset of 1239 files from the web (986 images; 253 videos) and achieved an
accuracy of 80.23%.

A summary of the methodology of the work using the skin recognition approach is
outlined in Figure 5.

Figure 5. Pipeline of sensitive content classification using skin recognition algorithms.

Table 2 shows an overview of the research strategies based on visual feature analysis.
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Table 2. Most relevant papers related to skin recognition.

Reference Dataset Size Frame Extraction
Algorithm

Recognition
Algorithm Features Classification

Algorithm
Evaluation
Measures

Wang et al. [17] 112 Colour difference
[70]

Gaussian model in
YCbCr Skin Colour Bayesian Precision: 90.3%

Skin texture
morphology Recall: 91.5%

Lee et al. [14] 1200 Uniform sampling Single: Gaussian Skin colour SVM Precision: 96.6%
Global: HSV colour

discriminant Recall: 86.19%

Castro Polastro
et al. [13] 149 Uniform sampling RGB threshold Skin colour Skin regions

threshold [66]
Precision: 85.7%

Recall: 84.9%

Silva Eleuterio
et al. [16] 149 Logarithmic

function RGB threshold Skin colour Skin regions
threshold [66] Precision: 85.9%

Recall: 87.3%

Li Zhuo et al. [68] 19,000
ORB descriptor

extraction [71], HSV
and BoVW

Skin colour SVM Precision: 93.03%

Garcia et al. [19] 253 Uniform
sampling [69]

YCbCr threshold
Gaussian Low-pass

filter

Skin colour Texture
skin

Skin regions
threshold [66] Precision: 90.33%

5.2. Strategies Based on Image Descriptor

Due to the drawbacks associated with low-level visual features, an alternative ap-
proach named BoVW has been used extensively. The aim is to reduce the difference between
low-level features (e.g., pixel colour) and high-level features of sensitive content. This is
achieved by using an adaptation of the BoVW model, which is used in NLP tasks such as
information retrieval, text classification, etc. The procedure named before is implemented
using local patch histograms. In this way, prior to feature extraction, a visual codebook is
created using a clustering algorithm in each patch.

From the above results, the feature vector used is constructed from the histogram
generated from the frequency with which each visual word appears in the image [72].
This approach has been widely applied in the literature for the detection of sensitive
content [18,22,68,73,74]. In this line of research, Ref. [22] used a BoVW-based approach
using hue scale invariant feature transform (HueSIFT) to detect nudity in videos.

In this sense, the frames are mapped using a bag of visual features (BoVF) and are
finally classified using an SVM (linear) classifier. A voting scheme is implemented based
on the obtained results to improve the classification of the video segments, achieving in the
best case, a classification accuracy of 93.2%.

In [75], the authors used local spatiotemporal descriptor codebooks (space–time inter-
est points), employing the space–time interest descriptor (STIP) [76] together with a BoVW
model, applying a random code sampling method for codebook representation. In the
pornography application, the experiments included a 77-h dataset for 800 videos with an
overall accuracy of 91.9%.

Avila et al. developed two mid-level representations using keyword-distance distri-
butions, BOSSA [77] and BossaNova [78]. In both investigations, the representation was
enhanced by a histogram generated from the calculated distances between the descriptors
extracted from the codebook and the image descriptors. They applied a majority voting
scheme to classify videos using their frame predictions in both works. The proposal was
evaluated with the pornography-800 dataset [78], achieving an accuracy rate of 87.1% and
89.5%, for the BOSSA- and BossaNova-based techniques, respectively.

In addition, Ref. [20] proposed to use a combination of local binary descriptors to-
gether with BossaNova. One of the main strengths of this approach is its independence
from arbitrary shape or skin detectors to classify sensitive material. The authors anal-
ysed a pornography dataset, consisting of almost 80 h of 400 pornographic and 400 non-
pornographic videos, previously divided into 16,727 video keyframes and achieving an
accuracy rate of 90.9%.
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Caetano et al. [21] extended the aforementioned BoVW model by preserving visual
information more accurately. In particular, they presented a combination of two video
descriptors, BossaNova video descriptor (BNVD) and BoVW video descriptor (BoVW-VD).
As for the experimental results, they improved the detection performance by adding the
mid-level information of all video frames into a single representation. The experimental
results showed an accuracy of 92.4% on the pornography-800 dataset.

In general, spatiotemporal features have not been studied in depth in pornographic-
video-detection algorithms. One such approach has been implemented by [72], fusing a
BoVW model with MPEG-4 motion vectors to detect pornographic videos. The experiments
were conducted on 932 real-world adult web videos and 2663 clips of harmless material
collected from YouTube. The inclusion of motion analysis reduced the equality error from
9.9% to 6.0% over traditional BoVW approaches.

In this regard, Ref. [26] presented a spatiotemporal descriptor of points of interest
named temporal robust features (TRoF), which exploits the most important motion features
in the video. In particular, they used the local information obtained by TRoF in a mid-level
representation using Fisher vectors. The performance of this approach is compared to
the BoVW solutions described above. Experimental results with the pornography-2k [26]
dataset, consisting of 2000 web videos collected from the Internet (1000 pornographic and
1000 non-pornographic), achieved an accuracy of 95%, outperforming the BoVW-based
techniques mentioned above.

On the other hand, in [24], the authors used the colour attribute to describe the local
colour of sexual organs, concatenating it with the oriented gradient histogram. From the
concatenated feature of sex organs using CPMDPM, they detected pornographic images
sequentially with sex organ detectors using feature descriptors, histogram of oriented
gradients (HoG) and colour attributes (CA). This method preserves colour saliency as well
as shape information based on the gradient of the sex organs. Since the false positive
rates of sex organ detectors are very low, sex organ detectors are sequentially fused for
pornographic image detection. Experimental results demonstrate the superiority of their
method compared to the best-known methods, obtaining 80% accuracy, 82% precision and
81% F1-score, and significantly improving the results compared to BoVW and Hue-SIFT
techniques. The performance obtained is better than the detector based on shape features,
which is outstanding versus the methods based on low-level features of skin regions,
which are the BoVW model and scale invariant feature transform (SIFT) features that are
embedded in colour.

The feature extractions performed by some of the previous studies, such as GLCM,
YCbCr and RGB, were sensitive to image size changes, translation changes or image
rotations. In this regard, Hartatik et al. [23] used SIFT and sped up robust features (SURF)
techniques, as they are invariant to changes in two-dimensionality, rotation, translation,
illumination and size and can extract many key features and better show object descriptors.
The training dataset consisted of 7997 pornographic and non-pornographic images taken
from Yahoo (NSW dataset) [79], while 984 images were used as test data. The descriptors of
each image were clustered using the K-means algorithm. Then, image representation was
performed using BoVW, and finally, the classification was carried out using the K-nearest
neighbours (KNN) algorithm. In terms of performance, the SURF method achieved better
accuracy and time values compared to the SIFT method. The highest accuracy rate of the
SURF method was obtained with a dictionary of size 300 with an accuracy of 82.26%.

More recently, Chen et al. [80] proposed an automatic detection system for porn
and gambling websites using visual and textual content-based decision mechanisms (PG-
VTDM). Initially, Doc2Vec was used with the aim of learning textual features that can map
the textual content of the HTML source code of websites. In this way, the traditional BoVW
was enhanced by studying local spatial relationships of feature points to better represent
the visual features of the website. After that, from these two types of features, they trained
two classifiers, a text classifier and an image classifier. In the decision mechanism, a logistic
regression (LR)-based data fusion algorithm was designed to obtain the final prediction
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result by measuring the contribution of the two classification results to the final category
prediction. To evaluate the performance of the proposed procedure, several sets of compar-
ative experiments were performed on a set of real data from the Internet. They collected
the data traffic between the user and the web server from the outgoing router mirror and
analysed it using protocol analysis tools. The two-feature approach outperformed the
single-feature method and some of the more advanced ones, with accuracy, precision and
F1-score over 99%. A summary of the methodology of the work using the image descriptors
approach is outlined in Figure 6.

Figure 6. Pipeline of sensitive content classification using image descriptors.

Table 3 summarises the most relevant papers, showing the algorithms and evaluation
measures of the papers reviewed in this section.

Table 3. Most relevant papers related to image descriptor analysis.

Reference Dataset Size BoVW Type Algorithm Features Descriptor Classification
Algorithm Evaluation Measures

Lopes et al. [22] 179 Standard HueSIFT SVM (linear kernel) Acc: 93.2%

Avila et al.[77] 800 BOSSA HueSIFT SVM (Nonlinear kernel) Acc: 87.1%
800

Avila et al. [78] 4900 BossaNova HueSIFT SVM (Linear kernel) Acc: 89.5%

Tian et al. [24] 800 CPMDPM HoG and CA Latent SVM Precision: 80%
Recall: 82%

F1-score: 81%

Caetano et al. [20] 800 BossaNova Binary descriptors SVM (Nonlinear kernel) Acc: 90.9%

Caetano et al.[21] 800 BossaNovaVD Binary descriptors SVM (Nonlinear kernel) Acc: 92.4%

Jansohn et al. [72] 3595 Standard Motion vectors SVM( Not specified
kernel) Equal error: 6.04%

Valle et al. [75] 800 Standard Motion vectors SVM (Nonlinear kernel) Acc: 91.9%

Souza et al. [81] 800 Standard colour STIP SVM (Linear kernel) Acc: 91.0%

Li Zhuo et al. [68] 19,000 Standard ORB Descriptor
Extraction [71] HSV

SVM (Nonlinear kernel)
(RBF kernel) Acc: 93.03%

Moreira et al. [26] 2000 Fisher vector TRoF SVM (Linear kernel) Acc: 95.0%

Hartatik et al. [23] 8981 Standard SIFT and SURF KNN Acc: 82.26%

6. Strategies Based on Motion, Audio and Multimodal Analysis

Most research on sensitive-content detection has been dedicated to examining low- to
mid-level features; however, these approaches do not take into account complementary
information, such as motion and audio, through which classification performance could
be improved. In this context, Rea et al. [82] proposed a multimodal approach, using skin
colour estimation together with periodic patterns in the audio of a video with sensitive
content. The periodicity of the audio is obtained by localising the maxima and minima in
the autocorrelation of the respective energy signal. The method used was evaluated on one
test film only, which excludes the feasibility of obtaining overall classification findings.

Another work [83] also used auditory features for pornography detection based on a
Gaussian mixture model (GMM) using a 13-dimensional feature vector (12 Mel frequency
cepstral coefficients—MFCC—plus an energy term) from the audio signal of the video
samples. In order to improve recognition, they used a combination of a generalised contour-
based algorithm and a Bayes classifier. The performance was 92.3% on a dataset composed
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of 352 blue videos and 537 normal videos. In this study, the periodicity of the audio is not
taken into account, and the spacing between frames is very short.

In this sense, the methods named above lack an accurate representation of audio
semantics and show little focus on pornographic audio features. Yizhi et al. [84] present a
novel approach to fusing audio vocabulary with visual features for pornographic video
detection. The novelty of their strategy consists of three aspects: (1) representation of audio
semantics by means of an energy envelope unit (EEU) and BoVW, a periodicity-based
audio segmentation algorithm, and a periodicity-based video decision algorithm. The
first one, called the EEU+BoVW method, aims to describe the audio semantics by means
of a vocabulary. The audio vocabulary is generated by k-means clustering of EEU. The
latter two aspects complement each other to take full advantage of the periodicities of
pornographic audio. Before fusion, two SVMs are applied for the methods based on audio
vocabulary and visual features. Finally, the result fusion is performed by selecting a key
frame from each EEU based on the initial and last positions, to implement a weighted
scheme and a periodicity-based video classification algorithm to achieve the final outcomes.

To evaluate their proposal, they collected videos from the Internet and formed a
training and test set, consisting of 48 pornographic and 300 benign training videos and
50 pornographic and 150 benign test videos. The final results show how their approach
improves on the traditional approach, which is based solely on visual features. The TPR
reaches 94.44%, while the FNR is 9.76% on the dataset collected by themselves. Furthermore,
the authors of this paper do not use the motion features of the videos for classification.

Kim et al. [85] use the motion vectors of each frame to detect global motion. In
the presence of local motion recognition, the algorithm performs skin region detection
using invariant moment features. Lastly, the classification is carried out using the shape
matching algorithm described in [86]. During the validation process, 2275 conventional
and 980 sensitive videos were analysed, with a final accuracy of 96.5%.

The authors of [87] proposed motion periodicity recognition to capture recurrent
patterns in pornographic videos. This detection was performed by spectrally calculating
the dominant motion for 16-second intervals of the video sequence. The final results are
only approximate, and given the restricted video material used for validation, no general
conclusions can be drawn.

In another work, following a similar line of research, Ref. [88] extracted motion vectors
from MPEG video sequences and smoothed them using a median filter. This methodology
calculates the direction and strength of the motion vector, and the detection of pornography
is carried out based on a threshold. Experimental results were carried out using 30 porno-
graphic and 70 conventional videos with an overall accuracy of 90%. The weakness of the
developed approach is that it cannot correctly identify pornographic videos with large or
no global movements.

In a later work [89], a multimodal method is proposed that includes several features
such as skin colour, motion histograms, the coefficients of the discrete cosine transform of
image patches using a BoVW model and audio features employing cepstral coefficients. The
experiments showed how the multimodal approach combining all features improves the
accuracy considerably, reducing the equal error by 36–56% compared to the best unimodal
system. The dataset analysed in this work is composed of 1000 pornographic clips and
2300 YouTube clips.

Behrad et al. [90] proposed to identify the largest section of skin colour by extracting six
motion-based features employing the Fourier transform of the inter-frame autocorrelation.
The classification of pornographic videos is performed using an SVM classifier, obtaining
an accuracy of 95.44% over 2000 episodes of pornographic videos and 2000 episodes of
conventional videos. On the downside, the skin-recognition method may not work well in
some cases.

On the other hand, Jung [91] uses spatiotemporal motion patterns to perform porno-
graphic video detection. In this work, features such as the magnitude and frequency of
periodic motion are extracted, as well as features such as skin colour, obtained from satura-
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tion and hue. The experiments were carried out on 1500 video segments (500 adult videos
and 1000 documentaries), while the test set consisted of 18,313 scenes (1103 scenes with
at least one sample of sensitive content). The results obtained were better than the work
of [89,90], being slightly less efficient in detecting pornographic material that contains a
tiny portion of skin colour in each frame. In addition, this approach performs better in
the absence of skin colour, unlike methods that do not use skin colour as a part of the
classification, as described in [87].

In this context, Schulze et al. [92] proposed a multimodal approach for automatic
CSAM detection using visual and audio features. For this purpose, they employed low-
level features such as skin features, the mid-level sentiment feature SentiBank for images,
colour correlograms, visual words as well as audio words for videos. The dataset used
consisted of three classes, namely global (non-offensive), adult pornographic and CSA
content. For the image experiments, they collected a total of 60,000 samples, 20,000 for each
class. For the video experiments, they collected a total of 3000 samples, 1000 for each class.
Subsequently, they applied a separate SVM classifier for each feature mentioned above.

In terms of the results achieved, the colour-correlogram was the best performer among
all the low-level features in image classification, particularly for distinguishing CSAM files
from adult pornography. Skin patterns are not the best suited for correctly classifying adult
pornography, and they only work well for classifying adult content material from normal
media, but not for CSAM detection. As for video classification, adding audio information
significantly enhances detection accuracy. The multimodality of the features improves the
final classification and reduces the error rate compared to unimodal models (error rate 10%
for images and 8% for videos).

Recently, Liu [93] proposed an approach that combines visual saliency and audio
periodicity for adult video detection. Thus, after analysing the periodic patterns and the
salient regions, respectively, in audio and visual frames, a multimodal model formed by
the combination of both features is obtained. The experiments show that this approach
achieves remarkable results and improves on the aforementioned methods that rely solely
on visual features.

A summary of the methodology of the work using the multimodal approach is outlined
in Figure 7 (some works use the visual characteristics extraction pipeline, some use the
audio characteristics extraction pipeline, and some use both types of features).

Figure 7. Pipeline of sensitive content classification using motion, audio features and multimodal features.

Table 4 presents a summary of the main strategies based on motion and audio analysis
for the problem of pornographic video detection.
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Table 4. Most relevant papers related to motion, audio and multimodal analysis.

Reference Dataset Size Features Analysed Classification Algorithm Evaluation Measures

Zuo et al. [83] 889 videos 12 MFCC and energy term GMM Precision: 92.3%
body contour Bayes classifier Recall: 98.3%

Kim et al. [85] 3255 videos Motion vectors moments of
shape Shape matching [86] Acc: 96.5%

Endeshaw et al. [87] 750 videos Motion vectors Spectral estimation threshold TPR > 85%
FNR < 10%

Zhiyi et al. [88] 100 videos Motion vectors (strength and
direction)

Two-motion features
threshold Acc: 90.0%

Ulges et al. [89] 3300 Motion vectors, audio
features, skin colour SVM (RBF kernel) Equal error: 5.92%

Behrad et al. [90] 4000 videos Motion and periodicity
features SVM (Linear kernel) Acc: 95.44%

Schulze et al. [92] 60,000 images

Colour-correlograms + skin
features, visual pyramids +
visual words + SentiBank

mid-level sentiment feature

SVM RBF (for each feature) +
late fusion Equal error: 10%

3000 videos
Colour-correlograms + skin
features, visual pyramids +

visual words + audio words

SVM RBF (for each feature) +
late fusion Equal error: 8%

Liu et al. [84] 558 videos Periodicity-based video SVM (RBF kernel) Acc: 94.44%
BoVW FPR: 9.76%

Liu et al. [93] 548 videos Audio periodicity and visual
saliency colour moments SVM (RBF kernel) TPR: 96.7% FPR: 10%

7. Strategies Based on Deep Learning

Considering the difficulty of establishing correct thresholds for sensitive-content
detection in the above-mentioned strategies, such as skin- and motion-based ones and
the growth of deep learning, the latter techniques have been considered as important
solutions in the area of sensitive-content detection, taking advantage of the capability of
these networks for automatic feature extraction.

7.1. Early Approaches Based on CNNs

Since the emergence of CNNs to solve computer vision tasks, they have recently been
successfully employed in sensitive-content detection [94–98].

Moustafa et al. [29] was the first to evaluate the use of DL to deal with the problem
of sensitive-content detection in videos. The authors proposed a hybrid approach using
two different CNN architectures (GoogLeNet [99] and AlexNet [100]), pre-trained with
the ImageNet dataset [101] and tuned with pornographic data, which was proposed for
pornography detection. Experiments were carried out with the dataset described in [78],
containing 400 adult videos and 400 normal videos. For the classification of the videos,
keyframes were selected and tested separately. The last decision used majority voting to
obtain the final score. The method presented achieved an accuracy of 94.1%, improving
the results obtained in [20,78]. Despite the good results, this work does not employ
motion features.

Perez et al. [30] also proposed a strategy based on CNNs using, in this case, only
GoogleNet. In terms of the type of features used, they employed motion vectors and optical
flow (motion information) and static features ( raw frames). The motion vectors consisted
of the extraction of motion data from the video and the associated image, feature extraction
using the CNN model, a concatenation of the vertical and horizontal (dy) and (dx) descrip-
tions, an average clustering of the descriptions, and finally an SVM classifier. Experiments
were performed on the pornography-800 and pornography-2k datasets presented in [78]
and [26], obtaining an overall accuracy of 97.9% and 96.4%, respectively.

More recently, Ref. [98] presented an intelligent filtering method using modern CNNs.
The authors presented a new architecture that combines the AlexNet and LeNet [102]
architectures. Using this strategy, the chosen parts of each layer are like AlexNet, and the
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other domains are like LeNet, in which each convolutional layer is immediately followed by
a clustering layer. For the experiments, they used the [78] dataset on which they obtained an
accuracy of 95.83%. The results obtained using the CNN network architecture are superior
to the results presented in the previous sections.

7.2. New Approaches Based on Fusion Models (CNNs and RNN)

To enhance the performance obtained in the strategies using CNNs, other researchers
opted to use temporal features (changes between video frames) and the combination of sev-
eral kinds of features (multimodal approach) extracted by different types of neural networks.

Wehrmann et al. [103] presented a novel strategy combining GoogleNet and ResNet [104]
architectures for static visual feature extraction from keyframes and the LSTM network
for obtaining the final classification score. The presented method, called Adult Content
Recognition (ACORDE), was evaluated on the pornography-800 [78] dataset, obtaining an
accuracy of 95.6% with the ResNet-101 model.

Song et al. [105] proposed a DL-based approach using multimodal features, such as
image descriptor features, visual features of each frame, audio features extracted from
video, and motion features using optical flow. For image descriptor extraction, as for the
detector using video descriptor features, the authors employed the pre-trained VGG-16
model. First, the video data were processed into suitable data forms, such as frame image,
motion, frame sequence, and audio. These multimodal features were used to create each
independent detector. At that time, the image-based detector performed the integration of
results to make the final decision. Finally, the stacking model combined the results of each
detector to produce the final decision result.

As for the detector based on audio features, they divided the audio data of the video
file by a unit of 10 s. Subsequently, they extracted the audio features from the audio frame
that constituted the audio clip, using the Mel-scale spectrogram. Finally, the features of each
audio frame were aggregated into a single audio descriptor using the pooling method. The
dataset used for training and SVM testing was pornography-2K. The authors performed a
10-fold cross-validation but did not follow the methodology recommended by the authors
of the dataset; thus, the results are not fairly comparable with the state of the art. As for the
results, they obtained an accuracy of 88.3% for the motion texture-based detector and 80%
for the audio feature-based detector. For the multimodal detector, they only obtained an
accuracy of 67% and a high false positive rate, although they obtained a true positive rate
(TPR) of 100%.

On the other hand, Silva and Marana [28] used two spatiotemporal 3D CNNs: CNN
VGG-C3D [106] and CNN ResNet R(2+1)D [107] for the detection of pornography in videos.
The CNN ResNet R(2+1)D architecture allows for adding non-linear activation functions
such as rectified linear unit (ReLU) between 2D and 1D convolution, obtaining a higher
number of non-linearities. They used the pornography-800 dataset for the experiments,
obtaining an accuracy of 95.1% and 91.8% for VGG-C3D CNNs and R(2+1)D CNNs from
residual neural networks (ResNet), respectively. On the contrary, despite using video
recognition tools such as 3D CNNs, they did not improve on the results of the recent works
for this dataset.

In this line of research, Singh et al. proposed in [108] a specific approach to detect
unsafe content for children, called KidsGUARD. The proposed strategy consists of using an
LSTM-based autoencoder to extract the representative video features from a CNN VGG16.
The experimental results were validated with the pornography-800 [78] dataset while
adding animated videos containing short nude clips. The best classification results for
the [78] dataset had 89% accuracy and 85% recall values.

More recently, Mallmann et al. [31] proposed a framework called private parts censor
(PPCensor) based on the Faster R-CNN network for real-time detection of pornographic
content. The network was trained on the Private Parts Object dataset created by the authors
themselves. The network can detect pornography based on the private parts detected
in the images. PPCensor also shows similar results to other techniques in terms of FNR,
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reaching 2.34% on the pornography-2k [26] dataset, which is an increase of only 0.31%
compared to the best CNN architecture. However, the detection performance of PPCensor
is significantly better in object detection than the other CNN architectures. The authors did
not follow the evaluation methodology for the pornography-2k dataset; thus, the results
cannot be fairly compared.

Recently, Papadamou [109] proposed a classifier for inappropriate YouTube videos
targeting young children using an ensemble approach based on DL. The final model is
made up of four different components, where each consider a different type of feature: tags,
title, thumbnail, and statistical and style features. Finally, the result of each component is
concatenated to build a fully connected two-layer ANN (artificial neural network) that fuses
the outputs to produce the final classification. The dataset used consisted of 4797 videos
downloaded from YouTube marked as age-restricted. The developed classifier achieved an
accuracy of 84.3%. The model performance was constrained by the small training size and
the imbalanced dataset.

Song et al. [32] proposed a multimodal stacking scheme for fast and accurate online
detection of pornographic content on the Internet. To accurately detect sensitive content,
visual and auditory features were extracted using a VGG-16 with a bidirectional RNN to
reflect the patterns of signal change over time within each input. Combining both features,
a fusion classifier was also constructed. These three component classifiers were stacked in
the improved ensemble scheme (fusion classifier, video classifier and audio classifier ) with
the objective of reducing false negative errors. The dataset used was pornography-2k [26].

For model building, the sensitive contents of the selected dataset contained noxious
factors in both visual and auditory elements. Finally, 8000 segment instances were randomly
selected (5000 for training and 3000 for testing), each containing 4000 segments of sensitive
and non-sensitive content. Since samples labelled as sensitive from each content segment
may differ in terms of visual and auditory elements, the harmfulness of the corresponding
element was used to select the data used for training each classifier component. The
experimental results yielded an accuracy of 92.33%, higher than previous studies and
better than the results achieved by the other two classifiers, visual and auditory, separately
(95.33% and 89.16%, respectively).

Chaves et al. [110] compared the speed and accuracy of three popular DL-based
face detectors on the WIDER Face [111] and UFDD [112] datasets on various CPUs and
GPUs. Their method for CSEM detection is based on a combination of face detection, age
estimation and pornography detection. The experiments were conducted on a GNU/Linux
machine running Ubuntu 18.04 (Cuda 9 and CuNDD 7) with the objective of comparing
the accuracy-to-speed ratio on GPUs and CPUs of the publicly available implementations
of the MTCNN, PymaridBox and DSFD face detectors using input comprising four relative
sizes (100%, 75%, 50% and 25%) of the original sizes and evaluating the performance of the
built models of the face detectors on a given image with specific hardware.

The results confirmed that the use of resized images speeds up the face detection
phase but reduces accuracy. In addition, they found how the speedup previously achieved
resizing and GPU, depending on the complexity of the face detector used. The results
obtained with multiple linear regression models are able to predict the performance of face
detection with an MAE of 0.113.

Lee et al. [113] proposed an approach to assess integrity by analysing the visual fea-
tures of digital content using the rate of change of adjacent frame features and then testing
whether the video has been tampered with. The results obtained on the test set showed a
detection rate of 97%, superior to existing methods. Their method consisted of extracting
a facial image from the frame (using an MTCNN model), then extracting visual features
and finally calculating the difference between the frames. Three datasets were used to
evaluate their proposal. The Face2Face and FaceSwap datasets are provided by FaceForen-
sics++ [114]. This set consists of more than 1000 videos. On the other hand, the Deepfake
Detection Challenge (DFDC) dataset contains more than 470 GB from Kaggle [115]. Finally,
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their classification method detected a deep fake using a DNN that obtains the variance of a
given number of frames from the pre-processed data.

In this context, Aldahoul et al. [116] presented a method to address the high FNR
in the various previously presented works on pornography detection. To do so, their
proposal addressed the shortcoming of current convolutional approaches that focus their
visual attention on the expected nudity regions within the frames to reduce the FNR.
They used the You Only Look Once (YOLO) object detector for pornography and nudity
detection to detect people as regions of interest (ROI), which were applied to CNN and
SVM for nude/normal classification. They carried out several experiments to compare
the performance of various CNNs and classifiers using their own dataset (Multimedia
Malaysia University).

In the first experiment, they observed that the ResNet50 architecture provided on
average 95.04% better accuracy than the 92.43% obtained in [103]. The high FNR rate was
due to the misclassification of the nude frames, as they have small-scale nude regions
with complex backgrounds. In the second experiment, the existing ResNet50-only method,
performing fine-tuning with the pornography-2k dataset, was compared with the proposed
YOLO-ResNet50-SVM method. Furthermore, in this second experiment, they explored the
limitations of convolutional approaches that apply CNNs directly to full frames of videos
and the limitations of the pornography-2k dataset on the small-scale nudity detection task.
In this sense, if the nudity-detection model detects at least one naked person, then the
whole frame is considered as sensitive, whereas if all persons are predicted as safe, the
whole frame is considered normal. The YOLO+ResNet50 method outperforms ResNet50 in
accuracy and F1-score in the test phase.

Finally, in the last experiment, the goal was to combine YOLO3 with other CNNs
and classifier architectures. Therefore, they combined the six CNN feature extractors (e.g.,
AlexNet, VGG16, GoogleNet, Inception3, ResNet50, ResNet101) with the six conventional
classifiers (e.g., LSVM, GSVM, PSVM, KNN, RF, ELM) to have 36 models in total. To
evaluate the performance of the models, 25,983 human images detected from 8579 test
images were tested for each feature extractor and classifier. It was observed that ResNet101
with random forest as the final classifier outperformed the other models with an F1-score
of 90.03% and an accuracy of 87.75%.

In addition, an ablation study was performed to demonstrate the impact of adding
YOLO before CNN, resulting in an increase from 85.5% to 89.5%. A major limitation of
the authors’ proposed method is related to the performance of the human detector. If the
detector is not able to detect a human in the frame, the naked frames are misclassified. The
authors did not test their model for the detection of pornography in videos (only in images).

More recently, Lovenia et al. [117] proposed an audio-based approach for pornographic
detection. This audio-based method allows for the filtering of sensitive content by exploiting
different spectral features. To do this, they explored models using alternative audio features
and neural architectures. They found that a CNN trained on the log mel spectrogram
reaches the highest performance on the pornography-800 dataset than MFCCs features.
The results of their experiment also show that the log mel spectrogram provides better
features for models to recognise pornographic sounds. Finally, to classify whole audio
waveforms instead of segments, they employed a segment-to-audio voting technique
which produces the best audio results. The authors obtained test F1-scores of 94.89% on the
segment and 92.02% on the audio level with CNNs using log mel spectrograms as features.

A recent work [118] proposed a frame sequence ConvNet pipeline based on ResNet-18
for feature extraction and to analyse the frame feature map using a proposed ConvNet
intended for frame sequence classification, thus encapsulating motion information by
encoding changes in the ResNet output feature vector.

To do this, in the first instance, they performed human detection to select those frames
with a human presence in the scene. Subsequently, the selected frames were introduced
into the ReNnet-18 network to extract and combine each frame’s 512 feature map. Finally,
the feature vector fed the sequence classifier ConvNets, consisting of several convolutional



Electronics 2023, 12, 2496 20 of 34

layers and a fully connected network, and they performed prediction using the softmax
function on each class for each feature map of the video. This network has the objective of
encapsulating sequence dependencies and detecting the kind of motion that is present in
the feature map of the sequence.

In addition, they employed data augmentation techniques, normalisation with Image
Net statistics across each RGB channel, colour-jitter, random rotation at 45°, and random
horizontal-flip or vertical-flip, so that the network would learn the generalised features and
would not over-fit. With the proposed model, they achieve a state-of-the-art accuracy of
98.25% in classifying pornographic videos in the pornography-800 dataset and a state-of-
the-art accuracy of 97.15% in classifying videos in the pornography-2k dataset.

As a counterpart, they did not use all the frames of each video of the dataset in the
training, but they used the frames of the medium after a previous analysis of where the
most representative (e.g., pornographic) frames are located. Therefore, some frames that
can be used to detect pornography may be left out. In addition, human detection may not
be useful in the case of occlusion of the face or even part of the body, which may reduce the
hit rate for CSAM data in real environments.

A summary of the methodology of the work using CNN architectures and motion and
audio features is outlined in Figure 8 (some works use the visual characteristics extraction
pipeline, some use the audio characteristics extraction pipeline, and some use both types of
features).

Figure 8. Pipeline of sensitive content classification using motion and audio features.

7.3. Vision Attention

Attention-based architectures, such as transformers [119], have become the default
model in NLP. Inspired by the successes of NLP, multiple works have attempted to merge
CNN-like architectures with the self-attention mechanism in the field of computer vi-
sion [120,121] , and others have replaced CNNs altogether [122–124]. This process is shown
in Figures 9 and 10.

Chen et al. [34] proposed a three-component approach for conventional pornography
detection: (1) a deep one-class with attention to pornography (DOCAPorn) network archi-
tecture to address the problem of inadequate negative datasets and inaccurate detection of
samples that are not in the training set, (2) pre-processing for compressing and reconstruct-
ing (PreCR), a pre-processing approach to minimise small perturbations that may exist in
pornographic images and that re-generate corrected images in order to ignore adversarial
attacks in the area of sensitive-content detection, and (3) the scale constraint pooling (SCP)
scheme to obtain a fixed output size for different input sizes of pornographic images. For
the experimental results, the authors compared their method with pornographic image
recognition methods based on human skin, image descriptors (BoVW) and neural networks
(ResNet-based, Xception-based [125]), obtaining 95.63% accuracy on the pornography-
800 dataset [78] and 98.42% accuracy with the attention mechanism and 96.35% accuracy
without the attention mechanism on their own dataset. On the negative side, the authors
could have tested their proposal with a larger and more challenging dataset, such as the
pornography-2K dataset (composed of 2000 videos with scenes that can give a high false
positive rate, such as sumo, swimming, etc.).
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Figure 9. Backbones using convolution and attention.

Figure 10. Diagram of ViT transformer (image from [123]).

In another recent work, Lin et al. [126] presented a strategy employing transfer learn-
ing with multi-feature fusion. For sensitive-content detection, they fused four separately
trained DenseNet-121 [127] models by freezing different surface layers using 120,000 im-
ages divided into five classes: porn, sexy, hentai, cartoon and neutral. Compared to a
single DenseNet121 network, the authors obtained an improvement of about 1%. For the
experiments, they first obtained training data from an open dataset called Not Safe For
Work (NSFW) [79] with more than 120,000 images and the set pornography-800 [78]. The
images are classified into different levels in terms of the sensitivity of their content. In
addition, they proposed a fusion approach using multiple transfer learning models in the
inference stage to enhance accuracy in the test set by inserting four attention blocks between
each dense block and its next layer. The model training setup included transformations
such as random rotation and flips horizontally or vertically. The authors obtained 94.3% on
the pornography-800 dataset and 94.96% on the NSFW dataset.

Another work that uses the attention mechanism for pornography detection is Gang-
war et al. [35]. In this paper, they split automatic CSAM detection into two subtasks:
(1) detection of pornographic content and (2) age group classification of a person as un-
derage or an adult. They introduced a CNN architecture with an innovative attention
mechanism and metric learning mechanism, called AttM-CNN. Furthermore, they fused
the pornography and age-group classification method for CSAM detection using two differ-
ent strategies: decision-level fusion for binary CSAM classification and score-level fusion
for suspicious image reorganisation. On the other hand, they introduced two new datasets:
(1) Pornographic-2M, consisting of two million pornographic images, and (2) Juvenile-80k,
which includes 80,000 manually labelled images with recognisable facial age. Experi-
ments related to age and pornography showed similar or better results than state-of-the-art
systems on several benchmark datasets for both tasks, respectively.

The three highlights of their AttM-CNN architecture are: (1) visual attention to highlight
the most important regions of the image, (2) metric learning combining central loss metric
and softmax function to learn better discriminative representation, and (3) concatenation
of CNNs, especially residual connections and inception modules, for better model learning
while maintaining computational cost and fewer parameters. As for the experiments, first,
they trained the AttM-CNN network with 1.2 million training images and 50,000 validation
images from the Imagenet set (the network weights are initialised using Kaiming initialisation).
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Once the network is trained, the AttM-CNN-Porn model is initialised (except for the last
layer). For training, they used one million pornographic images (pornography-2M) and one
million images of people from the Google open image set for the non-pornographic class.
Finally, to test the constructed pornography-detection model, they used the pornography-2k
video dataset, obtaining 97.10% accuracy. In addition, the authors validated their approach
with a real CSAM set provided by the police, adult pornography images and secure images
(including images of minors). Their model obtained an accuracy of about 92.72% in the
binary classification of CSAM. They also showed that 80% of CSAM images can be found
among the top 8.5% of images in a classified list created using the CSAM score obtained from
their approach. The main limitation of their proposal was the failure in detecting faces in
pornographic or CSAM images, which leads to an erroneous estimation of the age group
when the face is not visible.

In the context of attentional mechanisms, unlike conventional techniques that rely only
on visual features without considering auditory ones, Fu et al. [33] presented a unified DL
system called PornNet that integrates dual subnetworks for pornographic video detection.
In particular, audio tracks and frames extracted from pornographic videos are respectively
provided to two deep networks for features extraction. To classify pornographic frames, they
used a local network that takes image context into account when capturing key contents,
while they leveraged an attention network that can capture temporal information to recognise
pornographic audio.

For this purpose, they proposed a network (DCNet) to recognise pornographic frames
by classifying video frames through simple voting. For audio, they used VGGish, yielding
audio feature embeddings, which are log mel spectrograms and image representations of the
audio. Subsequently, for the recognition of audio feature embeddings, the authors used the
RANet network, subsequently generating video–audio results. Finally, in the video–audio
fusion algorithm, a function is predefined to aggregate the video–audio recognition result.

The performance of the proposal was evaluated on a recently collected dataset, showing
how the proposed method performs well, reaching an accuracy of 93.4% on the in-house
dataset that includes 1000 porn samples along with 1000 normal videos and 1000 sexy videos.
The authors did not evaluate the proposal with other pornographic datasets; thus, comparison
with other proposals becomes difficult.

Finally, in the context of detecting and classifying sensitive content from YouTube videos,
Yousaf et al. [128] presented a study on the integration of an automatic real-time video media
filtering system for social media platforms. To do so, they employed a pre-trained CNN
ImageNet (EfficientNet-B7) to extract video features. Subsequently, these features feed a
bidirectional short-term memory (BiLSTM) to learn efficient video representations and to
perform multiclass classification. All evaluation experiments were performed using an auto-
generated dataset of 111156 YouTube cartoon videos. The authors integrated an attention
mechanism after BiLSTM to apply the probability distribution of attention in the network.
The experimental results showed that the EfficientNet-BiLSTM model without the attention
mechanism performed better (95.66%) than the same model with the attention mechanism
(95.30%). In addition, traditional ML-based classifiers (e.g., KNN, SVM, etc.) performed worse
than DL-based classifiers.

Moreover, performance analysis with the more advanced methods showed how the
BiLSTM architecture on CNN better captures contextual content information from video
features, resulting in better results in detecting video content inappropriate for children.

Finally, different experiments were carried out that indicated the differences between
other pre-trained models and the characteristics of the selected model compared to the other
classifiers. The advantages of their framework can help to filter inappropriate content in real
time. The authors did not take into account the time flow and did not perform cross-validation
and data augmentation to train the model, which would make the results more reliable.

In total, the results and characteristics of the sixteen main deep learning models devel-
oped thus far for sensitive-content detection are shown in Table 5.
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Table 5. Most important papers related to deep learning techniques.

Reference Dataset Size DL Architecture Classification Algorithm Evaluation Measures

Moustafa [29] 800 videos [78] Fusion (AlexNet and GoogleNet CNN) Majority voting Acc: 94.1%

Perez et al. [30] 800 videos [78] GoogleNet-based CNN SVM (linear) Acc: 97.9%
2000 videos [26] Acc: 96.4%

Wehrmann et al. [103] 800 videos [78] Fusion (ResNet and GoogleNet CNN) LSTM-RNN Acc: 95.6%

Song et al. [105] 2000 videos [26] Fusion video (VGG-16) + motion (VGG-16) Multimodal stacking Acc: 67.6%
+ audio (mel-scaled spectrogram) ensemble TPR: 100%

Silva and Marana [28] 800 videos [78] VGG-C3D CNN SVM (Linear) Acc: 95.1%
ResNet R(2+1)D CNN Softmax classifier Acc: 91.8%

Singh et al. [108] 800 videos [78] + Animated VGG16 + LSTM autoencoder LSTM classifier Pre: 89.0%
videos with nudity Rec: 85.0%

Papadamou et al. [109] 4797 videos Inception-V3 CNN (thumbnail) 2 LSTM RNN + dense layer Acc: 84.3%
Rec: 89.0%

Song et al. [32] 2000 videos [26] Fusion video (VGG16 + Bi-LSTM) + audio Multimodal stacking Acc: 92.33%
(multilayered dilated Conv.) ensemble FNR: 4.6%

Chen et al. [34] 800 videos [78] + Custom DOCAPorn (VGG19 modification + visual Softmax classifier Acc: 95.63%
Dataset (1,000,000 images) attention) Acc: 98.42%

AlDahoul et al. [116] 2000 videos [26] YOLOv3 + ResNet-50 Random forest Acc: 87.75%
F1-score: 90.03%

Lin et al. [126] 120,000 [79] + Fusion DenseNet121(4) + visual attention Softmax classifier Acc: 94.96%
Pornography-800 [78] Acc: 94.3%

Ganwar et al. [35] Training: Pornography2M [35] + 1M Google
Open Dataset [129]

CNN + Inception + inception reduction +
inception-ResNet + attention Softmax classifier + centre loss Acc: 97.1%

Testing: 2000 videos [26] F2: 97.45%

Fu et al. [33] 30,000 videos ResNet-50 + BiFPN + ResNet-attention
network (RANet) + VGGish Softmax classifier Acc: 93.4%

Yousaf et al. [128] 111,561 videos EfficientNet-B7 + BiLSTM Softmax classifier Acc: 95.66%
F1-score: 92.67%

Lovenia et al. [117] 800 videos [78] CNN (audio features) Voting segment-to-audio alg. Acc: 95.75%

Gautam et al. [118] 800 videos [78] ResNet-18 + sequence classifier ConvNets Softmax classifier Acc: 98.25%
2000 videos [26] + faster RCNN-inception ResNet V2 Acc: 97.15%



Electronics 2023, 12, 2496 24 of 34

8. Results, Challenges and Open Issues

The works analysed in this study show a great diversity of combinations of feature
inputs and algorithms for the recognition or automatic detection of sexually explicit videos.
As described in Section 1, the most commonly used features in the automatic detection
of sensitive content are visual, although recently, text and auditory features are also be-
ing used.

8.1. Results

The strategies using text features, summarised in Section 4, aim to use other types of
features either generated as hashes or associated with the images as file names, path files,
and metadata. On the other hand, some works combine visual and textual features (includ-
ing chat logs between users exchanging this type of material). In terms of hashes, more
advanced methods have emerged in recent years that use DLs, such as in [44,45,47], im-
proving for example the robustness against images that undergo small changes, resulting in
fewer FP. On the other hand, some researchers have recently discovered how some methods
based on hashes, such as [6], have some limitations and vulnerabilities [49]. Among these
limitations, the use of equalisation for scaling the sum of gradients increases the likelihood
of a false negative for any smaller edit. Regarding vulnerabilities, Ribosome [130] inverts
PhotoDNA hashes using machine learning. His demonstration uses provocative images to
show that approximate body shapes and faces can be recovered from the PhotoDNA hash.
Like any other lossy function, the PhotoDNA hash is not perfectly invertible, but the hash
leaks a lot of information about the original input, as these image recreations demonstrate.
Because of the above, and because the use of hashes always involves a comparison with a
database of previously identified materials (hashes), they do not recognise new cases of
CSAM; thus, organisations using this approach alone must adapt other methods to make
detection more efficient.

With regard to webcrawlers, Westlake et al. [51] found that specialised databases (e.g.,
hash values) are valid criteria for identification. However, their reliability, and thus their
usefulness, depends on the completeness of the database. Moreover, subsequent research
cannot rely solely on the results of previous research to choose the selection criteria. Of
the 27 keywords from previous research such as in [50], more than half (16) had a minimal
presence on any given website. Even code keywords that persist are not particularly useful
if used alone, as they are found in other types of websites.

Regarding filename, metadata and other textual features (e.g., chat logs), successful
results have been achieved [48,52] by using ML algorithms such as SVM and by applying
CNNs on text features [56,59]. The use of this kind of approach involves manual pre-
processing with NLP techniques, which means having good prior knowledge of the way
CSAM files are named or the way (lexicon) of communicating in chats, etc. The best
result was obtained in [59], employing file paths and using CNN (one dimension) with an
accuracy of 96.8%.

Textual feature-based approaches have the advantage of not working directly with
CSA photos or videos, thus providing a media-agnostic classifier. In such approaches, it
has not been possible to compare the different results due to the lack of a common dataset
(file names and metadata features). As a main disadvantage, it is necessary to know, in
depth, the behaviour of the offenders, e.g., how they name the files, in order to enhance the
generalisation of the final model.

The strategies using visual features, summarised in Section 5, mainly use skin colour
and skin texture to perform recognition or detection of sensitive content, by defining a
threshold using a specific colour model. Considering that the results obtained in sensitive
content classification are highly influenced by the quality and size of the dataset, it is hard
to make a comparison between the different methods without a common dataset in the
validation phase. In any event, regarding the largest dataset, the best results were obtained
in [14] with an accuracy of 96.6%, while employing an HSV colour space and an SVM
algorithm for the classification stage.
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The strategies described in Section 5 show acceptable results, but as they are highly
dependent on skin colour count, this can lead to errors in scenes with many people or
with objects that have colours similar to human skin. In this sense, skin colour-based
algorithms are not able to generalise correctly for colour changes from different ethnic
groups or from those caused by lighting variations. To address these shortcomings, several
studies focus on an alternative methodology using the analysis of image descriptors, as
shown in Section 5.2. In this sense, most of the works that used these features validated
their results with common public databases, facilitating the analysis and comparison of the
best model configurations, with SVM being the ML algorithm with the better performance.
This ML approach has been considered a simpler strategy, as it relies on fewer parameters
for the definition of the classification model.

The kernel used in the SVM algorithm with which the best results were obtained was
the linear one. Caetano et al. [21] recorded the best accuracy values (92.4%) for the dataset
described in [78] (800 videos) using the BossaNovaVD algorithm and a binary feature
descriptor. The best results obtained using descriptors were by Moreira et al. [26], who
used a combination of Fisher vectors and TRoF descriptors to obtain 95% over the dataset
and who published a larger dataset (2000 videos) created in their work.

More recently, Hartatik et al. [23] obtained 82.26% with SIFT and SURF descriptors
using KNN as a classifier on a dataset consisting of 8981 photos and videos. One of the main
drawbacks associated with this approach is that it still requires manual feature extraction
and the best possible configuration, dimensionality reduction before model training and
high complexity due to a large number of algorithms to generate the code words. Another
approach explored in this study is the analysis of motion and audio features to enhance
the detection of videos with sensitive content, as shown in Section 6. In order to improve
the performance of classifiers, several researchers started to use features such as motion
vectors and audio periodicity to represent motion. The algorithms employed in this work
include a thresholding setup or ML-based algorithms such as Bayes or SVM. Even though
this strategy implies the analysis of supplementary information to the conventional visual
features, there are promising results (95.44% accuracy) according to [21]. Recently, the
authors of [93] used audio periodicity in their multimodal approach and obtained a TPR
of 96.7% and an SVM classifier. These strategies did not use public datasets; thus, it is
difficult to evaluate their results, besides having to extract the features manually, as in the
aforementioned strategies.

In recent years, several different DL architectures have been developed in this field,
given their recent success in image and video analyses in other tasks. In this line of in-
vestigation, all strategies employ CNN models for the keyframe feature extraction stage,
although recently, with the explosion of transformers in NLP, attention mechanisms have
been used for high-level feature extraction. The attention mechanism provided by trans-
formers together with CNN help to model long-range dependencies without compromising
computational and statistical efficiency. Regarding the final classification algorithm, we can
discuss two different approaches: those using LSTM recurrent neural networks, which is a
DL model widely used to analyse temporal sequences, and those using the softmax function.

The best performance was by Chen et al. [34], who achieved an accuracy of 98.42%
on their own dataset composed of 1 million images using modified VGG19 and visual
attention. As for the best result obtained on one of the most commonly used datasets, [78],
it was recorded by Gautam et al. [118], outperforming Perez et al. [30] (accuracy: 98.25%).
On the other hand, the dataset in [26] as well as Gautam et al.’s dataset [118], with an
accuracy of 97.15%, both outperform Ganwar et al.’s dataset [35] (accuracy: 97.1) by using
a combination of CNNs (ResNet-18, sequence classifier ConvNets, faster RCNN-inception
andResNet-V2). The best-performing DL architectures were combinations of CNNs such
as ResNet and Inception, plus the addition of attention mechanisms. DL-based strategies
work well with large datasets, but if these are limited, other strategies such as transfer
learning could be used to enhance the results.
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To highlight the growth of artificial intelligence and DL in particular, and based on
the keywords of the principles referenced in this work (e.g., pornography, sexual content,
obscene content, deep learning, neural networks and convolutional neural networks),
Figure 11 below shows the number of times the keywords are used. As can be seen, since
approximately 2017, the number of references to the above-mentioned keywords in the
literature has been increasing year by year.

Despite the popularity of transformers, the increase in performance in sensitive-content
detection has been small compared to recent advances in NLP, such as in GPT3 or BERT.
Visual transformers (VT) do not appear to outperform CNNs by a wide margin at the
moment. In this regard, recent works such as [33,35], use transfer learning to initialise it
with the weights being pre-trained on ImageNet.

Another disadvantage of taking into account DL models is the lack of interpretability,
considered a black box in most of their implementations. This makes it impossible to
detect possible biases that could be transferred from the data to the classifiers. Current
interpretability methods in other domains, such as in health care and in those applicable
to sensitive-content detection in adults, are suggested for the examination of DL-based
systems.

In view of our review of the existing literature on learning strategies for sensitive-
content detection techniques, the following section identifies the main challenges and
open issues.

Figure 11. Documents per year referencing keywords related to this field.

8.2. Challenges and Open Issues

Based on the strategies and results obtained by the different works described in the
previous sections, the challenges and open problems that can be identified in this review
are summarised below:

• Given the success of deep learning methodologies, research on combinations of super-
vised, unsupervised and, more recently, self-supervised deep network architectures is
expected to continue in order to achieve the most optimal configuration in the field of
sensitive-content detection.

• Studying other variations of deep networks, such as variational autoencoders [131],
capsule network [132] architectures or focal modulation networks [133], and other
learning methods such as self-supervised or semi-supervised, should be further ex-
plored for this field of application.

• Contrarily, there is an anticipation that additional video features, including the more
recent audio features, alongside static (keyframes) and dynamic (motion vectors)
features, will be assessed in this domain, alongside the outcomes of deep learning
methodologies. Within this framework, it is crucial to evaluate the various approaches
using the same dataset to ensure an impartial assessment of the aforementioned strategies.
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• The use of audio features should be further explored if the number of false nega-
tives can be reduced, either with spectrograms or with transcription to text (e.g.,
whisper [134]) and subsequent classification with NLP techniques.

• For textual features, the main problem is the frequency with which the search pattern
for keywords and filenames needs to be updated. Using only textual features is a
challenge, as it would require more frequent re-training of the built models than
models based on visual features. However, these features can be incorporated together
with visual and auditory features to improve the final ranking.

• In the realm of current state-of-the-art attention mechanisms and approaches, models
are designed to consider both global (ViT) and local (CNN) contexts, which play a
crucial role in identifying the difficulty of detecting certain images and videos with
and without sexual content that may be ambiguous. Consequently, the latest CNN and
ViT-based architectures can assign a higher pornographic score to images featuring
semi-naked individuals within a context that suggests sexual interest, such as erotic or
provocative poses. In contrast, safe images containing semi-nude individuals, such
as a girl in a bikini or boys in swimming costumes, receive a low score. However,
when it comes to images with sensitive content where individuals are clothed or
show minimal skin exposure, and where body exposure is partial or no genitalia are
depicted, automatic evaluation systems tend to falter. In contrast, humans find it
relatively easy to discern pornographic context, often due to facial expressions.

• As mentioned above, most of the strategies perform well in detecting sensitive content
but fail in certain cases. This could be because the number of such images labelled
as pornographic in the training set is very low. In addition to focusing on improving
the architecture of the neural networks, it is important to have a robust dataset and
to perform the relevant pre-processing correctly so that the proposed models can
generalise successfully. For this, state-of-the-art image-generation models (text-to-
image or image-to-image) such as stable diffusion could be used to improve the
dataset [135].

• To the previous point, one of the main challenges in the context of sensitive-content
detection is to create a large dataset labelled by experts that is as heterogeneous
as possible (different categories of sexual images, poses, etc.), taking into account
the diversity of ethnicities, genders, etc., which serves to evaluate and compare the
different DL models created by the scientific community in a satisfactory way.

• Recent research on semantic analysis, such as object and background detection in
videos, has yielded excellent results. In this regard, it would be interesting to detect
patterns between backgrounds and objects in scenes with sexual content, aiming
not only to improve detection performance by avoiding false negatives in scenes
with minimal nudity but also to create a database that provides more context for
CSAM/CSEM video scenes.

• Performing an analysis of the robustness of the built model (e.g., against adversarial
attacks) and, whenever feasible, employing algorithms to analyse the explainability of
the model will facilitate in understanding the decision-making process of the black-box
algorithm and will enable evaluation of the model to enhance its performance and to
identify areas where it may be failing.

• As the DL-based models developed detect new sensitive content, they should auto-
matically generate hashes of newly detected explicit content and other textual and
contextual features to update international databases, so that major NGOs can check
available material against the hashes and other extracted features. To do this, re-
searchers, organisations and Big Tech that have access to the databases must agree to
move in the same direction in order to increase the success rate.
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9. Conclusions and Future Work

This study summarises, analyses and interprets the state of the art of achievements
and challenges of sensitive-content research. In this sense, this paper reviews the main
algorithms for detecting sensitive content in images and videos. Due to the large volume
of pornographic content accessible on the web and the increase in child pornography ex-
ploitation cases, effective automatic detection of sensitive content in multimedia databases
has emerged as a critical issue in forensic analysis.

As described in the previous sections, different strategies have been considered to deal
with this problem. In the context of text features, the results are promising, but searches
for files, metadata and keywords are very domain knowledge dependent. In addition, it is
necessary to pre-process the data in a manual format by updating the keywords and names
with which offenders name the CSA files. Since all the papers used different datasets, it is
not possible to compare them on a specific dataset. One of the papers by Pereira et al. [59]
achieved a 96.8% accuracy rate using a dataset comprising 1,010,000 file paths. This work
utilised adversarial attack techniques to analyse the model’s robustness and employed a
real dataset obtained from Project VIC International for model development.

In the exploration of visual features, most detection strategies focus on a thresholding
approach to skin-colour features. The dissimilarities consist of the colour space used for
the analysis. In this context, some work also uses texture and shape morphology, with
good results. As for the image descriptors, most of the researchers used the same [78]
dataset. In this context, for the 800 datasets, the best result was in [21], reaching 92.4%
accuracy. In the case of the 2000 dataset [26], Moreira et al. [26] obtained 95% accuracy.
The works that employed this strategy mostly used SVM by changing only the kernel
structure while combining various types of features as input to the SVM by changing only
the kernel structure, except for [23], which used a KNN classifier. The downside of this type
of algorithm is the manual extraction of a certain feature and the application of different
thresholds for classification. The main advantage of these algorithms with respect to DL
models is the degree of explainability, as these algorithms are white boxes and are therefore
easier to understand the decisions that are taken.

With regard to works that use motion, audio and multimodal analyses, despite good
results, it is difficult to compare the performance between the different methods due to the
large differences in the dataset used.

Strategies using DL techniques, compared to the conventional approaches described
above, detect videos with sensitive content with higher performance. In particular, the
research developed by Gautam et al. [118] shows the best performance thus far for a CNN-
based system in the domain of sensitive-content detection. In this sense, most of the works
that have employed DL as a classification strategy used the same dataset, which makes it
easier to compare all research works.

Finally, although the performance of the latest algorithms is quite high for automat-
ically detecting sensitive content in videos, further actions should be made to classify
child pornography and to give feedback on the tools created by researchers from LEAs.
Automatic classification of sensitive content is a challenge for the scientific community, and
in particular CSAM, due to the inaccessibility of the data, which are private and exclusively
held by law enforcement. In particular, CSAM detection is a major challenge for researchers
and organisations due to the inaccessibility of the data, as they are private and sensitive and
in the restricted possession of law enforcement. To help stakeholders extract information
from the hidden data and to securely provide further insight into CSAM images, Laranjeira
et al. [136] provided an analytical template that goes beyond the statistics of the dataset and
its corresponding labels. They extracted automatic signals, provided both by pre-trained
machine learning models, e.g., pornography detection and object categories, and by image
features such as luminance and sharpness. Only added statistics were provided to ensure
the anonymity of the victims, which is one of the key applications of these results.

In addition, many of the reviewed works focused on improving and fine-tuning deep
learning architectures rather than emphasising the data (data-centric). Furthermore, the
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majority of these works focused on improving accuracy on a dataset (unfortunately, a
relatively outdated one) and tended to overfit the model to that particular dataset.

In lack of an appropriate and robust dataset, tools should be implemented that combine
all possible detection algorithms, either through the analysis of content (visual and audio
features) or through textual features (keywords, metadata and hashes), in order to have a
set of tools with which to cover all the limitations of each of the separate sensitive-content
detection strategies.
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